SYSTEM AND METHOD FOR EXTENDING SESSIONS CLAIM OF PRIORITY This application
claims priority to U.S. Patent Application No. 11/647.271, filed December 29, 2006, which is
incorporated herein by reference in its entirety. BACKGROUND OF THE INVENTION 1, Field of the
Invention The present invention is directed to a methodology for minimizing the frequency 10of access
to a computer system rB¥SIFEA ANP METH ADES RO IIpNEHNERS ERSIISEent invention is
directed to setting fixed access periods which are extendable under certain conditions. 2. Discussion
of Background Information 15Security gateway systems operate on a token system in which a token is
issued to a user for authentication and a¢cessM ;!.s. 1169 , the underlying database needs to be
consulted for every-user tregast%:tlo to UEdatet fgrrp g%rtl in tr?lecé? o%r}ﬂ: hfsi KQpsfant mg%ractlon
with the database place conad’éra% en-on the sys em that imits per formance and
resporisiveDesanbaezt tFHes 201 5tH MR et HErENVENTIOce inEmbotliatents of the present
invention are directed to allowing a user to access a computer system resource relying on a security
gateway with substantially less interaction with the database than other methods. Such embodiments
are described in the context of 13pAEeGmanade meEnT BFSETY WKEIEH user has a pre-determined
duration of iisggogtﬁ 0. elght hours which could be the default duration of a working day). During
the session;'t a database or other computer system resource. Under certain

circumstances, thglusgriseliowadite cobiiatedeaseesidielcomputel systany nasdtrgecatter the

scheduled clfose of the session. : .
access to a computer system resource, such as a database. More specifically, the

present invention is directed to setting fixed access periods which are extendable under

certain condifions.

2. Discussion of Background Information
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Security gateway systems operate on a token system tn which a token 1s 1ssued to a
user for authentication and access. in such systems, the underlving database needs to be
consulted for every user transaction to update the information in the token. This constant
interaction with the database places considerable burden on the system that hmits

performance and responsiveness in real time.

SUMMARY OF THE INVENTION

Embodiments of the present invention are directed to allowing a user to access a
computer system resource relving on a security gateway with substantially less interaction

with the datzbase than other methods. Such embodiments are described in the context of
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a user-management svstem where a user has a pre-determined duration of a session (e.g..
eight hours which could be the default duration of a working day). During the session, the
user may access a database or other computer system resource. Under certain
circumstances, the user is aliowed to continue to access the comnputer system resource
after the scheduled close of the session.

30 in a preferred embodiment, a security gateway authenticates a user and issues 2
token that defines a default session period duning which the user may access a database.

The token also defines a time period, referred to here as a “recycling window,” which



30In a preferred embodiment, a security gateway authenticates a user and issues a token that defines
a default session period during which the user may access a database. The token also defines a time
period, referred to here as a "recycling window," which preferably occurs just before the close of the
default session. (The term "recycling window" is used merely as a label and not to define the
characteristicsfefatfis odetommdt Hefweuse ctrcest e thefxidtabssend uiTing therréoygloravindow, the
security galgyay exinds e sgesion by feiaing,thedaken, The sanditons for allowing. an gxtension
may be any of'5a varle]%y of Chiteria. For example, ifa SaSsion's default quration 1s eié-h hours, the
security gatéwwagamancessertize ke thaudeinds thevehdgimedith éeightshoupsessiorxEndstoken may
also define rec clin%pvyi%qow 2 th(ei{!ast irty mig tes q tr\ﬁ default session. If the yser aptiyely
access the UStADRSS UG TH e perod OF (18 FaRVRTiAY WIRAGHE ey Rtaha sy, Withatit an
additiofial accesstodherdatabdse cravigt:thedokendOstastxidndbthesessiomhbywens tirur. The
reduction in_interactions with the databage a%lle\éiﬁgetgeés Ioa}?%on Cs{?e da{'gg ase. Fsé%sﬁm, and.improves
database reSpaHsVENEEE IREHOGGHBOER e etEdisAd I E) HE B ErHaR § BN ST 8t example, a
first sessiorTextesnainmamey defiimanes sesgiondesminationiimeter athersneasweghaisession
period) and a new 15recycling win?;w within the extensjon perjod, If a user accesses the database
Guring the 1585 DHRGAFOHE B SRR 1 SBABOE el BEGid ot S6L0Ha e, The

second extenziapvpaHo @ Mmay LRLOMPdssy ek adifenEeeycing perioghansk the-spssignaray be
extended further if the user accesses the computer system resource during the second recycling

windot! Thi dHERBAEFE BN R HBAds Hid FELGERRG D BREIS A wHbEa dfietétFaccording to the

needs of systRivi AR I85OBS TFOLLXMMPIes it BeRBeHAb EatarshoHan srsentanthsubsequent
extension periods to prevent infinite sessions or to limit employee overtime. According to an

embodimentBPHE8 HVention, a method of managing sessions is provided. The method includes

opening a session,geealingrxjaken ihatdnelides . asessipnrapRNing-imeany 2,messieef the
session duration, receiving the token within a first time before the measure of the session duration,

adding, in ré$pBISENGHIESHAICITAENAISE AHRE timethstmensarsale stsyiansearivh itaiiito define a
new measure of:the: seasion duratian. uadaling heitekep foteflectihe new measurepfithegession

duration as changed by the addition, and expiring the token after the new measure of the session

duration. 30TEEABEEIBERBORH e Fi FRRE) HraRen\ias Ao AesSFusexa s ahee fot ediviel Bding,
The second extension period may encompass vet another recveling peniod. and the session
may be extended further if the user accesses the computer system resource during the
second recycling window. The durations of extension periods and recveling periods may

20 be adjusted according to the needs of systemn operations. For exampie, it may be desirable
to shorten second and subsequent extension periods to prevent infinite sessions or to himit
emplovee overtime.
According to an embodiment of the invention, & method of managing sessions is

provided. The method includes opening a session, creating a token that includes a session
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opening time and a measure of the session duration, recetving the token within a first time
before the measure of the session duration, adding, in response to the receiving, a second
time to the measure of the session duration to define a new measure of the session
duration, updating the token to reflect the new measure of the session duration as changed
by the addition, and expiring the token after the new measure of the session duration.

30 The above embodiment may have variations. For example, the receiving, adding,
and updating may be recursive, such that if the token is received within the first time

before the new measure of the session duration, the new session time 1s extended. The

[ ]



and updating may be recursive, such that if the token is received within the first time before the new
measure of the session duration, the new session time is extended. The first time may be the same or
different during or between any recursions of the receiving, adding, and updating. The second time
may be the same or different during or between any recursions of the receiving, adding, and updating.

A transactiofirassneiated beithestakes tiffdeiecating Hedere dbe axpring My bethoresassad. A

session startég%le, as sséon timeout time, and the first time in the token may be stored. The second
h

time in the t3 DR LIRS, T SUBhURRTE i &7 1 88R A S B FeEeRi 44 Heair S8 S8Fod of

authorized use ascaeftiedbihthesessionepearing imsiandior the measure of the session duration.
The first time may be less than or equal to half-of the second time. Or the first time may be less than or

equal to half of the’ SRR HRiIATSOCIateA bk dtrigiisrahatie F eivibediPaEne Mafsmisasraahaging

Sessiors MayRempise eduestifgtanpansassrasianclstisrelinan tokenihatincludes a session
opening time and a measure of the session duration, sending a transaction request and the token

within a firsThfHe bERIEE thEhEssnr s tie Sessiorrdnritionstart sddsniveeéiving e réspenise 15t0
the sendingriam updataciaeasure atihe sessionchuation associaied Wit te tokep. Fg ghave

embodiment may have various features. For example, the sending and second receiving may be

recursive, sBBA BRARS IHEIGRT FasTERm S dhetirst Berfir Beiore mpoaeelsshmsure vludssession
duration, tha4ipdaiad ReSAIORHES P A ARAIAM, e IUstmS Mgy e e sameoLdifgrent during

or between any recursions of the 20sending and second receiving. The second time may be the same
or difféfent ddhg or between any recursions of the sending and second receiving. A transaction

o s neaC S LS LN SO M M i
timeout tim&CaReFHHE 1R PGe seRaiopelBrsmsddiving a token that includes 2 session opening time

and a measure of the session duration, sending z iransaction request and the token within

a first time before the measure of the session duration, and second TECEIVINgG, il Fesponse
15 to the sending, an updated measure of the session duration associated with the token,

The above embodiment may have various features. For example, the sending and
second receiving may be recursive, such that if the token is sent within the first fime
before updated measure of the session duration, the updated session time is again undated.

The first time may be the same or different during or between anv recursions of the
20 sending and second receiving. The second time may be the same or different during or
stween any recursions of the sending and second receiving,

A transaction associated with a token that is sent during a period of authorized use

defined by 2 session opening time and/or a measure of the session duration may be

processed. A session start time, a session timeout time, and the first time may be stored in
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the token. The second time may be stored in the token,

The second time may be less than or equal to half of a period of authorized use as
defined by a session opening time and/or a measure of the session duration. The first time
may be less than or equal to half of the second time. Or the first time may be less than or
equal to half of the second time.

30 According to another embodiment, a method of managing sessions may comprise
opening a session, creating a token that includes a timestamp of when the session opened

and a session timeout time, receiving the token within a window before an expiration of
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25the token. The second time may be stored in the token. The second time may be less than or
equal to half of a period of authorized use as defined by a session opening time and/or a measure of
the session duration. The first time may be less than or equal to half of the second time. Or the first
time may be less than or equal to half of the second time. 30According to another embodiment, a
method of malse@iing sesgionEmmE pdabnyiisecoperiagpalsesso, maﬁm;matdhwdnhatibmbades a
tlmestamp fw en the Flsat SSi ession timeout t| rec |vm he tokten within a
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window be ore Ay e
extra time diiratibe iewhadeken ofpcasngithaitokeorio Tellatinh peexida timesaiirAtite, fafidvexgpiring the
token after the new measure of the session duration. The time periods may satisfy the following
equations: g%aé{% < -eta'storow <-<-04 where "sto" is a period of authorized use defined by
the timestamp and/or th@g@E‘SSIOﬂ timeout time, "etd" is the extended time duration, and "rcw" is the
period of the wind&. > The above embodiments may have various additional features. For
exampje a 10server may coordinate with a database in association with the opening, updating, and
expiring. Such coordination may be limited to the same. Other exemplary embodiments and
advantages of the @geﬁﬁﬁlwéﬁﬁlon may be ascertained by reviewing the present disclosure and the
accompanying drawings. 15BR4EF DESCRIPTION OF THE DRAWINGS

where “sto” is a period of authorized use defined by the timestamp and/or the
session timeout time, “etd” is the extended time duration, and “rew™ is the period of the
window,
The above embodiments may have various additional features. For example, a
1G  server mayv coordinate with a database in association with the opening, updating, and
expiring. 3Such coordination may bz hmited to the same.
Other exemplary embodiments and advantages of the present invention may be

ascertained by reviewing the present disclosure and the accompanying drawings.

13 BRIEF DESCRIPTION OF THE DRAWINGS
The present invention 1s further described in the detailed description which follows, in
reference fo the noted pluralitv of drawings by way of non-limiting examples of certain
embodiments of the present invention, in which like numerals represent like elements
throughout the several views of the drawings, and wherein:
20 Fig. 1 1s a flowchart illusirating the chironological steps of an embodiment of the
invention;
Fig. 2 is an embodiment of the above methodology shown at the architectural and
signal exchange level;

Fig. 3 15 a timeline of sessions and token-use for the opening of the session,

[ ]
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transactions within the period of authorized use before the recycling window, iransactions
within the authorized window, and the extension of the session timeout;

Fig. 4 shows non-limiting examples of token contents; and



The present invention is further described in the detailed description which follows, in reference to the
noted plurality of drawings by way of non-limiting examples of certain embodiments of the present
invention, in which like numerals represent like elements throughout the several views of the drawings,
and wherein: 20Fig. 1 is aflowchart illustrating the chronological steps of an embodiment of the

invention;  Fig F2dssamembadimeadiaidnesahayerngthedoingysdvwgy abtheaieRitaatural and
signal exchange Ievgl; Fiﬁ%ég IS a timeline of sessions and token-use for the opening of the
session, trafEREftbAS WRAAT IS Pl or St RS T s b &FSHS T QIR ARG 3655 AFansactions

within the agthetized window, and the extension of the session timeout; Fig. 4 shows non-limiting
examples of token contents; and Fig. 5 shows an embodiment which provides a methodology for
"tuning” the amount of time assessed to the session timeout, the recycle window, and the session

extensipn. DETAILEDDESGRIBEQMNR OF IONEFEXEMPEARYIEMBODIMBNDpviENANe particulars
shown herein are by way of example and for purposes of illustrative discussion of the embodiments of

the present inventioh SRR e pradehtEan Attt HaE © bEBRRg WREPI RIS to be the most
useful and readibindersiagrbAeserption of theRrbeinles-ans ConcaRikal AsRaets At he fresent

invention. In this 10regard, no attempt is made to show structural details of the present invention in

more detail ¥h&if SeHECREBERY OREEPRINHBRHEHEE! larRfctRedRam g oithansreusilinvapsarndhe
description takenyith dreidraueg-ating RN 49 those skilled in the artihowthg several forms

of the &resent invention may be embodied in practice. The below embodiments are described in
connettion {#Aré: TSP Gatbosgyro Py sIEnTISacday G afdhayrsentierassner famework

offering secyiiy aende:Tmn saailuciniand apiantiat.mate iha. EQRs neaded). gecurt

P A

Gateway is based on PC (a physical device) identification. However, the invention is not so limited,
and the metSaBIH teigrapply s angwises menageprmendsabaseskiindgethent! brether computer

SyStem.  several forms of the present invention may be embodied in practice.

The below embodiments are described in connection with & “Security Gateway”

15 system. Security Gateway is a client/server framework offering security features to TOPs
products (and potentially more than TOPs if needed). Security Gateway is based on PC {a
physical device) identification. However, the invention is not so limited, and the
methodology may apply to any user management, database management, or other
compuier systerni.

20 Referring now to Fig. 1, a session is opened at S110 in response to receipt of 2
request by an authorized user, and the opening time is recorded in a database. At S112,a
session timeout is defined, which preferably corresponds to the maximum duration of &
session. The session timeout may be set as a time to elapse afier the segsion opening (e.g.,

8 hours after the session opens) or an absolute time {e.g., 5:00 PM EST). The time

o
t i

between the session opening and the session timeout establishes a period of authorized
use.

At step S114, a token is created with an appropriate reference (such as &
timestamp) identifying the time of the session opening and session timeout. Anyv further
system transaction will preferably rely upon the token as opposed to the database. Absent
30 some form of extension, the token will expire after the session timeout.

At step 5116, the system recelves a fransaction request with an associated token,

At step S118, the system determines whether the token is valid, e.g., whether the token

(W3]



20Referring now to Fig. 1, a session is opened at S110 in response to receipt of a request by an
authorized user, and the opening time is recorded in a database. At S112, a session timeout is
defined, which preferably corresponds to the maximum duration of a session, The session timeout
may be set as a time to elapse after the session opening (e.g., 8 hours after the session opens) or an

absolute timei{eags BARMAm&E) chhe #mebehveaibthersasainn-apaningrand thesessiop timeout
establishes a period of authorized use, At step S114, a token is created with an appropriate

reference (SRHEEH HFHISE AT RISHIRANGHTEINR RAshansd orPopdifrgaretissn timeout. Any
further systeandransastiosuldreferably rely upon the token as opposed to the database. Absent
30some form of extension, the token will expire after the session timeout. At step 3116, the

system receives alfrérdgR tdn § g kR ih A hdbs cutsan SR MRS Bk eshes tha&ranaseiistermines
whethey theshekenisvalitgigodvhethriihedekensindicates thatibs fansastionds withinthe period of

authorized use. If not, at step S120 the system returns a message that the session has’timed out, and
the correspBiRfRY trardbactiche Wgémewotion saremssssd 1eanalivkerss $ahd; tHalsy/stem determines

whether the.ransaetiae @wéﬁhﬂma&%@&%&&%ﬂmq@%&ﬁb@o%%ééi%s,tim%(aﬁ?%%gﬁo known as

a "recycling window"). If not, then thé transaction Is processed normally at step S126. If the transaction
is within the¥ERBATRIGHR, ReAThany stetacd bidinaiaswitan exdensivasy toxtentl ahelzession

imeout Ume:a4isieR vzt ifialioe aexiension ALIMe.Le AlaNe R35100 10 dRMAIL.PREN. Al Step

S124, the new session timeout is stored in the token and 10the token Is sent ba the requestor.
ContréPthehpaekes tosee pash 26 o isavesssing eheratahsactionss to sinnttis Abbvepembmsiiment, the
database was guly. acggssed for two reasons: (1) opening the session and (2) a token was received
within the recycling window. There was no need for the system to coordinate with the database for
individual transactioribe Thiy'd Sreipréisesns hsdbslomtial reduticndessiatdizrasecintesastiofi with

corresponding impr In syst erformance. Referring now. to Fig. 2, an.embodiment of
the above rgg%éoﬁo%\éeé%g %ﬁo@ﬁé‘t)t Ebg%{h\%é% Gra ?ﬁd“é?zﬁﬁrélé&% %ﬁdgﬁe\)‘v%lqz%'enls%g{é%a% shown
in simplifiechfoneeddoa iseyREE0;caskenver QiR thndastatalfasmahddddieranchiteatrrelisnot so

Iimiteq,-howg el a3 20the tem may have number of ,centr.a,gized or dispersed terminals,
4 S ) 1 g :
serversj, da{agfsgs,soar %%r%ﬁﬁﬁ%ﬁ?ﬁﬁdg %él}f((%%% ?aeé%% %%té%nft"}% 1o i

improvements in system performance.
Referring now to Fig. 2, an embodiment of the above methodology is shown at the
architectural and signal exchange level, The system is shown in simplified form as a user
PC 210, aserver 212, and a database 214. The architecturs 1s not so limited, however, as
20 the system rmay have any number of centralized or dispersed terminals, servers. databases,
or components that perform the disciosed functions.
A user requests to open a session by entering appropriate credentials at PC 210,
PC 210 communicates this information 216 1 server 212, Server 212 logs the new
session in database 214, and sends a token 218 back to the user’'s PC 210, Token 218
25 1ncludes a timestamp for the opening of the session and a session timeout. In the example
of Fig. 2, the session is opened at 9:01 AM and the session timeout is 2 hours, such that
token 218 will expire at 11:01 AM.
During the open session, user PC 210 initiates a transaction with server 212, The
transaction includes token 218. Since token 218 1s valid within the period of authorized
30 use, server 212 will process the transaction as normal. Preferabiy, the transaction does

not affect the status of token 218, although the token could be modified to reflect data



A user requests to open a session by entering appropriate credentials at PC 210. PC 210
communicates this information 216 to server 212. Server 212 logs the new session in database 214,
and sends a token 218 back to the user's PC 210. Token 218 25includes a timestamp for the opening
of the session and a session timeout. In the example of Fig. 2, the session is opened at 9:01 AM and
the sessionvélmingivish? fosestsucTinat tetenea &l baxmpive akik kigdsdMon ocBiuing dheopen
session, uset PC 210 initiates a transaction with server 212. The transaction includes token 218. Since
token 218 is*Valid within the period of authorized 30use, server 212 will process the transaction as

normal. PreferablyL. he dtansaeticspepessnohaiectshestatus iftakamn 23 Mthaughithertaken could be

modified to reflect data relating to the transaction. The example in Fig. 2 shows this transaction

occurring at&*2BRRE. e TN SRRy the BreiPseRSon 1thRidaF Betvn thmnested & transaction with
server 212 withiniee eeeydewindowBisedakan 24&isyvalidasonithin tharetodHi s authorized use,

server 212 will process the transaction as normal. However, server 212 changes token 218 to extend
the sessionTHEGEETESH 2 By adaivghiep seshonHEsRti66 {+ 1SN o BPRAAGRGIR@TLrlying. end
of session tmer(eyg, &00:Fihis wbaaed i S9A BM:THi daken.change mavnsiieapupdate of

the original token, issuance of a new token, and/or destruction of the original token. The token change
should take?H#AcEa: TDRHS e ehenarvBrYTiude e R mpsisag skensspprepAate to update

the new timeautdeihentoken:2d 8. dhieReriodafiantharized pse.extends by Mis.pmgunt gf ingrease in

the session timeout. The example of Fig. 2 shows this transaction occurring at 11:00 AM (one minute
beford the SBESHHFIMeBUE ahd soPEkRARIOR bidpaRsssioA BiieouLTrers Xhmdaid B Hours. The

user may coptinie £9-ephguct additional transactions within the extended
The period of authorized use extends by the amount of increase in the session
timeout. The example of Fig. 2 shows this transaction occurring at 11:00 AM (one

minute before the session timeout) and an extension of the session timeout from 2 hours

—
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to 3 hours. The user mav continue to copduct additional transactions within the extended
session period.

In the above embodiment, the database was only accessed for two reasons: (1)
opening the new session and (2) token 218 was received within the recvcling window,
There was no need for server 212 to access and/or coordinate with database 214 for
20 mdividual transactions. This represents a substantial reduction in database interaction
with corresponding improvements in systern performancs.

This session extension methodology may be recursive. If a transaction is
requested within the recycle window relative to the new session timeout, the svstem mayv

provide another extension. Recycling windows, extension periods and circumstances

2
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supporting extensions may all be the same, respectively. such that the session may in
theory be extended indefinitely. In the alternative, these parameters mayv change for
subsequent transactions to make it more difficult to extend a session. By wav of non-
limiting example, the first recyele window may be 15 minutes, the next ten minutes, and
thereinafter 5 minutes,

30 At some point the token will expire. A transaction requested after the session

fimeout will result in a “timeout” response, and the transaction will be denied. The



session period. In the above embodiment, the database was only accessed for two reasons: (1)
opening the new session and (2) token 218 was received within the recycling window. There was no
need for server 212 to access and/or coordinate with database 214 for 20individual transactions. This
represents a substantial reduction in database interaction with corresponding improvements in system
performanGg ampld HiF e sSiphvdiensiasmeinodol oy May heitepidr avg. tha HRNRAagHeN is requested
within the recycFe window relative to the new session timeout, the system may provide another
extension. WB&JEling windows, extension periods and circumstances 25supporting extensions may all

be the same, resppglivgly, suabsthaldhesessionnayiniihachhe exerdaddndedinitaly: In the

alternative, these parameters may change for subsequent transactions to make it more difficult to

extend a sE&FieshiIBY ARG GREBACH MtHGREREPROE Hirer rbeyier WiidHmBbe 18 minutes, the
next ten migdtessand.thereinatiglen MR 3941 semenpinbiefokanvil £xpire. f Lansaction

requested after the session timeout will result in a "timeout” response, and the transaction will be

denied. Thevexampta gy asshews i thidamicaeatobaivkentichlis Bhevhbarspdgictie session

imeout. . ' ' I ' ' tored in a
+ . & S;I 5 b = -
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server memory or database ftile other than the user’s system. Rather, an algorithm verifies the token

when the tokéeds usadkinsibseepiehtakansactions. It can even be verified by a server which did not

create the token itgelf , feless fransacti Lihe 1 fions aredinked together by a

token, but the ser\;ﬁergﬁéﬁ?]u(%ﬁ]aég?]tﬁ kéep a tr?c%k%ﬁ%%%ea%@g%%%en. ¥ Refe?ring now to Fig. 3,

a timélihe ofisessiprisiantttokentuseasisowition the 1Gopenimydfchzedassibaiaratizactions within the

period of aylhoriged ysg Refere he recyeling window Jransaslions 1 iliribe Aueizseydndow, and
the extension ’bc% H}I session {lmeoult. ’

session timeout.
Fig. 4 shows non-limiting examples of token contents, Tokens are shown for a

token 410 before recveling, and for a token 412 after recyeling.

Yot
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Referring now to Fig. 3, another embodiment of the invention provides a
methodology for “muning” the amount of time assessed to the session timeout, the recvele
window, and the session extension. A long timeout value will reduce the database access
which will oceur for recycling only after 2 long first period. A small timeout value avoids
long locking issues on the client side in case of unused sessions but statically causes more
20 frequent recycling. It is preferable to define a balance between a long default timeout
value and a small one by compromising between the technical and operational side
(stability by reducing the number of database accesses) and the client point of view
(having as few constraints as possible by using the most fiexible system).

The value of the recyeling window and the length of the extension will also define

I~
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the volume of database accesses. A long recveling window will statically extend more
sessions than a small one and will therefore trigger more database accesses. The extended
session timeout brings the same pros and cons as the default timeout value, e.g., a small
Extra Time Duration avoids long locked sessions but statistically causes more frequent
recursive recycling.

30 By way of non-limiting example, compliance with the foliowing formulas

achieves an acceptable compromise of the above considerations:



Fig. 4 shows non-limiting examples of token contents. Tokens are shown for a token 410 before
recycling, and for a token 412 after recycling. 15Referring now to Fig. 5, another embodiment of the
invention provides a methodology for "tuning" the amount of time assessed to the session timeout, the
recycle window, and the session extension. A long timeout value will reduce the database access
which will occur for recygiing only after a long first period. A small timeout value avoids long locking
issues on the clierféj i case of unused sessions but statically causes more 20frequent recycling. It
is preferable to define a balance between a long default timeout value and a small one by
compromising between the technical and operational side (stability by reducing the number of
database accesse%@gdfﬁespﬁéﬁnt point of view (having as few constraints as possible by using the
most flexible system). Th& valué of the recycling window and the length of the extension will also
define 25the volume of database accesses. A long recycling window will statically extend more
sessions than a small one and will therefore trigger more database accesses. The extended session
timeout brings the '84mre:pros and cons as the default timeout value, e.g., a small Extra Time Duration
avoids long locked sessi(g%s l:%%gtatisgi %I}y causes (gnore frequent recursive recycling. 30By way of
non-limiting example, compciizance th the %ifo&vxflr%g' dittiulas achieves an acceptable compromise of
the abdve considerationsEtéts ételamotint ofetchstaidud © tisesth at recveling time; and

Rcw is the period of the recyeling window.

If the embodiment is utilizing a recursive methodology, the above formula may be
applied only once and the same values used for each successive session, or the values may
be recalcuiated for each recursion.

10 It is noted that the foregoing examples have been provided merely for the purpose
of explanation and are in no way to be construed as limiting of the present invention.
While the present invention has been described with reference to certain embodiments, it
is understood that the words which have been used herein are words of description and

illustration, rather than words of limitation. Changes may be made, within the purview of

—
s

the appended cléims, as presenily stated and as amended, without departing from the
scope and spirit of the present invention in its aspects. Although the present invention has
been described herein with reference to particular means, materials and embodiments, the
present invention ts not intended to be limited to the particulars disclosed herein; rather,
the present invention extends to all functionally equivalent structures, methods and uses,

20 such as are within the scope of the appended claims.
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Where: Ste is the period of authorized use; Etd is the amount of time added to the sto at recycling
time; and Rcw is the period of the recycling window. If the embodiment is utilizing a recursive
methodology, the above formula maybe applied only once and the same values used for each
successive session, or the values may be recalculated for each recursion. 10It is noted that the
foregoing examples have been provided merely for the purpose of explanation and are in no way to be
construed as limiting of the present invention. While the present invention has been described with
reference toveHrAIN LCIAINMAENES; it is understood that the words which have been used herein are
words of description and illustration; rather than words of limitation. Changes may be made, within the
purview of 15the appended claims, as presently stated and as amended, without departing from the
scope and spirit oflthe présemtpnuentipheindtsed spedtmsAltuongh thenpwsasismgention has been

described herein vyiig-#gﬁflw? 681, Bgrtigglar means, a(ée jals and embodiments, the present invention
. : cut; 1. .
is not intended to be |m|t§§g%oethé paartf(:u grssa&f)s%: 088 %ﬁgfﬁ;arg Sé(r),n tﬂ%eBPé%gmeiﬁentlon extends to

all functiondiy edo slsdostretiios, anénodénandiuses)28suchl dearssivithinithiesefipe of the
appended clginSmMit InlS Srl-AMERS 5 ALAM ‘égi{e C?lcéee%}eé‘éggs%%ss'ons Issuing system,
n an |

comprising: a security gateway that issues a tok efines a session opening time, a recycling
window start time 2i§"&f#l time, and a measure of the session duration after said computer

implemented sessigns aseingIRSIERIOReREAIRISIRMIDEEEIR: of seé%ﬁ%i&éﬁ@{%'#é%é’!!”df’w oceurs

before the measure of session duration expires; (b) after opening the session, the security

gateway that issud@ARIGSHIBB AL NBtEeb IR steliithepievimutdins dsted deioliemdertions before said
recycling winstouwist@riviingicaiehbase for user transactions before said recycling window start

time; and
{c) the session remains open during the period between said opening time and said
measure of session duration; and wherein the computer implemented sessions issuing

system

receives the token within said recycling window start time and end time, and
before said measure of the session duration; and

updates the token upon receiving the token within the recycling window start time
and end time by adding a second time to the measure of session duration to define a new
measure of session duration for the token;

wherein the security gateway does not coordinate with a database for user
transactions between said opening and said updating, and the session remains open

during the period between said opening and expiration of said new measure of session

duration.

2. The computer implemented sessions issuing system of claim 1 wherein the
measure of the session duration is either a relative time period measured from the session

opening time ot an absolute time measured against a same time reference as the session

opening time.

3. The computer implemented sessions issuing system of claim 1, wherein

receiving, adding. and updating of the token are recursive, such that if the token is

10



(c) the session remains open during the period between said opening time and said measure of
session duration; and wherein the computer implemented sessions issuing system receives the
token within said recycling window start time and end time, and before said measure of the session
duration: and updates the token upon receiving the token within the recycling window start time
and end time by adding a second time to the measure of session duration to define a new measure of
session duration for the token; wherein the security gateway does not coordinate with a database
for user transagtietsviiahneefisaidnpeaindiapdvsaidwpthatingeand the sessierresainsepen during
the period bgtvg%%g Sﬁdeos Sesrigrﬁ and ex ir.gtion of said ne meaSLcJ{e of session duration. 2. The
computer imptiemen?e sessions fgsdloﬁig saflstlz'eer}r’]v GIGRITR T WHEPSTh AN R A EFES et‘?‘Te session duration
is either a relative time period measured from the session opening time or an absolute time measured
against a same time 1efeigCe, A5 e SG53IAN ARPIINGIMRuing 31012 CPORYEr ipleented
sessions issuing system of claim'l. wherein receliving, adgdlng, %c}/uplaatlng Of thie TOKen are recursive,
such that if the msehing wisslsived thathamerduting imeaaeyslinghiadowcsitdnginklmgdaedd time before

said new mgﬁmgﬁqf the session duration, said new measure of session duration is extended. 4.
The computer implemented sessions issuing system of claim 3, wherein the recycling window is the
same during any recursions of said receiving, adding, and updating. 5. The computer

implemented sessions isgueoRySIRMHAbHAIE B4 WheksIn e LSkl reYsing winday may be
different between any recursijons of said receiving, adding, and updating. 6. The computer
implementeﬁ‘%géitigﬁ%ei%ﬂ@‘%&’%‘f&ﬂ%%ﬁﬁ STt diFtire s aRb FRFtMeTS thetkhme during any
recursions atsaidngeriving, aaddipg:ang updating 7. The computer implemented sessions issuing
system of claim 3, wherein the second time may be different between any recursions of said receiving,
adding, and updating. 8. The computer implemented sessions issuing system of claim 1, wherein
said computer imptementEd:sesgiors isgling:sysiemspiacBsss aykrasattiamasseaiates with a token
that is recei eedsgef%%said ew measure of session. durapon 1zg)ires. il;I"he ﬁgg&guter

. COMn me 18 the same durl ARV rECursions ol sa: Y1 f : :
implemented sessions 1SSUING system of claim I wherain s&id computér 88ions issuing

system stores the token for at least the session start time, the measure of the session duration, and

the recyciing windqw stasne A iGer:c A05THE CompUELImBlemented sessions issuing
system of claim 9, wherein said computer implemented sessiors rssuing system’stores the token for at
least the selsnigenné time may be different between any recursions of said receiving, adding, and

updating.

8. The computer implemented sessions issuing system of claim 1, wherein
said computer implemented sessions issuing system processes a transaction associated

with a token that is received before said new measure of session duration expires.

9. The computer implemented sessions issuing system of claim 1, wherein
said computer implemented sessions issuing system stores the token for at least the
session start time, the measure of the session duration, and the recycling window start

time and end time.

10, The computer implemented sessions issuing system of claim 9, wherein
said computer implemented sessions issuing system stores the token for at least the

second time.,

11



11.The computer implemented sessions issuing system of claim 1, wherein the second time is less
than or equal to half of a period of authorized use, as defined by the session opening time and/or the
measure of the session duration. 12.The computer implemented sessions issuing system of claim I,
wherein the recycling window is less than or equal to half of the second time. 13.The computer
implemented sessions issuing system of claim 11, wherein the recycling window is less than or equal
to half of the second time. 14.A computer implemented sessions issuing system of managing
sessions, wherein the cofiiputenjrpelcmpiciechsebsionsns sHng SyHem EQLests,te/epen a session;

first receiveg a token that includes a sessign ing time, a recycling window start time and end time,
and a meas%?es% Otrﬁﬂe%ls'ggé?gﬁssdg‘r%ﬁigrr]?quﬁ goen%?g %gﬁggctfbnmr}{e%)ﬁleg\@{gﬁ% ?ﬁé%rﬁg Within said
recycling wiltdowstarptieneamiche nddion ¢heamdabeford taidassaastuentthe session duration; and
second receives, in response to said sending, an updated measure of the session duration associated
with the token; wherein: (a) the session remains open during the period between said opening and

an expiration of théZsessible $pBIPTEachipigisatepekidehmisasnespitthe dedsion! dutation;  (b) a
non-expirediQr gXPifeH SHaMSOLNSIakEN CONIERS Wheaning $aSSin. is open or closed, respectively:

and (c) a server that issued the token does not coordinate with a database for user-server
transactions between said opening and said updating.

13. The computer implemented sessions issuing system of claim 11, wherein

the recycling window is less than or equal to half of the second time.

14. A computer implemented sessions issuing system of managing sessions,
wherein the computer implemented sessions issuing system

requests to opern a session;

first receives a token that includes a session opening time, a recycling window
start time and end time, and a measure of the session duration;

sends a transaction request and the token within said recycling window start time
and end time, and before said measure of the session duration; and

second receives, in response to said sending, an updated measure of the session
duration associated with the token:

wherein:

(a) the session remains open during the period between said opening and an
expiration of the session upon reaching the updated measure of the session duration:

(b) a non-expired or expired status of the token controls whether the session is
open or closed, respectively; and

(c) a server that issued the token does not coordinate with a database for user-

server transactions between said opening and said updating.

15, The computer implemented sessions issuing system of claim 14, wherein
sending and second receiving of the token are recursive. such that if the token is sent
within the recycling window start time and end time, and before the updated measure of

the session duration, said updated measure of the session duration is again updated.



15.The computer implemented sessions issuing system of claim 14, wherein sending and second
receiving of the token are recursive, such that if the token is sent within the recycling window start time
and end time, and before the updated measure of the session duration, said updated measure of the
session duration is again updated. 16. The method of claim 15, wherein the recycling window is
the same during any recursions of the sending and second receiving. 17. The computer
implemented sessions issuing system of claim 15, wherein the recycling window may be different
between any recursions of the sending and second receiving. 18. The computer implemented
sessions issuing system of claim 1 herein_the second time is the same during any recursions of the
sending and secor¥ ‘rece?\r/‘%lél.e%()é?g\él? e {c:sdr%veﬁ]ﬁ]ieelp i%%f‘eeﬂéﬂpgd“é%?é]%ﬁ%t%s%ﬂﬁ g%&gm of claim
15, whereinathersareindstivh éheray diegdiffé sendtakbteceaimnany recursions of the sending and second
receiving. 20. The computer implemented sessions issuing system of claim 14, wherein the
computer implemented sessions issuing system processes a transaction associated with a token that
is sent during a pekiod ofldgtherizeiLisep afimeet sysal sestionngponiang tifvdaand/rehmeasure of the

session QUIARe, olin@ kAR BIHEBIPMRNLeH SRSRIRNRISRUNGRYSIR Ohelp b whereln

the computer implemented sessions issuing system stores in the token at leastthe session start time,
the measur&efithéEsession duration, and the first recycling window start time and end time. 22.
The computer implemented sessions issuing system of claim 21, wherein the computer implemented

sessions issuing sgﬁem stores in the token at least the second time. 23. The computer
implemented sessins isSHmEP BRI BPIERTAIIA SHHEPSIH B SELBF Bhfdeigndds\harBr equal to half

of a period efcusdipdzad-usenssaliaed gy SESHHAGOREMRGIHIR AAMQERIGASHIERS the session
duration. 24.The computer implemented sessions issuing system of claim 14, wherein the recycling

window is less than or equal to half of the second time. 25.The computer implemented sessions
issuing system of ¢kaim ZBhanda@igier implemented sessions issuing system of claim 13, wherein

the second time may be different between any recursions of the sending and second

receiving.

20.  The computer implemented sessions issuing system of claim 14, wherein
the computer implemented sessions issuing system processes a transaction associated
with a token that is sent during a period of authorized use defined by a session opening

time and/or a measure of the session duration.

21.  The computer implemented sessions issuing system of claim 14, wherein
the computer implemented sessions issuing system stores in the token at least the session
start time, the measure of the session duration, and the first recycling window start time

and end time.

22.  The computer implemented sessions issuing system of claim 21, wherein
the computer implemented sessions issuing system stores in the token at Jeast the second

time,

23.  The computer implemented sessions issuing system of claim 14, wherein

the second time is less than or equal to half of a period of authorized use as defined by a

13



the recycling window is less than or equal to half of the second time. 26.A computer implemented
sessions issuing system of managing sessions, wherein the computer implemented sessions issuing
system opens a session: creates a token that includes a timestamp of when the session opened
and a session timeout time; receives the token within a recycling window before an expiration of
the session timeout time; adds, in response to said receiving, an extended time duration to the token;
updates the token to reflect the extended time duration; and wherein: (a) the session remains open
during the peskichhebuaatsaidapening asarsaidipdendedddimediration; (b) a non-expired or
expired status of the token controls whether the session is open or closed, respectively; and (c)a
server that issued the token does not coordinate with a database for user-server transactions between
said opening and 8aid updaticgn2er edomputdrsisybemenied sesstang dsimngt sydtaninof claim 26,

wherein: St?h%t?éc}giirn%n\lnﬁ%%xffsigqess than or equal to half of the second time.

25, The computer implemented sessions issuing system of claim 23, wherein

the recycling window is less than or equal to half of the second time.

26. A computer implemented sessions issuing system of managing sessions,
wherein the computer implemented sessions issuing system

opens a session;

creates a token that includes a timestamp of when the session opened and a
session timeout time;

receives the token within a recycling window before an expiration of the session
timeout time;

adds, in response to said receiving, an extended time duration to the token;

updates the token to refiect the extended time duration; and

wherein:

(a) the session remains open during the period between said opening and said
extended time duration;

(b) a non-expired or expired status of the token controls whether the session is
open or closed, respectively; and

(c) a server that issued the token does not coordinate with a database for user-

server transactions between said opening and said updating.

27.  The computer implemented sessions issuing system of claim 26, wherein:

em’sfr—(3
2

I 3
rew < _e___ < él‘_O

2 4

where:



- 4 where: sto is a period of authorized use defined by the timestamp and/or the session timeout
time; etd is the extended time duration; and rcw is the period of the recycling window.  28. The
computer implemented sessions issuing system of claim 26, wherein: in association with opening the
session, a server coordinates with a centralized database to store session data: and in
association with updating the token, the server coordinates with the centralized database to store the
updated token data. 29. The computer implemented sessions issuing system of claim 27, wherein

said server does nab coopdinate Mtihiie-ehiabasanadres pansmietaigeraf@veniniesastions other than
(a) said in atssociation with said opening and (b) in association with said updating. 30. The

. Hmeout ime, . . . . . . .
computer meemenPéd sessions issuing system of claim 27, wherein a server does not coordinate with
a database for usetdsenliereiramngadtions hetveernsdid opening and said updating.  31. The computer
|mplemented_ sess;gvr&s}%%ﬁglgnegigﬁf_% &necr)gglgfmeglwi\ghg&gln: in association with opening the_sesspn, a
server coordinates with a centralized database to store session data: and in association with
updating the token the server coordinates with the centralized database to store updated token data.

32. The computer ygPlemaRlahALTSIoRD AU USRI LSRN h WD STRID 52, SERKGL oes not

coordinate with thé database in response to user-server interactions other than (a) said in association
with opening the stisiigt¢ianon(Byih @ssdtttio SeRoNup SRy aherdoléses with a centralized

database to store session data; and

in association with updating the token, the server coordinates with the centralized

database to store the updated token data,

29.  The computer implemented sessions issuing system of claim 27, wherein
said server does not coordinate with the database in response to user-server interactions
other than (a) said in association with said opening and (b) in association with said

updating.

30.  The computer implemented sessions issuing system of claim 27, wherein a
server does not coordinate with a database for user-server transactions between said

opening and said updating.

31.  The computer implemented sessions issuing system of claim 1, wherein:

in association with opening the session, a server coordinates with a centralized
database to store session data; and

in association with updating the token, the server coordinates with the centralized

database to store updated token data.

32.  The computer implemented sessions issuing system of claim 1, wherein
said server does not coordinate with the database in response to user-server interactions
other than (a) said in association with opening the session and (b) in association with

updating the token.
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