;e3et*t$3$) 6 *Tt *9#6 Septenber 2004 AUDI O DATA PLAYBACK MANAGEMENT SYSTEM
AND METHOD W TH EDI TI NG APPARATUS . AND RECORDI NG MEDI UM DESCRI PTI OZ\I
MANAGEMENT APPARATUS, EDI TI NG APPARATUS, RECORDI NG MEDI UMSERtarnes)

AUDI O DATA PLAYBACK MANAGEMENT SYSTEM | NCLUDI NG 5 MANAGEMENT APPARATUS,

EDI TI NG APPARATUS, AND RECORDI NG MEDI UM FI ELD OF THE | NVENTI ON The present
I nvention relates to an audi o data playback '~ managenent systemt hat

i ncl udeBp1I@ DATAN FLAYBAEE MANAGEMENT! SVSTEM OANIPPMETHED avidHa EDETINGement

appar appisrR ATUSTRMIORECORINGagEPMont ent s that are copyri ghted audio data:
More particularly, the present invention relates to an inprovenent in the
editing of audio data in a recordinﬁgﬁﬁghfnlby an editing apparatus. 15
BACKGROUND OF THE | NVENTI ON I n& s, various copyright protection
techni ques for copyrighted digital audio materials have been established by
SDM (ﬁﬁmm»@mi tzb pARISTS ) NEDIRLNG eAPPARATUS} nBECORDANGMADIBbpyr i ght ed
digital audio materials 20 are converted into SDM protected contents and
are tnansmoh esNDt AUoEON Dhire. PRAYBAGK MANAGEMENTHraX STEMJINCRUBANG are

audi o data that is protected against fraud and illegal playback by third
pakt i agNACEMERE b PARATES pfEDTEISDMP AARKTES, e ANDORESARD ING MBRAHHI by t he
audi o data pl ayback managenent system Once 25 copyrighted digital audio
materials are converted into SDM protected contents, only devices
conpliant with the SDM can 1 6 Septenber 2004 play back the SDM

pr ot ectEC, D ODFEeDHE INVENTION devices that, are not .conpliant with the SDM
cannot— play back, et alone copy, the SDM protected contents , Therefore,
a speci al prockss prelderrt theektdon rekates @Ob%nﬁéﬁkﬁﬁ}éd'—atBléUh@& t he
SDM 5 protected contents into playable audio data._ Check-out,kis_perforned
by t henstagerentnayetenttieipdnatluslanattecouding ekl Wa@aelidRggenent
system After obtaining-an SDM protected content via,a network, the
nepagesmparapns; aans permamagement apparatus of managing protected

contents that are copyrighted audio data. More particularly,

the present invention relates to an improvement in the editing

of audio data in a-recording medium by an editing apparatus.

15 BACKGROUND OF THE INVENTION

In recent years, various copyright protection
techniques for copyrighted digital audio materials have been
estézblished by SDMI (Secure Digital Music Initiative).
According to the SDMI, copyrighted digital audio materials
20 are converted into SDMI protected contents_and are transmitted

-.through the Internet. The SDMi protected contents are audio
data that i:S protected against fraud and illegal playback by
third part:i..es, and the playback of t'he SDMI protected contents
is managed by the audio data playback management system. Once
25 copyrighted digital audio materials are converted into SDMI

protected contents, only devices compliant with the SDMI can

1



check-out to convert the SDM protected content into playable 10 audio
data, and records the audio data in a recording nmedi um. such as

sem conductor nenory card storing uni.que identification 5@@%@@?630043\

pl ayback apparatus plays back the audio data in the-recording nedium The
nunber of tinmes check-out can be performed (the 15 nunber of permtted
check-outs) is limted to a predeterm ned nunber, such as one, two, or
three . Therefore, once check-out has been perforned t he nunber of -

per miplay hask khe BBMI; REOkBEAGENEARTEBEEr at TBaEr b8 bARELFaRt BRAt check- out
and waits for check-in to be perforned on the audlo data in the recording
20" R Rt @%ERlJrWFeWéFB t8eaSpMdc3anet PedY R 3&? FHPBE | which

has been set in ayabl e state, into n pl ayabl e st . If check-in
P pe‘?qlbYtrrEBeéll?MeFrP P CORER ot SRET SRS SABBEIGHDTCRER f ont | y
pr ohi b|t t he nunber of permtted check-quts for the ected
cont &t %%dl‘?ﬁ%‘?re?ﬁ%dn%ﬁﬁ 2§°c EcReS P’%‘th ﬁ}e %V%%E%e‘gé nt ent

ESQE‘E‘Z@E@S:? %ﬂe""r‘é‘@?n §£;'a§;€$éﬁﬁaag  hEpeiS IR e
cppat st By che SE kR plffadstaf Sl nain% L RhEf AT
no c Vf}{ﬁéa@ﬁg{lggnn\@ %ugxgéégfuszsgtép dﬂﬁa%{aﬁ;g% §Mﬁ&%?d)€%§té@“ag' ng

chec oper ations per resul ere may be

cases, aﬁﬁrsol A t‘%h'r(bwo rfeﬁg'ﬂﬂl Iagameﬁﬁlx paa <0 (it s r ecor di ng

medi a. i's probl em tec ues are recently  proposed that nanage

Chec‘%&%@k% %y P,Pﬁwfé%'tnghbd%ﬂ!t C¢£@£é89ea K@% £ On £6 Paed 4B ecor di ng.

10 ne owing i's a description of how the correspondence between

i‘Hd' %‘f&% datal, Udged rdabRdst ?ﬁe‘ 9604 bf 4584 T 0 4 Hdd®di g rduf8s,or di ng

nedi a: en chéck-out is performed tb convert an SDM protected content

into s‘?i a g %&ﬁ&&?&@méb%ﬁﬁ&gee&% 38824 EU @ns identification
io da

|nforrrat|on 15 (called a "trac to the au a. The audi o data

assi GReth £ 118 dd00kn | Ih fSrRPRgRY 38 Pl dyrHdk a?:ﬁaf@@@é%l‘@ymm The
managenent apparatus then reads uni que i dentification
the audio data in the recording medium.
The number of times check-out can be pérformed (the
15 number of permitted check-outs) is limited to a prede‘termined
number, such as one, two, or three. Therefore, once check-out
has been performed the number pf permitted check-outs, the
management apparatus prohibits ’further check-out and waits
for check-in to be performed on the audio data in the recoxding
20° medium. Check-in refers to a process of returriing audio data,
.which has been set in a playable state, into a non-playable
state. If check-in is performed on an SDMI protected content-
whose check-out is currently prohibited, the number of permitted
check-outs for the SDMI protected content is incremented and

25 check-out of the SDMI protected content becomes possible again.

To properly perform check-in, the management apparatus

2



information (called a "nedia ID') fromthe recordi ng nedium and holds a
pair of the track ID and the nedia |ID as check-out 20 hi sto@r% inforgﬁéi on.
I f being .instructed to check in the track recorded in th€$ Smeﬁg di um
afterward, the managenent apparatus reads the nedia I-D unique to the
recordi ng nmediumand the track I D assigned to the SDM protected content
fromthe recording 25 nmedi um and judges whether the pair of the read IDs
mat ches the check-out history information. If the judgenent result 3 6
Sept enbeed s 04 udgaihiethetd ediede trabaerrrckash AR fUMN 4ELEPFHIBS t hat t he
track to be checked in is audio data that the managenent apparatuys

previ onedlyusHex kb¢ same agrthak s?il't%%,na@ﬁ@%é&@ﬁﬁﬂt%B&Pé(ﬂ-ﬁ’é‘sié’t s the
track in a non-playable state and increnments the nunber 5 of permtted
check-eheckedr otheteDihep XECaAENE AREHIT - | HOWRV G Tidghere +2siPt is
negative, check-in is not perforned on the SDM protected content. Wth
this teenyegbionadwseshnigye iy daess %p&?%?ﬁ’gagéﬁnpﬁéfﬁiﬁf”yogerform
check-in on a track recorded in a recording,10 pediumonly if th‘i‘

Cobr coPMBHES CHECKTN |t ABSEASH ORRP A BV SRR ST Lo TRESFELHot
changed. That is, if the track reco%ded LN the recordi.n% medi_ ym has been
edi t edtB@Ee (Y RF reaPen ddheEe hERREET 1PhESt PRERCARG S AR §Bﬁ|erglyof’8ct ed

content i s changed, the correspongence, between the tr the SDM 15
pr ot e AR PR ERt TR aRRGOTHE Fe ORI HH by & V\g'rvrel r%n,t%e‘?%‘#ec “out history

i nf i.on, d i bed_ab - F i ] i f i di
el urE TSR R PR T SR TR Gl hat arfiEee BEEelDabE®, L°0os gned o
new.t r?ﬁ%%@%#xg utsll'ntsq %@éﬁ}:%%#ﬁ%t‘ifor{[ SBRAYESR Qtto?i:@&ﬁiﬁﬁ:ééoi‘aiﬁﬁgt s to

check € new e recording nedium 1t 1s judged that a pair

ofy st h K | ri.gk pnal ad t i egeer di ng
mélgi uﬁ%ﬁhesﬁﬁgogag&dgégﬁ %%%?;%EP g? glr'ln{attel? gﬁ@g%a%ggglégbtbﬁg ori gi nal
track y [ i AOA=RLA |4 sThatthes, 1déntsFfigdgednt hat a pair of
t he neﬂ)wé??éa}lécr& %%all% gﬁl at %%br?gléiﬁaécllglsdloﬁ.%o? JFratréh t he chegk-out hi story

i nfor ngt FQPmagPohNdh L8EoREWNY Aekiassi aRed EhecRewuty askpbPrérmed

té6 convert an SDMI protected content ;‘.nto playable audio data,

the management apparatus. assigns ideﬁtification inform'ation.
15 (called a "track ID") to the audiodata. The audio data assigned

the track ID is managed as a '»track in a recording medium.

The management apparatus then reads unique identification

information (called a "media ID") from the recording medium

and holds a pair of the track ID and the media ID as check-out

20 history information.

If being instructed to check in the track i:ecorded
in the recording medium afterward, the management apparatus
reads the media ID unique to the recérding mediu;n and the track
ID assigned to the SDMI protected content from the recording

25 medituﬁ and judges whether the pair c;f the read IDs matches

the check-out history informatio_n. If the judgement result

3




6 Septenber 2004 is left in the recording nedium as playabl e audi o data.

This .. nmakes it possible for an ill-intentioned user to i/l egall
i ncrenent- the nunber of permitted check-outs for the sovb %‘?Q}gm%goo‘l

content. Therefore, there may be: cases where the 5 copyright to the SDM
protected content is infringed. As described above, if a track checked out
to a recordi ng nedium has been edited, the correspondence between tracks

bef org, ande pffor s bhe edbthadaganent depseseesedepepninky. thatathesult, -an
audi o data pl ayback managenenf system conventionally needs 10 to:be

produced-ReeUSEAE ke ne iafaldio dasaedialt ted nanagkeent appakatusof tracks
fromrecording nedia is allowed but the editing of the tracks is

pr ohi %’J:é@%u%? difdcieesped f i cattlois vhses thdmakagemehtt appksatuem
recording nmedia is prohibited but the editing of the tracks is allowed":

Thi s i opsses ééabamnaqngxi}@gapabys eita 4 4hd darceteieemmbs ¢hier mgmbary .
DI SCLOSURE OF THE | NVENTI The first object of the present invention is to

pPrsovi de garmugteddahe dN-aitos kismnageBINI systeectédt cpnopetl.y pérforms 20
check-1n on audio data in a recording mediumeven if the audi o data has

been ggdét ddgdnenseeentlabjiar neafattive praksark-imventnon perforpedvi de a
recordi ng nmedi um having an i nformati on systemthat all ows a nanagenent
appar &h Ushé oSDME qpeby eictent idonteaxth session called 25 check-out. ' The
stated first object is achieved hy an audio data 5 6 Septenber 2004

pl ayback managiarrethisyseehmiinuieydionever r dbermangoaBeniniPRArakRfagenent
apparatus that stores a permitted nunber, perforns a check-out  operation by
(a) weahipmpperly perdodirochbrgctinwan & trddgk secprded Bt 3 H%%‘?F‘fliiﬁgti on ,
information into the recording 5 medium and (b) decrenmenting_the permtted
oTbemedann pelfoifs thec wkee spasystarde &ewe;btfeh%gt%%kf?g%t a3udi o obj ect
in the recording nmediumin a non-playable slate and i ncgggenti ng the
per i SDE@ poobectedndonheat tsnaobptanged. t fhaY S editt SRREFRFKst audi o
object to obtain a second audi o object and (02~ 18_ W | tesdtltil«_ax second audi o
obj ecrewmpried sncéhe Feaqrding medium has been edited an e

correspondence between the track and the SDMI protected content
is changed, the corréspondence between the track and the SDMI .
15 protected contenﬁ cannot be detected by referring the check-out
history information described above. For instance, if the
track in the recording medium is divided and a new track is
generated, the new track is assigned a new track ID. In this
case, even if the management apparatus a'ttempts to check .?'.n
20 the new track in the recording medium, it is judged that a
| pair of the t‘rack ID of the original track and the media ID
of {:hé recording medium matches the check-out history
informétion and only the original.trackis setina non-playable
state. That is, it is judged that a pair' of the new track
25 ID and the media ID does not match the check-out history

information, so that the new track assigned the new track ID
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identification information into the recording nmedium the second piece of
identification information having an equival ence rel ation gith the first

pi ece of identification information, where the manag-errent6 %@@F@RG&@OM
performs a check-in 15 operation on the second audi o "obj ect correspondi ng
to.the second piece of identification information. This construction
prevents a situation where although the second audi o obj ect obtained by the
editin f con t. i i r gl T&H WA o tder pmyeisof

per m P‘gegegﬁeﬁﬁ-%ﬁ?sé%&?ﬂggc@%‘?gﬁ? %%{ S l|&$1bcr enented. Here, the editing
by the_editi.ng anpanaf use i di ¥{ si QPeREibhedf ukst @ediidlelyaddy to obtain
t he s@@gﬁ&. l%ugﬁ 00 rjgjlieé(;t"‘,:-é'.éan tjﬁiéiie l|Qt|eng apparatus wites th'e second

audi o, obj agt f}aeﬁ | erR1 0f el deRE Eki-6atisOFoirn fttyeT@DMIh i nto t he
25 re&g%%%‘gen\#éﬁém %P{%?gbconétructi on, the second audi o object is set
in a nonspl ! e.b | NL19OLE b PNbeb caseé sSeilearerethe?004 Thi s
pr-eveﬁ%gt%cgﬁ%aa{?%%éﬁ érgm’gﬁt ough’ t he second audi o obj ect obtained by the
di i si L e dd "Sle 24P OPhEEELE@BASehE LBe indrdndiedg medium a

co regg%l)(%iflﬁgl m}fr%etr%%f per nlig)tp,ted check-outs is increnmented. Here, the

managenent ap&%r@é - { & & R®ovid)Cl B@desr a @k ichettkeabpudio & Reganding uni t
operabl e to, en the first audio object is recorded, wite a first object

| D copLesReh 8t d8eLbd] Theatsh fe SbdraEntabe tween tracks e Ak um and
the editing apparatus further includes: a second object IDwiting unit 10

oper ablg 4 Pre Wk bhe tiagorwhReEbe dbiectedpmiparied, Aa atmestiklocond obj
ect IDinto the recording nedium the second obj ect ID corresponding to
the sggoRddaBdiatahbhl&gbasktnies genent feysrem foonmerti onakty gigedtt |D,
wher e the managenent apparatus perfornms a check-in operation qn the second
aygli 0 tRPbe plrodiderd RaREh i @ driee csfedldnd soispesstt Y3 R eX&cond
piece of identification information. In the audio data pl ayback jmanagenent
syst emdragdidin v s toasksufrbmnreasirda nir @#ﬁé@nt’-@ntﬂil&ﬂe%é‘&ttlﬁb uni que
to audi o obj ects are recorded in the recording nedium Therefore, the
first eidiinghjfedthe stxicks niguiptadiiitsat r@@o(%)eﬁﬁ@eﬁ}flf%ﬂ%%t

obt ai ned by the division of the first audi g, object, This ke!?s).%%dpossi bl e
to penftosre pPlahackkinndf cefachy Opem A9 RI ﬁ%é’ﬁh‘r o] ect s.
Here, the managenent apparatus (1) hqlds QJI eGe oé check-%%teQi story

i nf or imtt drhe editisguasthedtiacKfoltfaiof? uni G5t 3PRES ecor di ng
medi um and the first piece of identificgation.infornatio and (2) perforns
albhecindonvenienee peBnBERTS0WA tHp SPRS; r(#’lten rseecg“oerpoég'udi o object that
(i) is recorded in . the recording medi um assigned the nmedia information in
t he piece of check-out history information and (ii)corresponds to the

second piece of,identification_informtion having an
TSCLOSURE ' OF THE INVENTION 9

The first object of the ﬁresent invention is to providg
an audio data playback management system that properly performs
20 check-in on audio data in a recording medium even if the audio

data has been edited.

The second object of the present invention is to proyide
a recording medium having an information system that allows
a management apparatus to uniquely identify each session called
25 ch.eck—out .

The stated first object is achieved by an audio data

5




5 equival ence relation with the first piece of identification information
in the piece of check-out history information. .In the audio data pl ayback
managenent system having this construction, even if the @a%%@f@ﬁ‘ﬂ}ﬁrzoo“
apparatus and the editing apparatus use two or nore recordi ng nedia, no
confusion is 10 caused during check-in of audio objects in these recording
medi a. The stated second object is achieved by a recording 15 20 nmedi um for
use |n syste t y Gl i 1 g e agesend ingpaedivsmit Bat per f or s
cheELéﬁg?c p’é‘?gqalggﬁlgfﬁeééh céhnggk-out olgger ation bei ng performed by-(a)
witing at |ea di R, Ohit §6ds ianpe riniterar dinhenpdpemianas( b)
decﬁ“@ﬁgﬂﬂ“ﬁagagggrgg‘lg%:tegd.R‘-:rl]unber, in %Jhe recordi ng necﬂjumﬁaiggdi alDis
prestared a j AUl qayr aek thag hefirseeudier object Widd audi o track
incFu&‘%@‘a&Fr%é%%ﬁ% (L)Béjtgct) and a .content ID, both of V\hdjégllh-have been
witten b t NG SOEEKeaYE oapEf fdimasiandintre thelrgcOBdBEIng uni que to
thgarécﬁ?%ipg‘g%%rfé; Fu%&e where a pair of the medi a | D and the content 1D

nl &%@li SPES! i PaeRRemen tiiyy ehecke pui t bpdrmtrilos, antl perdeducti on

| The nmanagenent apparatus to uniquely specify a check-out .operation
25 Usiggcg_ﬁﬁié gkai;%nns?i Get D1 Agdthdef tratt entd i QF] @t akRlitheobj ect in

t he®r &C6r i Ng ng Irum Therefore, check-in operations 81&_6 Sg@l'teienber 2004
ar e, propey;! QTR SThonib DayablEstde dra éncgemendieRAedS n the
recgg&%%?lﬁédﬂgglby check- out op%r ations. BRI EF DESCRI PTI ON OF THE DRAW NGS
5 Fi %:mgit%é%u&:ﬁfer‘%oaﬁar Hat éQit fhgamppadabudatkapl bybRId FatdGerent system
of Phe TiTst enbodi ment; Fig. 2 shows a |ayer nodel of an edHi.ng and

pl ayhack ARRAIALAS as o copt &ih aasagendnaudpparhi@etornheld) r st B
enbodinment; Fig. 3A shows the content of a semiconductor nory card; Fid.
lﬁB W5 d hed wetbpdadugdastbiettowith ahseeaprdi RGS&Td Pt ayback appar at us;

ig. I's the functional block diagram show ng the 15, nterrl?l construction
of t:hes HONt il + T8N apef@itha 8ppar ahtle; theFirgsor ADPGDIGH R -4 r st exanpl e
of tJhe processing by the audio data playback managenent system Figs. 6A-6C
showddsnd ipsdcexanpieent i fheapiove s sifegmay1ORe PATd a pl ayback
managenment system 20 Figs. -7A-7C show the secqond ex e . L he’
Pr ocegisi el dycé heeaationdai&hpltieh &4k SitaRPaGéife r?tgs‘)?%rg{’rﬁp%ﬁgg)él&gA 8C show
t he second exanpl e of the processing by the audio g’raragapé@%(pg;fhrranagerrent
syst ERfofiat i On g hiver e hlee stamagananbfPPREY H?ﬁec’é# ayer of 25 an SD nenory
card;

15 operationon the second audio object corresponding to the second

piece of identification information. This construction

prevents a situation where although the second audio object

obtained by the editing of a content remains in the recording

medium, the number of permitted check-outs for the content

20 is incremented.
. Here, the editing by the editing apparatus is a division

of the first audio object to obtain the second.audio object,

and the editing apparatus writes the second audio quect with

the second piece of identification information into the

25 recording medium. With this construction, the second audio

object is set in a non-playable state by a check-in operation.

6



Fig. 10 shows the directory and file structures in 9 6 Septenber 2004
each of a user data area and a protected area of the SD nepory card; Fig.
11 shows the correspondences between TKls, AOB files, an@ Jeptem %004
Entries; 5 "Fig. 12 shows how AOBs in the AOB files are played back during
successi ve playback; Fig. 13A shews the internal construction of a Title
Key Entry; Fig. |13B shows the internal construction of TKI; 10 Fig. 14

shows h‘i’ﬁ(itsh‘i:rgﬂ*le%’@é%Sﬁttd@@{bﬁV\@héfélcéﬂﬁtnbﬁghomhienaédmlcbramiﬁme a single
new track; Fi'g. 15 show an exanple in which a track is divided ' into two

new tr ks ctFbBtaledOyEnbhe v ¥ pomal ttnstrettdwii obbgreokdienatnd5 and
pl ayback "appar at us of t'’he second enbodinent; Fig. |7 shows the internal

const rgtq{ R Qe bt e dTANG 0 TR raprurad irsy afurtiher sef qreirreibtiteid ment :
Fig. 18 shows the internal construction of a secure RRWunit; ' 20 Fig. 19

shows theditsinal i sonstraéhoadof a secure witing unit; ' ' Fig. 20 shows
the internal construction of a secure reading unit; Fig. 21A shows the

dirgctory and_fielr@,Stihec ndresgerie?S spparatust fuapberFigclad@sshews an
exanpl e of a distribution package 10 6 Septenber 2004 managenent tabl e;
first object ID writing unit operable to, when the first audio
object is reccrded, write a first object ID c_orresponding }1}:0 
the first audio object into the recordingmedium, and the editing
apparatus further includes: a second object ID writing uni't'
10 operable to, when the second audio object is obtained, write
a second object ID into the recording medium, the second object
ID corresponding to the second audio object and being different
fromthe first object ID, where themanagement apparatus performs
" a check-in operation on the second audio obj e'c_t corresponding :
15 to the second object ID and the sécohd piece of identification
information. In the audio data playback management system
having this construction, aside from content IDs, object IDs
~,  unique to audio objects are recorded in the recording medium.
| Therefore, the first audio object is distinguished from the
20 second audio object obtained by the division of the first audio
object. Thismakes it possible to perform playback and editing
operations on respective audig objects.
Here, the management apparatus (1) holds a piece of
check-out history information that includes media information

25 unique to the recording medium and the first piece of

identification information, and (2) performs a check-in

7



Fig. 21C shows the exanple settings of nunbers of permtted check-outs;
Fig. 21D shows an exanple of history information table; Eig. 22.is

fl owchart showing a check-out operation in the second en P@mb,er@%&‘l 23
is a flowmhart showi ng a check-in operation in the second enbodinent; Fig..
24 is a flowhart showi ng the processing by an uO object dividing unit of
the second enbodinent; Fig. 25 shows a state where the content managenent
apparatus obtains SDM protected contents;. Fig. 26 shows a state where the
Conc}lgé‘:?aﬁ%ﬁgsﬁe’ehea@@@baauauaas pbréot neldathbtk- bBit TRERFAER0h]; . 15 Fig. 27
sho a state where the editing and pl ayback apparatus edits audio tracks

t haty, bayecBeanngesesdes iassSRmehthe cwdis W%\‘E&t’o‘?ﬂ YperBfions: Fig. 28
shows a state where the content nmanagenent ap a{égli us has%qge égrm&d check-in
ope{,ggj:gnéf ane ckooliitg h iz cehovin fdraatticite t et P QTes %‘é n Figs. 25-28
that is perforned by the content managenent ar af us. DElS Ig | ON OF THE
PREEERRED EMNBEORBVPWESe<ifr sitdefrisiodl Gatmon ﬁ&ﬁ‘lg%‘a}%nd%?‘é pPayyback
managenent system of the . first enbodi nent, is de cr%é)eg. §f$$@'i L.th reference
4 0 Lheidaaenaes rellation wiideptharbir @t Audt Har s P ayback
managenent system of the present , enbodi nent_ create ﬁPQQ'S |1 ed "I ocal
SDM neByhaetmant'h wher ieas«af ettt &E%teo’gbl\?rn%?o 3ct8d  cont ent s

(hereinafter sinply referred to as "contents” ]E?? t is assigned
5 a,nIhnthenauddnaldlayaumlem@a%%’}arﬁeé‘ﬁét isé'r?eﬁ)er%t and%?%qgé%%r di ng Code)
and is encrypted before being dealt w.th- b 15,085 8€n8DM i s
deseconbéduict 1ogHVEVESr  the Bé@?@@%&é'c?ﬂ’%%#‘é%%% cased Jung 30, 1999,

and so is not described here. It _shou t eg hgsgfhibabnpasagr aphs bel ow
S CaponentiD GISA GHa G TR HEE R e R o on

10 cau;—.zad during check-in of audio objects in these recording
" media.

The stated second object is achieved by a recording
medium for use in a system, the system including a management‘
apparatus that pérfoxms check-out operations, each check—gut

15 operation being perfomed by (a) writiﬁg at least one audio
object into a recording medium and (b) decrementing a permitted
number, in the recoxding medium, a media ID is prestored and

.a first audio track has been recorded, the first audio track
including a first auc.iid object and a content 1D, both of which

20 have been written by one of the Check—out operations; and the

. media ID being unique to the recording medium,.where a pair
of thé media ID and the content ID uniquely specifies one of
the check-out operations. This construction allows the
management apparatus to uniquely specifya check-out operation |

25 using a pair of the media .ID and the. content ID of an audio

object in the recordingmedium. Therefore, check-in operations




The nunber of digits of a classification nunber represents the hierarchical
depth of ~the item explained in a paragraph given the classjificatio nber .
Al so, of the classification nunber given to'a paragraph, %'$?Pteﬁp&f§9@ry1t S:
15 the draw ng nunber of a drawing referred to in the paragraph and "x2"
represents the reference nunber of a construction el enent explained in'the
paragraph. ;1-1,2,3) 2p Fig . 1 shows the nstructign of t io data
pl ayb&sie Eﬁﬁﬁ?ﬁéﬁcé’nPe§§§F@ﬁd0Pnt%‘édb?é'§@rﬁmse%§8%i f’r@?ﬁ?. Bigns%eocg\ﬁr n this
drawi ng, the audi o data pl ayback nﬁna enent §%§2ﬁgliqfludes a sericonduct or
menor Yic &Me EeGording meddhs BXt SRESXTeBEr fRF5AT O] ayabl e format, an
editing and pl ayback apparatus 2 that 25 edits and plays back audi o data,
and a content nanagenent apparatus 3 that downl oads a distribution package
i ' a.content and ri ght nmanagenent

PR L Een DB 3 (e ie¥r By &Per .4 and perforns check-in and
CaGer model oFifnel GUATHE e GOB SyBaG SAipar AL T adEl Hray ek 0o A
o | ARG G Sppaf ab0E SLPRE SHECIHERAM e and an appl i cation
7| Cencet compPAdnt SnbaaME, SxavAR BBRPESHith SEgran S RBie et he
nao SRR A e T e Dol RGBSR el At s e hat 18 not

included ipn the editing and pl ayback apparatus 2. The |icensed conpli ant
nmodul @’&O%“g%rfeﬁ’ware modul e that is capable of (1) downl oading a content

into the content, 1 W aPPRLALESoB ANfefBBaGEEICHE Hhewdigaded
cttt ent as t,h?}'(t?r'i éAna of a c%n?‘gﬁ{' used in the local SDM environnent,
(2) sup j ng the downl oaded content to another place in the |ocal SDM

envi ronnent for |ocal use (perform ng check-out) , and (3) returning the

content, whi chyihas3fesRwUPRbifthdti dliel d6nptacetivor 6 theced i SDMT
environment, to Tan original place in the content nanagenment apparatus 3

(perfofda 26k -4PppardB@s9DM protected content included in the
di stri but irpg%laﬁgpackag% is encrypted audio data and so is not playable in

the |ocal SDMgenyi ronMEnthe Theneatoypli bhokkydhegeegashowdndedhfpt
15 internal construction of the contenﬁ management apparatus;
Figs. 5A-5D show the first ekample of the processing
by the audio data playback management system; o
Figs. 6A-6C show‘the first example of thevprocessing
by the audio data playback management syStem;
20 Figs.'7A-7C show the second example of the processing
by the aﬁdio'daté playback_management system; - |
Figs. BA-8C éhow thé sgcoﬁd example of the processing
by the audio data playback management system; |
Fig. 9 shows the structure of the physical layer of

25 an SD memory card;

Fig. 10 shows the directory and file structures in
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25 this audio data is included in the right managenent information . The

ri ght managenent information has been encrypted accordin 3 S nmber
2004 5 10 to a public key cryptosystemand is decrypted gﬁ% g&pﬁé%bﬁ

i censed .~ conpliant nodul e. Therefore, a device (the editing and playback
apparatus 2 ) that does not include the |Iicensed conpliant nodul e cannot
extract the encryption key fromthe right managenent information in the

| ocal SDM environnent. Wthout the encryption k S ted--contents
ar ecROR- HF &y al¥er alatizo admipaand & RrIERAFCIHNE aer‘n\%‘y ;gﬁﬁghtﬂ% E’?& that the

ri ght managenent information is decryptedby LCMon condition that a
predgtg@rzmned fee is paid to a copyrlght hol der). ~2-1} Sem conduct or

Menory Card | The sem conduct or card 1.i or, e g@ﬂia 15 20 25
t hat recordeigndldasheus, éb@l@oééﬁé 49?q%§|9%§ﬁ§§%3#$¥%he ocal SDM
environnent. |In the sem conductor nmenory card 1., the playable audiro data
is QQ@%@\Mdﬂd|ﬂ1tﬂBtKﬁ¥ﬁEQﬁﬁﬂQﬁobj ects (herelnafter sinply referred to as

the "AOBs") . Each AOB is encrypted audio dgd by (a)
encodi ng audig.dala Shiows @l@wa@@p éﬁ‘n&q‘eps&%?nafcl&géast é(sugﬁigys MP3 ( MPEGL
Audi o Layer3), Dol by AC-3 (D gltal audi o Conpression), or AAC (Advanced
Audbaclodiuvmgng sucgrsgbye ¥¥ﬁ hg t he encoded audi o data using a uni que

encryption key. Fig. 3A shows the cont.e 501 gpralueiglenenory card
1. As shownFig-t Bi3d &@MsHEhR %tﬁﬁiﬁﬁﬂ rgfﬁgtéagknnny card 1 i s assigned

uni que identification information called a "Media-1D" and records each
audiKeyHeatyt oget her with a 7-byte~encrypti on keyvand pl ayback contro

i nformation_correspon tq t |§g% D OPdnSetuctidn ob TEPEenber 2004 . The
Medi a-1 D |sF99byt (ﬁ%ﬂﬁ% ﬁhﬁt&ﬂlln ornaf?on and is ._ conposed of a ;

1-byte ID un| uel y, assi tgserwieént breosenacksduct or nmenory
by% 15510060, O derERg W AE s

l@ard | and nlquely assigned to the recording medi um 5

Each encrypt k r g6l etk &rafW® is recorded in an area of
trma%%ﬁnEQWRwE rgée éﬁggré %&n i's accessible even by a device that

does not include ense gﬁgpélgﬂtwnndhle tBeckuse dawhda@seryption key
i's recordedlqu1£%d%$%ﬁ %ﬁe%* each audio object is dealt with as playable.

into two new tracks;

Fig. 16 shows the internal construction of an editing

15 and playback apparatus of the second embodiment;

Fig. 17 shows the internal construction of a content

management apparatus of the second embodiment;

Fig. 18 shows the internal construction of a secure )

R/W unit;

20 Fig. 19 shows the internal construction of a secure

writing unit;

Fig. 20 shows the internal construction of a secure

reading unit;

Fig. 2iA shows the directory and file structures of

25 a local storage;

Fig. 21B shows an example of a distribution package

10




10' audio data ~in the |ocal SDM environnment . Each AOB is played back
using a correspondi ng encryption key recorded in the sem conductor nenory
card 1. Therefore, each AOB in the sem conductor nenory §a$@pt§r®@58§1§go
non- pl ayabl e if a correspondi ng encryption key in the sem conductor nenory
card . 15 1 is overwitten with different data. . Each set of an AOB, an
encryption key, and playback control information is called audi o track
(herei Q@fnta?emg;{mlﬁ/abgéﬁrred to as the "track” ) . The editing and pl ayback
appar at us performs playback and editing operations for respective tracks.
20 There are afFig.t mACkssh@echtind ekanghlé neetiibrga PFUPHIPEFSOPIAGE, a
plurality of encryption key, and playback control information. Therefore,
the pl pehacieteadteiécknbateation includes attribute information show ng
whet her a corresponding AOB constitutes an independent track, the first (or
head) part 25 @figa RLBckhows mindexempietofohigtoryciaiermehaoBneft of a
track. Each AOB is assigned ~a unique AOB-ID that is a nunber 15 . 6

Seps enber 2004 Fichetdfedrs GOE lawtlsod sheying @ni%%x‘@&rﬂﬁ?’r’%‘&“ﬁt h the
AOB-I1D in the sem conductor nenory. card 1. In addition to the AOB-1D, each
ACB i s iastilgneskcodneshodimenss descri bed above, each AOB is audio data
corresponding to a content . Therefore, each 5 Cogt eg'g_-.l Dis léstq%nto

di stingui sh anFAQB @hekaitadf b9wpbaFbr PRAYLRY chetREGOT -Bp 8PS0 on a
content from an AOB generated by performing a check-out operation on a

di ff er émt theomesend FarhoddReBAY- 1D is al so used to distinguish an AOB

generated by perforning, a check-out operation A ACB 10
generated by p&idr rﬁ‘hglf'an%t-f‘l%ﬁ’wﬁhé‘ék-Bé?wbﬁgrgﬁﬁgﬁggﬁgsfgén%%{) %glnt ent .

Li ke the AOB-1Ds, each Content-ID is a n bak 001 and 999. Each
pak® ofoki e@idi d1YEAARE Hn&Enodn it %S.e,cog‘lsg% °6s \cl)éﬁlgtn'.of check- out

oD oS e LT Y L CELERL TPAROETEAL BRREALURadaci {acks
Cho't r ARBRTAHLE nPBEABsd ST PrAtHeg Sk S0 U 2L Beea et °
feferred to as i acke. Shivg, aREatp iliesf the, cfngentinanagenentire , , |
por t ab| AEPEHF g Pasp BERERE Ry (AN By 1A et o That 15 the 25
CoRBI 1 ant modulEd n 2 heEBGTD oF SLARE ERe (e e e Oy A e nber 2004
apparatus edits audio tracks that have be_en recorded in SD

memory cards by check-out operations;

Fig. 28 shows a state where the content management

apparatus has performed check-in operations; and

20 Fig. 29 shows the whole of the processing in Figs.

25-28 that is performed by the content management apparatus.

DESCRIPTION OF THE PREFERRED EMBODIMENTS

<First Embodiment>

25 An audio data playback management system of the first

embodiment is described below with reference to the drawings.
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~3 via the sem conductor nenory card 1, and plays back and edits the tracks

rFig. 3B shows the functional construction of the editing and playback
apparatus 2. As shown in this drawing, the editing and p® ) R 8§ 4t us
.2 includes a user interface 5 unit 10, an object playback unit II, an

object dividing unit 12, and an object conbining unit,|3. ~3-10} User
Interface Unit 10 The user interface unit 1O includes a display that' 10

di splays a list of tracks recorded in the sem conductor menory card 1, a
jog dial, apd yagiodnteeySayWath mariagenent systiesrot the pEeFeRhterface unit
10 provides an operator with various information and receives various

i Nsifb6aLRest f¢osa tde operabdled §legall DWE| eRYIPPAPBREK WAPFE11 If the
user interface 10 receives a request to play back AQBs, the_object playback
uni g ﬁée@bém'n$ot:hlaaly«CBseaﬁﬂMEopm@§mfﬁ§WWi ’R%}rg?f*&@%r ypts the
AOBs using the 20 encryption keys, and plays back fhe decr¥8te AOBs. On

t hes Dipey heferred thasskrontertsite 1BAFREIVERNE +3ARELIPG % perform
trick play, such as forward quick scan or reverse quick sgan, on AOBs, the
Pbj gat iptaybatkovaillyltnpaneodSRG He'[nt'qql%'}@tﬁi“éﬁﬁslb TP tPng to the

pl ayback control. information. 25 ~3-12}_ Qpj g?ct. Di v&’digg U{lié 212 17 6
SepRecbedif@0dodbe shfeds engryPi¢dhimalorf RSALTTatkE? %éci fied by the

operator. If the operator inputs an_ instrugki o_divide .rack, the

obj The dkvailsgofitine DMl § éﬁsééﬁlpieg]glﬁoi %#ﬁﬁoéofﬁ%%?gaggvgggor ding to
the operation of the jog dial 5 by t operator.. The.edif] int is
expspsesitfiigathgnd releasod Jyne %@?a@-gg’g'd%f’ i ﬁesdﬁ\%tt%é%g?g]roggce to the
start of a 10 15 20 25 correspondi.ng AOB. Aft ing;ofhyt he editing
poi heret hel edthawl &t?dnﬁFSQb‘é%Rea‘Hb%F ﬁq.i;fgztta IEi{/SI %%g%%ﬁtgygélg%nt he editing
point into two parts.~During thi sza}qper ation, the editing and pl ayback
LGippelasad f2catdiognUBDESS: ey HFAndACB- 1 D that are the sane as those of

the original AOB to the_fqrmer part be : thinde AOB to the
editing poithe nymber;pf 8&19?‘%ﬁg°§n3 ﬁltl y%gf%%%%??gtnus 2 assigns a

Content-ID that is the sane as that ,of f- ri{gehalAOBiaRd annew AOCB-ID to
t he TEREESLNSEr Fhﬁeg\k@&ﬁlﬁqﬁ'ce%i t$?%tlgo?%'?%%diﬁrg e}rﬁg\ of the AOB. After the

new AOB-1D i s_assigneq,to an C onGhivgrt 0 Aes ) abfeth@art, the
edi & @@réﬁ&aﬁpayﬂd'é’%l‘ %rcgﬁé%lg%néfﬁes pl af/back cant rol information and

T e R L e s nss

i nf or frenory card 1. The AOB assi gned

he new AOB-ID i a a lelroaRt Rer in thet peraomagdpondi ng
1%I amgrégﬁﬁgopwgr %‘??Foﬁrgﬁgn n%%ypti on kuli n the sem conductor nenory

car %nld iy ol @e%x@srg}xe{s fhe diFdSéRBe number of a construction

element explained in "the paragraph.

{1"11 2 ’ 3} .
20 Fig. 1 shows the construction of the audio data playback
maﬁagement system rﬁ_f the present ‘embodiment. As sh’own in this

drax;ving, the audio data playback management system includes
a semiconductor memo.ry card 1, in which audio data is recorded

in a playable format, an editing and playback apparatus 2 that
25 edits and plays back audio data, and a content management

apparatus 3 that downloads a distribution package pl (a pair
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of tracks specified by the operator is perforned. ( 12 . i) It should be
noted here that although assigned an ACB-1D 18 6 Septenber 2004 different
fromthat of the original AOB, the new ACH generated by theeptembargf04s the
original track is assigned a Content-1D that is the same as that of the
original AOB. That is, although different AOB-1Ds are assigned to the AOBs
corresponding to. 5 the former part and the latter part of the original
ACB, thf sacen€entemnd Riightagsinmeement t HefermgbionTh&r&Mofe, if it is
.requested to performcheck-in on these AOBs, the conten nagenent--
appar atlist8ibnstiant bprvegodgniands P@Waftomq’ﬁe%eﬁ@é‘-rhlaél‘béﬁ?g' By vi di ng
the original AOB. t 10 ' ' {3-13} Object Conbini ng gni.t 3 Tr%le. Qbj ect
conmbi nthg cahtens acepndng rekKshacEbFRt BRI EREBHe r-RSF ™ Y48 r uct i on
received by the user interface unjt 10. If tvgﬂ OBs_are 8GO ded.in the
sem corRiutayerneede) oF Ehed 9didnnd RN RISYPRGK 1ARBAGATHS16 A¥%i ves an
operator's instruction to conbine these éCBs, t he obj eﬁt. co?yi n?gg unit 13
up@at ekheheoatertbIea g Hat 3 RPRFRERSd dl?nSIPHBHpFJQy a8 &ont ol
information in correspondi ng tracks,to,show that_onpe ,of is the
for nersheve & hhisadEasiddmnc e h%ﬁilB?'n‘ioa?aeBiaX%gki & %%Sﬁq:éﬁ%;ipart of
the track. In this manner, . the opj ect conbini | ' t wo
t r acksipgiydgsshaguageagRd ?E-@p&ﬁ?gﬁ?n%ﬁ%%%gh%pﬁ%t us lﬁ e%é The
content nmanagenent apparatus .3 i.S rsanal _conput L 06 143G Har dwar e
Conpl | BAPAGERRNETRPORRR Eoan A1 it BRLEe rey HHdind S0l A

module, and an application program. Note that the critical'
,J difference between these apparatuses 2 and 3 is that the-content

management apparatus 3 includes the licensed compliant module

that is not included in the editing and playback apparatus

2. The licensed compliant module is a software module that

is capable of (1) downloading a content int_o.'the content
15 management apparatus 3 and mariages the downloaded content as
the original of a content used in the local SDMI environment,
(2) Supplying the downloaded content to another place in the
local SDMI environment for local use (perfqrming check-out),
and (3) returning the content, which has been supplied to the
20 place in the local SDMI environment, to an origi_nal place in

the content management apparatus 3 (performing_check—in) .

The SDMI protected contént included in the distributiorn
package is encrypted audio data and so is not playable in the
local SDMIenvironment. Theencryptionkeynecessarytodecrypt

25 this audiodata is included in the right management infor'mati.on .

The right management information has been encrypted according

13



6 Septenber 2004 program conpliant with the SDM, and a |icensed conpli ant
nodule _ , functioning as an interface between the hardwgr nd,appkication
program Fig. 4 is the functional bl ock diagran1shomﬁngmgﬁgﬂgﬁﬁg@ngblon'of
t he content managenent apparatus 3 equipped 5 with the |icensed conpliant
nodule . As shown in this drawi ng, the content managenent apparatus 3

I ncl udes a | ocal storage 20, a user interface unit 2|, a check-out unit 22,
an AOB-1D assigning unit 23, a Content-1D assignin it. 24, and a check-in

il By bt

uni t t3% pulbl { d kegpcZyptds ¥ bengadbs ¢RETyeESA F€eaiefnter nal

di ot cobpiiian trodate; s THRE4 GHRRL 2SS THSEE Ry BRI STB8 B ot ect ed

P ORREFBRUS2 b4 KHSeS PE: | RALKSR He THETITEd IR G RaPE o as ¢ he
or ROt RAEEASH W0 AU ) K9 (TR OB LSl hapahegbREnE  Toer
i PngormetaaEs i dhep larah DM SRR S, Whtndis SHE P0Led" n L he:
oy beaPaYERIOR KEls SONY PROCHAE SORCE T BOCr e PRS RISV AIRERbaE nit 21 20
ool 68 17 ar iose s SO0 SRV EEROBRE AN ot sPr i QERAANRERETT it 22
nt oL RERS T L B AR TR SR Lo B R e e Mor e

e sem conductor  nenory card 1. Mre

specifically, .if the sem ﬂgt?t ry card 1 is connected to the
cont &RE Pr&né i a%pca?rga@gi; al%ll?ﬁej operator selects a content to 10 be
1(:glecked out, the check-out unit 22 judges whether the playback

{2-1} Semiconductor Memory Card 1

The semiconductor memory card 1 is a portable media
that records and carries audio data which is playable in the
locél SDMI environment. In the semicdnductor'memory dard 1,

15 the playable audio data is dealt with in units of audio objects
(hereinafter simply referred to as the "AOBs"). Each AOB is
encrypted audio data that is obtained by (a) encoding audio
data with an audio compression codec (such as MP3 (MPEG1 Audio )
Layer3), Dolby AC-3 (Digital audio Comprgssion), or AAC

20 - (Advanced Audio Coding)).and.(b) encrypting'the encoded audio
data‘using'a'ﬁnique encryption key. Fig. 3A shows the content

of the semiconductor memory cal;di 1. As shown in this drawing,

the semiconductor memory card 1 is assigned unique
identification information called a "Media-ID" and records

25 each audio object together with a 7-byte -encryption key and

playbackcontrolinformationco:responding133theaudioobject.
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time of the selected content exceeds a predetermned length of time .
(22.1) The check-out unit 22 nakes this judgenment to suppress 15 t ize
of playback control information corresponding to the A@g(qque@gpégsg
content) . The reason for this is as follows. The playback control
information includes a tine map table showng a plurality of entry points
that are referred to when the editing and pl ayback apparatus 2

internmttent |y r . 2 ) , ayback apparatus 2 horter
bﬁagﬁ?dﬁﬁ;ﬁgﬁ%ﬂa i%éﬁgﬁiaén’cﬂiféé@ién n asde

t he plg e smaller the. nunber of entry point$ becones

. Therefore ige t LEBLERR isPlened tedilvedardfaduxgher hand,
the. |l W&@P%%ée%% %y%ag ~te| 2{? %?Hgﬁ A%S, thgnl arger the nunber of entry

POl Nt 2 LR8P 1 JOABRLALE mbhBry caid 1cand o flebyiteenumperaiquely

incre ecause e tine map~table,- which is referred to by the editing
and pla e kneOfddappar atus 2 during forward qui ck scan or
rever?gxég%gi%%n&éi géregglagfgﬁ'? ina nmenory, it-is dgs'i r agjo?@st.hat the size
of_the tinme j Créyt RebBksatpetandeceipécainy é&Sof the

%t ed capag?tgf%ggﬁifpn%ﬁg?y. {22. ii) For .the reason described above, the
check-quioiild £7 ktidgesavbet here searigonduation imemarty tREACE Eerbe

recor &I T he sem conduct or menory card | exceeds the predeterm ned

I engt Qso%clzlegﬁimie%véﬁ Bg ddeide ohittafoasheoteintkude EbeehEenI®A | f the
judgenent result is negative, the check-out unit 22 records audi o data
correwgg%i%gqnéaﬁléel esbedusentach escayptignekes iif HREEEIFLonduct or
menory card 1. If the judgenent result is affirmtive, the fheckiout uni t
22 _di z/f'irijesiléﬁ”'%z‘}(Hzf&ipoédbhgaadﬂbooha\eatimod%tabFu‘f’hth?so? ARk and
records 15 the AOBs in the sem conductor nenory C%(rgg"cé@ ln_this érgnner,
eygn ifudi® ddeyhackté Mroadl taBMbrenplimanmest enf Fs 18R PY 8det er ni ned
| ength of time, the playback time of each AOB obtai ned bﬁ di v{__gjang t he

ori gi nsdckonseny doesrretspexchiowy t&f@@f&ﬁf&%r’fﬁ%e@?@ﬁﬁ? of ti fe.
Therefore, the size v~ ~ w 20 nap tabl e carrespondi.n bt ai ned AOB
can bessmppordaetiorAfemomecari ng. aFbasstone: ﬁ?&kgﬁcﬁﬁ ﬁﬁf{h%z records an
encryption key and playback control information gorggfgoEgi gg to the

sel ect semtoohdnttion memasi @aRuEtRECORIDITPRFP UYL t hiat “the AOB i s
associated with the encryption key and pl ayback [ i tion. As
a resutbrrespending eperamtian ey él@otl{)e isy Cé”;gﬁ?‘u‘*f‘g# tn{ygm cc):I A%%ga the AOBs
forma single track with 22 6 gegte grt§004 correspondi ng pl ayback

cast rol iaf oveawrdhtan wHeh 3 FERTERRYs®2 2 i n the seni conduct or menory

Card.l' Thi's rrg;ggalsg% %fogen_ tZPdBO,r_]ean encryption key, and playback

control information is called audio track (hereinafter simply

. referredtoasthe"track"). The editing and playback apparatus

2 performs playback and editingoperations for respe ctive tracks.

20 There are also tracks, each of which includes a plurality

of AOB, a plurality of encryption key, and.pJ_.ayback control

information. Therefore, the p}.ayback control information

includes attribute information showing whether a corresponding

AOB constitutes an independent track, the first (or head) part

25 of a track, a middle part of a track; or the end part of a

track. Each AOB is assigned a unique AOB-ID that is a number
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correspondence between a content stored in the content managenent apparatus
3 and a track recorded in the sem conductor 5 nenory carg 1, .re arg@s of
whet her the content is recorded as a single AOCB or a plu Sept 8?f .
{4-23} AOB-1D Assigning Unit 23 The AOB-1D assigning unit 23 assigns an
AOB-ID that. 10 is unique-in the sem conductor nmenory card 1 to each AOB
generated . froma content prior to the recording of the AOB. The procedure

for -assigning an AOB-1D to_each AOB to be rec d bed in detail
bel obet¥eenAl Emh 9Py Rg ighprigae Me‘c‘g%n%ﬂcgﬁg’nle%’ %%%ﬁéﬁgeﬁé 001- 999

that are avail able as AOB-I1Ds have, k15 already. 35 $HYgEpLA Dt he
seni dortthe Semiaarsiueeqr Menoryscard é’SUI t[no?g%ﬁfggggp%érat | oﬁ,éBt Eg "ACB-I D

assigning unit 23 finds, for instance, that ,S ead in the
et a6mnLBODr L AAskYSBRRIaICARISABRL Pbs BB1S00sE B e Py st hese ACES

. The AOB-1D assigning unit 23 then_se| e 2 AN noned
nunbas LeSWHP Sk anEerERSPRAIARE tDX ?ﬁ’éiesgl'ecggggrﬁj%eérj') ?t%o%ht he AOB to

be recorded in the senicondyctor :nmenpr Bl-ept-miggoe recorded
cor r Eopseas—IH 1 HusedEnsL tﬁé‘gﬂéig?’lﬁ‘égy %ﬁl%ﬁat%fi%%g sel ectsg?hr ee

nunbers 008, 009, and 010 fromthe ! d.au r %l assi gns
25 t BecherkcodF RRATASL D Pheé /ﬁﬁé%ég}??s%%e?lg %g?,éeggg?s&%oﬁ@gnd 006. 010

have al ready been assjgned to s..i pthi L3ontentept galety 2004
t he ADBTIEOTE TR FRETHT P1 ?%eeﬁ%qutosﬁ pﬁrgleed& ‘'scont I 'nuous nunbers, ., ~ (such

as 003, 005, _.and 01 from i ensB0838ne@ftedamy 011-999 and
assi &,%ltﬁﬁlg'-‘ é ect %%%%?é?%%&%%uﬁ- 24} QCoﬁteent -1 D Assi gni ng

Unit 24 The .Content,- assi goi 4 &t aseébsbeénd €eobtnean- ROR 0 each ACB
gene PETEP Y% ﬂﬁ%%géa%‘g%%%%re each generated AOB is. recorded in'

t he sem condugct [RIP, d hd Kech &k A6Bt | Bpasakdonngrurthte 23, the
tBnt &%quﬁr%a?égib%i ng ué#ypf% ?L%o%:hecks whi ch ones of ‘nuribers 001-999 t hat

are avail ap CoRtyaiy e nlodvwa Dl eadh Ceertemdsilfhdd ian numder
sem ESHTUC ofteqn‘gtrrbrylcard T. As aresult of this operatiaon, the Content-I1D

assi g ek diico124rid 599 .hora RN offDs MedizwiPeand \a Lositandsih -t he

sem conduct or nenory card 1. For instance, the 15 Content-I|D assigning unit

24 fi%gLstt_f@és RIHE BESCROE k 066t e atl irceeal pesdormess Pyl HRP tifber s ‘
006-999 are unassigned. (24.i) After finding how Oontenge_’hl Ds are currently

assi ghgthgendite &ppheatusD3asshlso ngxatks oregardedsiBn&N§t the unassi gned
. 20 nunbers and assigns the selected number to aagh ACB cl_?rrer%)gndi ng to a
Q@Nt esémi Sobduetoartedoryfcanmtiense olis IR 8PGAaS SRS 5 st ance,

the Content-1D assigning unit 24 selects,a nunber, 0 as ent-1D and
assi gisth WS@eciédnhmﬁeatﬂeneaéﬁOM."—lﬂF‘s3,9&?1'1@‘18%%%%? ilflatj%ts nunber s

002; 004, and 006 have .
assigned to the tracks. In this embodiment, alphabets "A,

B, C, D, ..." are used as track IDs and tracks assigned the

track IDs "A, B, C; D, ..."are referred to as "Track.A, Track.B,

20 Track.C, Track.D, eea”.

{3-2} Editing and Playback Apparatus 2

The editing and playback apparatus 2 is a portable
editing apparatus having a playback function. That is, the
25 editirig and playback apparatus 2 receives tracks from the

licensed compliant module in the content management apparatus
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25 already been assigned to AOBs and so di sconti nuous nunbers 003, 005, and
007-999 renmai n unassi gned, for instance, the 24 6 Sept enber 2%04
Content-1D assigning unit 24 selects a nunber 003 as a CBmee0Per Q04 nq
assigns the sel ected nunber to each AOB corresponding to the content. It
shoul d be noted here that the critical difference between Content-IDs and
AOB-1Ds is that even if 5 a plurality of AOBs shoul d be recorded, the sane
Cont ent-4 ) (15, A38ARRA IR ddienfBE y cdbaty andpeaysibackpiud aldits of ACES
romthe same conten

are generate the sane Content-ID is assigned to the

plural Lhy ofaglBs. 2iEer3B ndplan ot jafsi Yrions Lnict 2an asSitlres a

Cont en 0 each that should. 10 be recorded, the content nanagenent

appar a e Madiid R ddadid e, sar shotnctior tidsodrasing 1 and
storesggiggppeggatkg ead Media-1D and the assigned Content-ID in the |ocal

stor ag?BéoeﬁtbhthM A4t apbarBtusebeinchydes paiser dhteufagst -1 0s and
, e C

Medi a- nt ent” managenent apparatus 15 -3 detects the

corg enggge@ggsaBeE}g?@@tcgllb plazk Rriifte 11,. aseobdestuctioridigmpriypidard 1 and
those rn the local sforage 20, and finds how Content-1Ds are assigned. 1

(24 . hb) Bagause dpdantcdridiming ansigned.in the manner described 20
above, “the fol lowi ng things can be said’'in the case where the sanme-content

is to be checked out to the sanme sem conductor nenory card tw ce. Suppose
t hat nunbers 001-005 have already been assigned and it is requested to
check q#t-13)c@MeantIntdridies Uase, 1@n assigned nunber 006 is selected and
is assigned 25 to each AOB corresponding to the content: Wen ht .S
requested to ciihekusetr tingtexfmre: omidntlhgneludes mbatSBoRYi £h8Lk| ected 25
6 Septenber 2004 from unassigned nunbers 007-999 and is assigned to each
AGH _, dieplespoadl bgttaf thmakmresordedeiaf the SaH-JARARGERT VY ¥ he sane
content is checked out tw ce and_tmn sets of AMBs Qorre%P ndiqgiHP t he
cont entcagidelst arpsy idialhe asenvaohgust beys. With this construction,

the user interface unit 10 provides an operator with various
information and receives various instructions from the

operator.

15
{3-11} Object Playback Unit 11

If the user interface 10 receives a réquest to piay
back AOBs, the object playback unit 11 obtains the AOBs and
corresponding encryption keys, decrypts the AOBs using the
20 encryption keys, and plays back the decrypted AOBs. On the

. other hand, if the user interface 10 receiﬁes a request to
perform trick playvv, su'éh as forvfw.ard cjuick scan or reverse ciuick
scan, on AOBs, the object playback unit 11 performs the trick
play by referring to the playback control information.

25 .
{3-12} Object Dividing Unit 12
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5 nmenory card 1, these sets of AOBs are respectively assigned Content-IDs
006 and 007 . This nmakes it possible to distinguish betvxggw@the%e ?8@ sets
of AOBs in the semiconductor menory card 1. 10 {4-25} ChBAEAEMBAT LK
t he content managenent apparatus 3 is connected to the sem conductor menory
card 1 and is requested to check in a content fromthe sem conductor nenory
card 1, the check-in unit 25 reads the Media-1D and a Content-I1D assi gned
to each 15 AOB corresponding to the content fromthe sem conductor nenory
card 1. The .ﬁ,{@cgb'@cgraivgéiﬁee@niﬂdmﬁim'edémrtrdﬂekhispmyfimor-vrrati on in
the local storage 20 includes a pair of a Media-I'D and a Content-1D that
are fDe,saMBazakhise readnt! epetaecsetnpanduatodmemmigtion ¢ | f the
ge result [

j ud n Is 20 affirmative, the check-in unit 25 sets each AOB

assi gnedathg £2aENt thR idbedomptayaby eustat k2 . s@bsaaresditingven if
there are a plurality of AOBs assigned the sane Content-ID in the

sem PRI Pa GaE cbrdillg @o thesepdtBsianeofdthe jog Abal pl ayabl e
staté.gﬁflpﬁicfs&#s because al though being dealt with 25 as independent AOBs in

the e L5 YTEMPRY ceahd nly palht of dipeses 9OBusCDOrEeEPbAtive the sane
content.and shoul d be 26 6 Septenber 2004 set in a non-playable state by

a Ch%% al Phopenat iqte rifitrasd perdlorre feremesked nthe startaeh AOB assi gned

t he ntent-1D in a non-playable state, the check-in unit 25 increments a
corrgspeadbpadiw ol paEtEr teke cectid rogitasf -aivhie dedidt 89 tPR1BEpai r of the
Medi a-1 D and Content-ID fromthe history information . As a result, the
contgnt E@LYLRY ad plztieadiefappataeush2 ckividespthat PBR aRd™Pe becones
possible to check out the content: again. Even if AOBs, assigned the same
Cont gat th Rgape iditviidan dwe qetited Wuting KL AOREIRL P editS ng operati on,
t he AOBs 18 return to the original state and are set _in a R§ -Q}Payable

£ at gdi Fhagidri@ plalybeamisappetratnsd ashégosa eAntpaRagOAN %5 atus 3 has
been described above. Next, the Content-ID, AOB-ID, ang Isgcgﬂisven to a
cont eRktakeeC tieasahenash thace oF dhiseor igh@ad0BOPDOs thRe ORE as t he
Content-1D in that these IDs are selected from nunbers, nasg‘tgned in the
serm pandubtbwermnbhy shadtIiof Ithea APBUERI FRY &H1 WS Pﬁlé&ge Ped froma

content 20 and are stored in the sem conductor NENDIY. Gar( e AOBs are
assi ghededitingeandAuByiorck APRA R ERS AT ERE %M"c%nﬂt{ gkrﬂl tf’EE Al so, if

a single AOB stored in the sem conduct or a ha_dhviided into a
\pgl ur:é,IS?tt@eoﬁaA@s%St"liilé%*é Q@Ehﬁr@réggpéﬁeaggrgb ér én%‘ gXééb ?ng\tg:ﬁtg aria

assi gned the same 25 Content-I.D. . descr.| - é
Bant lesten mart berween dhe e%%’e?”%(#ﬁef%?n&gda&h%?ﬁgr Qi%negarreness

ACE PRE | s MEbE TP AP HADHT TRA T ST S 69 o Tan AGB: the samness of
Cont ?:rgfhe[)ia{:%e@;i)an}@,i @ﬁg e‘“aﬁ.eﬁr?& Sﬁ&pﬁ.la?b‘iic\kiai&watu_s 2generates
playback control information and an encryption key
corresponding to the new AOB-ID and records the information
20 and key in the semiconductor memory card 1. The ROB assigned
the new AOB-ID is managed as one track together with the
corresponding playback control information and encryption key

inthe semiconductormemorycardl. Inthismanner, thedivision

of tracks specified by the operator is performed.

25

(12.i) It shouldbe notedhere that although assigned an AOB-ID
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5 Like Content-1Ds, the saneness of |ISRCs is maintained before and after
the division of AOBs. This is because each ISRC is an inéeé npgti naé
identification information used to identify a content an@ €€ r Hgﬁged
regardl ess of how AOBs are conbined and divided. As a result, if the
content managenent 10 apparatus 3 perforns check-out on the sanme content
tw ce, the | SRC of each AOB recorded by the |atter check-out operation is

oper st RECTRNE FhRacCH t T S B SRRy S e e e et

oper at I's make e AOBs are disfinguished-from

each %?fﬂ'lé{g:iﬁ}iys% o ea%gg%g@ng ﬁ]ilécksi ss ikRVEY & CoRsefieseDi bed

above -out 1s per on e sane contént twi ce and two sets of

ACBS C&&%ﬁ%@‘&ﬁe@%& deneent BL AR 16e6ANAREBL N THet Sa¥Ti a0RHBeYRr Menory

card 1, erent ntent-1Ds are assigned to these sets of AOBs.

Theref o f?%gnitt Ab%—ﬁ%“%%le?%t%}é)icﬁ%‘&kté R encHSt €8t rbpBnadnigheo

sem conductor nenory car e ctheck-in unit 25 sets 'each A recor ded

by ct h r AE eck-put . gpef,at i LR npil Bnabbeistiatd a0d,| erges each
BY ot N2 dggfggbtggrp bnBPERB! LARtLE BaRenop! exabbeiy

recor atter check-out operation in a playable state. As

descri%%g 300N LentDIDKe AL BR cNdd BRese ADBEQNt EhbrkPprieni afeliy specify
AOBs c ecied out to the sem conductor nenory card 1. 28 .6 Septenber 2004

The fif tré’ﬁﬁﬂﬁ\:@d()fcot bR HHAGE T dKk-bin thie Eheke RoBs, pthgbacktenbagenent
system havi fig the stated construction is described below with reference to

Fi g .m24Aagbnane BApACatliese idHswimgby shevodhizest thae theskeApBscessing
by the audio data pl ayback managenent systemin the first exanple. Fig.

5A shaoyse agehBirhital Bliyald vahangy tihee conigiaekpBeent apparatus 3 stores a
content and a correspondi ng nunber of permtted check-outs "001". Also, the

sqmy conductoer nenory card -1 is assigned a Media-1D "AA1" . It should be
noted here that in this exanple; .y
{3-13} Object Combining Unit 13

The object combining unit 13 combines tracks according
to an operator's instruction received by the user interface
unit 10. If,two.AOBs are record_ed in the semiconductor membi’:y v

15 card 1 and the user interface unit‘ 10 receives an operator's
inétruction to combine these AOBs, the object combining‘ unit
13 updates the atfribute information included in the pla‘yback
control information in corresponding tracks to show that one
.of these AOBs is the former part of a track and the other of
20 these AOBs is the latter 'pért of the track. In this manner,

. the object combining unit 13 combines two tracks into a single

track.

{4-3} Content Management Apparatus 3
25 The content management apparatus 3 isapersonal computer

including hardware compliant with the SDMI, an application
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10 each content corresponds to a single AOB unless otherw se specified. If
t he content managenment apparatus 3 receives an operator' s request b
perform check-out on the content stored in the | ocal stoﬁa%ﬁ?tgmbﬁﬁa 84thi S
condition, the AOB-ID assigning unit 23 assigns an AOB-1D "001" to an AOB
that should be stored 15 and the Content-1D assigning unit 24 assigns a
Content-1D "001" to the AOB, as shown by the arrow d in Fig. 5B. The AOCB
assigned the AOB-ID "001" is identified as "AOBOO1" ir. the sem conductor
”eg?fé( £ Bothp 16wt £18 thidl SDMBS asidoat ioenisies! apRphiantmegiglesp. the
comeMi 9s retorded in the seni conduct or menory 20 card 1 as, an AOB. At the
Sa%ﬁ&g%%nﬁﬂg%%ﬁ/ﬂht@ﬂf&@yé e raybadie nbra¥@ ENAFARR 1E2 BHORor r espondi ng
to The are stored in the sem conductor nenory card 1, In this manner,
Tr 3%&5&. r epsicq:.daﬂ i e faamd iomhic o gle yag €2 FROWHRENERSs shown by
theartow ~ in Fig. 5B, the Content-1D 25 assigning :ﬂit 24 regds- t he
Wd&éﬁ%&ﬁ%nf beMthbecsatentntacagenento APRETFALUS ah EETLHPRE%a pai r ed
Medira-TD "AA1" ‘and Content-1D 29 6 Septenber 2004, ."001" as history

i nfor PR iected aonplitotagedade - FiAalshewmd ishBnd B52YHRIarrow “in
Fig. 5B, the nunber of permtted check-outs ivene@/ tge ﬁigh&erranagerrent

i nf o EBEbRPeh s Menngamendd appat@dys STHIRE et e°Fhe THhERZBut

operation. -5 After that, as shown -by the ajrow. ~ %? F%lq a0BSrpt he
senpgpngdugier imberfacardniti 2lej @cERRACKTS t WBLEofAf ent anagenent
apparatus 3 and is connected to _the editing a I C agatus 2. Fig.
5D abengnangtatic Qﬁeﬁ&@ﬂtﬁ@'ﬁgﬁw*wgﬂégdzsg’mg%gﬁadérétég? 5rigm)ry card 1
is divided into two AOBs by the, 10 editing and playback apparatus 2. As
shounikn2bhi s drawi ng, the object dividing unit 12 sets an editing point
for the AOB to divide the AOB into two AOBs. As shown by the arrow ~ in
.0Fig: 6A, after the AOB is divided and a new AOB i s generated, an unassigned
AOB-1D ".002" is assigned to the new AOB.. Al'so,- 15 as shown -by the arrow ~
in Fidg20galochd EHEHE 14Y "001" of the original AOB is assigned to AOB002.

Foll owi ng.this, _an encryption key a | 3 ¥ GdppafLrumt i on are
generat ed fBreabREs aﬁ\éréﬁ(?wz'tbr {a(Lcsk%q‘T?'ac B ig@'{(;sbt ai%%d inthe

sem conductor menory card 1. 20.Fig.. Weo2matat e mhehe a content is
chedhad istomesma - ﬁ%dﬂ%t%}égnrejﬁ%%ﬂggrdol. Suppose that the

sem conduct or, nenpry card_ 1 _that e t WDsACBBuebhal aad SMIan editing
opedits tei QuE 13h 5% th ?2%?1 e{l]){tE %%ﬁagerrent apparatus. 3 again (as
shown by the arrow ~ in. Fig. ds@geni ksl gheequestraett.o Phef orm check-in
16n Pxdfehnd Gl%tefrb%a‘fl%t%r%‘gg%ggﬂo? fhe content nanagenent apparatus 3

Stc)rreisgl'xat Fgnaair{aegdemer(lst Sfr?fggRQEiggoéf each distribution format

(8]

includes various data, suchas the encryption keyusedto encrypt

a corresponding content and the number of permitted check-outs v.}

corresponding to the content, that must not be manipulated

20 by a user.

{4-21} User Interface Unit 21
The 'user interface unit 21 includes a display tha‘t.

displays a list of contents stored in the local storage 20

25 and a pointing device such as a combination of a'keyboard and

a mouse. With this construction, the user interface unit 21

20



Medi a-1 D "AA1" and Content-1D "001" as history information. 'Therefore, as

shown by the arrows , ~, and in Fig. 6B, the check-in uni 5 det each
AOB assi gned the Content-1D "001" shown by the history igféﬁéﬁm%SHgﬁbi
referring to the 5 Media-I1D given to the sem conductor nmenory card 2 and
the Content-TD assigned to each AOB. Because the sem conductor nenory card'
1 stores two AOBs assigned the Content-1D "001", the check-in unit 25 sets

these A(Bs _in. a non-playable stat.e S o) arLrow._~ | ig . 60 ,
ol ot esThiRtayS FREIBE Aolroriati, 4 TR i s rehh g B g
Content-1D."0Q00Q1"% S b e oW, = ig. 6C), and increnents the
nunber %?rbgg% %Pégi@#e% -gu%ésllctq}) &%1&%?‘%&5905 own by the arrow ~ in Fig.
6C) . The first exanple of the processing by the audi o data pl ayback
managenent system has been descri bed above. 15 The second exanpl e of the

pr ocess%ggégge&?xgcgg@& %&gcgzayback managenent systemis described bel ow

with re i gs. and 8A-8C. The audi o data pl ayback nmanagenent
syst.em of this e..lS V, 51%(,%‘ s ct}eegd 57 the first
exanpl e. Figs. %%%%%V\? e‘ﬁg’i}?{%%% ?ﬁ'g f%ﬁg%eoces(s\slrﬂng yltr}hi s audio
data pl k t sSysSt amd | el eehd i X685 9n BAe Fig. A
shows afés/{?%%es%g?ggggg é%%t%e?t@gn%ﬁygersrrent appar a%uigs% stgresea content and

. i i 14 qd~ - QLT 1and i conduct
a COf;eéaﬁféqﬂaueeayefne%%{aay_%q CQE%T% i1k 8nd {Hexgem conduct or

menory card IS glven a "AALT 25 difference between Figs. 5A

and 7A j e led Nedl Bhe ?AoREBBEOr €S an ACB
that i sé%ﬁs&s|&g§‘£f?1cé‘gégcl)§ H%ﬁl%ggl{legr%%?r Eg(%kcgﬁf%c%l D" 001(? and a Content-I1D

"001". Notgrihahtbeppusathlli 3 aAGBEAR" operaebraBefeBrehackedtentt Ry the
content managenent apparatus 3, the content managenent apparatus 3 shoul d

noY oChesk chB ciddicBo OBt SeckibBtivhiithe2 Hudye sounapher @acplagbaert 5 in
this exanple corresponds to a single AOH I f the sem conductor nenory card

1 is coppret&d tRet Beleerka@nicomrage Biiesddal PrsdStasmihednlengtthe arrow
~in Fig. 7A and the content managenent apparatus receives an operator' s

requestqoforfheck out the content, theAOB-1D assigning

' (22.1) The cheék—out uhit.22 makes this judgement to suppress:
the size of playback control information corresponding to the
AOB (the selected content). The reason for this is as follows.’
The playback control infonnation includes a time map table
showing a plurality of entry points that are referred to when
the editing and playback apparatus 2 intermittently reads 'a’n
AOB at intervals of two sebond_s. The shorter.'the playback
time of an AOB, the smaller the number of entry points becomes.
Therefore, the size of the t:i:me map table is reduced. On
the other hand, the.longer the pla’yback'time of an AOB, the
larger the number of entry points becomes. Therefore, the
size of the time map table is increased. ' Because the time

map table,” which is referred to by the editing and playback
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10 unit 23 assigns an AOB-1D "002" town ACB to be recorded and the
Content-1D assigning unit 24 assigns a Content-1D "002" to . the AOB

shown by the arrow ~ in Fig. 7B. Then, the content is comﬁqgﬂ‘qeﬁ?98§n AOB
and is recorded in the sem conductor nenory card 1 as shown by the arrow ~
in Fig. 15 7B. At the same tine, an encryption key and pl ayback contr ol

i nformati on corresponding to the AOB are recorded in the sem conductor
menory card 1. In this manner, "Track. B" is recorded in.the 1

sem conductor nmenory card 1. Fol |.ow [ K Bea) arrow D in
Fi gappBratye & erdind %roaf's"ﬁﬁ{i#glo%ﬂm%%%g or%egd%? the Medi a- | Da" AAL1" fromthe
sem condugt or nenory_car d, st Mewhaidds iditdeof ata storage 20
t ogdthERSHEERY A& éoﬂ?g‘ﬁ%-))l’Dgﬂobg"&)%gfﬁlagfgry information. Finally, as

shown by the arrow.in Ei B ol iExBURRE mek tpeEFeldtddet ek afut s 25 gi ven
by {HES MR %%eﬁ%n%gzliﬁfzgréngfi }ca)ﬁ I's decrenented to "000". This conpletes

t he check-ouyt opperatio ber 2004 Afterthat; as shownbyt he
arrd:\)\',\e‘iciﬁ.n}gi _c?fép?eﬁJeg% 3¢ tg@ mERbe

nT conductor’ nenory card 1lisejected fronthe content
managenment apparatus 3 and is connected to the editing and pl ayback
épparatus 2 . The obj ect dividing unit 12 of the editing 5 and pl ayback

appasaf us 2 g6t |4 N0 P9E PP rapsOP2the checHeotheuAdB into two
A@s{zit'&;)sﬁ%%m%g%nt%garrow ~1in Fig. 7C, a new AOB generated by dividing

the gy i.gial %fef 125 $19R5h G tiRes sifghbd ROB-t® bagFcanted he
Contzgltjﬁdg%sog)g% of the or%i ginal AOB: . 10 Followng this, an epcryption

key 313{1 AR ONt £ 6F hahor yaddnd larexamds dhed PRAASATBTINShd a new
Ju

tra rack.C' is obtained in the sem conductor nmenory card 1.- Then, the
0bj n%a{r‘@iﬁwi:ameupﬂoz3toftméne:mm—img: efdtpe SHRKEEPFAIRE 2 conbi nes)
"Track.B" including AOBOO2 with "Track. A" incl u%iqn 15 1£0\080. 1 generate a
10EW trpakhe Feddedént aseshddn ilsy nege timeowths ¢ Cg('—%' Y 3fi ng so. the
obj ect conbining unit 13 updates the attribute .infor i included in the
pl ayheekréonandioi dhtameoimre SEONHAT difbiths %%‘%&egz‘_g% o‘?#b%,y the 'a
arrows ~ and O in Fig . 8A The updated attrihbute.Lnftar i 20 gives"Head
of T athqLAAambnithy & bai CondUESPFESTH TiF e dacklE the 1 igele

result is affirmative, the check-out unit 22 dividgs the

corresponding audio data into a plurality of AOBs and records
15 ti'le AOBs in the semiconductor memory card 1. In this manner,.

even if the playback time of the original content exceeds the

pfedetermined length of time, the playback time of each AOB

obtained by dividing the original content does not exceed the

predetermined length of time. Therefore, the size of a time
20 map table cofres_ponding to each obtained AOB can be suppressed.

After recording an AOB, the check-out unit 22 records an

encryption key and playback coqttol information corresponding

to the selected content in the semiconductor memory card 1

s6 that the AOB is associatedwiththe encryptionkey and playback

25 control information. 2As a result, even if a content is divided

into a plurality of AOBs, the AOBs form a single track with
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forns the head part of new Track.A and "End of Track.A" show ng that:the
corresponding track forns the end part of new Track. A result. . in the
sem conductor nenory card. |, new Track.A is generated fﬁoﬁ?%ﬁg‘g’@ﬁm@gorded
by the content managenent 25 apparatus 3 and A08001 recorded by a device

ot her than the content nanagenent apparatus 3. 33 6 Septenber 2004 Fig.
8B shows a state where a content is checked in fromthe sem conduct or
memory card 1. Suppose that the, seniconductor menpry c . stores
two ACRe xsEspomeingpkaiback ppn&%%ﬁ?ﬁlﬁ#é"%&ﬁ‘éﬁ%&%@’tj“r#eﬂ%%%t' ent
managenent 5 ~ apparatus 3 again and it |s.requested t forn eck-in on
a contienthe Besieerdugter A§EONY 62X e cgﬁﬁéﬁﬁ%%ﬁ‘ﬁajg% n&%pﬁé%ﬁ%s 3

stores history information giving a paired Mdi.a-I.D" " Content-1D
"002" cormrgrIBIencasbgRBRARNLF %%\ﬁe{\@q%{j Th eg%?&?ﬁe check-in

unit 25 detects each AOB assigned the Content-l.D 002" e history
i nf or maniagemsnE SRRFTHPS 4 anbaANEH -FBcﬁfr@&ﬁl Jt%tg%zas %@%gﬁﬁgég{’gr nmenor y

card 1 and the Content-ID assigned to each AOB. ey AO ing the
ACB- | DemBDY Gardski gFRILE¥EEEEBNP n‘t’b‘F%a’leﬁogh? ?‘Ergt?%{(g?ltléﬁtﬁgggrng%genent

apparatus 3 recogni zes that &hi S AC:EIOO iso n ACH checked out by the
cont erds rmratRIERt AQBpaFafublRradi Ol?}u% i ned wi t hAOB0OO1 assi gned
t heAOB-1 D "001", A08002 whose AOB-1D:.is "002" is assigned a Content-I1D
"002". Therefore, the content managenent apparatus 3 recogni zes that 20

this A08002 i I n_AOB.che by the content managenent apparatus
3. Beﬁ:‘%ﬂ%é} t%%géiﬁéés&ﬂaéﬁlgzgéﬁ% %(#8003 ) are AOBs checked out by the

cont ent managegent i nhNBngReek- aRs¥hnk 3% PFOE-TAORKEX as wel |
as A08003 in %@gﬁ?g%g%%§¥g§%gb( gggghg\?'nhbﬁ tehe arrow ~ in Fig . 8C ,

del etes history..i r | | hriesle VBHIZKOB fendshtednd
Cgrqten“cs-’ Pﬁ‘lqu(%lzn E%%s%%mﬁ%hégc#ﬁg%% gipfa% Fi geg. 80) , gﬁg i ncrenents the

.nurrberfrsg,m a content prior to the recording of the ACB. The procedure

for assigning an AOB-ID to éach AOB to be recorded is described
in detail below. The AOB-ID assigning unit 23 checks which
ones éf numbers 001—999 that are available as AOB-IDs have
15 already been assigned in the semiconductor memory card 1.
As a result of this operation, the AOB-ID assigning unit 23
finds, for instance, that seven 2AOBs are stored in the
semicondu‘ctor memory card 1 and AOB-IDs 001-007 are assigned
to these AOBs. The AOB-ID assigning unit 23 then selects one
20 of the unassigned numbers 008-999 and assigns an AOB-ID (the
. selected number) to the AOB to be recorded in the semiconductor
memory card 1. If a conient to be recorded corresponds to
three AOBs, the AOB-ID assigning unit 23 selects three numbers
008, 009, and 010 from the unassigned numbers 008-999 and assigns
25 the selected numbers to the AOBs. If numbers 001, 002, 004,

and 006-010 have already been assigned to ROBs in this case,

23




6 Septenber 2004 of permtted check-outs to "00Z" (as shown by the arrow
.... in Fig. 8C. Especially note that in this exanple, although t rack
I D of Track.B is changed from"B" to "A", the Content-| D6c$eplt\9%9@.r%89énai ns
unchanged when Track.B is conbined with 5 Track. A. .As described above, in
the audi o data play back managenent system of the first enbodinent, if an
AOB checked out fromthe | ocal storage 20 is divided into new AOBs and the

new AOBs are comnbined w th.ofher ,ACBS,, LLLAY 4 appar at us.
10 2"—%%@9%65[[}?@5&%8%@1]‘5 %?sfe%g(é?;itgﬂ ngﬁ giﬁb?glga@éﬁof taeks»new ACBS.
Even if AOHs r at edl,y,di vi Yok | ed FuRPEPsi gaged nmanner,
the EHPES nﬁsaﬁégp@%ac%“%p%g%tﬁ%q‘é easily rs{ai?i)%ni zes the corr'espondences
bet ACB ¢ M | LU P h BB Y teREHeandRsONt ent s
sto\ﬁ@gi ﬁ?‘ig@gﬁ%ﬁ%n&j‘gﬁggéﬁgtég%ﬁat us 3 nerely by referring to
Content-1Ds. As a result, if it is requested to check in a content, the
content managenent apparatus 3 sets every AOB assigned the Content-ID of

Eg g@%%gagkﬂt%n@%ph%%g i e 3Q' “thereby deleting the content from

uctor ménor i's prevents a situation where the nunber

of permtte%ﬁ’e%ﬁ%@iﬁbﬂ{a&%sn%'t ruin%:ci pgresengRd ev@smtdntgina part of .

the AOB rendins 1n nmenory card 1. It should be noted here

that, int b . ivi tb eaRyM wédis 3 obtains
&agac?x?%ér)rllé g%%eg{%lgﬁﬁtl’vﬁﬁntg}?cﬁﬁﬁéﬁﬂ EYizay o)) gepPns

cont ent’s ~ ic musiC distribution system However, the

cont 3 Qe {RHIRERRIH maRRaRatasdB 1mayLokeathe cont ent s by
so- cgﬁeﬂéﬁ{oﬁg%%ghfghe CIZ:)L ripping is a rrey?hod of .obtaining contents by

e“C%EQFg“gﬁ%&W% RG AU dHed doekended o sEhsy( Goypact t R4cs) . |t is’:

pref'érab at "t he "nunber of. permtted 5 check-outs for a cont-ent

@bt aé%?gkawhﬁ%hcgn@sp!afngx_dnﬁaei@ (23 -ldwoee Hat anmorateatkablehashe SDM
ort abl e vi ce Specification described above. Al so, the content managenent
apparah

Eén%—'mé Pk ramarzic%ntbﬁeérf e siapian d mediea, s anbtondu VX Audi o,
ot her than CDs. 10 (Second Enbodi ment)

memory card 1. As a result of this operation, the Content-ID

assigning unit 24 finds how Content-IDs are ';:urrently assigned
in the semiconductor memory card 1. For instance, the
15 Content-ID assigning unit 24 finds that numbers 001-005 have

already been assigned and numbers 006-999 are unassigned.

(24.i) After finding how antent—IDs are ;:urrently assigned,
. the Content-ID assigning unit 24 selects one of the unassigned
20 numbersandassignsthe selectednumf:er to e_achAOB corresponding
to a content to be recorded. If numbers 006~-999 are unassigne_d,
fof inétance, the Content-ID as:s.igning unit 24 selects a number
006 as a Content-ID and assigns th’e.sglected number to each
AOB. Also,.if discontinuous numbers 002, 004, and 006 have
25 already been assigned to AOBsV and so discont;'l.nuous numbexs

003, 005, and 007-999 remain unassigned, for instance, the

24




The second enbodi nent relates to a technique of inproving the storing and
processi ng. of tracks and AOBs, each of which has a data styucture

conforming to an SD-Audi o standard. 15 The seni conduct or SOReH2904¢ ¢ he
present enbodi nent is an SD nenory card 100 having the physical structure
shown in Fig. 9: . . Fig. 9 shows the structure of the physical |ayer of

the. SD nenory card 100. In the drawi ng, the physical layer ' 20 of the SD
menory card 100 includes a systemarea Z01l, a hidden urea 102, a protected

area 1fSnt MME-IDESSSgNAnGRidit 204 et tlHa numbiés: 0@8asa Cogtenit-IR06, ) a Ks
encrypting unit 107,. and a user data area 108. The systemarea, 101 is a
read- it #$€eBgasothegsaleedtied Anmber HooelhchVRBB and relspomeding £D shown
iri Fig. 3A. The MKB and nedia ID stored in this area cannot be

over witké esonBeppaseIB6 shotlse piec mudre® dRrd Hehat hehSrnebbeglcard 100 is
connected to a device (such... as the editing and playback apparatus 2 or

t he cadt£fierennegbenteapomterst-3L)s  anddrOReIRRBianghatdr¥erDifire read by
that device . |If the connected device correctly perforns a specified 5
cabculatpbaratity ofe Ad8s shmilbdbe rerordeda BB samReoRBeREFED
internally, it can obtain a correct encryption key Kmu. The hidden area 102
st or esis s signePttortke\A08m. hfhatg isheevsnr Eta PAURALIH @HhBPBRor ds t he
encryption key Knmu that should be obtained if the connect ed-d% i ce perfornms
corre@raogenerated dramithe tyame #ovkentevtie Rapekfonterhs ér bfected

area 103 stores an encryption key and a content 1D. The AKE (authentication
and kesskenedghp Shec dElsinrg i (of APand ’ioefrl?f%r‘ﬂ?‘%ﬁ‘ﬁ%{fflsj
aut henticati on between a 15, connecte vi_ce an RENDLY G

t hent t bet 15 ted d 133,1 dthﬁ}% 0Ly g&d 100
using #%h%%@ﬁd@%és%@r%%sm%@d?%ﬁnfif LB R TR LoPPRE Y opposi ng
device, and if the opposing device is invalid te£m' n§te gr OCﬁﬁSi ng. If the
opPosibry BeGPEdeds A1 o dranagement (PR bAREY 3 (L884F ohlRey Ks) s

shared by, the device and 20 the SD Temor y card 10 Au'gihegti cation
per f ol¥e@iayIPhérgsyithe MR ¢ERT Ha ’W%ﬁ%?’g taPBd18B°R%E fhree

unberpa b oS ptBet FBac HRdharHonBER. H0PngoEhETer FYREeon oy RiiCand
chal | chea b s kRS §1S OFY MO Rt RoE LPRELED SRR Scard 100
Hses tohg C%q{:trger ti]?gléee}/ng g}éd%taqu%ds, the céntent management apparatus '
15 3 detects the correspondences between contents in the
semiconductor memory card 1 and those in the local storage

20, and finds how Content-IDs are assigned.

(24.i1) Secause Content-IDs areassignedin themanner described
20 above, the‘ following things can be said in the case where the
same confent is to be checked out to the same semiconductor
mémory card twice. Suppose thaf numbers 001-005 have already
been assigned and it is requested to check out a content.-
In this case, an assigned number 006 is selected and is assigned
25 +to each AOB corresponding to the cdontent. When it is -reqﬁested'

to check out the same content again, a number 007 is selected

25




37 . 6 Septenber 2004 internally to decrypt the chall enge value A 'and
transmts ,y the decrypted value to the connected device as a res

value B. Following this, in a first verify phase, the cof t@ﬂ‘%@E%B@g
decrypts the challenge value A held internally using 5 its encryption key
Kmu, and conpares the decrypted value with the response value B transmtted
fromthe SD nenory card 100. Authentication perforned by the SD nenory card
100 al so has three phases. First, in a second chall enge phase, the SD
menory card 100 generates a random nunber, encrypts,10 t a m nunber
usi ngréfennassy phiedn nkapexisu 003md 9 aRshilSs atsr?ey%h%c? yg? e%g?féngggn-nunber to
t he connected device as a chal |l enge _val u& C_. The %ncgséeﬁﬂggeresponse '
phasgortbepondiagt ¢ dbe @IS + hd REXE ?ﬁﬁ'or?‘z}(re"‘s}“ mi_stored internally

to decrypt the challenge value C, and t.ransm e rypt g@pyal ue to the
15 SEneesamg cendento igs checkesofyd VIS Iin(#:cs)tf"?%ﬁ%ggt%?s, in a second

verify phase, the SD nenory card 100 decrypts_ t chahl esfgu¥ebre C hel d
i nt ecozkregposidigd to ERer 999F6Htk%§elﬁrﬁ?r§§df%o%%r es tﬁe d‘élc‘r.ypt ed val ue

with the response value D transmtted from 51 6da98YHeed 20 . If
tshe menpegyt cardedi.c&heses sats @Eé&%ﬁ St yép%epo&neﬁgg K?ru to gerfor m nut ual
aut hentication, challenge_val ue, A_and r 4 BikRihBaikhrst verify
phaseocatendirdiDschfe angd 8976 a7 EEB‘&E%%J ue %ﬂ?n t he secgnd verify phase
will be judged to be non-nmatchi val u Al PebN@hctbk-hRBnbegt i on 25 wil |
be tbetwesnedhase thyo a?lﬁtrﬁarﬂ%l]cﬁ% gjfnﬁ%‘ee opposing devices is verified,
however, the AKE processing units 104 and 105 38 6 Septenber 2004 '

cal cekade lan excl usi ve OR of chal | enge val'ue A and chal | enge val ue C and

obtain the session key Ks by decrypting the exclusive OR using the L
encryption key Kmu. The Ks decrypting unit_| 06 uses the session key Ks 5 to

decrypt an encryption. ke d a content I D which have already been
b@lcr){ﬁré?(ﬁ}bfq‘feég'i%h%y and output fromthe connected devi&re. The
encryption k nd content, |d3ad dftaugle3riypt connectedritten into
t he protect eg%a%@f f@?&%telﬂ%%?n%ypt iér%lsgb unit 107 receives a conmand

1om0 0t ety deviie- Connecher (Gaidie SAgmmerEstade-a @edkiing [t to

ey an content ID, encrypts the encryption key and

the content |D st ' | BERLREEBE memer @R ndlngthashadki¥h key Ks,
and: t¥ef Bﬂf‘%ﬁflg f%%gétﬁc%r%/gﬁéd encryption key and cont eg% t!aé) to the device
that issuegt ' gﬁg@, The dis@la Crimteartedl 0 Ge shoned R @a%2d by a
conné&aejé %%v%]%aeége%gr essaof whet her that the guéggnt%zcityq?%ﬁt,hat devi ce
s | 'E%i?d 3 OhBScENEE D fedmAtRe arinteRBUEkoE It
iq%f o%ﬁgg?i%oﬁl.rf%% t eﬁﬁcrypti on key read fromthe 20 protected area 103 has
a coré%ga %gl W e IR BNGHY Rinad AGBtEenrpadges tweethRer BAe NEFE2TY08 can be
correctTy decrypted. Reading and witing of data from gn%ic?t o_iBe
pr ot eg), 6 rAkeaoh08n theltsdal sedragget henchieRsSRPAYEI bR PertBrived by the
Ks decrypting unit 106 and encryption perfornedby the ? encrlg(gti ng 25 unit
107. Jhar af epatehite Ipr ¢hedt adearttde E@Hec &3 e yr‘??rﬁ1 He* accessed by a :
connect ed~devi ce when that device has 39 |
semiconductor memory card 1. If the ju

in unit 25 sets each AOB assigned thg

dgement result is

20 affirmative, the check-

Content-ID in a non~-playable state. As a result, even J.ﬁ tbere

are a plurality' of AOBs assigned the same Content-ID 1n the

semiconductor memory card 1, all of these AOBs are set in a

This is because although being dealt with
all

non-playable state.

25 as independent AOBs in the semiconductor ‘memory card 1,

of these AOBs correspond to the same content, and should be

26



6 Septenber 2004 successfully perforned AKE processing. The following is a
description of the directory structure and the file strugture && tES ED
menory card 100. Fig. 10 shows the directory and file stPReRieELer U84 cach
of the user data area 108 and the protected area 103 of the SD nenory card
100. In this drawi ng, each of these areas 103 and 108 ‘i ncl udes an SD Audi o
directory. The SD Audio directory in the user data area 108 stores ei ght
AOB files (AOBOOL. SA1L, AOB002. SA1, AOB003. SA1, AOB004.SA1, ..., 10 '
AOCB008. SAL) ianc SorAEldyakle StetSbypudi chdckediroroperathen pr dftnded area
103 stores a file "AOBSALl. KEY". The nunbers between 001 and 008 included in
the fil pemdoeniolg tdheeddCE it@ssal ccd(IB-ACB . afsjohed tthe Kopntentt-iHs

i ncluded in AOBSAL. KEY and eight TKIs (track information) included in SD
AUDI O. TK®M &5 nene pdlay@abilss i sjrade nubtberchee-in2un#8, 284 incrementi8'a - -
corresponding to the AOB-1Ds. Each encryption key "EKey" used to encrypt
one of cheraSBohidiswyy insmitenr ef permiéteid chekdyduits \arthWeis tes mhser
corresponding to the AOB-ID of the AOB file. Al so, each piece of playback.
contd ol paarefkle ¥ediged D angLanteatk IDCE xorethe hint (Bd niforgadvieh.i n t he
TKI having a nunber corresponding to the ACB-ID. of the A08. Fig. |1l shows
t he cor rdsgoreientts 1he seslheTkize tyass tol @ stagedbgiore ey chscki-esit | n
this drawing, .the first | evel shows a rectangle representing the SD AUDI O
TKM an@PeEatienoaadystakeaomasd Hasadibles Hew eecki gRt Bbe £PRESDEhoWN in
Fig. 10. The first level shows eight TKIs that are each assigned one . 40
6 Sept edBRiN2008VeR hEifHBs asgigned the same Contegt—JD arexpippdedeach TKI

corresponds . to. an ,AOB file that is assigned an AOB-1D corresgpnding to
or combined with other AOBs by an editing operation, the AOBs

lb return to the original state and are set in a non-playable
state.

The internal construction of the content management
apparatus 3 has been described above. Next, the Content-ID,
AOB-ID, and ISRC givén‘to a content are compared with each

15 other. ‘

The AOB-ID is the same as the Conteﬁt—ID in that these
IDs are selected from numbers unassigned in the semiconductor
memory card 1. |

If.a plurality of ROBs are generated from a content

20" and are stored in the semiconductor memory card 1, the AOBs
are assigned different ‘AOB-IDs but are assigned the same.
Content-ID. Also, if'a single AOB stored in the semiconductor
memory card 1 is divided into a plufality of AOBs, these AOBs
are assigned different AOB-IDs but are assigned the same

25 Content-~ID.

As described above, AOB-IDs and Content-IDs differ

21



the TKI-ID of the TKI. The fourth level in this draw ng shows eight
rectangles 5 that represent the eight Title Key Entries tainin Lye
EKeys (EKey#1, EKey#2, EKey#3, EKey#4, and EKey#5) and fgggﬂgﬁﬁ¢@ﬂ?6b%8
(001, 002, 003 , 004, and 005). Also, each Title Key Entry is given one of
nunbers "#1, #2, #3, ., . , #8" specifying the Title Key. Entry. Each Title
Key Entry corresponds to an 10 ACB file that is assigned an AOB-1D
corresponding to the nunber of the Title Key Entry. Therefore, in Fig. 11,

TKI # Ly e SUNPE LY e 0ARBOR¥tSAthEKUATigAdnTolfl € Key
Entri%gg%dgééépgﬁ gfoﬂkd%%%8§e$%8%§?8$ﬁl# 3 and Title KeylEntf;#B'“

CO”?Z@%%C’ t'ﬂhaAQBQQ?’éﬂhoﬁBH TKk#4 anRee Bl loFf HOB-ADY yiid wotrespond to 15
AOBO04.SA1 (the arrows TAL, “TA2, ~TA3, TA4, ... show the . correspondences

bet wegn; T $nald .AGB f ithes qiand idie oF ranRIBL, tidsattdlBesKASE . . . show
t he correspondences between Title Key Entries and ACB files). w Fig. 12
showsg ACBSDsN ikha AR Hiide’b afen Rt e batkisibonng successive

pl ayback. In this drawing, the first |evel shows eight AOB files in the -
user data arag;ké heomesondrbey eths oweaasdh AOBSRAEst Asrmeainhadnedof the AOB
files, and the third | evel shows a valid part (AOB BLOCK) of each AOB. The
fifthhdeyet shanaftbyetnententisidvRonfeADBsA, PBifohsebecaBseCeathnt. C,
Content. D, and Content. E" The fourth level shows how each content in the
fifthrgruelsi sndintdedat4dbnalb iSeptteinhicra?2lond imfotmatbont hsedveP, broken
lines AS1, AS2, AS3, . ., AS7, ,~ and AS8 indicate the correspondences

bet webfleptt £¢ af conhennt andnds AGE EhOTESA. regardtess ﬁéshawpﬁﬁ95ack tinme
of 8.4 minutes and is the 5 first (or '"head ) part of Content.D that has a
pl aybaré comipd nefd 3od@iviimads. ABrRrAcBlBL he cANFERT PARAGERSREnd AOBH6
are mddle parts of Content.D and al so have' pl ayback ti nes

10 apparatus 3 performs check-out on the same content twice, the

3

ISRC of each AOB recorded by the latter check-out operation
is not changed from that of each AOB recorded by the former
check-out operation. This makes it impossible that the AOBs
are distinguished from éach other merely by referring to the

15 ISRCs. However, as described above, if check-out is performed
on the same content twice and two sets of ROBs corresponding
to the content are recorded in the semiconductor memory card
1, different Content-IDs are assigned to these Sets of AOBs.
-Therefore, if it is requested to check in fhe content from

20 the semiconductor memory card 1, the check-in unit 25 sets
‘each AOB recorded by the former check-out operat?on in-a
non-playable state and leaves each AOB recorded by the latter
check-out operation in a playable state.

As described above, unlike AOB-IDs and ISRCs,
25 Content-IDs uniquely specify AOBs checked out to the

semiconductor memory card 1.
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of 8.4 mnutes. The AOB BLOCK included in AOB#7 is the end part of
C-ontent.D and has a playback tinme of 5.4 mnutes.' 3 10 _In thi 6
Content.D that has a total playback tinme of 30.6 ninutes® Riﬁm%&\é\% Pht o
(8.4 + 8.4 + 8.4+ 5. 4-mnute) parts that are each included in a different
AOB. As can be seen fromthis drawing, the AOB included in each AOB file is
subj ected to a maxi num pl ayback tine of 8.4 mnutes. 15 The following is a
description of the internal structure of a Title Key Entry. Fig. 13A shows

the internal cansd rfuGid©ORxanf1& JF tHe @bc@étsrj)h%&%/ HamR R A dhEgken |ine
hl in this drawing, a Title Key Entry includes a 7-byte EKEY (encryption

key), asl#ywatrbidhiyembat sghdem FARLAR thD sTheelvabhakitudidnl 88 is set

at 1 when a corresponding ACB exists in"the.SD nenory card 100 and an EKey

for thelesdrHseendlg: ADBH SeFaebHERM 6 IFI glshesAL Shaak@ B ARy, TABgeat O
when the corresponding AOB exists in the SD nenory card 100 but the EKey

for theloiiegpBHHMEHORUSL 119é dhdHddedddesidiag bylithes ak@d oFRbEy. The
Content TD in this enbodinent is used in conbination 42.- 6 Septenber 2004

Wi th t e Ansd dlamianiagentd ity sivis Heheih dHO W g tV@yampbhen apidOBA shews
corresponding to the Title Key Entry exists in the SD' nenory card 100,

the comrebhitbDalstidice whddectKeydutignt nanagbmahthgppeeatieB averd99 . On
t he other hand, when the corresponding 5 AOB file does not exist in the SD

menory ac @t tEAE, ahkk o anirerdsgdhding heunibét eo Kepe vl t yed sclsetkadutdls Al so,
when a track corresponds to a plurality of TKIs (AOBs), the Content IDs in
the Tit"0®1Key BEiisoi,ethorsespooddngtbe meeock@Beaald -have ddeigrmad aval ue.
Meanwhi | e, when a track corresponds to one 10 TKI, the Availability Flag is
set. at Medimrd DW@&A1d' t r Atk shondespenust¢d heeyd whalti iy bhiflkdsamples,
Avail ability Flag for one of a corresponding plurality of Title Key Entries
i slGet eaichl comimindt heor¥espbnbsl Loy aFsdgglat AOB inlidss Cotherniidd
specified. If the content management apparatus 3 receives
an operator's request to performcheck-out on the content stored
inthelocal storage 20 under thiscondition, the AOB-IDassigning
unit 23 assigns an AOB-ID "001" to an AOB that should be stored
15 and the Content-ID assigning unit 24 assigns a Content-ID "001"
to the AOB, as shown by the arrow @ in Fig. 5B. -The AOBassigned

the AOB-ID "001" is identified as "AOB0O1" in the semiconductor

memory card 1 Following this, as shown by the arrow ® in

Fig.- 5B, the content is recorded in the semiconductor memory -
20 bcard 1 as an AOB. At the same time, an encryption key and

playback control information corresponding tothe AOBare stored

in the semiconductor memory card 1. In this manner, Track.A

is recorded in the semiconductor memory card 1.

Then, as shown by the arrow @ in Fig. 5B, the Content~ID

25 assigningunit é4 reads theMedia-ID"AA1l" fromthe semiconductor

memory card 1 and stores a paired Media-ID "AAl" and Content-ID
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is not O and the Availability Flag is set at O a plurality 15 of TKIs
(AOBs) having the sane Content ID exist, so that all Title Key Entries
having the sane Content ID are detected. This neans that GiSentgrqbsg@pQﬂe to
performa search specifying a plurality of TKIs (AOBs) corresponding to one
Content ID. TKlIs are described below with reference to Fig: 13B. 20
Referring to Fig. 13B, it can be seen that each TKlI, as shown by the broken
lines h2, includes Track Ceneral Information (TKG@), _a Track Text

I nformation Data Area (TKTXTI DA) recording text inf rrr%tiin%rh_wi gque to the
TKI 1w 0940Ma 85 Bt Gt iisif onaned Lamial thenleged, SEATAFT &nger “narte, “dnd a
producer nane, 25 and a Track Tinme Search Tabl e (TKTI\/BRT? i.r{:t\/\%ch t he

pl ayhack, '%%%H@%fﬁﬁ@ ta §i4.nBBut sbe nymbeg SapHP 4 As
i ndi'Cated by t

e arrows h3 in this drawing, .a,T p S various
i nf QuERiK-Tut s enbvél my|memigptmﬁneeﬁm%?§, I?Egrfﬁgl&%%%%esm and BIT).
An I D with which the TKI can be uniquely jdentifie | | nin TKI ID
(i n ddviremseriosd rent 000Re 1This C@nmlﬁ&%ggbﬁecmﬁk)&gd%%%i Igr in a range
between | and 999 is witten in TKIN. "An attribute for, the Tlrg%1 ils witten
in T&Mﬁa 2h0sh Jine biydiHeat ngw@sin Fide 1GetRESEFHGEHUTHY T BLK~
TR 0

each TKI in the exanple shown in_Fl ' 40 the TKZ
BLK st 1f cearh 1TKS ejecket froLaR %a?%ﬁ{%%’%%@?%ﬁfg%ﬁfw

TKI #1/ AOBOOL. SA1, TKI #2/ AOB002. SAl,. TKI # &A\]a Hits #8( AOB008. SAL
eacl8 cmd e‘s:porn‘dntléclsdséﬁaf"-&?eegﬁiéﬁ‘g, aféfeglgg'%%IIBLK ATR of each of TKI #1,

TKI #2, TKI#3, and TKI ~#8 is set. as . Track" : BKGAER athelKl #4 is set
at "Head of FHrckdD $HRVIIK %E?(tﬁTW’S%gT #§B|§SI§§?§at " End ofe Track", and

t he TLK BLK ATRs of TKI#5 and, TKI#6 ar e into twseioBs b thei nt of .
Tr ackémi ganduRERAs MEMTE Yt ﬁ@rﬁoé 3 éﬁ. S F AB004. SAL" cor T esponding to

TKI#4 is the start of a,track OB 4i! 88owACBR05h i At awhngy AOBOO6.
19A1"edbEiRGpBRLI R aygaﬁﬁl 5§pgr¥3ttﬁs%l 26 aée m'?jpoi nts of. the track, and the

ACB {1 e " ACBDOT, "SAT" cof eopangld 4 cHdiihg pothe. S She MBS ack.

to divide the AOB into two AOBs. As shown by the arrow @ in
* Fig. 6A, after the 2AOB is divided and a new AOB is gegerated,

" an unassigned AOB—ID nQ02" is assigned to the new ROB. Also,

I ' A "
15 as shown by the arrow ® in Fig. 6A, the Content-ID 'QOl of

the original AOB is assigned to AOB002. Following.this, an

i i nerated
encryption key and playback control 1nformatlon are ge

for AOB002 and a new track "Track.B" is obtained in the )

semiconductor memory card 1. |
20 ’ Fig. 6B shows a state where a content is checked in

from the semiconductor memory card 1. Suppose. that the

semiconductor memory card 1 that stores .two AOBs obtem_:.ned by

an editing operation is connected to thg content management

apparatus -3 again (as shown by the arrow ® in Fig. 6B) and

25 it is requested to perform check-in on a content. The local

storage 20 of the content management apparatus 3 stores a paired ‘
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TKI BLK ATR can be set so that conbine editing, in 25 which any two of a
plurality of tracks are conbined to forma single track, d . diyid

editing, in which one track is divided 44 6 Sept enber § t H%@réom
plurality of new tracks, can be easily perfornmed. The.  follow ng
description concerns the change in TKI when two tracks are conbined. Fig.

| 4 shows how the TKIs are set when two tracks 5 are conbined to produce a
single new track. The follow ng description .is based on the assunption
that theed$serIDNpARLEdaad Cositenti-ID "t0d I rafso i stomby nenEdictmagonn Tr ack.
C and Track. E shown in Fig. 11 to generate a single.new track. In this
case, thpnhdEBE0+8At a805K8HA0BY tReTazekwEs @)d @ aakdE@r ¢nr pegrded, 10 in
the AOB files AOB003. SA1 and AOB008. SA1l corresponding to TKI#3-and TKI#8 r
so t hatthhecHetkBLK wiTRe 25 dBtetE s thKo%aaugneﬂr theefonkpgt-f® shows
the TKI BLK ATRs of these TKis. after rewitin In Fig. 11, the TKI BLK
ATRs of "06&1¥%3shounTRy#8her &is¢omar tinfelrmatdiont azeferning Ctoaklie
"Track.E". 15 However, in Fig. .14, the TKI BLK ATR of TKI#3 is'rewitten as
"He&d ofediackDOyiwen thethil sBICATRUSEOTKMESALY reawdt L eAndsthend of
Track C'. By rewiting the TKI BLK ATRs in this wa TKI #3, TKI #B,

ACB003. GrutentrbDgasALgned ite leactER QR+ 3 BegaisSH t’q)s'@ mmmw sasteﬁd up
being treated as parts of a single 20 new track "Track. C' this
oper at iT@mony t ¢Rr &Key mrwg,tm&qw@W%ﬁ%él%??%péﬁd §1to AOCB003
and AOBOO8 are respectively given the OI’IBCJI nal content 003" and "005"
and thetb)ﬁ?l@#%k’éﬂdwiptl%% xeYs ChResAOBRND RGP aYﬁQ eoftdtfng is a
description of the change in TKI 25 ~ when a track is divided. Fig: 15 show
an~ exarrpehsshuwwrbychha araok@ driFigdéa) i, el etvas hewtpmzsfomathos

exanple, it 45 . ept enber 2004 is as§un|€§j that the_usg npltltted an
|néprucfﬁﬁl@hu@bnﬁe?h%rmlﬁﬁ@lM?@éaéapt|% oreng £ EeRhodR | 90?‘ %1 to
generate two tracks "Track C' and "Track. F' . .\Wen Track.Cis d| vi ded

into Trsinéwis bydtHe aakrow, @B Fifar g Binac LNCHemeN S dele | MABD ST new
AOBs. A nunber "009™ is assigned to one of the new AOBs (a new 009 is
obt ai nedlf permitbedusbeck-butwede GO01Endagoshesre by ridagyapeer B5signed to

A 0 vl ek DAY S Qaceatad i MBAUaSaE, This
the congent LD 00 assi gﬁgn 0 AR A B 1 H38hLR avove.

15 The second example of the processing by the audio data
playback management system is described below with reference
to Figs. 7A-7C and 8A-8C. The audio data playback management
system of this example is an advanced type of that described
in the first example. Figs. 7A-7C show the outline of the
20 processing by this audio data playback management system in

this example. Like Fig. 53, Fig. 7A shows a state where the .
content management apparatus 3 stores a content and a
corresponding number of permitted check-outs "001" and the
semiconductor memory card 1 is given a Media-ID "AAl". The
25 difference between Figs. 5A and JA is that the semiconductor

memory card 1 in Fig. 7A prestores an AOB that is assigned
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encrypt AOB003. TKI LNK PTR contains TKIN for a link target TKI. As shown
by arrows TL4, TLS, and TL6 in Fig. 11, the TKI LNK PTR for each of ﬁKI #4,
TKI #5, TKI #6, and TKI #7 corresponding to 15 the four AOCB6t$eRIEMOSF #0R4
Track D are set so as to indicate the next TKI. |ISRC contains the | SRC
(I'nternational Standard Recording Code) in the TKG .- BIT (bl ock i nformation
tabl e) shows which part of a 20 corresponding AOB is valid (AOB BLOCK). The
foll owi ng description concerns the constructions of the editing and-

pl ayback appar gtus 2 .an DipmMegageneniotppehat use8auvset he second
enboépnﬁﬁ?.'&?ne Oébg‘nst%cgt% rﬁ%ﬁg&?hie editing and pl ayback apparatus 2 and

the conte ! otk Byitheardmweme man@gemsndn in Fi gs.
16 aﬁHlf7f}£qg§ggct%ir%§{)§. gggérg%%%%t usesﬁZ and 3 of rsgée presetlr;;t3 46 6
Sept enber__2004 ' LEf REnbRremehboagpatratine Bi withadithent (see
Fi gs?p§§r§%éls4)3e’i n Eh%ﬁ%ﬁ%rgéen? editi ng and pl ayback apparatus 2
furt ?;fxr JEh lﬁ?ﬁ ROBECULEs&, Wil in theafilr s he xeomlent SAERAFAFRINT appar at us
3 fufFtRST Thel udes a secure RRWunit 26. Wien the 5 editi ng and pl ayback
agpar. t4$,:% ik HPMEESEréSpbhesSbonaneingdar &0BG0, the secure RRWunit 14
p rf 8tns processi ng witﬁ the SD nenory card 100 usi n% tgle MKB and nedi a
I'D and encrypis cpd sdaGagtidudiedn Moy ac3edsi ohSkEPRRE ted) £8  when the
content managenent apparatus 3 is connected to the S[%i_rerfnory card 100, 10
t he secure R/ W.unj 0 EuBr Gcassishpwa ty t S[Im%y card 100
usi ng‘?{%ec%%yngﬁrr%%ggﬁﬁxﬁaﬁgggﬁg ypts and decrypts ‘data usin 2 sessi on
key Ig_g} El}_l’%.r ef 0! £nd t fige ObbAtenti wagaggmenitt apPaRRFYhet BT eLT® piayback unit
11 of "the present editing and pl ayback apparatus %@%egg) andi%iﬁ(‘g each
Tit'eof;esré@drE@E@ﬁuféma&ﬁéakmthheggmrytE% 160’ 373 e Secure R'W
unit T4. Simlarly, the check-out unit 22 and_the conten régdagﬁagni ng uni't
144 q{n]g@ezg)rﬁ@i’l@nQMeH@BﬁﬁDagéﬁﬁﬂtt@p@ﬁr%@ﬁst% PR ERE Wi e each Title
I%ey Entry fromand into the~SD ne_nori/pccar d, 100 vi.a tQ$ §fﬁur.§0§%W unit 26.
Fig. ¢1fe StOMBeR-TDeasstigmialg ovnst Ak 3o S Actentethet2ecire R Wunits
|4 and 2 6. As shown in this draw ng, each of the securﬁ R/W#ﬂ%ts' 14 and
26 incluges ROBECHEE sWown gy whe BirandDaisefife rladi MBHni t732. The
secure writing unit 31 has a construction showd ig HLg- if%%he

content is converted into an AOB and 1s re

semiconductor memory card 1 as shown by the arrow @ in FJ.g

15 7B. At the same time, an encryption key and playback control

information.corresponding to the AOB are recozf'ded in the

semiconductor memory card 1.
In this manne:f, nprack. B" is recorded in ’phe

semiconductor memory card 1. Following this, as shown by the

the Content-ID assigning unit 24 reads
ard 1 and

. 20 arrow @ in Fig. 7B,
the Media-ID "AAl" from the semiconductor memory C
stores the Media~ID in the local storage 20 together with the

Content-ID "002" as history information. Finally, as shown

py the arrow @ in Fig. 7B, the number of permitted check-outs

25 given by the right management information is decremented to

wgoo". This completes the check-out operation.
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25 As shown in Fig. 19, the secure witing unit 31 includes ' an MKB

processing unit 41, an |ID processing unit 42, an AKE 47 Gﬁe e 2004
processing unit 43, a Kmu encrypting unit 44, and a Ks efS ?ﬁ?&@@éﬁmt

45. The MKB processing unit 41 reads an MKB stored in the system area of
the SD nenory card 100 and a device key Kd assigned 5 by the manufacturer
of the editing and pl ayback apparatus 2 and the content nmnanagenent
apparatus 3, and obtains a 56-bit encryption key Kmby performng a

speci fic cal cul afiret 431y, tde MERNEY tiige devieR U KFid hercputpits the
encryption key Kmto the ID processing unit 42. a 1O On receiving -the

encr ypt isemicondagtfonmenerykBapdodedsi rjectied £iront Hhd guiemissi ng uni t
42 reads the Media-ID fromthe systemarea of -the SD nenory card 100, and
per f or nmaaageasEntty appdcatasi 3nand ébt abnnacédbitto ddlecddittiiong raasdil t, t he
| ower 56 bits of which are output to the AKE processing 15 unit 43 and the
Knu encpypibaskappazatas 2 he Theohpecbdikddikigunihd 2AKE thessdsising  uni t
43 performs AKE processing using the encryption key Kmu cal cul ated by the
| D p¥ ocessl pdayiack appaica ties e cse/ipt iaon dddyt g pointhef SO ABBDOY tward 100.
20 The AKE processing unit 43 then outputs a 56-bit session key Ks

resul ti dgviidenthli BOBal Stibatw®MOE: t hasKSheRayPLENY atdw @ . idhg Kmu
encrypting unit 44 encrypts a Title Key Entry, which should be recorded in
t he SD A€worynesr AOB)@ensraged hby28ivhdiygt the keygimalo®ORA0X dem t he

| Dprocessing unit 42 and outputs it to the Ks encrypting unit 45. 48 6
Sept enb@Fs20pL£dTRE KaasFdgrd APRMIR "M Xhangdhithe Kentiente 13y 002y,

whi ch has al ready been encrypted by the Kmu encrypting unit 44, using the
56-bi t 9€s§henordgimaloiQRit from t heAKE processing unit 43 . The Title Key
Entry processed_in_this manner is sent 5 to the SD nmenory card 100 and is
witen in the Bebleviag bhia, 12 enpryptica kay 2adflayiaeh comtmed secure

readi ngig iotrmation are generated for AOB003 and a new track "Irack.C“
is obtained in the semiconductor membry caxd 1. Then, the
object.combining unit 13 of the editing and playback apparatus
2 combines "Track.B'; including AOB002 with "Track.A" ‘including
15 AOBOOl to generate a new track "Track.A", as shown by the arrow
® in Fig. 8A. When doing so, the object combining unit 13
updates the attribute information included in the playback
control information in the combined tracks as shown by the
arrows @ and @ in Fig. 8A. The updated attribute information-
20 gives "Head of Track.A" showing that the correspondiqg track
forms the head part of new Track.A and "End of Track.A” showing
that.the corresponding track forms the end part of new Track.A.
As a result, in the semicondﬁctor memory card'l,' new Track.A
is generated from AOB002 recorded by the content management

25 apparatus 3 and AOB001l recorded by a device other than the

content management apparatus 3.
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32, as shown in Fig. 20, includes an MKB processing unit 51, an ID
processing unit 52, an AKE processing unit 53, a Ks i0 decryptin .t 54,
and a Knu decrypting unit 55. After the SD nenory card 1@(53?@9615’%5359%d to
the editing and pl ayback apparatus 2 or the content managenent apparatus 3,
the MKB processing unit'51 reads an MKB fromthe systemarea 101, and
perfornms a specific calculation on the read MKB 15 using a device key Kd,

t her eby obtaining a 56-byte encryption key Km The |ID processing unit 52
reads a Medigad D 4B 0shéie systete ankardOa obntastcosnebestkesD imenory card
100 and perforns i a specific calculation using the encryption key- Km

cal cglh-ah eghe 29emibyntihe thBmpmorys siangl Uni t SBPPese that dde Media-1D to
obtain a 64-bit calculation result, the lower 56 bits of whicY] are output
to themdMEnprotessiegouyi tasd anthaheskauedceygRPRy eRER185d58Yt he
encryption key Knmu. The AKE processing unit 53 perforns AKE processing 25
Wi t hthseedidE pgocpssahijonnis qoBnette etsﬂh%rﬁﬂlyt%%\'-c}“in%@e’gémg t he
encryption key Kmu output fromthe IDgrocessi ng_49 6 ptenber 2004 unit
52, apdapatpstd abeiseabdiitalereaventedst? PeofPHR ®ReCHetPypling unit 54
as a session key Ks. The Ks decrypting unit 54 reads an encrypted Title Key
Eri taycehbert.in the protected area Z03 and decrypts the 5 read Title Key

Entry using the 56-bit session key Ks output fromthe, K AK sing unit
53. Then thél‘h@leeséplﬁﬁqw%iotoféﬁh&ﬁ%ﬁé“%’H%nagéf‘g?&‘ﬁaoﬁp%gﬁﬁ to.the Knu
decrypting unit 55. The Kmu dgcrypt,ing unit_ 55 nk Ok B_dech Whng using 7
10 tBesteBedi RishorypindRrRaF 1o Q?é’ilgiﬂaﬁ&? ‘fr&e##pfgce)s{gling unit 52,
thereby obtaining a Title Key Entry. . As descri bed above, devi ce

at t eapdli ContentedBs800R8 . prBherefarar eas 19°OW Rn arﬁé?ﬁﬂg@cé?_d 100 needs

Yooy REganiB: HETE SHAstT-orh MO Hons HHGRE B EL R (RSP Ba o e 103,
T chgﬁgﬁgiint DSO%GCs%Sosw:{ Oynl:ﬁg ﬁjinsaéjcgp riin%%q:m% Vijochby referring
to the Media-ID given to the semiconductor memory card 1 and
the Content-ID assigned to each AOB. Because AOB003 having
fhe AOB-ID "003" is assigned the Content-ID "002", the conte:_nt
15 management apparatus 3 recognizes that this AOB0OO3 is an AOB
checked'out by the content management apparatus 3.
Although combined with AOB001 assigned the AOB-ID"001",
AOB002 whose AOB-ID is "002" is assigned a Content-ID "002".
Therefore, the content management apparatus 3 recognizes that
20 this AOB002 is also an ROB checked out by the content management
apparatus 3. Because these AOBs (AOBOOZI and AOBO03) are AQBS
checked out by the content manaqement app.aAratuIS‘ 3, the check-in
unit 25 sets AOB002 as well as AOB003 in a non-playable state

(as shownby thearrow® inFig. 8c), deleteshistory information

25 including a paired Media-ID "AAl"™ and Content-ID "002" " (as
shown by the arrow ® in Fig. 8C), and increments the number
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to the protected area |103. Therefore, only an authorized device, such as
the editing and pl ayback apparatus 2 and the content nman nt .a tus
3, can properly read and wite data from 20 and into thegg‘%ﬁ%@@gagbga
103. The directory structure and the file structure of the |ocal storage 20
are described below. Fig. 2l A shows the directory and file structures of
the |l ocal storage 20. As shown in this drawing, the | ocal storage 20

i ncludes a user 25 area that is accessible even by an ordinary application
program and a secure area that ig.acqessLb I ¥-Hs ldoensed conpl i ant
50  efs@eraidie 0e HERILES ahd igsﬁot 73&:%@%’% 1esygy ot her application
prograns. .Under,.t he . . iy o tnat he dBes akempldieralilsoaghiownl oad
di r ect®r ;‘llgo'r Psrsct)o'ri rblzslb%g:&ﬁq&aﬁgl contents. This downl oad directory stores

each %?}n?tggtacgoésilﬂgalﬁ%%lpk EP% . SE rom "HNEg EmNt thpontest3Ihi a t he

EMD . downl'oad" directory stores five files

(Content A pgi, hanQRRt @HEnCTRELK . Botsetonbimgd ehth

Conter?g éﬁrﬁg%TB%%hg%*SEﬁggga?ﬁegs@?%cl udes an encrypted content and right
rrﬁzgag ntk iz?f ormati on concerning the content. As described in the first 10
enbodi ,""the right managenent information shows the nunber of permtted
check-outs an i evi f he bhdioeitanplaybhekmsanagenantt ores a
di stribution %ﬁ%ﬁ%ﬁ%ﬁ%ggﬁé’%{ ltabl e. Fig. 21B shows an exanple of the

di st risB}%ée% HAckagersipaRgeRBBLH bk ifAanshOBncheaksd elawkAET t he

di stri'bution 15 package managenent table inmncludes an index nunber assigned
. to eaeh 1@ ST sl packagei vadetl enpattews BORgnchENcoBEH BRB8f a file
storing the distribution package, and content introduction inf ogmati on
showi ng-d Bemilied wieH® it AOBbe tife edibhneandptRERSGKRPR2EE tERe

di stribution package. A 20 user can know the directory and fil.e Ra’rre of
eggh cpPrESighy thbeCobhmente IDhefithe idxigisd lp AW dernBRG eREnfBabl e. The
secure area of the; local storage 20 is described below. The secure area is
an ar agef OKOBEOri ng i nformati on, such as fee information, that nust not be

mani pul ated by the ~25 user, and stores_history i,nforjymatiqgn. le that is
conposed . of Bwehuifil AOPsparecreprakrsiyr QFVFﬁFGr ﬁm%?n%%%%go whi ch 51

6 Septenber 2004 corresponds to one content, Fig.. 21D exanpl e of
the histeoypilhtatest memneab| &heo B tpévﬁqf% nggﬁﬁiaggswzose

nunbers of perm tted check-outs are set as sho in_Fj 2 i 9. 21C,
each oéash@ynueceognicesdhe Qaxk IRESS e%]"é%%lnsi‘?ﬁgt }rggglgjgcetively

relate to Content. A and Content.B is set at t ' t - can be
bais or imdther semdicsabcton GRRGRY saEnib U s ThEPERS &f T,

of ~hi st or )
con)éent management apparatus 3 merely by referring to

Content-IDs. As a result, if it is requested to chec,k in a

) content, the content management apparatus 3 sets every AOB

assigned the Content-ID of the content in a non-playable state,

20 thereby deleting the content from the semiconductor memory.

card1l. Thisprevents asituation where the number of permitted

cﬁeck—-outs for an AOB is inc'rgmented even though a part of.
the AOB remains in the semiconductor memory card 1.
It should be noted here that in the first embodiment,
25 the content management apparatus 3 obtains contents from an

electronic music distribution system. However, the content
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i nformation A concerning Content. A and history information B concerning
Content.B includes two paired Media-1D and 10 Content-1D. so, .inFig.

21C, each of the nunbers of permtted check-outs G E t haf é%%tﬁmﬁf\?-@bg
relate to Content.C Content.E is set at one, so that. check-out can be
performed once on each of Content.C Content. E. Therefore, each of history
information C-history information E that respectivel~r relate 15 to
Content. C Content. E i ncl udes one paired Media-1D and Content-1D. Fig. 22 is

check TBUE R AL B (I h P e R ST Td P b
R S T i R e A S i S
ot or B8 R e B B B o e tni 1 21
memor P o 5o e B SREPE SRR SO g T vy O FEEREELE  C fee uni
o e e e B e g D B hea anove, the
cont el it QdYGt iQ0dr BBty O, | figk UgBRT! Berthblie Darecand 5 artist name

of each content. Therefore, the user can recogni ze what contents are stored

in th? dowH;ead idH aelstiri HuE @fdrd | Na1lsd ! ke cohteht! hanegement
intro ECtI on information. The user interface unit 21 then receives the

desi gﬁgﬂa%t%fs BAGiaC QM N ht&ht s heremanbaakagienmeld ajownlohadsdi rectory,
that should 10 be checked out in step S3. After the designation is

recei vgeh-alda ol etee: HHRGERSSs [ 0 a | oop processing of steps S4 to S5 to .
process the first of the designated contents . In the | oop processing, the
opgrations in steps S6-S24 are repeatedly perfornmed for each content
designated in step S3: In step 15 S6, the check-out unit 22 finds the

file. gsetonfd Embdditentgont ent and specifies the location of a
correspondi ng distribution package by referring to the distribution package
managenent t aBhe secomdstrpo&imenheedlads boa tefhnizneieE APproviRg ri ght
managenent information in the distribution~package 20 using a_public key

di st r ithet ed¢oiringdeadcprocRscdunge athgnagls and AOBs, each of which

has a data structure conforming to an SD-Audio standard.
15 The semiconductormemorycardlof the present embodiment -
is an SD memory card 100 having the physical structure shown
in Fig. 9.
Fig. 9 shows the structure of the physical layer of
the. SD memory card 100. In the drawing, the physical -layer
20 of the SD memory card 100 includes a system area 101, a hidden
area 102, a protected areé}103, AKE proéessing units 104 and
105, a Ks decrypting unit 106, a Ks encrypting unit 107,. and
a user data area 108. '
The system area 101 is a read~-only area storing a media
25 key block (MKB) and the media ID shown in Fig. 3A. The MKB

andmedia ID stored in this area cannot be overwritten. Suppose
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managenent information includes the nunber~of permtted check-outs and the

encryption _key for the first content, the check-out uni bygz can k how
many tinmes the first content can be further checked out ‘?@PE&%:}@B@O t he

decrypted right 25 managenent information. In step S8, the check-out unit
22 judges whet her the nunber of permtted check-outs is zero or .53 6
Sept enber 2004 at | east one . If the nunber of permtted check-outs is
zero, the first content cannot be further checked out, so that steps S9-S24

are ski pped and the next content is,processed. .If the r ermtted
check- that theaSD sgmorhecatFel BY o%\g.sg"%n?ﬁ‘%%%egg $r8%%§p (%g’dtao “Step, S9.

In step S9, after AKE processi with the.SD ' f or med,
he Consdtie PB4 0ANGE NPROKEPRr B LU & SrpERon PR meliddehdil | OF O3
Audio directory in the protected area,l0 The_f Ll Q?@q:l contains a
Title Kp?aEﬁttﬂgS Bor %@dgé% %aﬂ’gc’&?ﬁéasﬁ%atrﬁerébdﬁgﬁory 5 \léoeo' and each
Title Key Entry includes a Content-1D,, so th 1t_can : QU how

Cont ent I¥D§h§rvé°&§1§ic§ﬁ€d devi%R %‘Ef?fé%f& %%f%o%ﬁ %ysggfg???% to

AOBSAl. KEY. _In step 510, .the tent =I.D assi-g{i ' I %dl5 a
Corfi encalpuilgit iofc MsABE (19 ot?q’beednef om urfars%d;;nrgegi.eﬁﬂi er]gé%rmng ‘

i 1 abl Jmb 1-999. | | 1, - | th
Vedi o PBIS SAEERESE Yroridy A AP0, ShaRASCe RS Eat Redd B The
. _ . The
content managepEnt, ApbeL 3L 203 ANALDENL RS ENn bRy v 2. (D i

this manner. 2 S, “thé content rmnagenent apparatus 3 records

h AOB. @ . | t S12,. .t =Qut [ t head 4yt , which
ﬁgg a i BQEfe?:its g@f“‘eﬁoiﬁoggh% E:ﬁ5§8§ %H%Lé[necg@yﬁg%ﬁ 1'Elhlgelcizurrent ly °

processed GONLEN 1A% Q6 AP tAS deafkLeed aed¥ee performs correct

10 calculation using the correct device key Kd.
The protected area 103 stores an encryption }gey and

a content ID.

| The AKE (authentication and key exchange) processing
units 104 and 105 perform mutual autheriticatién,between a
connected device and the SD memory card 100 using a
challenge-response ﬁethod, verify the authenticity of the
opposingdevice, andif the opposingdeviceisinvalid, terminate
processing; If the opposing device is valid, however, an
-encryptioﬁ key (session key Ks) is shared by the device and
the SDmemory card 100. Authentication performed by the device
connected to the SD memory card 100 has three phases. First,
ina first challenge phase, the d'evice generates a randomnumber,
encrypts the random number using the encryption key Kmu, and.
transmits the encrypted random number to the SD memory card
100 as a‘ challenge value A. Then, in a first response phase,

the SD memory card 100 uses the encryption ‘key Kmu stored
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25 each AOB is set to have a playback tine of no nore~than 8.4 m nutes for
t he purpose of suppressing the size of the playback 54 6_Sept enber. 2004
control information including a tine map table . In step6§g?tembeﬂ’§190 OH I D
assigning unit 23 refers to file entries in the SD Audio directory in the
user area. The reason for this is as follows. The file names of AOB files
I nclude corresponding 5 ACB-1Ds and are listed as file entries in the SD
Audi o directory. This constructionnmakes it possible to find whi chAOB-1Ds

ot o dnsg s Ko b KEGHEY dhe Gt thnge, THTF i 208 PEEREREES bave

refer e es'~ , in - a ave -

al ready been assi gne t he -1 D assi gni . i e to the
file & ﬁ%@FYPEegt‘@gi‘ﬁﬁio ?% %@?ﬁ%@g%’rﬁcneg%gn#? e%g% gleslree%tsgﬁgn AOB- | D
for each AOB,to, be corded fr assi ;Hgg;eer HTQh idabl e nunber

001- 989. Fﬂ%?‘ébnglgglfhel&@c%%‘ﬂ# 3’??‘:3%%;21 opens Z:n ACB fr?élliﬁét(ghose 1l‘Ji l e >
nane i1 ncludes the sel egt ed .,ACB; | o] e; ABr1 ened AOB
file. OfFece Flﬁcayé%%i’%}e t%%%}é)%g%iﬁ%i%déiigpéci,f i *é?l%ﬁ’ %i%?ngﬁt of a
lurality of TKLs in,SD AUDI O, Tl~i ' ' k egrt ed

R(i%—l BLSaRRCLYB éé’%?‘&%@é‘ 'ya%—%n c?néﬁﬁla%\? gtg{rrat i on oretdt) thllgas?)ﬁi n the

specified TKI. In st ? q | Ikl ihea2l meoory 20 card
100 i $hseFPEPRBES Yﬁgagﬁé&?%%%ﬁ%%ﬁ\tggﬁ'glﬁg?zéérgtbh\geg%crygp?i on key and the

Content-1D s%@g&g%ﬁ%gat%ﬁ%% Oq:féh%dﬂﬂ}} &he<@p Einory BHrOf100tl e Key

Entries in Al rresponds "to the selected AOCB-1D. In step

DL LG NSl il 2ol VBER LS 4 BonarEnEDDEge phabas al eacy
Procegs, Piaof G AP AP T96 YbsELatds &heakdeomt number2energpthe 55
10 the random number using the enéryption key Kmu, and transmits
the encrypted randomnumber to the connecteddeviceasachallenge
value C. Then, in a second response phase, the connected device
uses- the encryption key Kmu stored internally to decrypt the
cﬁalléngé value C, and transmits the decrypted value to the
15 SD memory caxd 100 as a resp;mse value D. Following this,
in a second verify ph.ase, the SD memory card 100 decrypts the
challenge value C held internally using its encryption key
Kmu, and compares the decrypted value with the response value
D transmitted from the connected device.
20 | If the connected device uses an improper encryption
| key Kmu to pei‘form mutual authentication, challenge value A
and response value B in the first verify phase and challenge |
value C and response value D in the second verify phase will
be judged to be non-matching values, and mutual authentication
25 willbeterminated. Iftheauthenticityof the oppos'ing devices

is verified, however, the AKE processing units 104 and 105
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1 6 Se, ~tenber 2004 Availability Flag in the corresponding Title Key
Entry at "1" . _ , On the other hand, if the judgenent resuylt, i ILtive,

t he process proceeds to step 520 where the check-out uni§5§9p§@§§§gﬁ@4
Avail ability Flag in the corresponding Title Key Entry 5 at "0". In this
manner, if an AOB corresponds to a content and is recorded in the SD Audio
directory, or if the first of a plurality of AOBs corresponding to a
content is recorded in the SD Audio directory, the Availability Flag in a
Title &0 Keva€Entay erelaspeedORgofochhAklenger valiuaCB &sdsehaddenge |f a
plurality of AOBs correspond to a content and AOBs other than the first AOB

are ragoneed and ot a5 Andises st o keyrks byhdedwypt thglthe eRedysiveeach
corresponding Title Key Entry is set at ~~~~, , 15 After the Availability

Fl ag s5 hidiond StEenphetrgght iidre kenyod@ss. proceeds to step S21 where. it.is
j udged whether any parts of the content currently processed are yet to be
processed. |f Trhe Kondestybaing phaygbadlk uises shenseasion Heeysks4 minutes,
no part of the content is yet to be processed and the judgenent 20 result
i n5st e 83t rygtoarseridbyptionthey andea mordeny: IPrdveekibave adagady3. If the
pl ayback tineyof the content exceeds 8.4 m nutes, any garts of the content
are yaiedmw ermspypred deyl sass itdre keyuKermnd qutuit firerstae epnngetsfes " Yes”,
so that the process proceeds to step S22. In step S22, the check-out unit
25 22 drenarat esThaneREBybtdont keynend wantenthildh s ingfabyallisi me of no
nore than 8. 4 mnutes, of the content and the process gg 6 Sept enber
2004 peceesision arepwSilteThd nAwB thmanatarter Ae8R P93t s assigned a new
AOB-ID (steps S13 and S14) and is stored in a file whose file_nanme includes
the new AOB- | DRestK® S16yypBjngepati ng/t FECEHTLS PofOTIAE efEC%9- 520
until the judgenent result in 5 step S21 becones” Yei'bo a cgnter&t.n\gth a
| 38y Emybek devwkce connected to the SD memory card instructi

it to read the encryption key and the content ID, encrypts

the encryption key and the content ID stored in the protected

area 103 using the session key Ks, and then outputs the encrypted

encryption key and content ID to the device that issued the

15 comm'and .

The user data area 108 can be accessed by a connected
device regardless of whether that the authenticity of that
device has been verified, and stor‘es' encrypted AOB and playback
control information. If the encryption key read from the
20 protected area 103 has a correct value, t.he. encrypted ROB stored

in the user data area 108 can be correctly decrypted. Reading
and writing of data from and j:pto the protected area 103 is
performed together with decryption performed by the Ks
decryptingunit 106 andencryption performedbytheKs encrypting
25 unit iO?. Therefore, the protected area 103 can usﬁally 6nly

be accessed by a connected device when that device has
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(such as 20 or 30 minutes) is recorded in the SD Audio directory as a
plurality of AOBs (such as three or four AOBs). After ever B
corresponding to the content currently processed is reco@éﬁ&eﬁ"qq{@%

Audi o directory; the process. 10 proceeds to step S23 where the ACB-1D
assigning unit 23 records a paired Media-I1D and Content-ID as history
information. Following this, in step S24, the nunber of permtted
check-outs in the right managenent information is decrenented and the right
rranagﬁ&fésémmya%éﬁfbme@nmnppedceseing, In this manner, 15 every AOB
corresponding to the currently processed content is recorded in the
SDrenory car @he0fbo Bl i islaaddks oxi pipion eSshegdisecoaplysttethettire f ol | owi ng
is a description of check-in processing. Fig. 23 is a flowhart show ng the
oper afridrntheoffibe sisencP@réndér theeSDhnnempryasdrdhdO0fheck-in unit 25 during
check-in fromthe SD nenory card 100 having the. directory and file
structures dedgr.i ddd shiwoee thehetikeaat prpcasdi figle nsErecEBE8AdLBnboOdi ment s
described below with '"reference to the flowhart shown in Fig: 23. 25 In
sBep €ifh dfhehehewdern datd taxzm ddl& enidoithenh @ redaadiad rﬁaﬁ%ﬂgéféhtofappar atus 3
to be connected to the SD menory card 57 . 6 Septenber 2004 5 10 15 | 20
100. thfd &D memogunicerd AfRagehenthippiraiwindgg eachk Hhd&RE a%&ahe SD
menory card_ 100, the check-in unit 25 reads the Ne’ﬁiPa_éB %rgmthe SD nenory
car d 110 and skQf Tmaluqes sprpSB3BUdifedLRECKOFY - unt S 28D HGLOwhi ch ACB- 1 Ds
have al ready been assigned in the SD ry card 100 by referring to the
file ERAGEFY ik NENSHIGH; @aﬂ?réﬁ?ﬁrgBEgs;éﬂgeﬁsgﬂ‘ggFeé‘.OB £ SACE- | Ds t hat

ctep GORGILIE R R T] 20BHOA B o ROBREE e Brdiced nie
2o Moo AL o s ey s, STl R JF R D,
o on P ke TR TURoFAZRE. Bndebea TSt Ry e il FRERSE D Son
DStk o SRR 08 0 5o 3 BREERFL ] Oierciagn sngfalost anal
ot R UEOPT T a0 e O e Bt e RICHRR TR0 AOBSIREEY | only on
each AP JELO0Rr SN ELL! ErkBahakSohle 190TRRR LRASIORUID deai onal ed

ck=rnunit 25 reads a Contem-ID .in a Title Key

T8 Y Soh i SN A4 .00 A0 TP LIEF ORI d AT Deck e K

nunit 25 7Ju s whether the history information table

ol ugle bl 97 b OrEALh OB BBt 20 SREYS "BXBIN uSbdt 8 WaizygD and ¢ he

r ead . t he judgene resu is affirmative, an Al
correspongk g d ndd&Aes is stored in the Title Key Entry having

a number corresponding to the AOB-ID of the AOB file. Also,

each piece of playback control information used to play. back
20 oneof the AOBs is stored in the TKI havinga number cbrrequnding

to the AOB-ID.of fhe AOB.

. Fig. 11 shows the corr.espondences between TKIs, AOB

files, and Title Key Entries. In this drawihg, t‘he first level

shows a rectangle representing the SD_AUDIO.TKM, and the second
25 and third levels 'show the eight AOB files shown in Fig. 10.

The first level shows eight TKIs that are each assigned one .
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58 6 Septenber 2004 history information is an AOB that the content
managenent apparatus 3 previously checked out to the SD r ar 0:
Therefore, the process proceeds to step S37 where the chg‘égg'?%”ﬁ?ﬁr&@g
deletes the Title Key in the corresponding Title Key 5 Entry by overwiting
the Title Key wwth a random nunber. As a result, ~ the corresponding AOB is

set in a non-playable state . The processing, descri bed above is repeatedly
performed on each AOB-1D designated in step S44. By repeat edl erform ng

t he opefatimbesrs H#dt,cd, $35-.37,, $BERSAEKINER - t r?@%"ﬁ%grﬁorﬁe 2nent
apparatus 3 previously checked out is-.set in _a non-playable state. In step
S40, the hinsROB fikertbatobssassiggedasn PAPrIbf coreeMRARAINY &Ry a
Content-ID read in step S35 is deleted fromthe history information table.

| n st eph®4 TKI-Ighto freirlageB®At | nf or mati on having the Content-1D 15 assigned
to the content checked in to the |ocal_ storage 20 is, decrypted using a
publi ¢ key di sThebfvedthrlexrhisethiparawing shaysre@hp %3 Sheck- out s
included in the right management information is incremented in step S42 and
thes ri ghiat~ reyarespnierithe nébghtit ToéhlpsKeNcEppragSaGantaiiedeh S As 20 a
result, the right managenment information returns to_a a{ te before ‘
check- 8HeysanEKayibec ikeypdssEBer#B8o EKEYE 4ouRthEREY nta’}fg %€ The

foll owi ng description concerns the operation t he .object_divwiding unit 12
of thecoademt disodittht .00he 363 o} &bt %ﬂ@iQﬂO%?g' u%ilts ” e?ﬂ‘&f#el egsent

pecesbeapaiciie sienshalpe RO AT RE - Olh NI 11 o
di sigl ayhe MisgleoKeay Eery ecérAfRY T{iﬂ%?%% 3?°5d‘reasé%f8§€ny‘? héen_l i qui d
SIeI ABERIE I B A AR ASH IRGS RRACKTIR 0 He SRS Lo Eaf ALY
5 and Ehe op Lo e Bl uAPE Er s R0 ud TaatRetS 2a0 AXe 0 0P
L i REYARTEY DL Shir 4 o EP AR AT R0, Bhrj2 i Lo KepedotypB) PO
et R T P et

_ di ¢ tory 1n the user area to detect the
(e, O ARSI R RO A i CaPEI naiSante i 1 10
shodl d e @551 SHEA(£Re 2 REWWAOBAIENER2L €daly @, di.visishbw the
cbrrespondences between TKIs and AOB files, and the arrows
KAl, KA2, KA3, KAa4, ... shc_>w the correspondences betweén Title
Key Entries and AOB files).
Fig. 12 shows how AOBs in the AOB files are played
20 Dback during successive playback. In this drawing, the first
v ievel shows eight ROB files in-the user data area, the seco‘ndv
level shows each AOB contained in one of the AOB files, »ar'ld
the third level shows a valid part (AOB_BLOCK) of each AOB.
The fifth level shows five contents "Content.A,
25 Content.B, ‘Conten't.C, Content.D, and Content.E". The fourth

level shows how each content in the fifth level is divided.
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of the original AOB, from unassigned nunbers anong the avail abl e, nunbers
001-999. The objact dividing unit 12 then opens an AOB fil e whose file nane
includes the selected AOB-ID in step 20 S57 . In step s5® Septe r 2004
dividing unit 12 partially deletes the ACB file corresponding to the
original AOB so that the AOB file contains only the head part of the
original AOB fromthe start of the AOB to the editing point. In step S59,
the object dividing unit 12 stores the end part of the original 25 AOB from
the editing peint to.the.end of, th [ h W yggqpened AgR4file. In
step SE8, tgﬁe‘g'Berg 1gv&ila; g’&odﬁ‘:i‘} e“l@‘% }QS][G’ ?éép?'e oF 2004 'copi és ‘t he

pl aybac trol. infornatio [ i gl ARt 0 a TKI
corre§ﬁ§rfg$é:d'nt % eé-’g%e%?gﬁg%éﬁ-?@%%%%lsﬂg?%‘geé%epﬁi%?o. TKM | n step S61,
after t eA%tg Io\ﬁ%thentication with the SD.nmenory card 100 is perforned,

t he 5386 “&t+ i'ti'ng unit 12 copies an encryption key and a Content-1D
correspondi n h rioj 1 £ligt lse rlfey e rangoi sespendi ng to

t he sel ect ed%é%ﬁD%‘% é&@%ﬁ@ It:ltrr{%s?ep S62, the object dividing unit 12
updat es @, Bl [ fep Lhe opLgin 30t PAkhaR Hakhe BeagbRaK tdimet he

ot ai RaF ShakSFs Beavanr Betknae, SO R

i's plraya an tes a BIT for the AOB assigned.the

sel ectdaA0R-hPniResnal TheaoRdppALKsOknLNAdeH hNADBAG A plomtadl e The

foll owng description concerns—check-in and check-out processing by the

audi 0, dat @ ; BLAKL G- HBRATTRIersy SH eAR@faldl IseeongleybadkmedmesFi g. 25
shows an initiral "15 state where the content managenent apparatus 3 has

obt ai ged f isv 1 6N S THEOROINBIAWO N luddd Vi ROBETwsk the mdm a CD and
stored the contents in the | ofal storage 20 together with correspondi ng

ri ght pEBRAGENERN HeMtADTRINOMaSs B pRaghathet imerbef s5off pénnitesed check-outs
A-E in.the right managenent 20 information A-E are set as shown in a /

rest angl endk wa¥hecongbat sDothatrivastadatzk playbs ok drides afole$pondi ng to
Content. A ~ ' and Content . B are both set at "2", while the nunbers of
per N iied teltedls dividedE it g8ndndi Bg 4 & BeAt €nb . &-TARLES). PEFES al | set
at "1" . Fig . 2 6 shows a state where Content . A-Content . E 25 have been
checkethatuarentedcainadfuded imnbedEHerent OB ed AheeRl oResSBBRome "0".
Zaike in Figs. 10-12 and 14, the SD 61 6 Septenber 2004 nmenory card. 100
St or e rbi tiel Keyr dfritg etke MR inchuded DosachfPBrRiie ygsubjected

to a maximum playback time of 8.4 minutes. '
15 The following is a description of the internal structure

of a Title Key Entry. Fig. 13A shows the internal construction

of a Title Key Entry. As shown by a broken line hl in this

drawing, a Title Key Entry includes a 7-byte EKEY (encryption

key), an Availability Flag, and a Content ID.
20 The Availability Flag is set at 1 when a corresponding

AOB exists in the SD memory card 100 and an EKey for the

corresponding AOB is included in the Title Key Entry, and at

0 when the corresponding AOB exists in the SD memory card 100

but the EKey for the corresponding AOB is not included in the

25 Title Key Entry.

’

The Content ID in this embodiment is used in combination
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AOBs001-008 formfive tracks (Track. A-Track.-E). together with Title Key
Entri es#1-#8and TKI #1-#8. Thesa tracks 5 are assi gned Cont§nt-l
AOB-1Ds as shown in a rectangle w2 (information itens in 6 PeRtEMBANZ004
correspond to each other in the sanme manner as in Fig. 10-12 and |4). The
SD menory card 200 stores AOBs001 and 002, and Title Key Entryi es#l and #2
and TKI#1 and #2 corresponding to the AOBs. These AOHs ,; 10 are assigned
Content-1Ds and ACB-1Ds as shown in a rectangle w3. . Because Content.A and
Cont ent wBthatiee Peeni bitetkbtyobl agwin et E Goheehig. weyeorifiear an 2O0Rave
been' checked out once, the nunbers of permtted check-outs for t hese
cont ent £ikeecarresposding topthe BiHohe Kev ERbEYaRFis bRy 1nThee 50al
storage 20 stores history information A-E show ng the hi to][eg of cktl:eck-out
per f or meemony Gear@nt 00 A- Theteprtent IRSIRHdWR THtLe r%%l’aﬁib@ we Se
Content-1Ds assigned and stored in each SD rmE]Iy calr?d can be found by
r ef er r i agbeswelea Gt a5ARO MediQn Fie okhe rdenrdn M HSBst B COF TEFRRALLGr v
information. Fig.~27 shows a state where the editi gl@ﬂd t%ayba k_apparat us
2 génerB@Bstisydaas ROt exdisk amnghtrr%lelzn@?mg) d SR ERTBEPk0B002)
that have been respectively recorded in the SD ry cards_1 d 200 by
check- of® . infthacTebie R§Y2 &Iy ﬂisay?jadtcléh%pgar %"2 'ﬁ@?go?rrgg% rting -in
a simlar manner to the exanpl e sho I Fig: .15, Track ' udihag AOB009
' 62 | CerTepRenbE to0B4PIBANY Gt (HESOARRE) ¢ FAPACPBGSI¢ Shaan i a
rectangle. w6 apnd. Trgck. C i.ncl udi ng AOB003.is_obtained ikt Sk yenory
card ZOBnaEhgh'B%l?nﬁﬁyr gg‘?&rhﬁ% .esﬁ,&?rh%ﬁéﬁ géi lﬁg%aé\‘gégsn%glaggni que
AO?-I P gl'rx]g ;raKrlnélxtr)éllelg(fh géa.’n%v g ek}aswh%%erg ’Fﬂé’kQSBEE@s@)@nas to one
10 TKI, the Availability Flag is set at 1, and when a track
corresponds to a plurality of TKIs, the Availability Flag for
one of a corresponding plurality of Title Key Entries is set
at 1, and other Availability Flags at 0. If the Content ID
is not 0 and the Availability Flag is set at 0, a P]furali_ty
15 of TKIs (AOBs) having the same Content ID exist, so that all
Title Key Entries having the same Content ID are detected.
This means that it is possible to perform a search specifying
a plurality of TKIs (AOBs) corresponding to one Content ID.
TKIs are described below with reference to Fig. IBBf
20 Referring to Fig. 13B, it can be seen that each TKI, as shown
by the broken lines h2, includes Track_General_Infomation
(TKGI), a Track Text Information_Data_ Area (TKTXTI_DA)
recording text information unique to6 the TKI, such as an artist
name, an album name, an arranger name, and a producer name,

25 and a Track_Time_ Search Table (TKTMSRT) in which the playback

time is restricted to 8.4 minutes.
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5 by dividing a track is given a Content-ID that is the sane as that of an
original AOB, as shown in Fig. 27. Fig. 28 shows the processi b e
audi o data pl ayback managenent system of the second enbod %@H&%‘?&é&“he
saneness between Content-I1Ds is detected: Because the saneness between, 10
Content-1Ds has been detected, Title Key Entries#1~-#9 in the SD nenory

card 100 and Title Key Entries#1-#3 in the SD nenory card 200 are
overwitten with random nunbers . In this manner, eachAOB in the SD nenory

cards 100 and 2Q0 js set . i.n a.non-pl ayaple.,state i N isr, the :
nunbers of p@EniPCEFaLRE Y% He f§%1° gl;n%%nﬁ]ﬂé Cd;%“}en .'E%a?fg{léncrerrent ed
and are set as shown i.n_a _rectangle wr. S | [ TN R B ON

conc e HP TH &S 1Bt éﬁf?rf“?%&é)lne%l%%fn%s('rggeﬁc/iﬁ ! ?ir'lﬁ%b?'r g'(fzdtla'ng e-\/\%ﬁ)' . The
processin V. e 1.0 data yback managenent system of the second
enbo&m%:ﬁ“aa%'hg%ﬁgg‘g%Ff‘ﬁleéli?tﬁdve (Fig. 29 shows the whole 20 of the
oper ations degscribed. above) . ! [ ONEiqhd v heqphresentgenbodi nment,
t he mani pul a?’irbr#%fw“'(%ht‘g}\%g?gh??ﬁ eé\;%%tg | %elé%%séﬂ tle Key Entries are
stored in the prot d.area L haty i s aaee s bl £ Dy -I/mices whose
adt hert i"ﬁlt{}?lg %%ﬁe??f ??‘ala.lp%sé IS&%E@;@t“ possi bl'e to play back and
edit AOBs ,&Mz,h consideration given to protection of copyrights to contents.
6 Sept e O)OA Details of the data structures and vari ous processing

di scl osed in.,t i A qp& M S R @esrridhediitten

internati onalA ggifer{{‘ﬁ%%%?%%?lons I sted bel ow and so are not descri bed
here.. 5 00/ 65602 (November. 2, 2000) WO 00/ 74054 (Decenber 7, 2000) WO
00/ 7&6‘591\% cenber 7, 2000) WO 00/ 74060 (Decenber 7, 2000) The- present

i nvention ha %Bc“uﬂf’&?{ begdyabpuerky I8aRsiefeh htn eTKDIBIENATR. al t hough it
shoul d be ob\%ingus t hat t%e pfesent invention is not linmted to the exanplés

fgocribed abeyfs £6Y1L0ANA'AELAEIBES thd) sédhings odesive MU PIM ATR-. 15 (A)

n the first and second enbodi nents, if new AOBs are generated by dividing
an AQR; ddven opkresh @hwi diRsplr shbanassi @IS, dlConBgnreflrrhiay is the sane
as that of the original AOB -to each new AOB . However, the obj ect

di Vi di ¢ HiITK T B 0RYADRR Sb e SR ENti-H Rahhbe sesmarhatusingedde rel ati on
with that of 200the original AOB. For instance, the object dividing unit 12
My agshHNpai £oNTRIHL/ROBDOIE SH1 WIKI¢ /PGB 201SMist s-are -t he same as those
of the. Content-1D of the original AOB. Also, .in the first and second :
enbodiKEHS 2A0B 00 3¢ BALK - iamduITKI 485 AORK0S AR 1c leacth icprgieseaid AB with a
Content-1D that 25 is the sane as that of an original Ag. However, the
tBecksépanate tXaaiey, pbefDEn BWECKTR o f@acn o L TRIaZcdhtem~ | D-

and TKI#8 is set as "Track". The TLK BLK ATR of TKI#4 is set

at "Head of Track", the TLK BLK ATR of TKI#7 is set at
"End_of_Track", and the TLK_BLK ATRs of TKI#5 and TKI#6 are )
set at "Midpoint_ of Track". This means that the AOB file

20 "AOB004.SAl" corresponding to TKI#4 is fhe start of a t;'.ack,
the AOB files "AOBO0S5.SA1" énd"'AOBOOG.SAl" corresponding to
TKI#5 and TKI#6 are midpoints of the track, and the AOB file
"AOB007.SAl" corresponding to TKI#7 is the end of the track.

TKI_BLK ATR can be set so that combine editing, in
25 which any two of a plurality of tracks are combined to form

a single track, and divide editing, inwhichone track is divided
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64 6 Septenber 2004 that has an equival ence relation with that of the
original AOB. For instance, the check-in unit 25 may perform check-in on
each AOB with a Content-1D, some of whose digits or bits GReptember2d94as
those of the Content-1D of the original AOB. 5 For instance, if the
Content-1D of the original AOBis " 001", a new AOB obtai ned by dividing the
original AOB is assigned a Content-ID "801" whose first and second digits
are the sane as those of the Content-1D of the original #?DCB d ose third
digit isntetaglurahigueofares tgrcksAcan by eggd LG REE I'T?fJ 16°6f_the
original AOBis "001", a new ACB obtained by di yi d%ﬁg %he ori |na AOB is
assi gneflodl owpngriescrisbhon GanearnesBRENNGS 40 W Sﬁ‘r?‘ho TGS are the
same as the first-third digits of the Content-ID of the original AOB and
whose farstcdingiineds set at a uni que val ue "8" 15 (B) Each encryption key
and a correspondi ng {)al red Content-1D and Medi a- 1.D %}e Stf%&d%i” t he

seni conduct or ik y g aphowsadoy thegf&ls &x& c?letd 6= bi t
padding "i data "000000" maybe added to each 10- nt e obtain a
2- byt e Toat éﬁ@#@eﬁln&%%qg‘%%oﬁ n"g”b%]t% neHo Sﬁ%ﬁ €é]2j0 dto each
56-bit encryption key to obtain an € enc k Tk 2-byte
Cont entdescaanting &sphageanepyhh ‘F(ﬂ'?%é&‘? & \%%teﬁ Q%Bgt%@tae

Media-ID to obtalna3| le 18-b the 1 e tored in
a corr teépég?cﬁm‘gl : iee t@eI?éE_-ﬁEFﬂ? %%JJ(D@ eg:‘drﬁtﬂg &di ?F%éi‘a% ﬁ ggglﬁ ‘
apparatus 2 may be achi eve a, conpane er S e
tgloephoﬁbowé PE)EJ% q‘atge%?’é @Feﬁn%&nﬁgﬁgl %I tg'mgjs%gteg%ce or a

I t Al t h dj
achi evelhasASBPaFARE SOpAFIPREEL %%%@S%%?% i 2%5353862963&

Zﬁga%f‘h&%% she; %@:’2 it %ﬁh@%nﬁ ! S%Q?é?@@@%%&%%‘-“ﬁ%ﬁ?@@?%‘ﬁﬁy

B B
that 1 nER3ddsaan ?#ﬁé@nils°°%‘%§83%gp§§?&%&ﬁﬁ% | o2 FRIES sé“ﬁi‘ﬁé&?;@coﬁé)
enmbodi nrents, the onten&,ll(réﬁnﬁgf%g&r&twsa%ﬁ I’%kli TAQ-IR%'S ot@%hgrsl&gmmlss of

cont ent 878s FEY Tt Fi ng &0t %ihe cont ent
managene par at conyver t c i s g@dqu;gr Qsld he AOBs
in the ?%%n Epﬁ(ﬂ’&l 'rmrn‘e/yn car%l hfl 0{&3&“}*&1 ﬁ'g AER

TKI#8 are respectively written as "Track ¢c" and "Track.E".
15 However, in Flg 14, the TKI_BLK ATR of TKI#3 is rewritten
as "Head_of_Track C" and the TKI_BLK_ATR of TKI#8 is rewritten
as "End of_ Track C". By rewriting the TKI_BLK_ATRs in this
way, TKI#3, TKI#8, AOB003.SAl, AOB008.SAl, Title Key Entry#3,
and Title Key Entry#8 end up being treated as parts of a single
20 n.ew track "Track.C". During this operation, Title Key Entry#3
and Title Key Entry#8 corresponding to AOB003 and AOB008 are
respectively given the original content IDs “003" and "005"
and the original encryption keys "EKey#3" and "EKey#5".
The folldwing ié a description of the change in TKI
25 - when a track is divided. Fig'. 15 show an' example in which

a t:.rack is divided into two new tracks. In this example, it
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t he content managenent apparatus 3 may store the originals of contents as
AOBs and manage the AOBs by associating each 15 ACH with a corr #%%
encryption key (Title Key) and right managenent i nf or mat i% cal
storage 20 may store super-distributable contents. Al so, |n the above
enbodi nents, each content is supplied to a device in a | ocal SDM -
environnment wia a network. 20~ However, each content may be supplied to the
device via a distribution systembased on a broadcasting satellite o.r
portabl e tel ephones. Further, each .content may be recorded in_a recording
medi ubs sssimed thBYDEREMiseranngDtiedan davsd ruaid aupi iRRLEQrA devi ce in
a local SDM environnent. 25 ( F) A 10-bit Content-1D and a 54-bit

ar bi tdawvidée dbpibg ennBrask.Cosbowai AnafFidg byile 4D IEREEHE sE¥9t e | D maybe

encrypt ed 66 6 Se terrber 2004 to generate an 8-byte encrg ed Content -1 D.
In t esacksd TrackrCB-and & Twadke-H'D | INGHBFAGK - +7 Fhe+ge gy%’é @ncrypt ed
Content-IDto obtain a 16-byte ID. The 54- b| hitr D,is, for
instaTﬂé@Cki%@ﬂ?p@réﬁkaFco?‘é@ﬁﬁoﬁ&Fﬁ&%M ?:g C@‘ésd%ﬁu RS an |rrage)
, the type of a correspondi ng codec uch as AAC r vendor

(8 e AR5 Corh dHTRE %e éﬂ&“ﬁ?t‘h"a oR% & ?b’??WaI?@B? Dto

obtain an 8-

th b byt
encr yf# é&?‘tdh%%ﬂ?%bs aeHaf‘H\é g gﬁc@ 5 eé%nc%r g)e&ﬁeéinfd%a%lacg bg gtored
dj Ki Ent h

| nst A BE¥E #)BEa0Y égea%sg?,g%dn} e@?fﬂ e TELGH D R S EE 2 | age)
the t f di d C 3 d | D.
The Bty eReFSpeEs EORPERFSRDERE SpBOTMS e GreR ASo1ECE Bt e Nedi a1 D
t bt 16- D and_t 16 te.l di
e b Rl Wt o ol I A BT

t ent k tent--1D.t th hash
\&%I“ueel'pt%lyc g ig phba SFSEQBS%FHSA%%@ Igey ?{é% g?sr 0 ms?angz
SHA-1 is an_a Elate hash functioh in-this case. (1) In the first and
secorRPeRHRH ﬁ@ﬁﬁ@ it becones possi ble for the editing and playback

ooy back Actkbo SR Tt coite RS ARRLH [ £Br R CERAE L £EAEY FRY, T a1 the
e R
Sept ef‘g eacg4of TKI#4, TKI#5, TKI#6, and TKI#7 corresponding to
15 the four ROB files forming Track D are set so as to j.ndicate
the next TKI. |
ISRC contains the ISRC (Intei:national Standard
Recording Code) in the TKGI.
' BIT (block information table) shows which part of a ’
20 corresponding AOB is valid (AOB_BLOCK) . | -
The following description con'cern‘s the constru’ctions
of theeditingandplaybackapparatus2andthecontent n}anagement
apparatus 3 of the second embodiment. 'The constructions of
the editing and playback apparatus 2 and the content management

25 apparatus 3 of this embodiment are shown in Figs. 16 and 17,

respectively. These apparatuses 2 and 3 of the present
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the "other processing"” during check-out. The "other processing” is, for

I nstance, the reencryption using a different. encryption key. (J) Th
processi ng procedures described in the enbodi nents 5 by ﬁ%$6P¥¥WR?H29 he
functional bl ock diagranms and the flowharts (Figs . -22-24 ) nmay be

achi eved by executable programs . In this case, the executable prograns are
recorded in recording nedia, such as |IC cards, aptical discs, or floppy

di sks, for the purpose of distribution or sale and are installed onto

gener A AR 81 CHILESEA £0Ee (ATRHECE £r SO GuId Bt qXeRUEEgS o

I nstall prograns chieve e tunctions of the managenent apparatus

and edi% %%Cﬁg agat 't‘.?xa%f ﬁ%egfﬂés%qtg%%ﬁﬁ@cng&gaﬁW&AL USE

PCOSSI BI Inthe au ata'p managenent” system of the present

i nvent iffxg%@g%r&%rcf&gd%é%%gér&&/mﬂu@w KnidtH & cBh@lesti menayehehts, it is

possi bl'e It AOBs out. to the sem conductor nenory card 1. This

| ncr eagy uS ANVERHANCE M ETQME sSacskELekNE/Whanproiel.s Whenoplyei ght 20
hol der s*“Thus, each manufacturer engaged in the production of the content

”ané‘ge’égl;ti?ﬁ;g%ggwia%@&@ bpgaedithig A8CIHybEsd EPpRAIAEDMEMSEN

I nvi gor ce"manuf acturing i ndustry by commercializing a

hi gh- valuss 3@, 0+ Hat 8eBLRKbAgl GRAR0EIEPErSYEhENAKabrbOeE8RAgSW ST
conveni ence W thout sacrificing 25 the profits to copyright holders. Even

if a ceplerp ﬁ@h@ﬁ:?eéaf:aoﬂb@ﬂl@iﬁ?t’&l@@iwﬁﬂaﬁcﬁméaia @ DSentiesher y2e94
di stribution systemis checked ouf, the audi o data playback nmanagenent

syst emefd 488 rPpesRIHtd 1¥enY HBelsRAANREY Keser Ateoyevhentheronbent
sacrificing the profits to copyright holders. Therefore, the audio. data

pl aybagle ymymgatE Rppreis B 06 tbanpresdntoitive @D memeakesasdgh?®i cant
contributions to the devel opnents in the electronic-nmusic distribution
i ndyst Rheank o eRIW disiti D6t pew fionthss PKE proeapirgrbeitizobae SDCLAI VS
memory card 100 using the MKB and media ID and encrypts and
decrypts data using a session key Ks. Therefore, the object
dividing unit 12 and the object playback unit 11 of the present
editing and plaYback apparatus 2 read and'writé each Title
15 Key Entry from and into the SD memory card 100 via the secure
R/Wunit 14. Similarly, the check-out unit 22 and the content
ID assigningunit 24 of the present content management apparatus
Y 3 read and write each Title Key Entry from énd into the SD
memory card 100 via the secure R/W unit 26. Fig. 18 shows
20 the internal construction of each of the secure R/W units 14
and 26. As shown in this drawing, each of the securé R/W units
14 and 26 includes a secure writing unit 31 and a secure reading -
unit 32. The secure writing unit 31 has a constrﬁction shown
in Fig. 19.
25 As shown in Fig. 19, the secure writing unit '31 includes

an MKB processing unit 41, an ID processing unit 42, an RAKE
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1. Arecording mediumfor use in a systen) the systemincluding a
managenent apparatus that perforns check-out operations, egch C eclé-o:&t
operation being performed by (a) witing at |east one aud eB@f'gbﬂr 0 a
recordi ng nmedium and (b) decrenenting a permtted nunber, in the reocording
medium a nmedia IDis a prestored and a first audio track has been
recorded, the first audio track including a first audi o object and a
content I D, both of which have been witten by one of the check-out

oper iy s Alidubie ABdhahPeheiriotinigeei £ @ 4t inhd agos dhegyrdingm Wwherein
a pair of the media I D and the content |D uni quely specifies one of the
checkyQuyt goperations. 2. The recording nediumof claim1, wherein the first
audio track further includes a track 1D and, when the first audio track is
conmbi ned wi t ffha BEBOPHoaEEEEny 8K LCOLrespds el MKE et miid fier ehle check- out
operation, the track IDis updated to show that the first audio track

shoukg shenphayad Haak SB hbmbhe ceedndOairt a devidle kapKd hssdgakdnt | D

di stinguishes the first audio track fromthe second audio track, even if
the biyr theaudimmid@akrds spnthaeddintihgt &rd sptayidaakdapparatks 3. The
recordi ng nmediumof claim1, wherein the first audio track further i

i ncl gadl ghler eoktelt whasegiemdrite appacia tiud @, sendgabthéast he56Fbit audi o
track froma second audio track obtained by dividing the first audio track,
and thergpttient X&)y noby pkatfotridnk esspacdfdct catkuidatiivheusdognd audi o
track correspond to the sane check-out operation. 4. The recordi ng nmedi um
of CthenMEKB wimet dile tdeviide skeniid o Uhemcouipuits sthmeenanypbiest | D,
wherein the object |ID distinguishes the first audio object froma second
audi begbKectta rthend I gomrek ssih® wndek42and the content 1D shows that the.
first audi o object and the second audi o object correspond to the sane /
Wheck- out openareeriving Shet emsayrZéon keyrha faesy dihtg M um of Claim 1,
wherein the first audio track further includes an | SRC (International

St anpapeeRsdaarRGt DaekhewR Papsesrd nogrei bAd rrrdshbe ¥ediastBnd audio
track are the same value) and_the _content ID gi iébngui hes the first audio
t r ackTPFofphen8 Y§&@Bh@reddird theckP PRBOZ¥CERFatdY o RPACREELPFBEponding to

L S
SRR IGY O AT A AR AR e
S0 SRR R AR TN R o R g v

conpLising: a protected area, in which content |IDs have been recorded and
whi ch™Ps accessi bl e by a device if authenticity of the device is verified,;

and a non-pre%%g}é‘g_gi §%§%8§|S§n iui;llltf i4r33§>re %irﬁisogk(&;?ﬁto%\é%i n recorded

and which is SSi evi e rég 'ésSs o ther authenticity of
v, AAFLREATDS, Kk len kel nl) SfPutresht &7 AT Brogeat
AR %ﬁb‘%@%ﬁiﬁ%%%ﬁtfbﬁ%ﬂ Bnu A% AP Aemdrd A2d 100.
pAl) Ahgrﬁ@ﬂ@ﬁﬁr&é%ﬁ%ww £3_tHe Ao AeR{t25 6 gsﬁﬁiﬁzéession key

Ks resulting from this calculation to the Ks encrypting unit‘__ :

45. o

The Kmu encrypting unit 44 encrypts a Title Key Entry,

which shoul.d'be recorded in the SD memory card 100, using the

25 encryption key Kmu output from the ID'procéssing unit 42 and

~outputs it to the Ks encrypting unit 45.
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from the AKE processing unit 53. Then the Ks decrypting unit

54 outputs the decryption result to the Kmu decrypting unit

55.

The Kmu decrypting unit 55 performs decrypting using
the 56-bit encryption key Kmu calculated by the ID processing.
unit 52, thereby obtaining a Title Key Entry.

_As described above, a device attempting to access the
protected area 103 of the SD memory card 100 needs to perform
endryptiOn, decryption,’ and AKE‘processing ﬁsing’the.session
key Ks and the encryption key Kmu before accessing the pfotected
area 103. This prevents the access froman unauthorized device
tothe protectedarea 103. Therefore, onlyan authorizeddevice,
such as the editing and playback apparatus 2 and the content
management apparatus 3, can properly read and write data from
and into the protected area 103.

The directory structure and the filé structure of 'thé_
local storage 20 are described below. Fig. 21A shows the
directory and file structures of the local storage 20. As
shown in this drawing, the local stc;rage 20 includes a user
area that is accessible evenby an oxrdinary applicationprogram,

and a secure area that is accessible onlybya licensed compliant
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5 management apparatus 3 via the EMD. In Fig. 212, the download
directory stores five files (Content.}.\..pcj, Content.B.pcj,
Content.c..pcj, Content.D.pcj, and Content.E.pcj). Each of
these files includes an encrypted content and right management
ihformation concerning the content. As described in the first
10 embodiment, the riéht management information shows the number
of permitted check-outs and an encryption key for the content.

The user area stores a distribution package management.
table. Fig. 2113 shows an e_xample of the distribution package
management table. As shown in. this drawing, the distributidn.

15 péckage management table includes an index number assigned |
to each distribution package, a file path showing the location
of a file storing the distribution package, and content
introduction information showing the artist name and title
of a content corresponding to the distribution package. A

20 user can know the directory and file name of each content by
referring to the distribution packagé-management table.

The secure area of the local storage 20 is described
below. The secure area is an area for storing information,
.such as fee information, tha£ must not be manipulated by the

25 usér, and stores history information table that is composed

of a plurality pieces of history. information, each of which
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5 A and B that respectively relate to Content.A and Content.B
is set at two, so that check-out can be performed twice on
each of Content.A and Content.B. Therefore, each of history
information A concerning Content.A and history information
B concerning Content.B includes two paired Media-ID and
10 Content-ID. Also, in Fig. 21C, each of the numbers of permitted
check-outs C-E that respectively rélate to Content.C-Content.E
is set at one, so that check-out can be performed once on each
of Content.C-Content.E. Therefore, each _of history
information C-history information E that respéctively reiate
15 to Content.C-Content.E includes one paired Media-ID and
Content-ID.

Fig. 22 is a flowchart showing the processing by the
user interface unit 21, the check-éut unit 22, the AOB-ID
assigning unit 23, and the Content-ID assigning unit 24 during

20 check-out from the local storage 20, which has the directory
and file structures descrif:ed above, to the SD memory ca-rd
100. Check-out and check-in in the second embodiment are
described below with reference to the flowchart shown in Fig.
22.

25 The user interface unit 21 waits for the content

management apparatus 3 to be connected to the SD memory card
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5 artist name of each content. Therefore, the user can recognlze
what contents are stored in the download directory by referring
to the list of the content introduction information. The user
interface unit 21 then receives the designation of each content,
out of the contents in the download directory, that should’
10 be checked out in step S3. After the designation is received,
the process proceeds to a loop processing of steps S4 to S5
to process the first of the designated contents. In the loop
processing, the operations in steps S6-S24 are repeatedly
performed for each content designated in step S§3. In step
15 S6, the check-out unit 22 finds the file path of the first
content and specifies the location of a corresponding

distribution package by referring to the distribution package

management table. In step S7, the check-out unit 22 decrypts

g

. the right management information in the distribution pac.kage
20 using a public key distributed in advance. Because the right
management information includes the number -of permitted

check-outs and the encryption key for the first content, the

check-out unit 22 can know how many times the first content

can be further checked out by referring to the decrypted right
25 management information. In step S8, the check-out unit 22

judges whether the number of permitted check-outs is zero or
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S9-524 are skipped and the next content is processed. If the
number of permitted check-outs is at least dne, the process
5 proceeds from step S8 to step S9.
In step S9, afterx AKE‘ processing with the SD memory
card 100 is performed, the Content-ID assigning unit 24 refers
to AOBSA1.KEY stored in the SD_Audio directory in the protected
area 103. The file AOBSA1.KEY contains a Title Key Entry for
10 each AOB recorded in the SD memory card 100 and each Title
Key Entry includes a Content-ID, so that it can be found hi)_w
Content-IDs are assigned in the SD memory card 100 by referring
to AOBSA1l.KEY.
In step 810, the Content-ID assigning unit 24 selects
15 a Content-ID for each AOB to be recorded from unassigned numbers
among available numbers 001-999. In step 811, the check-out
unit 22 reads the Media-ID from the SD memory card 100 and
holds the read Media-ID. The content management apparatus
3 obtains the Content-ID and the Media-ID in this manner.
20 Following this, the content management apparatus 3 records
each AOB. ' - |
In step 812, the check—_dut unit 22 sets the head part,
which has a playback time of no more than 8.4 minutes, of the
currently processed content as one AOB. As described abo.ve,

25 each AOB is set to have a playback time of no more than 8.4

minutes for the purpose of'suppre'ssing the size of the playback
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control information including a time map table. In step S13,
the AOB-ID assigning unit 23 refers to file entries in the
SD_Audio directory in the user area. The reason for this is
as follows. The file names of AOB files include corresponding
5 AOB—IDsandarelistedasfileentriésintheSD_Audiddireétory.
This constructionmakes it possible tofindwhichAOB-IDs
have already been assigned to AOBs in the SD meémory card 100
merely by referring to the file entries. Therefore, to find
AOB-IDs that have already been assigned, the AOB-ID assignin§
10 unit 23 réfers to the file entries. In step S14, the AOB-ID
assigning unit 23 selects an AOB-ID for each AOB to be recorded
from unassigned numbers among available numbers 001-999. In
step S15, the check-out unit 22 opens an AOB file whose file
name includes thetéélected AOB—ID‘and records the AOB in the
15 opened AOB file. Then, in step S16, the check-out unit 22
specifies a TKI, out of a plurality of TKIs in SD_AUDIO.TKM,
that corresponds to the selected AOB-ID, and stores playback
control information for the AOB in the specified TKI.
In step S17, after AKE processing with the SD memory
20 carleGisperfdrmed,thecheck—outunit22storestheencryption
key and the Content-ID selected in step S10 in a Title Key
Entry, out of Title Key Entries in AOBSAl.KEY, that corresponds
to the selected AOB-ID. In step S18, the check-out unit 22
judges whether thé same Content-ID has already been stored
25 inAOBSAl.KEY. If-the judgement result is negative, the process’

proceeds to step 519 where the check-out unit 22 sets the
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5 at "0".
In this mannér, if an AOB corresponds to a content
and is recorded in the SD_Audio directory, or if the first
of a plurality of AOBs corresponding to a content is recorded
in the SD Audio directory, the Availability Flag in a Title
10 Key Entry corresponding to the recorded AOB is set at "1". '
If a plurality of AOBs correspond to a content and AOBs other
than the first AOB are recorded in the SD_Audio. directory,
the Availabilityl Flag in each corresponding Title Key Entry
is set at "O". o o o
15 After thé Availability Flag setting is completed, the
process proceeds to step 521 where it. is judged whethér any
parts of the cont';ent currentlf; processed are yet tobe processed.
If the content has a playback time of no more than 8. 4 minutes,
no part of the content is yet to be processed and the judgement
20 result in step S21 becomes "No", so that the process proceeds
to step S23. If the playback time of the cqntent exceeds 8.4
. minutes, any part's of the contgnt are yet to be processed and
the judgement result in step 821 becomes "Yes", so that the
process proceeds f.o step S22. In step S22, the check-out unit
25 22 generates an AOB from the next part, which has a playback

time of no more than 8.4 minutes, of the content and the process
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(such as 20 or 30 minutes) is recorded in the SD_. Audio directory
as a plurality of AOBs (such as three or four AOBs).
After every AOB corresponding to the content currently
processed is recorded in the SD_Audio dlrectory, the process
1(0 proceeds to step S23 where the AOB~ID assigning unit 23 records
a paired Media-ID and Content- -ID as history information.
Following this, in step S24, the number of permitted check-outs
in the right management information is decremented and the
| rightmanagement informationis encryptedagain .. In thismanner,
15 every AOB corresponding to the currently processed content
is recorded in the SDmemory card 100 and the check-out proces sing
is completed.
The following is a description of check-in processing.
Fig. 23 is a flowchart showing the operations of the user
20 interface unit 21 and the check-in unit 25 during check-in
from the SD memory card 100 having the directory and file
structures described above. Cneck—ln processing in the second
embodiment is described below with reference to the flowchart
shown in Fig. 23.

25 In step 530, the check-in unit 25 waits for the content

management apparatus 3 to be connected to the SD memory card
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from the SD memory card 100 in step S31. In step S32, the
check—-in unit 25 finds which AOB-IDs have already been assigned
5 in. the SD memory card 100 by' referring to the file entriesv
in the SD_Audio directory in the user area. After AOB-IDs
that have already been assigned are found in step S32, the
process proceeds to step S44 where designation of each AOB
that should be checked in is received from the operator.

10 Following this, the process proceeds to the loop processing
of steps S33 to S34. In the loop processing, the operations
in steps S$35-337 are repeatedly performed for each AOB-ID
assignedtoanAOBthat shouldbecheckedin. In this embodiment,
the loop processing of steps S33 to S34 is repeatedly performed

15 for each designated ROB-ID, out of AB-IDs .assigned in the SD
memory card 100. However, the present invention is not limited
to.this. For instance, a user may designate each track to
be checked in and check-in may be performed only on each AOB )
having a Content-ID that is the same as that of the designated |

20 . track. In step S35, the check-in unit 25 reads a Content-ID
.in a Tltle Key Entry corresponding to one of the des:.gnated
AOB~IDs from AOBSALl.KEY.

In step 836, the check-in unit 25 judges whether the
history informa_tion table includes history information that

25 shows a pair of the Media-ID and the read Content-ID. If the

judgement result is affirmative, an AOB corresponding to the
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Therefore, the process proceeds to

unit 25 deletes the Title Key in the corresponding Title Key
Entry by overwriting the Title Key with a random. r-mmb'er. As
a result,-the corresponding AOCB is set in a non-playable state.

The processing described above is repeatedly performed on

each AOB-ID designated in step S44. By repeatedly performing

the operations in steps §35-37, each AOB that the content

management apparatus 3 previously checked out is set in a

non-playable state. In step S40, the history information

showing each pair of the Media-ID and a Content-ID read in

step $35 is deleted from the history information table. In

step S41, right management information having the Content-ID

15 assigned to the content checked in to the local storage 20

is decrypted using a public key distributed in advance. Then,

the number of permitted check-outs included in the right

management information is incremented in step S42 and the right

management information is encrypte_d again in step s43. As

20 a result, the right management jnformation returns to a state

pefore check-out, and it becomes possible to check out the

content again.
The following description concerns the operation of

the object dividing unit 12 of the second embodiment. The

25 object dividing unit 12 of the present embodiment is achieved

" by an executable program for performing the processing in the

59



*109& ()-s :*109& ()-s! :*109%Z& ()-s 6 :*109%& ()-s 6

*109@& () - S#L09Z& () - @BCTzI APL | 10%& ()- 10XX 10XX 10XX! @/ $1090X& () -G
I\ @/ $109Kk& ()-G #,)109%&Z& () - S! y#, ) 10%& ()- STDaB P1 ! 10!68epterpher 2004

1 10968& ()- @109 ()- ! G'10%5 5& ()- !109%& ()-0"10% ()- 6! ~aB Pl

110" 1 1096& ()- 3% 109%& ()- &G $109%& ()-!10%& ()- ! & &10% ,

$ & ()-1109%& ()-~P<a?"P1 !14Y%0% . & ()-&2& 1096& () -

OMLOYGE ()-4.!109%6& ()- ,'10% & ()- ! (#109%B5& ()-<wz{|}uV7

H10% (o AL 0980l - P 1P & 237 1055
In step S51, the object dividing unit 12 instructs
the user interface unit 10 to display a list of tracks recorded
in the SD memory card 100 on the liquid crystal display, and
5 reqei&ééanoperator'sselectionofanAOBthatShouldbedividéd.
After an AOB that should be divided is selected, the object
playback unit 11 playé back the selected AOB (original AOB)
in step $52 and the object dividing unit 12 waits for an editing
point to be inputted in step S53. After an editing point is
10 inputted, the object dividing unit 12 sets the editing poinf
for the AOB that is being played back in step 554. In step
SSS, the object dividing unit 12 refers to the file entries
in the SD_Audio directory in the user area to detect the AOB~ID
aséignedtotheorigiﬁalAOBintheSDnmerycarleO. Following
15 this,instepSSG,theobjectdividingunit1éselectsanA©B—ID,
which should be assigned to a new AOB generated by the division
of the original AOB, fromunassigned numbers among the available
numbers 001-999. The object dividing unit 12 then opens an
AOB file whose file name includes the selected.AOB—ID in step
20 S57. InstepS58, the object dividingunit 12 partiallydeletes
the ROB file corresponding to the original AOB so that.the
'~ ROB file contains only the head part of the original AOB from
the start of the AOB to the editing point. In step S59, the
object dividing unit 12 stores the end part of the original
25 AOB from the editing point to the end of the AOB in the newly

opened AOB file. In step S60, the object dividing unit 12
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so that the end part of the original AOB is playable.
The following description concerns check-in and
check-out processing by the audio data playback management
system of the second embodiment. Fig. 25 shows an iﬁitial
15 state where the content management apparaﬁus 3 has obtained
five contents (Content.A-Content.E) via a network or frbm a
CD and stored the contents in the local storage 20 together
with corresponding right management information A-E. Here,
the numbers of permitted check-outs A-E in the right management
20 information A-E are set as shownina rectangle wl. The numbers
of permitted check-outs A and B corresponding to Content.A
and Content .B are both set at "2", 'while the numbers of permitted
check-outs C-E corresponding to Content.C-Content.E are all

set at "1". Fig. 26 shows a state where Content.A-Content.E
25 have been chécked out until all of the numbers of permitted

check-oufs become "0". Like in Figs. 10-12 and 14, the SD
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&% 10%71 me! 0%m m&' ()-3nvU4 *f( 10%+& F) -

& 10%R &he) sJaQi@ M{ﬁé@% n?u& Fig. 10- 12 and 14). The SD memory
card 200 stores AOBs001 and 002, and Title Key Entryies#l and
#2 and TKI#1 and #2 corresponding to the AOBs. These AOBs

10 are assighed Content-IDs and AOB-IDs vas shown in a rectangle

w3.

Because Content.A and Content.B have been checked out
. twice and Content.C-Content.E have been' checked out once, the

numbers of permitted check-outs for these contents aré all
15 set-at "O" as shown in a rectangle w4. The local storage 20
stores history information A-E showing the history of check-out
performed on Content.A-Content.E, as shéwn in a rectangle w5.
Content-IDs assigned and stored in each SD memory card can
be found by referring to the pairs of Media-IDs and Content-IDs

20 in the history information.

Fig.:27 shows a state where the editing and playback
apparatus 2 generates new tracks by dividing Track C (AOB003)
and Track B (AOB002) that have been respectively recorded in
the SD memory cards 100 and 200 by check-out. If the editing

25 and playback apparatus 2 performs editing in a similar manner -

to the example shown in Fig. 15, Track.F including AOBO009 is
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S@IL0YKPEKE () - &M 1090 & ()- &Z" 1090 & () -
& 109QcE 19 2ﬂ§b&§0€kow§| fn%f@@ééaazglﬁ%éé&? (g-lthgélﬁ'hlﬁﬁkff’& 2§signed

z,3(10%$0& () - & 1109Q & ()-  &YM 109 & () -7 &&! 109%0.& ()= %
& , $109REn{gus POR SIS @:Ir&_gp%ﬂ;@%%%a@ﬁ%é%@ﬁ {}%neﬂ{é& ' _A4100&
& "S$109Q & ()-3 & 110%) & ()-37|]:-4100 & - oq_r L)1 oLo%L & () -
& 95$10my R (idingsa1bveck dpF- sivem R t(e)‘lt@?]]%.{‘.%/diﬁ?}?- F%@AMOQ &
80y (10%83%&& ()- y (10%&.()- o #10%)Qq& ()-, YS10%& ()-Y & 10%) &8 ()-
10Q 10@s \Wopt ZoA4anPriginededPB (2% S ‘%P%o’f% ﬁ?lé *10%t& ()- &

&* 10% "()-& *109 Y- : _
DL e i i
s 100 managdmony sverete] &6 oo ERVRT "o B M ex -
R0 o8 AT U8 AN Sl (IR pecueo:
X&%ﬁloé/gﬁe(l)lﬁz%Dg' Iluégty%gegx) detected, Title Key Entries#1-#9 in the.
SD memory card 100 and Title Key Entries#1-#3 in the SD memory
card 200 are overwritten with ranaom numbers. In this manner,
each AOB_in the SDmemory cards 100 and 200 is set inanon-playable
sﬁ:ate. Followivng' this, the numbers of permitted check-outs
15 for Content.A-Content.E are incremented and are set as shown
in a rectangle w7. Also, history information concerning these
contents is deleted as shown in a rectangle w8. The processing
! py the audio data playback management system of fhe second
embodiment has been described above (Fig. 29 shows the whole
20 of the operations described above).

As described above, in the present embodiment, the
manipulation of Content-IDs is prevented because Title Key
Entries are stored in the protected area 103 that is not
accessible by devices whose authenticity is not verified.

25 This makes it possible to play back and edit AOBs with

consideration given to protection of copyrights to contents.
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Details of the data structures and various processing
disclosed in the first and second embodiments are described
in international patent publications listed below and so are

not described here.

5
*WO 00/65602 (November 2, 2000)
*»WO 00/74054 (December 7, 2000)
* WO 00/74059 (December 7, 2000)
* WO 00/74060 (December 7, 2000)
10 '

The present invention has been described above by means
of the embodiments, although it should be obvious that the
present invention is not limited to the examples described
aboVe_. .Further 'va:riétions (a)-(J) are désc:ibed beléw.

15 (A) In thve first and second embodiments, if new AOBs are

generated by dividing an AOB, the object dividingunit 12 assigns.
a Content-ID that is the séme as that of the originall AOB -to
each new AOB. However, the object dividing unit 12 may assign

a Content-ID that has -an equivalence relation with that of
20 the original AOB. For instance, the object dividing unit 12
-may assign a Content-ID, some of whose digits or bits-are ﬁhe

same as those of the.Content-ID of the original AOB. |

Also, in the first and second embodiments, the check-in
unit 25 performs check-in on each AOB with a Content-ID that
25 is the same as that of an original AOB. However, the check-in

unit 25 may perform check-in on each AOB with a Content-ID-
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5 For instance, if the Content-ID of the orlglnal AOB is "001",
a new AOB obtained by dividing the original AOB is assigned
a Content-ID "801" whose first and second digits are the same
as those of the Content-ID of the original AOB and whose third

) digit is set at a unique value "8". Also, if the Content-ID

10 of the original AOB is "001", a new AOB obtained by dividing'
the original AOB is assigned a Content—-ID "8001" whose sepond,
third, and fourth digits are the same as the first-third digits
of the Content-ID of the original AOB and whose first digit
is set at a unique value ngw, | o | | |

15 (B) Each encryption key and a corresponding paired
Content-ID and Media-ID may be stored in the semiconductor
memory card 1 as a single piece of data. That is, 6-bit padding

i data "000000" may be added to each 10-bit_ Content-ID to obtain
a 2-byte Content-ID and B-bit padding data "00000000" may be

20 addedtoeach56-bit encryption keytoobtainan8-byte encryption
key. Then, the 2-byte Content-ID and the 8—byté encryption
key may be mixed with an 8-byte Media-1D to obtain a sirgle
18-—by£e ID and the 18-byte ID may be stored in a corresponding
Title' Key Entry.

25 (C) The .edi.ting and playback apparatus 2 may be achieved

by a component stereo system, a portable telephone, a PDA
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distribution system based on a broadcasting satellite or
portable telephones. Further,. each content méy be iecorded
in a recording medium, such as a DVD-ROM or en SD memory card,
and supplied to a device in a local SDMI environment.

25 (F) A 10-bit Content-~ID }anc.i a 54-;bit arbitrary ID may be

combined to obtain an 8-byte ID and the 8-byte IDmay be encrypted
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witha licensed compliantmodule, toplaybackAOBs by decrypting

the AOBs using encryption keys recorded in the semiconductor

25 memory card. If "other processing" is required to set each

content in a playable state, the check-out unit 22 may perform
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L Zé&% é%égng"gs,?grlnsgénce/the?eeégryptionusiﬁgagéfferent
encryption key.
(J) The processing procedures described in the embodiments
5 byreferringtx:thefunctionalblockdiagramsahdtheflowchérts
(Figs. 22~24) may be achieved by executable programs. In this
case, the executable programs are recorded in recording media,
such as IC cards, optical discs, or floppydisks, for the purpose
of distribution or sale and are installed onto general-purpose
10 computers. The computers sequentially execute the installed
programs and achieve the functions of the management apparatus

and editing apparatus of the first and second embodiments.

INDUSTRIAL USE POSSIBILITY.

15 | In the audio daté playback management system of the
present invention that performs check-out and check-in to
protect copyrights, it is possible to edit AOBs checked out
to the semiconductor memory card 1. This increases user
convenience without sacrificing the profits to copyright_

20 holders. Thus, each manufacturer engaged in the production
of thecontent Iﬁanagement apparatus 3and the editing and playbaék
apparatus 2 can invigorate the. device manufacturing industry
by commercializing a high-value audio data playback management
system that increases user convenience without sacrificing

25 the profits to copyright holders.

Even if a content obtained from an electronic music
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70
CLAIMS

1. A recording medium for use in a system, the system including a
management apparatus that performs check-out operations, each check-out
operation being performed by (a) writing at least one audio object into a
recording medium and (b) decrementing a permitted number,

in the reocording medium, a media ID is a prestored and a first
audio track has been recorded,

the first audio track including a first audio object and a content ID,
both of which have been written by one of the check-out operations; and

the media ID being unique to the recording medium,

wherein a pair of the media ID and the content ID uniquely
specifies one of the check-out operations.
2. The recording medium of claim 1,

wherein the first audio track further includes a track 1D and, when
the first audio track is combined with a second audio track correspoinding to a
different check-out operation, the track ID is updated to show that the first audio
track should be played back with the second audio track, and

the content ID distinguishes the first audio track from the second
audio track, even if the first audio track is combined with the second audio
track.
3. The recording medium of claim 1, wherein the first audio track further
inclues a track ID,

wherein the track ID distinguishes the first audio track from a
second audio track obtained by dividing the first audio track, and |

the content ID shows that the first audio track and the second
audio track correspond to the same check-out operation.
4. The recording medium of Claim 3, wherein the first audio object is
assigned an object ID,

wherein the object ID distinguishes the first audio object from a
second audio object in the second audio track, and

the content ID shows that the first audio object and the second

audio object correspond to the same check-out operation.
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5. The recording medium of Claim 1, wherein the first audio track further

includes an ISRC (International Standard Recording Code),

wherein the ISRC and an ISRC in a second audio track are the
same value, and

the content ID distinguishes the first audio track from the second
audio track, the second audio track corresponding to a different check-out
operation.
6. The recording medium of Claim 1,

wherein the first audio track includes a plurality of first audio
objects corresponding to the same content with a playback time exceeding a
predetermined length of time, each of the plurality of first audio objects
corresponding to the same content ID.
7. The recording medium of Claim 1 is a semiconductor memory card, the
semiconductor memory card comprising:

a protected area, in which content IDs have been recorded and
which is accessible by a device if authenticity of the device is verified; and

a non-protected area, in which first audio objects have been
recorded and which is accessible by a device regardless of whether

authenticity of the device is verified.




