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BACKGROUND OF THE INVENTION
20
1. Technical Field:
The present invention relates in general to communication networks and,
25 in particular, to an IP-centric communication network. Still more particularly, the
present invention relates to an IP-based communication network including a
network access system having distributed and separated routing, signaling, service
control, filtering, policy control and other functionality from IP forwarding.
30 2. Description of the Related Art:

The Internet can generally be defined as a worldwide collection of
heterogeneous communication networks and associated gateways, bridges and
routers that all employ the TCP/IP (Transport Control Protocol/Internet Protocol)

35 suite of protocols to communicate data packets between a source and one or more



Division Multiplexing (TDM, Asynchronous Transfer Mde (ATM, and

Et hernet. Furthernore, as is typical in larger netropolitan areas, there
are nmulti jwaeod/asel s of hierarchy in netropolitan access nep¢wu&Ra/uH7 W th
mul tiple rings connecting each customex to an aggregation site and nultiple
| owest | evel 2 o aggregation sites feeding a higher-level aggregation site.
Typically, there nmay be only a few aggregation sites where aggregation
routers 12 are deployed in a netropolitan area. Figure | A shows only one
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generally lim tedFilg)iré 13 iNGdtaitedal mtrbpiditd] lees] vidwe 6Lasinténbiesavigee and
cannot be expanded or extended w thout replacenent of the entire router.
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20 aggregatmn sites feeding a higher-level aggregation site. Typically, there may be

only a few aggregation sites where aggregation routers 12 are deployed in a
metropolitan area. Figure 1A shows only one such aggregation site 17. All
traffic from a customer LAN 14 is backhauled via these aggregation networks to
this aggregation site 17, where aggregation routers 12 apply policy-driven

25 treatment such as policing, marking, and admission control. Aggregation routers
then route the traffic either back to another customer LAN 14, or else to core

router 18 for transmission across core 20 to some more distant destination.

The state of the art in router design to a large extent dictates the network
30 design shown in Figure 1A because routers are expensive and must operate on
highly aggregated traffic flows. A principal consideration in the design of such

networks is to minimize the number of routers so that the routing protocol will



as scaled to keep pace with increasing traffic. Instead, service providers
must purchase additional or replacenent routers to neet the demands of

i ncreasedydoafifsue. Third, conventional nonolithic router BeBU§NEIISO have
limted a o flexibility and extensibi3ity. For exanple, the present

i nvention recognizes that it would be desirable, in view of the rapid
gromh of Internet traffic,. to dynamcally provision, configure, and/or
real | ocate access capacity to IP WD 02/-1-48-4.1 PCT/USO1-1.1397 -1
based servi cesaleRéfeatiselya dhesmeanphatiatnnmter nffimetias dry condeniratdd i these

providing additional access ¢ city is a npjQr cost conponent of networks,
t he enf or ceneiRBteEF rP%’PPE%ag%Fé@%S @%ﬁw eﬁfﬂf??éil@%- and provision of
vdiffering qualities of service is vital to the efficient utilization of

avai l abl e s access capacity. However, conventional edge routers are not
capabl e of cl assi fn thg paionaderouter architectiretis géderailyt mprdlithieidnd enf or ci ng

vpolicy controls qr of responding.to dynam c requests for capacity, and this
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comerci al i zed har dwar e, i erm tt. g&xﬁn&e e.services tqQ be t%i lored to

ile :
meet the needSUST 1§ rRRTALY ited BY Brargnallymsiafld peacessing harfwareia@droyr th,
because of t hgnRbORY d:xhRdet Aoddmle® WithBut BhlasdmdHt of Rl nes- ARtkrShYi ces, if
a service provider deploys routers fromnuitiple vendors:in a conmmunication
net work, the mongithictandyprepmeataryatesigmolf eonventionad youtérs péstiie memimbeout er
vendors wi || t necessarily. inter-ogperate.. Consequently, service providers
are not able ‘%}?Pr @F@ﬁgggrepﬁ%l[@@egﬁe& 'gt\kﬁ“feé‘ﬂgg' from one vendor and 20
purchase service control software from another vendor. Furthernore, a
service provider cannot offer its communication network as a platformfor a
whol esal e provi derFirgs, bdcause rpatepetradidentlly daye 8 singlecontrotled previding he
exi sting base petwork.capabilities. 2.s |ln view of the reqoj ng and
addi tional sh%fﬁe&)‘ﬁ‘i-‘s_ngg aﬂrlfn?s%g.eptﬁptae tr?UttCﬁ(éODa,OilgléSr{.an {?&éen‘gil%n recogni zes
that §§ woul dedpplele Thalahg & difficufilan disedsive i@ WA REWEErKicas 6Lmdilly Chi t ecture

t hat addresses and overcones the |imtations of conventional nonolithic
rout er archi texdstingssrvigy. As a result, the time to market for new router-based services

is extended and is usually dependent upon vendors responding to service
provider requests to implement new services within their proprietary router
architectures.
20
Second, conventional monolithic router architectures are not readily
scalable, which presents a significant problem for service providers,
particularly in light of the phenomenal growth of Intemnet traffic.
Consequently, the processing capabilities of deployed routers cannot easily be
25 scaled to keep pace with increasing traffic. Instead, service providers must -
purchase additional or replacement routers to meet the demands of increased
traffic.

Third, conventional monolithic router designs also have limited
30 flexibility and extensibility. For example, the present invention recognizes
that it would be desirable, in view of the rapid growth of Internet traffic,.to

dynamically provision, configure, and/or reallocate access capacity to IP-

/



WO 021 -4-48r1 PCT/USOLL1- 1397 SUMVARY OF ' THE | NVENTI ON The present

i nvention introduces a distributed network access system architecture

i ncl udi ngwo prrogeamrabl e access device. The programuabl e ageggsoi1dRyI7Ce

i ncludes first and second network interfaces through which packets are
communi cated with a network, a forwarding table utilized to route packets
comuni cated between the first and second network interfaces, and a packet
header filter. The packet header filter identifies nessages received at one

of the first and,secon etwork interfaces 1 n..whi ch pol.i cy-.hased
services are %e%ge%?'eﬁﬁﬁ%\%a RN g‘"é’é‘%@g’sﬁg‘?ﬁ%ﬁ%‘&m s?gg}’égv@'lnﬁ a nessage
interface to adiittxiataéitks PAPAGRS 504 mbhor chét@eRPHOAEH of hétwRke! e ed

‘erbodi nents) the packet header filter is capable of filtering packets for
servi ce procegtpregmsateldntpiiiseny pdmission conwrelpadicies ang pravision af t o prot ocol

| ayers hi gher ,. I ) - Or: r LeRt S, A ammabl e
‘access devi cedltfn%gﬂglqg%l%eﬁcqfﬁégu% 13&&%1&8%6ﬁ%§%hﬁ@§2§}18%gf%gaﬁlg%em s, such as
sessi 0g act i vadc¥ss @ipadity. However] dmventichahedgepomensaehot capaisikioger t hat
pol i ces packets by reference to programmed traffic paraneters, and a
schedul er t hatlassifiyinga wide Yasiety § &Ynsh vhulespfogeing ol kantels or efippor t

mul tiple qual| - ryice . I i f1an.t aﬂéqrmﬁle access
devi ce, the d%eég?n%“ﬁ%ddyﬁ%%%%ﬁgﬁggogggg%gt?é%%sa@%ﬁﬁ%ec urgé1 preferably

i ncl udes an etiacorpbrapy withisarnreatig deplogedmonolithict eddge roifiers., The pessesy dance
with the present inventiQn, conventiqgnal no ithic, proprietary edge
routers are rENPREQIRCEPIHPEY ASCOLPIZEY altm“m@%wéé@éo E%ﬁ%rﬁ%?hat

al l ocates the i [REYE it I Stite as

Sddrt e fu%';cd#%%wt y)ahﬁ‘n‘%%afﬁﬂ&é’tébﬁ@gﬁ’gﬁﬁmnéﬁﬁﬁﬁs: 2D oé%émmble
access devi ceandsecerityeserrdtesincorsmaucializadchasdware crbide paymitting theseor ding to a

25 preferred enbodi nent of the present |nvent.ian, basic routing of packets
bet ween i nput SSERECHGY ?‘Hﬁhf‘% t ﬁé‘e%fgcﬁgé'é‘hﬁ’gf‘%ﬁ"ﬁtof@%@‘#% ® by the
access routergbjever, forwarding and generic traffic conditioning

as

. 0 ' . o , . . : .
functi ons, su%% mar ki ng, policing, nonitoring, shaping, and filtering,
are inplenented in the progranmabl e access device, and service functions,

such as nessage inferpretation, signaling, admssion control, and policy
invocadfion, are i _n%?'é‘ﬁé&leﬁﬂlsg °§&I_ P%?%&t’@ﬁﬁﬁﬁﬁ”&@%@b@?% aﬁ‘gt ail ed
infra, this dig{icedytd &aviek pf'dw&ér'd‘éﬁ_ﬁgk Folutérs Sehd SuitipldWeRIopus sadvant ages,
including inproved 'scalability, flexibility, extensibility, . :

i nt er oper abi | ¢amymugisation ngtwozl, dhe propriciarypsesvices iomlementgdiby theghffereod| ect s,

features, and_advantages .qf the present inventiQn will becone 3 5 apparent
i the Tol | owoHE" debdarte st} BeeeReegil Bhorheee. ConpimenpioiqVize ©
PCT/ USOL/ 4439%r0%ideR &k nbESKIR P Firchhsehrodicls ARAWINRS fidie one veddok @ad ur es

bel i eved characteristic of the invention are set forth in the appended
cl ai M9 The iPrrebaseservicesmirohsnfvase frogsangiher verdof. Fuehermarg aypde of use,

further objecfs,: ANE

ref erence 1o 1RUCE BTN SeARE b dep 8 EfamuMleatioR ioREad KABHERA 4L £

enbodi ment whwholesale provideang offet vaive-adddd datresead casnilizitigrtte dxiatimggs,

wherein: Figure 1A4is_a tropolitan view of a prior art Internet service
provider io nWWQ?EﬁF%%‘]’Fg& aggregation and core routers; Figure 1Bis a
nmetropolitan view of an Internet service provider network in accordance

with the present invention; is Figure 2 depicts an illustrative embodi ment
of a esmmuni cat i onImeewofithé foregning shadsditidntah shdrtsomingsanthe priegrarf,on; Fi gure

3 det ai | ed .bl ock di f | ar. nbadi t of
prlo;r:mrrrg[fe ié?gnﬁwgﬁtmgﬁg%n%%%g‘gﬁﬁﬁg’g d\%%‘i[ﬁli’?e[tﬁgn{ﬁﬁ%gﬁ?nq“ﬁventi on;
20 Figure 4 igetfofPiResiodrdhiteelird R kddte a6 8l SereinéthéTintaogodi ment  of

an external processor in accordance wi.th the present invention;
conventional monolithic router architectures.

30



Figure S5A illustrates exenplary signaling between a programmabl e access 25
devi ce and an external processor during a switchover to a secondary service
control | ewaloxset fai l ure of the primary service control | es¢T/bS@QuUusH758

depi cts exenplary signaling between a rogramuabl e access device and an
external processor during a switchover froma secondary service 3 o
controller to a primary service controller follow ng restoration of the
primary service controller; ~=8~~ PCT/ -t397 Figure 6

il lustrates exenplary si gnalsllﬂﬁﬁ‘gﬁér ﬂgmmb stemin accordance
with the present invention to support service reservation utilizing
Resource Reservation Protocol (RSVP); Figure 7A is, a state machine diagram
illustrating the &hroweseqtdyesion godeshdisaibyedretorkacsrestsytemparehitesturelevi ce
during a TCPingia&isd £rogrithiibleficokE dediced di agram il lustrating the operation of
an exenpl ary programuabl e access device and associ ated service controller
in thé event of a 10 TCP state menory full condition; Figure 7C depicts
exenpl ary si gnal i g pregrammablesoteks dadesdarindes firit amd sequndreteridatedeesvhtohgit he
present i nvephiPphci akd Wmbah @S i A Retk ok Ahiwalag Bbie ufitSed o Wtcpadilrs

Il lustrates exer{B! ary sign I&{;? in a network access system i n accordance
with the preSEHRunicH egth the {7t 390 s AR ANsTBFESGpd apagiopheades Bltes Ther gure 7E
depi ct's exenpdcit fteaddr Gin@lidengfics meRagaetevuded atdOCH IR fifsy A evidmeR@Eifittdee Wit h
the poesent LR dalka!sGHR%% ddnblndith B! Jh e @l GRLaL Ol 20 TCP
session;, Figure /F 1Tlustrates exenplary signaling in a r_1ef1 'k "access
system i n acwewwainssiacite pr peremabiresswen fon preressing. Jn piriverd cpbyiipentio s paskett | mes
out; gs Fi gun@ﬂe? @lﬁéi'%lfbbﬁabﬁ OB RIBHTRE PcietsTordbrRict ﬂgc%ssmgeasm@mr&gamﬁlﬁéa&?sst emin
accordance with. the present inventiqn n essi on. abr upt cl oses;
F gure Ba i | PHEPPRRAE R bR g e D P prrede bR S e e et |
accordance Wwadceshdevicempy saindude avage montor tat eperalovens,such atidRidu@stivity Batlagr am

15 to the external processor, a policer that polices packets by reference to programmed traffic

parameters, and a scheduler that schedules the transmission of outgoing packets to support
multiple quality of service classes.
In addition to the programmable access device, the distributed network access system

20 architecture preferably includes an external processor and an access router. Thus, in
accordance with the present invention, conventional monolithic, proprietary edge routers are
replaced with a distributed network access system that allocates the functionality of traditional
edge routers (as well as additional functionality) among three logical modules: a
programmable access device, an external processor, and an access router. According to a

25 preferred embodiment of the present invention, basic routing of packets between input and
output ports of the access network is performed by the access router. However, forwarding
and generic traffic conditioning functions, such as marking, policing, monitoring, shaping, and
filtering, are implemented in the programmable access device, and service functions, such as
message interpretation, signaling, admission control, and policy invocation, are implemented

30 in the external processor. As detailed infra, this distribution of functionality results in
numerous advantages, including improved scalability, flexibility, extensibility,

interoperability, security, and service provisioning.

Additional objects, features, and advantages of the present invention will become

35 apparent in the following detailed written description.



30 Protocol) session having an enhanced quality of service (QS) path;
Figure 8B depicts exenplary signaling in a network access systemin WO
02/ . e8- ~- w028k USO1/ . 1. 1397 accordance with the present PCHUSNt/44397 i n t he
case where packets in a UDP session receive best-efforts delivery rather
t han enhanced QS; Figure 8C illustrates exenplary signaling in a network
access systemin accordance with the present invention to tear down a UDP
session that has tined . Fi e 9A depicts exenplary signaling in a
network access system?ﬁﬁgﬁﬁgémm tﬂéﬂﬁr%ggymé%nti on during
Session Initiation Protocol (SIP) call ~o establishnent; Figure 9B
illustrates exenplary signaling in a network access systemin accordance
‘wWith the present Theaovéldeatdresibeljev@dRhanklerists of thatrivention srefepfors: 19C

depicts exenplary sjgnaling.in.a netwprk access systemin accordance with
the present \PB%W%% %méoﬁﬁsl?mnaoytﬁfléhwe\fe&msmﬂr?g squetested spodsrofa time

‘out by the ngl.Mafer bi i I j ! { net wor k
access syst o urger Dbt Rd ddnin oy, PHFHRY B ndiriDRd bPforbibal 100”2
SI P cal |l f ol tocthe figlaeing detadnd déscaiptionef an fllusirativecemisodimnentreldnaread dess
device; Figure.9F depicts exenplary signaling,in a network access systemin
accor dance wrmBURGHEn g‘s%‘?t“?%@‘?‘ﬁﬁ%&gmgﬁg&?@%all negoti ati on; 25
Figure 10A depicts exenplary signaling in a network access systemin
accordance with the present invention to authorize registration of a

mul ticast group; Bigureilduise memopdlitasyiewtofs petoear [utesnetsegviat prayider a

networ k access system. n accordance with the present invention in response
to af@unaut hg)qm?éﬂccg{%:%ag%egagon and core mﬂersp P

Figure 1B is a metropolitan view of an Internet service provider network

in accordance with the present invention;

15 Figure 2 depicts an illustrative embodiment of a communication network

in accordance with the present invention;

Figure 3 is a more detailed block diagram of an exemplary embodiment of
a programmable access device (PAD) in accordance with the present invention;
20
Figure 4 is a more detailed block diagram of an exemplary embodiment of

an external processor in accordance with the present invention;

Figure 5A illustrates exemplary signaling between a programmable access
25 device and an external processor during a switchover to a secondary service

controller due to failure of the primary service controller;

Figure 5B depicts exemplary signaling between a programmable access
device and an external processor during a switchover from a secondary service
30 controller to a primary service controller following restoration of the primary

service controller;




regi ster a nulticast group; WO 02/ ~~8~-t 9 PCT/ USOL/ ~~397 Figure 10C
depicts exenplary signaling in a network access systemis accordance with
the presqpgodagfntion in response to an authorized nul ti CRESKUSHEERT
menbership query; Figure 10D illustrates exenplary signing in a network
access systemin accordance with the present invention in response to an
unaut hori zed nulticast group nenbership query; 10 Figure 10E depicts
exenplary signaling in a network access systemin accordance with the
present invention iRigmespilseates exanplagytsigfaliag ihonéinedk stdetd 88&im facket s
from outside the netvvor.ﬁl; Fi gure 10F jllustrates exenplary signaling in a
networ k acces&°YansmWith the pressatisyentinndo fRRRPrt HEVIHH EESENRIemYEiAngn i n

.response to r%%ﬁ&e%@s%&%i&%ﬂ )i;cast packets from outside the

network; Figure 10G depicts exenplary si‘gnaling in a network access system
I n accordance with the present invention in response to receipt of

aut hori zed 20 nul ti cast ckets fromthe netwprk; .and Figure 10H
i | | ust Pates exenpl Jﬁ%ﬂ%ﬁ@‘ﬁmﬁ@tﬂiw@%ﬁm@m&&%&ﬁw of@8or dance

W th the presgn 'ml\ge;%g%&ﬁﬁbxeaeéﬁ § MRS Z ECP Bisfoncast packet s
recei ved fromtr?élbnetv\o . 25 V\0502/-1~8~~gIPCT USOl?o.hl- 4397 10 DETAI LED

DESCRI PTI ON OF A PREFERRED EMBODI MENT Di stributed Network Access System
Architecture Figure 7B is a diagram illustrating the operation of an exemplary
programmable access device and associated service controller i~ the event of a

10 TCP state memory full condition;

Figure 7C depicts exemplary signaling in a network access system in

accordance with the present invention during TCP session establishment;

15 Figure 7D illustrates exemplary signaling in a network access system in

accordance with the present invention during disconnection of a TCP session;

Figure 7E depicts exemplary signaling in a network access system in
accordance with the present invention in response to an authorized request for a

20 TCP session;

Figure 7F illustrates exemplary signaling in a network access system in

accordance with the present invention when a TCP session times out;

25 Figure 7G depicts exemplary signaling in a network access system in

accordance with the present invention when a TCP session abruptly closes;
Figure 8A illustrates exemplary signaling in a network access system in
accordance with the present invention to establish a UDP (User Datagram

30 Protocol) session having an enhanced quality of service (Qo8) path;

Figure 8B depicts exemplary signaling in a network access system in



Wth reference again to the figures and in particular with reference to
Figure 2, there is depicted a high-level block diagramof a portion of a
conmmuni Cfcd 4Bet wor k 3U having a distributed network accREBUSHSHEN 31 in
accordance wth the present inventiom As illustrated, comunication
network 30 may be coupled to equi pnent of a nunber of custoners (one of
which is represented by a custonmer router 32) by an access line 34. As in
Figure 1, access zo line 34 may enploy any of a nunmber of comonly utilized
tr?nsportdnet um]?idahﬁﬁhzﬁmﬂth?pmsﬁntam o tiag hEtH&;?ﬂfﬂwh@@}iEﬂketsAiﬁM%D@ debsioR ]
relay, and may further jnc e unillustrated aggregati on hardware. As wt
convent i onal HEFXB E@Te@fﬁﬁ%ﬁ"%ﬂ?@ﬁ’ #Bhgac &oﬁbl udes a.s one or nore
core comunication links 3S (e.g., trunk lines) coupled to one or nore core
routers 36. However, in contrast to conventional conmunication networKks,
such as that ill usFigure®G ilusirgras exepplanyssignating iroaihetwoB2astesssystem imt er f ace
"t o conmuni cati on net wor 0 via.a monolithic roprietary ed router.

| nst ead, cust?)‘??@’f(p"&&% ¢ PreSERE ORI &9 gﬁ%ﬁ'io‘?‘bﬁml? ?2?10}161?"2%?%88?‘12 0

Wi th communi cggt on network 30 via a network access system 31 that

distributes the functions of traditional edge routers (as well as
additional functionality) anong three |ogical nodul es: a programabl e
access devi ce (PADQ.. 40 n,external ,processor. 42 and as access.router 44,
According to a pre W&&%ﬁ%ﬁfﬁﬁwﬂ s[xwixﬂgé%%m:m{o BEFHYS A ¢ routing
of packets 2 gecBRianeewiththeibreséf itenbbh dﬁﬁﬁ% SessfontIhRiaf6& PSStod (VI kealls
perfornmed by access router 44 by reference to forwarding table 50 as

det er #Pned byesshlishmgnt; Gat eway Protocol (EGP) and Interior Gateway Protocol
(1GP) routing tables 52 and 54 However, forwarding and generic traffic
condi tioning functions, such as marking, policing, nonitoring, shaping, and
filtering, are inpFineeY8illastatede 1449 sighatingS el yhet@ofletiseystensinch as
nmessage i nterpretation, sjgnaling, adm ssion _control, and policy

i nvocation, aReEordaprenERtbePIcEen mvenHan durieg 8! tapminafionsn t hi s

di stribution of functionality, incomng and outgoing WO 02/~~8. 1~

PCT/ USOL/ - 4. 1397 11 packets are typically comuni cat ed between core
comups cat i on | i nkFigide 80Hdemists exanplaryufignalid@ inva actiRbik détesosyseasin out er 44,
and core router 36 | and, opti onal l‘X addi ti onal swi f chi n? ihe, access network,
such as an ATMCBid2RES Withipe RIFSe favenaaR isonciude andE call follaviige AeteeioBnal ity
of PAD 40 det RAGKEY tR ddr@¥ik:-for which additional services are

requi red, PAD 4U passes’ appropri ate

Figure 9D illustrates exemplary signaling in a network access system in
20 accordance with the present invention to conclude a SIP call following detection

of a time out by the programmable access device;

Figure 9E depicts exemplary signaling in a network access system in

accordance with the present invention during SIP call negotiation;

25
Figure 10A depicts exemplary signaling in a network access system in
accordance with the present invention to authorize registration of a multicast
group;
30 Figure 10B illustrates exemplary signaling in a network access system in

accordance with the present invention in response to an unauthorized attempt to

register a multicast group;



nmessages to external processor 42 for service processing via a Message,
Reporting, and Control Interface (MCRI) SS, which can be accessed via an
Appl i cat wWpoF@ew anming Interface (API) on PAD 4U and extRCTEHSOIFHITessor

42. Distributing functionality between access router 44, PAD 4" "~ ~d
external 10 processor 42 in this manner gives the service provider (or even
u. . .i parties) the freedomto extend and nodify existing services, create

new servi ces, or add nore processing power to external processor 42 w thout
adversely affecting the forwardi ng performance of PAD 40 and the routing
performance or fungtio Lty .of access r.outer .44. 15 To inplenent, a desired
functionality for %%eﬁgﬁ%llgrﬁteﬁ?ﬂaﬁ%?%‘g%& aﬁfwc?rhgcgggwqggan ovi der
.{or even a ca&éo@amfce%ﬁﬁh&@téﬁpﬁﬁ%ﬁ@onqa@esgsﬁse&s aRQhineYizédRRida& t he policy
dat abase 4G of one or nore policy servers 4S (also referred to as a policy
deci si on poi gtoupPBFnbersEp query;ser ver 48 then 2 o nakes policy decisions
*that control the functionality and operation of PAD 40 and external
prope§’sor 42 by reference to the policy ruses stored in policy database 46.
Policy server 48 ¢qgmpe(IRiIRSTRRS eLMBIES Siilisg a8 ndSHPE hodeslsyaith wur at i on
paranmeters for external processor 42 and/or PAD 40 to external processor 42
via a Servi cecqusddnep with e paesent{ispentiongn resmpess te an upeutherdzadynulticass f or
exanple, via | i .server 48 and external processor 42.

Comuni cat i oﬁpgﬁéﬁﬁ&égﬁcdg%&énpl oy any of a nunber of policy .query
protocols, including Conmon Open Policy Service (CUPS) and Lightwei ght
Directory Access Protocol &I}EAP), whi ch ,are, respectively defined, by

| nt er@et ~ Engi neer Fign ¢le exqmplpyy signaling 7 8 nghyprk aegess Grstean iy e

i ncor por at ed I : : s : ays
configurati oﬁ&ﬁg@%%&s&%é ?&%ﬁgﬁﬁmpﬁé 21% ?R%eéaﬁ%gﬁpig?é?%g 58. WO
02/ -t ~8~- 4 Pahilliasi packd&Ford dutdhiethesnetsweld f urther bel ow,, network access
system 31 al so permts the service provider (or even a third party) to
depl oy additional functionality in external processor 42 by devel oping a
service control | el b0 SHIFPRhbtrdtBEe il liheyi ot i\ sleheiser vi ce
controll er on ext g?rl ‘g’i processo?&z&. sérxgg%%tla}l{%gf&%nc?f onafi y calr?sal so be
i npl elsent ed_ aecondenee vk thathe esasestiaventiod in ndspbnseito gedsiys of Neawtorkzelanagenment
Systenm) 72, which is alsao. referr to as .an OSS (Qperation and Support
System). NNB@%“??SEP?%F??&%HPPH%%‘&P%tB’GF]f’s alarns for, and configures
(e.g., assigns an 1P address to) each of the conponents of network access
system 31 via interfaces 73-77. NM5 72 also preferably includes io billing
and accounting fadiiginte i depictsgkemplaresignaing ih emetverriziacesss systerppfiopri at e
Customer S ! Bkccs kAP yim 4P g ETRORIGuloR iTRADBMESo AP LR EudIYL

control l ers PH% 0
20 multicast packets from the neétwork; and

Figure 10H illustrates exemplary signaling in a network access system in
accordance with the present invention to handle unauthorized multicast packets
received from the network.

25



As further illustrated in Figure 2, network access system 31 of the zs
present invention permts flexibilityr in the placenent and inplenentation
of networwomisigii ng. For exanple, an ATM or MPLS (Mifti - PCatusook43Rabel

Swi tching) network can be utilized totocouple one or nore PADS 48 to port of
an access router 44 through an ATMor MPLS switch 60, thereby permtting
signaling and policing functional blocks 62 and 64 to be inplenented z o
separately from access router 44. |If however, signaling i s i npl enent ed by

gftcgf?\at io\ljtele;/ 3: N e%@@%%%ﬁgfgwg??g&% and 3P uter 3G an

aggregation switch. Furthernore, access router 44 may be |rrpl enent ed by an
‘external processor 4 runm ng routl ng sof ware controlling a | arge PAD 40.
25 Progr anmabk Listpiduies == & ow to Figure 3, there IS
dllustrated a hi ghwk’ﬁ}{ - 1L t qag% rrpr|5| ng
an exenpl ary enbodi mentlaéfg%lnetg %@n@gg%%sor %ﬁa &Iitﬁ ¢

i nventison. As Figired, alhmvmdeﬁmﬁzdﬂfﬁ)mgﬁ-lav«i baoqkrd)@ammlal rtiofss deV| ce

containing required,forwardin SI fi catl on functions al ong
with ot her opFP’@ﬁ'&F“‘Ealt‘QPtﬂieB" gr}grha, %f?lsm% tedingtraark aeress Bistennal B npl enent

any desired coghi, E%ttpfheﬁ?é Eht”tﬁ ventiolid AiudtPridd Lonlintdaibd serdibfc 36
policing, nonitoring, and s i'hcom ng an goi ng pac In a
typi cal errbodm@rtte,cdaﬂadztﬁ eqmpmcpt efemimberad castometsi (nad ofwhiok issof t war e and

conventional router rdware that co rate to provide the functionality of
the illustrat EPFSHRA }gaqupprpqrdgp@r e‘?fa%qﬁﬁeqsqm? K I‘Atfs‘flﬁ?é "Grlslagcﬁﬁl lized

to indigcate 81199311‘21%’}% %39%93%’1@1@&1&8"&”@[1 r“ﬁd% n@ﬁﬁ%ﬁm ng e g., from

functional nodul es of are |logically arrange
cust oner rout mchﬁﬁpgmﬁpbwhtagﬁlhﬁgne{teS@NETt & T god frame melae rand Mayt fuather c

paths, with the C thlnc acket 10 header filter 80,
mar ker / pol i cefn%‘ﬁi] ‘fﬂ%ﬁ#@?@) tabl e 86, and output buffers
and schedul er 88. The out goi ng pat h simlarly includes packet.header filter

90, forwarding table 86, nonitors) 92, marker/shaper 94, and output buffers
and schedul er 9b. ?ksevvtﬂmﬁemteohgnzitneavqus;fcomwamn@t:tvcmlasomnhtdees can: be

i ndepe dently nfl R n_e ocessor 42
thr ot g6 Y cite Aok BLABI RO Ys e SR Bk bl iOBRERR L, 71
external i nt enior€ eorefrofefa 35 H@@e\fdrlmtcoﬁt&m%wﬁ'eﬁb{oﬂaﬁﬁdﬁﬁﬁmﬁﬁﬂt@ﬁi filter
80, which distingujshes betmeen var| ous nessage types using any one or a

conbi nati on ank%’ﬁéc mI‘SBHFQ:b cAgtgries souter A2 dope et nat i on

Address (DA), f Sour ce Port
(SP), Desti natl X ort EB&& 3?@%% ﬁ%@%g{%ﬂ% §}g gge | ayer 4
and hi gher | aycmtexf iIebtelad, sustbmaseqthpm&xﬁ\lsuch%cuﬂﬁﬁzr mnterBNnﬂéﬂacéd ags) upon

whi ch packet header f||ter 80|sc ofllter %tantly, in
addi ti¥8n to f MEHOTHGUYRAtopRGtY k i267Fss syt fl i der filter 80

has the abili H%ﬁ%tésdtﬁghhﬁcho?%gbﬂdtﬁéﬂﬂﬁd d rofters {a@%‘ﬂaﬁaﬁmﬁﬁisage types or

specific fields and forward ose nessages froni
functionality) among three logical modules: a programmable access device

oy

(PAD) 40, an external processor 42, and an access router 44. According to a
preferred embodiment of the present invention, basic routing of packets

25 between input and output ports of the access network is performed by access
router 44 by reference to forwarding table 50 as determined by Exterior
Gateway Protocol (EGP) and Interior Gateway Protocol (IGP) routing tables
52 and 54. However, forwarding and generic traffic conditioning functions,
such as marking, policing, monitoring, shaping, and filtering, are implemented

30 in PAD 40, and service functions, such as message interpretation, signaling,
admission control, and policy invocation, are implemented in external

processor 42. Given this distribution of functionality, incoming and outgoing




external processor 42 based on the configured filter paranmeters, Thus,
based upon its filter configuration and the fields of an incom ng packet,
packet hesdee2/f#8iter 80 directs the packet either to an expErosdi/sacessor
42 via s o0 nessage interface 100 or teta specific marker/policer 82. It
shoul d al so be noted that nessage interface 100 may al so i nject a packet
specified by external processor 42 into either of packet header filters 80
and 90. WO 02/.1~8~-t PCT/USO/.1-t397 1.1 In response to receipt of a
stream of pac f s i . h; olices

t he packet stb@%wﬁp%g%??% one %{tegrr%%tgﬁ%%gée}ﬁ cglr%ig% a§8%&%%§§?(gori t hns
to determ ne uvimdrherroutee 3P aikRADSEN, ecoess onfteyrddp arsd ¢ave tdutert¥6abhid c par anet er s

establ i shed by control .interface.104. As a resylt qf the, polici function,
ot Ker | pol | cobPEaH pidH Bpsl s AGinEE aforonar Btk ced e A ATEEHAURES: i g
packets (e. 9. gyt 603@ HwheE, iPﬂze!ﬁlY&%FHﬁhﬁohBN@,ofm a9 dE@H@EaEI&@CO”f orm ng
packets, depending upon its configuration. If marking is required,

mar ker s pol i ceflo®? forawhick addikionalisarvides api feuired: PiAdd 48l psises/appespriato

(D ~" Serv)/ TOS b%/te in the |IP Aoacke:{.l[peade.r and/or the.3-bit MPLS

experi ment al FICS138SS WO REIGRalRIRCeSRRII A fORANECk RIRSESENGY R 2 MeRIPEF ot her fi el ds

as confi gur edrBYoGAR! 4ndl Coritic? ThteFReel@ACRDISS, BAlchRANbe GBécREcddAR kT ST eam
Wthin the incomng path, one or nore nonitors 84 having different is

functi ons mayApplicationl Rrogdamniing (ntdeface (PdH) ex R} 40 andwesdernakprocasser 84 nay
include a usa ni.for that.tracks statistics for,diffenent, |ayery?2,

| ayer-3, | aye?f~4ﬁ?%ﬁ§“‘m€gﬁ&?“‘f“§§§’r gettralgﬂ‘ ‘i‘ctggis)f%té’gfé’%# ‘t'oﬁ?b‘ﬁ&%%?l a
Servi gg Level pA@eRerBNin thid Hiininer Yok Y Seride pRayidet for evae LUdipasties)

faul t/troubl eshooti ngl debuggi ng nonitor that verifies conformance to 2 o

st andar ds andthgdtgedom tp gxtess and sy axipting denviags . crete BoMs SEI¥iceH: oFavi ng and

reporting ne [ j i nal processor
42 via reporW%%mﬂﬁ%@g%sggxg%fg&%é%&@Wg&%@%ﬁﬁ%&%ﬁ%ﬁ%& ti ng nmessages,
t hr eshol ds angffedtingrthe firivarding perforbnsedf PADI4D dndvib& eouting @peoimargeevent .
The reporting nessages, sent to external processor 42 by nonitors 84 may s
summar i ze usa@efungrepalisy pharcpssrodtepdts i cul ar cust oner, report the
occur&gnce of a high-priority traffic flow, alert external processor 42 to
a |large volune of out-of band traffic, report on inactivity of a nonitored
flow, etc. After pHlodepienmthylesiaakiahctimmaiiorfof PATR40 8d ¢aemalopt i onal | y by
30 marker/policer 82 and rmnjtors_g;lt)éb%i ncom n'g acket.s are processed by

forwardi ng t aBIo¢=BeT 45 ShsaryicR §TA rAOBY R T OB A Hp FaRach
forwar ding pabine e AL e phRErbaghRe R ordné BPRRCAIRY sBeRApKE! T oW

attributes, su ] ~ PCIJTUSQOL/ ~~397 15 DA] SA, TGOS, PT, SP,
DP, the i ncon{alsp yefarted tams aphlicy deqisiom poigt (RPRNt Bolicypserterds thdm ch PAD 40

forwards the packet thrpugh the access, network.toward acces ter 44.
Ui 1T 28ng. t he kpOPRUey GerIona s Cne o e Mo BoRalia AR, SR I A Ale ds
packets 10 thgn ARREQRI hrdb&setd Dby raférehée Be Polfcyatiles sRrdFialgaliey L 0 out put
buffers s and schedul er 88. Qutput buffers and Schedul er 88 butffer packets

ready for tr afiatabaseidén Polioy servendftaremunisataepelinyidesisians and essesigtad t he

transm ssi on of such. packet T ferin | 1] ] and
schedul er 88, ° %’ﬁar}%%rpaf%m%gﬁpgg?%’gg’%a&rﬁﬁ gﬁ#ﬁg&ﬁ%?g?g%ﬁ% y multiple
buffers, is ppricesssr 42 viacBérviye Pelicy interfpRrqSPD)B6| whivheafdb® acteasals, or even
QS for each I ndividual flow._ Far exanple, a percen{age or a fixed anount

of buRfer spaf® cEamPplfe Viass HRERRN PYICY v 48 §~_B£9’F‘ﬁ PIOgeRses R-c| ass of
;Lg; ]:)Ir : DIC:)>r ?’hgﬂé‘% e%ﬁgghggg %?6 %#g%&ﬁé?g%%lf)fggu%f%pggé 8{11[%2 r E-tl)-l nsznd/ or
_other al gori t prosodots, tiduding CoplreomOpereBolicy Service (COPS) and Lightweight
Directory Access Protocol (LDAP), which are respectively defined by Internet
Engineering Task Force JETF) RFCs 2748 and 2251, which are incorporated
30 herein by reference. External processor 42 relays configuration parameters for

PAD 40, if any, to PAD 40 via MCRI 58.




mul tiplexing the different traffic flows. The conbination of the buffering
and schedul i ng nechani sns can place a limt on the queuing delay to
transmt wopaokedit t hrough PAD 40, thus guaranteei ng a bourdaruseaisiss7for the
QS jitter paranmeter for selected traffic flows. Buffers and schedul er 88
can also apply 20 CBQ (C ass-based Queuing), WQ (Weighted Fair Queuing),
VWRR (Wei ght ed Round Robin) or other link sharing algorithns to optim ze
comuni cation. The outgoing path through PAD 48 is simlar to the incom ng

path, z 5 except for ;the inclusion of rnarker/shaper in lieu of

mar ker / pol i cer 82,7 ‘SﬁﬁsFé]E“EH’e?B%F‘@&i’ 5‘?@" r%?“teﬁ%?g%g}(?f?’éﬁp?’ml art,
mar ker / shaperseBAcslpeiated fort986 athied phrig) tH AKBY additiend FurtiokagtyRacket s to
‘appropriate output buffers for the various queues serving different QS

cl asses for iexamilduetessaroidsbnevelapinga puvicp gentegller imsppsenidtul er 96 to

control the | . [ et flow or sinply
count 5. non- cdaParoell §le BauRAfe o8 P 3R ARG Rhsspr 0 ccent

i nventd on cansdditiggdlifoy@idnality cal@idde-itmplermedfédlinl Rl drk bo@¥ sysberd 3nunber  of
| ocations in a _network to performtraffic rranag:rrent and palicy control.

For exanpl e, Wilizm W EVetwerMapagement Systgay drewhish écalsp selareditn agang. |

fiber, xDSL, | " X C e cting
cust oner equi%%r@p {%ﬂgﬁ%@ggﬁ%ﬂ%ﬁ%ﬁ kﬁgﬁﬁ% .ngéfg,bc%@rglgsi }gﬁgﬁ S%@%ﬂ? ocat ed
ext ernal prodessadTodgurdt {ecg. Nadsigne by [P addaf3 tdPeachnf e deplonyed ofit a
service provider's Point of Presence PCPé, I n er%qci ng 'ttlwz_ cust omer
site over a prEtyakaccesisysteR 31 Viginterfpses 7 TﬁEtﬁMﬁ_ et alsooRr S A PAD
40 i ccord 1 : : o I | SQs acing a
servert arm thame el hel Sl Ak MAENIORE A0SR 1o BERORIE TFL 07 Thre
manner in i o odsioniers, focéxampdé, st rédponsedo metseagek frofn BABSVLS choroldarsdén packet s
to access router 44 is configured in forwarding table 86 by an external
processor 42 TRTAY REBFHRSFYI*4 nt er f ace 104. External Processor is Wth
reference now to Figure 4 there is illustrated a high-1evel block diagram
depicting the | ogical elenments conprising a preferred enbodi nent of an

ext ernal processorAdfuther dbstattdric Figurel2, netevogk acresa systemedt ofthe Ext er nal
processor 42 can be inplenmented, Util.i zi ei t her or,bot.h of software and
har dwkt e, mhiﬂfﬁseﬁgfna'ﬁﬁn&%n BWESM%}@%%FCW&%%WBE??%P ﬂﬁ?dwar e ao
or special PUePREk ALY, ForAkhmpied bn AQM VB MPIGMulitRbLRFBIL el ons  of
external processor 42 that execute on the hardware of a PAD 40 are

possi bl e, ext®vitchingmstwekmande ytiized tofeouplsl grejonmraeBARSH#0ip partAfand- al one

o be-casi |y Wttt YR kE L F ATV RPYRLS AR G0 el Heffiag 07 ossr 2
performance ejigmilingland Paliahgcfmi@nalhﬂbdwz@nd%nabahhphmhtedxt er nal

processor 42 fromthe forwardi ng functjon performed, by PAD 40 al so all ows
dynam® al | ocssPRdielnfropy ascess JPHET fbs Huheuwavey, signahng i& mplemenisbbessor 42 in

response to 1eGert A ﬁgﬁ. ' t f orwar di ng
per f ormance %E%}Eo%éﬁiﬁ?%@gﬁ)%gge%%%dﬁ I g%{rj%m%fl d|'Tsr?pl enenti ng

ext ernal procatiesmativély rdntetpdset] pefivesmabuls ufer4d aodcnretrouten3@rt er nal
processor 42 to seryvice,.ulLiple PADs 40a and 40b (whi ch ma | ocat ed at
physi cal |y diWHPBE‘HF%néb‘%’?@%??‘ﬁ%&“?ﬁéﬁﬁ”é@‘mﬁgmﬁ#%IaE ext er nal
Processors AZxtQnsQiritdsSorat2Suifiing rEdingSdfrwhnecchtlsipd lafie RPAD 4010
021.t-t8.1.1 PCT/USO01/ ~~397 17 a single PAD 40 with mul t1ple external

procedsors 42 provides enhanced fault tolerance. In a preferred enmbodi nent,
external progss s o niZnil WelBs 'Detidiplad™

Referring now to Figure 3, there is illustrated a high-level block

diagram of the logical elements comprising an exemplary embodiment of a

PAD 40 in accordance with the present invention. As noted above, PAD 40 is
30 a programmable access device containing required forwarding and packet

classification functions along with other optional traffic conditioning

functional modules that implement any desired combination of marking,




5 three types of processing: invoking policy services, signaling to setup
and teardown access network connections, and configuring one or nore
associ at ewWPREBE84I0. To coordinate these di fferent processipg/és;matisons,
external processor 42 contains one orlhore service controllers 120, which
each preferably controls these three functions for a respective type of
service. For 10 exanple, service controllers 120 may include any or all of
a Conference Call Service Controller (CCSC), an E-Comrerce Service
Controller (ECSC), an IP Tel ephony Service Controller (IPTELSC), a Reserved
Bandwi dt h SerpolicmgCmonrtotibgand BEgihg farrivcomihy lahd catgbingqrackase Tomtrol | er

(M8C). Such service ific ol. can be jnplengnted either with

dedi cat ed se_rt’}ﬁ”E%l e@%ﬁ’%ﬁ'ﬂﬂ%?é‘ﬁn %6 Erm\ﬁ? _eﬂgﬁiﬁéﬂ @%QQ% ?tléPg“iaFFd@deach _
support  ser vigRv&itRahl HufiPhirdwWaeé tha 6ofefite @qs}bmlelt&rﬁ;_aé@&ﬁﬁgbwmga' ntains
a session table recording all of its active sessions wth a PAD 40. As

further showilliswraRidymedulas. drFagursl3, gasheddine illusration Isudidised foindeath z o
associ at ed PAD. 40 respecti,ve PAD controller 124. Under the direction of
servi ce cont ro&tlpgz}l(iﬁ?ctwgfmggglﬁs. AD controller 124 configures forwarding
tabl e 86, packet header filters 80 and 90, marker/policer 82, marker/shaper

94, nonitors 84 and 92, and output buffers and schedulers 88 and 96 of the
associ at ed PAD 40 Gsunerailyospeagingahedinssionsl rmedulgsiof RAJA4P arologicellycontrol s

orocessor 178 mpbecinincombliE R dput fustnt GRR Bpad b daRE R 1B, T 000
communi cat e RRSGARE Souter 32 draffiopaths) evifihs FYBming 9£tha§&udiﬁg padket he

associ ated PAD 40._Upon recei pt of a nessage froma PAD 40, which is
usualiy a ne@&é@ﬁfl@égpv@éﬂqef/ﬁ?mﬁﬁézcmgwwf&) 8d oferwardig tableosandie processor

S 0 122 pars £SS3 | [0 . l-ate i troller
(as determ ng)?iné)@%u emfa?g:scgéﬁééér%éi (;ng)% o%%u?%&é% g{!ﬁelr T g.l_ﬁ%{sﬂésﬁ?ﬁcgg}ed in
Figure 4, at teagerdiliee00}forwardirg table S8ADRNAOK(SBR, brrlephimgrosthndo handl e al |
service types; WO 021e8.1.4 PCTIUSO /. 1~397 18 thus, éppartl cul ar service
control |l er lmltﬁPéPuﬁfBWﬁisé}éftdé‘lW%é@é@thﬁsP%@%ofﬂ?ﬁﬁﬁ ftigmabs 40. As

el ude & r opRIES e Ml B o ReuRl of PR RE 87 BB ™ i i ng
opti oxal noRiprocessdd4i2ahrodgh MMARE 880rti ng i nterface 102. Reporting pr ocessor

126 receives report nessages fromthe corresponding PAD s reporting
interface 102 and transmts appropriate report nessages to one or note

service control| erlﬁcé:ﬁﬁlgzd%%l?&'éHc@ﬂ'eﬁlﬁ%‘&?&?s%mér?r@uﬁ?‘mﬁt'tﬁ@eﬁﬁﬂfailgure the ~.
o reporting interface 1 of a PAD 40 to specify acceptable type(s) of

reporting messtfess oftaDeth are first gpenessed dypaskes eader filtpodd,iwhjclevent s, et c.
Upon receipt pf.a r rt _nmessage fromreportin rocessor._126 ar anot her
nmessage type «%twﬁgﬁsogeggggn ‘b"r‘u(fléégﬁ"agf ,es&ls?%r@iy@é‘e EBHFPS’F%I”@%"&_zo 15
translat es t ke (Esoare] typeOSARe: AR @Agpbbamaﬁy@maﬁes@gmr%%m ts the
policy query or queries fo policy server 48 via SPI_56. For exanple, if SPI
56 enpl oys CEOMSService EFORYDiEkservicndeppint AISGP), Sourca Port{BR), Bvpstinatinn S| P

Port (DP), and other fields of a packet (e.g., layer 4 and higher layer fields

such as the SYN, ACK, RST, and FIN TCP flags) upon which packet header

filter 80 is configured to filter. Importantly, in addition to filtering on layer-3

25 information, packet header filter 80 has the ability to identify higher layer (i.e.,

layer 4-7) message types or specific fields and forward those messages from/to
external processor 42 based on the configured filter parameters, Thus, based
upon its filter configuration and the fields of an incoming packet, packet
header filter 80 directs the packet either to an external processor 42 via

30 message interface 100 or to a specific marker/policer 82. It should also be
noted that message interface 100 may also inject a packet specified by external
processor 42 into either of packet header filters 80 and 90.



messages to COPS (RSVP) and COPS (SIP) nmessages, respectively. A service
controller 120 may al so pass a nessage to another service controller a o
1Z0 to obwO /a8 ti onal services via interface 3.21. |In rsSposaa430

recei pt of a policy decision from pol i€y server 48, service controller 120
may inject one or nore packets into a traffic flow via nessage processor
122, configure a PAD 40 via PAD controller 124 or control 25 signaling

i nsi de or outside conmunication network 30 via signaling controllers 128a
and 128b. Signaling controllers 128 support signaling protocols (e.g.,
RSVP, Label Distribution Protocol (LDP), Private NetworkNetwork interface
(PNNI), frame rellyresponsdin teseipt pEa storakn ¢fpaskétadong pidkpt hestder filtdro set up or

t d t ual ! ' C Label .3 itched Path (LSP
the. net vor k, SAAEGIPGp Sapelibe felp ke iR YD P orm el have o
speci Ti ed Qus leakMAcRRY aldornds th dRHAMSTHetier 8Fack sFRaebHiErishe nurber

of nessages passeéd between service controllers 120 and policy server 48 via
SPI 5%, ser \tcdhe tafficrsrametersiespblished byrasnobibterfacedfe Aseqeslitdfy used

| i | es, i : £ Lj he 130, dinal.y, i | i
ot o vat | on thapoleibE Rl Bl pflcet 32 Aty ik REBPHERL pinkeB! s ol r eady
cached, a sehyikGRinéOifofringsiacke (€£aNwithagighdr Ob tivid pRicdiYd! ¥nd/er t he policy

server 48 and nmake a policy decision by reference pdlicy rules cached in
its policy ceunenamoniormingpapkeisodepensiog upos s oonfigurating: df mackingds queri es

policy server 48 w_th S&J Vi I , [ .controller 120 may
request pol irggmgeed\lf“&éaryk%@%?iger . n%’agg?t b?‘%gg %I%@%@%f#cs&%lﬁ?sor mation from
pol i ¢y dat at@ﬁﬁwﬁ%ﬂm&bﬁem@mﬁy pokdttiedden, abdfr thlovbeviPLEhere is a
tradeof f between the nunber_ of pali QM 3 des and the cache refresh
frequency arfkperimentzbiipld, aad/poibe 20-BiMELedabel ficlh and/snotber fieldsapol i cy

server 48 atcoRolith/ ol TRARRIOE Hotfad BetQuATEBERRLLE! o fOr 1P

services requir tensive poli1cy querl alls, while
avoi di ng caching policy |ookups for other sessions (e.g., TCP sessions)

that generally geperate qnly is one policy query in.their Jifetinme. Network

Access System | nt\ﬁﬁ%ﬁ'@ %goy@@gd}a%gae %’GVEmPWérﬁgi‘ YiRg diffasat syst em of

t he esent 4 [ S j . and MCRI 58.
Ps fuR4 s aé@%@gﬂgge HchdRAS Fol W E,%é%frg(fmtgfgﬁ %ﬁ%

Each of these Inter examned In turn in rized in
Tabl e | bel duglu@Ph uSfgepneditrahdtytrackppatistics &ir differsnt leyer-2rdseade type that is

sent fromthe service,conirol]e 120 of external processor, 42 to policy
server 48, naYSr4y and BisheelayPEBaG S (OEr (3Pt 4 St LeVeUch pol | oy 25
queries pr ef&éx%@:ht‘nﬂ@Eﬂ)ﬂ%ﬁﬂtbﬁ&#rﬁ&%ﬁ@&cﬂﬂe&et to request that policy
server 48 dunp the policy rules for the query into the policy cache 130 of

t he request ifagitronbleshoating{debhgging rraitor that verifies conformance to
20 standards and assists in code debugging and fault diagnosis by saving and

reporting memory dumps and other related information to external processor
42 via reporting interface 102 and MCRI 58. To regulate reporting messages,
thresholds and other criteria can be set up to invoke a reporting event. The
reporting messages sent to external processor 42 by monitors 84 may

25 summarize usage information for a particular customer, report the occurrence
of a high-priority traffic flow, alert external processor 42 to a large volune of

out-of-band traffic, report on inactivity of a monitored flow, ete.

After processing by packet header filter 80 (and optionally by
30 marker/policer 82 and monitors 84), incoming packets are processed by
forwarding table 86. Forwarding table 86 maintains entries for each forwarding

path, where each forwarding path is represented by packet flow attributes, such as



SPI 56 also preferably supports at |east five nmessage types that are sent
30 frompolicy server 48 to service controllers 120. The nessage types sent
via SPl S50VO0yM8d6l i cy server 48 to service controllers 12cthRiglyzer € al so
summari zed in Table I, include transadsi on approval and rejection nessages,
nmessages specifying WO 021r48. 4a PCT/ USOL/ - 4a397 20 configuration
paraneters, and nessages containing policy information to be cached in
policy caches 130. In addition, policy server 48 can send nessages to

ext ernal pro®esSX, TASIPELISE, I‘Dii’ aht mcemirtgp‘tgs ahd theswabpondigy@ltp@aiciet er s
in PAD 40. As und rstoodag those skjlled in the art, one inportant session
| evel pararref%}"’hi EADi49 §h°c1i’ 3¢t thngygh %@ﬁ?@sﬁpﬂ@’kﬁ%‘ﬁmﬁﬁc@ﬁapsed

since a packegd bl?ﬁ’ﬁznﬁ than a
speci fi ed armunt of Tine gglgés}é apse ??’g%% i E %febg’é?%&nds?ﬁ; d be
cl osed for | padketsftoahd approyriaté ARtk p(ﬁesmdqmss’ésdw pﬂckets 6 o@pet yufifieki cy
reqw rements w t r. w .t hout Policy Serverrequest to cache policy

i nfor fat i onAﬁ‘\Sa #ég‘tﬂte%éacti onPolic ServerReject transaction with a cause
i ndi cationyto ServiceProvide configuration paranetersControllerDunp the

policy information into policycachesSet session | evel paraneters is
Communi cati on bet ﬁk@utrﬁmlffewambwhedulﬂfﬁ%ﬁeepa@emaqyfmc&aanmssﬁanover SPI

56 b th I ted Iln th I
oper ati on, - pOFRicpROmERoR SRR it fols e P aRsmaERS S5, et er na
processor 42pafdiPARARHBIgXIRIAJITR BEBS0id dhelilet BE wAlBRBEP Of 2 pol i oy

request. Al ternatl vel y, I'n the solicited made of communi-cation, policy
servew 48 semmppsﬂawgbdm@ronpw&mblwmﬂngbfoaffetsnlsgm&neters to external

eauests cancOHHHER BLLpE By Rin A9 AFNHY Bt ualpSs B ipidlid 5o "6

preferably eﬂbwomr%ﬂa@p&na@@fdeﬁ&gaueaﬁxwaﬁmbfbﬁﬂfexesph&e Ehparty's (e g.
a custoner's policy server) I'n erther case, 20 policy server 48 receives a

pol i cy i equesssigned tSPIqUSBE SCTHIAZRAIENLLC ¢ ésfm@“értafﬁ%ﬁ a:aamyu lapeafficiflow a

eyreet s THRG I P o T ORI A LRI M et
i dentyisty of hﬂiﬂid’sWﬂi@&é@Eouﬁdmbméﬁjﬂ/cﬁm%lgﬁﬁﬂﬁwmlthenmﬁmleqhﬁﬁs etc ), and

if so, the approprlate configurations for the serV| ce In response to
recei pt of alpdlinlexing the differans trafficflows, Thercpmbiuationnfdhe biefring and) i cy

provi ded in FSSHERF Bl IEIGRPLANIAA ARl chille §ify T MNP difinf] amet ore
packet through PAD 40, thus guaranteeing a bounded value for the QoS jitter
parameter for selected traffic flows. Buffers and scheduler 88 can aiso apply
20 CBQ (Class-based Queuing), WFQ (Weighted Fair Queuing), WRR
(Weighted Round Robin) or other link sharing algorithms to optimize

communication.

The outgoing path through PAD 40 is similar to the incoming path,
25 except for the inclusion of marker/shaper 94 in lieu of marker/policer 82. As
will be appreciated by those skilled in the art, marker/shaper 94 discards
nonconforming packets, sends marked packets to appropriate output buffers
for the various queues serving different QoS classes for individual flows
within output buffers and scheduler 96 to control the delay, jitter and loss of

30 an outgoing packet flow, or simply counts non-conforming packets.

A PAD 40 in accordance with the present invention can be deployed at



WO 02/-1~8-t-t PCT/USA /~a397 21 then makes policy decisions for the policy
request utilizing the accessed policy rules and usage information. For
exanpl e, wola2aysgerver 48 nmay track the anount of bandw dtFcTviessenwed by a
particul ar custoner,(a policy rule) amwd approve or reject a new service
request by conparing the anbunt of remaining reserved s bandwi dth that is
unutilized (usage information) and the anount of bandwi dth required to
provi de the requested service. Policy server 48 then supplies the resulting
policy deci si ifberwiiicdatioanilenétantl ©\Rrform HRIFRE inanadehttn® ind petidygur at i on of
session | evel Bararreters for external processor 42 and PAD 40, to external
processor aZxopial. 3far exgmple afidlA A gam beplasedinm custpmagriagesss metworkbl e | |

‘bel ow, su [ F s 0 t er nal
processor ”Z%E.g;sqﬁ:leﬁ rca ’%&?%%@%?@a@é&?é%éﬁg&ggﬁﬁg{ej&gbh5@?i ently

cat egori zed doyinétingrcuswendr equipineht wfa prosidegeerivoiletdnaotied 89 rediemaliyt i ng
interface 142, and control interface 104 js the source of 15 _the nessages.

As noted abd9ettededemgbpiosessprsftle AliamativelyapPidd Al san be derleyedat acapt ured by
packet head ! 2 er nal
processor 4(%%“%%15 r‘r?r)érgig gge@ ﬂgﬁg? r%?%&gg?gg’gn?gﬂ Errlglg?ggheéérg%gég?cﬁe | 22 can be
2 a filteredvena palvatime] RROATM, MPLS ot Bilienmt pacekehetiModusAliged0upon SA,

DA, PT, SP, .DP and/or ot her packets fjelds such.,as TCP flags (e.g., SYN,
ACK, RST, FllN,aC“é?tfgé'BcP wath %@I Heessgt InygRtion fan aﬁ@i@é@@?%@gmﬂﬁ el ds.
Control int %Maﬁté%bég?&%p?ma&f&mﬁemﬁaﬁ&ﬁﬂass§i& PN Gaief 8] | er 124 zs

I n response to recelpt a‘control command nmessage. |f thé command
conplet es suwltiek sdall 4 gistribuged neaworkdfiRAD 40 farwerfdspackats tooacesss i s

successful ly updated), control.interf returns,a conma

acknow edgerf8H r?%x ‘B@@ﬂ%ﬁ%&g@%ﬂ‘ external Bfﬂ?ﬁ?ﬁﬂg“gannot be
conpl et ed dygideQ-dnfel BR&FaceMO4ax, unavailability of required resources,
etc., then control interface 104 notifies PAD 30 controller 124 of the
command failure with a conmand failure indication. Reporting interface 102

of PAD 40 s S reporti ng messages to reporting WO 02/.1-18-4-4
PCT/ US011~~Z55#E133 1 10cesso

15 With reference now to Figure 4, there is illustrated a high-level block

diagram depicting the logical elements comprising a preferred embodiment of

an external processor 42 in accordance with the present invention. Extemal
processor 42 can be implemented utilizing either or both of software and
hardware, which hardware can include general purpose computing hardware

20 or special purpose hardware. Although software-only implementations of
external processor 42 that execute on the hardware of a PAD 40 are possible,
external processor 42 is preferably implemented with stand-alone hardware to
allow the service processing performed by external processor 42 to be easily
scaled by the installation of additional and/or higher performance external

25 processor hardware. Separation of external processor 42 from the forwarding
function performed by PAD 40 also allows dynamic allocation of processing
resources within external processor 42 in response to access traffic patterns
without degrading the forwarding performance of PAD 40. Moreover, as
shown in Figure 4, implementing external processor 42 separately from PAD

30 40 permits an external processor 42 to service muitiple PADs 40a and 40b
(which may be located at physically distant locations) or, alternatively, permits

multiple external processors 42 to service a single PAD 40. The association of




processor 126 of external processor 42. The reporting nessages tabulated in
Table Il include nessages providing information about nonitored sessions,
nmessages welatigdst 0 conmruni cati on bet ween PAD 40 and ser vPC®USOr491 | er s
120 of external processor 42, and nesigages containing statistics collected
by nonitors 84 and 92. For certain protocols, such as TCP and SI P, PAD 40

i npl ements a state nachine for each active session. If a TCP state nachine
detects that a particular active TCP session has had a nunber of

retransm ssi ' C . Of hshed r nsol 85i t hreshol d,
reporting i n?gﬁggﬁr;%&?dgf%gﬁ%lﬁgp %@%%%Eoc?g fqusf%p%glsds%gg@gﬂ&cgig@gor 122 of
external proedaante.42 that the TCP io retransm ssion threshold has been

exceeded, thus indicating that the TCP session has failed. Reporting
processor Z26 sinmilarly reports other session failures such as the

expiration of an i 1ALl [Ny i L. ,Qns, such as
'TCP and SIP. For (IISKE| ﬁgr‘é%g%%mﬂjows e?g'e gﬁﬁ%gg’%ée%g.&%hsE 191!%?&?5[[%0t have
associzat ed stlatetypasbf presedsinge irswkingrpelicybérvicks; signaling to sequp aider f ace 102 of
PAD 40 is sends,  "Activity Detected”, reporting nessages when activjty is
detected in ICREIONILGCEFS Xetyvgrlg fRnnettions,and §o grﬂ%[or@c’rﬁﬁésoﬁf‘"’é%dent

invention repires e i ; shyeen a PAD 40
and external ppro?eb}égégglofalﬁlg{eﬁﬁgéecdégfe n%eghsﬁ'&gg%}eﬁlpgé%ness%ges that are
peri odi cal | ypmxedsand2 doitainseen oe awine fefticd Oomtrudlethi20a svhich esickd ext er nal

processor 42. l.ive_message.from a_.PAD 40_i ndi cates

he absenc f a keepa
the failure Bﬁe??rﬁ}élytf‘&ﬁ’%@ttg%ﬁ%%&?ﬂo%rPﬂﬁp @_JWP%?{W&? EPcessor 42
and/ g the T 8ideifie, KhviBORARIS L0 maPichhds G8paE Y 8f HERRRAE 1 P el er ably

transmitted be en reporting Interface 102 and reporting processor 2 s
126; however SenvicerContegiler (CEFC),randi-Camumnsree Serpice famtrotier (BEHO), av B messagi ng

can al ternatjiyvely be,provide interfa 1Q0. rvi.ce controllers
120 within ei?@?%%ﬁy %&8@&@@%"%’ @ﬁﬁgﬁb %F@E&%QM‘ESFQ’% dynamni ¢
real | ocat i onchatrslidfREEL), a6 ¥ MiBScdESEvice (RtrbRAAMBE A BicAGe/i@-r €asons) .
In the event of a failure of an external processor 42 supporting nmultiple

servi ce cont specifercontrad can baimpldinented pithdrovithodedicatad seevieeeqmiredlets | i ty

bet ween service.controllers.120, th ew servi.ce confr e 20 to which

r espdfisi bi | -r.%w?tglge_genc %wl)%gjggtgaﬁﬁpgg%ﬁrﬁ?gspeﬁc@& ?_ﬁc s transferred
nust recei vesdriizk QontidiMirPréfefiblPbintdin 01§stion &dble Rbotdig; ALbf e sessions of
the old service controller 120. Accordingly, in the event of a so-called

swit chover t#tivessssionsswithpRAAd0t 0 a preferred external processor 42, PAD
40 preferably reports the state information for active sessions to
reporting processor s 126 of external processor 120 in a state

synchroni zat i on masdagher sakinrig FRalredl) extemyabmecédser 4Dinphuies,dor saehsi on st ate

information to the new.service cont | er 0.] hi,s per . advant ageously
reli &fes ser %ﬁsega@_éih%l"l%e%esﬁwcfnﬁg E‘?‘éﬂ’f’][é\r 6%?-; h@d?ré_ggaﬁg‘f%nl ‘?f?y of
synchroni zi ng. .58 ‘%bﬂ@"%‘f‘ﬁg?gg’ Moh PAD &ﬁoﬁf@ﬁﬁdmﬁ 'f&ﬁvd?&jﬂg‘%é’o‘iet hat

degrades service contr erformance ~ ~ rmal 10 opération. This
aspect of t h86,qeskejrheaddr filters 30 and 90, nyrkergpodicen 82, nwmkiaéshaper9df t war e, and

t k fail . | fi | | i.St ti
1 oger ed by MERBOrR 2 % g0 SRt st snd e SHEF Bnam s B, Do oo 0°
First, reporidsheiatetitPA1Haweby invoking commands or scripts understood by control

25 interface 104, External processor 42 also contains a respective message

processor 122 for each associated PAD 40. Message processors 122 each
communicate messages to and from the message interface 100 of the
associated PAD 40. Upon receipt of a message from a PAD 40, which is
usually a message received from the customer router 32, a message processor
30 122 parses the message and informs the appropriate service controller (as
determined by the type of service) of its contents. As indicated in Figure 4, at
any given time not all PADs 40 may be configured to handle all service types;



i5 102 can provide general usage statistics on a per-custoner basis.
Service controllers 120 in external processor 42 can utilize this
statisticwloonfisaunati on to neasure confornance to SLAs andcdaisec43errt ai n
events of interest. Second, reportingis nterface 102 can specifically
indicate in a reporting nmessage that a customer's predefined traffic

t hreshol d has been exceeded. A service controller 2 0 120 in external
processor 42 can utilize this information to allocate additional resources

to the cust ' : j . conf a SL or can
notify bill ?‘%@rﬁ@%ﬁ%{'ﬁ% Soprol f@%ﬁf”‘&%ﬁﬁ%&g&ﬁ%@@ t omer
billing (e.ghanall PRI 4Mg i s based upon usage). OF course, additional
reporting nmessages can al so be defined. 25 TABLE Il MessageFiltered
messagesCont r ol Command acknow edgenent Command fail ure

i ndi cati onReporti Ly : 0. et e menory
‘fulllnactivity tlﬁgﬁﬁ%?é égg% ﬁegglbgglggpg%&égﬁgg?g??%% 8?(%%5‘?& WO
02l - t5 t 8- ~- tfulkfAY NG04 atrep@fidg PrabeSoal 26 foy radtr PADZall, FAD M0gyent of a

service controll er sw.tchover, Trg{&fig t hy eshol d exceeded Usage_ statistics
Ref er ri ng ndiRtIERRE 9PEORY! MOHOrE ah 8% %?‘}S{e@P@@ﬁg iptgrfpoed 020 Renemtingssage

processor 1 i : 126 of external
processor 4 \9? g%@%@&%ifeg%&%ﬁ%&ﬁ@@ﬁﬁ% Fldgg?sﬁ{ngdriﬁﬁgggd)e%bodi ment shown
s in Tabl e |fkporting Sistacfacel L ariswansihitd apgropsise depirt lneskagestto@ne ypes of

messages to nessage interface 10 First, nessage processor 122 may send
message i nt éP‘P@éS‘gVIWWUGFS “ rgzﬁﬂ&%@"?eés%é%ﬁr?P%E-F@GOPﬁE‘HeéhQ her the

i ncopd ng or b e RRGK ADRIS iH{ER y send
msssgage i nt e@y%rgga%gs a n@szs(g#gée)wi ndi ca{g ﬁ%cg pagﬁgi?d?lbgj%?? ?g?sj?%l%lrg?ressage

i nterface 1l0fessagdsecauentarf remstng messagess espodtingessatgeetcnt er f ace 100 t o pass
or to prevent nessage interface 100 frog passing particular nessages to
nmessage processor 122 based upon the contents of various packet fields,

such as SA, DA RiporRceiglof Ei‘é“port/)jﬁes%%e ﬁ‘&ﬁtrébdrﬂngg ?Jé_l:@ssbnl j26 &he control

nmessages sent from PAD controll'er is 124 to contr interface 104 via MRI
58 incl ude canathebareseigedypd romrampisaghprosessersl 2hasereivalisbatrall@AR0cont r ol | er

124 to configure any of the.filterin rking. poli.cing. nopnitoring,
but (511 g, SERSHU TG TIeSTRER A LRt Fors BSMtRy, AjeHier e e b alteya0- 06 of
PAD 40 t hr oyfiRre@dueties kdbelidyaeevet 48 vid SPISH. tHos ekahpletifigpPysgbuf f er s and
schedul ers 83 and 96 can be_ configured to _allocate a number

employs COPS, a service controller 120 will translate RSVP and SIP

messages to COPS (RSVP) and COPS (SIP) messages, respectively. A

service controller 120 may also pass a message to another service controller

20 126 to obtain additional services via interface 121.

T

In response to receipt of a policy decision from policy server 48,
service controller 120 may inject one or more packets into a traffic flow via
message processor 122, configure a PAD 40 via PAD controller 124 or control

25 signaling inside or outside communication network 30 via signaling
controllers 128a and 128b. Signaling controllers 128 support signaling
protocols (e.g., RSVP, Label Distribution Protocol (LDP), Private Network-
Network Interface (PNNI), frame relay or ATM User Network Interface
(UNI), etc.) to setup or tear down a Virtual Connection (VC) or Label

30 Switched Path (LLSP) across the network. A VC or LSP setup by a signaling
controller 128 may have a specified QoS.



a o of buffers or size of buffer per traffic class or traffic flowor to

I mpl ement CBQ WFQ WRR or other buffer scheduling algorithnms. PAD Y
control | eyobz44aan al so configure marker/shaper 94 to enplpoy/usvasdiser or
adaptive shaping algorithns and can configure marker/shaper 94 to inpl enent
shaping on a per traffic flow or per traffic class basis. PAD controller
124 can further configure forwarding table 86 a s in response to a request
by a service controller 120 in order to enable the service controller 120
to associ ate a datPo fedove thietounsier oAhibsayes missed B¥RIEnlsSRricd fortliets 17D t O
general control ssages utilized to configure functional nodul es 80-96,
MCRI 58 al so @Gﬁgﬁﬂ g€ryerridoia S@iﬁﬁfﬁvlﬁ% grs 2P| epelbpreferably sachmf i gur e

831 o per R Y Si5q el SR I Rep RO b Kol B el & 1
configured t olicpmfomhdtionafet a patiketsery hﬁsing.l&onrmiﬁ:bmhln?g,aﬂemﬁﬁ Bealreh@y adm t
‘or deny source rgutln .for a (il flow, or tg admt onlé@pac ets with

at )

speci i ¢ soureeedad pE¥ics sonirpller i 40;cap foregonpsnding: 4 Grere fo the poliay seryerd®
forwarding t WE D . : | roller
120 using a ?Pgﬁ%ﬁ%?r??"g%%? ggﬁﬁg%ylfggé fa%gglrlﬁgbg icﬁ%’}ée?fxggfg‘ﬁoggy g%&rilltebe

confi gured vild0all sdditiorpeldn aseriice gaitraileni2®bueries paliey sarvani8okzhar di sabl e
reporting of selected event Z settin resetting reporting flags

b
cor r espondi nGePFerHEs IR € SEIHIS APt ?rlgpwyﬁéq‘&‘ihp?l&!r%ﬂ‘/e& 8 {RCRI
control ness &!Pthé%lafeﬂ?ot’i il fBhh AN RR pg@w@ﬂ ag&aﬁgfgs g@&gﬁé&h@

I nactivity tinmers, activit rs 10 and t Ic thres scussed
above.o Fi nal 13§. Hosveyen tiess iswtradsdiivatweenthe Biibétfpodicput ptds andfther s and

hedul 88, 96 b, fi db " Al R " |
?r;sga;ee;ent c("}‘i"%ﬁ r%%%h %‘f"%ﬁﬁ}l' %%@ﬁquﬁ?%#?%g%gn?@%éﬂ%l r"gl | ocat e
resources, s %Bcﬁ&&mga@h réfH8HE The laby@ctwqu Rﬁé!cﬂél?éliiélﬁs fr TP 8Srvide8 2

custoner interface, a packet flow, a cldss, or a nulticast group. m The

reporting nmesepymng buensiverpalicy apories, aechmsSdB salls; while ageiding enchimig pr ocessor
42 to PAD 40 _af. | limted I | ith
feporting | nPalTLRERERStrbiick Tetolin [ Sa HERIEAR, 1o il E5RERE SR

i nf orygs PAD Qgepbmygmyﬁmm@@eservi ce controller 120 is operative. If
PAD 40 2 o fails to receive keepalive nmessages froma service controller

120, PAD 40 initiates
Network Access System Interfaces

As described above, the network access system of the present invention
supports at least two interfaces: SPI 56 and MCRI 58. Each of these interfaces is
20 examined in turn infra.

. As summarized in Table I below, SPI 56 preferably supports at least one
message type that is sent from the service controllers 120 of external processor 42
to policy server 48, namely, queries regarding policy requirements. Such policy
25 queries preferably include a flag that can be set to request that policy server 48
dump the policy rules for the query into the policy cache 130 of the requesting

service controller 120.

SPI 56 also preferably supports at least five message types that are sent
30 from policy server 48 to service controllers 120. The message types sent via SPI
56 from policy server 48 to service controllers 120, which are also summarized in

Table I, include transaction approval and rejection messages, messages specifying



a switchover of service to a secondary service controller 120, as di scussed
further below ' TABLE Il Messagel nject packet into ingress or egress
packet flwwoseisspass/ no pass flag of message interfaceConPCTIUSOWBYUr e
packet header filterConfigure marker@onfigure policerConfigure forwarding

t abl eConfigure output buffers and schedul er Confi gure shaperDrop nmulticast
packets from specified sourceAdm t/deny source routing option .Set TCP

retransm ssiQ shal dSe essjon inactivity timer WD .02/ ~~8~~
beT! oton) 3. SRR Pt 3 csepd hnfausis bolfSlipfyiation BB ting
t hr eshol dAl | aeRédinlRIRYEERA1302 1R hidifen, [Poligp SaVerdoanR¥hd BleséadBPR) et e TCP

sessi onReporti ngKeepal I ve_exchange Fault Tol erance To prevent an
‘i nt er rupt i oreXtgmalro¢essor 42 hakindicarn sebings frsespierelevelmarangters inPAre, each

service is pjef I I Mar ervl onktroller that
ordinarily p‘%v%%g&%ﬁég&s)g?\ﬁ%g Sgﬁ“gggﬁ @5%5‘28%%%05%\9{ %c’eggiggﬁ ol 1 er that can
‘provi gle the gmeanmeterisidn ihhaivity tiraéthariouhs einteothbt 1k leipséddihée padket t he
connection between a PAD. and the primary service controller is lgst. In a
preferred enfsdesprrceiyed ipan petadceiessipmyids if mere thana specifindamennt sEigwdar v
servi ce conty.Ql kers: resi e 42 diversely
connect ed Vi%ﬁtekagsgd,g@gggxggﬂ:&?? %ﬁ%ﬁPg&(éee‘gg%ggg{ggfgg?%ﬁ}?yhg failure of
comuni cation with the primary service controller, PAD 40 perfornms a

swi tchover to the secondary service controller. Referring now to Figure 5A
there is depicted a tinme-space di agraW§E§how ng exenpl ary network access
system si gnal om~yy v -stom—o e orra—fatted—pri mary
service contr Qeeryi policy tequirenbsts with @arownisttnce Wit h the
present inve | fequést ascih@ Policy infdimatieh pose of
illustration . roller 120a is the primary service controller
and service dontroller 120b }i s theAppoetansacsar vi ce control | er. 20| Duri ng
nor mal operatji on, a PAD 40 gproysSnpg At | [pIprotocol (e.g.,
TCP) to exchgmRydicyfesrarat i on-wi-th I}%Fgﬂtt “6???@ G%Q%&E@u 3+266] of the
associ at ed extterSeaticepr ocessor—42 ROV} Al WEETRL i\ '

peri odi cal | y |eGedteoiiged bet welen ext Bumglthppelicydaiormationinge peliEv0 to P 5 keep
t he TCP sessijon active. Wienf PAD 4¢rclet ects a ti neout of the keepal|ve

Set session level parameters

10
Commuunication between policy server 48 and external processor 42 over

SPI 56 can be either solicited or unsolicited. In the unsolicited mode operatioﬁ,
policy server 48 sends configuration parameters for external processor 42 and
PAD 40 to external processor 42 in the absence of a policy request. Alternatively,

15 in the solicited mode of communication, policy server 48 sends policy decisions
and configuration parameters to external processor 42 in response to a policy
request. As shown in Figure 2, policy requests can either be sent by external
processor 42 or, because SPI 56 preferably employs an open policy query
protocol, by a third party’s (e.g., a customer’s policy server). In either case,

20 policy server 48 receives a policy request via SPI 56. The policy request typically
specifies a requested service and requires a response indicating whether the
requested service is to be provided given the parameters of the service (e.g.,
identity of the requestor, type and amount of service requested, etc.), and if so, the
appropriate configurations for the service. In response to receipt of a policy

25 request, policy server 48 interrogates policy database 46 to access the apiaropriate

policy rules given the parameters provided in the policy request. Policy server 48



nmessage, neaning that the connection to primary service processor 120a has
failed, PAD 40 attenpts to set up a TCP session with secondary service

cont r ol | ewolR20B8+4as shown in Figure 5A by PAD 40 sendi ng 2CIyusomisev zi ng
segnent ( SYN) WO 02/ ~~S~.| PCT/ USO12t 4.1397 27 to secondary service
controller 120b. If PAD 40 is unsuccessful in connecting with secondary
service controller 120b (e.g., no SYN ACK is received fromthe secondary
service controller 120), PAD 40 stops accepting new sessions and maintains
the state anliesmakegpoliqyrdegisions fpr ditpolicyraguess utiizing thesacgmssed pobioyruni cat i on

ith i i | |, 2 . d.I1f,_h . PAD 40
Succenst ul 1 i Rt EntBh, FEERulrhif SRl EL Sier de RO e g | o1
120b (e.g., @handeidiRtaerdy byerpiritulaf cudtoméN (Asdlicyndle) aii&aﬁpre%e 8p ACK), PAD

40, which maintains a state machine for each active ,_ 1 o 'session, uploads
stat e i nf or nigiECbHNseRHige [§AUGSt BY sempainghe gmenst efgemaining res¢rved by f ai | ed

‘primaLy servyy C P : econdar i ol l.er. .120b. Once
recei %)t of t%%agﬁa%pté&l&ﬁ#g‘é‘ﬁéﬁ%gglgﬁ%géénelgcncarglgrgcfeﬁrﬁ\‘?i%%é)ﬁggﬁl?a&fimq 120b is
acknow edgedrefiiréthtoAlclvide ssagquestA ettice. NPdlicyisesvet 4@ tiRuchpplaR tBE keepal ive

nmessages with secondary service controller 120b. Thus, service is not

i nt errupt ed Tesnlng palicy dacsipns, sfhich enrhel “‘appreves crejesbn erdfbr egnfimmatiomd no
synchroni zat | js i i 0 120 nd, 120b.
Communt oat  off Bt Efee e P EReRRl Mok bRt &Rl DR P8R 2T
continue andprofdsséredevih SP56ri mary service controller 120a if a
non-reverting 2 o behavior is desired. However, it is presently preferred
for &Bnmunication to revert to primary service controller 120a, if

possi ble, to mai i t?@: [ r : ing
across the di str%@?&#%&?ﬁ e e%n%\a%&ﬁ%ﬁ}‘%ﬁ%@%%%, %ﬁlﬁ%ﬁ%rg%gi&?%égpi cted
a time- spacetygesthntare 3erst byriaDrt) terestepha pyocsisgndl.i Ag iliti¢atednhexepr ogr ammabl e
access devi ce and an external vproc ssor duri Sg %,esvvi tchov_eg froma
secondary seP§ISEE BBRT FH PeronvEnisnily FaRgqrzsd by releregemiorwhick of massagsi ng
restoration i i n ; i ss begins
i th e mary el 108, ERertiop RRE, AP ML Rt TUEITIRR0RISRETI0 1o
reestabl i sh-the hi@Bsapes.si on. PAD 40 responds to receipt of 3 o the SYNwith a
SYN ACK, which primary service controller 120a confirms with an ACK. Once a
TCP session has been initiated, PAD 40 uploads the states of active,
sessions to pri MRy n§RH%bE e, tMrEEg thRkfade S50 ofD H0TpubeS nfafidee! | er 120a
WO 02/-1-t8-1~ PCT/US01/-1397 28 confirns recei pt of the session states

wi th an ACK.capfured by hackstbedden fidfersi&9and Mdo message peasessof 422 pf externaled to

primary ser Vﬁrggessor 42. The messages that are passed to message processor 122 can be

20 filtered out of the incoming or outgoing packet flows based upon SA, DA, PT, SP,
DP and/or other packets fields such as TCP flags (e.g., SYN, ACK, RST, FIN,

etc.), as well as layer 4-7 message types and fields.

Control interface 104 sends control reply messages to PAD controller 124
25 in response to receipt of a control command message. If the command completes
successfully (e.g., a configuration of a monitor 84 is successfully updated), control
interface 104 returns a command acknowledgement to PAD controller 124.
However, if a command cannot be completed due to improper syntax,
unavailability of required resources, etc., then control interface 104 notifies PAD

30 controller 124 of the command failure with a command failure indication.

Reporting interface 102 of PAD 40 sends reporting messages to reporting




controller 120a, PAD 40 notifies secondary service controller 120b that
primary s service controller 120a has been restored via a "Prepare to

shut down"weapsiagid. PAD 40 then cl oses the TCP session w t PCTacSOnVdE39Y
service controller 120b via a pair of22IN (i.e., finished) and ACK
handshakes, the first half of which is originated by PAD 40 and the second
hal f of which is originated by secondary service controller 120b. After the
TCP connection is closed, secondary service io controller 120b del etes all
the state i npascesmbt 026 bebated] proctdser $ESThoRpoktingndseides thbulutéd inTar Y
service controller 120a. PAD 40 thereafter resunes keepalive exchanges with
primary serviabledbinchuide regssagey prowgingdpiormation abayt meajtersdisessians, Wt h
reference no | QMY j: ' . net.r o i tan

I mpl ement atigﬁr?g%gg%%w't%% iéochnoe er\a}'lh‘gneg rggx}i g‘grm{q %@;’Jé’g«é w%() O?uﬁfzsl Ing a

di stributed oféxernki proces3sr 43,3ihe mdstages coridinirpestafstibs tdlRcRdSyaRbniksr¢ent i on.
Figure 1B illustrates physical intercaonnections of caonmponents, rather than

| ogi cal (e. g84 apdPRoF RY CEBHMBIAPGHS suehasshehang SIEPAL 40 implemesisa ti ng from
the left h ' . ' ' I t | I
acgesg net 32?‘%%(‘@5’5‘9‘?&@ WA%? éﬁgﬁ‘%;t %En;%&\%a%hrrfent%?rgbetgﬁi %tnaoglce:iesseve

net wor ks 16' particdiar astivieyT TP sessiofbad Bad Anusiberwt relRAidoriseiy ete3® ofan! ocat ed
at higher levels.in the aggrega io&?getwor,k hi erarchy. Engineering 2 s
economi ¢ andf¥blished Ws@é‘ﬁéﬁé liﬁeﬂﬁgm&éﬂtéﬁﬁ?qﬂéiﬁpﬁa%ﬁr@ﬁﬁsaéﬁ PADs 40.
For exanpl e, Q0 L {4 fof ] he need to
access a Iowndgg%e a%:sl)csg'éesBlljoicgﬁg}n%fgﬁ@@%gggﬁé%ﬁo@%hgisﬁz0 to hi gher
and lwewer acestsasmissionrthrekisolehas beaspreddedethys irdicatiAg thoit #eUECRdesstigve, PADS
40 perform policy enforcement, thus_relieving the gregatiQn routers
(i.e., accesgasréﬂf‘gréemnﬁi’r%"@ﬁﬁé’r PEF’HEH*.Y BPitL ‘g‘esﬁ%??‘?ﬁ presisuER al so
renoved fro ' : & destal : U2/ - 4~8a- ~
B 18 SR U bt ok B O et

PCT/ USOL/ - 1 9 Tn redundant external process For nost
i npl enent at i 3P, and)XSIBr Fak ofheo datashomes (42., WP dessigns)cthat do et hdepl oyed in a

di stributed manner ,to each .netropolitap .area ILle PDPs 4

depl oyed rmr@ssgﬁ‘ﬁ{egé € FRebingy %ﬁ?ﬂe rﬁﬁ%’?‘é&ﬁs"%@%'ﬁ C%}&é\f}%&‘ﬁg some
of the wor Kl gads Oh cagiy BRRicted répdritp HeSsagds WRGS adtivity 6§ Setdded AKheE scal ed
to handle larger traffic capacities because they are optimzed to handle

t he sinpl er, sgesonessential, task of Internet routing. The capabilities of
the ISP network are al so expanded because PADS 40, external processors 42,
and PDPs 46 inplenment not only the functionality of state-of theart edge

routers, but al solRthRpFeRfrederibodizhérd$ tHeQireseut n@aiktion rep@kdradd By Table0

monol i thi c router designs. L
II, the connection state between a PAD 40 and external processor 42 is indicated

20 by keepalive messages that are periodically exchanged between each PAD 40 and
the associated external processor 42. The absence of a keepalive message from a
PAD 40 indicates the failure of the connection between the PAD 40 and external
processor 42 and/or the failure of PAD 40 itself. Such keepalive messages are
preferably transmitted between reporting interface 102 and reporting processor

25 126; however, if no reporting interface is implemented, keepalive messaging can

alternatively be provided by message interface 100.

Service controllers 120 within external processor 42 are also subject to
failure or dynamic reallocation to different services (e.g., for load balancing
30 reasons). In the event of a failure of an external processor 42 supporting multiple
service controllers 120 or a redistribution of service responsibility between service

controllers 120, the new service controller 120 to which responsibility for a



In order to further illustrate aspects of the present invention, exanples
of network access system signaling and nessaging for various operating
scenari oswaree/ddggcri bed bel ow with reference to generic SpPaTaShi/ms97

drawi ngs. The exanples is _ illustrat® exenplary inplenentations of

net wor k-1 evel signaling, connection oriented and connectionl ess transport
protocol s, application-|level conmunication, and policy-based nulticast
servi ce managenent. Network-Level Signaling Exanple a o Wth reference now
to Figure 6, k&gioR i Frahdfbmed fritkEfécive sAR IBRAMECH AGTAThE &PLE b lary
net wor k-1 evel signaling utilized to obtain a gg?tlce re%gfygéfgﬁzgﬁﬁgﬁgh
the use of theessiesdaf the oké semvicgtdontrolierok2@c diccomBrgdy, in the aveat of d ststalkdded

e e VB RRBL ASRRA 418 Br oS PGl BheBall o $A5 b
appl i cati on npyefsrakl %o&kﬁé%ﬂt@fnf&&ﬁﬁiioﬁif@%cﬁ@é‘%i@hﬁ‘toﬁ%g@rﬁﬂgr Fo&iiqr time.

e

‘As shown in Figure z packet header filter 80 of PAD 40 capt rpes the RSVP
PATH mBssage Bbé6etetpmal mowsspr b2Gio} stetg spnchirondzatiopThesgygeaMalfing Baddls it to
t he appropriag_servi.ce.controller. 120 (mhich.in this exanple is referred
to as a Reser 3@5“%3?15& o\ ﬁnﬁg&{/f’e@@loﬁﬁé l\gfqrg}an? }le\ffs%etqﬂngo %t er nal
processor 3 01Z@in thisiEhkhdr adBataddonblyPelidves sdrvided cafirdiRrs ERRAUAAG 208 I €cei pt
of the path nessage, RBSC 120 transmts an appropriate policy query to
pol i cy server fram the sespppsibiity @f sYnehronizing sessign stafes, which e ntessagap| enent
COPS) to detefml i [Vi i s authorized for this
customer. |f pol ‘@f@gé%g?hazgggéﬁgsre%ﬁéé %@@c;‘?&é&%‘f? 'tongq%@é 120
appr oxbng t heopezatony aThie aspeet uf te design bbhisves fFailowRirancBESE. H3drd, et urns a
RSVP PATH nessage to PAD 40, which sends the PATH nmessage downstreamto the
egress point He PEmebwRIk faflurese receiver at the far end of the network
al so approves the reservation, io the receiver responds by transmtting a
reservation (RESV) nmessage to PAD 40, which passes the RESV nessage to RBSC
120. In response t @abled] RA&lY lims swgexerla repiting vkegeatipghed tyohecy query
to policy server,48 to gscertain whefher, thg bangwi dih requirenents
speci fi ed by TQBUQEREP Y-9RH0R3t meRitors §4 aad 92 nFistereperingrinterfice esponse
to thig seconflyiel drovidR!defdraPElabe stafiShicsoh AWHr-Clst aldocat ed bandw dth
for each customner, %gler ners ﬁ?ét her tcﬁe camyrrent P{?@g gga%eg@@%andw dth
pl us the requesttmiictsai2dvinditernal preeessdari4dcan htlizeathisstatistcdl Hoformedomtndwi dt h
for this custoner. If so, poli servey. 48 notifies SC 120 with a policy
deci si on i ndi ?ﬁﬁuﬁﬁc%{'ﬁéﬁﬁe.m% afgéfe{eﬁg(ﬁergam ?Vie&'tsé’?B Ierest ;eF9BE ATM or
MPLS si gnal i ngipbAinsaitedcd 1 6/ GarPpeeiERalty iddidatd 1l 29880riR il i ng

B L Sy prceificall e orl st B

controllers 12 RBSC 120 recei ves confirmatlon requested path
from t he net welstomezbauedefineddraffig tireshopdbasdeemexateded | A sevi®@@ontrdller

forwardi ng t . 86.0f 'PAD 40 to transmit,..packets. in the customer’.s flow
over %ﬁe est Zﬁ‘f@heé{ae%@r%esfg# i) "g{?&? %qlgwgorﬁﬁé&“ i‘?ﬁﬁl?c@f 9l ReSV
message to PARsédficesstonBe sRicaaes traffy (kaseo dahre sWbifehanEs 52 SNAR) BESH NESSage
upstreamto 2s the_custoner ag]pl ication. RBSC 120 al so sends a _CONFI RM

message downsRtdxRilling server &2 tial an adivptmpatsheyld b madpinaustomes billingshake
utilized to S@Fg.}i? bflﬁ&g RMGas@d ufm%:) usage). Of course, additional reporting messages can

sV

also be defined.
25
TABLE II

Message Filtered messages

Control Command acknowledgement
Command failure indication

Reporting TCP retransmit threshold exceeded
TCP state memory full
Inactivity timer expired
Activity detected

Keepalive exchange




Connection-Oiented Transport Exanples 30 Wth reference now to Figures
7A-7G there are depicted a TCP state machi ne and ti ne-space di agrans of
vari ous TG e@variis that together illustrate the handling afcr/usel/44397
connection-oriented transport protocobks by a network access WO 02/.t~8. 1~
PCT/USA | -1. 1397 31 systemin accordance with the present invention.
Referring first to Figure 7A, a preferred enbodi nent of a state machi ne

mai nt ai ned f op=—a—TEP—sTSST U E@?MS—WW state
machi ne 140 i Hcl udes two steﬁ%fgéf%n I elsnt%te t PR W O Erre isS no

active TCP sepsion and an gc}Ti8° ?rab 144 in which there is an adqtive TCP
session. The pperation of 4t ) ,‘ﬁé‘efﬁ??dﬁ%i ntai ns TCP session |state
during four TEP_processes. liV$a2ad8t2Hates 1 ) opening a TCP session iln
response to a synchronizing segnent (SYN), (2) closing a TCP session in

timed out and (SRRBIERT Ao ARICEE Giestaten SRS PONLLPAD 40 Fodapershes)
message. In ipFé&b'sro? 139, PAD JORESRECR 4288 DfebaitRg p\fqafeso?qg@of’éxt&ﬁ%ise operations

are identified by corresponding | egends (e.qg., . X" for a TCP session
open, "2.x" pfanessar FLRisMCRICTS ok summianized sipahe interfaca efbdimesd abewnet c. ) and
are further.tine-ordered by al pha i c degignhation e.qg., "1.a" precedes
b e, jo THRe HI FRRST PRtaROr i it yon AL oo St OB BERRI | at 6d hen
state machi pgesd4He ihirthée 164. eFi?it,%@ss%{e?S% Bébsb1224Hay S4@INY@Sage imENasegENt .

As illustrated at reference nuneral 0, packet header filter 80 captures
the initial 18¥NneresmatRpacketsito be ijeded inte eithes thentpeoming qnautgeing padket t he
service conty ol I§r 120 within externpal processor 42 t%at g@ desi%gated to
handl e TCP 8% FEQOGIMCTIETRIREES o' 27 1Y TRGTT R BoRaArL Ly BCSHERy i ce
control l er {xflcAlingpacRetdid SgSiami@kaghinteeiod 1009 R st 1865 %6 Bdusbor this
custonmer. |f service controller 120 receives a policy decision indicating
apprioval of mdssagedrterfacs1Uhto pass ot loerevent message mtexdace d00 from passin@YN segnent

SYN mossage PSHEE BleGtagdt i ReREr Bio-RUTPIZ, upeé ol Wk BSARAR O YRNbEFD D'
state from bg&@tﬁamg,esukﬂzssg,m,ims?t,mpeeﬂ;44. PAD 40 forwards the SYN

segnent to the receiver specified by the destination address and receives a
SYN, ACK segment fromthe receiver, as shown at reference nunber 154. The

sender conpl etes AJ}S%})\ S HRYe ﬁpg@éﬁgﬁé@gg%géser n][ﬂoﬁﬁf&Dtcﬁﬁtrg > session

by replying with an nmessage, eference nuneral 156. PAD
40 passes t 24 3o com¥édKinrefacegldrdp MGCRN5S holudea murteesBcamifigutationandshake to

service controller 120, .as shown at reference_nuneral .158. Receipt of the
ACK rressage%ﬁqgeﬁg’?t%?@‘?ég mqtmlheélf‘ﬁ%wﬁg%wofré@ firWeen i s open

and Causes s SRS, Meiiorihe uiRring RhORMlink: 4Rpingland Elhobf- 4- 4397 32

add the TCP sessfon to 1ts actiVve session ta _Service controller 120
t hen sets affunatisualimodules $0rB6 oA RAD4htwoyghycontokinterfate 104.sInerticdasi on i n

PAD 40 and returns..the A S t AD_40 al so i.ndi.cat ed.at

ref erence nB}FE’P&F“%%’é?“‘I’%%ﬁ%{%%“HQ? %‘éﬁe Bﬁ%‘?@ﬁi#?‘é"&e B@Pfﬂabgﬁ t he
custgmer angdf bhffers O€ Siz¥ OF biffér peh eraffici¢lhds\e2 trhffi H6F Bt Wimplémehta@BQAt
reference nuneral 159. To close an active TCP session, either the customer

or recei ver WER, &R opatbenbutferschedutisg algorithms. [RABsepEolles 124canglsoof t he

FI N 4 ' ! Banil i h

ot rof or onc SoRR? Thatffhpet o4 o5 el B G adiitd Bapifly 81 BB ) 22, TROUN

control | er &ﬁef?ﬁi@%%@:m/sh@;eeseghnmmnﬁhaﬁiﬁg onhiper frafficnfiss agpemot i fi es
r ntr r |t t he nnegtion is inactive, and cayses

:er: gg ggn?ﬁﬁiq Q?SSPZ@‘S'L %%F%‘%t’é’-[kﬁﬁ‘g@ﬁ‘ ﬁ?ﬂ‘i%ﬂ-"‘@ W@S-‘.é’@ttgh}g%ggssi on

tablg. As i hﬂfbté 5RE 88 a rEfiRs) § IrVRE ESnttdIRr FRNIHNEASABnble ilSsedied | nat i on

(i.e., either e custoner or receiver), which responds with an ACK i5
message andcentFdlNr 126 saggsodigit. a dateflowuwvitiean AGM B¥haradPLBd.SRist FI N
. message

In addition to general control messages utilized to configure functional
modules 80-96, MCRI 58 also supports various control messages utilized to
30 configure particular features of the functional modules of PAD 40. For example,




wi th an ACK nessage 166. In response to receipt of the | ast ACK nessage,
PAD 40 del etes the state nmachine 140 for the TCP session. As further

il lustrat WD eXHEHgure 7A, PAD 40 will also close an acti vepCidsad49393€SSi on
if the inactivity timer for the TCP s@$sion expires. In response to
expiration of the inactivity timer for an active TCP session, PAD 40
transitions state machine 140 fromactive state 144 to idle state 142, as
illustrated ' t timeout error
Lo Servi ce. Backe BpRlef BYE TR0 cehbe confibed b HopImlIflRt beadd (RO 0L
to recei pt ah unbehblirsiisiree] tooddndit Sr dBySVURe roding foca darRtidl, Lo 120 del et es
the TCP session fromits active, session table and ugdat es_the configuration

of PAD 40 t @dmaRnEpackets witl sparific squrcraddrssseso dn additiem R A canirelier

machi ne. 140 ey hEMFERHE b BolSHs SERS e Top Bk BB 5 RIed 1op  °

sessison i n cestpadiesd20 asingaeiignalingaonesitdr 1ZRSReporeiag agerfidecld2aiabiter party to
a TCP connection. Ln, response to recegipt of the RST nessage,, PAD 40
transitions Cg?-‘gﬁeﬁk*rﬁ@fﬁ n%t imm%ﬁg%pp%olsm%gefggné@e or 8@3‘62/ .1.18.1

PCT/ USQA /. 1;%;2,;,5% ' Ale it r}gggptj,%t : SHAEEb A . PAD
40 al so passes t O{?%#&ch?ssagtg oesg%vql%ce co trre%ﬁ%ﬁ?g%? as éﬁd’oﬂ%gat

r ef er ence nitirsse avent8 2P ADMK cmmdstsee ¢canfigersdivid MORE doatrBShessagasigeset ser vi ce
controll er 120_passes the. RST nessage back to PAD 40 to acknow edge recei pt
of RST and SiicrCR St LSBT PRl Re RO Nme S A48 TG at

ref gpence nypBLafs AR dsdelemode! Bh ttlkhe]lq ' f the TCP
SGSELIOOI’] andg#m(;rwar S tsﬁ‘gi RST message to thé ot ré%&%)%ﬁty o) &tgk?é@% sessi on.
I n order t o4frandoutpuebiffernsand schepdukr 88,960danapodfigurad by enviddlecatent rol l er io
120; it is desirahle to,mnimze the amunt of nessagi re between.
Accor di ngl y%e%ﬁoc anﬁeﬁa\%rs‘c‘ﬁt WHMGE 3&%&5%@9@8%&@9‘? gg‘gg’r vi ce

control l er kgfahicallf Al dafiresSurofS Buch abPRndHRIM, QReuds arfistobéssihg tRAD 40 only
passes the first SYN, FIN segnent received in'a session to service

control | er skes, tora ¢ustenerdantssiace, @packatiflow, awlass gir agnulticasv gradpd, even t hough
the functions of PAD 40 and service is controller 120 are distributed. In

t he ]ﬁr ef erred enbodi nent, PAD 40 needs only keep active state information
for TCP session fhe réptirtillg BRE3HgES sl fohDiepEiting Prodesuok i1 96 o€ extéalatieadded
services. In other words, PAD 40 wl| not keep state information for best 2

o effort TCPrasessor dAso PAR 40 areczeneially dimiteddo exchanging keepalive massagss ze on PAD
40 for keepi . ' ' : ' ket
noader 111+ SH bRl Bl A ODelinh oxc A b YRV Bloddlls D70 T e

a | arge nunbgbrmd PAT 40/thal bR asesddtahservitd comiglllet £20TicBpeasive.olf FEDsige gi ven

in Table |11 &Ilows service controller 120 to decide which TCP sessions

wi | 120 ecei vERIFHP HRACRFFESEPBING BeISPETTIm 3 sARIcE Faptrolar d e0TADALI RS t ot e
memory 1S T ulitchver bk BIcR kS sbebnhgHERidhonBAR A0S RS ciisd RiritoA ©
menory full nessage 18b to service controller 120 through the reporting
interface 1belown response to detecting a TCP state nenory full event |84.
State nmenory full event

TABLE I

Inject packet into ingress or egress packet flow
Set pass/no pass flag of message interface
Control Configure packet header filter

Configure marker

Configure policer

Configure forwarding table

Configure output buffers and scheduler
Configure shaper

Drop multicast packets from specified source
Admit/deny source routing option

Set TCP retransmission threshold

Set session inactivity timer

Message




3 0 184 may result fromdepletion either of storage for packet header
filter state variables or of storage for nonitor state variables. In
response wo o2eaei4pt of TCP WO 02/ -4-48-t-4 PCTI USQOL/ - 4- 485 fusid/ssioat €
menory full nessage 186, service conte®ller 120 records the TCP state
menory status of PAD 40. When custoner router 32 initiates another

val ue- added TCP session by sending a SYN nessage 188, PAD 40 passes the SYN

Bl

nmessage to ServigecortTrorTeT 'Séf}a 2

tg"ﬂ%.rt })é Poagc —r-et-aee 100, as
shown at refererjce nuneral 199Q. ]l Er@ gﬁ)&ﬁéjﬁﬁge i pt of the SYN nessage,
service controlller 120 checks iie RO P@estat us of PAQ 40. Since
the TCP state ngnory status i fiCAte IeOMRCce control | er 120 decijdes whet her
or not to allowlthe new TCP s¢6t GRO®BEflagSoverwrite existi ng vl ue- added
TCP sessions baded on sone pr¢Seh8V&l P¥E ¢sdiSRi es. For exanpl e, |service

controller 120 ray assi gn each Deddted@CRbedsmiorser vi ce a priority arld al | ow
sessions of hi gl‘egqﬂogai@é Ve pIliKepdliveleRcla@eW 1 Te Tower priority TCP

sessi ons. Alt er nattvety or—Tm addrtTom—servrce-controtter—+26—rmay permt
the new TCP session to overwite the TCP session having the | ongest period
of is inactiRaultyToléthnédhe new TCP session is not allowed to overwite any

exi sting TCP session, service controller, 120 ignores the SYN nessage. As a

result, PAD 40 dob®Preyent Finteruplag mssezyige inthe £rentioba sewicerqeatraliey TCP

session, an . ' - '
session. |If (} @gkéagp,%e@%ﬁilg?g&géﬁﬁhﬁé 1 Obogg ([.&:l :ﬁggrga:# ﬁ%ﬁ’kﬁ%ﬁgﬁ%‘é@v&?@
sessison can thaterrdinktily provides the SeFicearl asecomdary sereice oonttalldraliat t29 sends a

Del ete TCP sessi.on nmessage. 192 to PAD 40 through . control interface 102. PAD
40 respondsP69“§€F®§¢ﬁ\3°%ff‘é9(?’§{n?~ﬁ’gsw g@&@ﬁ)lsapaﬂﬁe ithg cormectiomt e nenory,
as indicate R ENGR Bﬁg%h’ 3 naGe [ ated in Figure
7A at ref er?ﬁgge{ﬁlﬁjngral S 1@% 1 |%§§ﬁ%%—&glé°?%5irgr%g§ ?’?)aip#sf'ggﬁ the new TCP
session i n tenebosliment ofehopresadft ikdADtidh). thpumaryt dned sexamdataservieCP st at e

machi ne depicted. in Fi.gure 7A, sever exanpl of TCP signaling will now

bo. descr | bedORRPHeT EPUTE I SrAI I PGTELPIEesom 43 dverst BTG MRS o i gur

7C, fxenpl atcsks JRavdRY IH}ésbbEs%QOTthe@t%S%ﬂhhﬁl bfiRomeiri&ton Al Heough a

network access systemin accordance with the present invention is shown.

WD 02I -t - t 8 prinRey/se1S@E controter7 PAD 48 performsta sritehoverdo dipesecandp@P session, a

client application fii%t_ I ssues an open comrand that inforns the protocol
"0

stack that t°RKe" ep(iﬂnit(‘? n desires to open

Referring now to Figure 5A, there is depicted a time-space diagram
15 showing exemplary network access system signal to switchover the provision of
service from a failed primary service controller to a secondary service controller
in accordance with the present invention. In Figure 5A, it is assumed for the
purpose of illustration that service controller 120a is the primary service controller

and service controller 120b is the secondary service controller.

20
During normal operation, a PAD 40 employs a reliable communication
protocol (e.g., TCP) to exchange information with service controllers 120a and
120b of the associated external processor 42. As noted above, a keepalive
message is periodically exchanged between external processor 42 and PAD 40 to
25 keep the TCP sessioﬁ active. When PAD 40 detects a timeout of the keepalive

message, meaning that the connection to primary service processor 120a has
failed, PAD 40 attempts to set up a TCP session with secondary service controller
120b, as shown in Figure 5A by PAD 40 sending a synchronizing segment (SYN)



a connection to a server at a specified port and 1P address (e.g., when
accessing a s web page). The TCP agent at the client site then selects an
initial swouengsi4nunber (800 in this exanple) and transm tpeTRISHYALION ONi Zi Ng
segnent (SYN) carrying the sel ected sequence nunber. Wien the SYN segnent
arrives, packet header filter 80 in PAD 40 detects, based upon the
specified destination |IP address and port nunber (PT=6, Port = 80), that

t he SYN seg [ Syl | nisbhat } }ssiagn-critical e:conmerce
TeP sessi on. EASRATTIFYRE Saholdt 1208 fPhbRnT} 35Hsh il (e Siid oqnont
to an e- comwith SecoptitycRrdofntsmidlRf 120H0R(R., d?OYNECSR ik 2Reived Btlthet 0 t he

SYN segnment by querying policy server 48 for exanple, utilizi ng an LDAP
request. i5 jasondasyseryicercanpllerch203,dALR A0 4905 gerepting Aew spssiawandof the TCP

session, for_ex J : .20 returns the SYN
segnent to Prﬂ%n%’.lé %gﬁtgﬁp%gg@%ﬁgFWEg%@f r?om ECSC 120, ' PAD
‘40 spawns a ¢snimifiCatidratvith pRicidry Gertrivd conirslldrt1 200 isxeitored. St at e 144. PAD 40

t hen sends the SYN segnment downstreamto the server specified in the SYN
segnent. 20 Wen the SYN segnent is received at the server, the server's
TCP agent picks af i A0ltdeal CHHESY %ﬂ? I LS and sends a
SYN sggmenlto cont a?hillér}gé‘{eg’epégl ect g(gfsl ni ?g?sg%gﬂlgn%gﬁén%ﬁgg?ﬁ%nd an ACK to
PAD 40. The #ctndmessagicespatoliérd20bliet., abmdidateitbydetephoft=SENMACKY t he

client should be 2 s _nunhere 01, It should be noted that while the SYN
£ amghibk Pd?

and ACK messybstERa which magyaias & sdtespachaps tog sach aoki¥ecust omer
appl jgation, ISR ES TSR AR08 SARLJE tskBnEERC L the TCP
agen!tLEat thesetg ?Iz’ﬁu lrecglﬂlves t he SYN?ACK iEr?ess:lgllgg, Stﬁgga 0] T%gbg\g%ﬁéhreturns
an ACK mess appimary sébiice cordnliey 120wmto sebendary trvickacantinjlier120dntOtge t he server
shoul d be nunbered. 401. Thi.s ACK nessa i s passed by PAD 40 to ECSC 120 to
ot Ty ECSC TSP HEAbe sinte BREERRpY ReeAE e e Gl Ib Bnd Vo

02/ ~~8~~ PCTAdRbIeded BY 4n HCK hestdR, Pmmimaases%@@xchﬁ&éfof%gpw adds
the TCP session into itS active session table and configures PAD 40 with an
al | owed nunbmessagesTrh sesondaryrsesdé¢asontiatier B20br diwi,cervi¢ania giot interpuptedrer
setting. ECSC 12Q. . | so set marker/pplicer 82 to rk packets bel.ongi ng
to (hPe Top QLlE it of h Rl bertiet £5RdiRe A 3 po TR oRiP AR R SR oot
to PAD 40, VjdtaBerssitdice bhstrdi(dfs $EERIAI 1708, t he destination server to inform
the receiver that the TCP session is open. Once the custoner's TCP agent
infornms the client application that the TCP connection is open, the client,
and server can begin [ 2 il 1N .10 M ef erence
now to Figure 7D, &f)ﬁng}qéﬁ?agﬁgg%g@%gg 3adt ?‘ Pﬁa@_ﬁg%gggﬁﬁ%ggﬁ%rﬁoe gt{!ritﬁotr?strat es
exenpl ary neinapcintdteestd ndy sdvetnts ipgiinky fgvice cealtatier :20:GP aconreedrting i n
accordance wth the &rsesent i nventi.on. W]tiyl e fgith(fr side of a TCP

conneet i on clshavieris dpseedi Sogwmer it iy Rresentlygretersd fs commpmieation,ta pl e shown
inis Figur icBBPAGIRE 1 96h, ifdskiBlee QlbaldAe;

sessi on by ?rr?gtg’rtttjé: mé'ﬁi[%é?l%@%gdg%%hto’é Sse tehg) @%%%%ﬁaon. Aclé%sgi ngly,
t he server' ssefGee egrerdlles prodessing-ddbossaherdistributadfRADsS.Ng t he cli ent
application that it will send no nore data. In response to receipt of FIN
segnent, PAD 40 resets the TCP state machine for the connection to idle
state 142 and paspertiienditb FRAIFSS, iRrESepiitd Wiine SieS didbahesponds. by
del eting the TCP session fromits active session table and by configuring
PAD 29 to stshpwing &xamplprycignalingdetwaena propammablenecessdevise apdrdne t he

session's inactivity tinmer and retr } ion s in A | so
orards Fl e aeptaessOt s SRABIS AR a ek ihl Hilfee clplbofite B0
segnent Wi t hpramar}@értibdontdlRafsiRMvibPrdstteationrofelic fiymiAReAlce controllei.ent a s

~application then copmands its TCP agent to c|ose the session, They\i\}i ent's
TCP agent t hER&TeypISionaITacess begiRs Matbprarary service cepirolsr 120 sending-2, 5V o pAD

40. The servgr . s . r Gl ' LEh an ACK
t hat i ndi cat%r tgtg?lﬁi\%gm%tﬁgtg the i’?ﬁﬁgg%gs;%aﬁggh?klgk&gqgﬁggapﬁgﬁTCP
"sessBon i s sthe 3% fxith.a PN ACKawhichdprimiry sewicetopatrober 120acenfimastwith f or t he
TCP session an o.for s the nessage, to cl i ent,. anwhi l e, the
server's TCFaI%i‘gg%r (rss %A?ég SEFRLOY Fn%B%F%;ﬁlggﬁPﬂL‘}ag?ﬁE%% ction is
closed.  WQ%k sessiods to priftfady $68(EEE contictRy 1205, Bed SériicB Gomestidr 9264 gur e 7E,
there is illustrated a tinme-space di agram show ng exenpl ary network access
system signaling in accordance with the present invention in response to a
request for an unauthorized TCP session. As can be seen by conparison of
Figure 7E to Figure 7C, the process is identical up s until the point at

whi ch policy server 48 returns an LDAP policy decision to ECSC 120 denyi ng
the TCP session. Policy server 48 nmay deny the TCP session, for exanple,
because the network | acks sufficient resources to support the requested TCP

o R T T R TR . N TR o




Wth reference nowto Figure 7F, there is illustrated a tinme-space di agram
showi ng exenpl ary network access system signaling when excessive TCP
retransm wxi @ngsare detected. As will be appreciated, TCP mE3IBS000$392r €

normal Iy cl osed through a proper disc2hnect, as illustrated in Figure 7D.
However, in the 2 o event of a network or server failure, the TCP session
will tineout in the host and a normal di sconnect will not occur.

Accordi ngly, sa mechani sm nmust be inpl emented to update ECSC | 20 and PAD
40 when the q@&ﬁ?% ithe sspienstates mth an ARK. exanpl e shown in Figure 7F,

the route between the custonmer and the server is disrupted by failure of a
network link or node. This failure causes the TCP agent and the client to

re-transnit the daifeert seksion stateshied beengnduessfuilly testaredeyprivairgservice

reached. The cIi nt' t.hen aborts the TCP co ction.
Subsequent I y AZQ?I %38 FS §e5pndapy seryise §%%‘§‘?If?ﬁqgﬁb Brebprmay o
exprres. In §&ue Eéx?trélﬁeerg&ﬁh had b Bftored %(ﬁ Dasbhak by iﬁz‘“ﬁf"ﬁ”ﬁp” B@s@aéé) updat es

state rrachl ne 140 o session to idle state reports the TCP
sessi on ti neBAD 4} then claseE®8 AR Sessie@Nithl2tondaspsanvise contrdiler 12Qkpvia of t he

Sesst on 11 onPait ot BOY (v Gk o B mbafghatis 5 SR ol B07 31 op v ki no
the packets §ighiag o) FADAWATERMoAPhAPbEBich Rorf@RIEABY SbdofBarkOr (i s

TCP sessi on. hen del etes the state machi ne ssion. s
Wth refer enmwnomnmolhrgaﬂb Ader thecFEP cmammls@&bsad,tsem@namdc agram

illustrating exe ccess stem si when ssi on
par t i-8i pant ?%E{?@gfgi%gglﬁﬁeﬁﬁht%%@ “l‘féyr{‘ geg@ ??SSI%SFW%%; ed, an
appl i cati on, toHrRkryl Bréibd SorftdHier 1204, mao\fﬁéreaaﬁe&ésﬁﬁiewse afiv@nal s an
abrupt close by sending a reset (RST) segnent. The appli catl on can | aunch

the abrupt céxshengesrwith pomaghisevicotontedlsoba. f or exanpl e, because the
application wishes to abort the connection or because the TCP agent has
detected a serious conmunication problemthat cannot be resolved. In
response to NR&®boktadTmpenditionegnment, PAD 40 resets the TCP state machine
140 for the session to 1dle state 142 and passes the RST segnent to ECSC
120. 1fn response N‘athzq,f@qemewtmEnngIBe@mnsdemes@angmem etes the TCP

session fro P stop marKking
packets for elﬁép@@é}‘s %&%ﬁb?@ﬂé?%ﬁft?ﬁgt We%g%ﬁ er(%ﬁl%[v& lé machi ne 140
for the sessineludaiya fitritanetsndtiveriRiatessagstemntin becdrience Withithe predentc! i ent t hen
cl oses the TCP session upon recei pt of, the RST segnen 2 o Connectionl ess

Tr anspor t Ex’éWﬁ‘l‘téé“ Kienge Lpal v&@rﬁmnhﬁﬁcq&awewpemwa%O BERS, BRIt o
Fi gures 8A- 8fun &g @ en@%di}@dim%&(&@ g)gﬁg%%“g“rggtmrk access system

signaling for c ectl nl'ess transport protocol s n each exanple, the
Unr ekt abl e Datagran1ProtocoI (LTDP) is enployed. 2 s Referring first to

Figure 8A, there depl.ct e ace dia t wor k S _system
signaling in whi chWhgning?‘?fyéag% %ﬁ@?@ﬁ%@?&%?‘%ﬁ%%ﬁ‘ﬁ’i 8f an 1P
t el ephony sepwestlevélnhctés netddiRI(&g IITDMtAMQrEﬂaeEl?}mﬁo polRAPMEr has

ordered guaranteed service for his 1P tel ephony (I1PTEL) cal I s but has a

client that me@wowﬁ&optdwmmgé%@&vﬁﬁs OW@MM ey Algocked servi ce

a0 Tor the | BTEk PRl Y B HS GRS B fR ARE S gin%?ﬁgrgeobt

guar ant eed service Tor an e exc ang ssages
det apt ed bel &bnomic and/or performance considerations determine placement of PADs 40.

For example, aggregation of a minimum amount of traffic or the need to access a
low speed access link may drive placement of a PAD 40 to higher and lower

access network levels, respectively.

30 As discussed above, PADs 40 perform policy enforcement, thus relieving
the aggregation routers (i.e., access routers 44) of some workload. Policy

determination is also removed from the aggregation routers and is instead located



WO 02/-4~8-t-L PCT/USOL/.I|-4397 39 The process begi ns when a custoner at
the custoner site invokes a client application to place an I PTEL call. The
client apwbiceaissen then obtains an unused UDP port from apgaalsooi+3avail abl e
ports assigned for voice data transm®sion. The client application then
starts sending voi ce data encapsul ated by UDP packets over the network as
best-efforts traffic. PAD 40, which has been configured to detect a flow of
UDP (i.e., Protocol Type (PT)=17) packets within the voice port range,
detects the IyT9dundansexisanal pERsessors 42 ansl RBs 46 Fenmest smplemantatiors.Cont r ol | er
(1 PTELSC) 12Q it : 4 : . ' olicy
server 48 forg' a po*) fbé’;g/g%’g'{:%”é’ﬁf%@%f b%é?pléﬁgghgi%ﬁé@%tg&lg(agﬁ%ltg enpl oys
CEPS. Ey i o eedhanetﬁc@ﬁtma mh{jwlyzile:lbbabas gzoﬁﬁi bdlﬂdpﬂ?ﬁd&ﬁszeparéﬁy dﬁtalelr m neﬁ
than the custoner has ordered guaranteed service for his |IPTEL calls an
returns a poFSE9nalBass; 85 aaesulofeekigvinpsome,ad the orkdoed of aeeTesatien 120 t o

B R SEh f shoEIR hnsafe asiy  0

inactivity t thrayraré optimivedse handie tiersimples, tyetiedsentiayRaskOoftlntesdad poutimygor t i ng t he
occurrence of_this |PTEL sessjon. |PTELSC 120 gl begi to set up,a
reserved bané@&?ﬂ?ll’?blﬂbt%ﬁsé)ffﬂb‘? Ph%ﬂtY"P"IkE“Ee lsp ICXE?-[}%E‘zgf"ﬁ‘Qg"cﬁépéﬁgr e)gexaa} ent

appl i cation g@%%@@gd%ﬁqmﬁpme&%gsﬂy% ﬁh&iapx%%s%%&b-%@- dth

route, |PTEL serlds a RSVP PATH MESSAGE'2 o0 to hich T orwards
t he PATH MESS8#E@Hge mwtas) memisba rnumebear of finctions b ciurehitlyadvailaiplpimval of t he
reservation, as I.I as the, anount of reserved bandw dth, the receiver
sends%a RESVIRRQUEHEIPREIFREIERS, whi ch forwards the RESV nmessage to | PTELSC
120. A determination is then made whether a reservation of the specified
bandwi dth is authorized. If IPTELSC | 20 has cached 2 s sufficient policy

i nformati on fol | odnorder he fyther ilmstratguepeetsodf thopiessnt snvenkion, £8ampRFBIfSC 120

need not quer olicy server A48 regardi ng the bandwidth. Lf, however,
auf {1 ci ant HIICEE govest YR g i e oRRating RNBIHY PR ELREAT of

| PTELSC 120, aRQddsEbeiedelSW whth lefer@itRith ol sggcevm_ﬁ& BRfwihde TrHResdahd
bandwi dth can be reserved. |f the specified bandwi dth is avail able for

resemgat i on- Bjustratessxemplagy dmplementationspBetwork-fewelisignaling.qiognedtiong via a

signaling controller. 128 t ith SVYC.or ..L.SP f he . |
session. For og'ﬁl%ﬁ\drﬁ?fl%S?Eecgmgl?%satﬁlé@%ﬁ& Bﬁ)%?c gilﬁp I‘l’hscatsl{g fétYf’)f.) %SIF g?lﬁgt;%el Y,
for an MPLS gfd polidybased intlilie:st scaviak mabhgentert. set WO U2/ ~~8~-t

PCT/ USOL/ -t 1397 ~0 up. Anot her neans of providing QS to this UDP session
i nvol ves | PTELSC 120 instructing marker 82 in PAD 40 to nodify the

di fferenti at Rl &AM SR (SEE fajg-%ysﬂmgieel dinthe la:' header. Once | PTELSC
120 receives fmessage fromthe network indicating that
t he @S path has NéRhrefsteabd now o Figupe bl Berelid flluspdtet adinkAEpate diagrammsoci at e
the flow of UDR packets with th ath. Ip.additjon, |PTELSC 120
confirms thafR'f %@%W 4@%&%‘55?@&_&%5&%%%9{’%%?%% confirm
nmessage t0 PAReARtioNHEhsPARIRE of R Kedbick ReSRFARMPTOOcHNRIVEDE ITH Hie
Thereafter, voice data encapsul ated in UDP packets are sent fromthe

cust omer appiliustratedrexamples @ crstomier appligation mtiatys3he raservatiomprocessAy shown i n

Figure 8B, in the e t he r fhaP & i ver 4 ults in a
policy deci sfﬂﬁ%ﬁﬁgyﬁ %Jéﬁ{hlgfss? e&)c%%]?ér?é?oag%aéﬁlﬁé’ttﬁél%sgoég%os
requisenent fa?ﬁlida&gﬁhla@% Gest 4 PAthloBepdcfied nmitlivgith asa ficdlar timepravent PAD
40 fromreporting the IPTEL call again. In addition, |PTELSC 120 sets an is
i nactivity tFkewn imoFigune 6; papket header filter 88 0f PALL 40 canpurss therRIYP EayTH

reporting ca I I 1 VALY phL B i : use no QoS
parh 1 s out nBie el Dbl S ibo188vE Brob A e 0 b PYLREY anliBhvidits it BEER

appropriate service controller 120 (which in this example is referred to as a

Reserved Bandwidth Service Controller (RBSC)) 120 within external processor -

30 40.




voi ce data encapsul ated by UDP packets continues to be transmtted over the
network as best-effort traffic. 20 Wth reference nowto Figure 8C, a

ti me- spacwaodizagse&m i s shown that illustrates network accestTysitiamg7
signaling utilized to tear down a QoS3path in response to the expiration of
a UDP session inactivity tinmer. Wile an UDP session inactivity tinmer can
expire for a nunber of reasons including failure of a network |ink or node,

in the exanple illustrated in .Fi e 8C, the tj ut_event .is 2 s caused by
t he cust oner appIIP6§§H°8?Ft8treFﬂBt%tjf£‘?B rm'%sﬁ&g’égg&iﬁﬂ?@“ﬁ“@épl and ceasing

transmi ssi Oﬁpﬁlfopﬁgie%lfc&%fué ' o Zﬁ?‘l’i@?%&ﬁ@r Aﬁi%rsm%g@hfcﬂ%n WREcagss! on

inactivity timer expires, detects the tinedut event and reports it
to | PTELSC lagimddroEmgEmean GRBhondstampinenvidtiritingreagrpatig seaviee & gnal i ng to

rel ease the SYC or,LSPs. for the TEL cal | nd the rel ease.is confirned by
a 3 o nessad® OEZ?CE#‘EL c%?nef‘P#iEi_ogeyf%eg‘f@{?“frﬂ%%?%]écyt‘%é’lsb%‘i*r‘?t ear message
to explicitRBIEAL dppdvidpethQessePakibn kérvideTsr thildbktotd | RBAE 1RDirsnARSSage is

passed from PAD 40 through the network, the pathtear nessage renoves

i nstal | ed R8\BSVPRATI2 messpge tPEAIVS0) whitB 8dnds theP ATEsmedsagmdevwmst@ad pat h.
| PTELSC 120 .t hen del et escé’%gg I%Ehﬁcal | fromits active session table and
confi gures PABCREESS PRLT SPTVEBh i gured paraneters for the | PTEL call .
Application-Level Exanples Using SIP Signaling Referring now to Figures
9A-9E, there are illustrated a nunber of tinmespace diagranms show ng

appl i cat i on- | evellf Siepeegivgratithryfar and af themabydrk also@pproyysthereservagionor dance

with the present . nvention. ferring first to ki e 9A an le of SIP
cal 1 %st abl RRIFSHYES ?S%‘#]%Y%a‘n’g?ﬁ‘@“g|a|‘65§ﬁaé‘f’aéﬁgggﬁrﬁ}eés.ag5%%EF‘@?R’at 10 the
cust omer si tyhitls palges the HESV MdsIdgert6 RBST 120 Inftespoakd ®ahe RESWE network, for
exanple, to invite_the callee to participate in a nultinedia conference

cal | . \Wen PIsags, BESEC120 myekesapother peliciequery o palicy servend8 Tomsepain r ange

assigned to -] r ence Call
Servi ce Cont‘%@%%&? @}g@lﬁé%lﬁgﬁvﬁﬁiﬁﬁgg %gﬁglgg{/%er ver 48
(e.g., util iaathegized fdrDANS custortee.qliesbportse gathil segond@uidigpoliee sérveti48t ed
capability is appraoved for the custoner. Inportantly, to reduce the nunber
of rfssage &Wgh g@ﬁ%‘@ﬁ%@%ha&ﬂé@%e uskomes, dedermings witethertgs 120

r ef er abl ' . j er 48 d
Phe pol i cy sl agdbndfiBtiph o Ras bl bRl B B s 1207
I n this manmeaximGmSOitiGizedmand wisttle firtthis custiomepolfisoypalicy sevet 48 nokifies

f t hed palicies.and id i es. .of | i
orver 5. RES1EE \ka Bl der e ipateing apmp i o R Y e B8dien ™ pol | cy
server 48 s@pgRpihie TROorAVIPOIS Sinaliagits kéhp IRVEA: TP @ik éle @brd he SI P

session and s dunps the E%IC rules for SIP calling into policy cache

130 2%f CCSCsigraling ponteadlsohi28. t HiterRBSE 120 recgiyaseoafirmdtionnd tist requested on,
CCSC 120 retupns t [ LW T t 0~ PAD 40 i ch I \War the I NVITE
Cequest t ovdPl Fora e ieloht HIESE398 cbRnFRE fetselftalft R W L T equest
the cal |l ee fetwHiding 2abk B6 300AD 20 I tramasiepeekel ilPAe chStontebBRIw ovéidtheat i ng

acknow edgenent of the call wi_thout change in the specified SIP capability.
Because t heeataplishgd SMaayESPn Ir gdditipm %a%gaap ir%ty{nsmﬁﬂESme%a%@ the SIP

Z02 does: not 40 bl nlessed erB 160, B sefOnRESY trstade ittEhig 00
accegst ance die dldnrRpphicatios. RBS@J20vise sandsACBONEFGRIinessage ch PAD 40

asses to C 120 to informit.o uccessful establishpent...of, the SIP
Ees si on. ownstream to the receiver via If’A'E) XO to complete %eahandghagee utilized to set

up the SVC or LSP.

Connection-Oriented Transport Examples

30 With reference now to Figures 7A-7G, there are depicted a TCP state
machine and time-space diagrams of various TCP events that together illustrate

the handling of connection-oriented transport protocols by a network access



CCSC 120 then queries its policy cache 130 to approve the final capability
set of the SIP call. CCSC 120 al so adds the SIP session into its active
session tel)@qasnd configures PAD 40 with an inactivity ti nr/esudseioher
paranmeters to facilitate the SIP call 31 CCSC 120 then returns the ACK
request to PAD 40, which in turns sends the ACK to the callee to conplete
SIP call establishnent. io To obtain better performance, it is desirable to
mnimze message passing fromPAD 40 to CCSC 120 and from CCSC 120 to

pol i cy sever S)mmasaozﬁos&ms adthdbe peesertdeyantignp Befaxng firseto Bigueeds, 220

greatly reduces th unper i . L-CY I kng from
PAD 40"t o Ccbt b et ord A AR M aRRTS! SFcP RIS BB, G
SI P stat e maghig@epiéteARs 4Rowhal CPamseBadHife 14D inEhdegm® state£@RGdR20 only to
establish, term nate, or change the capability set of a SIP session, Wth

ref erence nowateol42 igowhiclo theraistnoastiypd6E sepueft and dnsacing fiate i inj whight r at es

| K . b _ . o, 5
S r e bar P 1 ARRRARE TRSIRIbR! FREbRAOPOr ke nhBhibe 190 Maiiadiron ! © ©
the call, andession st Hulisg frir MCRpodesats, ticlidieg {19openiag a T CResassiontihe cal | .

In contrast, in a twoparty SIP call, h_as iIIustr,ﬁgsd in Figure 9B,

| s
ei ther the cadspersedp atsyachrapizng egmene (D dostng - sessiamBwn i n Fi gure

9B, the calle t t.h i Qi cky - Wk ding a
BVE 1 oquoet , PR BASTHSATEDERESRE.0) bt £3CE S3igh At hahuya g, 19
EYE Ir equest !a{qd gﬁlo?@sjiﬁga tl“hﬁ sS:lngi’gls ﬁ?mispmsé tmmeisbts( RadY) ';:negsgg$§ ilitl iﬁ‘igtuhmb IS? Pand

y cleaning its policy cache 130 of paljcy rules pertaining to the
sessilon. CCSEA1 messagehassepipiegd il C*Fg,h[?%l S BP%‘PEQ/%“EH’G lsgﬂuﬂo P¥ om passi ng

subsequent SI he«fl» é ete the
entire confi Sgrrra I %ﬁﬁgg?ée[nﬁgt%?.p §§| F&%!gc%%gﬁs%ﬁgpélg’ezgﬂgg; ?ES@BYE request

to PAD 40, 3 sessithicidsefinrygpodss toreFIBYBesageet.) and arhurthet time-ordereddyponse to

recei pt of the BYE, request, tGe cal l,ee acknow edges the end of the SIP call
by sendi ng aaﬁthbe} SO @mclﬁe?ffﬁﬁ' 4%4’#8 rds to the caller
Wi t hout passing to CCSC 120. WO 02/ ~~8~~ PCT/ US01/.1.1397 -t3 Referring

now to Figure 9C, there is illustrated a tinme-space di agram show ng
exenplsary net wor k Axitlastsatsd,stpeningi afaal Chsession énigitiatedi whenstate magghingg s

exceeded the gll owed, duratigon. depi ct xampl e, Lhati on of a
SIPcall is tlapgﬁ’é‘r‘glf Weé&%@i?%gﬁé%cfﬁﬁﬁasmsigﬁ%nglg?gq%}ra%tgsa?exceeded
the allowed gegeahi@RunpRE 150 85cket Heb@er TS BO Bapturley HieriaftialBYN dessagal | ee
then i ssues a BYE request to termnate the call. In response to. receipt of

the BYE r equestejvedAtom theeustasmertand pasaes itdq thsstervies coniollent20 withi, ccsc 120

del etes the S|P session fr it 1] I n

associ at ed pSF'eﬁaigr?CFfﬁﬂri“? srHl Aﬁé%‘li%? Caéﬁté%%&??&ﬂ%&&i%gﬁgﬁ&ztgmi gur es
PAD 40, t 0 pr g¥&iiit oPAR M ehessApe) feasise ognttalleCCHqicRes pubigespmes td8SkPandings ages
in the SIP call and conmands PAD 40 }.o del ete {;e g(ptl re con&h uration for
the SIP cal | .2 T&Rsessipp fopths Fustioy- 4 EWECFéEfEFHé T 120 AEIVADH2 PARFEh f or war ds

the BYE [ equeiisto @@5@4#@,@%1 g;ﬂ?enﬂcﬁ b&stor dePice ddHRroBiet 17U redidls e

cal | ee then acknow edg the SIP session via a i5 SIP 200 CK
nmessage. Fi 9N Ségrhédtus Prdd 48 amindidatet at a¢ferenee mimeral 172. dranayploase ¥ whi ch

S D1y oo (PER0S SN sesthEe ipre RS SanE s A D PGPS R, o3 on,
the ipactivityyard BRI ididstiieR42 td acdtbvefl sbite L8 BPAD qlpfolwadpthieeSYNRAGEMéAL t hen

reports a tinmeout to CC S C 120, which deletes the SIP session fromits

active sessi da titeabteivermpecifind by shadestipatinncadderss ped wseivessdS b Hoki cy cache
130. &CsC 1205e§1?1§1'1} §§Men9e%ei et; asf1 th%’n gt%fé&&ce number 154. The sender

completes the three-way handshake required to open the TCP session by replying

with an ACK message, as depicted at reference numeral 156. PAD 40 passes the
30 ACK message representing the success of the handshake to service controller 120,
as shown at reference numeral 158. Receipt of the ACK message notifies service

controller 120 that the TCP session is open and causes service controller 120 to



the entire configuration for the SIP call. 2s Referring now to Figure 9E,
there is depicted a tinme-space di agram showi ng exenpl ary network access
system siwopabidsduri ng negotiation of SIP call capabilitpCrasai/soent s
between a caller and a callee. As desxribed above with respect to Figure
9A, a SIP call is initiated by a custoner application at the custonmer site
issuing a SIP INVITE request. This INVITE request is captured by 3 o PAD 40
and passed to CCSC 120, which queries policy server 48. Policy server 48
responds wi t Adhsr iR pessionita dts Sptive sassion tabley Seovies ennirodier 12theoisetsyanr ul es

for this SIP; y I . j .quer ﬁ)CS 120 then
returns the ﬁ%&@%%ﬁ?ﬁ%ﬁ%%é%%#ﬁ$§ﬁ‘%ms @@rﬁ 0, which
forwards it the AOK redshgeto THODBIE hs alkd ircidatddas tefbrenédRureanmdse i | | ustrat ed
in Figure 9A, _the_ callee does not respond with a SIP 200 OK nessa

confirming t hberspftere data cap Re fiangmiticd brevesn thesisiomep endigievieesiver i ge o or
' ACCEPTABLE bodi.cat Il bandwidth is high
TABLE MasAORCh OUlal hthdiek ARt eRSShPfsal | bandw din s i gher

than fhat whic € support nk of the callee and that
only a 56 Kbps connection is available. As requested by the INVITE request,

the callee responge further .indjgcates a set of nedia encodings, for
exanpl e, that onl y OFERIE@ERACEYE &Igg)eseﬁ%%le ¢1dhs customerns seceives Car &efckt i ve

codi n LPC j I i 0,

Fesponse 1o PALLA®e TR Mis P RRchHones S rbolit ARFE O neRa RS, S hreschd
the nessage TCPGESEniachinelidlah idjastate A2 dsshown at referticeynuesedid 603 PADd
ACCEPTABLE il SgareBshs BhbusSsrge (gprmiios somaler 1HEaS Bourige HranRe cal | or.
15 Wen the gablay 152Cehy £ HhRsSlRiRE: N ACTRRTAPL pespeniee Lhe cal l er

adjusts the ¢ capabi Tty requitenents and | ssues anot TE request
speci fyi ng acofhekiips isiaacdtivedint caude€ servitie cominalted it 2Q) toadedeta theEXGPrsedsioeer  of

120 m nutes. _As before, the new INVITE re ' assed CCSC 120 by PAD
10, a o COSCHRBR Hee Seurol: & Wusirtgh PALy 46 el ste ERUMHERdor ne
cal | durati ofg Hestﬂaggogrgma,téﬁea%%gsﬁ&&r bpree;sa@lgrv@tﬁc@@b% Akl ¥n AGGEC 120

then returns the I NVI request with an ExpireTiner o 0 mnutes to PAD
40, whi ch sendssaghend AVIIVEnessage-164. (The souce theh eespordsgh¢ fast EBYoressageo

recei pt of this se d INVIT uest. the call eteri.nes that it is
able to supp?ﬁ’f@1 agfﬁgﬁ mﬁ,?ggecgﬁ. eﬁlerﬁfﬁopé ﬁf?lﬁtﬁ?ﬁfgﬁﬁg&@éﬁ?ﬁsa%ﬁaﬁ’ﬂ on of
100 ni nut es. 4f\aeRieditRgnite dithinal 406Rr BRSFCTMEEsivht h a SI P 200 OK nessage
having an ExpireTiner set to 100 mnutes. In response to receipt of the SIP

oK

-

As further illustrated in Figure 7A, PAD 40 will also close an active TCP

20 session if the inactivity timer for the TCP session expires. In response to
expiration of the inactivity timer for an active TCP session, PAD 40 transitions
state machine 140 from active state 144 to idle state 142, as illustrated at reference
numeral 170. PAD 40 also reports a timeout error to service controller 120, as
shown at reference numeral 172. In response to receipt of the timeout error

25 message, service controller 120 deletes the TCP session from its active session
table and updates the configuration of PAD 40 to remove the inactivity timer and
other configuration information associated with the TCP session. PAD 40 then
deletes the state machine 140 for the TCP session.

30 PAD 40 also closes an active TCP session in response to receiving a reset
(RST) message from either party to a TCP connection. In response to receipt of
the RST message, PAD 40 transitions state machine 140 from active state 144 to




response, PAD 40 sends the response to CCSC 120, which checks the SIP a o
capability set carried in the SIP OK response by reference to its policy
cache 130want/4approves it. CCSC 120 then sends the SIP OK paaspsenseoto PAD
40, which forwards the SIP OK responsato the caller. Wen the caller
receives the SIP &K WD 02/ ~~8~-1 PCT/ USQOLl/ ~1~397 -15 response, the caller
nodifies its ExpireTiner to 100 m nutes and acknow edges the SIP K

response via,an ACK‘{equest PAD_40 passes the ACK response to CCSC 120,
whi ch appr ovéle sREe $42, a5 shgvim atgsfasence mpmezal 180, PALY40 alse passerkerRSBonse.

Fol | owi ng t hi I Corotel1 260 iypactivity
timer and ot Hzersga%grtgrgr%wtgres to %acrzl?)f %ga h%%ﬁa?r%ﬁ@ng% %E%l@bs 12 0 al so
Teturns the AfonseseaerziptofAORET, meskage)sdroiceactisollehd2\GksseL8RRIT L0 t he
call ee. Upon receipt o se by the |l ee, the SIP call is
successf ul | y%f%ﬁ%ﬁ%%ﬁ@ﬁﬁﬂ%&vgég? fﬁ@ﬁ%ﬁég'rﬂg d sygseasfilrdeletionn
current netwgrgs, T(IlﬁpséEHiorn, &850 skl af rifer Sfﬂﬁ%fal' §8Y. PM?@&%B% feRegt WO _OF
nore receivers, enploys an "open group” no of comruni ca ccordi ng
to the open @lamaiemndhjn,e 1@ 0faks TOPesdssion anddiopveards thel RST afebsagd @6 gfes t 0
which to send ackets ulté‘: 0 not need to know the i5 - nmenbership of a
"group" partP 53‘?‘]‘Y1§f5hﬁ SBi%8ast session and or to belong to the

mul ti cast group to which they are sending nulticast packets. Moreover,
there is no centralized group nanagenent entity with which group rrerrbers
need to register, Isprdchrccopjomteefﬁaﬁsgopéxaﬁmofrﬁeﬁitwgartdlmtvimndritmﬂst group

menbers can | Qjn or.le eamJ.Itlc roup. at wi | Al-t hough the
curr et openllgb*o‘hﬁ dr?ﬁ‘ﬂ%?\i Esé?g’ﬂﬁ%%getﬁv&tn ‘per i t

management omce@earﬂ%& pqinrmlddr f&waf&rmyragmt:mesﬁ%&%e%mwe Rfdofignt rol of

mul ti cast group nenmbership is 1nportant to both senders and receivers. For
senders, it 120iffrpquiresito apenta TP yessionhdn additions RAT2 48 oahyepassesithalirs to send

25 packets ticast_gr.ou For .ex | e, ers often w sh
Co prot oot -t oA EIN SRRl efbied i S5y R e SO 2D o1, B ediS

group and degkéesite neggugdngiieralvaideafev%ﬁrﬁyd@ﬁ tBd fudtiSnsHIP A19 4blaR@deRscedy

unaut hori zed sources. kew se inportant for the set of receivers in
a nulisi cast. gmimﬂerﬁﬁéredbﬁmb@telded to restrict reception of packets to
parties authorized by the sources. As an exanple, sources s o desire to
restrict the receivers capable of receivi-ng video distribution and video

conf erenci ng mul t iig &gtprpfeededtetnbodimetit A DI 40t Hred Sy keemadipe state t he
conventional (I P Multicast open group nodel, outli qed above, the network

access syst effforngeiagtor [ CPgessiprforydirh serwigs sonfeplisy 449 Ferfignes Wushe

resent inve e gz&aggsrge_ nt as
PI | ustrated ?‘tr’]a%%ét‘;r}géss rltgih%(SH g § err?ﬁ%‘?ﬂbﬁ&?%{aﬁég}g&ggﬁf -10B, there
are cepi ct edeffort mmmsspasem“graylwaa@csmhmraqmmdmmanywizeemmm #rcess
system signalr e re i str.ation of new ica
accordance wf' gg‘i@’a %ﬁ‘le HPB (F-8-a82 @WB&?PWU#OF—'P %ﬂégi@ﬁpﬁgeﬁc?s‘& at
the cust oner a8d Y@ asd HRRISrsBAARI 92, WIsd, Qinde ShebBinby ﬁ@%tla?éﬂuﬁbéﬂ\@f ch may be

a new mul ti cast group) by sendi ng an | nt er net G oup Ml ficast Protocol
(1 GW) Joi n- eetingpl G pessionsiths dgleta TCR session mesgagergiven in Table HE allopis PAD 40.

Packet header_filter cont red. 1.Q

messages by S SONEOITAPIA8 Aepy isrlich SsSRt b Gt Rl | R hor
Message to asddckiis ditevent thaCECLRBEsicN dtate nidWiefey islall. i n external processor
42. In response to receipt of a Join-Goup Report Message, MSC 120 queries

policy server 48 via SPI 56, which in this case enploys LDAP. Policy z s

server 48 respond to
., determne if the ﬁué&%??glq&?d%gss %%3‘%8 %gaesls?agrégﬁﬂﬁ)%ﬁ@ershr p list
for the nul tma&tgegséupsem&cszbﬂmmuerrlzmmugh&@Beporfmg)(ﬂteﬁgcesl@aunr 48
determ nes that the. Host g‘%}thoe“gIEhlf j |nthe mui t i ?ft group,
. policy servefeSREISELP F'ﬁgt’%g P LIt Memary At 6vaps ‘!ngtafee?lé’@f’phé’ (3
Joi n4G oup T gguRRY reéﬁﬁcﬁén%%egeaeﬁeﬁﬁert&s{&a{e%r ﬁibk@fhéah@r fiRéuseRé by

droppr ng the Joi n- G oup Message that prevents unaut hori zed host from
regi stering wanahlesmylof istpaage fgr monitonstateciasiebles ulngesppse m@cmmﬂfﬁ? al so
write the unauthorized attenpt into an event log for use in detecting fraud
2s attenpts or denial of service attacks. Alternatively, if policy server
48 approves the host's request to join the specified nulticast group, as
shown in Figure 10A, policy server 48 sends a policy decision indicating
approval to MSC 120, which returns the Join-Goup s o Report Message to PAD
40. PAD 40 then forwards the Join-Goup Report nessage to access router 44.
If the host is the first member of the nulticast group on the network,
access router 44 adds the nulticast group reported in the Join



WO 02/ ~~8. 1~ PCT/USA /.~.t397 47 G oup Report nessage to the list of

mul ticast group nenbershi ps on the network to which the host is attached.
Ref erri ngvo@wiuisds Fi gure 10B and 10C there are depicted tiperTapeaasgi agram
illustrating exenplary network access4systemsignaling that is utilized to
manage host nenbership queries seeking to determ ne the nmenbership of a
mul ticast group. In the exanple shown in Figure 10C, PAD 40 receives an

| GWP Host Menbership c?_é&ery nmessage originating in the network from access
router 44. PagR&CHAY lmﬁrssftgsrlf?%osqmp@ aerizollen 120 regnpisthe TaPsstdiased upon
its port s o_nunber, and the Host Menbership Query nessage to M5,' -~
"0 in externlgFmBFyo%%s 8?%?3@50 120 then queries policy server 48 via SPI
.56 (which in this exanple enploys LDAP) to ascertain whether the source
address of the Host Menbership Query Message is an authorized access router
44. is As shown i Wirngystemepputer3dyigitiates anethgevalng-addedTGP sessidmbyr ef er ence

‘to policy d e t L Shl ery nessage.is froman
uni de‘lhti fie eggﬁ a0 o@?gzs%%glgsodl;??é[,) h@g%%a, segr‘&fneﬁ?gfi? ﬁ%ﬁgea policy

deci si on to ¢daGolleP12eilecightie iltesdde SitefREON0S A shoedt Yefeldhcé BERRATE
rejection of the Query, MC 120 drogs t he Host Menbership ery nessage and

wites a ao ¥ dngesnenssipgecsipt f the s YAl mpssage gervirstcontrpllemiROccheekssthe
deni al - of ' irec dj o hori zed
oot - Nenber hth SEERERELESabBUIPAD BF. SHAMITON sl oRehit ok BRI 58

approves t hesetided cdtrolier 120 dedlGesQuisdtiyeran ot dllodi thatnew TOP bssiohd8, as shown

in Figure I0OC, the Host Menbership (%Jery is returned to PAD 40, which
forwh® ds t heoYpRTtaBaB YRy -added T Givsesfianybased on somp pre-instaiad policies. Thus,

t he network S Layent i L |i cy- based
management  of Of B G Ene el LAV R ol plch YA B ARARK b B B e
10E- 10F, t hegriority and eflowtseskidrisid-higiree eelativeqrongy of ovexwrid lawer pbiiyr kK access
system si gn%&gg utilized to nanage ., WO 02/ ~~8~~ PﬁT/ US011~~397 .18

sendi ng of Pessiqnsp AN feRatively QTR additigprserviss controlles Lafhmay pemaibthe n bot h
of Figures 7 - wrwh Y tPEBd o5 | | cast packets
addr essed tg&?'ggrﬁtﬁegs& arﬁ)t?ml ti {(;&Ztgte group.m%/\lﬁéeﬁn%%qi%éérgte el(%/deésfat he first
mul tizast paokatvitypacket header filter 80 captures the packet after
checking to determ ne whet her packets having its nulticast address had
previ ously been received. PAD 40 then passes the first multicast packet to
MSC 120 in exter nghPh&s GEI08eséidn id\f'ﬁ@aﬂngedm%wte%ﬁMn?%s%ﬁ%"I@P 48 via SPI
56 (which in this case enploys LDAP) to detern ne whefher the source
address of tdsesiomsendesconteetier129 ignares s § Y dnessagse nAs a result, PAD 40

does not install any state information for the new TCP session, and PAD 40

)

20 provides best-effort service to the new TCP session. If, however, service
controller 120 decides that the new TCP session can overwrite another TCP
session, service controller 120 sends a Delete TCP session message 192 to PAD
40 through control interface 102. PAD 40 responds by deleting an existing TCP
session from its TCP state memory, as indicated at reference numeral 194. The

25 process illustrated in Figure 7A at reference numerals 150-159 is then performed
to install the new TCP session in the state memory of PAD 40.

Given the exemplary TCP state machine depicted in Figure 7A, several
examples of TCP signaling will now be described with reference to Figures 7C-
30 7G. Referring first to Figure 7C, exemplary signaling utilized to establish a TCP
session through a network access system in accordance with the present invention

is shown.



mul ti cast packets to the specified nulticast group. | o ~ As shown in
Figure 10F, in response to receipt of a policy decision rejecting the
sendi ng owotda4sml ti cast packet (e.g., because the source PEavigHongs39he

mul ticast packet is unidentified or u¥authorized), MSC 120 confi gures PAD
40 to drop nulticast packets for this conbination of source and mnulticast
address and i5 wites a warning nessage into the event |og that may

i ndicate a denial -of service attenpt by a particul ar source fl oodi ng

mul ticast packets onto the network. Alternatively, if MSC 120 receives a

i dec o o ! ' _ \ ket
Bhown” i n Fi gure 108 REReEY i SHETCR SARBRNY LRk BRICHGD FEATuBOES
'nul ticast pasgeatconimand thatsinbammisithapiotitobétaciomharibe application Auditdse@spemddr ess

to access router 44 and returns the_first nulticast packet to PAD 40. PAD
40 then for whFUEeElERN 10 3 servendt 8 specsfiedparkand IPRddeese §ag.s wher acceasing @

for ds all u J t G S | Air to access
rou}tNggr 44 w?ﬁ%ﬁ?&ga@%ﬁg@%ﬁé&@?‘o‘h@%ﬁ%@e {h[%lgl%@gc‘% h‘g%ﬁg%‘lmsg%énégcess system
of the presenimber(800 imthisuixaimple) ang alahayitda sydthrbadzisg sopsndnd (PENNI t | ngr ess
of authorized 2. s | t] caat (gackets nd re\I/_beﬂr_\éYi\Inwgress of, unaut hori zed
packets. Wt RgEthe felecied iF4usnes BypRy- : pmient AITives, agkeht ed

ti me-space di : la@r t ;L gaal] i.lized
o manage. t R B S A Rt I el
shown in Fi qandgorBmbnBaGPER(d, Bditt= 88),dbatshe SiiNesegehént ie intendesl th fnitiatetd cast
packets fromthe network and for ds themto PAD 40..1n_response,.to
Peceldt of (FHSSIORrETICALf-PPRISFoREER Sessiog, AGOrAREIG oKL o e SHSE BOPAD 40
captures th 14 Raekd) I 38 Q& )

PCT/ USOL/ - gg’%dg%fgthigjg??r mne %ﬁﬁ%@%ﬁkﬁ?”ﬁcﬁnﬁg\%t ) ?u(?)?l Fgasﬁci%dr ess
had previ ousl20 fesponds é¢ tieEYIN sPemkritbytmedang poliayesered 48 Honexamples t he fir st
mul ti cast packet to ﬁ/ﬁ%ﬁ?o in external processor 42, which queries policy
server 48 to YA M BEARRY- the source address of the nulticast address
is authorized to send nmulticast packets to the specified nmulticast group.

As shown in Figure 10H, if policy server 48 determ nes that receipt of
nul t keast packet sln ispansathpelicvesgrver 48 indieativg appisvekefdhe TR sseuedobf t he

Ve 190 a partiipino el HEF APRROE msOBh Fac 2o pin: G STt 2T

MSC 120 a po‘?’ia&}’ ] ecting pacf(et. I n

response to (o £DUIOWREN PADE4Dieceived the SN bdghiemt TdACKESC 198P AR040
configures PAD 40 to drog mul ti cast packets for this conbination of source

and mul ti castPasad pasy HaB state machipe o yetsig tactiva giats b RAR ke | og t hat
may i ndi cat eseﬂ@?&%%%ﬁ%g%{%‘vﬁﬁﬁ%g&?&{ﬁ%tsﬁrvfef il ﬁ&?e%ﬁ%gg%?iﬂ ce

address attenpting to e sub-network i n-the custoner te. As a
resukdé, subsequent nulticast packets containing the sanme conbi nation of

ER L o o A B e S
packet, WMBC digls aPmitidl 4eqfenEMRutiBer (00l @5 da¥e) Rl WBkdS a SYN segment
containing the selected initial sequence number and an ACK to PAD 40. The
ACK message specifies that the first data byte sent by the client should be
25 numbered 801. It should be noted that while the SYN and ACK messages sent by
the server are forwarded by PAD 40 to the customer application, these messages
need not be forwarded to ECSC 120.

When the TCP agent at the client receives the SYN/ACK message, the
30 TCP agent returns an ACK message of 401, meaning that the first data byte sent
by the server should be numbered 401. This ACK message is passed by PAD 40
to ECSC 120 to notify ECSC 120 that the three-way handshake is successful and



2 0 subsequent packets containing the sane conbi nati on of source and

mul ticast address directly to the custoner site. MSC 120 al so returns the
first nmul wWiocmsits4gacket to PAD 40, which forwards the firstpansongesst packet
and subsequent nulticast packets to t¥e custoner site. As illustrated in

Fi gure 10H, subsequent nulticast packets in the flow are forwarded by PAD
40 directly to the custoner zs site wi thout passing themto MSC 120.

Concl usi on i b t j ' 40t s a

i St i DUt od ot oy s e P o g ARt TPl I EPRHOET, for
access syst esession table land eonfigiereP ADMY witle s allowed/ mmhberof TR aces a

conventi onal nolithic edge router. wi.th a progra cess devi ce
.cont ai ni ng af%‘%@ﬁ@fssﬂnﬁﬁéggﬂgoaﬂ@éﬂ%é%wgr ?%ﬂ%ﬁs&iﬁ@,m@’nﬂﬁfﬁr nal
processor haiﬂaﬂ&br%ﬁc&rﬁz[%rﬁargtﬁifaEk&?belorYé%??cf th8TCP BSHOHIOH -%@&gﬁo

specific service controllers at 1 npl ement policy-based contr t he
PAD, and an ECS&sE2( tenectutisdhe ASK segmenbiash AD M@y whivh.sendsTthe AGK st ri but ed

architecture_has n rous..benefits over conventi onal ithic router

B hi t ect ur SCERGR I e s SERoRseT T ) IRForEhe Froe gt s HBriSrh s i

i nt er oper abi bpdry/, OSQCHE ichitomRY TEF def€infirAsitid SIfinP SpplitAfom BlatHekT @R CESS
architecture of the present invention achieves superior scalability as
conpared to cenngehion srepenihsslicnttand seoyart eandegin sxchanging data frethdi TER | but i on
of functionality anong three | ogical nodules: a programrabl e access i o
devi ce, an eXtarmal processor providing service control, and an access
routgp. In particular, by separating the routing perforned by the access

router fromthe functionality inplemented by the programmabl e access device
and ext ernal proc&¥ilrefergaer nowiaFiguraP; theemig depicied @dtime-spresdisdgam| ed

modul es and BRoUr RS ciEER a R Gleo R Mk M R RGBT LR, P oo

requi r ement scovidcios iroaRbrdiacatith theprastat irdventiorA SWhilt elth@tsider &ffaf TCPpat t er ns
continue to change fromlocal]ly concentrated to globally distributed, the

ability to appangcHen catinitigiel disepnnegtiaioef TP sespiophia the exasnple shewss i1 poi nt
separgtely f { L r . jgn for
Foruapa ny ¢ FIHE 7, B cerl e R B o BB BBy O < et vor
access syst einsaucting # TCPeagefit tbletosp tiesenhedtiovie M dcorling!g.ahp saverdeTCPnpr oved
flexibility. Such flexibility is nat ur al  out growth qf fhe alé‘iacLity of a
service provi‘%f‘éﬁts%ﬂ?’élaoﬁmzmﬁér’mg S FhisRt a *‘T’E?%glafﬁé‘ﬂué B% t he
service cont SRy idd P D

pr ogr ammabl e@k%a%gbgsg&gew cg?écllggp\rfogtyrrp e,énlghe pgggg%e%gggﬁ]?ﬁet ers of
t he progr anmmiakkine forethe cdendction tmidldsate dA2 iagdipasses the FiNtsegmentsh Blfiket

Dp. 58 el | RE0nERSE o isliongs BY eBing e Rm iR e 1 adpepssiag 881,
| GWP. I n addidd By cotffifarBRPAD 49 16 ktophiarRing PadtstBRr thid QCOPSsesiey hiktocan be

programed by the service controllers of . )
remove the session’s inactivity timer and retransmission settings. PAD 40 also

forwards FIN segment to the client, which acknowledges receipt of the FIN
segment with an ACK that is passed to the server by PAD 40. The client

25 application then commands its TCP agent to close the session. The client’s TCP
agent therefore sends a FIN message to the server’s TCP agent via PAD 40. The
server’s TCP agent responds to the client’s FIN message with an ACK that
indicates to PAD 40 that the three-way handshake to close the TCP session is
successful. PAD 40 accordingly deletes the state machine for the TCP session and

30 forwards the ACK message to the client. Meanwhile, the server’s TCP agent

notifies the server application that the connection is closed.



a o the external processor to collect statistics for arbitrary conbinations
of SA, DA, TOS/ DSCP, PT, SP, DP, or other fields and to report on events
(e.g., exwesRIMNB4TCP retransm ssions and RTP/LTDP i nacti virgryussasaesd7 upon
the collected statistics. WO 02/ ~~837% PCT/ USOL/. 1.t397 51 One
particularly useful application of such nonitoring is tracking statistics
for different |ayer-2, layer-3, layer-4 and higher layer traffic types to
ensure that acti RefepHAg naweo Faguredil)eltkré by illugheed a tine-spaetedl Thi s
policy-based approach for providing dynam c SLA support in the network is a
nore fl exi b$hoveBg axeraplarnpgiWorHeacseds fyFiem sigmaling Th agcopiapcs With thell ti pl exi ng)
approach to . Lhi i | I N rt .hecause of
the servic ég@gﬂ@éﬁggﬁﬁﬁg%%g%é%g&%ﬁ% %%L%%o?%é&?‘?ﬁsreaﬁs 'rési n the

ext ernal prcaelseen bfuomparisod efFignecTE ite Fixaire 70), thieastodss isiabmigatiigd eit her
w th dedicated servjce co_ngrol_l ers or, i 0o wth ggner,i c controllers that
each5 suppor ¥ntildhe peiat afswhich ppligyserver 48 remsandRASPoligy degisien o

i mpl ement at § ' AR [ L.l | ; service
controller sEgrgcrrfg?YY? y?{r?g ngfrsti ngs:jgg%'rg‘%%%ﬁ??g%r&éppﬁ%gggg?ﬁ?@g of new

servi ces dofif erarpleghedanse thenetwdrk ladks suffictent feoyrcegoanppdrt theaccess devi ce,
access router, or_ other service controllers. Thus, other services are not
di srupt ed difguesied TCEseesIenon PrRruTdEe clignt Baseqt subsseihed to thesequesigice

cont 1ol I er s SriopiPeesipiiodleriile. PORMIAITRRLFAARCTEP deyhbmagd access

router, the new services a I Nng of exl’sting services
is net depelZieistuasareset€REID) segnienp twPADetlamhidheseddwthe RS¥hsegment eat | y

reduces the tinme and c for devel opi or upgradi services. 20 The
ext ensi bi | i?@stfﬁﬁmttﬁéhfpfgi’@ﬁfﬂﬁ%a&ﬁl}eg‘h n\g"éle%@&&q’&??ﬁ tgERITePg veige
addi ti onal ﬁB‘T‘sE%:?:bHQtHe‘&EH’Q'T@Pt&@?t dBYs AR 456 LR Bh&d bE nbg:g tH%tce)gr ammabl e

access device, f exanple, to verify conformance to standar bug code,
and assi st benalse RiAByHbddes noy reseive g N degraquo fiormGCHENR20y PAIME: daesd ot her

related 2 s information tq.th rvi-ce controllers. Such capability is not
i nt egr at ed PPYBCADATE PB%HFC S%Stﬁ%ﬁg ¥ %but ers and is usually achi eved

onl yzby the addition of external network nonitoring devices. The enhanced
usage noni toring provided by the present invention enables a service
provi der to sel | With referenceazyvtccEiguge 7E, theredp dbistrgtpd dyimarnage dipgwam| e stil |

conformng t,0 SLAs. This ngt qnly inproves a,o network utildzation, but
o1 50 aut o teyiEg akpEleEnSithell tokers SRRt e S Hds e A genent
expenses.  ref@nSiiissiont re detdRtel. USGHIL be dppdcidied, TCP sessions are normally

closed through a proper disconnect, as illustrated in Figure 7D. However, in the

20 event of a network or server failure, the TCP session will timeout in the host and a
normal disconnect will not occur. Accordingly, some mechanism must be

implemented to update ECSC 120 and PAD 40 when the TCP session

disconnects.

25 In the example shown in Figure 7F, the route between the customer and
the server is disrupted by failure of a network link or node. This failure causes the
TCP agent and the client to re-transmit the data until a threshold number of
retransmissions is reached. The client’s TCP agent then aborts the TCP
connection. Subsequently, the inactivity timer for the TCP session in PAD 40

30 expires. In response to expiration of the inactivity timer, PAD 40 updates state
machine 140 of the TCP session to idle state 142 and reports the TCP session
timeout error to ECSC 120. ECSC 120 responds to the report of the timeout error



As noted above, the distributed network access system of the present

i nvention distributes network access functionality anong a programmbl e
access daypeesssap external processor providing service coRCTAISO/ &3 an
access router. Because these differer# conponents comruni cate via

wel | -defined interfaces, s interoperability is not dependent upon all the
har dware or software conponents being devel oped by the sane vendor. The
present invention also provides enhanced security against theft of services

and networ k aby deléting tHer TEX agsion, frér éts autiey fadioR fbReaRIGhstiRYs PRD 40Pto
mai ntai ned in a secure environnent while | eaving the forwarding functions

of the prografteamaskingdbepacketsiferthen] GP session gad iy deletn ther eomfigntationfor
.addi tion, y : si ] .ated int
The extornat b TERSEIE PABNRY Bln RALAVRI R MERR: R B T BB T " O

access device from | P addresses other than its master external 'processors
‘(as well as other unauthorized comunication) is are denied by the packet
header 5filter of tN&tpredeenganay to Riguse IGqiereis dapicied attimeispagesiegram i nt o

t he network. o ' ' Egg : ' I.QVi Si oni ng.
Since the pr og@%@ﬁ%?@&%ﬁgl@%@&%@% r ce%&gﬁgtg%%ﬁg &msﬁgﬁég?t and
appl i cation | pattitipanireqessagesbruptivissehy tiesTBOP sérgionh Asiitlastidtédd, @at i on of
applications and, users, .the network access system of the present invention

can establ i shaERbSBRM vdHeh iy thisrqage iscthe srrvenapplicationesigeals arabmahelasaley to
data flows of sd%ﬁhaﬁ{o fﬁ?ét'(ﬁ?.gfé eftO ThE 3 pRafion %ﬁgpéh%a dps@pg A LAN

subnet bandwi ranager ; a custoner applicatiron can be provi ded with
guar anbeed bangmbeltdf reasdng fonedaimple deduse drechpplicationorishdsac abo itk Wi de ar ea
networks. Inportantly, the policies that enabl e custoner applications to
reserve bandmf%ﬁ?n%?ffllﬁcﬁﬁlséd-h? ISPeer ﬂs?eptegﬁcfeﬁwsmnm@cw% fic
streans based LA AR WagK sk bsr gle ' nly by
t he service p?féi\i}%glefmégst arg%F%E custhg%ﬁgi.s ¥?1f§,apc§fst'?otln§;ﬂa pglnggi%]gns can
i nteract with48esseisdhe FCB\stale mankinedd forabosession t¢ wllelstatarifi42ant passes

provi si on seryi and provj li.cations wth,a gyar eed qualj of
service. Thi s&?@?ﬁ%?@@%@%tggm &HF?FQOWBE%QT‘%)?QBGI@;S %’gﬁbgépl aces
time ggnsum ngp@Aeds i TEP 98ioRSRorh 8 AEHd RBsig thbRUNARLhASNRS BAD 40

provi si oni ng, WO 02/.t.t8~~ PCT/USOL/ ~. 1397 53 thereby reéducing the

i ntensi ty andtot step masking packiets foethis TP essions | XD 4§ theyr dalgtes thet TCR statest oner
applications. Even w t.he above vant ) e distributed, network
Aebess syat onmacipe i B shp Bnd B ENEE ReT RERER RuRe RS GRS

cost - ef Fect i vglidhethenrdfosed tHel TOP sessibn/upoh rdceipt b€ tHe FeS M sdgendr®r  servi ce
providers to push nore "intelligent"” and therefore

20 Connectionless Transport Examples Using UDP Reporting Function

With reference now to Figures 8A-8C, there are depicted three examples
of network access system signaling for connectionless transport protocols. In each

example, the Unreliable Datagram Protocol (UDP) is employed.

25 Referring first to Figure 84, there is depicted a time-space diagram of
network access system signaling in which UDP is utilized as the transport for
voice data of an IP telephony session. In the example illustrated in Figure 84, a
customer has ordered guaranteed service for his IP telephony (IPTEL) calls, but
has a client that does not support the use of RSVP to reserve guaranteed service

30 for the IPTEL calls. Nevertheless, the customer is able to obtain guaranteed
service for an IPTEL call through the exchange of messages detailed below.



nore expensive devices to the edge of their network designs. However, this
design requires custoners to purchase intelligent and therefore expensive
CPEs (Cuswomeisdaem ses Equi pnent). I n contrast, the di st piclrusedis3er wor k
access systemarchitecture io of the present invention supports relatively
I nexpensi ve PADs, which enables custoners to purchase sufficient
intelligence to provide service delivery wthout undue expense. Wile the

i nvention has been particularly shown and described with i s - reference to

a preferred enmbodiThernrocdss begih when dodesmeoadhddustdivessie kivdiesaiciedthe art
that various changes in formand detail nmay be nmade therein w thout

departing fr @RPHI3EOB P place an P Eeb gall oThe plicnt applisatiom thepobtaineanumused| t hough
. t f t i j . . i i act
Cohout or sy steDP BER Hm B BUELLE QAR BoRPENiET R I hd PedsHRRSEH. The ©

present i nverliemtrapplitatfonchérdstaes sund@rgstodsetdata éncapailated bp UDP pavkest i on may
alternatively be_ inple as.a prqogramproduct for use with a data

d
procedsi ng sP¥erdhe np?’fsgﬁg%geﬂéﬁ%ﬁ@ﬂmel’ #9: bich bas besnecqnfigyesdito nvent i on
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st orage nedi zarge, detectCRANPP flosvunid mbbes & tothedP Tebspheny Sedrice Gorfttadlepy
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and anal og ngﬁ’\%l-%!s 1|2$ ‘%lb‘)ﬂle&teﬁ%al @ﬁ%@?@f%d?%%%? guerigs poligy, sgyver
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i nstructions that the functions o e pr nwention, Tepresent

al termat i ve eefbredeertorpalicyfdatabesgdte pelity semverdBidetermines\thad 2./ ~et8tomer has

PCT/ US011.t.t397 54 CLAI VWat i s.clained.is: 1 . A.prqgramabl e access
devi ce for uggfeﬁfis%“ar’i%‘f : ?P%\‘E%E%ri“%mméé?@lr%Béﬁogﬁiﬁagq‘%‘c’%&ess_

devi ce conprisTROSCI26 thitisdnRRAPIE SechAtab Webvidd @ﬁﬂﬂ@é&&ﬁ@é Ft%%QHist' ch

packets are 5 conmuni cated wth a network; a packet header ter and a

f orwar di ng t &BTEL sedstang andefiredihyr Sy BANBT=I T, SBlandiBP.uti | i zed-to forward
packets between the first and second network s interfaces, and wherein said
packet header filter identifies nessages received at | o one of the first

and second net wor KPTRLSCf BOaRcoH@inily 66hilpRtds PATH 30 EltSA heBAty timéf fort O be
i npl ement ed and passes identified nessages via a nessage interface i2 to an

ext ernal protesssesion and mstuets £i4dy 40 ito stop wpertingdhe ansnmsnes et hissl®Tdvi ce of
Qaimi, wheteln,t herpRCkel ISl bish o fe8GTLY BRRAGKSHITor E11 Y from
IPTEL call since the customer’s client application is incapable of doing so. To set
up the reserved bandwidth route, IPTELSC 120 sends a RSVP PATH MESSAGE
20 to PAD 40, which forwards the PATH MESSAGE downstream to the receiver.
To indicate approval of the reservation, as well as the amount of reserved
bandwidth, the receiver seilds a RESV message to PAD 40, which forwards the
RESV message to IPTELSC 120. A determination is then made whether a
reservation of the specified bandwidth is authorized. If IPTELSC 120 has cached
25 sufficient policy information following the previous query of policy server 48,

IPTELSC 120 need not query policy server 48 regarding the bandwidth. If,

however, insufficient policy information was cached in the policy cache 130 of
IPTELSC 120, policy server 48 is again queried whether the specified bandwidth
can be reserved. If the specified bandwidth is available for reservation by this

30 customer, IPTELSC 120 initiates signaling via a signaling controller 128 to set up
either a SVC or LSP for the IPTEL session. For an ATM core, a bi-directional
SVC is set up. Alternatively, for an MPLS core, two unidirectional LSPs are set



i 3. The programmuabl e access device of Claim2, wherein the packet header a
filter is a first packet header filter, and wherein the progranmbl e access
3 devi ce opi/asus conpri ses a second packet header filter POABUSIEEHEINVes
packets 4 directly fromthe second naddwork interface. z 4. The programmuabl e
access device of daim1l, wherein the packet header 2 filter filters
packets for service processing based upon protocol information pertaining

to protocol |ayers._ higher than |aye . ) 2/-4.18.4 PCT/USQO1/.1~397 55
1 5. The pr OBP'azﬂﬁﬁ‘Fé éﬁ%ggp‘-'&@\ﬁ%’eéBgtﬁhéﬁ% Seaep nyelve fFElair 13Png a 2
pol i cer that ;ghiRSmRARKS: I PXD § R 08y ﬁl@_dtiffcfl-irﬁﬁ&ee3§'éﬁ—éi'8§9§{ffseré-) 6. The

programmabl e access device of Caimb5, erein the policer conprises a
mar ker t hat fisldkis tpaldklagader. NancadP THAISC 1R receivesi a donhea or caffifne nizssage

araneters. L 7.,The prpgramabl cess device of C aj , furt her
(F:)orrpri si ng alf‘mE1 tlh'égg’i‘%égg%‘iﬁ%ﬁﬁtg? E}Dﬁdﬁé‘%ﬁfm ?t%bifsg]%‘ig %gﬂéct 2% tic
‘type. 5. i 8. yJdifestl? KDV TNRILRIAE GRSFoW BFUDP Rk Fithiie QUBSR, Nint he usage 2
nonitor has an associ ated threshold that when exceeded geneérates a

reporting 3 addition,{IBTELRE Ld{bepmiimmsithas the QoS path iesepupoandaesaripedbrccess

device of Caim8, and further ¢ ising.a 2 reportipg interface, that
conmuni cat esPEHREAL esgs%ﬁoolggbéﬁ, gg{cg,pﬁges eﬁo&@%ggeﬁs_sa%_to * The
progr anmabl erReRBs SThR¥ife, Rlicdiath Bhépsuiited 8 UDPHRACRES %! hefor thér eshol d
conprises a session activity level threshold. _ I 11. The programuabl e
access devi ceusi¢mel apphratiomiodhe geetver viedhpRoSpaty. a 2 fault nmonitor. WO
02/ ~~8~~ PCT/ USO1l/ ~~397 56 1 12. The programrmh] e access device of Claim1l,
and fdrt her conprising 2 one or nore output buffers for outgoing packets. i
13. The progr anmeplsehewaes Figae SB; i@ the@vantthakZhe quidly bEHIIRST seei @B Si ng a 2
schedul er associated with the one or more output buffers that schedul es the
s transm ssi Bsuby inApQjsyrifciiniiadicating tiahthe gastomer dges et Bawia Qo8 buffers. i

14. The program ?gﬁsg | 68781 ' ,1_@%” [ er 2
supports rrul%eﬁg}gﬁéua@? y oIFqgl?r’\q/l ce %ﬁ%gggbs %;F ﬁgt%?geg‘%glgga e access
devi ce of C a0 ol repodinigitht NPTEL eald bgdh.nth fldiceQIRTELSC n2ekétaae t hr ough
whi ch sai d packet, header fjlter and said forwarding 3 table are programred.

i 1615The prBEFAYRABIEr for toe PRIy ralbsasthaicthe pravemilongf sl feRatipg €dhbS | sing 2
at least a p I i : i d
Craffic 3 tyogued W G, BRCILE dhitknIRg betdsdho QB3 Thn R ARt e e
further conpwoise data@napsolataihy UR# paskets caginpestodiesramgmitefdervente t o
programed traffic rangters...1 18. The progranmabl e access devi ce of
Cl ai m 15, anHetP”L?Flf?é es{:‘&%’r’titafﬁ& - 2 one or nore output buffers for

out goi ng packets and an associ ated schedul er that transmts the outgoing
packets fromthe one or nore output buffers.through the second network

i nt erbace accor di Nith referepeconpvatorBiguge 86t & Emetspgse diagram is shown that

illustrates network access system signaling utilized to tear down a QoS path in

response to the expiration of a UDP session inactivity timer. While an UDP
session inactivity timer can expire for a number of reasons including faijlure of a
network link or node, in the example illustrated in Figure 8C, the timeout event is

25 caused by the customer application at the customer site concluding a call and
ceasing transmission of voice traffic. Sometime later, when the UDP session
inactivity timer expires, PAD 40 detects the timeout event and reports it to

J IPTELSC 120. IPTELSC 120 responds by initiating appropriate signaling to

release the SVC or LSPs for the IPTEL call, and the release is confirmed by a

30 message to IPTELSC 120. IPTELSC 120 also invokes the pathtear message to
explicitly tear down the QoS path for the IPTEL call. As this message is passed
from PAD 40 through the network, the pathtear message removes installed RSVP



WO 02/ ~.t8~.1 PCT/USQOL/-4.t397 57 i 19. The progranmabl e access devi ce of
Claiml, wherein the identified ' .2 nessage is a session initiation

pr ot ocol Ww&b4saessage. i 20. The progranmabl e access devPCHUSH/EBHI m |,
wherein the identified 2 nessage is &h Internet G oup Milticast Protocol
(IGwP) nessage. i 21. The programrmabl e access device of Caiml, wherein
the identified 2 nessage is a Resource Reservation Protocol (RSVP) nessage.

_ i 22. The progra bl cces i f,caim]l ] further conprising a
s plurality sg?te%?%gg?m 6%%8@ ﬁ@ﬁﬁgﬁézﬁr&?ﬁ %é"stesr@ﬁgﬁéfﬁhgqﬂ%@spl urality
of 3 prot oCQletily RESiontali3 apd REnfRER PATIRMY B REEEAP &}%uﬁ kol
wher ei n sai dcpl ur al fotny of a% prot%l'gol -specific stat?a C ?dn%a%]%}-s:?g% a
transport cdhe iBTEpcall.ocol (TCP) a state nachine that, responsive to a
control command, provides preferential treatnent to a particular TCP
session. 1 24. The progranmabl e access device of Claim1, and further
‘conprising a, a. reporting interface throygh which the progranmabl e access
devi ¢® r epordipligal AR SRLEGLE JEEIAYES sessions to an external

processor. i 25. The pr ogr bI aces device _of Caim24, wherein the
reporting s _ int%‘?ﬁe&'é‘tg?%%%‘%9%19§P@¢%%rlﬂﬁ%m&ﬁﬁl46¥mﬁ?¥°$é’lflil%e sessi on

i n response : : t%?f-i;ﬁ; . : L service to
a new exter nsg ces%lr Ia@%%gﬁ%?fpg& I g%%ﬁ%“aﬁ‘a&b‘f{ %%%ﬁ%% Qﬁg%l ing in a
pr ogr anmabl eyatenrinacderdane with the pr2seneimentiona Refarsing Vixtsteun Figared Apdrhod
conprising: 3 4 in ponse recei.ving a _series of packet at first

net work int &xpg@Le %éﬁi @ﬁ@éﬁ%l‘%ﬁé’ sl_gﬂéfe‘ili“ét&te‘ff”fﬁi’*ﬁgcﬁ?ﬁéa%eri es
of pﬂ&ggf S _ahe LS REOIARRE LSIP IILE feidl 6 1d Quibd Bl TeniRSRgES UpON

whi ¢ ased services are to be inplemented; s passi ng entified
messages t o example, v imitephocakes do pairticipsteriniagaulfimediasonfigenct@adndWHen 12 f or

th toi tified, i b f t 13
orvard: ng S0P 40 driicr 8 et st B oA IRB 3G AT F aombEs sttt 10§ e
routed 14 packpied mksed tREROVITE edqiestho b ToRfdrafed (il SidichRatBIREb| e access

device. 1 27. The 'nethod of C aim 26, and further conprising receives
packets at t(RESC)IROk &ECHe 30 then quedies policyserver #8 (gt hializing an LA Ror k

interface. 1 _28. ..The neth f aim 27, wherein the K header filter
o ot et depiesRartuiimacrioir Mok R B abPabiRiThs PERRE  ece vi ng
packets at gmpostas@yidoRedicetthd'e@dber of meseige @kcHangePb&tGeaUUIC1 ZEERE S
device directly from4 the second network interface. 1 29. The net hod of

C ai m 26, wnolisy gerver 481G GIC I3hproferablyrsetstatiagniy thaawary do request thatr vi ce

P gher -t han HolesH3er 48 ng3Re pbilytoRics o RESIEIEhRG ih ik acke | YOS,
Claim 26, an30fofrfCCSC 120, this noynpey] CEBGd20aak diesedfier tnakefpetience to traffic

parameters ufi]izing a_policer, in the progranmahl. e access 3 devicge. i 31.
The At hod dfectsions Y refsrengrde éh%aﬁltaqcﬁ quwbegeaﬁﬁw@é@nmmguﬁ&é ts 2 that

do not conf ygfcyist et 4§ traffic paraneters.

Assuming that policy server 48 approves the SIP session, policy server 48
sends CCSC 120 a policy decision indicating approval of the SIP session and
25 dumps the policy rules for SIP calling into policy cache 130 of CCSC 120. In
response to receipt of approval of the SIP session, CCSC 120 returns the INVITE
message to PAD 40, which forwards the INVITE request toward the callee.

In response to receipt of the INVITE request, the callee returns a SIP 200
30 OK message to PAD 40, thereby indicating acknowledgement of the call without
change in the specified SIP capability. Because there is no change in the SIP
capability, PAD 40 forwards the SIP 200 OK message directly to the caller and



1 32. The method of C aim 26, wherein the programmbl e access device 2

i ncludes at | east a usage nonitor, said nethod further conprising nonitors
at 3 | easwoana4gmaffic type in said series of packets. i FeT/UNow+480t hod of
Claim 32, wherein the usage nonitor h#s an associated 2 threshold, said
met hod further conprising generating a reporting event for the 3 usage
nonitor when the threshold is exceeded. 34. The method of Caim 33, and
further conprising conmunicating the 2 reporting event to an external
processor i doés etasd itRunéssigy HTTSC 12@5Thd B BH AcAiwichglsm 34, wherein
generating a reporting event conprises generating a reporting event in
response to &acespimiceal thet3i200 QRyedssageyia an ACKoteduest, Which P gt hod of

«Claim 32, an h i Si nitori faylts 2 utjlizing a fault
Com o S LECSEOTRY bR RO 00 L Pt Y i
PCT/USOL/ . 1. TEC 890 ihel Guerbeipiing dadte 1H02b Ehidve B A1 LG WS S1 N9
‘buf fering outgoi ng z packets in oné or nore olUtput buffers i n sard

pr ogr &nmabl e thiecdBsonlld &G TE 120 absg addhidie BEP essionfintol itsi avtiSs sesaiod thble bhér

o Mor e out pRRPPOPADT Fib R IR Al b reRmBR G Bl ittsso. 1
39. The net hSﬂ’ﬁu.@:aSm%m&m&MtﬁéﬁCK&E@e@s%mmgﬁﬁmmﬁ 1d z

programuabl e access device through a control interface of sald programrabl e
a access devpends the AGK tphe galieeda complete$ i @l establishsnentt he progr ammabl e
access device z further includes at | east one programmable nonitor, said
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typeg, a multi-party SIP conference call, each party can only drop himself from the call,
and the call is terminated after the last party leaves the call. In contrast, in a two-
party SIP call, such as illustrated in Figure 9B, either the callee or the caller can
terminate the call. As shown in Figure 9B, the caller at the customer site initiates

call termination by sending a BYE request, which PAD 40 passes to CCSC 120.

25 CCSC 120 responds to the BYE request by deleting the SIP session from its active
session table and by cleaning its policy cache 130 of policy rules pertaining to the
SIP session. CCSC 120 then configures PAD 40 to prevent PAD 40 from passing
subsequent SIP messages from the SIP call to CCSC 120 and to delete the entire
configuration for the SIP call. CCSC 120 also sends the BYE request to PAD 40,

30 which forwards the BYE request to the callee. In response to receipt of the BYE
request, the callee acknowledges the end of the SIP call by sending a SIP 200 OK
message, which PAD 40 forwards to the caller without passing to CCSC 120.
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response, PAD 40 sends the response to CCSC 120, which checks the SIP
30 capability set carried in the SIP OK response by reference to its policy cache 130
and approves it. CCSC 120 then sends the SIP OK response to PAD 40, which

forwards the SIP OK response to the caller. When the caller receives the SIP OK
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returns the ACK message to PAD 40, which forwards the ACK message to the
callee. Upon receipt of the ACK response by the callee, the SIP call is

successfully established.

10 IP Multicast Examples

As implemented in current networks, IP multicast, that is, the delivery of
packets to two or more receivers, employs an “open group” model of
communication. According to the open group model, sources need onl'y know a
multicast address to which to send packets, but do not need to know the

15 — membership of a “group” participating in a multicast session and or to belong to
the multicast group to which they are sending multicast packets. Moreover, there
is no centralized group management entity with which group members need to
register, synchronize, or negotiate, meaning that multicast group members can
join or leave a multicast group at will.

20

Although the current open group model of multicast communication does
not permit management or control of multicast communication, management and
control of multicast group membership is important to both senders and receivers.

For senders, it is important that only authorized sources are available to send

25 packets to a multicast group. For example, content providers often wish to protect
their exclusivity as the only source of data to a multicast group and desire to avoid
denial-of-service attacks due to flooding by unauthorized sources. Itis likewise
important for the set of receivers in a multicast group to be controlled to restrict
reception of packets to parties authorized by the sources. As an example, sources

30 desire to restrict the receivers capable of receiving video distribution and video
conferencing multicast packets. It view of the shortcomings in the conventional

IP Multicast open group model outlined above, the network access system
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architecture of the present invention implements policy-based multicast service

management as illustrated in Figures 10A-10H.

Referring first to Figures 10A-10B, there are depicted two time-space
diagrams showing exemplary network access system signaling to manage
registration of new multicast groups in accordance with the present invention. As
shown in Figure 10A, a host at the customer site signals a desire to join a
multicast group (which may be a new multicast group) by sending an Internet
Group Multicast Protocol {1GMP) Join-Group Report Message to access router 44
through PAD 40. Packet header filter 80 of PAD 40, which is configured to
capture IGMP messages by examining protocol type (PT = 2), forwards the Join-
Group Report Message to a Multicast Service Controller (MSC) 120 in external
processor 42. In response to receipt of a Join-Group Report Message, MSC 120
queries policy server 48 via SPI 56, which in this case employs LDAP. Policy
server 48 responds to the query by searching policy database 46 to determine if
the host’s IP address belongs to the eligible membership list for the multicast

group.

As shown in Figure 10B, if policy server 48 determines that the host is not
eligible to join the multicast group, policy server 48 returns a policy decision to
MSC 120 rejecting the Join-Group request. MSC 120 responds to rejection of the
request by dropping the Join-Group Message that prevents the unauthorized host
from registering a new multicast group in access router 44. MSC 120 may also
write the unauthorized attempt into an event log for use in detecting fraud

attempts or denial of service attacks.

Alternatively, if policy server 48 approves the host’s request to join the
specified multicast group, as shown in Figure 10A, policy server 48 sends a
policy decision indicating approval to MSC 120, which returns the Join-Group
Report Message to PAD 40. PAD 40 then forwards the Join-Group Report
message to access router 44. If the host is the first member of the multicast group

on the network, access router 44 adds the multicast group reported in the Join-
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&0)- GGGHaHHgl%Il ch group. In the example shown in Figure 10C, PAD 40 receives an IGMP
Host Membership Query message originating in the network from access router
44. Packet header filter 80 captures this IGMP message based upon its port

10 number and passes the Host Membership Query message to MSt j ‘ '0 in external
processor 42. MSC 120 then queries policy server 48 via SPI 56 (which in this
example employs LDAP) to ascertain whether the source address of the Host

Membership Query Message is an authorized access router 44.

15 As shown in Figure 10B, if policy server 48 determines by reference to
policy database 46 that the Host Membership Query message is from an
unidentified or unauthorized source, policy server 48 returns a policy decision to
MSC 120 rejecting the Host Membership Query. In response rejection of the
Query, MSC 120 drops the Host Membership Query message and writes a

20 warning message into its event log that may indicate a denial-of-service directed
toward the network by flooding of unauthorized Host Membership Query

messages.

If, on the other hand, policy server 48 approves the Host Membership
25 Query and so indicates to MSC 120, as shown in Figure 10C, the Host
Membership Query is returned to PAD 40, which forwards the Host Membership
Query to the hosts in the customer site. Thus, the network access system of the
prevent invention supports policy-based management of Host Membership
Queries.
30
With reference now to Figures 10E-10F, there are depicted time-space

diagrams of exemplary network access system signaling utilized to manage
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, Y- YAYNC packet header filter 80 captures the packet after checking to determine whether

5 packets having its multicast address had previously been received. PAD 40 then
passes the first multicast packet to MSC 120 in external processor 42. MSC 120
queries policy server 48 via SPI 56 (which in this case employs LDAP) to
determine whether the source address of the multicast packet is authorized to send
multicast packets to the specified multicast group.

10 ©o
As shown in Figure 10F, in response to receipt of a policy decision
rejecting the sending of the multicast packet (e.g., because the source sending the
multicast packet is unidentified or unauthorized), MSC 120 configures PAD 40 to
drop multicast packets for this combination of source and multicast address and
15 writes a warning message into the event log that may indicate a denial-of-service
attempt by a particular source flooding multicast packets onto the network.
Alternatively, if MSC 120 receives a policy decision from policy server 48
approving the multicast packet as shown in Figure 10E, MSC 120 configures
+ PAD 40 to directly forward multicast packets for this combination of source and
20 multicast address to access router 44 and returns the first multicast packet to PAD
40. PAD 40 then forwards the first multicast packet to access router 44 and
forwards all subsequent multicast packets in the flow directly to access router 44
without passing them to MSC 120. Thus, the network access system of the
present invention utilizes policy-based decisions to permit ingress of authorized

25 multicast packets and prevent ingress of unauthorized packets.

With reference now to Figures 10G-10H, there are illustrated time-space
diagrams of exemplary network access system signaling utilized to manage the
receipt of multicast packets from the network. In the example shown in Figures

30 10G and 10H, access router 44 receives IP multicast packets from the network
and forwards them to PAD 40. In response to receipt of the first multicast packet,
packet header filter 90 of PAD 40 captures the multicast packet after checking to
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As shown in Figure 10H, if policy server 48 determines that receiﬁt of
multicast packets is unauthorized, for example, because the source of the multicast
packets is unidentified or unauthorized, policy server 48 sends MSC 120 a policy

10 decision rejecting receipt of the multicast packet. In response to rejection of
receipt of the multicast packet, MSC 120 configures PAD 40 to drop multicast
packets for this combination of source and multicast address and writes a warning
message into the event log that may indicate unauthorized multicast packets from
the specified source address attempting to flood the sub-network in the customer

15 site. As aresult, subsequent multicast packets containing the same combination of

source and multicast address are dropped by PAD 40.

Alternatively, as shown in Figure 10G, if policy server 48 approves

receipt of the multicast packet, MSC 120 configures PAD 40 to directly forward
20 subsequent packets containing the same combination of source and multicast

address directly to the customer site. MSC 120 also returns the first multicast

packet to PAD 40, which forwards the first multicast packet and subsequent

multicast packets to the customer site. As illustrated in Figure 10H, subsequent

multicast packets in the flow are forwarded by PAD 40 directly to the customer
25 site without passing them to MSC 120.

Conclusion
As has been described, the present invention introduces a distributed
network access system architecture. The distributed network access system
30 architecture of the present invention replaces a conventional monolithic edge
router with a programmable access device containing at least filtering and

forwarding functionality, an external processor having one or more service-
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The network access architecture of the present invention achieves superior
scalability as compared to conventional monolithic routers by virtue of the
distribution of functionality among three logical modules: a programmable access

10 device, an external processor providing service control, and an access router. In
particular, by separating the routing performed by the access router from the
functionality implemented by the programmable access device and external
processor, additional traffic and services can be handled without overloading the
access router simply by adding external processor modules and programmable

15 access devices according to service requirements and customer demand. In
addition, as Internet traffic patterns continue to change from locally concentrated
to globally distributed, the ability to apply service and policy control at the
network access point separately from regional routing provides a more scalable
design for forwarding traffic toward distant destinations.

20

The distributed network access system architecture of the present invention
also provides improved flexibility. Such flexibility is a natural outgrowth of the
ability of a service provider and/or customer to implement policies that govern the
service control and programmability of functional modules of the programmable

25 access device. For example, the packet header filters of the programmable access
device can be configured to distinguish packet flows based on any arbitrary
combination of SA, DA, TOS/DSCP, PT, SP, and DP,' as well as higher-layer
protocol information, such as TCP, SIP, and IGMP. In addition, the monitors of
the programmable access device can be programmed by the service controllers of

30 the external processor to collect statistics for arbitrary combinations of SA, DA,
TOS/DSCP, PT, SP, DP, or other fields and to report on events (e.g., ex_gessive
TCP retransmissions and RTP/UDP inactivity) based upon the collected statistics.




| @OY& ()-F10%& ()- 10%&' ()-1"109%& ()-Y10%& ()-10%&' ()-Lm i aBbC3

| L* 109 () -

Y' Z 1098 ()-% 109%&' ()-#10%&' ()-F" 109& ()-!TI f#10%& () - i

| 5L10%& ()WOSP4BIE () - 010%& ()-Y,/"10% ()--10%& () - +10%RPET U0 Diaaed
11 p9! 10%d& ()- S9! 10%<& ()-S 10 10 10¥110% ()- 8mlO% ()-Y 7g#10%: ()-{g
YdEb@ !!ff10%& ()- yl0%& ()-f 10%& ()- y 10%& ()-y
“109%& ()-y910%& ()- Y hvkQR@10%& ()- fKLO%& ()- KLO%& ()- KLO%& ()-

KL0%& () - 184 Hattdcutariy @k Yplidation KEQIESmbaitortib A9 E S g sttt Aol ) -

10

15

20

25

30

different layer-2, layer-3, layer-4 and higher layer traffic types to ensure that active
SLAs are maintained throughout the network. This policy-based approach for
providing dynamic SLA support in the network is a more flexible solution than the

current TDM (Time Division Multiplexing) approach to SLAs.

The advantage of extensibility arises in part because of the service-specific
control provided by the service controllers in the external processor. Such service-
specific control can be implemented either with dedicated service controllers or
with generic controllers that each support service-specific APIs. i sardless of the
chosen implementation, new services can be introduced simply by adding new
service controllers or modifying existing service controllers. The addition of new
services does not require any alteration to the programmable access device, access
router, or other service controllers. Thus, other services are not disrupted during
service upgrades. Moreover, because the service controllers are independent of the
programmable access device and access router, the development of new services
and upgrading of existing services is not dependent upon vendors of proprietary -
hardware, which greatly reduces the time and cost for developing or upgrading

services.

The extensibility of the present invention is also attributable to the
additional monitoring functions that may be implemented in the programmable
access device, for example, to verify conformance to standards, debug code, and
assist fault diagnosis by saving and reporting memory dumps and other related
information to the service controllers. Such capability is not integrated into
conventional switches or routers and is usually achieved only by the addition of
external network monitoring devices. The enhanced usage monitoring provided by
the present invention enables a service provider to sell network resources (i.e.,
capacity) dynamically while still conforming to SLAs. This not only improves
network utilization, but also automates traffic engineering, which reduces network

management expenses.

cdEbC3
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The present invention also provides enhanced security against theft of
services and network attacks. For example, the external processor may be
10 maintained in a secure environment while leaving the forwarding functions of the
programmable access device in a less-secure environment. In addition, security
software and/or hardware can easily be integrated into the external processor so
that sessions to configure the programmable access device from IP addresses other
than its master external processors (as well as other unauthorized communication)
15 are denied by the packet header filter of the programmable access device without

being passed into the network.

The present invention also has enhanced service provisioning. Since the

programmable access device intercepts network, transport and application level

20 messages, thereby enabling the identification of applications and users, the
network access system of the present invention can establish appropriate priorities
for or provide desired bandwidth to data flows of user applications. For example,
by employing RSVP and a LAN subnet bandwidth manager (SBM), a customer
application can be provided with guaranteed bandwidth and priority end-to-end

25 across local and wide area networks. Importantly, the policies that enable
customer applications to reserve bandwidth, perform admission control, and
prioritize traffic streams based upon available network capacity can be determined
not only by the service provider but also by customers. Thus, customer
applications can interact with service provider network resources to dynamically

30 provision services and provide applications with a guaranteed quality of service.
This network-based provisioning invoked by policy control replaces time-

consuming and error-prone OSS (Operation and Support System) provisioning,
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Currently, the trend is for service providers to push more “intelligent” and therefore
more expensive devices to the edge of their network designs. However, this design
requires customers to purchase intelligent and therefore expensive CPEs (Customer
Premises Equipment). In contrast, the distributed network access system architecture
10 of the present invention supports relatively inexpensive PADs, which enables
customers to purchase sufficient intelligence to provide service delivery without

undue expense.

While the invention has been particularly shown and desc,ribed with

15 reference to a preferred embodiment, it will be understood by those skilled in the
art that various changes in form and detail may be made therein without departing
from the spirit and scope of the invention. For example, although aspects of the
present invention have been described with respect to a computer system executing
software that directs the functions of the present invention, it should be understood

20 that present invention may alternatively be implemented as a program product for use
with a data processing system. Programs defining the functions of the present
invention can be delivered to a data processing system via a variety of signal-bearing
media, which include, without limitation, non-rewritable storage media (e.g., CD-
ROM), rewritable storage media (e.g., a floppy diskette or hard disk drive), and

25 communication media, such as digital and analog networks. It should be understood,
therefore, that such signal-bearing media, when carrying or encoding computer
readable instructions that direct the functions of the present invention, represent

alternative embodiments of the present invention.
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CLAIMS
‘What is claimed is:

1 1. A programmable access device for use in a network access system, said

2 programmable access device comprising:

3

4 first and second network interfaces through which packets are

5 communicated with a network;

6

7 a packet header filter and a forwarding table, wherein the forwarding

8 table is utilized to forward packets between the first and second network

9 interfaces, and wherein said packet header filter identifies messages received at
10 one of the first and second network interfaces on which policy-based services
11 are to be implemented and passes identified messages via a message interface
12 to an external processor for processing.

1 2. The programmable access device of Claim 1, wherein the packet header

2 filter receives packets directly from the first network interface.

1 3. The programmable access device of Claim 2, wherein the packet header

2 filter is a first packet header filter, and wherein the programmable access

3 device further comprises a second packet header filter that receives packets

4 directly from the second network interface.

1 4. The programmable access device of Claim 1, wherein the packet header

2 filter filters packets for service processing based upon protocol information

3 pertaining to protocol layers higher than layer 3.
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1 5. The programmable access device of Claim 1, and further comprising a

2 policer that polices packets by reference to traffic parameters.

1 6. The programmable access device of Claim 5, wherein the policer

2 comprises a marker that marks packets that do not conform with the traffic

3 parameters.

1 7. The programmable access device of Claim 1, and further comprising at

2 least a usage monitor that monitors at least one traffic type.

1 8. The programmable access device of Claim 7, wherein the usage

2 monitor has an associated threshold that when exceeded generates a reporting

3 event for the usage monitor.

1 9. The programmable access device of Claim 8, and further comprising a

2 reporting interface that communicates the reporting event to an external

3 processor.

1 10.  The programmable access device of Claim 9, wherein the associated

2 threshold comprises a session activity level threshold.

1 11.  The programmable access device.of Claim 7, and further comprising a

2 fault monitor.



XX@h .10% Y109%#& ()- Y109%& ()- Y10%#& ()- Y10%t& ()- !pX<ih .10%

Y1098 ()- Y109%& ()- Y109%t& ()- Y10%& ()- Y10%t& ()-!45?RSTdsX7I h . 10%

@10%:8 (Wo 02YiAY4& () - YL0%& ()- YL0%t& ()- YL0%t&' () - dFET[USTIN397L0%

@O%& ()- @O%& ()- @10%& ()- CLOWE ()- @L0%t& ()- @ 10%t& ()-

AM[:71h .10% @10%& ()- , &SHI0WE ()- @L10%& ()- @' 10%:& () -

@0%& ()- s'10%t& ()-iG[:71h .10% ,11t10%& ()- ,/: 109%& ()- |.10%& ()-

@ 109%& ()- ,*109%t& ()- @)10%:& ()-.~ghij|obUsh .1 "9 10%& ()- @O#104#10%
, 710%& ()- G 96" 10%& ()- , 4 10%& ()- @LO%HE () . 9| Z9bWsh . 1

#1094 ()-!! lﬂiotyét%km&og)anmam/mf: devife ld 9Bl &in( -an;i%ﬂ%?&o@pn

" 1 o) ' [0) ! g0 ! -
LA et i 1l O

y&0: 109%t& ()- .!10%t& ()- S, 10%t& () - y) 10%4& ()-F y(10%:& () - 6" #$%zvUsh
T1 109%& ()- L!10%t& ()- 10#10#10# y910%t& ()- y8' 10%t&’ () -
1#10%1t& () -zg@[:vUsh .1 &10%t& ()- Fz#10%t& ()- GLO%t& ()- S3" 10%t& () -

10%#&1( )- y(l%o W#%er%a\ﬁ%g]ccess device of Claim 12, and further comprising a

.2 scheduler associated with the one or more output buffers that schedules the
3 transmission of outgoing packets within the one or more output buffers.
1 14.  The programmable access device of Claim 13, wherein the scheduler
2 supports multiple quality of service classes.
1 15.  The programmable access device of Claim 1, and further comprising a
2 control interface through which said packet header filter and said forwarding
3 table are programmed.
1 16.  The programmable access device of Claim 15, and further comprising
2 at least a programmable monitor that monitors at least one programmed traffic
3 type.
1 17.  The programmable access device of Claim 15, and further comprising a
2 policer that polices packets by reference to programmed traffic parameters.
1 18.  The programmable access device of Claim 15, and further comprising
2 one or more output buffers for outgoing packets and an associated scheduler
3 that transmits the outgoing packets from the one or more output buffers
4 through the second network interface according to a programmed '

5 methodology.
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message is an ternet Group Multicas Protocol (IGMP) message.

1 21. The programmable access device of Claim 1, wherein the identified

2 message is a Resource Reservation Protocol (RSVP) message.

1 - 22.  The programmable access device of Claim 1, and further comprising a

2 plurality of protocol-specific state machines for a respective plurality of

3 protocol types.

1 23.  The programmable access device of Claim 1, wherein said plurality of

2 protocol-specific state machines include a transport control protocol (TCP)

3 state machine that, responsive to a control command, provides preferential

4 treatment to a particular TCP session.

1 24.  The programmable access device of Claim 1, and further comprising a

2 reporting interface through which the programmable access device reports

3 state information for active sessions to an external processor.

1 25.  The programmable access device of Claim 24, wherein the reporting

2 interface reports the state information for an active session in response to
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2 network access system, said method comprising:
3
4 in response to receiving a series of packet at a first network interface of a
5 programmable access device, filtering the series of packets at the programmable
6 access device to identify messages upon which policy-based services are to be
7 implemented;
8
9 passing identified messages to an external processor for service processing;
10 and
11
12 for messages that are not identified, routing packets by reference to a
13 forwarding table in the programmable access device and outputting the routed
14 packets at a second network interface of the programmable access device.
1 27.  The method of Claim 26, and further comprising receives packets at the
2 packet header filter directly from the first network interface.
1 28.  The method of Claim 27, wherein the packet header filter is a first
2 packet header filter, said method further comprising receiving packets at a
3 second packet header filter of the programmable access device directly from
4 the second network interface.
1 29.  The method of Claim 26, wherein filtering comprises filtering packets
2 for service processing based upon protocol information pertaining to protocol

3 layers higher than layer 3.
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1 32.  The method of Claim 26, wherein the programmable access device

2 includes at least a usage monitor, said method further comprising monitors at
3 least one traffic type in said series of packets.

1 33.  The method of Claim 32, wherein the usage monitor has an associated
2 threshold, said method further comprising generating a reporting event for the
3 usage monitor when the threshold is exceeded.

1 34.  The method of Claim 33, and further comprising communicating the

2 reporting event to an external processor via a reporting interface.

1 35.  The method of Claim 34, wherein generating a reporting event

2 comprises generating a reporting event in response to a session activity level
3 threshold.

1 36.  The method of Claim 32, and further comprising monitoring faults

2 utilizing a fault monitor in said programmable access device.
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3 support multiple quality of service classes.

1 39.  The method of Claim 26, and further comprising programming said

2 programmable access device through a control interface of said programmable
3 access device.

1 40. The method of Claim 39, wherein the programmable access device

2 further includes at least one programmable monitor, said method further

3 comprising monitoring at least one programmed traffic type utilizing said at

4 least one programmable monitor.

1 41.  The method of Claim 39, wherein said programmable access device

2 includes a policer, said method further comprising policing packets by

3 reference to programmed traffic parameters.

1 42.  The method of Claim 39, wherein the programmable access device

2 includes one or more output buffers for outgoing packets and an associated

3 scheduler, said method comprising transmitting the outgoing packets from the
4 one or more output buffers through the second network interface according to a

5 programmed methodology.
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1 .

The method of Claim 26, and further comprising reporting state
2 information for active sessions to an external processor via a reporting
3 interface of the programmable access device.
1 49.  The method of Claim 48, wherein reporting comprises reporting the state

2 information for an active session in response to allocation of service to a new
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