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[0004] Restricted architecture networks, thus, have serious constraints on their
structure and function. Such a network usually has a limited amount of physical space
available for the hardware and connections between discrete hardware components. The
amount of power or bandwidth for connections available may be limited. The origin of these
constraints, as well as the need for absolute consistency in software configuration within the

restricted architecture network may arise from the requirements placed on such systems by
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an IFES configuration and download method which is reproducable and reliable.

[0007] Conventional methods and systems for maintaining the software configuration
on the plurality of computers within an IFES are not usually implemented in a network, and
are based on the use of a “master” computer, hard-wired to other computers within the
system, which polls each “slave™ computer for its current configuration, tabulates a list of the
software configuration on each computer, and downloads to or deletes from a particular

computer the necessary software components.

[0008] The downloading, deleting or overwriting of software components has been
conventionally performed in a sequential manner, software component by software
component. Each computer must wait for each of a series of missing software components to
be downloaded, one at a time. The conventional configuration method is initiated, for

example, when an operator selects a particular software component to be downloaded to the
°
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[0011] As a result, a need exists for an improved method and system for configuring

the software of a multi-computer system within a restricted architecture network.
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system is limited primarily by the network bandwidth and the performance of the

configuration and download servers.

[0015] The steps provided hercin for configuring and downloading are useful as a
method for diagnosing and repairing problems in an IFES having a plurality of configurable
LRUs. The steps are also useful for performing routine updating of an IFES to maintain a
desired uniform configuration among at least a group of the LRUs or to provide new features

and amenities.

[0016] In an embodiment. a method is provided for checking the configuration of a
plurality of configurable LRUs in an IFES aboard an aircraft. The IFES includes at least one
configuration server in communication over a network with the LRUs. The method for
checking the configuration includes the following steps: (a) generating an LRU
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optionally provided to avoid problematic delays. More particularly, in an embodiment, the
method further provides sending an initial instruction from the configuration server to the
LRU to perform the generating step, waiting a first predetermined period, then checking the
working directory after the first predetermined period to determine whether the LRU
configuration file has been received by the configuration server. Furthermore, if the LRU
configuration file has not been received, the method further actuates the sending of a second
instruction from the configuration file to the LRU to perform the generating step, waiting a
second predetermined period and then again checking the working directory to determine
whether the LRU configuration file has been received. If the LRU configuration file has not

been received after the second predetermined period, the configuration server indicates that

the LRU has failed to report.



5 WD 03/094033 PCT/US03/10792 [0020] Preferably, the checking nethod

i ncludes the step of storing the configuration file at the associated LRU
af ter thewetoap94B83 generating the configuration file. ThisPC3/ussgiuh2to
expedite additional steps provided for downl oadi ng needed software
conponents to the target LRUs. [0021] In an enbodinment, a nethod is
further Frow ded for downl oadi ng software from a downl fad ierver to one or

mor el®8AF i gur aBrederRY. H@r?bﬁﬁ]‘é"rﬁsmla‘flfo%H’Olhl‘f"-ESﬂéPo%%Pr‘Eifsé?‘lmgé ¢ EPTHgUratiqye

downliRaditindaseBdied UrRE hﬂﬂ&llﬁlgstqﬁ@ﬁ @ﬁl&taﬂgg ; 8hd dodtigoifatide Sile: €this Bfuseful &
conponent.s sentin e ed t e | o grp rmre
st R R R L AT R
downLBad. server to each of the target LRUs; conparing the list of deS| red
sof tware conmponents at each LRU against a respective list of current

sof t !)WZ? conpopent @m@Bdlﬁ%ﬁh a%etlﬁcﬁﬂs 'h'ﬁ'tf?m pﬁﬁ):u?é'dnﬂopﬁ&gnlﬂﬁcﬁﬂggoﬁf?&’év"ar e
conponen fromi nconsi stenci es v;gen the list of jﬂié ﬂ ﬁftware
conp&rem éowma@ BREVET tgOng pr @G’rer‘é’r‘iﬁg“‘s Fer ARl SoppHisEaR EReA G an

' ns;ﬁié'&hftoﬂhefdbm(ﬁaﬁh 1ﬁ$th<t)d1ﬁchﬂhﬁ: tselet gy 6lvnifoas ralenienre dompmbaantsoad g hg
needed sof twar one respective LRU neede
T e nronie iy warebt Retfhaug BBESH ol plir iRt ks o Ehe
LRU. ddsied sdﬁwnia)naﬁhnpuglemteﬁllmodthpdeﬁvemmsvlvmnlpleanlent@leaﬂlsﬂeidﬂé$d prot ocol such
S ':3511‘;)8 dng%thf:?]st of &@ﬁ&?écﬂ{»@&k (%1‘@@0?1611!5%?“8#\' MBULBEnstaRsRbuvendioprg the |ist

a
of d twar e conponen downl oa ﬁ(grver to each of the
LRUs cumirtsofaare wmnwts at W@h §{ & LdtUs sgigrmppinghnecdad sofinae 6opesRitach of

L he 6B e GQumiQasttneadrdisioff duared s@ﬁWﬁﬂﬁQﬂi@nﬂﬁt@ hadlts hseuiécﬁj:dtelnng an FTP

"get"” command identif t he neede t Al thou he net hod
f or é@ﬁﬁ‘ﬁ’?‘ﬁtfro&’cﬁoéi?lmé’r?&}/{hﬁg PEBHEG ot 0188 %ﬁg i%’[ 19 ﬁ SfSRT %[S%I netrt he
syst %m@\ﬁfnlfoh@tlw eséed sdfmmmtmmmnehﬂsem theaespetiioe pRECdswilnadihg 8t t hey

over I1 agdefirfg etp? L&ﬁ aRfl %81%‘%111%1% {e@&s&@%oﬁ%&o&ng‘ro]pgﬁmjoﬁ?ﬂ&e 1R RS

recei’¥ re conponent rom.t downl oad server.
The desinteadinlgi rsethod pedérablaimplemeptsiesianslard rrogsaparckas Gl Aot He current i st

of S(?Ifahgﬁﬁﬁigcs‘{’gﬁoﬂl%ﬂh%g e Et‘éf)"o[ $engﬁﬂqr1@-tlQQ)f‘\@Lz'S,lrbcité@ﬂwaﬁ‘e(lfbfllh}ghmﬂE ifm fi | e

during 1n a onf i e LRUs...In the second
pl acéhe drvlagd @%éelrF@teﬁ‘ﬂbP ftB‘r gb]\?vn Moaa p‘“t“ﬁlélr“%v&]ﬁj 558 S5 ST VME My present a
li st jgdtrichen RafEsach @I tHRUNIIES toafoviieadufdeded dudtwahavempepotstieduddsei r

ponfi ?{}ﬁitnggﬂ F}I}L o e émB%ﬁ 1%161er0 ltnéqﬁednée'aF%Q&n Rprent enbodi ment of the

i nve | guration method. [0023]
The i ndependence of the confi ur ation server and the downl oad server is an
advar{0ezpd to t hiltpruebdhe method heri configyationauhihe dnsieas for dRWRIAT 285 the LRUs

may qw]e Bridéht llpﬁl@f &Hlﬁ)%f'tl?d‘pl@@é’hi’ﬁfventﬁnﬂﬂiM‘é £3AwE la¢ey in Wiiicltiel. The use of
nor e n one conf ?Ura 1 on T

overlap. In the first place, during the method of download, the LRUs receive the desired list

of software components from the download server. The desired list of software components

is compared with the current list of software components, which is generated with the

configuration file during in a step of the method for configuring the LRUs. In the second

place, during the method for download, the download server may present a list of the names

or number of the LRUs that have reported their configuration. This number is provided in the

present embodiment of the invention by the active polling steps in the configuration method.

[0023] The independence of the configuration server and the download server is an
advantage to the present invention. In an embodiment, several of the LRUs may act as a

" configuration server, a download server, or both. The use of more than one configuration
server or download server allows for network traffic to be dispersed more evenly, alleviating
bandwidth related slowing of the method for configuring or the method for downloading

software components.



server or downl oad server allows for network traffic to be dispersed nore
evenly, alleviating bandwi dth related sl ow ng of the nethod for

confi guriwg 0a10940B2 net hod for downl oadi ng software conpoREmUSH3/EH7VID

03/ 094033 PCT/ US03/10792 [0024] Anot her aspect of the invention is that it
provides a configurable systemfor use in a restricted architecture

networ k. The system i ncludes at | east one seryer hayin t hat

mai nf024k a workePHhsT aTeeiqishs/nveptiongs H’g"é“é?é({/“\i{ atc}?&%ﬁg‘ﬁ‘gpﬁtsﬁgeﬁ?%ydat abase,
a dahg inR3EsAEted anthitdctont wondikc Qeyitanthcuded avieast onddetived lonalg ay, t he
system.inc ur.a con rah) .

i ncI Mg J%\]agBWfq%ﬂE? gmog)'ﬂn¥ d’l'eécuaé’hegtg g %QLEG hﬁﬁm offi Qﬂcét?lgeﬂg %&%

conf pgseratidmnétivoek capmesieatidmdgvingr r/‘ehiull@@ Y Wh@ 8y Sé@ﬂrﬁb‘ﬂé‘ﬁ% g phwality of

r eSpg&ltdrga?abll@H*{LEngacﬂ o@?l]ievﬂi[ljs ﬁl‘am%&@gﬂ[@& a@%}{'fﬁ@;ﬁ ﬁﬁ@tﬂp@rdb% ®end the

conf rver Sstem furt nc udes a network
backb@?@éﬂt@ @rcowagmmlwghka?@ﬂewll% EWMﬂBﬁ?‘é‘é@ﬁe&ﬁ@Psé@\R%@ﬁ 1§ ISPSSRVE and t he

servery;aad a%ﬁﬁ@k%onﬁhﬁudﬁﬂb%édﬁc&@ﬁéﬁﬂ%@ 2ad thd@napufatibie fitestd thet wor k. The
server |ves t he configurati ive LRUs in the
wor k?fﬁﬁerdgl? CSHFYP “\5\9??89 IQFlﬂH"ESr?e“eg‘é{? bﬁﬁgbsoélf Pk han%hn%ﬁ%)gﬁ%lo updat e an SCDF
stor e&nh‘ﬁluﬁdaﬁonslm‘&basﬂae R Usrantd itimegset vee. Eonéxagmlatthmﬁtwmke@c loong cApel d of
the %é }eélhqfnle%rﬁt l1"15\@ tsé:l@%lq'eééwe% tﬁé"@(;nfﬁ LERILE SBEY $o1A tif ek R0t ve LRUs

confi prewousystored Inth urrent field to
a fial ﬁhen’epkmgefmtep‘i@gy oeergin dii dotspaeifs GuFals Bripdaisan Sedel pewddpdli y send

t he ﬁ%gésg'ﬂé{%l 1@1& tl’nQQBﬁﬁﬁthtﬁﬁl fi1es fohz?ﬁ @"o‘Yﬁfe s\ybt@ch-BBﬁg{n@QBﬁhatIiﬁee ’Ehyl‘st em is
equi p an enbodj nent up atjt e LRU V\? t ur’rgl(%geﬂ&
domn@a@ﬁeﬁtj aoFé%lieﬂb%Plbft&“tMPemBY}B# il 1%%?\%?%‘5 Hthg ey of the
LRUs affiérd f’t@?esbﬂﬁi%&d@@r@uﬁ@ﬂfﬁﬂiﬁ@hﬁﬂiod OTedipds gleﬁfdmblyeﬂfd tQapatﬁg:matfqnl eto a
list of nfgem rg Eiﬁts received fromthe configuration server to

det efARfEcHGd %8‘“8%%8 and wherein the network communication device
of the LRU is further operable to send the confjguratij ile to the
requd8i2sd downl Gadystent i equipesdeth @ompRARER: MW%HE@ %Bl?’v@ﬁwafi 00261 To

faci g g&gbﬁmﬁs BRAYR 1lo'a3fntg'd@:rxdeﬁ@oﬂfwaie}'tﬁ/eﬁMl%tlﬁmfoﬂ\n Aavordirebdientingt the he syst em
i nclu a nmanag enent térm na oper a

e i, Ni t guest to
s & el e e Beys AP e BarT aeaeranna s ateEhBRHET S he
LRUs 3ipoR@ifts alekived dronnihkicah @y irilemssetwee s detdvoriee peaded cahperients, aive

ti t |
ener st wnp BT aR Torsip l O o REREPUR AR, LT O3

par t icoufiguraticl fifet tlagke wijuethe dpwel@@mo llﬁ\)?@ﬁ‘ﬂqddﬁ)ni%?ﬂtﬂﬁéflOt“nt@e §&Melirng of files
is performed with a standard protocol, such as FTP, that has been

est atﬂm@ed andrg ﬁﬂlﬁﬁke%‘iﬁé‘rﬁﬁﬁmtfaﬁ@ﬁ bf ﬁl%%sjsté;ﬁlCﬁll dnegiiodanaief thesksem The use
of stan protocol s av0|ld | i cag1 a%

includes a management termina pe1a to send an Itidon request to cause the LRUs to

generate the configuration files. Alternatively, the LRUs are oper able to initiate themselves.

More particularly, the configuration file generator at the LRU is operable to automatically

* generate the configuration file upon startup of the LRU.

[0027] A particular advantage of the present invention is that the sending of files is
performed with a standard protocol, such as FTP, that has been established and tested outside
restricted architecture networks. The use of standard protocols avoids complications and
difficulties inherent in the use of a proprietary protocols within such environments. Standard
protocol software, such as FTP client and FTP server software, are commonly provided with
commercially available operating system software, and are otherwise simple to write and
compile for platforms typically used in a restricted architecture network. Advantageously,

the system and method of the invention avoid a need to create or use proprietary software



difficulties inherent in the use of a proprietary protocols within such
environnents. Standard protocol software, such as FTP client and FTP
server sovOwans3nre conmonly provided with conmercial | yPaTaishaini7e2
operating systemsoftware, and are otherwise sinple to wite and conpile
for platfornms typically used in a restrlcted architecture network.

Advant ageousl y, . the system and net ven 0 eed to

cr e H@opR Slﬁ%‘é‘SBr“bB’raPB%‘a‘ﬂly 2‘558;Jl W\Wéircé’“g 6’?:’/ Eb‘}f@g?ll %?%tﬁg%‘ lkgefglfﬁ pr ot ocol s
f or N&RIsiameB@®tdEdhbihe thddvided sofwae combbormsato configir al@dithe epmpuidia pr esent
invention avoids a need to conbi ne individual software conponents to
configire all s nemsfmaené ﬁﬂx/ﬁet age of the
pres@ﬂ#gll nvent/lgg1 n aﬁﬁ@%tﬁg Oih[egla%glgt ‘@%‘ﬁl 1| ura%tl5 ) e £o uters

wi t hionfiguratist pf thee:onw@m vishin grestrigedarditegRrepst g S8 : B °d WHr8n t he

har dyal &ng ‘BQ{ %df&%dﬂ%n n@ﬁot@:@ﬂ%le@é €ln al @s@nﬁﬂdsﬁleﬂiglar}ﬂﬂmaﬁtyrqf lmepl urality
of line aceab unit

d
I R LT Sk
Usper¥dted bRat by mokdschueteelrttilds oremt gl LRE sddwidltvadlilngn et cxbediment i s
i nd| %Eggg]bl%gwg Oiggéovll I.de ]n(am %’Lhﬁ%c{ ?Q@{ 8\,189%@%ﬁﬂ%ﬁw%ﬁ%ﬁembﬁeé&&

resp Fést ere %gtl re s%/sltem to be
operat ihomadpettive IR HeAs horsubnbeleRene seasolp fistcatifa YsEpr toRg e @HRR3Rr at i on.
Thi s . ﬁ@attdnrmﬁnm@lulty1glﬂes¢xmécatl onal
effl%hgﬁ%)%ﬁ%ts&ggﬁkh 4%§gs%g$ZHEgg? 792 BRI EF DESCRI PTI ON OF THE
wamqaagez@l}lesrw@hléhe@%?tﬂﬁjl IC6T'R%er obj ect s, - advant ages, and features
of the present invention will be apparent fromthe fol | owi ng detail ed
description and the acconpanying draw ngs, in which: [0030] FIG 1 is a
bl ock diagramof a nulti-conputer systemfor checking the configuration
of , and downl oadi ng software to, conputers within a restricted architecture
network according to an enbodi nent of the present invention; [0031] FIG 2a
is a schematic diagramof a first portion of a restricted architecture
networ k i ncl udi ng headend conponents of an in-flight entertai nment system
havi ng features according to teachings of the invention; [0032] FIG 2b is
a schematic diagram of a second portion of the restricted architecture
networ k including seat-1level conponents; [0033] FIG 2c is a block diagram
of a hardware |ayout for the digital server unit in accordance with an
enbodi nent of the present invention;



[0034] FIG 3ais a first portion of a flow chart of a nethod for checking
the configuration of conputers within a restricted architecture network
accor di ngwomsbemshi ngs of the present invention; [0035] PC®&USB1G792 a
second portion of a flow chart of the nmethod for checking the
configuration of conputers within a restricted architecture network

di to t hi (| L Qn; 036] FIG 3c i third
portion o a -f1ow cHar BESERIPHEN ST THESBARING the. cont i guration of
conpit9$ wi t hilhedoregsing bnd eienolybits. edvamaegengtddekuas obtidipngsento t eachi ngs
O ¢ IRRaROEANbe hONSD 18R 1he IRk f iGai ladsBri RidrUt il RAGLIARyQE 2 T ow

ecki ng con I guration uters within a
rest diasviegh, ar whidhect ure network, showing the active polling steps of the
met hod accordi ng to teachi ngs of the present invention; [0038] FIG 4a is a

Sche'[fimo? di agrram ofs Ablbal &@glahRUSa lﬁﬁﬂﬁédiﬂptﬁ@%fy!;tglwfai tlw@kfnlghl@é to the
confi ation serv

Cont PRSI SoryEioeligrt LTt oGP PSR ViIBe fr VALl "o
conf ngtwoak acdvrdiaj adb asanb@iMent8/tBO@mesHt REEMUS03/ 10792 [0040] FIG 5 is a
flow chart a method for downl oading software to target LRUs according to

teachy d%? of theg By fas%t&ﬁé}nat 0(94érgmlﬂfq %dﬁmﬁoﬁﬁ@@tﬁ%{eﬁ%r&h@%%n of the

downl server sendin esi re tware conponents_to the target
LRUs nefvgak 2jclydig hewendcomautsaivet g iufligy s%emln&leefow‘iegwaé{tﬂ}goﬁﬁaque dat a

st ack &RARRRE tabRngfodasimenignf tware ist; [0043] FIG 6¢ is a schematic
di agr am of "LRUs ob?ai ni ng needed software corrponent s fromthe downl oad

serv ing a T et G m of , an
exenzﬁ%gj syst(I:,\lﬂr{'nE g‘ﬁfsigagﬁ? ]%{Pf‘t(‘%@ﬂa“\[/\ﬁl Sr?lc%lbch téon &Sthg glﬁr%géc%or dance with a
met haehitectufeendtwosnintloding [s6046]el EbiGpoi®niss a di agram of an exenplary nedi a
sel ection QU which can be used in accordance with a nethod of the present

i nvengapR; and ANfoR XRML R SelvBugielect i on GUI
whi cnbbﬁﬂ be usﬂelg'oﬂ@]s agt%:lg%okr&a %g]aovayl%g&@ﬁk%o 8 theépr egent 1| nvention. 10

VWO 03¢cogdasg vatman gphydiperiof the present invention;
[0034] FIG. 3a is a first portion of a flow chart of a method for checking the
configuration of computers within a restricted architecture network according to teachings of

the present invention;

[0035] FIG. 3b is a second portion of a flow chart of the method for checking the
configuration of computers within a restricted architecture network according to teachings of

the present invention;

[0036] FIG. 3c is a third portion of a flow chart of the method for checking the
configuration of computers within a restricted architecture network according to teachings of

the present invention;

[0037] FIG. 3d is a fourth portion of a flow chart of the method for checking the
configuration of computers within a restricted architecture network, showing the active

polling steps of the method according to teachings of the present invention;

[0038] FIG. 4a is a schematic diagram of a target LRUs sending configuration files to

the configuration server;

[0039] FIG. 4b is a schematic diagram of the configuration server storing

configuration files to the SCDF in a configuration database;



DETAI LED DESCRI PTI ON OF Tl | E PRESENTLY PREFERRED EMBODI MENTS [ 0047] Wil e
the present invention is susceptible to various nodifications and

al ternatiwe oBos4s83 certain preferred enbodi nents are showrCoEUSOEY 705
exanple in the drawings and will be described in detail herein. It should
be understood, however, that the descriptionis not intended to limt the

invention to the particular for 2scribed:.. to the t LAYt he
desdPP#li on isFLCP\tSéﬁEIQBWt@aH@\}B?tWE%‘?FO‘ r%&’infqagﬁ i%ﬁ‘ﬁleatﬁ?%%%gffi&\;sés, and

equi AtabraiicSto téahlngsof ictilventibite spirit and scope of the invention defined
by the appended clains. [0048] FIG 1 illustrates an exenplary network or
syst 000 sujt-abl i ' ' R8Tk of FdGifedas an
IFES@H}*‘ﬁe bl octlt(%i%ggsr%gric{hg aH; gﬁ‘&ﬁd‘lﬁi‘;@?g@gﬂ%’%@ggﬁgﬁ| h‘gﬂr}{jware | ayout of

c oneeftevase cappdicstsdp thedewwat ERESel ectronic instructions and for running or
storing software and data. According to an enbodi nent of the present
inve@bhﬂm t her S y63tie sdRARtig enerah by a codigidendilodaagaek compareditmal 1100,
at |east one_server 1200, and a plurality of configurable conputers or
LRUs? 40i9d spitwpigdishg a particul ar LRU 1300 (labeled "LRUn"), which will be
used for descriptive purposes as representative of any of the LRUs 1300

Wi t hjoodshe sysFEGNGHA00 scliEhmtindiragame hERUsrobianing paqyed seftyper abl e to receive

i nput data fr n rQMH8siAb bR Erpdat@ chAmanduser . For exanple, the
rrana‘éoéﬂ%%en{sef?grﬁlﬁlgﬁ &%\Kﬁ%ag Bre e?lagl y has%a di spl ay on which a graphi cal

user interface (GQJ) can be provided. The nmanagenent m can be
an af¥itati onFEpetis Cﬁaﬁﬁ%‘ViogémGFenép B SEER %?&%5‘“13‘@8’% (E)}SEI %@@pﬁ%ﬁ?g

Mor eQylin abRd4AmRB ageeEmtthbe biiileahvehiion, can be constructed as either a
permanently installed fixture or as a portable device installed as needed
for vel opment, nagenent . , o[k QtLingf hehsdaemee@p. In a
conngﬁ)t“gh st at EFGt% arrcgﬁ%qg@r%%{] e!\%_lgtﬂm?ﬁélgﬁ?fglg&il@ (i}ltr{hg]ommni cation with
eachimicchhimncowith guneihobol thepresers inzodon{a®d49] FIG 1 al so incl udes the
plurality of LRUs 1300. The configurable LRUs 1300 represent the conputer
Cormg(gmg S Oor geMi 66S NhesH SahteranplagpNRUNeatibw 6Tl avhitiecante isafy and
reproducibly controlled. In a restricted architecture network generally,
the aeewrfangd Akl amekee of B eRl P¥MIRent s that nust be di agnosabl e and
repairable in the field when software problens occur. In an aircraft,
train, bus, or boat, the configurable LRU 1300 can be, for exanple, a
passenger service or entertai nnment device integrated with a passenger seat
environnment. I n other environnments, the configurable LRU 1300 can be a
device to neasure and record data. Generally, the system and nethod of the
invention are useful for a system 1000 in which a plurality LRUs 1300.
There may be nore than a thousand LRUs 1300 within a system although only
three are labeled in FIG 1. [0050] The system 1000 is generally a LAN that
operates according to suitable network standard, such as Ethernet,
including 10 Base T, 100 Base T, or G gabit Ethernet, or

10



|1 WO 03/094033 PCT/ US03/10792 a standard ot her than Ethernet, such as a
Token ring standard or a wreless standard. The use of such standards is
gener al | ywkroommosd t hose of skill in the art. [00511 FlI GSPCZAISO3/A092
illustrate in greater detail exenplary hardware conprising the system 1000
(FIG 2a-2b) and an exanple of a digital server unit, which m'ght be used

23, bt BBESLRAF DG E, TAE MRV OIS RR T Bt 1 ©

corrp[rooaﬂng a Pihilcahé prgseait irventet Brsusepplnéntaiouk atodtfovatong amit e over a
16 0 Jc’enlqpfg ive Z’?R?ﬁs? Ecla)rgaq e ik EQ Q d%%od?lﬁ«aﬁptu%rs%?{v gg@;aylﬁrf Qﬁgﬁgﬁtln ffe RE backbone

a uses base T Et hernet,
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hi g hd&?ﬁ@%lp & hoﬁﬁtél{d@@ m1§ﬁ'tﬁl§1§1v§1ﬁﬂﬁ1ab RhdYghr Mddﬂeﬁ(foﬁlﬁﬁjde%uﬂb@l sg@eal s. [00531
Re 1300 W nagenent
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cont Og)éhgu d |2 é 2 gh% dtlgf eSSl ﬁ%Yllprtnegﬁ)QQ &i:%@gtnp {0 sudbisle bl y - devices can

prov €0 Sig br oadcast backbone 1600 to the
ar earesthc&ﬁdren blmtqctme betesk, 2&@0’150111 FESpiThg blerkcdegan of Figel Bovesfst ri buti on

box Qé al uto?'c% RphutcrOcpaBle YT eﬂ&’fuﬁnsél@&u(ﬁh@ﬁisﬁﬁdfﬁcﬁﬁ ahof&s (2160 in
FI G s assoc]| ive

ted are j nit 2130
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sendg et Neesi vl reh@ranylﬂwﬁwegarnmnagcsﬁm amerﬂnab\kda@(heau:asimslp lseyeud0s 2140.

100942 bl © ﬁglgf?guﬁagéﬁq 0N o PRUs T30 Anclhlifie SARLRIZASTSO0 Lo hA

11002p&2a user the | FE s st em for
fli gblhbélé@\i\mmhéy svhlc‘[mrbh@used]éOIGbmlmtlvanH@éWéﬁtTeﬁréﬁeﬂﬁaﬁ%(P of agpof the yser can

Spec:[%? O?@l&ﬁ@geesy%ﬁm (ﬁ%r tye QS m A ARG mikAN @@Vﬁi’s% efé@[‘éﬁ@ Reddide W t hi n
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al | owsnipter € Mdtedyil) tn@nhenagnnwet:teedlmbltG@ecaEtbhe@wéttUCWét&mﬂ I8 be treated as
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net werk be used.i n anot her errbodl ment .

The pnaatagﬂhemtrw étr@ttlbbﬁh@@ui; @l dsevaien 1090 & arongeetsd S9F HSPaRerart

”Et "‘%Jﬁhga 1%6‘?@1{‘1' &ﬁhhﬁﬁcaﬁfoﬂn@laf@hchwqﬁ R8figiesnetvd002@ase T, 10 Base 2,
Base 1000 Base T, 1000 Base X, or G gabit network. In yet another

[0049] FIG. 1 also includes the plurality of LRUs 1300. The configurable LRUs
1300 represent the computer components or devices whose software configuration can be
reliably and reproducibly controlled. In a restricted architecture network generally, the
configurable LRUs 1300 are components that must be diagnosable and repairable in the field
when software problems occur. Inan aircraft, train, bus, or boat, the configurable LRU 1300
can be, for example, a passenger service or entertainment device integrated with a passenger
seat environment. In other environments, the configurable LRU 1300 can be a device to
measure and record data. Generally, the system and method of the invention are useful for a
system 1000 in which a plurality LRUs 1300. There may be more than a thousand LRUs
1300 within a system, although only three are labeled in FIG. 1.

[0050] The system 1000 is generally a LAN that operates according to suitable
network standard. such as Ethernet, including 10 Base T, 100 Base T, or Gigabit Ethernet, or
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enbodi ment, the network could instead be an Asynchronous Transfer Mode
(ATM, Token Ring, or other formof network. 12 WO 03/094033

PCT/ US03/W009/2940BH055] I n accordance with an aspect of thecirrosesitda’en, the
cabi n managenent term nal 1100 can be used in the configuration checking
met hod as described in connecti on vvith FIGS. 1 and 3 and the downl oadi ng

net hod d ribed in c ect BOX
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the distribution of signals on the network data backbone 1500 and the RF
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|on check 3 6 tﬂed request from
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Con]t i Qufcablé ﬁr@ﬁgghudig'e}néf%%o @ﬁ,n@lﬁ%@/éﬂ tgeﬁfbﬁbaﬂwst rbackh!maéé@@ trthevateh t he
confi urat|onc e or e
downl “rﬁé’cxﬁﬁ)g 'Jé)o‘%da@?mg:}“ﬁ% b%&%@fa‘flhsmlgtﬁfeg’g [ 52 '? ?9 @{h#%ﬁl@box 2150
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y, In an enbadi ment hlé ar ea
di st riabkitdner 600 xn@4Hds Herrigiahty %m‘fp}* GRATE aﬁsécﬁﬁﬁﬂvé‘@ﬁ%‘} display Pt 2449 f or gai n
control of the RF

CABIN MANAGEMENT TERMINAL

[0054) In FIG. 2a, the cabin management terminal 1100 is, in an embodiment, a
central user interface to the IFE system for flight crewmembers. Through the cabin
management terminal 1100, a user can specify the software configurations of other hardware
components within the IFE system 1000. The cabin management terminal 1100 also allows a
user to enable or disable the availability of audio/video content or the Internet to passengers
on the plane. The cabin management terminal 1100 is connected, in an embodiment, to a 100
Base T Ethernet data network (heretofore “Ethernet”) 1500. The local area network (LAN)
switch 200 allows for each LRU node connected to the Ethernet network to be treated as a
single segment, allowing for faster data transfer through the Ethernet network. Multiple LAN
switches 200 could be used in another embodiment. The plesent invention could operate
according to any appropriate netwmkmg communication standard, such as Ethernet 100 Base
T, 10 Base 2, 10 Base 5, 1000 Base T, 1000 Base X, or Gigabit network. In yet another
embodiment, the network could instead be an Asynchronous Tr ansfer Mode (ATM), Token

Ring, or other form of network.
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distribution. In an enbodi nent, the software running or stored on the area
distribution box 2150 m ght include nultiple software conponents, such as
an operatwo@3®y®sem (e.g., Linux), a web server (e.g., Apathsp3/107eP/ | P,
FTP client, FTP server, and ports or connectors for 13 WD 03/094033

PCT/ US03/ 10792 interfacing with the tapping unit(s) and CSS An

appro rlate |n[erface i ncludes a s

rface,
a UsBOSALD o vimkeerEeraerth Eﬁaf%kﬁ%{r tl)eI-Hlé/Qlacthni 8}evoa§1é1 c}nana me 11'15[6}11[? %%
genet A cfan(lj?):afsed BSthaSoﬁﬁlotemicelrdlﬁclnng ntethod @a desedibed it ¢thb@ronaxmﬂh can perform
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I nput devices, such as caneras,
vi deo players, audio players, etc. The audi o/ vi deo controller 2120 is in
conmAR e DISHERUGYHRION t he data backbone 1500 and the broadcast backbone
1600. The functions of the audio/video controller 2120 include, for
exampyexe] di st r iThplihde m}i g, Bedr euud@bel%La@nmenulso areteally iangeal beatt appi ng

P06
units 2130 .and aver u tion for
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exanpl e, the lic a t em and
war n|0|ﬁgea|t nkﬁm@m@ﬁr@‘ﬁeﬁgi@%@ﬁ ﬁ@“‘?ﬁ"‘é‘%éﬁ@é% URigs %lath drie aéf‘é‘af{lsfﬂgvtffé not to

S ”Dkél5«5\}3&%91519913)5,mém&esamt 0 (ebd@Qighent (BITES EapbARics s Addhivealigdhd 0 PSS
related [ nputs” suc

ar ophone

|nteﬁﬁﬁﬁhﬂﬁpwgmi§ﬁgHgﬁ§omﬁyéPn$E “ﬁ#“ﬁ%S%BHhécf%ﬁﬁxyaugéngk%%ﬁ&%ncenents
By i @@@Ed&%&ﬁbml‘m SPRGt dantdes) for Exemutle.arvsrhiend watling lmhthi and\aitdedant egdt r ol | er
2120,. %?ﬁ need for a separate LRU 1300 for controlling those PSS functions
i's el? Ped. [ 0062] Furthernore, the audlo/video controller 2120 operates
the passenger flight information systen1§PFI 2100 as a i nt of access
for 498¥%m dat Lptionelludhngrea distriBbionbARd ]l G REHFHR HEECS Y f% &qui pnent
such 1&% LGt af30 1&1@%‘1\51151‘ Wl foQRat desdritRAbeloivia cofhdcgbh withdae forfthé ght nunber,
latit | ongitu eod%ﬂe airspeed. To facilitate external conmunications,

nt

accoﬁ@ﬂﬁﬁ“ﬂ%)%wué t he audi o/ video controller 2120 is further in
communication with a cabin tel ecomunit 2050 that can connunicate with
eart f[0058]s at el llitae cha®eimentgherurh datiibpiios bax o men operge asweherthepr e

satelll an andasrebn 8bx thsy i nventi on,
the a0 LQE%H%%ﬁ@Tgkggﬁﬁgf%ve?%gg&% e%ggﬂhgﬁm he confhgkrgble LRU 1300

descrm@eble 2 pereenirO0 ep siewi tnFle: & hapdgﬁgielﬁ}eghegcon iguration ¢ 1ng or

software downloading functions as will be described in greater detail in connection with
FIGS. 3 and 5. It should be recognized, however, that in accordance with another aspect of
operation of the invention, the area distribution box 2150 is capable of responding to a
configuration check when prompted request from another device. In such an embodiment,
the area distribution box acts as a configurable target LRU 1300 as described below in
connection with the configuration checking method of FIG. 3 or in connection with the
downloading method 5000 of FIG. 5.

[0059] The area distribution box 2150 hardware includes one or more
microprocessors with a memory, such as a flash memory, a network interface card, an RS485
interface, and radio frequency amplifiers. Additionally, in an embodiment, the area
distribution box 2150 contains appropriate gain control circuitry for gain control of the RF
distribution. In an embodiment, the software running or stored on the area distribution box
2150 might include multiple software components, such as an operating system (e.g., Linux),
a web server (e.g., Apache), TCP/IP, FTP client, FTP server, and ports or connectors for



bel ow. The audi o/ video controller 2120 can respond to configuration request
by generating a configuration file, transmtting the configuration file
via FTP, wpod3newmss ving a downl oad of updated software comrp@rsnt/sn791 n

anot her enbodi nent, the audio/video controller 2120 may act as the
configuration server, the downl oad server, or both. 14 WO 03/094033

PCT/ US03/ 10792 [0064] The a eo controller. 212 ar dwar.e incl udes a
m cr BirHcwgswih thy fapnHgwpHe) a‘%\ﬁ%% h’gn FRIRRHER {PLFHE rllii‘gld‘g SS AR s

Aer oniatitak R 48R4 dieefacd,pea USRI NC) i nterface, an RS485 interface, and audl o}
nodul ators for the publ i ¢ address and audi o/video content distribution.

The ﬁgﬂﬁgﬁf ﬁﬁ@(ﬁﬂ@f?@LLﬁR 2120 contains various software conponents

i ncl exanpl'e,an operating system such as Linux, a web server
such as Apache, TCP/IP, FTP client, FTP server, RS485 interfaces to the
t appl09§0Lini t s Ahelawsvideagoniglist 2d dPraenstal iy GRSFALCSS 4538 CRIAERSIER UNI T [ 0065]

The géeﬂl’eﬁ@kmﬁﬁ)ﬂlgleﬁndJéHntpe{?i%QQ aﬂhﬂwﬁﬂsLu&:ml@h@g/ltahdhvIIIdE@ysmth pUhs derived from
di gi tal, content s rive, an
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di agnged.i c access and expansion of the storage sub-systemvia a SCSI [
interface. FIG 2c is a block diagram of an enbodi nent of the digital
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cons ‘é‘g éhl NCfconnector and
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bufferin dul ati on

i gnal s
i nt o seat helindi S do §1Fl@h%IACC 1&!%&& ﬁt&\??&%‘éﬁ?’r@b%wlﬁ Cglﬁ C\éé(ggt %r%
pr 0V'r§l'aféﬂ§n}§1@§ such@s mRdtdchpit aeh ﬁmunoq)hm&rZWOawhmb lchn agermpdothengigndans for the
di sk dri 0 tin t is designed to
ext ey eﬂ\ﬁ‘@ lﬁﬁ%}(@&} e‘o@@&ﬁ 5 agg&gr?rcg g{ng B? 111531@& {{ing FS3 gé-l%g)slhock and
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The ¢ AW idelhifEatedC 1 ncludes a central processing unit
(CPU) %B%ﬁnk%ﬁos@%ﬁg pr esersltll ynplr efeerred enbodi nent is an 8260 Power PC. The

[0062] Furthermore, the audio/video controller 2120 operates the passenger flight
information system (PFIS) 2100 as a point of access for system data, including data obtained
from non-IFE system equipment, such as aircraft identification, current time, flight mode,
flight number, latitude, longitude, and airspeed. To facilitate external communications,
according to an embodiment, the audio/video controller 2120 is further in communication
with a cabin telecom unit 2050 that can communicate with earth or satellite based

communication stations through one or more satellite links 2020.

[0063] In accordance with an aspect of the invention, the audio/video controller 2120
can operate as the configurable LRU 1300 described in connection with FIG. 1 and FIG. 3
below. The audio/video controller 2120 can respond to configuration request by generating a
configuration file, transmitting the configuration file via FTP, and receiving a download of
updated software components. In another embodiment, the audio/video controller 2120 may

act as the configuration server, the download server, or both.
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accesses digital content stored in the disk drive 2520 and streans the
content via 100 Base T Ethernet interfaces to video or audio clients where
the di gi twb odap43i s decoded and converted to anal og audi ®ecCansbbe1o7vi deo
signals, which are then buffered and made available as differenti al

base- band vi deo and audi o output at the ARINC connector for other LRUs 1300
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att erﬁlfglﬁgMtﬂ%qﬁedulétg@vﬁe@tsiﬁlalsr(ﬂicﬁ@h@ B di@eo Aﬁe@ﬁud@ﬁa@&& BereE OK, SCSI
activi one SCSI expansi on

Snd onedilased aybRUIRaH T AES PAFSTOr ThEN Lo PR SR B Cerver uni t
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in FIGS E?Ff}"}?ﬁa n]flﬁd %g gs a\tNé 0¢ 791%} ah?ofé@énﬁ@édl g’ﬁtvoq}rthé’c'ﬂ.gftal%é%r Rhieysbes vi deo

enter% eo ape réproducer 2080 or audio
t ape reproducer 2090. Instead of videotape, video content is @éored in

conpri®86@d f or ribite, digahservantnif® 109 is FOANBE IGHPRBI Ao eCOBIIIIE ( MPEG)
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audi Oarfa@tRErufRFing KR nthddlasion 25@0nilnplexing of the audio or video signals into 2
combined signal. The chassis provides mounting and cooling provisions for the modular
circuit cards as well as mounting means for the disk drive 2520. The mounting means for the
disk drive 2520 is designed to extend the physical operating parameters, for example, the

shock and vibration parameters of the disk drive 2520 for use in an aircraft.

[0067] The controller 2510 shown in FIG. 2c includes a central processing unit
(CPU), which in the presently preferred embodiment is an 8260 Power PC. The CPU
accesses digital content stored in the disk drive 2520 and streams the content via 100 Base T
Ethernet interfaces to video or audio clients where the digital data is decoded and converted
to analog audio and/or video signals, which are then buffered and made available as
differential base-band video and audio output at the ARINC connector for other LRUs 1300
within the network 1000. The signals are also modulated into RF signals and combined with

3 RF input signals for distribution via the broadcast RF audio/video backbone 1500.
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ROM - dwa{m il cﬁéﬁeﬂ\/ﬁ)maseﬁrwﬂrelmrmt Zm&sasoigmrmmhedﬁohaq)ostg BU oWwAM a cl ock
cal endar Oﬁmere a super cap acit SCS| controIIer

o’ Gupgy PR s R Prodre e cr s ot g P S S e ol (0sP
sub- SYED emtepediadtongont CIE, NURSCBYTE OB20C8Badiviiyntes $E$T exprusign and 1 MB

ggﬁgeqoolﬁtagﬁ(é ﬁ{h@%lﬁ/@vﬁapst%g it c@eﬂﬂr&{ 1%2 61[3 Qalﬂ{eqﬁﬁ,ﬁe THOLGELRUES | p echo

éneration an egacy nmodem support;
and orfdhe digisdrsarver emmaﬁ@(i mthwdb¢ t1¢thﬁe<deﬂ0m%eV€l}|b}§@1r151%e B-P8ck, with two

addi tér%glméﬁ%ﬁm@@i RAUSGaL 24 hel dwwer wedge- | ock and the CPU. [0074] In a
preferred enbodi nent of the present invention, the digital server unit

(%FSIOt [gﬁy{]s] 2$E/eas’l“1§ehcﬁg1tzﬂry:3rlv v Lru% S psr SVides v1deohenter?z\1,i\f?1ln(e)1?tq11%evga\gfesglhllar to %Ot h. The
videotape reproducer 2080 or audio tape reproducer 2090. Instead of videotape, video
content is stored in compressed format, compliant with the Motion Picture Expert Group
(MPEG) format (MPEG-1 or MPEG-2). The video data is stored in multiplexed format
including video and between one and sixteen audio tracks in the MPEG-2 transport stream
format. The audio content is stored, instead of with audio tape, on a hard disk 2520 in
compressed format. compliant with the MPEG-3 (MP3) format. The high performance disk
drive 2520 is accessed via a wide and last SCSI interface by the CPU on the controller 2510.
The digital content is then streamed via TCP/IP to client platforms 2550, 2560, 2570, and

2580 on circuit cards within the digital server unit 2500.

[0071] Two types of clients are implemented: video clients (two per circuit card), and
audio clients (four per card). Each video client can generate one video output with two
associated simultaneous stereo language tracks selected from up to sixteen language tracks
multiplexed with the video. Each audio client can generate 3 or 4 audio outputs. The digital

server unit 2500 contains three video client cards for a total of six video clients and six
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unit 2500, as described in the foregoing, has the conputing resources
necessary to carry out both the configuration nmethod and the downl oad
nmet hod ofwoh/oproesent i nvention. In an enbodi nent of thePpTASe310792
invention, there may be nore than one digital server unit 2500 installed
mﬁthin t he network 1000, allowi ng for a higher volune of data to be

aC %5&%&9du% Qte?éohﬁfied- uHrQbQ\QdéM &t}hﬁ&s t l?@veﬂ%t \f’gﬁ&ujdﬁf)gutg rtQ Q@] In

ance wth an aspect I nventi on, ver unit 2500 is
capalgeaegt P?fégiﬁo‘ﬁdiaﬁﬁe,t%hl& t&@ Hﬂl@ud éﬂfihdw}aﬁ%@ﬁ Llﬁ@h@ewl%mﬂalt PBAM@rdve a

sof t RGEI flavidiadyd tﬂese&%ﬂﬁ‘éidfﬁﬁte%&é% did) @elmnlyqﬁoﬂm&rmq;r b@mm
conne,

th t
oot 5518 138 dri T RuP RRS s perdeRd B MR Gt ROMP I BLRS élefﬂsftﬁﬁévgéoo
descrdhbmet] béthewtdreo denodercitsicomewiet! o Fle@ppBpantt dilveafdovinic addiesgsysteat hod

descr] d below in connection with FIG 5. 17 WD 03/094033 PCT/ US03/ 10792

SATEL E LINK [0076] To conmuni cate outside of the aircraft, the |IFE
systen11000 i ncludes an_ optional satellite link 2020 in FIG 2a, which
pr ovi l88%]addi t i birayideehieisarg Polaudy 6igi) M@SG auglin/yideo der@dest BUt@ht ent t o

the It snstae Bhrpbé‘e BQ r&@ﬂ@hﬂl&@ pl’éft[bhnﬂ aft hialy-igip Rk cliaRizZ¥e functiosidhet 2030,

it provide ura hann th

erbocdip iy frbthtist v hants BEn s nnpiart Dbt or® A bBifio the re

backbnm&mkﬁﬁﬁhkhmtoﬁmmnbomhmnnmmamhphnkﬂusoﬂﬁﬁmPmmmnwmthmlhﬁﬁnmyenenl The

satel&kk gﬁﬁg 20gP may also provide Internet access in conbination with a
et work rag uni't 2040, wherein a plurality of popular web pages are

dommloaded to the network storage unit 2040 while the aircraft is on the

gr oun973lwhen thie cenfeT 228 01RO FREATIRENI01 8 HEROJMBHS GRS FAFERt bandui dt h

![ nlt engiMRiod! APHWESPOprod¥Bdk iy fth@?l&iﬁF@W 188g fzwlzfdﬁ (MBS o€ 8bbtFlash ROM g

el ecomuni n . satel || rovi de
acce§§mp80bggéﬁgC%é@@&”?8 ggﬁ%hgﬁﬂQFW6¥Kg‘1¥%£ ‘Hé ?hgnﬁﬁ¥pﬁ Pican
Tel ephemnerySps6 daB ORRAS) .mehdRfp) N3 oRhdn-f 0la7E] staBerieAl; kylockkvelebdqpi ng uni t
230 byl @i SRRARBLRIEE Wi SRforhaRR) ItJESﬁtlof?&O%?cFé‘ﬁBrtsibg il §nd

distr ter mne ortions to one or
nor e Bihepebgvitahies:s digielsigha gpyessw@stl’épm piptasm pperatimpati320 r$e‘é’tﬂéd

dir ecﬁl()ykﬁ ar &?&nﬁﬁn&ﬁé@ an@VeviBeach of Siérayl Lt d 34400 1ﬁ§lﬁ81thyedsefdQ6 V: ew ng ?y
a sl ngle passen er_or passenger.s over nea splay uni
2140 WﬁVIBéoﬁﬁ ?%H’eﬂ&{“@ﬁ%kﬁPngf%ﬂgoﬂﬁﬁ% 55@“@PQ%E%WPﬁh6m?F gﬁpoverhead
posi t inedem istippdie ahdoke winpera@amadnitof pasitionefl aatheivpperwedzr-lady, wsthalploe

nnuntl uctéjrg,lt tﬂkﬁoaﬂyw@PQWSHIMﬁhﬁekﬁﬁ?t'0” I n an enbodi nent, the
| FE s¥%$ é"“aﬁ OIS

[0074] In a preferred embodiment of the present invention, the digital server unit
2500 may act as the configuration server, the download server, or both. The digital server
unit 2500, as described in the foregoing, has the computing resources necessary to carry out
both the configuration method and the download method of the present invention. In an
embodiment of the present invention, there may be more than one digital server unit 2500
installed within the network 1000, allowing for a higher volume of data to be communicated
to other LRUs 1300 within the network 1000.

[0075] In accordance with an aspect of the invention, the digital server unit 2500 is
capable of responding to a configuration check request and to receive a software download in
connection with the method described below in connection with FIGS. 3 and 5. In such an
embodiment, the digital server unit 2500 is the target LRU 1300 in the configuration
checking method 3000 described below in connection with FIG. 3 and the downloading

method described below in connection with FIG. 5.
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includes nultiple tapping units 2130. The tapping unit functions to turn
the display unit on or off, and to tune the tuner for audio or video
channel swbDesw9B3 | n an enbodi ment, the tapping unit 21P0TiGSoxlEe2 used to
report the status of the radio RF signal on the audio/video RF backbone
1600. [0078] In accordance wth an aspect of the invention, the tapping

uni t i |l e of responding to a configuration check request and to
receﬁéé%glgipﬁagﬁg downl oad in connection with the nmethod descri bed bel ow
in connection with FIGS. 3 and 5. The LRUs 1300 of FIG. | y be the

t appil¥6Lini t 2Teommmaycate petviRoRl ths agerfl HisAGE spptem 1980i1%°1‘§[£§aﬁti nuation of
the Bhest si@dtamiof0fd i@ F18aza, avhidiusialidey addfiti@Raboureds@f bhdibj wdedyoxes 2160
are connected to t are tion network data

he istrib ox 2150 through the .
ok BOHE AEa6ta ateit i HEREE St bt meR s iog su b P el BErIE. "o
i nt emfoalaR 2030hit pEoOWERSG3H GMIG3E VRESH dUSOBNL OABRIFE sydteni.dinadn gpalyslamess contr ol
units, 2220, .personal  di gi t. i ISP I 70, or
o SR BRER0k A Bl R Dy RSPl bR T0, o
the 4 oibeERUs 1500 aithirhde [BRbemehhe saioiteslipd20imay aso prgyidedpterict han one
vi deqodispl @mbifdtiond#ifiQa AbtwoRR GRS Qhit 20M, FvtlerdiR iatp_hﬁ@lztg Apepaenwested to
each seat el ectronics Fox Zlqg. The se?@1 egﬁgtronjéé. oxis 2160, al so
cont PagestarRAQBNerdFdioV BT VAP age whF ¢ WO hi theguezfidp 87 k0 ko channel
sel eGilieahe @ndlited] nkrund @hkh o notosisuied wetlsaind wéetth altelsineesa@di&Ooror audi o
jacks 220Q are al.so ¢ ect t el eet i 0S: all owi n
AT R R AL AR s e R S ’

a u eadphones 2210 into the

net wondy Al@0@rovida ageese bguphing hased tehenhgna petwerksa sucdias tg Weith dmeEisaBox 2160

i ncl uglesHa, b ehaRReassor, RF tap, RF anplifier, RF level detection, RF
gain co tr3$$§§ng(§Fq§%Iitter, an FM tuner, and a digital signal processor

(DSP) for handling voice over IP. [0080] In view of the foregoing
descﬂﬁﬁﬁ@ﬂﬁb@“?he har dwar e architecture of,the network 1000, descri bed
now wi || be steps of how the system 1000 is capable of performng a
conf i[geTAti on dhaekillyytwatbog ant? Bovekhoaddmgsabletdevide iy tapriegtheRU

confi,gurati.ons_can, i i.nt.ai : g e : d.
CONF R el A R R R B P i o R e B A s g
met hodor8 @playcundtsdidsgordingy, tbitappingwntt 2189 isaeangstekdFRCtly & bt 910R%r e

L1 usheesd disPla? hi3Rs 2340 fhoufBNEdrdlidwing bhe sad pguérkt onbychgokpog net hod
3000 1s perfo

conf iRgSreREs o 107 CHAVEBINOHE SURHETORE B bsdnobr PHES Roc 6675 £ *shoul a
be undgmstiead overhead position, in the back of a seat in front of a viewer, an adjustable

mounting structure, or in any appropriate location. In anlembodiment, the IFE system 1000

includes multiple tapping units 2130. The tapping unit functions to turn the display unit on or

off, and to tune the tuner for audio or video channel selection. In an embodiment, the tapping

unit 2130 is also used to report the status of the radio RF signal on the audio/video RF

backbone 1600.

[0078] In accordance with an aspect of the invention, the tapping unit 2130 is capable
of responding to a configuration check request and to receive a software download in
connection with the method described below in connection with FIGS. 3 and 5. The LRUs
1300 of FIG. 1 may be the tapping unit 2130.

SEAT ELECTRONICS BOX

[0079] FIG. 2b is a continuation of the block diagram of FIG. 2a, a plurality of seat
electronics boxes 2160 are connected to the area distribution box 2150 through the network

data backbone 1500. Each of the seat electronics boxes 2160 provides an interface with
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that "LRUn" as referred to herein could be any one of the target LRU
conputers 1300, such as the audio/video controller 2120, area distribution
box 2150,weeawmywBrctroni cs box 2160, etc. or any of the eoFuSN&N7e2

descri bed herein as being a configurable LRU 1300. Although the
configuration checking nethod 3000 can be perfornmed to produce vari ous

ot hoUT BT T Shck soRio Sy BB an Gt o ARRLE Butflys 1P, ERB ST RS, Enpel o
desc2i B dr smay videoelispdet wiils ~Bé5 @Wﬂ%@%d@«éhet Ig8PecH B PSERNEarsi arihepirgah checked
LRU %?%tﬁé}t H%Hhﬁélﬁ' hot sﬁ@wﬁYl?FItG boa% M¥bte GhnShRWadeol dwpmsmﬁt B RS or

changes 1 n e confi ratl on of each LRU 1300 r.elatiyv i ous or
desi PagergshcrRirlaniiche0 aromanscieht el pratclseisen ]?th?el%gt i“ﬁéﬂa ei t her
Wanu@lebﬁfmﬂbs B&le@l'mtiﬂ) @l%b leyntrdtalie pavamplieleo disphilyemitSQLT, thdwmdiedtiod 3000 is

manual & 1a1{n§ ﬁﬁtl?l(g]onlilab\%t]us]er On%%e\r?% ealﬂn{/&'HI s@ilﬂlf[%ﬂses% gg%pgucﬁ& ga[%& he

manad vel rom an
devi @200 sue(attsoasvnaedtacptcmhe 249 Olecy@rti¢h lwkﬁfh') 14 alysingrm Mgel“ltﬁéomh@d 3000

%&E&O&q?% & 3 'Q@to‘%gnsgd‘btl ?H@stﬂq alihey 1th€31§et€7v81‘14 Rbed, a4 elﬁB&Bn{éﬁt‘lo upon

start exg , upon actua on the
L RUn haighyesine @@hﬁ@%t@i%‘ﬁows bpe2 18UACl esaCt IBW\%HW%SWB %ﬁ@ﬁ\g@fcﬁéos/ 10792
suppligiel H'&Q&l&loRF%ﬁﬂ dnt@f, ahb R FLdplifeit on AMRInNGQ bk a digitapggnal pbmessong of t he
LRUn §§Pano onent Ig)f the system 1000. In either case, the

conf i(gEF htar dan 8}5\/ o0t 2 URL which initiates the configuration check.
Wth reference to FIG 2a, the configuration server can be any conponent
t hat [0880¢qui ppdd viéw hf ﬁ;prfommlngﬂ@scsmﬂ@lv\aﬂéeélﬂmi\’w{tﬁ whhitestyrg of B§mmuni cat i on

WI th ntervgorgeibao bo%ﬁ&?&ggigéﬁ\ggl bel2 sﬁé‘Js%ff ABlYhe bt 2044 E‘éﬁ}?&b‘l@@f &@fo\ﬁﬂfng' s the

server area _distribution

Fur t heonfigeratiom elmémgemethgqb@lcbwmo(’miw@ hogl by fHeh ﬁé‘ﬁ%ﬂ 8?18{1%5 o dan

conf 'b@léh@adeanmaﬁﬁaiﬁéd aﬁdté@au@tpmhﬂatédserver The | ayout of the system as
shown in FIG 1, applies to both the nmethod for configuring and the nethod

for s on the LRUs 1300 within the system
1000%%EP@%98%€%®WMM d be understood to represent either
the configuration server or the downl oad server; the server 1200 is
capalbe8suyf car rS/tcpsgofmnonlﬁgumtlfmdwkmgsn@h%e(?o%@a%im& tgjapywmpodigebar a| | el |
as deosf(‘flgé B%gent ﬂﬁfeﬁh&1 hié 1fl§§t1%{e'dcfﬂ‘ Ft@S tﬁled NEERQASy, (ﬁfe &ﬁiﬂﬁmﬁﬂbﬂbh&%r@nd

downl oa anot nbodi nent of Eﬁfg resent nventt5 fgnOt shown in
FI G mgthod ﬁ@@%lsmﬁgf%éew teskdam dA80 8t a1 d I [aR SOt & nbodi ment
the %Hﬁ 4366n v hah‘dﬁ/afdlﬁmﬁgﬁmmm wotlcH obehedR @s 1 300c dishonidclat endetstandgh t he
et RIS | RIS SRS Rorthen 2
user %iﬂ% Eisﬁﬁel“gflg‘% PR lé] Cr?éfdh od 3506 O?? % 1l Q{)ﬁﬁj coﬂlp%l

as the audio/video controller 2120, area distribution box 21 50 seat elecuonlcs box 2160, etc.

or any of the components described herein as being a configurable LRU 1300. Although the

configuration checking method 3000 can be performed to produce various results as needed

for a particular application, the configuration checking method 3000 produces a system

configuration data file (SCDF), as will be described in greater detail below, shows the

configuration of each checked LRU 1300 and optionally an event log which shows

inconsistencies or changes in the configuration of each LRU 1300 relative to previous or

desired configurations.

[0082] The method 3000 can be started either manually or automatically. For

example, at step 3010, the method 3000 is manually initiated when a user enters an initiation

command from the management terminal 1100 (FIGS. 1, 2a) or alternatively from another

device, such as a laptop 2190, within in the system 1000. The method 3000 may also be

initiated automatically, as indicated at step 3040, upon startup of the LRUn 1300, for

example, upon actuation by a switch on the LRUn, upon connection of the LRUn to a power
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want to review results froma previous configuration check, and
accordingly, step 3015 provides an opportunity for choosing to review a
previ ous wonBiogwwsat i on condition. If the previous result®CAIESI/O7BE

vi ewed, step 3020 obtains a SCDF that was the result of a previous
configuration check, and the results are displayed in step 3025. An

appropriate error t it no previous
S PR G GO BTGB &Y 18 L Bt G gl dunt O?ﬁlflg%g“é% [0085] In
t he aB6tBEr @NRfonefit aithasysiang | @09e IS@DFSITC@W heespnfiguiaion ferEHEigiS e lwher ei n
11 0 d\%Cngétlaé%s tﬁ%.ggn@%nﬁtmﬁ C(Flga\f 'Wﬁ‘% fleRAcS BY V€T, Qatth@ccﬁlﬁ’f@mfmmbrvfeer m nal

ssion wth the configuration.s .and executes an
FTP cigbe 4 oompengnt {hat ﬁ@gbld?ﬁ%cbw“b RBPTORjEEE Spiiwig 4Rd f’@b 1§1113)r age at the
confy gﬁh‘ﬁ éa%n%ﬁ{hvﬁé dﬁﬁd)a&l%ﬂé ms@a eletefbwﬂy tthe tdrdigueniageamnt isttey m nal 1100
for displaying ol ﬁtdng at step 3025 through a
perlcbm&lé‘ﬂv@re‘*%}]lbesoos‘ﬁéhe "Hgagﬂsﬁ.‘i uH?%P 7‘ an enbodi ment wherein the SCDF is

stored at the managenent termnal, the SCDF could be read fromthe storage
devqg@},}t t he Fatiegaoentie stlechﬁQr@QIShO‘fVO(DBE]G dtwisht Bogithea e 3025 are usef ul

confitg 3% Sariel] I A& &)ﬁp%@lbm\muﬁ PEnrier. Past
confS aﬁ F%ﬁs?l %o({'rﬁ'g%?%&ﬁlgégme?\& TRt l?@uﬂc'}ft 5YS 1

r[] gv@y? (Nel n the LRU 1300
confépgliestoi s thdanetbed bﬁﬂ@ﬁléﬁ%‘&ﬁé‘éd ﬁ‘ﬁ@]f’g Y &Gé’émﬁésp ™5 ng a user to
ref eJon]iﬂ%neth @%@éi{@%@@@wﬁm\/m@w&ma@ Dhekervee 0200, gherefororhaldd a pri or

or 'l nstea rm.n n y return
red Upedaserstedgp r‘?%li’rF%ﬁlft cift %OW&"@K& eg\éer1 gige qohﬂﬁéad%}%g th (lsiégg%:rkl ng

net hph 39 L4bable dfenakrymgrmu Bcbthfma?mloﬁﬁ)alﬂler sgpientally erl@umaléglh%@q%@ &' updat i ng
applj cati.on t Inl ShothdEEmbadihe t@f check the
cur rReTEIndR A ﬁ?t(}]%{tgt [1%1 Hmfl?oﬂotnﬁgbfaﬁﬁn 'aﬁH M\@vﬁl@ad In aaltot notl ﬁé& n Ther of or .

st epth3@a@epriovindios (aet bpwoin HF-ty. theye 11f§/e‘?e @%Weéhi“} Uit 6TV o 3568 "L RUs

1300, Qb B8 Che etR USSR thosarenewbariizRble ofcotheprstnughibent | on
t he genent m na menu of various LRU sel ections

|ncIu@wngk15Q5)rwélk&‘r%‘l‘>@a“iOH%IF‘ng‘dL}aPsumts groups of wunits, or all of the
configurable units within the system The configuration server then sends a
conf jgygupt i on [1€§tuﬁ6tasbﬂ)whatdnumhlemtlaid’ inRigtes3bomgthod 8R0-3bBBSEr BHY

ggls gé{agé Io\é EY Wi %wit%%%\l\% e\Mouls &g%%ﬂﬁl&l%kcl@ aHé %coﬁimélbestép’ s0Em 1000 has

Cordlq,#xdt aﬁ t?nbodl ment of
t he praédestanioppemgnitynfor t:lhl@smérﬁ@ Feyigvas Pt?rYloulséa ratiQgnditigny fEBE oot ed
LeRUS p%twosuts?ﬁsuﬁg IR t%rb% WRevedae E@PBU’)O SbthiRea SODR hbt was e hﬁul‘leﬂf a phrvoatc ast

(e.g case o sin et LR It| he case
of mubnfigyiration @xeglétanéﬁiw’slf&dgsuahﬁé Byedigara @?8% B%E’E i Sg]dlg%
appr %éh@ée&hé/pl@@ﬁﬁ%ﬁ:@@%@deﬁ)qhewous results are available to the conﬁguratlon server

in step 3020.

[0085] In the step 3020 of obtaining the SCDF for viewing in an embodiment wherein
the SCDF is stored at the configuration server, the management terminal 1100 opens an FTP
session with the configuration server and executes an FTP “get” command. In response, the
SCDF is read from storage at the configuration server and transmitted back to the
management terminal 1100 for displaying through a monitor or printing at step 3025 through
a peripheral device, such as a printer. Inan embodiment wherein the SCDF is stored at the

management terminal, the SCDF could be read from the storage device at the management

terminal.

[0086] Steps 3020 and 3025 are useful to access past configuration information in an
expeditious manner. Past configuration information could be useful in a system wherein the

LRU 1300 configurations do not often change. Time is saved by permitting a user to refer to
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of the selected LRU 1300 destinations. In the presently preferred

enbodi nent of the invention, UDP is used since the nessages sent within

t he syst ewDDR0®108% e short, and may be resent if an error PCI/utes/erved. The
error correction available for use with TCP is not needed for this reason.
The configuration server maintains a configuration map that identifies the

e SRt daIFioR B oF FRRAN Sh Selib A Lt Reas, AN ARRLAT O 2o

nunb®fE © I on reques an 1 nstruction
f or likay kdtum 123@@lanvinflemetian.e a confi gurati on f| |l e CFn, which will be
described in greater detail below in connection with Table 1. [ 00891 The

co ”pgﬁ()%'?]n execulghlea 9%%2@9@{52@&{ ﬁle Tchdk%{Qc BEMbLE B @@Iﬁnﬁ@ﬂ-l%ﬁ@@ﬁstdp% glen at the

mana termnal 1100, ]gg nbodi nent . The sof twarggd essary for
perf‘é“rfFﬁllFI@Ol‘l?lﬁ%lopﬂﬂ%P‘i ‘éiﬁ’é‘t“é%é featiQns MR Fresbp St uop 1B Y. Y be stored at
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confi ion server i sten gy)tl cul ar” socket nts for

ever }vrq&)@lﬂﬂ%&gb qihacaswipisiels Begst LY oAmylisEgs e qﬂﬁ%?ﬁ&{l@ Y'%how many
of thg &&%Ué)%@ﬂlgf@wﬂa toRd} subh @oTdPRg UDP alﬁprepﬂmdlyrmdtesnﬂ to kackpr esent

|nvent|on th GS. 3ad an a few
mi nuEde Selﬁﬁ@ﬁ Lﬁg[;{tléﬁo iﬂﬁatéﬂw Eﬁg PSS 1V led e%ﬁgk%ﬁ?ﬁ@%nfl guring
sof t waveatiom WDPs asedeiice ileteessages bettetiun dlerﬂefstvxmrll{)oo[amgw}“f pired 0BE bR 1 St

step of active [ PMEhotSRBES an
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checkls mde, in step.3220 Y i on e (CFn) for
RN R ra i toBdet e wozyﬁnewélyc?aﬁ? &j‘ﬁP%H R ARG ng ‘the AT ot
configuration file CFn, which will be described in greater detail below in connec‘uon w1th
Table 1.

[0089] The computer executable code operable to perform steps 3010-3035 is run at
the management terminal 1100, in an embodiment. The software necessary for performing
the functions associated with steps 3010-3035 may be stored at the management terminal as
well. Alternatively, the steps 3010-3035 can be performed at the configuration server 1200.
In an embodiment, the set of steps 3045-3052 are performed by software loaded on the LRUn

1300, as shown in FIG. 3a.

[0090] After sending a request for a configuration file to the selected LRUs 1300,
there is an optional set of steps for active polling of the LRUs 1300. The active polling steps
are shown in FIG. 3d; the steps of active polling begin after step 3035 in FIG. 3a, and
continue with step 3045 in FIG. 3a after control is returned in step 3230 of FIG. 3d.
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predeterm ned period of time. If so, then the configuration method returns
in step 3230 to the next set of steps shown in FIG 3a, beginning with

step 3045woloB/osnws3 then a second instruction is sent in PCEWSBRA09Erom the
configuration server to the LRUn to performthe generating step. Step 3240
is performed by sendi ng the request directly fromthe configuration server
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nunbgesarativieditep. Aﬁlmﬁgmatmm ber( MmN welidy @St gy edﬁiprmléﬂddl Pé@@b éndiggier sof t war e
Corrpgéglfeyar r\géél A %.rch%gly SQLARS id ﬂéﬁ)ﬁmt bP\Qh@cHélQﬁé Bbitburdtfddn that is

desi con uration r}e LRUn is
geneifidt @dFn)Zor N@@Q}BQDMBBC@GF‘/ SF(llﬁﬁi@‘ZathntseiV@ g‘b‘ﬂ?%%l 15} stored on a

Z ;2:7% e&%‘égn @&Pg tBPtéJnBUml %3ggﬂ(ﬂlhe?@ﬁﬂ@uﬁﬁoﬁh&ﬂldﬁ&EﬁummnEte@JZZO toAthe
| 1le n.o
| mﬁﬁxtgﬁﬁraﬁﬁt%iﬁ SthWé i £330 Pegi g Wetgﬁg:é’ %‘ﬁp?‘t“‘“b{ e“%iv %ﬁ%ﬁgefl 21%59 EZP: SI
glu P?%Estrl@?éﬁl’élsss@ﬁﬁ Wwatep dafionetit chnliP84ihe Sovar wathe LEJApnemforp thg4567
OoT Tt War e one
boen Lerr T g, SR dan olfelpt Maatht BB lGIRER IO TP 100 erat oe:

Un_dut onpt i cal
t he G:omﬁglgaln(at saoverfto ke IIaFtitpulzyx\in thabléas not reported before steprr?ZZIO (ratLg generat es

than a broadcast to all the LRUs 1300 selected in step 3030). After waiting a second
predetermined period, which is indicated by the arrow labeled 3245 in FIG. 3d, the active

polling method continues by again checking in step 3250 whether the LRU configuration file
has been received. If the selected LRU has still not reported after step 3250, then a “No
Response™ report is generated in step 3260, and the method returns in step 3230 to the next
set of steps shown in FIG. 3a, beginning with step 3045. The steps 3200-3260 together
comprise the method for active polling that is carried out as part of the method for

configuring LRUs 1300 within the system 1000 of the present invention.

[0093] Turning back to FIG. 3a, it is clear from the flow chart that whether the
method 3000 has been initiated manually (steps 3010-3035) or automatically (step 3040),
each selected or predetermined LRU 1300 respectively generates an associated current
configuration file CFn at step 3045. The configuration file CFn includes current software or
hardware configuration information about the particular LRUn, e.g., unit identification,
hardware parts numbers, serial numbers, Media Access Control (MAC) addresses, IP
addresses, and software component parts numbers, or any other information concerning
LRUn that is desirably tracked. When the configuration file CFn for the LRUn is generated,
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apparent to those of skill in the art, this can be acconplished in various
ways, such as with appropriate instructions progranmed into startup

oper at i orwOoaB/oge3dper ati ng systemat the LRU 1300. [0095PCEawsh3/LReL t hen
sends its configuration file to the configuration server at step 3050.
Preferably, the configuration checking nmethod 3000 uses a standard protocol

such., as endln e, net wor k.
1 it & P BB g i e P Rt el RO B ECG T Tomr i p
(al sAneatthpldryt mﬂgntaemnéitle @F@DﬁbBUllSﬁlis}nceiyﬁ belpwamdabladty, to send the
configuration file, LRUn opens an FTP session with the configuration server

and executes an FTP "put" conmand_to transmt the configuration file CFn
fromLRUn to the configuration seT‘v'élF as indicated by step 3052. [00961

The LRU operations espectivel [ Ci ated configuration
files CFn (step 30 R{f qﬁﬁﬂﬂﬂéﬂgﬁgeﬁﬁ)ég%kgﬁiie configuration server
(step 3050) can be ex088 edomiphtep@raiimeberanong the plurality of LRUs 1300
within the system 1QQ s . allel  configuration checking nmethod is
advant ageous for it fi???(ﬁ?ﬁﬁ$&”ﬁ'€. 3a—s—eonneeted to FIG 3b with the
circle |l abeled "A" 3024845 wWSbfivaieSomipovnt | n both figures. Wen the
configuration server ﬁ%§6r%%ﬁl~i¥|§%’gﬁ153§neﬁpi‘f' guratl on{file CFn at step 3055,
the configuration sefrverrrayhotd—the—conftguration file CFn in a working
directory in step 3058.56Ag So§wkméanmporegt 1 hose of Il in the art, it is

not necessary for the configuration file to be held in a working
directory, and the configuration nmethod could be carried out on the fly

W t hout storing the nformatio t.h nfl tion fil t it is
advaifi®dtous i h%ﬁ$e€w€%¥%$6Wﬁ§F$6&>Hﬁﬁmd5§0§§ ns?“ &aWQH%ﬁb?R?n a

wor kbﬂgelsi'mzﬂmlmywﬂ aaﬁoema@gsgenaetmeaﬁmawen Iﬁ([Er(CFJsOAISl’@IZ ®2 [00971 FI G
4a schenmtic ates t he sendi §dp rom LRUs
wni ofPegrya Dt of 3t R AR e G ey e A RE Ry S LA SR 0T ¢

I espappropehty 1115Tﬂmet10ﬂsﬁlﬂsgrammwen@§ﬁftﬂu}b aperidipns @f asrmpeEtisg syEeEAt PP "put” to
send %Rfﬁg(forrespondlng configuration files CF23ABC, CFl 7HIK and CF7AC to
the configuration server, where the configuration files are placed in the
wor ki ng directory. %5098 The .conf ggratl rver con |ng§%§ Sth

peri dOFISAI |y cHisch &RU\BeRseIgs A COBFHRIH eﬁ%'wémﬂg%W%dﬁ? guration file.

Ref er305@9p&4r&5b1tymhe h@nﬂ“lgﬁtrﬁlﬁdu 3REIAnasetiddEI0D atesch standard ;@oto@al sughep t he

confi tio ver ect iRwhile CFn in
step F%%ng’r S¢r 1r‘?ff’ 'ﬂ t?llcsegr \1/@}1{6:% thﬁaé neqaglﬁ(t r}e[\@l 1%%2:‘:0%%1% 60 a. portion of

t he S{Sﬁ]?catmhhhdtlnse<:omiat>1aly®fun¢|lhé wWrFCRYIR éﬂlsomallﬁd the Ingerpet Bradero3f8tC)general 1y
COrrprA(_tcggju lgatross Hc?th%%@ﬁﬁédl%non MRi CRUNIpk AW BT P YskibA RMﬂnf th€Fn to be

extrac i.n steps, 3065 Q%_ 9 1
configuration server and executes an FTP ‘put” comm nd to transmit the configuration file

CFn from LRUn to the configuration server, as indicated by step 3052.

[0096] The LRU operations of respectively generating associated configuration files
CFn (step 3045) and sending the files to the configuration server (step 3050) can be executed
in parallel among the plurality of LRUs 1300 within the system 1000. This parallel
configuration checking method is advantageous for its efficiency. FIG. 3a is connected to
FIG. 3b with the circle labeled “A” 3054, which is shown in both figures. When the
configuration server has received the configuration file CFn at step 3055, the configuration
server may hold the configuration file CFn in a working directory in step 3058. As is known
to those of skill in the art, it is not necessary for the configuration file to be held in a working
directory, and the configuration method could be carried out on the fly without storing the
information kept in the configuration file, but it is advantageous in that the information may

be reused if it is kept in a working directory in step 3058.
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More specifically, configuration file CFn associated a particular LRUn is
then generated (step 3065) into a portion of the SCDF referred to herein
as a "recwod3/opqal cated as el ement SCDFn. |f a record SCPRER/Ush3/exEey

exists, then the record is updated with the information parsed fromthe
CFn in step 3070. [0099] Each of the individual records SCDFn conprises a
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for 2Bl Gl ar KRN, TN, (b ESLIEENEl yap, sdssipdaiog upon the

esi re re components froma soft
i nveMae gpéaificablynemfigoratinn e @Fa@mp@&dlar@rth&mmlégm bamzenerster 3/ 10792

met h I 8 HeRin 464 abtorlel@wated seAGHti on Wi th FIG
e by g e e

conf iS§WER i 16a reerdpitingiet a"'E“St%tﬁ Elqcﬂlillﬁélpé%f%%ngtfaﬁg renéltlg RRENT" or
" PREYh S rond@P @ iRgepponowhat  hardware or software a user of the system
desires to keep uni formthroughout the system During the configuration

Checlﬂ)%&mat ho%‘j& Rﬁhe in 1vﬁiﬁ§\/{9%‘xjﬁ gg@ﬁicémgﬁpés%cc%%ﬁ%&&l PR tRhtd CURRENT

dat a t he cor ¥ g up dated by
overWlomtamsgfolrIa&a1ﬁllleFéF_€NEl'RBEN’S(r wR%%Q@%d“@Fr@%ggﬁ 'Isﬁﬁloé 2. f°981011 Each

Of tg_zg?veﬁ %9{% c%%ceadhsoﬁh@@@@m@mf PR SCRFUShiue - BESIRED Ssetecor ds  f or
lh 1300 The SCDF preferably cogg{ﬂg ?‘Cﬁnﬂ{%e

repr eonirinstdagrepreseibe teeaivaoues CPHHATE G CHLBHREPR HGIOF TG af on

i nf orgaBdrineA a8bvd. hen syhsiany ISIO0Fn sedrdais slaoveli inglaple 2 as follows:

Table 2
CURRENT PREVIOUS DESIRED
65938 | Computer Part Number | 94740 | Computer Part Number 65938 | Computer Part Number
51759 | Serial Number 59811 | Serial Number 51759 | Serial Number

12345 | Software Component 1 | 12345 | Software Component 1 | 12345 | Software Component 1

23456 | Software Component 2 | 34567 | Software Component 3 | 23456 | Software Component 2
34567 | Software Component3 | — — 34567 | Software Component 3

[00100] In the exemplary SCDFn of Table 2, the CURRENT configuration reveals, for
example, a new computer that has part number, serial number, and software component
numbers matching the DESIRED configuration. The column labeled “DESIRED” reflects a
configuration which, in an embodiment, a user has designated as the desired configuration for
a particular LRUn. The data in the DESIRED column is updated upon the selection by a user
of desired software components from a software inventory in connection with a downloading
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the SCDF includes a plurality of records SCDFn respectively correspondi ng
to the plurality of configurable LRUn 1300 of the system 1000. The SCDF is
updat ed vwoh3ppw3hew record SCDFn, and the updated SCDF PETWSO¥1EM t 0 a
storage device (e.g., a disc drive, an NVRAM etc) at the configuration
server. The SCDF is preferably restored to RAM of the configuration server
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[00102] As illustrated schematically in FIG. 4b, the exemplary configuration files
CF23ABC., CF17HJK and CF7AC are generated into corresponding records SCDF23ABC,
SCDF17HIK and SCDF7AC, which are stored to thereby update the SCDF in the

configuration database.

[00103] The circle labeled “B” 3100 connects the sequence of steps shown in FIG. 3b
to the next set of steps in FIG. 3c. Referring to FIG. 3b, the comparing step 3085 is
performed to determine changes that have occurred in the respective configurations of the
LRUs. In particular, the comparing step compares the CURRENT and PREVIOUS
components to determine which of these do not match. Differences between the CURRENT
and PREVIOUS configurations are optionally written in step 3090 to an event log that
contains a history of changes to the configuration of software or hardware within the system
1000. The event log is stored at a storage device at the configuration server or on another

computer within the system, such as a management terminal 1100.
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schematically illustrated in FIG 4b. Additionally, the configuration
server then notifies in step the nmanagenent term nal 1100 that the

conf i gur awpen/ogtexk has been conpl eted for the particul aPCIRS3/10792 an
enbodi ment, the nmanagenent term nal 1100 waits until all DESIRED LRUs 1300
have been checked before the managenent term nal displays the new
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errors and repetitive procedures that have plagued conventional systems.

METHOD FOR DOWNLOADING

[00107] After the configuration checking method has been performed to identify
outdated, problematic or otherwise undesired software components, it is desirable to be able
to update the LRU 1300 configurations by downloading software components or settings to
LRU 1300 units in a pinpoint, as-needed manner. Therefore, according to another aspect of
the invention, a downloading method is provided to update respective software components
or settings of the LRUs 1300. An exemplary downloading method 5000 is illustrated in FIG.
5. The downloading method is typically used in conjunction with the configuration checking
method in order to configure LRUs 1300 with updated software in an efficient manner.

[00108] The downloading method is effective to modify LRU 1300 software
components so that each LRU has a CURRENT configuration file that matches the
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DESI RED sets of configuration information will match for each individual
LRU, absent sone intervening event that has caused an LRU configuration to
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for I o} all LRUs
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downl oad server to be able to distribute software conponents needed by the
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(that,g tf}ﬁtréstoytc%. software "inventory") may be specified in step 5020.
Opt i onal ' %e nost recent SCDF is available, it may be displayed in

ste 5015 precedin t 02 rd t
v erVOR) "t he RIS TED- SRR g B Ay oa an A i Ler "
r unniseeo @eglhﬁlet amnagterrg tep 560 frinherh a 14DOsuch apiF Eﬂwmammuahwapaysomaclnt enance
| aptap %1&%61 Btstrlt\t/lgt ond begl% c}ﬁ@d?\g 11%@9%@@1%(103% D EmBhdikdeGt @l?estﬁﬁfaﬂﬁé siegnt rol

units &'s6na connect ed to the System 1000
( showvidOB s pefrfarmed yronf U@&"!@!D%Iﬂhtesltlelﬁl B]@@(P‘ frompan depligy MABERPEE new sof t war e

to beg gﬂ)%tegasruEh af a0 tddnY k@A wilhEtheget 804 byedbenctsgoonent s ar e
avail a oadi n in step 3025 froma storage nmedi umreadabl e by at

|east(FHﬁe2aéefwﬁ76r§éﬁ?mo1f UPhe system 1000 (FIGS. 1 and 2). For 27 WD 03/ 094033
PCT/ US03/ 10792 exanpl e, the avail able new software conponents may be
i ni ti@biy]provildeddarfoath€BoROMad sGVE, tode ablerte clptulalie softeatt gepmpensitsas a

dis kelgetegecpt;y trl]ffélqu{I% 1%%, {h%‘glé soclﬂﬂ[;larp 80&1]?&%11(5&191'1’& 508 e placed in a software
inventory that resides in a storage device accessible by the download server. In the case of
the example herein, the inventory contains the DESIRED software components that need to
be stored at the LRUs, as discussed above in connection with Table 2. Accordingly, as
illustrated in FIG. 5, the user is prompted at step 5010 to update the configuration server
inventory. If so selected, the list of DESIRED software components (that constitute a
software “inventory”) may be specified in step 5020. Optionally, if the most recent SCDF is
available, it may be displayed in step 5015 preceding step 5020. According to an
embodiment of the present invention, the menu may be an HTML page displayed on an
HTML browser running on the management terminal 1100 or on the auxiliary maintenance
laptop. The HTML might even be displayed on one of the passenger control units 2220 or
personal digital gateways 2230 connected to the system 1000 (shown in FIG. 2b).

[00112] In step 5020, the user can select new software to become part of the DESIRED

inventory. The new software components are available by loading in step 5025 from a

storage medium readable by at least one component of the system 1000 (FIGS. 1 and 2). For
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managenent term nal 1100, fromthe downl oad server, or from any device on
the data backbone 1500, as illustrated in FIG 2a. The new software
conponentwo®an94osx| ude, for exanple, entertai nnent fil esPsuaisozso7gi gitally
stored novies, nusic, or systemoperational files, such as program
objects, or graphics. Referring to the nethod 5000 of FIG 5, at step
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Wi t hicomipheensy/mtaermd@0ery ok DEYRES CODESDREDIDS%‘FH 5\%3(5e hanstp AdSSIOr s t hen
cr eat e DBl cﬁgttn'oﬂgmt b t‘ﬁE ‘§@It\5%’é§01\ﬁ§6ﬁéﬂt§m$ﬁ’é {a0Bh®set @HBL@ @'055—508591 in the

A At ‘ste t
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DESI RED software conponents) to the various LRUs 1300 within the system

1000. downl 0 d ser 0 to send
the  TPILER o7 "Dl i RGN R s R éﬁ%@ﬁo TG HhASmRthol 5000 BEEIG %o%”@ff"ﬁet he
met hddvarftorfFhé bégn U@deﬂhd@f steipreSQl 3tgp 6059 Wi@wy“%‘@hﬁ & he |ist of
DESI NG I Hrw%ﬂfo CRnkd B BleisOs iuloeo uothdet er m ne
whet EEIB fﬁﬁﬁﬁgﬁlggg}amedg&g&ﬂs ﬁtdﬁi{%lﬁ @0 Iy re . .gQ n%) Sgntels} SR ?

i || usfisaeel depseanp0d0c ORpAaF ogmER BT 300 fogts s BT T 8&9‘1’ 2" LRU
1300 whgregibddinyet, Qfleljéhﬁhycdllidw Fal Rk ﬂoaeae&ofgtmmhcbﬁmnéﬁo,sum ch the

DESI RED war e e he " d - i d wherein a
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the available inventory.

[00115] At step 5065, the lists of DESIRED components are sent out to the selected
LRUs. FIG. 6a schematically illustrates the download server transmitting a “desired software
list” (i.e., the list of DESIRED software components) to the various LRUs 1300 within the
system 1000. The download server preferably executes an FTP “put” command to send the
list of DESIRED components.

[00116] Referring to step 5070 in the method of FIG. 5, each of the LRUs 1300
independently compares the list of DESIRED software components to its current
configuration file to determine whether the LRU 1300 needs any DESIRED software
components. FIG. 6b illustrates an example comparison, which could be performed by the
LRU 1300 wherein two of the current LRU 1300 software components match the DESIRED
software components of the “desired software list,” and wherein a software component 15543
does not match the DESIRED software component 23456. The LRU 1300 independently
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WD 03/ 094033 PCT/ US03/ 10792 seeks to obtain only the software conponents
that it needs. Referring back to FIG 5, at step 5075 of the nethod 5000,
each LRU wpa@s9®33 an FTP "get" command to retrieve the m ErAF03/79Needed
conponents fromthe configuration server, as illustrated schematically in
FIG 6c. Also, inportantly, if a software conponent exists in the list of
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[00118] At the bottom of FIG. 7 are shown menu buttons, labeled “JAZ”, “DELETE”,
ete. The DELETE button is used to remove soltware components from the list shown for
cach LRU. To remove a software component from the list shown, a user checks the box next
to that component, then presses DELETE (either with a mouse or with his or her finger if it is
a touch-sensitive display). The display is preferably then refreshed to show the new system
conﬁguratlon with the deleted software components missing. (This step is indicated by step
5040 in the method 5000 of FIG. 5). The PRINT button is used to generate a printed copy of
the system configuration display through a printing device connected to the system. The
DONE button is used to return a user of the system to the previous “Update System, Update

LRUs, or Done?” menu, previously described.

[00119] The menu buttons at the bottom of the display, labeled “JAZ”, “CD ROM?”,

and “FLOPPY” are used to load software components into the system that are not already
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[00119] The nenu buttons at the bottom of the display, |abeled "JAZ", "CD
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LRUs 1o oF 8 poyNd Putio8i(Rots8eBBLt i ve current configuration files, it can be
di spl ayed using, for exanple, a LRU Loading GJ 9000 as illustrated in FIG
9. G40012900 adBéforoomalativg fred\R dewit ecftwans ayhiddbkbbrashovewaf or a user to
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processing of configuration information is preferably performed close in time prior to the step

of sending the “DESIRED” list from the server 1200 to the target LRUs 1300 because it is

desirable to be operating from the most current configuration information.

[00122] When the LRUs have reported their respective current configuration files, it
can be displayed using, for example, a LRU Loading GUI 9000 as illustrated in FIG. 9. GUI
9000 additionally provides section checkboxes button for a user to select a particular group of
LRUs to be updated. The ALL button could be selected when all of the LRUs within the
LRU group are to be updated. In an embodiment, pressing the SINGLE button while one or
more checkboxes for LRU groups are checked causes displays a menu with a list of
individual LRUs within an LRU group for selection for update. The final selections from the
GUIs 7000, 8000, 9000 are also to define the DESIRED configuration lists sent to each LRU
at step 5065 of the method of FIG. 5 and as illustrated in FIG. 6a.



nore checkboxes for LRU groups are checked causes displays a nenu with a
list of individual LRUs within an LRU group for selection for update. The
final selwotom3iromthe GU s 7000, 8000, 9000 are al sopro/uses/iare2t he
DESI RED configuration lists sent to each LRU at step 5065 of the method of
FIG 5 and as illustrated in FIG 6a. 30 WO 03/094033 PCT/ US03/ 10792

[ 001203%133) the Adne WID00D o, P.ind aﬁc@'&@é‘@eﬁf(@esdl%% Qﬁsﬁbv@ﬂbﬂo d as shown,

for exa Ie next éo t he Syst em’sof t ware .conponent is._can be done to
ensur &R neglo thy Y%?Hlus‘é‘#éﬁ“ﬁ§0&WP‘fl%}tsrnEPF g1l lﬁeodoalﬁ 9 pigFrathali®énl oad, or to
bl oc ksy@tﬂn teR\dind dforar@iok poMinkithl dbenhE, drité8loek oLiﬂ@lVﬁk tiabhe. kn-'o;ﬁﬂiii&@

checkbox coul d b nabl ed sel e t|on

cont 1 o LTRE A ity olire FetPERsatul brifvEdia Rap B B Rgtionéfe of o
parti ﬁllst eomfigEESioni @dtdppmlmﬂl Yt is usted tet safbpen denfiguatibnmfst pabicutagFESNi f or m
W th L i ioned in
connel%t 1@&?&?&1@0@%8@ @%gglflt %ﬁt 1}5 gimﬁ{{gggﬁﬂﬁg W?rrr'llieltﬂhé %%é%‘lg%n of&zﬁl{l‘ht 5, after
sel ecPiste dRiggF-oups or individual LRUs with either the ALL or the SINGLE
button, the downl oad server a |ist ofthe DESIRED configuration to each

Eelhecmoqm]LRU Ag egntiongl ih@oaeca o odihrsespt 5066 off ke meﬁ@ah ing mvmaaisgm ﬁn

t her cas ticast r than sends the
list. L?l Sﬁ{?&\”% %RQI ?UPS 01,[11|1| l\llgg?ltﬂ[?ﬁji(}” o 1&% tli* F‘fg )ﬂ&onparl son with
its cS:IN@InIE but)vmi itheidewnload seavml adotmpf the DESIRESY comflgmiaeomtﬁ ¢aphseectednponent s
m SSi I’Jﬁgf r/?d@o ﬁ o tHdd &ﬂﬁoaﬁ%ﬁt'o@%‘ﬁ@\%ké’&t u@@x%&nhﬁ Eﬁu r&e@@%aﬁ&%{‘ eqUESt S a
downl oa need rom:.t server.

r equedblticast using dRE GrAtleg Han 1?%%%@ thy hap&% &Réh umrpl%%@%%the \Wﬁlttﬁ t he
downl padpes RIS fa,cod nbcm Wit aythfgt caifidofRiongeid cos adisf e thesshvaef t war e

conponent needed urality of [FTP sessi wnl oads, can occur in
o ol et stiaa 2Byt iR gr Hehe R B RS N Capact ty
of t hdovddusmd ofichch ercwded.coponan fiee) thetdowalamd servpr. éFlerkRMd rédquast, ihan system i s

Capabél%b(?(flmepfa%#]h(ﬁlégli))agbellzrf }nqﬁltls's LGN G5 tf]é ?5(1«198%{ e\g\%e?%l Okgyé){e@lﬁ%%"g y. It

i s advant ageous cted ar chitecture ne capabl e
of doémeB%dgcﬁ cemhtand fer daph solbvaye camperant peedsdr AlnleplityeafdEd sepdenfl ting in

si gni atdcp&mnmad@%aﬁwmgﬁ &Qnuca@mﬂlg:uruyngc BAHAWQWR Qﬁcyy%m a?ﬂfﬂréf\@érsﬁn%o the
i ment after t he LRU

I I R 1 A t
ESSBa‘F?Ié’ég‘FYe%ﬁIB Hg]wgfqaga? ’F‘hecg ‘]r"é‘hi(éggtrl%‘éio é%}\? §’g?‘i &3&?@6 é%%ﬁ%?ﬂpé lele | RU
sendshandiirg aaga Pt tget”heqmmﬁmlgwa{tylm satulaneoukROAt isndivaaigeaogs fdrake fil e
b Ansleeh R i RURLEh g E0b 0L MR AR e B Brd R o b Ay needi N9

unpac as FECQI ware Co
nec eswalyel fnaﬁnnex, resubiongfin gigniicanitime bayingRUor elpdigtsngand dmwdaacmg in step 5080
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[00125] According to an embodiment, after the LRU 1300 has received all of the
requested new software components, the LRU sends a message to the configuration server
1200 indicating that file transfers are complete. The configuration server marks that LRU as
needing “unpack”, and if the LRU has received all of the software components necessary for
its configuration, the LRU reboots as indicated in step 5080 of the downloading method of
FIG. 5. In an embodiment, the unpacking step 5085 is carried out by decompressing a
compressed file format, such as a tar, rar or zip file format. The integrity check of 5085
might be any suitable method of checking a file for errors that may have been incurred by the
file transfer, which are likely if, for example, the UDP protocol is used for transferring the
files rather than the TCP protocol; a suitable method might comprise the calculation of a

checksum, a cyclical redundancy check (CRC), or some other integrity checking algorithm.



FIG 5. In an enbodi nent, the unpacking step 5085 is carried out by
deconpressing a conpressed file format, such as a tar, rar or zip file
format. TWe oBn9#gsity check of 5085 m ght be any suitabl @ecratShe 7ot
checking a file for errors that nmay have been incurred by the file
transfer, which are likely if, for exanple, the UDP protocol is used for
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: %6(91%?33 Pcl:fréhlégﬁ%elﬁyc@%toom viaiPo §d-MNalvids alnEB ‘mdkifightiond toatle f or checki ng a
contrgura

i | t ed
ar Ch|p[f@§1@t|[plf %@ﬁ&e@fy@oﬁéﬁgﬁﬁg@@ﬁgm lév;o%g pé)u r€1 Wthgéer'skﬂle'aEiﬁttﬁé cte

art. Such changes and modifications may be made without departing f1om the sp1r1t and

scope of the present invention and without diminishing its attendant advantages.

[98]
[\



comuni cation with the LRUs, the nethod conprising the follow ng steps for
each LRU to be updated: generating an LRU configuration file at the LRU,
the LRU cwofmdgeoat i on file containing a |ist that identiPcegsssiaromr e
conponents currently residing on the LRU, sending the LRU configuration
file fromthe LRU to the configuration server; detecting the arrival of

the HAH PRy COUR{EPs.file; and updating a systemconfiguration data file
( SCDF

at contal ns data epresentl ng current and.previo
confi gur atlions Abynediad fopgheckivg “cﬁEPP\“é't‘l‘f‘tg@Cﬁ{:a BlyFadity Bfgoé‘%lgé?ﬁethﬁﬂﬁl?u
conf ivgitiakirestritbd erciRORiR hetvdy lm‘nhg qgleﬁls&roﬁé b@g@ﬁamn?eﬂ/ebm setti ng Lhe ]
previ ous at.ion fij n y the
PR dobmgispant s LR iRt B et s ifeR tene kAT ERBIGA. 2. The
met hdet updatelai m 1, wherein the step of sending the LRU confl guration file
fromthe LRU to t2811&8m§a%%@@'c89f BLVET kUt IR NGL RARPCABleliAGn! he LRU

configuration fil ]g rectory d of clalm 2,
further conprising délespntaginge fEfIﬂ@té‘%ﬁ‘ﬁlﬁ@woﬁwa@‘ﬁC‘?lpP‘élenfSr%lﬁﬁeflﬂ% wor ki ng

directory. 4. The rreltelgg@ﬁil o tB¢ BRI 1, further conpri si ng storing at |east
part of the SCDF on one architecture
network. 5. The nﬁ?‘ﬁ%‘& @Fi%ﬁg??ﬂqim :?‘8? EOPHSJ @F@%"“ﬁ ﬁdégnéfl‘t Ny the LRU
configuration file desvemutonatically perforned upon startup of the

respective LRU. Gde{g?&]grqﬁg qlqpﬂpg t%E%'R'U E%B{g[wguggr%g%ﬁgrl sing the step of

executing an FTP ' LRU confi guration
file. 7. The met h@dd@fng@l sezmnlconm@lraéplhd@tﬁéil%tﬁé?d?@fth@téweraaﬁd@&l the LRU

tCﬁnfi tgurat:con L ile fe%re@@:ﬂiﬁ@'c'u%ehtmnﬁ'p?é\@&lis e caﬁﬁgi@&h&rwbtyhemtngqmrl si ng t
e step of sending an in he co ura n server to
the LRU. WD 03/ owos@%@*r“?@gﬁﬂ 9%?%3%@’#@ a‘H}‘“@F ePFr? dMerein the
initiation request ithegemdratiiy aaép diglEst seaing thtﬁldeuaSélﬂDFEdiehetmﬂemﬂntl cast.
9. The nethod of cl aj .7 er el iat t. .S t to

nmul tiple LRUs via a%ﬁEtdr?n»g ef g@?%aﬂ%&é@{etd thél)'ERbecﬂ#ﬁ%da %’?Vl%ﬁgl m1,

wherein the sendi ng Bhepgiod tperonbematiow Fleckig method.

2. The method of claim 1, wherein the step of sending the LRU configuration file
from the LRU to the configuration server further includes holding the LRU configuration file

in a working directory.

3. The method of claim 2, further comprising deleting the LRU configuration file

from the working directory.

4. The method of claim 1, further comprising storing at least part of the SCDF on

at least one LRU within the restricted architecture network.

5. The method of claim 1, wherein the step of generating the LRU configuration

file is automatically performed upon startup of the respective LRU.

6. The method of claim 5, further comprising the step of executing an FTP “put”

command at the LRU to send the LRU configuration file.

7. The method of claim 1, wherein the step of generating the LRU configuration
file is manually initiated, the method further comprising the step of sending an initiation

request from the configuration server to the LRU.

an
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11. The method of claim1, further conprising the steps of conparing the
LRU configuration file data to data froma previous configuration file
from t he wBW3/09®8Er m ni ng i nconsi stenci es therebetween, &od/usndNa7ey t he

i nconsistencies to an event log. 12. The nethod of claim1, further
conprising the steps of: sending an initial instruction fromthe
configuration server to the LRU to performthe generating step; waiting a

first predeterm ned perlo .. checking the workin Lrec after the first
predet er nBned paePshadpt cplpeh (i’ﬁlé@l ]é?tlﬂlé‘f‘tl?lh‘&qﬁ?%ls SSHﬁOg% 1909 il e has

beeny Recehwadithymnéthsultienf i guration server; and if the LRU configuration
file has not been received, sending a second instruction fromthe

configuration file to the LRUto performthe generating step; waiting a
second pr &det e/ medhqlet abalmalh dvitehen thegaitiatiemearesi ¢ eneiomsrikip HP rectory
to d e he LRU configuration file has been received. 13. The
nmet hg Jnf%tﬂ?m\épﬁ%g&ga?trt her conprising indicating that LRU has to failed
report if the LRU configuration file has not been received after the second
predet er mjged MRMhAKLd dFlaikhE Wikkdin theddendihgistep 1s parfremeilvia KEP st eps are
performed i ndependently and in parallel for multiple LRUs. 15. The net hod
of claim1, further conprising the step of storing the configuration file
at the assaci ateg rdthbdasf daint hdushepoofpriges sheatienspiichapasng ﬂ’@&r%‘tjl on file.

34 VO 0€%0940313 ler%grz( t&ﬁ@f% 73 9\%)1 evibus & 1ﬁ§ 117196111 fireslaw ORUI Bges@ihingar e from

a doffl RMIRVES east ‘one con urabl e LRU cor’[*ﬁut er in arestricted
ar ch|mm‘snateecmetlmbktwetehealtﬂio\mﬂ“éih‘@ﬁh@coﬁﬁlﬁtﬁ%es OSSP 'RG t he fol | owi ng
steps: selecting a list of desired software conmponents representing

sof twar e deS| red to, b o one 0 re target LRUs; |oading a new
sof tware déaponkitmsgth ﬁﬁf’gol ‘t“b?afﬁg 1%C331W381§Eﬁe§ pes’d(‘)f?o the downl oad server:
sendi ng the |i Sdendihg dﬁ$111f1@1dn§nfct1mlﬁtennﬂmrpmf@m@ldnrssme! kethg Y &ad ser ver

to each of the tar getertlf)r %ﬁhe generating step;

waiting a first predetermined period;
checking the working directory after the first predetermined period to
determine whether the LRU configuration file has been received by the

configuration server; and
if the LRU configuration file has not been received, sending a second
instruction from the configuration file to the LRU to perform the

generating step;
waiting a second predetermined period and then again checking the working
directory to determine whether the LRU configuration file has been

received.

13. The method of claim 12, further comprising indicating that LRU has to failed

report if the LRU configuration file has not been received after the second predetermined

period.

14.  The method of claim 1, wherein the steps are performed independently and in

parallel for multiple LRUs.

15.  The method of claim 1, further comprising the step of storing the
configuration file at the associated LRU after the step of generating the configuration file.



conparing the |ist of desired software conponents at each LRU agai nst a
list of current software conponents at each of the LRUs; determ ning needed
sof t war e woripon®ss s by conparing the list of desired sofPearnsSoyoTpOnent s
and the list of current software conponents; downl oading the needed

sof tware conmponents fromthe downl oad server by the LRUs; and del eting

sof tware CcIPONeRfshddofdt @b@ﬁl@adhﬁg %B@W&i@lﬂ%nm H&\Khﬂ%ﬁ@ s&10dr By‘httléb%t oﬂe' st of

desired _software conponents. 17 met ho ai furth conpri si ng

the seBRewROiLRY s9mAgtet Her weﬁ%&cteéfarﬁufaﬁfdbemetwﬂ% wgrcgwe@%&e%ﬁ? 4t each of

t he L@H@rlsﬁ@ma’hﬁlom@g@p@f claim 16, further corrprl sing the step of

storing the new seg L ? onent {gn the d | oad server. .19. The net hod
RS

of claim 16, furt %S”teﬂéo \fv%l “gpPed S Iteplesentthlg SE&UE“ after the
step of downl oadi ng. dezﬁ)edfbhlg:lnaxiddonhtmnecxhancmlﬁgetﬂdﬂﬂfﬁer conprising the

step of integrity, og.*a V\%qoa mmeemﬁ&eﬂgneﬁlatﬁ&ag@ﬁféaﬁﬁ@&ﬁl@ae&mcormonents

after the step of g hod of claim 16, wherein the step
of sending the |ist B¢ d@lé@lor‘ gerveiof t war e conponents from the downl oad

server to each of s¢fuend ReSisi & ReiéDEITRGArUISIngbnERTR.-fron2 the dBMG]srRItBOEr of cl ai m
21, wherein the step oz? segﬁﬁﬂ%rlsdnstructlon fromeach of the LRUs to
downl oad needed sof t Re&PET e FHEH Y hel udes executing an FTP "get "

command i denti fyi ngmphéngibe disth faspoherivere GEnWDe0E/208r0IR PEFHWSa3/ 10792
23. A configurable system gl sb’l%@aﬂe%o H{Jl?éltt dt%taagoist'hglll;l'[{t@sm ure network,

conprising: at |east oné server |nclu a menor at_ fmintains. a
wor ki ng di r ect or y detgryiniiaapgsderbsqibeare ﬁ%’{lpfﬁ’épﬁtbé[ Cﬁ’é}llf’&“li&fl??o‘b?é ef degirgdt o

parser, and a net mr%f%ﬁ@b‘&hﬁ@ﬁeh@%n@@l‘{d 18 of @\uliﬂnlﬂéﬁjtw&l}é c6mp6aditd; gur abl e
LRUs, each of the LRUfﬂal nc

configurati or_operabl e
to generate a cofP Qt“ifvc;He \‘“?q%ﬁgﬁ%fb"r"%gé ]P‘?fben%}??%ﬁli‘e ‘g%‘ﬁ i%erve&irrponent s
at the respective LlE;UtheaIﬂdJﬁanetV\ork communi cation device operable to

send the configuratj ?}% 8 Ca?IE%OB § Egéeloﬁl&%%qg %Eﬁtwlﬁﬂp&glﬁgpﬁﬁhg or

handl i ng parall el Ions e server
list of desired software components.

17.  The method of claim 16, further comprising the step of displaying the list of

current software components at each of the LRUs.

18.  The method of claim 16, further comprising the step of storing the new

software component on the download server.

19. The method of claim 16, further comprising the step of rebooting the LRU

after the step of downloading.

20.  The method of claim 16, further comprising the step of integrity checking and

unpacking of the needed software components after the step of downloading.

21.  The method of claim 16, wherein the step of sending the list of desired

software components from the download server to each of the LRUs is performed using FTP.

22.  The method of claim 21, wherein the step of sending an instruction from each
of the LRUs to download needed software components includes executing an FTP “get”

command identifying the needed components.



wherein the server receives the configuration files fromthe respective
LRUs in the working directory, and wherein the data parser is operable to
updat e a wQIBemosdNfi guration data file stored in the datrabases/yawiting
the configuration files to a field of the systemconfiguration data file
that represents a current configuration, noving data from previously

stored in jhe ﬁilé'bﬁ raBl'e%kfgeﬁl(Tolausfe'u?hges'f@d%c?ﬁ%fﬁrtécﬁge L&V RE L8hPYiSing:
em of claim?23, wherein the server, I's a d| gital

configuration,

server unit. 25 Thea 9%S¥ BPs BF Ve ringlyAinza megmerilat pIntipg 8 WOBHBEE t he
configuration data files amctdslpeq ﬁ@lﬁ‘geﬂe\*/lt@-thﬁfﬁlﬁaln?zﬁns dd@alsgs taetof cl ai m

23, wherein the LRU further inc conpare the

configuration file to a | Paper ?“dvlﬁé%‘ﬁwg%‘cé)gﬁ%?agm@ 1(Szﬁ’ents received from
the server to det eraphealiipetiechfgpfablwalRUs.mapontiht 4 R dnidclsdmgai n t he

net wor K conmuni cati on de(\,ldnq‘%upjtlohl?ﬁe %ﬂgidt&dgplé[%bl[@{]eggggr e to send the

configuration file to the request a needed software
conponents from the servegonfpratipydileiegrespntsn @irgphsoiavare eeraprenisshpri si ng

a managenent terni nal Opefh@bé@ecﬂi@: [SE0Chndh 1id‘ﬂ¢vb1|l<36dnﬁﬂuﬂ1@cﬂidﬁ$itevfb@ cause the
LRUs to generate the COI’lfII? tlon files I’f&}ys{éem of claim 23,

wherein the configuration © feiraf s cronggurtaﬁgn CSEpErd e to
aut omati cal | y gener at aettwoek bmrlrbogufoahmmhmf:|pbmllabmmnatlmcmtlmlsd)étv\teb3tthU. 36

LRUs and the server;

wherein the server receives the configuration files from the respective
LRUs in the working directory, and wherein the data parser is
operable to update a system configuration data file stored in the
database by writing the configuration files to a field of the
system configuration data file that represents a current
configuration, moving data from previously stored in the

current field to a field representing the previous configuration.
24.  The system of claim 23, wherein the server is a digital server unit.

25.  The system of claim 23, wherein the LRUs send the configuration data files to
the server via FTP.

26. The system of claim 23, wherein the LRU further includes a comparator to
comparé the configuration file to a list of desired software components received from the
server to determine needed software components, and wherein the network communication
device of the LRU is further operable to send the configuration file to the request a download

of the needed software components from the server.

27. The system of claim 23, further comprising a management terminal operable

to send an initiation request to cause the LRUs to generate the configuration files.

28.  The system of claim 23, wherein the configuration file generator at the LRU is
operable to automatically generate the configuration file upon startup of the LRU.



