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| NFORVATI ON SUPPLY PROGRAM | S RECORDED, ACCOUNT- SETTLEMENT PROCESSI NG
DEVI CE AND COVMPUTER READABLE RECCORDI NG MEDI UM ON WHI CH ACCOUNT- SETTLEMENT
PROCESSI NG PROGRAM | S RECORDED AND ELECTRONI C COMVERCE TERM NAL AND
COVPUTER READABLE MEDI UM ON WHI CH ELECTRONI C COVWWERCE PROGRAM | S RECORDED
Technical Field The present invention relates to an el ectronic conmerce
system and so on for providing information regarding el ectronic commerce
over a network such as Internet, and nore particularly to an electronic
comerce system and so on for using identification information added to

i mage data in order to enhance flexibility of comerce and to all ow users
to performelectronic comergeTregitycotmrrBackgsopmd Art Wrld Wde Wb
(WWN services provided by many Hyper Text Transfer Protocol (HITP) servers
connected to Internet can be used easily by mani pul ati ng HTTP vi ewer
software such as Wb browser which is executed on user term nals connected
to the | ntELBETRONDCT OOMMEROD SYSTEMPANDabLESTRONDE ecOMMERCEUMETRODPWS

easi er Web browser mani pul ation. Al so, The nunber of HTTP servers connected
to Internet IIDENTITELNTIEN INEIRMATTIONS ADNEMNG DEMTQEL2AII QOB TIER or mat i on
easily, and WAV servi ces have becone w despread Lapidly.
READABLE RECORDING MEDIUM ON WHICH IDENTIFICATION
INFORMATION ADDING PROGRAM IS RECORDED, COMMERCE INFORMATION
SUPPLY DEVICE AND COMPUTER READABLE RECORDING MEDIUM ON
4 WHICH COMMERCE INFORMATION SUPPLY PROGRAM IS RECORDED,
ACCOUNT-SETTLEMENT INFORMATION SUPPLY DEVICE AND COMPUTER
READABLE RECORDING MEDIUM ON WHICH ACCOUNT-SETTLEMENT
INFORMATION SUPPLY PROGRAM IS RECORDED, ACCOUNT-SETTLEMENT
PROCESSING DEVICE AND COMPUTER READABLE RECORDING MEDIUM ON
WHICH ACCOUNT-SETTLEMENT PROCESSING PROGRAM IS RECORDED AND
ELECTRONIC COMMERCE TERMINAL AND COMPUTER READABLE MEDIUM ON

WHICH ELECTRONIC COMMERCE PROGRAM IS RECORDED

) Technical Field
The present invention relates to an electronic commerce
system and so on for providing information regarding
electronic commerce over a network such as Internet, and
more particularly to an electronic commerce system and so on
for using identification information added to image data in
order to enhance flexibility of commerce and to allow users

to perform electronic commerce easily.



Recently, electronic comerce systens using such WWVservices have been put
to practical use. In such electronic comrerce systens, product information
such as functions of the product, an appearance of the product, prices and
so on are provided. as HTM. file, image data, and so on by an HITP server
connected to the Internet. Users can view the informati on on the products
and obtain the product information by mani pulating HTTP vi ewer software
(Web browser) executed in a termnal. The user having obtained the product
information enters information on the traded product such the nanme and the
price in a predeterm ned formprovided fromthe HTTP server, for exanple so
that the _ac ount-seg}lenent can be perfornmed by sending it to a server

devi ce aé%%éﬁqgﬂfnph Ydccount 2 settlement information. Further, an

| ect i t | i .which_all | ecti f duct

s necessary BYTITUERE BrsadRiT npBFRACtEnPERYHaER BT VER ke duer r or i nal

account §%§M '§§fé£’ﬂé&%é%d%CH%&%pﬁOggﬁbgz?sééEﬁgkt%B EBSE@EEEh8E froma
et ecte t he T

user is ased on an access to server fromthe user, for

exanpl e, dJp ¢J4d seido eza%qqr ﬂyr'ﬁr@rnrlg il%ialtgl h’?‘?_?%?@%%% N\I%,B?E;}EQE U8R

selects the product. (To put “it specifically, 1n an per Text Markup

Languagelad ingb Tfoudiedy iiikh ROUIE-utRBLOGARLLER, cB-AUNER GbnhBeckike for
sel ecting a product is defined, and, when the button is sel ected,

i nf or mat itQN vreganddigdthe product nunber, the price, and so on and
information regarding the user (IP address or the like, for exanple) are

passed to a predebandtned BEOCeSphicihUSsethentisefa€&an (68 echllbgs product
sequentially by view ng the product information as necessary. Further, in

an HTM. fddsd dromdly ®adcdisey praodyeil atifoar.nmohlsa, The exabpleof aHDTPt on or
the like for instructing account settlement is defined in advance, and when
t he user sseiventss donm@ated tte iImdtennestt tilse iacceastingetrapédyt., Bhus,
predeterm ned formincluding information such as a purchased products |i st
and the priexss deds & t@d prsdisc tid fivawiatg e @@ siddor @od W¥We seavagesand

supplied to the 3 . .
have become widespread rapidly.

Recently, electronic commerce systems using such WWW
services have been put to practical use.

In such electronic commerce systems, product
information such as functions of the product, an appearance
of the product, prices and so on are provided. as HTML file,

! image data, and so en by an HTTP server connected to the
Internet. Users can view the information on the products
and obtain the product information by manipulating HTTP
viewer software (Web browser) executed in a terminal.

The user having obtained the product information enters
information on the traded product such the name and the
price in a predetermined form provided from the HTTP server,
for example so that the account-settlement can be performed

by sending it to a server device accepting the account



user. The user having received this formenters information regarding the
purchaser such as his nane, address, and credit card nunber and sends it to
a server device accepting the-account settlement information in order to
perform account settlenment. Thus, the user can performthe transactions
such as product purchasing easily. In the above-described el ectronic
commerce systemfor allowi ng the selection of a product as necessary by
view ng the product information through the Web browser and further
allowing the final account settlenment thereof, it is necessary to record
the selection condition and so on of the product for each user. Therefore,
it I's necessar t(%i.d%gtif%$ a user. As information for identifying the
,user,irﬁ%ﬁ%% BT b guﬁkbesses fromthe specific user over the

| nternet such | P_addr. f .a termnal t yuser .uses _i.s.required.
However, mhenEﬁﬁg%%ﬁfeP%e%lgg%ﬁggé%fSgwgkéﬁ?uﬁgggﬁﬁe8958n?Xﬁftfs comon to
assign a i {ffier agdr as; i Igggﬁ t 2| ectjon of a
pr oduct avﬂ{dléttﬁeﬁ;ié%%{nt se%%eﬁne%rﬁ eéta% e% or (r?thés?&bcee per Yor dﬁ?ﬁﬁj g one
connecti ol 4195 0 kil AGE AU td af@ b fisd e el el ad AQdyrt cannot
be perfornmed during |ater connection. Further, even when connected to the

I nternet sddstdigerdt e, an I P address may differ for each start-up of the
termnal device if the IP address of the termnal device is 4 defi ned

t hrough the dymarshe leReaddries soamiince sy3aetgl ladd iRSERPuctoer rerea t he
product selection and the account settlenent thereof nust be perforned
before reisdmaris detdetdervased clevarceacdasd hey nitte, HMtE s arvd P fachdi ess
such as so-called NAT and | P masquerade is converted, only | P address of a
router carhdeuseentfdr exkdmmwie + hisn HTde serveresd okt imfasnatimn |dE addr ess of
each termnal may not be identified. By the way, in the electronic conmerce
syst em f @preduon wien Heheroger $rbekles the aereducty iTowpnd tife product
information through the Web browser and further allow ng the final account
sett| enentPeRef @A LlY hel praiuttMs el RyP¢ ol @ohdia T o drAnIuroe) kel kg e
managed in the HITP server. Therefore, account settlenents for products
provi ded $¢F aPHPYH AR P EPIRATPLIREP TRI SRl Y RidtE IR YerFhf mebke ofg ner .

The above- descr i bed t.settlepent t f or ned th
Internat T CRFTHRS SBart a0t ) Bt TEnebor e BeTbu Jot Feher? | 1t may be

necessaryed PeSe0d, 26CPUILELY | SUELALRE Or Bt {00 By Uslig 2, telephone, FAX

or the |ik& oF i € necessa e connection’to a private

i ne, VPN, {ylgtuglaPLival e et YRESIngEs blerLikeat JUSERl Algs, tPps e has been

room f or re fITpI‘OVEITEI’lt Interns o e conveni e e present

i nvention, M@se BB 1 Pryi ¥k Of EHESExPhODLENRraSp4esLsi bedy above. It is an
obj ect of the present 5 i nvention to provide an el ectronic conmerce

system orpté@etikfihod prbasss Ny tieud)| extididddry fn eI@citale transacti ons
and for allow ng users to performthe commercial transactions nore easily.
) product sequentially by viewing the product information as
necessary.
Further, in an HTML file for providing product
information, for example, a button or the like for
instructing account settlement is defined in advance, and
when the user selects in order to instruct the account
settlement, a predetermined form including information such

as a purchased products list and the prices based on

products having been recorded is created and supplied to the



Di scl osure of Invention The present invention is characterized in creating
identification information inherent to a traded subject, adding the created
identification infornmation to predeterm ned i mage data that a information
supply device supplies; and recording a corresponding rel ati onshi p between
the identification informati on and the above-described traded subject.
Further, an information supply device may include application software such
as an HTTP server, a file server and so on operating on a generic OS as
wel | as processing built in a specific OS or a unit such as specific
software. Furthernore, an account settlenent device may includes a device

connected. tq a n rk as that.of a well.as a devi
connecte%’t%ha ?ggﬁFﬁg v?glgﬁofﬁg?ly gtvf%ee%gﬁﬁicf%gofﬂ?ﬁhﬁ% any

ot her se h , [ sically twork as that
of the tg#%ﬁagﬁﬂdq %H%H rg%ﬁﬂ%%%&’ﬁ%n%ﬁg n%ﬁe FbggeégTPaggftmare and so
on oper atd ng ;qn caar%ewmgo%roﬂérﬁs elds 2% Rb O%e%%'r%rbﬂ'elvtlc'ena@c@‘-g%gh 'C oS
or a unit such as speci sof t war e. | so, a unit or procesSing-°f

creati ng drdetddduaat Is@tﬂl@r@rﬂfatﬂn%ﬂn{a&qr&ntmt Qrachr adedesubirgct May
i nclude an extension programof the HTTP server as well "as i ndependent

sof t war e dfdourideddgnedtd CORLUEQ! khBguseeeasaspborbhg thage file, or a
unit such as hardware having the same function: Still further, a unit or
processi ngdmyadtacnrgddisiga as product purchasing easily.

In the above-described electronic commerce system for
allowing the selection of a product as necessary by viewing
the product information through the Web browser and further
allowing the final account settlement thereof, it is
necessary to record the selection condition and so on of the
product for each user. Therefore, it is necessary to
identify a user. As information for identifying the user,
information indicating accesses from the specific user over
the Internet such as an IP address of a terminal the user
uses is required.

} However, when the Internet is used for dial-up
connection, it is common to assign a different IP address

for each connection. Thus, the selection of a product and

the account settlement therefor must be performed during one

connection. That is, the account settlement for the

selected product cannot be performed during later connection.

Further, even when connected to the Internet all the
time, an IP address may differ for each start-up of the

terminal device if the IP address of the terminal device is



correspondi ng rel ati onshi p between identification information and
information that the information supply server supplies may include

sof tware operating i ndependently within the information supply device as
well as a unit such as a log function of the HTTP server, or a unit such as
sof tware operating outside of the information supply device. Brief
Description of Drawings Fig. 1 is a block diagramof a configuration of an
> el ectronic commerce system according to one enbodi nent of the present
invention; Fig. 2 is a concept diagram show ng an outline of operations of
a server device, a termnal device and account settlenment device
constructing the above-described el ectronic commerce system Fig. 3 is a

di agr am @(ﬁﬁ%ﬂ@gﬁ g caygnpihe sfyramisb|Il® @Eedestssosdnegelr deorded leg a

dat abase of the above-described server device; 7 Fig. 4 is a diagram
showi ng dhERxanphersfoss.i figerapadprayedleontacai splayhdeateceunt the
above-described term nal device; Fig. 5 is a diagram show ng one exanpl e of

a tabl e, SAFdRENOPIFEGT FtF e e ifaraess & ed ten g easdeatdede tinsed

server device: Fi 6 is a diagram showi ng one exanpl e of an inage
tarminal Yevice, 9 9 mp g

Furthermore, when an IP address such as so-called NAT
and IP masquerade is converted, only IP address of a router
can be identified from the HTTP server side. Thus, the IP
address of each terminal may not be identified.

By the way, in the electronic commerce system for
allowing the proper product selection by viewing the product
information through the Web browser and further allowing the
final account settlement thereof, the product selection
condition and the like are managed in the HTTP server.
Therefore, account settlements for products provided in a
plurality of HTTP servers could not be performed together.

The above-described account settlement cannot be
performed over the Internet from the security viewpoint.

For the account settlement, it may be necessary to send
account settlement information by using a telephone, FAX or
the like or it may be necessary to change the connection to
a private line, VPN (virtual private network) or the like.
Therefore, there has been room for more improvement in terms
of the convenience.

The present invention was made in view of these

problems as described above. It is an object of the present



di spl ayed on the display device of the above-described term nal device when
account settlenent is performed according to a pre-paid nethod; Fig. 7 is a
structure diagramof an information imge file showing a data structure of
i mage related information; Fig. 8 shows one exanple of the imge rel ated
information; Fig. 9 is an explanatory diagram of an access to a pointer
t hrough nenu selection; Fig. 10 is an explanatory diagramof telop display
processing; Fig. Il~is an explanatory diagram of information inage addition
through a drag and drop action froma nmenu; Fig. 12 is an expl anatory
di agram of an enbodinment in which a view of a first nmanaging area and a
view of a second nmanaging area are switched through tab selection; Fig. 13
i s an exphigatecrp dPaBramier an edbodrABAC FAmMALch shetemewrothéhe first
managi ng _area and the view of 8 t he second managi ng area are separated by
frames i Aifedéprt gnhancing the flexibility of commercial

transactions and for allowing users to perform the

commercial transactions more easily.

Disclosure of Invention

The present invention is characterized in creating
identification information inherent to a traded subject,
adding the created identification information to
predetermined image data that a information supply device
supplies, and recording a corresponding relationship between
the identification information and the above-described
traded subject.

Further, an information supply device may include
application software such as an HTTP server, a file server
and so on operating on a generic OS as well as processing
built in a specific OS or a unit such as specific software.

Furthermore, an account settlement device may includes
a device connected to a same network as that of a terminal
as well as a device connected to a terminal via another line,
a device connected through any other secure path such as VPN,
which is physically the same network as that of the terminal.

In addition, the terminal may include HTTP software and
SO on operating on a generic OS as well as processing built

in a specific 0S or a unit such as specific software.



di splay them sinultaneously; and Fig. 14 is an explanatory diagram of an
enbodi nent in which the second nmanagi ng area (HTM) is displayed after
updated and a new information inage file is managed when the inage file is
accessed in the first managi ng area (HTM.). Best Mde for Carrying Qut the
Invention Fig. 1 is a block diagramshowi ng a configuration of an

el ectronic commerce system accordi ng to one enbodi nent of the present
invention. The el ectronic commerce system has a server device 20 connected
over a network 10 such as Internet, a term nal device 30, and an account
settl enment device 40 for accepting account settlenent information. Wile

Fig. 1 includgé one server device 20 connected to the network 10, one
term nal devi eS80 5n&“dﬁe°§c€68ﬁ@s§épﬁléﬁénFrﬁéﬁﬂéé AgepsifégatéRnence,

any partic |imtation is not sed, for the nunmber of {he server
devi ce 20 PGP PR o G DR et KRR TS CSaie Gav ce. 40.

Furt her, shown i n_ Fi device 20 a t he a ount ttl enent
devi ce QCF e‘JP e tantd %Tme(fftagt i %{I ncti e deices rlg'r RESHS ngtured as

gge bdentééfﬂwégalfg% ﬁ%ﬁiéﬁ?fﬁa ékﬁ”égﬁé¥%lf¥hdﬂg§%é%§3 QQPV @Sssor (MPU)

image file, or a unit such as hardware having the same
function.

Still further, a unit or processing for recording a
corresponding relationship between identification
information and information that the information supply
server supplies may include software operating independently
within the information supply device as well as a unit such
as a log function of the HTTP server, or a unit such as

software operating outside of the information supply device.

Brief Description of Drawings
Fig. 1 is a block diagram of a configuration of an
) electronic commerce system according to one embodiment of
the present invention;

Fig. 2 is a concept diagram showing an outline of
operations of a server device, a terminal device and account
settlement device constructing the above-described
electronic commerce system;

Fig. 3 is a diagram showing one example of a table
(creation log) recorded by a database of the above-described

server device;



a nenory 22, an operating system (0S), software such as HITP server, a hard
di sk drive device (HDD) 23 in which i mage data and text data, and a network
interface (NIC) 24 for exanple, is stored. Further, the term nal device 30
i ncludes a m croprocessor (MPU) 31, a nenory 32, an HDD 33 in which HTTP

vi ewer software (web browser) and operation system (0OS), for exanple, is
stored, a display interface 34, an input interface 35, and a network
interface (NIC) 36. A display device 37 is connected to the display
interface 34, and an operation screen for the OS, display screen for the
web browser, and so on are displayed thereon. Further, a keyboard 38 and a
poi nting device 39 such as _ a nouse are connected to the input interface 35,
and instructi 6A§-f AorSadusdpITEBr SBRYUAPPeONEs ekAPRL et Rér 8R01MABBuUgh t hose
peri pheral, devices. Further, the account_ settlenment device 40 includes, a
m cropr o@gﬁaﬁyﬁ@lﬁn fl,JllaF%ﬂ?Vif,e £t G egderSddfide (HDD) ~43 on
whi ch an oper.ati.n gysten1(CS), software such as HITP server, inmage data,
the |ike® lé}a&rg%e Hiff a network interface (NNC) 49, and so on. Fig. 2 is

t di : haowi tli f f ti b ks of devi
20, the term AP ddviite 30 ~aRET RECHCBREES BRETEREnE By FEE B0, I the

server deyj.c 0,7 contro tir vice, Igﬂém atian _control
pr ocessi n(\élpf%zgef olrm@i S %%ﬁ?&r&eyc%ﬁfacta%aosne [?r%gcehsesi%%g Ko Srsecifeltbeerd(r)ﬁ ned
servi ces gUch agikeiet, FTP, and HTTP based on port information, for

exanpl e, and processing of an HTTP server 203, for exanple are executed in

paral | el undefpsghe caal olsalran GRodthg B8 WEIRoa@M uer 2203napavi des
information regarding a tradéd subject as an HTML file, image data, and so

on. Furtherspldyddieore!&ed rdng] HPHEFic dt tife NAGRASASsdradddentify a
traded subject by the nanme of the traded subject, a price, and so on. In
this conmeymel ryistduricsicihdémfardmintonsd e Idemd fiLhdnrahia ni ng account
settlenment information corresponding identification information added to
speci fi ¢ damged ided & s uppbreetpdial anatderd; Thus, in the server device 20,
executed are identification information addi ng processing 205 for adding,
to specific ifige dati®s tehatt i UHETE isgmraer 0Z03nsémdormation image
file showing a data structure of image related information;
Fig. 8 shows one example of the image related
information;
Fig. 9 is an explanatory diagram of an access to a
pointer through menu selection;
) Fig. 10 is an explanatory diagram of telop display
processing;
Fig. 11.is an explanatory diagram of information image
addition through a drag and drop action from a menu;
Fig. 12 is an explanatory diagram of an embodiment in
which a view of a first managing area and a view of a second
managing area are switched through tab selection;

Fig. 13 is an explanatory diagram of an embodiment in

which the view of the first managing area and the view of



identification information (transaction identification information)

i nherent to each traded subject and identification information (access
identification information) inherent to an access froma user and
processing for the database 206, for exanple, for recording each
identification information in advance in order to nmanage a table indicating
correspondence between those identification information and account
settlenment information or the |like such as inmage data to which the 11
identification information is added, the nane, the price and so on of each
traded subject. The Specific inage data to which the identification
information is added is referenced froman HIM. file for providing

i nf or mat ithe segandi hgnagtingdedeaubpectephontenanpl erapsd is digpkayed on a
“di splay screen of the term nal device 30 based on the HTM. file. In the

t er mi nal ddepiley 3Bemacdouitasebukégentndsi ng identification information is
executed by passing the inmage data to a predeterm ned transaction

processi ng prbBygam 4 Nos abhyexphanawpiyeiedgraf ¢fhean adrhizoditoenngin
correspondence between the identification information and the account

set t | emeihichf sheasesensudanagingeanane (HAYLY héspeisplayedasghteraded

subj ect may not have to be perfornmed by processing for database 206 or the
li ke, exdPHeEGd Anche &8MyverigelrtécR0IBAESNA}1Belpepbratd YhrBughe
processin execu;ed_in anot her deviﬁe. Further, in the term nal device 30,
processiﬁgagﬁcﬁl & dSnerGESSEY B EREi F&ralvimaBagdsmmantaat HeWltont r ol
processi ng 302, control of inputs froma user, an Wb browser 303, and
comer ce processing 304 are executed in parallel under the control of an OS
301." The I ce Rr.oc i 0 as,.| processi ng 305 for
executingggg?ﬁggfioﬁ%oﬁ%?ﬁggpgeéggfigggggﬁeg%ﬁgpnation added to image data
as descri bed ve,a o} 241 set ssigng 306 for
sendi ng accouﬁ?gée t?gnén?P?%%o?ﬁ%ﬁggﬁagﬁgwgégo% %%gfﬁgﬁgﬁégﬁﬁtgge%§Ienent

devi ce 4Q16R1QGASE E%mh%%%@sEﬁ%ﬁ%ﬁuaEcg?HHh%”%BtonEuEﬁBSEimEHttg account

settl enent device 40, under t control of the OGS 901, control t he

entire d@xchIeggﬂquah&ghkqanqontroI processi ng 402, processing of the
account settlement server 403 for processing an account settlenent request
based on accouné &ebéttesrit tohwerddi opstennhibea acepudt Sevitenent
processing 306 of the term nal device 30, for exanple, are executed in
par al | el cohhecaedoorerseat heewenk pOoseshi ag Exeeuhed, by thrmiaatount
settlenent server 403 may be account settlement by a credit card, account
set t | enedevbhgedidlecenchangiaggouotasessdeacosudevasewdll fag accephting
settlement by a so-called prepaid method. Notably, since the account
sett | emeAEcoEntescsfdepsny ABE@SMEE16Pt-ai Whi ke of ket | bnireyades ngne he traded
subj ect, acquisition of account settlenment information such as the nane,
the pric8CaNELsEeyacf 20nENPEGEEdsGB) &8 B6LFESS0Rdr ngREo teRBIRRdNsact | on
identification informati on_added _to the above-describhed _specific inmage data
may ' be pQFVéFﬁe&B R0k 85&P&PFOﬁ5t§ﬁ8Wﬁn§sdFSPFSw?ﬁng%) and (B), at the
si de of thevaccoun% settlene%t d gic%i40 g%noex%npl% otwgﬁ,eggfna be
per f or melRY STRE S ae SBY PRE CEMAFRal HBVEEE 50 Can SoxAREPESS: TBF, Thus,
the InplgggnkﬁRb%Q of the server device 20, the terminal device 30

and the account settlement device 40.

Further, as shown in Fig.l, the server device 20 and

the account settlement device 40 may be configured as

distinctive devices or may be configured as one identical

device.

The server device 20 includes a microprocessor (MPU) 21,



13 met hod can be changed as necessary. (A) The account settlenent server
403 receives only transaction identification information to which the
abovedescri bed inage data is added fromthe term nal device 30 and acquires
account settlenent information such as the price of the traded subject
corresponding to the identification information fromthe term nal device
30; or (B) The account settlenent processing 306 executed in the term nal
devi ce 30 acquires account settlement information such as the price of the
traded subject corresponding to identification information fromthe server
device 20 and sends it to the account settlenent server 403. By the way,
only the client IDis sent to the account settlenent device 40 at the tine
of account negiddyerent andddier ihle speeannt 0set t kewent -dexj,cq 40 asapires it
- fromthe database 206 or the account settlenment device 40 acquires It from
nmanageneste riviegfQr mRthaqid fdars K dentief deeticen (800 hat thewhnkar bRbpen rel ating
to a purchaser such as his/her nanme, address, credit card nunber and so on
can be i dianta faned tiefxti daite,canti gunedwbakbentendged hyIicorpespepding it to
a client 1D by the database 206 or the like, or is configured to be managed
by correspamglrg iits tsccoecd.ient ID in the account settlenent device 40. For
exanpl e, according to a conventional nethod for sending a cookie stored in
the termnminal Hevkberzothsi heeminelldevigeokPeifecbudeach terni nal device 40
is transmtted over the Internet, there is _a possibility that information
rel ati ngMEGCTRPFOCERESEr MY hdleodkmemRay PRowaNTHEDc8Af iguwhirbn in which
only aclient IDis sent fromthe term nal device 30 and the account

set t | eneRt [deViied e40 SQEGtarEs (WRPoPHRISER ) f 8 ds PREFAFIRG &YS5ER fPSMvt he
server device 20 reduces the Qﬁnber.of the,servgr deyice 20.in general with

conpar ed 105 SR Fuer! SoS YFEY et SP1aYv LBECEE2CRUPEne AR LRBYanagenent
technol o of nagers for the server, device 2 hi gher than common
users. Tﬁégfrgﬁa% ﬂo&@ﬁgﬁtnSFwPﬁ ¢8 3Ff?§ebgp&§§ngghe account settl enent
device 40 and,t Lver LCg~20 i Ler .than_f he i ovenent of the
security betm%eﬁ?ﬁﬁgagcgggg¥esggt 3n§%§g%%§?%e@§0t %dd%%gi?%rninal devi ce
30. Ther & e Possihy It .t aw iLaf or=nat i | at,l a
purchase?agﬁwﬁiéie dcgﬁQfEPté %55%&3 y%gf%g%n %qtﬁg@cpsénF&?%l%g enough

it may becgerln fFaMehke ety BridwisedeViag@ 368 Le bhe agepurlesethkerent 40 at
the time of account settlenent fromthe transaction secufity point of view
This is lregakss, Ry YBACNGSt Red af poiatiiag wekaicengot Bacpuaghasers,
which is acquired separately by the account settlenment device and the

i nf or mat mamskelaate P rinkee tpdr chasere fineott Hetkeerfaiceal35dewnae 30, the
reliability of information relating to the purchaser can be eval uat ed.

Al t er nat ilwsltyruadrilon st e cab @v erseers c fiolre@xampisactiisoinpbht theeettiof i cat i on
informati on may be used as the identification information in order to send
t he i nf ortieroivah rtdlcoss g tigher@ lpgiestigssr such as hi s/ her nane, address,
credit card nunber and so on fromthe termnal device 30 to the account
sett'l ement debfH&EENRD, athehacEPHBLoFCERACRBBBUAEVEELt FBNEAELUARSoUBI i ne oOf

general operations of the Wb browser 303, the HJTP server 203, and the
account SE{FHORRORESSOT dMEAD3 Air 12 FETREYcAidhed BEFGWILFfe e VEser

mani pul ates ' PO N FPUNEER8n 2 ing system (0S), software

such as HTTP server, image data, the like are stored, and a
network interface (NIC) 44, and so on.

Fig. 2 is a concept diagram showing an outline of
function blocks of server device 20, the terminal device 30,
and the account settlement device 40.

In the server device 20, control of the entire device,
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the input interface 35 and inputs an intended address (Uniform Resource
Locator: URL, having a portion specifying a host nane of a server in which
the HTTP server is inplemented and a portion specifying a file nane), the
Wb browser 303 sends a connection request including a file nanme to the
server device 20 corresponding to a host nane. The connection request is
supplied to the intended server device 20 over the network 10 and supplied
to the HTTP server 203 through the comrunication control processing 202.
When the. connection request is supplied, the HITP server 203 reads out
data corresponding to the file nanme in the connection request fromthe HDD
23 and sends it to the termnal device 30. A URL instructed first by the
user sonebiuresicadieat esna8rbdsproaEesOnyY202 BohodishaiBuaiega particul ar
directory only, and in such a case, a file having a standard nane 16

(i ndex. htokwhunicationt pdocestbny 0d6 precetespomed nge hosteOrsadhi &eli cat ed
directory is read out first and then sent to the termnal device 30. In
such a fTeénbbvi AfPa shdnHATH hasedoenapérteinfistmarcienl, bfom examplé) nks to
a view of text, a view of an imge, and other files, for exanple, are
descri bedndcpopdenging chcaRMNETPHypeveTeXf3 Maf Rupexamglageye The file from
the HTTP server 203 is supplied to the Web browser 303 through the
connunicﬂ%?@ﬁtéén%ﬂopaﬁﬁégéésPﬁQeBOQhéfCPﬂér?érﬁfnéP @2vi@®. 30. The Wb
browser 303 creates a display imge data in accordance with the description
of the file ante sUiPPYiBRTYRT 19703 Her ©5 &3 . 1rdRreas B RN &i spl ay

i mage data fr n1tBe Web browser 30%,?5 an inagg in a wi,ndow to be assigned
to the Weh2BPBWEBPISRE 8FspPalTHME 6A1§/ diCRPSyARER ceAnDf SPHR  di spl ay devi ce

37 t'h h t display.interf 34. He in the filj |ied f th
TP Sor vor 208 CREE . CeAnpHG, SSRGS bl YNGR S | Hgks 1ML S8 Th S 111 ¢

f i .data. .Sl Wb h 0 ts.the HITP
cerver 20305 FoRerr ARRaGREALER Bhr FrRaRh e Chngl e BB Bnen (e
t i S§i : ' 3 t i dat
naving aor ARGl ca T PB B T o TRE LB 53 GHE ( ans T8 ¢ Lo Lhe web

browser %Hﬁormgegohhgsiﬁaeﬁtgeg@disyresegyagngtQegxﬁgtb5@%€§éméﬁé 17

deals the 1mage data as inage data in a predeferm ned |location 1n the

above- desgkbbreti BRIEcHabapandinyPRUERS il cheibhei MBo3RAtidAUSddal | mage
based on the received imge data is displayed in a predeterm ned |ocation

in a w ndewspkctliiec\ehabeowaea 303plIkae ppoduakeknformation is provided as
descri bed above, and the HITP server 203 provides, in the sane manner, the
speci fi c i magkhuaf aitothvi servée déwviee d2@crebecutednsaeti on identification
information corresponding to the account settlenment information is added.
The identfehtaficatinnoindriroatagsi BgdpraceESrags208 85| ipreAadAiBd,as an
ext ensi on program (so-called plug-in) of the HTTP server 203, for exanple.
Wien fil &0t PRRSATSSI dRagroL8ssi K§2304DRi FRATR EREVEFTPO3eF9BAS203 reads out
and sends a file of the particular inmage data fromthe HDD 23, the
idehtifiéQ?PGﬁfPﬁPGEHEtF8§°£H§Fﬁ8npﬁ563§§ﬁﬁ§19651588§l¢a€ﬁFFPPcation

i nformati.on such,as the above-descri e% traﬁ;g%gLon identification

i nf or mat B4R L300 s dPPGERNTs FOaFRGR FRAGE A®ES BRE i mage dat a.

identification information (access identification
information) inherent to an access from a user and
processing for the database 206, for example, for recording
each identification information in advance in order to
manage a table indicating correspondence between those
identification information and account settlement

information or the like such as image data to which the
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Since only each traded subject nust be identified, nunbers or codes, for
exanpl e, added to each traded subject can be used as the transaction
identification information. Further, names of traded subjects can be used
if there is no overlapping. 18 Since the inherent information is enough
if it is information inherent to each access, it can be created based on
informati on such as an | P address of the term nal device 30 operated by a
user and access date and tine to the server. Alternatively, access
identification information nmay be created by al so using the inherent
identification information (client I1D) given to every user or every |
termnal device 30 for commerce processing 309 as descri bed bel ow.

Conver seligentécfesstianeinfidrinahion héssativded, naye beansedilas phecacsess
identification information. Since two or nobre accesses to one server device
20 are neP pnoecéssedhskmatedneobskgtin general, only access date and tine
are enough for defining each access. Therefore, each inmage data can be
identified evinewheechttestnage cdatrdl 9 mhigh Hwidderns ifiecatimre data as
the access identification information. Further, as a functjon of the HITP
server, aNEGREEESRNS &F rEEBHdiAgratregneerdattedses g itgefors

inpl enmented, .and it i.s possible to record an |P address of the term nal
devi ce 3BT8V1igi08erntOrRGTLAR FEFRrdengef, thRdedsSHRIRiNdfPF e, and so on

in the access.log. T ess date a?gytine are

hus, when_ac sed as
identifiSEFWBHeYnFBPnﬁ?igﬁ?p?ﬁ¥e cBBsg PogP rﬁ?@?%ﬂc%ﬁ ¥%that an IP
dd bt.ai r i d 4 dat d t4 dded
e4ices a0t oo eg ol cuCesoanite L cccess e g Ll e o
R ot it Tavalon ' o
dent 1 SePIER S8 HEcbRR! LELETERERL MaiH B R O s count

set | emeqp,chahatiBhi 08 gkeedebat badpdssuhbeehe Thuge hheaacoess

identification informati on does not have fo be addéd. However, the addition

of aCCGSﬁrE@@EE&h&ﬁ@HiQEabBEQ&ﬁahi?BoEéébhh abggggggntification of_each
access and then i identification of an | P addresS, the above-descri bed

client 1D, andos8pDf, ofhé hgahgfehad Eevice Shr@nimawaied by a user.
Therefore, it is desirable fromthe viewpoint of the inprovenent of the

securitycamndespbatgnet bhewkranshet identEfithediponsinceraddibhoanaf
identification information is enough if it is perfornmed to all ow

i denti fi taei eacountmagétdamanti infaymbtiaddedchoaa theanamar aaddehened on
an image file format, for exanple, or nay be enbedded in i nage data by

usi ng soprakkeedfekactr smadefasabigek mayhAotodpvehicehbdi prasesmaadlsdds it

into the inmage data, or may be i _added in front or rear of a body of the

i mge daPiC6RSERBTI FRge dpbrkace. 2RGr PRehEr é1KkEneS8EHEPHI Bt FBR

i nformati on may as it is. so as.to sgpﬁ ess Rrocessing | oads, or
KRG TRR e

be.addgg : £
may be adGedSaf C&YiFocdsENfg™8Y BFopEF teAls REPYPEFOR%f or

i mprovin ecurit for . ex | e. The image data to which the identification
inf6rnatgé%chegdégdaggtﬁgﬁgﬁgglgfﬁiIarly to general imge data on the file

transm ssion procgssi ng, 20d. apd § g, COgOYNLEAH Oy rocessing such as

control of the entire device, communication control
processing 302, control of inputs from a user, an Web
browser 303, and commerce processing 304 are executed in
parallel under the control of an OS 301.

The commerce processing 304 has image data processing
305 for executing extraction of the identification

information added to image data as described above and so on

12



20 control processing 202 and is sent to the Web browser 303 of the
termnal device 30. By the way, recorded in advance in the database 206 are
nanes, prices, settlable account settlenment nethod (credit card,
wire-transfer, pre-paid nethod, and so on.), URLs indicating settlable
account settlenent servers 403 or an account settlenment table show ng a

rel ati onshi p between account settlenent information inherent to each traded
subj ect such as an access nmethod to a line or a network such as VPN to

whi ch the account settlenent server is connected and with transaction
identification information. Further, the database 206 obtains information
indicating éonditions of fser access through the OS 201 and the HITP server
203, for &% n%?%ou%FeﬁfEE %m?%BI@r?ﬁ?%%%?%n3@6g$°§h%%?%bn%.%Eﬁ?%%bondlng

relationshlgggetme cess identification information that identification

i nf or mat i ON- add iy pf% %§@?Eb°%0%n3dﬁ% ARdEP nFOF At FIMNT ntff tat PR user

d t Th t | | ud
Shown i n ErgLt8"Ee FRCLEERLES HalRel FREc e anar blare il oot hgﬁe”of “ihe
server device @) 4 f"’” &h Elgbg A&Tﬁa r e 2R AP ﬂ]eé% AL datg and

time, a file nane i mage ta, an e access i i‘cdtion infornation

added by &Bﬁtkﬁﬁnéfftﬁétbé’”tlbi‘f Owﬁfcwf agdm g BRELESSADY 205 Thus, DY

referring to the creation |og (of "update descri bed bel ow), the

access i dgdhhfihcaht 98ni BEREPBLI BPO&QS!‘@h&hZIDngErQ@é@siﬁg agglegh e an
accessing | P address, the information |nd|cat|ng user access conditions

such as agéesﬁndagetamaméhﬂes@anebeqo@tabﬁeﬁroabgéeﬁ@rgn seseanches of user
access conditions can be performed relatively easily. In Fig. 2, while an
exanpl e weetelehentdestyuéscabasadi ohoasabuny addtmgmaﬁﬂCEﬁSbfmhaﬂﬁnls

i npl enented as an extension program of the HITP server 203 is shown, it can
be i npl emEnbrdths prooessi agttdemphacpngcansinggd0bi be, thertexaipse, in a
file server independent fromthe HTTP server in advance, nonitoring an
access todenécei B8, sépveexampdle, waen asecstedefneparasletceived for the
specific image file, sending out inage data to which transaction

i denti ficati onThefareeunbrseiel eperts Prekees s INT f3epted @YEtiigh is added
because it is enough if it has a function to add, to the specific inmge

dat a, thea§569§tdé§EFFB@GnFr§ﬁ§36F|693|BéMtPF|éﬁFPBﬁtlﬁ?6F£%W?6ﬁ Bnd2access

identlflcatlgn information. |In thlz case, hg HTTP server and the file
server, fGFe8xhnfRrEd aPECRBPTNEEEEIEPNF 0Pt FEFENEREEHERE ERpAr BERT

devi ces, but th execut ed urality of serve rogranms and
dent | 11 cAEFGHIENRSr HaRRoh SagirRy™p: SceCerRants By axaRprar 1A B8 ngl e os.
Alternat| %g, EE ly§ possible, by using a so-called enulator, to execute a
plurality™o Cgs on a single device, execute processing as HTTP server on

one 22 G5, a@§t§%§§Ut§1@£QC€ﬁé'Qgcééni'éé%@ﬁ%ﬂ@ﬁt forvexaipl &1, anot her
0S. Thus, equival ent” processi ng can be executed with a plurality of devices

through t hekqar eopbyskeal Ilhfa@ﬁa@%hc@egaydsﬁgalﬁﬁtel Rgatibe Elg¥eserver and
the file server, for exanple, in this way, an access right, for exanple,

can be_sebcqnlbhe1HETstQtw@hn@n@ethgehehe sefvematfioh exanpke, theparately,
whi ch increases flexibility for setting security, for exanple. Therefore,

it can coatmkehuttet prike anpr gvemdNbfotheecuadey. sByjehe way, since
identification information described
corresponding to the transaction identification information
added to the above-described specific image data may be
performed, through operations shown as following (A) and (B),
at the side of the account settlement device 40 (an example

of A), or may be performed at the side of the terminal

device 30 (an example of B). Thus, the implementation
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above is not changed at the side of the term nal device 30, identification
information or inmage data including identification information is stored in
advance so that the account settlenent can be perforned |ater. That is,
even when a user connecting to the Internet by dial-up releases the
connection and the I P address is changed, the account settlenent can be
performed by using the stored identification information or inage data to
which identification information is added. Therefore, the selection and the
account settlenent by the traded subject do not have to be perfornmed during
one connection, which enhances the flexibility of the commerce. Further,
when the traded subject can perform account settlenent in the sanme account
sett| enepetbedvean EGZQhaDQEdraBiD?CéﬁsprEees of identification information
or inmage data to which identification information is added may be stored in
advance. (BhenTheuafCe et ugett }eRentuciariere HT HRRCSAT IA¥eht, transaction
identification information _in these identification jnformation may be sent
t oget her *EBNERELACROUAENE&fLFRARAR SBFQEMAREOPWEOL VRRCRT thfe2BR RNt
settlenment. Thus, the accgount  settle t can _be perfor at the same tine
oven 1 CRECET b DaHFoE R st SuBIR PO BPE L PR BERRE RO SPDHFDI 19 orent  HTTP
servers. _|t singkkfges 888£%tgoggl and. the user. can gerfornlconnerce nor e
rce'p h§T304

&r PoREsSP lﬁar B?HEasiBh?he term na

easily. ﬁGFtﬁernDr > fR&E°EOme

devi ce 2 rgggf&grgﬁgrQggagézgﬁgﬁgg? ggrggggghégﬁgtkgnthgfornation when t he

i mge data'to the i ation’in nrs sapplied fromthe Wb

brovser 343nchBskudednl abbERaRIARCESLATLHS UBORIRIENGCTOESEOLOGE,

del eti on, ate and so on o e i nage ased on the rdenti

i nf or mat i@y apedatolle LPORAME. pfSte SXAP! 06 At dianal 1y OCessi ng
for executing account settlenent based on the transaction identification

i nf or mat k@Rl @aWhidel ithe 3pmaggudata kecaddedsastdemnehtbedrabayeibs _
i ncluded. A detail of each processing will be described below. As shown in

an exanplsacaf adi speapriceced @heatdbsplagubdgeceecd?reBpbhging, ta wi ndow 501
as well as a w ndow 502 of the Wb browser 303 are assigned to the inmage
data 24 idphadé€dsiandoldOdnliprimaéiahofeodestei bedves d6¥icenBfeaddta can be
supplied fromthe Wb browser 303 to the i mage data processi ng 304 under

t he cont sendsf ithéoO8h80ackpuatseetalemgntr agrard d€8p operation. That is,
image data is supplied fromthe Wb browser 303 to the commerce processing
304 through tBe ©8e383aybyonper henglaepbi APi A SeNT ckC 30h@yagCedet

mat ching a pointer 503 to a displayed position of an ina%e 504 di spl ayed
within settlement device 40 at the time of account settlement and

then the account settlement device 40 acquires it from the
database 206 or the account settlement device 40 acquires it
from management information for identification so that the
information relating to a purchaser such as his/her name,
address, credit card number and so on can be identified if
it is configured to be managed by corresponding it to a
client ID by the database 206 or the like, or is configured
to be managed by corresponding it to a client ID in the
account settlement device 40.

For example, according to a conventional method for

sending a cookie stored in the terminal device 30, since the
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t he wi ndow 401 of the Web browser 303, under a condition where a button,
for exanple, of the pointing device 39 is manipul ated, noving the pointer
503 onto the wi ndow 502 of the commerce processing 304, and rel easing the
operation of the button of the pointing device 39. Wen image data is
supplied, the imge data processing 304 displays an image 505 correspondi ng
to the supplied inage data at a position of the pointer 503. The imge data
is stored by the inage data processing 304 at a predeterm ned area of the
HDD 33 through the OS 301 when the imge_data is supplied through the
above-descri bed drag and drop operation. Here, the commerce processing 304
may request the data base 206 the above-descri bed account settl enent

i nf or mat icow kder fespordichg teomtihe lt dansaet UOnisdentnbimt¢atednowvatochati on in
 the.image data in order to store the account settlenent information
acqui r ed Ifivtemnette daeglbade 2000bpibddieypohditngnZbrmatdonhecilahgegdat a.
Further, imge data is deleted by deleting i mage data sel ected by an

i nstruct iten af pevachagser 1hr Ghet keopiedaryr Ailnwd afka ofnfheurHDDi@3. 11 mage
data is updated in order to update stored image data to | atest one at that
time. Th@hdﬁ@apélﬁfécéééﬁﬁﬁ is sent from the terminal device 30

and the account settlement device 40 acquires information
for specifying a user from the server device 20 reduces the
number of the server device 20 in general with compared to
the number of the terminal device 30. Further, the
management technology of managers for the server device 20
may be higher than common users. Thus, the improvement of
the security between the account settlement device 40 and
the server device 20 is easier than the improvement of the
security between the account settlement device 40 and the
terminal device 30. Therefore, the possibility of flowing
information relating to a purchaser can be reduced.
Alternatively, if only the client ID is enough, it may

! be sent from the terminal device 30 to the account
settlement 40 at the time of account settlement from the
transaction security point of view. This is because, by
comparing the information relating the purchasers, which is
acquired separately by the account settlement device and the
information relating the purchaser from the terminal device
30, the reliability of information relating to the purchaser
can be evaluated.

Alternatively, only the above-described transaction
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be executed in accordance with an instruction froma user, for exanple, or
may be executed based on information such as creation date recorded in a
file of image data. Further, it nay be executed automatically for every
predeterm ned interval. Wien the update processing is started, the inage
data processing 304 extracts identification information added to i mage data
to be updated and sends it to the HTTP server 203 and the database 206 the
identification information and file nane, for exanple, in order to request
update of the inmage data. The update request is supplied to the HITP server
203, and the database 206 as a packet of a predeterm ned port through
communi cation control processing 302, the network 10, and the communi cati on
control prdressiigp20 Mfarngidati mpy the Usesgeddthe prdsresSiing t3oa may

- send entire image data, and the HTTP server 203 or the database 206 nmay
extract igefRymaeken on igndReid GieTd dia Ha fssmEtian inedgd idat &0 2bhe
Further, inherent identification information (client ID) is given to the

i mage datRPEFRATRS| SREBOS flors /dvagr yamser askduess evigigfitte GATsAINUESECe 30.
The client IDis supplied to the HITP server. 203 and t he dat abase 206 as a
packet ofdRf pFRdt egﬁ?%eﬂ‘ﬁ)dtretmﬂﬂ%dj@‘{w CHhrhshi Tt iBGF 8t r ol processi ng

302, th t k 10 dth an i cat trol i 202 wh i ma
dat a isef%r\tl&g%?e?%r‘?eg‘féa?ﬁ)?‘leo?oal%eqﬁcﬁtel‘“?e? : %@i%%%ﬁ%ﬁ%%%&gp ![hege
HTTP 203 instr.uct he HDD.23 t d t. i di

to a ?ie{;eaang‘%:ﬁr‘]%g{l%%qﬁj fstgéélefrc?rl ap %taé:s% ?(lé,f Ittﬁ%gﬁ&gﬁ%’?f’%%rﬁl&iegﬁgv e

I nformatign %p%gf%gﬁy,g A HEUES G C\fﬂseﬁnéndce@éﬁe%atdo%n .

i nf ormation corfesponding t0d a User access condition and adds it to inmage

datd. Furthef . pd heeddeipdd igatdpn i nformation addi ng processing 205 checks
whet her t le transaction %delﬁé?i f‘?cati on information is updated or not and,

't];aﬁ QSCE ir gRS?WeQﬁ d ety Hagatbuan tddf eneRticmhing 1URERL 84, 33d€s rBEWN
the input interface 35 and inputs an intended address
(Uniform Resource Locator: URL, having a portion specifying
a host name of a server in which the HTTP server is
implemented and a portion specifying a file name), the Web
browser 303 sends a connection request including a file name
to the server device 20 corresponding to a host name. The
connection request is supplied to the intended server device

] 20 over the network 10 and supplied to the HTTP server 203
through the communication control processing 202.

When the.connection request is supplied, the HTTP
server 203 reads out data corresponding to the file name in
the connection regquest from the HDD 23 and sends it to the
terminal device 30.

A URL instructed first by the user sometimes indicates

a host name only or a host name and a particular directory

only, and in such a case, a file having a standard name
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identification information to the image data. Inmage data to which the new
identification information is added is supplied to the i mage data

processi ng 304 of the term nal device 30 through a predeterm ned port, and
the imge data is updated therein. On the other hand, the database 206
obtains information indicating a user access condition through the CS 201
and the HITP server 203, for exanple, creates a table showi ng a 27
correspondi ng rel ati onship between identification informati on added new y
by the identification information adding processing 205 and i nformation

i ndicating a user access condition (update log), and records it on the HDD
23 separately fromthe above-described creation | og. Like the creation |og,
as shown(index ghtml) the apeeete diopdtmtuds’s arcauoegsimiiiP ragkdr ess, a host
name of the server device 20 to which identification information is added
new y, a®®tebsdizaeedii ferorypdatkearhte@tarfol 19trednd & Hén esqmanecof i nage
data, identification infornmati on added by the identification information
addi ng prReszimPbsesierl30as information for identifying the server
device 20 having created original identification information (creating
server 1D) ard 90 éntftils &V inderdt iSHENNGTCh& e 9itnd fdd® ce 30 used by a

user or the user. Further, by referring to the update log,. a path for
obt ai ni Mg MRYECAtYY F oFSanhtEks & %evﬁ%rﬁéijeébt'ac%g‘fh?‘él f'hce

informatjon for_ident.fyi g, 8, Usgr . or the term nal devi ced30 correspondi ng
Lo | dent ITTE%t 1 B | AOT e THRS oo THTTRES 1 it QBT HORs B CBAH Ted.
Ther ef ' i pf [ I

ereforg, bys Wr;,ﬁ,}pép fé@tﬁ%‘?‘?%aé%%ﬁ) account settlenent server

903 froma user and ornation r user obtained fromthe

updat i ng | 0g.rridher AGeUraGy Al e il 1agy (@ AT kg dir m the user
can be eval uated, I ch enhances the safety of the transaction nore 28
easily. s thesmBEe, 30 e REGOINT +15@1T L bR c ¥ D58 SSh - HRSSEL Q8 4 fgsact i on
identification infornmation added to the image data is perfoorned by user's

sel ecti opo@fospest ftErhiBEe @y Bc@nsh Py Thes tWelic it slelfe 3cC udateet t | ement .
When the account settlenent is instructed, the account settl ement

processi agd 366l sgniisadge atisest ivnaccerdadceatian td odedd + Opt Ddn td® user
sel ected i mage data, access identification information, and the above
descri bethel feh¢ amdtsuppbiescbunto sete | @Ireddl seMher OH30lankallse account
settlenment server 403 perfornms account settl enent processing based on these
i dentifitheidhsphivrimageondand Svomnthe iekidbrdwser wheh 2hearictvage
settlement is perfornmed by the pre-paid nmethod, as shown in Fig. 6, a user
may i nst¥lcd Wyn@eni ol e | ags hIped nt? n*gh%iéwéebgwmrom%rd%%pg%rmp an

i mge 601 including identification information coryesponding to pre-paid

i nf or nat‘?%na(‘fﬂ'%Pb%Yds?H%‘ﬁ’f‘i‘PFC‘%@? oL FRFDY nBEYOF§ o s'gli”é?/‘é on& di spl ay
screen of,thf di s&l_aa%( devi g@ 37 on an image 602 of the account settlenent
target. WheR 3Uch"5STh3tFudfion is supplied, the account settlement

processing 3 nds, t sactlon. . dentifd i il_pI{ i - pai d
i dentificati g-gefeﬁ’f glfnma r|§j€noniallz;lnéd Jéhc#pglﬁlr%do ftrﬁogﬁ atg{c;éoun ﬂé%%\g%enjtﬁg’er ver 403.
The accoppl seLh)EOPNEKERT YBLp POP1RET LR MRdgd NE1 BRGOWDENSELEL BOBNLM&

of image data. is instructed, the Web browser 303 requests

the HTTP server 203 to transmit image data corresponding to

the file name.

When the transmission request is accepted, the HTTP
server 203 reads out image data having a requested file name

from the HDD 23 and transmits it to the web browser 303.

When the image data is received, the Web browser 303
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processi ng based on these identification information. Furthernore, as
account settlenent information corresponding to the above-descri bed
transaction identification information, for exanple, when a URL of
anaccount -settl abl e account settlenent server 903 is included, the inmage
data processing 305 supplies the URL to the account settl enent processing
306 in order to instruct the account settlenent. Thus, the user can
instruct the account settlenent to the account settlenent server 403 of a
predeterm ned URL by referencing image data only and the user can perform
the commerce easily. Al so, as account settlenment information corresponding
to the above-described transaction identification information, when an
access madbsl the aimegewtkta caswhingdpd lataccount eeddd emmineser ver 403
(connection by private line, VPN, and so on, for exanple) is connected is
i ndi cat edRcatkkcr ok Jhrotersds srr JoH omadee dedeoand suipdldreenti tpr ocessi ng
306 may be configured to connect to the account settlenent server 403
autonati%%l@@et@é%3ﬁﬂcorresponding access met hod through a comuni cati on
control processing 302 in order to performthe account settlenment. Thus,
the user can PetFold dOIRAS A8 SHd RuthearrRs idededaaget dathe igccount

settl enment server 403 especiall Hg%EiCh can i nprove the convenience. In the
above- dESTRHREE I 2P eFtee%{?\:l MR G 1L HgwP Wt 1R

processi.ng 304 ii i npl enented as 30 processi ng i ndependent fromthe Wb
br owser t?s‘%é‘,“s?lf % be i npl enented as an extension program of the Wb

browser 303 (50-call pl.ug-in ause it j.s, enqugh i f i.t has. a function
to send trans',%cet ip()rrlodﬁ‘lg:etntl‘llg%ocré%altgﬁoﬁ o r%’t‘;ilo%r?da(r%& éjoesgﬁrlrg&ﬁieabf)gei’nage

data b i i f . <E , t
vent: o b e e O A, S P e P e
const rucihoh; and ihegd napd €arend abh ooy netd ot SadL hes Shanged AAREN YoM thin

the scope of the technological spirit of the present invention. For
exanpl e, j didn{ e; aDOVEH dased +hedi & deodre Sbd B A Sfnerademie 20 and the
account settlenent device 40 are shown as single devices, respectively, a

pr ogr am §&f + Bxeentt | NFd ek £ 1 Pk oLeSsdded can function as both server device
and term nal device. Further, in the description above, an exanple shows

that the accanmd iswefritliefierstiiodf dmfaidmat iios rREREged pro ddses idat 208sa s206 by
corresponding to the transaction identification information in advance and
the transeeienentiedms facaexoans idoremegoani ssadekedled phegeinatal However,
the transaction identification information as well as the account

set t | emetiee i REDBF ng@ 56 a3 bef afldexprRl ¢ he Wheayd id@ £ ransdigsdwd descri bed
enbodi ment w |l be described in detail below 31 [ Structure of | nmage
File] FiRECTeF3inmes @karbiRinthe dAt P s39 16 tir €0 of L3Pt & %handl ed in

h b -d i i ._The_ i fil h i i i | ud
Siar e prTion BILTER Catthg PHEC bRGHHh HA 6T P BEh Har O, 43rage dat &
i 2 f d i bj di I d.d f i . i 53
For deschiBi RG=T ot B FRTTER. DT HAT & ot st R PO cREEe ohe 41 20y AOKh | mmge,
and an ef&eﬁQi%lggtéghlng89$éggo§nsggg Qé {ﬁg above-described

transaction identification information and access

identification information to the image data.

Since only each traded subject must be identified,
numbers or codes, for example, added to each traded subject
can be used as the transaction identification information.
Further, names of traded subjects can be used if there is no

overlapping.
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data stream For exanple, a JPEGfile and G F file adopt such a data
structure. ldentification information which is added to the above-descri bed
i mge data and/or pointer information such as a URL can be described in the
comment portion 53 as information which does not influence on a view of the
i mage. Further, even if it is in another image format, it can be described
in a corresponding area if it is in a format having an area for information
whi ch does not influence on the view of the imge. Further nore, in the
data streamof the image file, identification information inherent to the
image file, pointers for one or a plurality of pieces of information, an

i ndex for a nu itenlcogres ondi to the inmage file, andlor an entity of

a_progran1caﬁ§58emfp?téﬂ fﬁegﬁ é?ggrﬂﬁF%ﬂniésig%%?%ﬁ hﬁehtph% image is

CL ooy e i IRRSEHRSToRaLR, oHRk oot bE RORRY Loyl Taop. g2t O

i denti f i.cat.i i nf.ar I adde I a oi.nter ,infornmation

and theoﬁiEg%gfggfgﬁgf%gggtgé"ﬁﬁagg ggpgfggaggfgﬁéaFFgﬁ;?a u?FHéF? an i mage

file ingghigh tLhed /RO BQEQtQQd!BEQ%EFtHQQe'ﬁnadgﬁﬂeth' ge data,is
file". [Structure of T'mage Rel ated

referred to "infornation imge _ _ _ _
| nf or mat1@RlrnEitdvel yi,S a2 celskUGHene i¢ii agdkaBhof nirBRAS th 8haka¢ L,af or mati on.
8(a) includes information of an

s
The image rel ated |g?ornation shown in Fig.
i mge nafeat2dPaSS\Walse, uadngXRiheatinde rdate idanth¥akaaibni mage, category,
and keyword. The "inmage nane" is a nane of an inmage which is
t humbnaiinfdirzpltdyed (@1ikhe WONdewved? tof evbeyi mBge dat avergcessing 305. The
"password” is a password which requires a user to input when an infornmation
i mge fitleminadupieviied 30 tfhe icoage rdat prprecessigndod0as AGekyrubens who
know t he password can register the information inmage file in the inmage data
processibedo305. The "expiration date" is an expiration date of the
information image file supplied to the inage data processing 305, and the
informati on FApyerpelE,i screpvedter andativeotdensat easohay hee HDER@3 after
the expiration of the period. The "thunbnail inmage" is data of an image
file whidéh tihe resiesced dsytad ickddeondilgpioayad ion -a HiBUR efvanelr t hek®- nai |
di spl ayed on a wi ndow of the inmage data processing 305 when the infornmation
i mage fiAESRSGH HPePén SEFY ST SRS <0sags Ned PEOCRE SR ndow of the i nage
data processing 305.. The "categqry" i.s data for, 33 _ specifying a folder in
whi oh' i FRGR S Ysielge ¥ qedeatd Lt grdy \ﬁﬁgﬁstshgai%ﬁf GPFaltiBs iaﬁgge file is
supplied t he. | . r.QGessi 305 i mage a, essing 305
creat es%ﬁlg\?ﬁp gfoffg%%gfrlqﬁté& %ga%gl gagé%%fsi'edﬂﬁ%?rgfb eh %g(g%eélﬁéggdggg der does

not exi Sty e T eyaidy I, o W ch%?%si Balged ,3s ramzeaneh alél%%d\’\’hen t he

i mage data processing 36% sear ches e information image file. The imge
rel at ed dNfiQdmliaye QW 49 thied a B 112enQNFH UM Y, fRT8agRbRy a
command nane, an action table, and a nouse (pointing device) operation to

eact\ poi nt er FuRteerat henaamdnassesl ateshehanmrw tBraepl akf 8nAtascANe set.
The'"pointer information" indicates a |ocation of a file on a | ocal

conput erf o raerrdimetavdrdg dforaeeargalse, £ rdote apaiskireri si nivplrsieinard,ncl udes a
file name, a path nane indicating a |ocation of resources on the | ocal
conput erandJnity elrss gdo s Ireg tComesrttn b raUNIE) aidaltiecsast iorfg téned aeatmiior lof
resources in a network environnment, Uniform Resource Locat or

device 30 of a user using the HTTP server, access date and

time, and so on in the access log. Thus, when access date

and time are used as identification information, the access

log is referenced so that an IP address can be obtained

which corresponds to the access date and time added to the

image data. Therefore, the IP address of a user accessing
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(URL) indicating a | ocation of resources on Internet or Intranet, or

Uni form Resource ldentifiers (URIs). The "command nane" is a view nane used
when di splaying a content of a pointer on a nenu. For exanple, it is
"Access To Honepage". Here, the "menu"” is a nmenu which is displayed and can
be selected therefromon a display unit 37 when a right button of the nouse
39 is clicked. The "action table" indicates operations of the i mage data
processing 305. A 34 content of a specified operation includes whether or
not a file indicated by pointer information added to the information inage
file is stored in the HDD (storage unit) 33 of the term nal device 30 when

the information inage file is supplied to the inage data processing 305,
whet her B? Ho® 1HRIFi @t sCamut et #etifiekerdie - and a nethod for

executing the fil tel op di splay, video replay, voice replay, and so on).
The "assigniﬁﬁD e 6HE¥%HGQA$S%ﬁﬁ¥PQ1Hﬂﬁﬂﬁ%iﬁﬁﬁ%ﬁﬂnoﬁ“¢8F“§éé@§sing

i i nf i on. f I i ngl doubl | ick, Shift+doub
ok VTS RRuBTaedl TR Srt 50 GhlBRELEY | TRE SNt RS TR at fornt
i fi i | atf t chi it h file indicated b
poi nt e T SFIRTESR. CEor* eh bt S pER fre CEMesT REWARGSHS ( Tr adenar k).

the | mage,dat a: processi 19ea0%. seleodsea ROLNLEY Tr 40T oramli on

correspondi ng to wndows and displays it on t ove- described nenu.

[Access f9,89ipt efpd ”é@c’i??i&?_”&af Aaé@éé@%é&'&tf‘ﬁf&?@ié;rg %W}rﬁﬁeﬁzﬁr{ ecor ded

in an information | mage le in the termnal device escri bed.
(1) Met hoglei D1 041985 Meldn SeE 8641 08n Fb 8. e 8ch Sadde £XPAANat ¥y di agram of a

nmet hod for accessing a pointer through nmenu selection. A user operates the
mouse 39i¢@et nfidge deni 6£) arnUp PAACLSs § et poi atb&Fe 4dSs OF 15dY | OBOEL 405
supplied on the wi ndow 502 of the inmage data 35 processi ng. Next, the
user cliTBs andi ghtobudfovhef téheinalséeBlce VIR mami plh8dd (hyfor mati on
processing unit) detects the click, it reads out image related information
(Fi g. 8(byjer nclldeck iaregn iitnficr rets iorab lreadierdni Itdec oriresgodmdi g tthvet he | mage
405 froma recording unit 33 in order to create nenu display data. That is,
a "commuidpnavietiens ekt thetedcasity nend s2tetwndf atmenurdbsast despl ayed on
a display unit 37. Next, the user operates the nouse 39 in order to nove

t he pointer 40T R plHoEe iadG PheHu ideh il e i dafegmatieon a | eft
button of the nouse 39 is clicked in order.to select _and determ ne one nenu
‘tem VWER TRRURPULS1Lfel 8oPSETRENEH R, 3110V of FRTHHLFHELRN ref at ed
information (Fig._ 8(b)) and in s.pointer_information corresponding to the
selectedl%%%%vﬁ%t?h f%em%¥oage$gé%§ ?ﬁ Br iRr%o %5%%s§efbp?§e£$oﬁ%ter. Wien
t he MPU ceives Lle t SELV, e esse ation,

it execu?%%é€h§l¥§c£$5%%£fi?ggi%L%@ o?ﬂaﬁ%eﬁaxgﬁéa%m§§?$%ﬁ ?ibﬂ%égg
correspongi 0 c I - i F , video is
replayedgggggb%e%%bg?a§g?@%g%§ eﬁ%%§€rsﬂi%?g%t%%ﬂ%r¥tg%%ﬁﬁ?g%+gyed when
clickingyrpchnagerdisp! a¥8daQ8st be YhPdovhe0Zmebe thgcl MBge Hay aProcessi ng
are'determ ned depending on contents of inage related 1 nformation enbedded
in the isd@egeihonrbARgerftber GErbheedyt be tRéoimagtonat sege thée
including i mage rel ated 36 information is sent fromthe server device 20.
That is, ihégésfehnsact erdzate fiate Merte i 1 davet of isqd Byed hyf @rmeiseh click is
det erm ned dependi ng on i nformati on downl oaded fromthe server device 20.
(2) Met hoalytbe cagtiedbasei Opesasooas to suppress processing loads, or

may be added after processing of proper encocding and
encryption for improving security, for example.

The image data to which the identification information
is added is handled similarly to general image @ata on the

file transmission processing 204 and the communication
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When a button of the nouse 39 is mani pul ated and a key of the keyboard 38
are mani pul ated under a condition that the wi ndow 502 of the inage data
processing is selected, an access to a predeterm ned information pointer
can be done corresponding to the mani pul ati on. When the nouse 39 is
operated and the keyboard 38 is operated, the MPU 31 refers to the inmage
related information and refers to the "Assigning Muse Operation" (Fig.
8(b)) in order to determ ne whether or not a correspondi ng operation is
defined. Wien the correspondi ng operation has been defined, pointer
information corresponding to the operation is read out and the pointer is
input to the browser 303 in order to access to the correspondi ng pointer.
When t hEORPEC31PFeEBF§&BTa2PR| endel &ir felt f Fonthe skeh drrpaser N3 awf accessed
| ocation, the received file_is executed in accordance with an action table
corresthﬂlH@rW6“élcﬁﬁﬁﬁﬁﬁ Alme selected at the tine. Here, a sane nouse

t dt lural jty of t fic Ex I f
Access to Imibr ?f@#&%w% e@ﬂéa“r?éav%rﬁe%.:?rfc'rge;‘?ﬂﬁa 35 dhhpaati on
when accessing_37 ig&er for forg?% n wl tbe d scrébed Her e,
AN oxanbraSs! CPFEFER dPEBLAgP L F narear &RaRY i BRI TR g 8(b)

Il b | f di spl
oper at| SAESUnR S FEalSstar B AP eia BEFragh FACTRE Batl o fabl e, & pointer
in “h'C9n81E§§E 'EEtPEaBlEeLQ ohﬁ %t@fgméﬁﬁ SeLyerdol 4 NGy P Nt er
i nf or maf i on, si il Taneous or age Y Tt 2o i mage

file lnaeceuhecgéteu keRt %Ogléeéﬁo&ib%ﬂé”ﬁg?&%iQHsﬁﬁBnﬁéQ&eQRde) of the

telop display are |ned the acti Furt In order to assign
a ”DUSGaQESEQE'9@tt§eﬁéﬂg|Qn@bkﬁKtQBntbﬁhé?éhtbﬂbt@Qchstggéé@ed (the
above-descri bed definition is perforned by an information i mage supplier at
the sergabjebrgetehaky. ahencabsi néohoat tonai pge 6kl & heavidgkt Hiech mge
related information is supplied fromthe browser 303 to the i mage data
processengVB85tonwhlieht ehei nakodeti set8Demehe PVt isefessnéotéde i nage
related information and starts an access to a pointer defined for "save".
Then, aatdxwithl erefstheivel ogensiddunt badednfoomatiserver corresponding to
the pointer and save it in the local HDD 33. After that, when the user
oper at e t he FoukkeeBso theo@@%@b@%eci@@kOQﬁﬁﬂ%%I%Qioémﬁﬁhﬁge di spl ayed on the
wi ndow 502 of the image data processing, the MPU 31 refers to inmage rel ated
infornaﬂﬂéhcééﬁﬁgsﬁéﬁaﬂﬁéoﬂé PheusBFedEEASPIAPECUGNdEMACAS| 204l RANI nes
that the control code defined in the z action table_ is "telop display",
a long &R8 HQFPoﬁFﬁFﬁHo%P?orfPélSﬁaBP Eraﬁrﬁétﬁﬁs6|59€6e ‘Fﬁ?ﬁtgﬂ Narea (it
may be ide of the area) of the im data gssin shown_in Fig. 10
o) thatQPgit EwaHg FeFSﬁr SBS“SaFngS%E ﬁSHEEEng weggroFFea?splayed in
the “4n39@@tA%l§QQ%@ ' BnEbinaldpneRg 2 18EHE§%EEX&9£n'gﬁ@S?méQ?oﬁnd 905 are
er

supplie S eac Ich'rs ent depending on an inage sel ected
by the nBU$gq 3§reeesgenel @%axees 5§Hp9hx095ahm59raaﬁaeath ggsEtle to

| mrage Data Proctessing] I'n the above-described enbodi nent, i{ has been

descrlb@éceggtcbhalt@BaénahhanrbEagasfhkeoﬁanpbezsumﬁ%é%kféh&i&hInage dat a
processing by performng a drag and drop action fromthe w ndow 501 of the

browser 1bg the1wdedowa202nhelnt e FABge3datarpesanpienNdantHaeeesanagher
supply nmethod will be-described. (1) Drag and Drop from Menu Fig. 11 is an
expl anatrer yddiragsamaohoatdhageand dhepsepeeat deniteofbaifenticAstiescri bed
above, a nmenu 55 (first managing area) is displayed by a right button click
of the HOOPes8%vier A0debpexaselsectcaessndaitieeantotimef oandtilenniangge
addition through the nouse 39. For the nmenu for information i mage addition,
as defi néd imagehealtast andwtihe Eicges8( Bpenaifdratdloncddéoirmathenacti on tabl e
is defined to a control code specifically for image addition in advance. 39
added by the identification information adding processing

205.

Thus, by referring to the creation log (or update log
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When the user operates the nouse 39 and perfornms a drag and drop operation
on the nmenu itemfor information i mage addition into the w ndow 502 (second
managi ng area) of the imge data processing, the MPU 31 detects the
operation and refers to the image related information tFig. 8(b)). Then,
the control code in the action table corresponding to the operated nenu
itemis checked, and when it is determ ned as "Add Tnage", an access to a
correspondi ng painter is started. Wen a new information inage file is
downl oaded from a predeterm ned server in response to the access, the MPU
31 supplies newy downl oaded information image file to the inage data
processing 305 in the same manner as the processing that MPU 31 supplies

i nf or madESF rilkgGe PEILCY ) Pr &Ret RECEBaWS 8engoSicatimngéndarmapiotessi ng 305.
It produces nerit that a browser does not need to be activated each tine
for  suppyichy 18aqewdehfor fafdefdr mege 2FFRESing dBups8reshe RBAU item for

i nformat,i gn i mage addition may be clicked by the nouse 39 sinply in order

to downPBd@ RE ﬁ@wlPﬁFGFﬁ&PﬁoHSFﬁBGECFFFeC§H§i§ﬁﬁﬁﬁySPthBstﬁécﬁﬁége dat a
i 305., Furth h i nf ti i fil b t d

Wi thi n SRSENERT FABFEEPoRS RGBIPEFS WM FAEe DR SEBPI e Bl r oady. |1

thi | 4 Po ! . iR R

mnag ngoSreareee S canaty REY Bhy bR B -Mes: TRIRAINEV: Rty 31 does

not access e,arsglver OR;2enShvllknpyl LELELScHQ LABAE: EELALEdyT nfor ML on

of an information”i nage current subject, reads out another

i nf or matingR 4RGeS rf iah%,ih%gg%%re%@ infy 2@¥anGe ipALglchte@NdsSYRPI ies it to
the i mage data processing 305 (second managi ng area). In this case, there

is an efheehstibat prbgramnelt ReEesTaDy sk ve@nnest ils0 shoRgl Vet eAnapret work
each time for supplying a new information image file. (2) Drag-and-Drop
from MaiimpSehiended AR proelRBlingn fiotage aliing @ay ikegeugRllegdrbe the inmage
data processing 305 by dragging and dropping an information i mge file

at t ache@éxtampt®ei,| isoft farne tseriviee dintdpanti@? toff riohe theage Tdaktarpeacessi ng. A
viewi ng wi ndow for a mail body or a check wi ndow for an attached file wll
be a firdst adwaagiengma@ndgorimat lins acases siontchet He lienfservetri, oandpage file is
transported by placing it on an e-mail in order to be available for a

r ecei vemWhennBeCeSS ¢186@F thd sspeegd Wiidddloy ame¢ eresdtfilvelipage3file,
Drag-and-Drop from Arbitrary Fol der An information image file copied in a
pr edet e SRINRERI QUde A TGFE FEtEmEe BiNdvedle it 1éM St o idard te thePsuppl i ed
by draggin and,droppin% it froma carrespondi,ng fol der (first n%naging
area) toEREMGTAERWBE2 3CEESSnd 17§ taP@a L N3P IR {oade @4F5

processing.. The .MPU 31 detect.s. the 41 ag-and- drop eration from an

ar bi t r aly POFert & 3% ﬁélo\}\ﬁgﬁ]dd\% g%? b5 tah%ruin%r}dé)rﬂgtoa aﬁ%gc«%’sitﬁ& and
supplie Jinfor.mation _i.mage . fil t j r sing 305 in the
sane rraflsr?%r lf;lfsqct ﬁgi%gbeo@ea- glfélsgrqebé-%Oé’%aé%r?cﬁ%%?pq%ﬁ%c%ggﬁﬁé fromthe
bromseridentification information and access identification

)
information.

In this case, the HTTP server and the file server, for
example, are not necessary to be implemented as separate
devices, but they may be executed as a plurality of server
programs and identification information adding processing,
for example, on a single O0S. Alternatively, it is possible,

by using a so-called emulator, to execute a plurality of OSs

on a single device, execute processing as HTTP server on one
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(4) Non-Drag end-Drop Supply nethod An information image file can be
supplied to the image data processing 305 even by replacing the
above-descri bed drag-and-drop operation by other operation. For exanple,
the MPU 31 may detect that an information inmage file managed outside of the
i mage data processing 305 is clicked in order to supply the information
image file to the inmage data processing 305. Further, when the information
imge file managed outside of the inmage data processing 305 is copied .on a
clip board and then it is pasted fromthe clip board onto the w ndow 502 of
the i mage data processing, the MPU 31 nmay detect the operation and supply
the informatigon inage file to the i nmage data processing. (5) Supply from
Recor di Hg’ l\/%’éﬁ?u?ﬁ‘%‘a‘gﬁe a%rmﬁ%r‘?*ﬁegl,l? heeFYR%or ne? ¥ oFr ¥ 1e may be

om a r eadabl.e recordi ng ,medi um such as In this

. suppliednfﬁ go ter ) as @ _

case, ar"PhPof nBrt ort 1HgE P& E P PRPSE DS FHUEE S SFhnagi ng ar ea)
f th b I to the_i dat i d
manag: N ot el PLRFShEhY vk dbiet S ose P ES B Gy P Al a ol f ok

operatigg 192 and a copy-and-paste operation or the |ike, for exanple, or
an insta Yer may be activated automatically at the start of the CDROM and

the install ] i i i i . ggg nf@}«lﬂor t he
oy oo 3at g The mﬁw%té%f rt Eee;ﬂ,e' %leleﬁct e i nrg't aller

li ke, to the i mage a processing 305. Fu

suppl i esxanpl 8f of FBLH 08 %@?ﬁeaﬁi£§¢e§§eri he} akbere MByp fe! e6dn e
information image file which has al ready been supplledpto the i mage data

processkafg 305the Broaersésveel g6l aneUﬂﬁy@pééﬁdefnfﬂ@ﬁnék@@pi@ﬁge file only
and then supply it to the inmage data processing 305. According to this, an
i nfor maseparatage, fwhechainbeedsssr fbakedi Astp Soppsetentg ofecunbgyzi ne,
and it can be distributed to general users in order to cause themto use
it. [Stfocterespdé. FiTstrdioeg nge Araga comt Sdoored dvhndg ng Area] Wil e, as
shown in Fig. 4, a first nanaging area and a second nmanagi hg area may be
provi detimpyovedependénse@inidows (process) progran), respectively, another
enbodi ment can be inplenented. Several enbodinents will be described bel ow.
Fig. 12 is &Y eivwdiadents iies el den Hoove Boon ofn &0 nesas Inrowasc e wi ndow
502 of image data processing are provided by a single programin order to
ask to 3BPEBt1§ GPEpFB?ng%@eéFiBﬁetébdétofhéh%pb%FmbB?fi6ﬁvb?et%%'mﬁndow

t hrough,an operation of gn i nput unit, 35 ang el ectively 43 di splay a

wi ndow SRERCSERGREbAoRRECERELOBT O fhagR FAFSr MAETBI M fage file 404

di spl .th i. nd 0l .a_\Web N d i d t

Ceor s oEdeR i FaearhAt et inat  Rn E R BESHERT 1hoa88RRE Lo, BrRE “Bhekor ouna.
As . N . ¢ ! : 4
aboSefrgéggglubg(rjS\%g?if%ﬁéﬂge{:ﬁgdggcggggé% gg?%é&ﬁéé%% lgﬁlc)'sp?%%}?sel ection
tab is gperagedsthr eughetPengnpyt tHBI 1nB88rhBrOLgeli hO-dhSPLa¥atbs W ndow

502 of the inage data 1 procéssing. Thus, the information inmage file having
bee? reghst ebgfetbibheahfBgRed2bapEOEEESEBIcRANGEE, 2ERESE€Bount

settlement can be performed by using the stored

identification information or image data to which

identification information is added. Therefore, the

selection and the account settlement by the traded subject

do not have to be performed during one connection, which

enhances the flexibility of the commerce.

Further, when the traded subject can perform account

settlement in the same account settlement server, a
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Further, Fig. 13 includes a display windowin a frame structure, where one
frame is provided as the w ndow 501 of the Web browses and the other frane
is provided as the wi ndow 502 of the inage data processing simultaneously.
In this case, while an access operation is easier that drags and drops the
information image file 409 fromthe frane 401 of the Web browses to the
frame of the inage data processing, i the infornmation inmage file can be
supplied to the i mge data processing through the above-described ot her
access nmethods. Further, in Fig. 14, when an access is nmade to the
information image file 404 displayed on the wi ndow 501 of the Wb browses,
a processing unit 31 activates a plug-in inplenmented in advance in the Wb
Hr omerpl%@%dﬁké&fes@%%@é feentd fLerdreat iiod ammagd oni log, impge
above-descri bed various nmethods can be adopted. The activated plug-in adds

44 méfdderéht"bicta § ort NG Hidhe 1S agldese @AYHPRL file stored

in the storage unit 33 as second ma ing area i n advance. Then, the
| ocal ﬁ%\%’% 1% 1 R S tﬁBeHeV\)"’ ﬁFoEﬁgt Fgﬁri MAGETHESShEBA added is

ded t.h b t_he . i 402. \\h t he |
exXpen e At M e o AR SR UL IANN Y 53 405, hen the Looat
Wb b : d. I tarti 1
Veb b oSl ke SXIANG0 SeRA Y i LA LU ARNOID iy ouser
i mge rglated d pordmtd ihadded LR i nRIG iAta i Idr b deserd hed.

[ Encryption Processing 1n Server Device] ldentification infornmation addi ng

processddid 120k, t haLEer ¥aEe de¥bGRt29etREbMERS Bahupet beRrbemegNCrypting
imge related information to be added to inage data for addition. An

encr yptdtort i gnd e rdvais fUpthad & rafdeRt sudierdetiey iuped iRRY iadrof tine.
By encrypting inmage related information, it can be prevented fromthat a
third parfornaddison ddet el £ T irsdrmgs .r eliat edmpotieiestion illegally
in order to use an inage file. [Decryption processing in Term nal Device]

I n the dpermatniadnggevdnce 3% usean gaef erevfiugnt ccdnre nawmge meeleatsdd vi.nf or mat i on
added to image data, the MPU 31 decrypts the inmage related information. The
decrypti on &ugdhetrmaries $her egmngrckePEDPe381ing d@¥apeefoomedspondi ng to
the 45 encryption algorithm in the server device 20. However, since the
encr yptiieh %8 gomahrief athe & drerdo s iR CRP S i Upiaasd if ter a certain
period of tine, when the encryption algorithmof the server device 20 is

updat ed-dqnt 3 St SRy ARE AP R ¢ et riRISorfaidy i HHST &% termi nal

devi ce 30 so as to be | ched with the updated encryption algorithm

L Ondat iSHF T oAt G ATDSTRARAC e TRV SRR RSV ons of

t he de tiqn algorjthmstaored in the term nal device i_n base for
L) 57800 LB S LSRRl SLrkasl e <30 L0 datg

[ .
each | or “exa e ~Correspondi ng évi ce.

When t b ACTypt AN A0 U8 ofy e dumae. il alad: Igd ] Qnd s updat ed

in the server devi‘ce 20, lds of all terminal® devices ar agged, and a

decr yptiQh & fokd £ 1Wh colf SeRand NG ddRe R MeWIRNCIAYd Q@ 9odt hmis sent
for iupdate to the flagged one corresponding to the IDs of the correspondi ng

term nadx gyl £eS praRd ohal Ty)ab rdevisee s gagees eixegutta ngha cgeuner devi ce 20
after that. Then, the flags corresponding to the Ids of the term nal

devi cessdlidigeeebn sglagrech ey e xed e @tk onlhied ety fidd tiroral gorithmi's stored
in the HDD 23 of the server device.
information to which the image data is added as described
above is included.
A detail of each processing will be described below.
As shown in an example of display screen of a display

device 37 in Fig. 4, a window 501 as well as a window 502 of

the Web browser 303 are assigned to the image data
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The i mage data processing 305 includes a function for attenpting decryption
of image related information included in a corresponding i nformation inage
file when the information image file is supplied and for checki ng whet her
46 or not a data structure of the decrypted inmage related information is
normal . Then, if the decrypted data structure is not normal, it is
inhibited to supply the corresponding information inmage file. It can
prevent from supplying an illegally nodified information i mge file.
Further, an illegal information inage file may be determ ned based on
identification information added to the image data. [Billing Processing]
Next, a billing nethod will be described where an information inmage file is
suppl i eBTPEEMSANEr RdePYt §hehabprageedarabpeoe8sdPhg 305. Wien an
information inmage file is supplied froma browser to the inage data
processi ng 36B29¢ hd2 T AagR" dat oS PRREE’S | HEPB OB &1dtel sekov et N Sdiver devi ce
20 and requests billing processing.in order to performbilling. An access

| og (créggi6Wa98gFaaéngpﬁéasFﬂgtﬁg4eH888FnEH? BPRERRLPPESEBAE PRvention is
created Hﬁdgr t he con htiog thatﬁan information i mge file has been
suppl i ed"fr Bt & BPowEereloSFAd PREGETGRt 8PFFBELSB ng 305 in the terni nal
device 30. That_is, when the information.image file is s lied to the

i mge data pf%%‘és%?hg“%%? &% & MPU %&P%Q{?%CEEO‘P&@H?i‘??%;?f%"ﬁs‘?%f ormati on
enbedded,kn. the,inf an i L Le<fL0 uppli LRformpati on i mage
e oA ERnE e CoBE 8P ERAE s P20k DR (PREf S8 SBLCRUTE Dhe

i nf or mat,| Lomage . f | h eRgdgyi ce 4 ne  Server ice 20
n5s0ci ar RS Tre FogePvan adnt T Cat fanoinf ol et on e mgel P o har, an
| P addr g3 eedaad@e§&a9a69p9§iemoaceesahngmaeénsoaldigaﬂa?eae§§tﬂéhe and
time in order to creaté the above-described Creation log (Fig. 3). Thus,
the facthkhatntbe uoflobwathenwebRBeolsbe B3supRHEeedat eohheriBRYE data
processing in the termnal device 30 is recorded in the access |og of the
server ¢Rereea2ButkBnl, | ifag Bxampisingf(thek Aofheshgbukking Bethed is a

met hod whereby billing is performed on only a first supply of a sane
i nf or mmheadpudagedf,i hevipgatbanpotiskarndD3( ontbt threywhedbrageé2darfa
processi ng 305 having a sanme user or a sanme ID) while billing is not

per f or nétieoponmesngd angcessangsdgpli asd waémasangntbenaresatinageffile is
supplied to the ina%e data processing 305, the MPU 31 of the term nal

devi ce §BRdBUEEOPhEeIsERfePOdBFiRE d8VARReB8nt i dentification information
given to the information image file and a file nane of the information
image file afdSBuyyReesABFRI fRgSERPEHedsebhRr 1HRIT 828D, PERES P21 of the

Ve SHAOERIR! AR DR SEEPRLE e B Rddre R e D oSt nae o
07 R, LG BaR Mt By ggat gfglon I o der Lo, deterpine
P ooeS 19 g R EELF B0hebd bUccesinals fotfophicebtuhge ame

304 at a predetermined area of the HDD 33 through the 0S 301

when the image data is supplied through the above-described

drag and drop operation.

Here, the commerce processing 304 may request the data
base 206 the above-described account settlement information
corresponding to the transaction identification information

in the image data in order to store the account settlement

information acquired from the database 206 by corresponding
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on the supply at that tinme. On the other hand, if the sane information
image file is not supplied to the i mage data processing 305 in the sane

terminal, it is billed as a new supply. [Billing Processing (2)] A second
billing nmethod is a nethod according to the first billing nmethod for
billing newWly when a supply is .  performed at a different date even if it

is a supply of the sanme information inage file in the sane termnal. As a
usage of the information image file, a usage may be consi dered whereby a
free content service can be received before an expiration date. If a sanme
information image file can be supplied in a sanme term nal repetitively

W t hout bilgin in tEis case, the expiration date of the free content

servi ce*Be& ﬁegmﬁﬁﬁn AgPess. Thus, even if a same information image file is

lied i termnal ,_billjng j f when th ly i
el Tormed onf 4T BTEF br R SHaIR0 Vbt HE- SR 1R Lo T as |13 Suppl i ed
to the i dat ' 05, the MPU 31 of th inal devi ds,
Lo 1 he SERUGFCHeoVCER2OISERRETORD EAGRLFf FRGE| SRORnFOFmal i on gi ven Lo the

infornab&ggekg?ggg%P:?ﬁgngQ tihkeypgamgsof the information inage file and

further®sugge to the server device 30. The MPU 21 of the server

devi ce sugge f i i S R 9. st nane of
ggephedefQre bi Ll %‘gdgf’é@a{r? o Adk iti/cggﬁjﬁl%:i? ?%]ridoclg?(lﬁlolnmal#

a termnal acce3sing at th time and rece ormati on

and i maggthi ke Nafesw bhet Be ehaat tofel OOTHd Wdlele tO-Slat £E Mg phet her or
not exactly sanme data has been registered on a sane date. As a result, if

it has begexkeugddofnt hecovadandat @itAoaki bhkBgutsipar Fepmed. uart he ot her

hand, if the sane data has not been registered on the sane date, billing is
per f or nédroexamppky of mhe bef exsetied bamge bhl éndbribatohi Bech[ Bkl | ing
Method (3)] In the first and the second billing nmethods, not a sane

t er m nakrbatiansadateusecomdgdbénusedfifer ofleimagendatan. Furtles, case, a
user authorization system (function) is provided inside or outside of the
server oeyi be 2@ccanddwhanomhsigedéysipbroavehy peedenakmidsedce 30 to the
server device 20 is requested, the user authorization systemasks a user to
aut hori 2atetvied.order to pernmt the access to the server device 30 when the

user authorization is properly performed. According to this, since a user
can be i dent /RERAEDE{ URAATBP HRERT i PR dl et #EreDr Mot HMa%Red?® or mati on

imge file was , supplied to the i .dat a_processi ng 305 for, eaqch user in
the pasP OREee 1R POtnerbE G e darIG P AGGE LPBI AR LA FAEOPRABRORC) hoan
informat.ion inmage file (icaqn e ackage ip,an. i.can_form as.descri bed
above of "HE BALE RcRSgUbiRrey Sha i Rdenark) talprer® RerTExe0]
(trademarly) cpantrobe QL bBE Lhke:q80:1 rTnaciana; apalAL a0d Lhe AgiLveX
control "are both programunits I'Ch can be executed by browser Software
such aspbekscape tkhagdeanr k) andeknter ReLUEXR! Qpgatt’ 8¢efREK) maglen, the
execution code is described by Java nedi um code for the Java applet, and by
t he CPUqaatki_ve code for the ActiveX control and can be started for
execution by browsers, respectively. Further, both Java applet and ActiveX
control ,, canebepgaaphirealhéytdispsayptien tbsphayHsTresasvet 208, browsers.
Wien the Java applet or the ActiveX control, for exanple, is used, an
appl et anky ther dditaplagi 2@ 6ars aageacketpoépar ededeseeadnetd aoritcon in which
related information i$ enbedded. Furthernore, when an (IM3 tag is used to
di spl ay thireuvigtorocomunieatiions eontiré appkcessiayg BO2ex &bet e thy rksillg
(EMBED) or (APPLET) tag. Also, enbedding related information for both of

t hem i s agdotdle woamunt ciag iexe congd oiln paogesgiag L£82m

When updating, the image data processing 304 may send
entire image data, and the HTTP server 203 or the database
206 may extract identification information from the obtained

image data.
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I ndustrial Applicability According to the present invention, identification
information inherent to a traded subject may be created and the created
identification informati on nay be added to predeterm ned i nage data
provi ded by a transaction information supply device in order to record a
correspondi ng rel ati onshi p between identification information and traded
subj ect in advance. Then, by referring to the corresponding 51
rel ati onship, the traded subject corresponding to the identification
information added to the image data can be identified and account
settlenment information and the |ike such as the nane, price and so on
specified separately for each traded subject. Therefore, users can identify
the traded Subjréetr.| anBergntyipgnstsiragirneinfageagaca tfelidnth
identification information is added. Thus, the account settlenment can be
per f or féd ot RN 150 R Mgt fHte e aeSeia e af dpdrroemeddmnsede easil y.
52 CLAINMS 1. An electronic comrerce system having_a transaction
i nf or m&Xh FPSRIREY deiidFlodediise Vg Thegeldahh &P 4R svRBEHSHubj ect at
| east over a network, an cco%%%bs ttl ement processin% devi ce far

6§§§ a

per f or ihd e dout S&19% 93§ 2b4%¢ #%CeAsi RaPardetalduitri ng t he
i mge~dat a, from.sai d transaction information supply device and requesting
account IEHT IR T &2 gti %q'gco t* et%q%c%}ﬁége/é:&"%& C’gevi ce,
conprising. . ddentification | ti i far .creatl

i denti ?JIH(%?AO% I f:jbdrér;fatelhoéqn I{I n vgoirgﬁraltlofo%n%g?eé%gr aded sluc%jté&n %r?é‘ c?rl addi ng

the cregledddey ifdLaldan inddy rzgaaoqst q;ptaaec%ﬁ,erﬂam%q in{ﬁgge data t hat

sai d transaction i nformation supply device supplies; and | eﬁtificat!on
i nfor mati onThaCeridieng JARaRS slsqbn’ 9%5@5@&3@ eour espeRdi pgreekatiapship

between identification informati on added by said identification information

addi ng AN AN Gl tHe Al BIbjedead o ielRfd Iy commerce system
according to claim1 wherein said identification information recording

means reeafdkp@Ettiimttset tf derana foyimd i eguesrters fordivtgidte sai d
identification information. 3. An el ectronic comrerce system according to
claim1l wheHeire,sahe¢ iidentiiffiication information adding pracescieates 53
205 creates new access identification information
corresponding to a user access condition and adds it to
image data. Further, the identification information adding
processing 205 checks whether the transaction identification
information is updated or not and, if the transaction
identification information is updated, adds new transaction
identification information to the image data.
Image data to which the new identification information
is added is supplied to the image data processing 304 of the
terminal device 30 through a predetermined port, and the
image data is updated therein.
On the other hand, the database 206 obtains information

indicating a user access condition through the 0S 201 and

the HTTP server 203, for example, creates a table showing a
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said identification information having information indicating an access
nmet hod to said account settlenent processing device. 4. An electronic
comer ce systemaccording to claim1 wherein said identification

i nformation addi ng neans creates said identification information having
identification information inherent to an access fromsaid termnal. 5. An
el ectronic commerce nethod in which a term nal having acquired i nage data
of a traded subject supplied froma transaction information supply device
over a network requests account settlenent processing to an account

settl ement processing device, conprising the steps of: creating
identification information inherent to said traded subject; adding said
creat edcodeaspbndangonelat bomabipnbéowperdiden i ekt havge data that sai d
transaction information supply device sends; and recording a correspondi ng
rel ati ohBhPpmdel areaddatdnadiedby denei fdeat L Hhcanifon nbn fermantosai d traded
subject. 6. An identification information adding device, conprising:

i denti f REAEN@nPrAFBFRBRE0ACAdANAgi HEarBat bPD § atinansaes¢on i nformation
supply device for supplying inmage data of a traded subject at | east over a

net wor k2SGRPFi €SNl BdeRel HPARES | hage, daRd, F@FREET nhti enthe i RPi 9% 54
i nfornmati on inhﬁgegt to a traded aubject and for, K adding said created
i af

i dent i f FEBEFBAS FABt FBR £BOBredeter HPRedSFRabtoatadt hat said

t ti i nf ti |y, devi lies;_ and identificati

| nf or mat | on FHEDT HRRg FRATESR (oG ect dTiig ™ Cork Epodi ThE GRS nshi p
betmeenlgdengi;igat!og infgrgatipg aggggeb saig i€entific$t{on infprnation
addi ng means 5hd §5|8 t?Sﬁea %ﬂgj Bp. : A Coﬁp_?% ?%%%a% e ?%cordlng
”Eth”128ng§C8E i Ad ?B hgewhh%hcg&éﬂgiEEEQETBB'?HféQHAPQOHVQQVa”‘for, when
a transaction rnformation supply device tor supplyrng | nagé data of a

traded gHBLECheRl ! €BEEQYCHaReNGhUOL KnEURR hséepaﬁgstsﬁm Defle | Tage dat a,

conprising: creating identification information inherent to said traded

subj ect £ addhBflesairdifheat @drhdenbibht €21 EQ0i bAf ORFBENQPLIER REGEST Y M ned
i mage data that said transaction information server device supplies; and

recordi aBpeai@entegpending Lekathatsbhpabeingeproaedsagdgedobdestvéitation
information and said traded subject. 8. A transaction Information supply
devi ce &er iadpphyicigni fageidahaidlyiag thadedrsabj eetviae beasavinga term nal
connected over a network, conprising: identification information adding
means foreetedt bmggident ifleoatfonatnbor imfpomakhber ¢éntedbisai detvaded
subj ect 55
ID) and a client ID for identifying the terminal device 30
used by a user or the user.

Further, by referring to the update log, a path for
obtaining image data, for example, can be identified
accurately since information for identifying a user or the
terminal device 30 corresponding to identification
information added to the image data can be obtained.
Therefore, by comparing information sent to the account
settlement server 403 from a user and information relating
to the user obtained from the updating log, the accuracy and

the reliability of information form the user can be

evaluated, which enhances the safety of the transaction more
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and for adding the created identification information to predeterm ned

i mage data that said transaction information supply device supplies; and
identification information recording means for recording a correspondi ng
rel ati onship between identification information added by said
identification information adding neans and said traded subject. 9. A
conput er readabl e recording nmediumfor recording a transaction infornmation
supply program for, when supplying i nage data of a predeterm ned traded
subject to a term nal connected over a network, conprising: creating
identification information inherent to a traded subject; adding said
created identification information to predeterm ned i mage data; and

recor di ®@Sal¥orresponding rel ati onshi p bet ween sai d added identification
information and said traded subject. | 10. An account settl|enent

i nf or mat i on SUPPISFRAAA ¢ &P RRFAN G e HIERIT Fdtadesidma ibssechen on
recordi hg neans, for recording account sett|enent information correspondi ng
to inhe?gﬁ?s?ﬂEh??ffg%TFbﬁl?ék%ﬁ?m&?EﬁF%%?+%%pﬁﬁ§ﬁ%gt%.?W%uk%?%%bject; and
account  settlenment _infornati on supply. neans for acqujrjng, and s | yi ng
account S26¢ 1} EnBRT PHFG? raY i GREBES SEbTT BbpBlf i 1o THo 1RFR 49 Gt i on

infornaé% rgggégﬂgtfggoyﬁé ggéé&g@EQéF%géﬁg€€$ion recordi ng neans when

n_f
sai d iden?i?Ycatlon FATof mat T on TS Specl A conput er readabl e

di . . t s i nf ; |
recording %e%éﬁggﬁﬁﬁn{%s%wq? ﬁsﬁééﬁf&’t’&d' U ’Eactdogfhts“pp y

program for ment ormation ‘cofresponding to

identificeti ORehff OFHBEL ST n@@seg;&?ag @r%ﬁ@gégiéﬂa‘bi@&tiﬁfgat n said

identification information is specified, for acquiring and supplying

account ; §ebEmSEESL &N OREBLEOR §81E€6PANThAGetQathe ddentsfication
information. 12. An account settlenent device, conprising: account

sett| enedént Df ot 8BL 6QNi AEGHME L DEn lEaNS £0E, aBbes deentihégat] pant nfornation
i nherent to a traded subject is specified and account settlenent is

i nstructbdtoatigeli &taguaccodtt leméht esehtvet nd 0B paidhdOntkorsespemeli ng to said
specified identification informati on froman account settlenent information
supply sevttemént seppeyi Q3 apenfintmsedttenent senfbemant opreoesespondi ng to
identification information; and account settlenment processing neans for

pr ocesshagedcenurneset idenehf ipatban ohnferdahiored R ed@n®ni nf or mat i on
acquired by said account settlenent information acquiring neans. 13. A
conput er r eaddhR ¥kt di HRENE YA FERURM e cHR T RS akt A aEed enent

rocessjn rogram for, when 57 ,
P bygtge gre—pagd method, as shown in Fig. 6, a user may

instruct by manipulating a pointing device 39 in order to
overlap an image 601 including identification information
corresponding to pre-paid information (pre-paid
identification information) displayed on a display screen of
the display device 37 on an image 602 of the account
settlement target.

When such a instruction is supplied, the account
settlement processing 306 sends transaction identification
information, pre-paid identification information and so on
to the account settlement server 403. The account

settlement server 403 performed the account settlement
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identification information inherent to a traded subject is specified and
account settlenent is instructed, acquiring account settlenment information
corresponding to said specified identification information froman account
settlenment information supply device for supplying account settlenent
information corresponding to said identification information; and
processi ng account settlenent based on the acquired account settl enent
information. 14. An electronic commerce termnal) conprising: imge data
acquiring neans for acquiring inmage data to which identification
information inherent to a traded subject is added froma transaction
informati on supply device for supplying image data of a traded subject at
| east ; H&Qﬂﬁ%ﬁ%ﬂ%|Q%$ePnP6rﬁﬁ@ﬁ@n1@?9FaéﬂFéﬁlﬁﬁah§fpémaékpﬂact|ng sai d
i dentificatign ipformtion frominmage data 1 acquired by said i mnage data
acqui ring negHEt QHBOQECOﬁﬁta%%???%n%%Ft}%ﬁ%%%t%%ﬁoﬁ%%h%OWor requesti ng
account settlenent to_an nt Sﬁtt eng groce53|n8 device for

dg P

pr ocessiRg FEEESRH Gl & Hgﬁe gPhg* fA"PAERLPRI cation i nformation

i.d f f . .
g

Pr 09" A LG AU 0918 32 L0 cTnent el Ldenbif L2y hag for mat  on

i nher enf 0 & t Fa subject 1sa StFansactiofi~i nfor Ratrbn suppl y

devi ce f.o SURRYIASS g&g%quﬁagoho@ LLREed SURLECHRR! to the

account settlement processing 306 in order to instruct the
account settlement. Thus, the user can instruct the account
settlement to the account settlement server 403 of a
predetermined URL by referencing image data only and the
user can perform the commerce easily.

Also, as account settlement information corresponding
to the above-described transaction identification
information, when an access method to a network to which the
account settlement server 403 (connection by private line,
VPN, and so on, for example) is connected is indicated, the
commerce processing 304 or the account settlement processing
306 may be configured to connect to the account settlement
server 403 automatically by the corresponding access method
through a communication control processing 302 in order to
perform the account settlement. Thus, the user can perform
commerce without caring accesses to the account settlement
server 403 especially, which can improve the convenience.

In the above-described Fig. 2, while an example is

shown where the commerce processing 304 is implemented as
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| east; extracting said identification information frominmage data acquired,
and requesting account settlenent to an account settlenment processing

devi ce for processing account settlenent depending on said extracted
identification information. 59 /=2 .A".A,.A( 22As RAN.A( .As; .A9N
A'NAN,.A,.Au .A.Au .AuAN.A AA ,.A

processing independent from the Web browser 303, it can be
implemented as an extension program of the Web browser 303
(so-called plug-in) because it is enough if it has a
function to send transaction identification information and
S0 on added to image data based on instructions from the
user.

Furthermore, the present invention is not limited to
the above-described embodiment, and the construction and the
implementation method can be changed properly within the
scope of the technological spirit of the present invention.

For example, in the above-described Fig. 1, while the
server device 20 and the account settlement device 40 are
shown as single devices, respectively, a program for
executing their processing can function as both server
device and terminal device.

Further, in the description above, an example shows
that the account settlement information is managed by the
database 206 by corresponding to the transaction
identification information in advance and the transaction
identification information is added to image data. However,
the transaction identification information as well as the
account settlement information may be added tec the image
data.

The above-described embodiment will be described in

detail below.
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[Structure of Image File]

Fig. 7 is one example of a data structure of image file
handled in the above-described embodiment. The image file
shown in Fig. 7 includes a start portion 51 indicating the
beginning of a data stream, an image data portion 52 for
describing displayed data of an image, a comment portion 53
for describing information which is not influence on a view

\ of an image, and an end portion 54 indicating an end of the
data stream. For example, a JPEG file and GIF file adopt
such a data structure. Identification information which is
added to the above-described image data and/or pointer
information such as a URL can be described in the comment
portion 53 as information which does not influence on a view
of the image. Further, even if it is in another image
format, it can be described in a corresponding area if it is
in a format having an area for information which does not
influence on the view of the image. Further more, in the
data stream of the image file, identification information
inherent to the image file, pointers for one or a plurality
of pieces of information, an index for a menu item
corresponding to the image file, and/or an entity of a
program can be written in an area which is ignored when the
image is displayed. Also, as described above, they can be
added to image data by using a digital watermark technology.

In the description below, identification information
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added to image data, pointer information and the like are
referred to "image related information". Further, an image
file in which the image related information is added to
image data is referred to "information image file".

(Structure of Image Related Information]

Fig. 8 is a structure diagram of image related
information. The image related information shown in Fig.
8 (a) includes information of an image name, a password, an
expiration date, a thumbnail image, category, and keyword.

The "image name”" is a name of an image which is
thumbnail-displayed on the window 502 of the image data
processing 305. The "password" is a password which requires
a user to input when an information image file is supplied
to the image data processing 305. Only users who know the
password can register the information image file in the
image data processing 305. The "expiration date” is an
expiration date of the information image file supplied to
the image data processing 305, and the information image
file is removed from a recorded area of the HDD 33 after the
expiration of.the period. The "thumbnail image" is data of
an image file which is replaced by an image displayed on a
browser and thumb-nail displayed on a window of the image
data processing 305 when the information image file
displayed on the browser is supplied to the window of the

image data processing 305. The "category" is data for
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The "pointer information" indicates a location of a
file on a local computer or over a network. For example,
the pointer information includes a file name, a path name
indicating a location of resources on the local computer,
Universal Naming Convention(UNC) indicating a location of
resources in a network environment, Uniform Resource Locator
(URL) indicating a location of resources on Internet or
Intranet, or Uniform Resource Identifiers (URIs). The
"command name" is a view name used when displaying a content
of a pointer on a menu. For example, it is "Access To
Homepage". Here, the "menu" is a menu which is displayed
and can be selected therefrom on a display unit 37 when a
right button of the mouse 39 is clicked. The "action table"

indicates operations of the image data processing 305. A
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content of a specified operation includes whether or not a
file indicated by pointer information added to the
information image file is stored in the HDD (storage unit)
33 of the terminal device 30 when the information image file
is supplied to the image data processing 305, whether or not
the file is automatically executed, and a method for
executing the file (telop display, video replay, voice

) replay, and so on). The "assigning mouse operation” sets a
mouse operation for accessing pointer information. Types of
setting includes double click, Shift+double click, Ctrl+
double click, Alt + double click, and so on. The "platform”
specifies an environment (platform) matching with a file
indicated by pointer information. For example, when the OS
301 is Windows (Trademark), the image data processing 305
selects a pointer for information corresponding to windows
and displays it on the above-described menu.

[Access to Pointer Information]

A method for accessing a pointer recorded in an
information image file in the terminal device 30 will be
described.

(1) Method through Menu Selection

Fig. 9 is an explanatory diagram of a method for
accessing a pointer through menu selection. A user operates
the mouse 39 (pointing device) and places the pointer 403 on

an image 405 supplied on the window 502 of the image data
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processing. Next, the user clicks a right button of the
mouse 39. When an MPU 31 (information processing unit)
detects the click, it reads out image related information
(Fig.8 (b)) included in an information image file
corresponding to the image 405 from a recording unit 33 in
order to create menu display data. That is, a "“command
name" is extracted as a menu item and a menu 55 is displayed
on a display unit 37. Next, the user operates the mouse 39
in order to move the pointer 403 and places it on a menu
item to be selected. Then, a left button of the mouse 39 is
clicked in order to select and determine one menu item.

When the MPU 31 detects the click, it refers to image
related information (Fig. 8(b)) and inputs pointer
information corresponding to the selected command in the
browser 303 in order to access to the pointer. When the MPU
31 receives a file sent from a server based on accessed
location, it executes the received file in accordance with
an action table corresponding to the command selected at
that time. For example, video is replayed by a real player
(trademark). .

Here, menu items displayed when clicking an image
displayed on the window 502 of the image data processing are
determined depending on contents of image related
information embedded in the information image file. Further,

the information image file including image related
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cf the keyboard 38 are manipulated under a condition that

, the window 502 of the image data processing is selected, an

access to a predetermined information pointer can be done
corresponding to the manipulation. When the mouse 39 is
operated and the keyboard 38 is operated, the MPU 31 refers
to the image related information and refers to the
"Assigning Mouse Operation” (Fig. 8(b)) in order to
determine whether or not a corresponding operation is
defined. When the corresponding operation has been defined,
pointer information corresponding to the operation is read
out and the pointer is input to the browser 303 in order to
access to the corresponding pointer. When the MPU 31
receives a file returned from a server based on an accessed
location, the ¥eceived file is executed in accordance with
an action table corresponding to a command name selected at
the time. Here, a same mouse operation may be assigned to a
plurality of actions.

[Specific Example of Access to Information Pointer]

Next, a specific example of an operation when accessing
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to a pointer for information will be described. Here, an
example of "telop display" indicated in the action table in
Fig. 8(b) will be described. Fig. 10 is an explanatory
diagram of a telop display operation. When a "telop
display" is defined in the action table, a pointer in which
a text file of a telop is defined for corresponding pointer
information, and simultaneous download and storage of
, information image file into a local disk of the text file
and action (control code) of the telop display are defined
for the action table. Further, in order to assign a mouse
operation, a single click of the left button is defined (the
above-described definition is performed by an information
image supplier at the server in general).
When an information image file having the image related
information is supplied from the browser 303 to the image
data processing 305 in the terminal device 30, the MPU 31
" refers to the image related information and starts an access
to a pointer defined for "save". Then, a text file of the
telop is downloaded from a server corresponding to the
pointer and save it in the local HDD 33.
After that, when the user operate the mouse 39 in order
to click and select an image displayed on the window 502 of
the image data processing, the MPU 31 refers to image

related information corresponding to the selected image, and

when it determines that the control code defined in the
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for telop display is displayed within an area (it may be
outside of the area) of the image data processing shown in
Fig. 10 so that text of the telop read out from the HDD 33
is scroll-displayed in the window. As shown in Fig. 10,
when a plurality of images 405 and 405 are supplied, telops
each of which is different depending on an image selected by
the mouse 39 can be displayed.

[Supply of Information Image File to Image Data

Processing]

In the above-described embodiment, it has been
described that the information image file can be supplied to
the image data processing by performing a drag and drop
action from the window 501 of the browser to the window 502
of the image data processing. Here, another supply method
will be described.

(1) Drag and Drop from Menu

Fig. 11 is an explanatory diagram of a drag and drop
operation from a menu. As described above, a menu 55 (first
managing area)-is displayed by a right button click of the
mouse 39 in order to select a menu item for information
image addition through the mouse 39. For the menu for
information image addition, as defined in the last row in
Fig. 8(b), a control code in the action table is defined to

a control code specifically for image addition in advance.
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and dropped, for example, the MPU 31 does not access to a
server on a network but refers to image related information
of an information image file which is a current subject,
reads out another information image file registered in
advance therein, and supplies it to the image data
processing 305 (second managing area).

In this case, there is an effect that it is not

) necessary to connect to a server on a network each time for

supplying a new information image file.
(2) Drag-and-Drop from Mail Software

An information image file may be supplied to the image
data processing 305 by dragging and dropping an information
image file attached to mail software to the window 502 of
the image data processing. A viewing window for a mail body
or a check window for an attached file will be a first
managing area. In this case, since the information image
file is transported by placing it on an e-mail in order to
be available for a receiver, information can be spread
widely and effectively.
(3) Drag—and—brop from Arbitrary Folder

An information image file copied in a predetermined
folder once from a browser or mail software may be supplied
by dragging and dropping it from a corresponding folder
(first managing area) to the window 502 (second managing

area) of the image data processing. The MPU 31 detects the
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drag-and-drop operation from an arbitrary folder to the
window 502 of the image data processing and supplies an
information image file to the image data processing 305 in
the same manner as the above-described drag-and-drop
processing from the browser.
(4) Non-Drag—and-Drop Supply method
An information image file can be supplied to the image
) data processing 305 even by replacing the above-~described
drag-and-drop operation by other operation. For example,
the MPU 31 may detect that an information image file managed
outside of the image data processing 305 is clicked in order
to supply the information image file to the image data
processing 305. Further, when the information image file
managed outside of the image data processing 305 is copied
on a clip board and then it is pasted from the clip board
onto the window 502 of the image data processing, the MPU 31
may detect the operation and supply the information image
file to the image data processing.
(5) Supply from Recording Medium Such as CDROM
Further, the information image file may be supplied
from a computer readable recording medium such as CDROM. 1In
this case, an information image file displayed on a folder
(first managing area) of the CDROM may be supplied to the

image data processing 305 (second managing area) through the

above-described drag-and-drop operation, a click operation,
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and a copy—and—péste operation or the like, for example, or
an installer may be activated automatically at the start of
the CDROM and the installer may supply an information image
file recorded on CDROM or the like, to the image data
processing 305. Further, when the installer supplies an
information image file, the installer may detect an
information image file which has already been supplied to
the image data processing 305 in order to select an un-
supplied information image file only and then supply it to
the image data processing 305.

According to this, an information image file can be
distributed as a supplement of a magazine, and it can be
distributed to general users in order to cause them to use
it.

[Structures of First Managing Area and Second

Managing Area]

While, as shown in Fig. 4, a first managing area and a
second managing area may be provided by independent windows
(process, program), respectively, another embodiment can be
implemented. éeveral embodiments will be described below.

Fig. 12 is an embodiment where a window 501 of a Web
browser and a window 502 of image data processing are
provided by a single program in order to ask to select a
display selection tab at the upper portion of the window

through an operation of an input unit 35 and selectively
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display a window of a selected one. First of all, an

502 of the image data Processing in the background. as a
method for accessing to the.information image file 404, the
above-described various methods can be adopted. Next, a
display selection tab is operated through the input unit 35
in order to display the window 502 of the image data
Processing. Thus, the information image file having been
registered in the image data processing can be accessed.
Further, Fig. 13 includes a display window in a frame
Structure, where one frame is brovided as the window 501 of
the Web browser and the other frame is provided as the
window 502 of the image data processing simultaneously. In
this case, while an access operation is easjier that drags
and drops the information image file 404 from the frame 401
of the Web browser to the frame of the image data pProcessing,
the information image file can be supplied to the image data
processing through the above-described other access methods.
Further, in Fig. 14, when an access is made to the
information image file 404 displayed on the window 501 of
the Web browser, a Processing unit 31 activates a plug-in
implemented in advance in the Web Browser. As an access

method to the information image file, the above-described

various methods can be adopted. The activated pPlug-in adds
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management of a new information image file to a local HTML
file stored in the storage unit 33 as a second managing area
in advance. Then, the local HTML file to which the new
information image has been added is expanded on the Web
browser as the second managiﬁg area 402. When the local
HTML file is expanded on the Web browser, it may be expanded
on an existing Web browser or may be expanded separately by
starting a new Web browser.

[Encryption of Image Related Information]

Next, encryption processing on image related
information added to image data will be described.

[Encryption Processing in Server Device]

Identification information adding processing 205 of the
server device 20 includes a function for encrypting image
related information to be added to image data for addition.
An encryption algorithm performs update after a
predetermined period of time. By encrypting image related
information, it can be prevented from that a third party
adds, deletes, and modifies image related information
illegally in o?der to use an image file.

[Decryption processing in Terminal Device]

In the terminal device 30, when referring to the image
related information added to image data, the MPU 31 decrypts
the image related information. The decryption algorithm is

stored in the HDD 33 in advance corresponding to the
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encryption algorithm, in the server device 20. However,
since the encryption algorithm of the server device 20 is
updated after a certain period of time, when the encryption
algorithm of the server device 20 is updated, it is
necessary to update the decryption algorithm of the terminal
device 30 so as to be matched with the updated encryption
algorithm.

[Updating Decryption Algorithm]

The server device 20 manages versions of the decryption
algorithm stored in the terminal device 30 in database for
each ID (IP address, for example) of the corresponding
terminal device. When the encryption algorithm of the image
related information is updated in the server device 20, Ids
of all terminal devices are flagged, and a decryption
algorithm corresponding to a new encryption algorithm is
sent for update to the flagged one corresponding to the IDs
of the corresponding terminal devices among terminal devices
accessing to the server device 20 after that. Then, the
flags corresponding to the Ids of the terminal devices
having been up&ated are cleared. The decryption algorithm
is stored in the HDD 23 of the server device.

The image data processing 305 includes a function for
attempting decryption of image related information included
in a corresponding information image file when the

information image file is supplied and for checking whether
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or not a data structure of the decrypted image related
information is normal. Then, if the decrypted data
structure is not normal, it is inhibited to supply the
corresponding information image file. It can prevent from
supplying an illegally modified information image file.
Further, an illegal information image file may be determined
based on identification information added to the image data.
\ (Billing Processing]

Next, a billing method will be described where an
information image file is supplied from a browser to the
image data processing 305. When an information image file
is supplied from a browser to the image data processing 305,
the image data processing 305 accesses to the server device
20 and requests billing processing in order to perform
billing.

An access log {(creation log) described in the
embodiment of the present invention is created under the
condition that an information image file has been supplied
from a browser to the image data processing 305 in the
terminal deviée 30. That is, when the information image
file is supplied to the image data processing 305, the MPU
31 extracts identification information embedded in the
information image file from the supplied information image
file, and sends the identification information and a file

name of the information image file to the server device 20.
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The server device 20 associates the received identification
information and image file name, an IP address and a host

name of an accessing terminal, and access date and time in

order to create the above-described creation log (Fig.

Thus, the fact that the information image file is supplied

to the image data processing in the terminal device 30 is

recorded in the access log of the server device 20.

(Billing Processing (1)]

A first billing method is a method whereby billing is
performed on only a first supply of a same information image
file by a same terminal (or it may be image data processing
305 having a same user or a same ID) while billing is not
performed on second and later supplies. When an information
image file is supplied to the image data processing 305,
MPU 31 of the terminal device sends to the server device 20
inherent identification information given to the information
image file and a file name of the information image file and
suggests billing to the server device 30. The MPU 21 of the
server suggested for billing compares the IP address and the
host name of the accessing terminal at that time, and the
received identification information and image file name with

the creation log in order to determine whether or not a same

information image file was supplied to the image data

processing 305 in a same terminal in the past. As a result,

if the same image file is supplied, billing is not performed
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on the supply at that time. On the other hand, if the same
information image file is not supplied to the image data
processing 305 in the same terminal, it is billed as a new
supply.

[Billing Processing (2)]

A second billing method is a method according to the
first billing method for billing newly when a supply is
performed at a different date even if it is a supply of the
same information image file in the same terminal. As a
usage of the information image file, a usage may be
considered whereby a free content service can be received
before an expiration date. If a same information image file
can be supplied in a same terminal repetitively without
billing in this case, the expiration date of the free
content service becomes meaningless. Thus, even if a same
information image file is supplied in a same terminal,
billing is performed when the supply is performed on a
different date.

When the information image file is supplied to the
image data proéessing 305, the MPU 31 of the terminal device
sends, to the server device 20, inherent identification
information given to the information image file and a file
name of the information image file and further suggests
billing to the server device 30. The MPU 21 of the server

device suggested for billing compares an IP address and a
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host name of a terminal accessing at that time and received
identification information and image file name with the
creation log in order to determine whether or not exactly
same data has been registered on a same date. As a result,
if it has registered on the same date, no billing is
performed. On the other hand, if the same data has not been
registered on the same date, billing is performed on supply
! of the information image file at that time.

[Billing Method (3)]

In the first and the second billing methods, not a same
terminal but a same user may be used for determination. 1In
this case, a user authorization system (function) is
provided inside or outside of the server device 20, and when
the access from the terminal device 30 to the server device
20 is requested, the user authorization system asks a user
to authorize it in order to permit the access to the server
device 30 when the user authorization is properly performed.
According to this, since a user can be identified, it can be
determined whether or not a same information image file was
supplied to the image data processing 305 for each user in
the past.

Here, a form for embedding image related information in
an information image file (icon) may be a package in an icon
form as described above or may be a package using Java

(trademark) applet, ActiveX (trademark) control, or the like.
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The Java applet and the ActiveX control are both program
units which can be executed by browser software such as
Netscape (trademark) and Internet Explore (trademark). Then,
the execution code is described by Java medium code for the
Java applet, and by the CPU native code for the ActiveX
control and can be started for execution by browsers,
respectively. Further, both Java applet and ActiveX control
‘ can be graphically displayed on display screens of the
browsers. When the Java applet or the ActiveX control, for
example, is used, an applet only for displaying an image is
prepared instead of an icon in which related information is
embedded. Furthermore, when an (IMG) tag is used to display
the icon on the browser, the applet may be executed by using
(EMBED) or (APPLET) tag. Also, embedding related
information for both of them is enough when it is executed

in a program form.

Industrial Applicability

According to the present invention, identification
information inherent to a traded subject may be created and
the created identification information may be added to
predetermined image data provided by a transaction
information supply device in order to record a corresponding
relationship between identification information and traded

subject in advance. Then, by referring to the corresponding
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relationship, the traded subject corresponding to the
identification information added to the image data can be
identified and account settlement information and the like
such as the name, price and so on specified separately for
each traded subject.

Therefore, users can identify the traded subject later
only by storing the image data to which identification
information is added. Thus, the account settlement can be
performed more easily, and therefore the users can perform

commerce easily.
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CLAIMS

1. An electronic commerce system having a transaction
information supply device for supplying image data of an
traded subject at least over a network, an account
settlement processing device for performing account
settlement processing, and a terminal for acquiring the

) image data from said transaction information supply device
and requesting account settlement to said account settlement
processing device, comprising:

identification information adding means for creating
identification information inherent to said traded subject
and for adding the created identification information to
predetermined image data that said transaction information
supply device supplies; and

identification information recording means for
recording a corresponding relationship between
identification information added by said identification
information adding means and said traded subject.

2. An electfonic commerce system according to claim 1
wherein said identification information recording means
records account settlement information corresponding to said
identification information.

3. An electronic commerce system according to claim 1

wherein said identification information adding means creates
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said identification information having information
indicating an access method to said account settlement
processing device.

4. An electronic commerce system according to claim 1
wherein said identification information adding means creates
said identification information having identification
information inherent to an access from said terminal.

\ 5. An electronic commerce method in which a terminal
having acquired image data of a traded subject supplied from
a transaction information supply device over a network
requests account settlement processing to an account
settlement processing device, comprising the steps of:

creating identification information inherent to said
traded subject;

adding said created identification information to
predetermined image data that said transaction information
supply device sends; and

recording a corresponding relationship between said
added identification information and said traded subject.

6. An identification information adding device,
comprising:

identification information adding means for, when a
transaction information supply device for supplying image
data of a traded subject at least over a network supplies

predetermined image data, creating identification
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information inherent to a traded subject and for adding said
created identification information to predetermined image
data that said transaction information supply device
supplies; and
identification information recording means for

recording a corresponding relationship between
identification information added by said identification

\ information adding means and said traded subject.

7. A computer readable recording medium for recording an
identification information adding program for, when a
transaction information supply device for supplying image
data of a traded subject at least over a network supplies
predetermined image data, comprising:

creating identification information inherent to said
traded subject;

adding said created identification information to
predetermined image data that said transaction information
server device supplies; and

recording a corresponding relationship between said
added identifiéation information and said traded subject.

8. A transaction information supply device for supplying
image data of an traded subject at least to a terminal
connected over a network, comprising:

identification information adding means for creating

identification information inherent to said traded subject
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and for adding the created identification information to
predetermined image data that said transaction information
supply device supplies; and

identification information recording means for
recording a corresponding relationship between
identification information added by said identification
information adding means and said traded subject.

9. A computer readable recording medium for recording a
transaction information supply program for, when supplying
image data of a predetermined traded subject to a terminal
connected over a network, comprising:

creating identification information inherent to a
traded subject;

adding said created identification information to
predetermined image data; and

recording a corresponding relationship between said
added identification information and said traded subject.

10. An account settlement information supply device,
comprising:

account séttlement information recording means for
recording account settlement information corresponding to
inherent identification information corresponding a traded
subject; and

account settlement information supply means for

acquiring and supplying account settlement information
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identification information is specified.

11. A computer readable recording medium for recording an
account settlement information supply program for recording
account settlement information corresponding to
identification information inherent to a traded subject, and,

) when said identification information is specified, for
acquiring and supplying account settlement information
corresponding to the identification information.

12. An account settlement device, comprising:

account settlement information acquiring means for,
when identification information inherent to a traded subject
is specified and account settlement is instructed, acquiring
account settlement information corresponding to said
specified identification information from an account
settlement information supply device for supplying account
settlement information corresponding to identification
information; and

account settlement processing means for processing
account settlement based on account settlement information
acquired by said account settlement information acquiring
means.

13. A computer readable recording medium for recording an

account settlement processing program for, when
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identification information inherent to a traded subject is
specified and account settlement is instructed, acquiring
account settlement information corresponding to said
specified identification information from an account
settlement information supply device for supplying account
settlement information corresponding to said identification
information; and

processing account settlement based on the acquired
account settlement information.

14. An electronic commerce terminal, comprising:

image data acquiring means for acquiring image data to
which identification information inherent to a traded
subject is added from a transaction information supply
device for supplying image data of a traded subject at
least;

identification information extraction means for
extracting said identification information from image data
acquired by said image data acquiring means; and

account settlement requesting means for requesting
account settiement to an account settlement processing
device for processing account settlement depending on said
identification information extracted by said identification
information extracting means.

15. A computer readable recording medium for recording an

electronic commerce program for: acquiring image data to
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which identification information inherent to a traded
subject is added from a transaction information supply
device for supplying image data of a traded subject at
least;

extracting said identification information from image
data acquired; and

requesting account settlement to an account settlement
processing device for processing account settlement

depending on said extracted identification information.
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