- brrererrerererrrrrrrrrrrererrrrererrr it 1 *166166*  Survei l I ance

Systemvia the Internet Field of Invention The present Tnvention—tetates to
a surveillance systemvia the 5 Internet nore particul ar ne that allows
the user flexibility to nonitor a predeterm ned area thrlmwﬂw mﬂ ter
l'inked at”any point to the Internet.” Background & The

Presently, in order for a user to noni t or to on-goings in for*lsslecxarrpl e a
house, office or so on, a conputer linked to'the Internet with fixed
Internet protocol (I P)SafRbkkanes WyEtem Visedhe] Infecaredi ng to this system
a user will be able to conmmunicate between two conputers via the Internet.
However , -the user has to use a dedicated conputer installed wth a speci al
progra gorder to do so. 20 Therefore the user does not have the freedom
to use ﬁy CoRputer - In any part of the world which is linked to the

I nter net 1 oerengglrtror the situation of a predeterm ned ar es%stlgunr ther pore,

5 Internet more particularly one that &allows the user flexibility

to monitor & predetermined area through a computer linked at any

point to the Internet.

Background Of The Invention.

10 Presently, in order for a user to monitor to on goings in for

example a house, office or so on, a computer linked to the

Internet with fixed Internet protocol (IP) address methed 1is

used.

15 According to this system a user will be able to communicate

between two computers via the Internet. However,-the user has to

use a dedicated computer installed with a special program in

order to do so.

20 Therefore the user cdoes not have the freedom to use any computer

in any part of the world which 1is linked to the Internet to

monitor the situation of a predetermined area. Further more,

monthly fee is also charged to the subscribers in addition to
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monthly fee is also charged to the subscribers in addition to *000002* the
nenthlly rental for the fix IP address fromthe local ISP (Internet Service
Provi der). Moreover the above nmethods or any ot her conmunication via the 5
internet does not allow the user to have access to the IP address of the
renot e .conputer -whi-ch the--user-woul d--Lj ke t.0 .comuni cate wi th. Normal l.y,
conventional DHCP (dynam c host configuration 10 protocol) processes are

capabl e of assigning a tenporary |P_ address. The said |IP address.is known
as. Dynamitc e dtkit 03BN T | Che S48I gecr iy TTe FECRI TSP (PRt er et
Service Provider). Each time the user login to the internet, the IP

addr ess( Initlelrnsé SaEvViereRFOVEBATt he previ ous address. It changes
accordingly to 15 the conputer network address assigned to it. The user
will logon into the network via the PSTN (Public Switch Tel ecom Networ k)
by calling a predeterm ned nunber e.g. 1515 (TM\ET) . Wien a PC accesses
t he | ntMerrretrefrortitchesbbve stmettingds Atr 28ndoeshrat draveIndfd ity neta addrcess
and seeks one by broadcasting a signal to the ISP. A tenporary | P address
t hes Wwiilhkekaetassbgneddry théoloc@ie | 8BefregtoJdrdvuey eccENNET;o AGlhe etl®) to

address of the remote computer which the user would 1like to

communicate with.

Normally, conventional DHCP (dynamic host configuration
10 protocol) processes are capéble of assigning a tempofary Ip
address. The said IP address 1is known as Dynamic IP address and
will be assigned by the local ISP (Internet Service Provider).
Each time the user login to the internet, the IP address Wiii be
different from the previous address. It changes accordingly to

15 the computer network address assigned to it.

The user will logon into the network via the PSTN (Public Switch
Telecom Network) by calling a predetermined number e.g. 1515
(TMNET) . When a PC accesses the Internet for thé‘first time, .1t
20 does not have an Internet address and seeks one by broadcasting
a signal to the ISP. A tempofary IP address then wili be
assigned by the local ISP (eg. Jaring or TMNET, AOL, etc) to
register the computer  on the Internet upon successful

connection. However it is reiterated that the assigned 1IP




regi ster the conmputer on the Internet upon successful connection. However
i't is-reiterated that the assigned IP - 3 address is only, tenporary as
each time the. user login and |ogout, the IP address assigned to it wll
be changed The object of the present invention is to provide nmeans to 5
.detect IP. address .of a remte - PC. It _.is more specifically directed to.

| ocating accurately a conputer that is?connected to the Internet through
di al -up access via a tel ecommunications network system (e.g.PSTN) with a
t enpor aryirkBsaddsessnly . esenyFaryi capP eafdr e§d™e t RAg &S TonthAYed @Y t he
| SP) which 10 changes each tinme the user logon to the Internet. This

i nvent ilegoual, | awe theadserstoasompmed cat iion Wiiltlh bg c&¥BGe€dcenmput er (s).
which 1is already logged on to the Internet. It is also an object of the
invention to provide neans to 15 nonitor the on goings of a pre:determ ned
area via a conputer connected to the Internet. Summary O The Invention A
sur vei ljhancep syst em dephey egroyett a ipwkhictohel ecomunprarions me2tinetowor k
conprising at | east one surveillance device and a surveillance conmputer.

Thessurygklhange compuies povihdegembtd pC. It is more specifically
directed to locating accurately a computer that 1s connected to
the Internet through dial-up access via a telecommunications

network system (e.g.PSTN) with & temporary IP address (i.e.

Dynamic IP address - that is controlled by the 1ISP) which

10 changes each time the user logon to the Internet. This invention

ailows the user to communication with a remote computer(s) which

is already logged on to the Internet.

It is also an object of the invention to provide means to

15 monitor the on goings of a pre determined area via a computer

connected to the Internet.

Summary Of The Invention

A surveillance system deployed over a public telecommunications
20 network comprising at- least one surveillance device and a

surveillance computer. The surveillance computer provided with

an interface for linking to said at least one surveillance

device; an interface enabling said computer to access a public

telecommunications . network; and an application executable on



an interface for linking to said at | east one surveillance device; an
irnterf ace enabling said conputer to access a public tel ecomunications
network; and an application executable on 4 said conmputer which, upon
successful logon to the Internet, is able to gather the dynamcally
assigned | P address.and -transm.t. sai.d | P address together with a code

i dentifying any one of said surveillahce conputer and surveillance device
to a host. 5 Arenote server connected to the Internet configured to host
sai d | Raaddrasw et i dehelhf yAgncodeCeFRELSULRSION diftet 3y sTBRF INEt helrs
conprising at |east one user renpte-nonitoring conputer provided with
neans tablacoessysdidr renot dysanveslly aasawinmbl[PCaQiQreéS e @orMUiTt ayatiiion
network, wherein said renote server provides said |IP address to said

r enot e-smﬂi tT@r iang recrp uticefe thean wiwhc ki ngdesdidgnicdéntnfyerny oogeoft ssid
facilitating direct access to said surveillance conmputer by

sai d. r gRie-NoAnKter tBgpeeApULRY. sibvdr 1 efndestyiiptd oo @f hdse .| nventi on.
Figure 1 illustrates the prior art nethod of Dynamic |IP address by the
DHCP server. Figure 2 shows the prior art nethod of connection between a

A remote server connected to the Internet configured to host.
said IP address and identifying code. The surveillance system
further comprising at least one user remote-monitoring computer
provided with means to access sald remote server via said public
10 telecommunication network, wherein said remote server provides
said IP address to said remote-monitoring computer upon matching
said identifying code, thus facilitating direct access to said

surveillance computer by said remote-monitoring computer.

15 Brief Description of the Invention.

Figure 1 illustrates the prior art method of Dynamic IP address

by the DHCP server.

Figure 2 shows the prior art method of connection between a

surveillance computer and home computer over the Internet using
20 the fixed IP address.

Figure 3 shows the surveillance system of the present in&ention.

Figure 4 shows a list of dynamically assigned iP address and

hosted at present invention’s IP Switching (IPS) server.



surveillance conputer and honme conmputer over the Internet using 20 the

fi xed- | P address. Figure 3 shows the surveillance system of the present
invention. Figure 4 shows a |ist of dynamically assigned |IP address and
hosted at present invention's IP Switching (IPS) server. - -- -. 5 Figure 5
illustrates the-limtation-of-the fixed |IR-address configuration of _the
prior art. Figure 6 shows the automati ¢ wake up according to the present
invention. 5 Figure 7 shows sinultaneous access to the surveill ance

conput eFighye mH t iplescespte cowpuiénstaFigur @B theustixatdes IPheaddaass of
connecting caneras to view a predeterm ned surrounding. 10 DETAI LED

DESCRI P3O Qirr IHE HRAW NGS pAcear dirgl y, tenporary | P addresses nmay be
assigned to a user's renote PC by way of connection between a DNS (domain

nane selyere @ndHdies DHCP Gdysast ccheskecan | gucatd Dy peot aeel )pressver .
This provides a schene for mapping the IP address 15 nunbers agai nst
domai n papes-idmn. order have communi cation between the said conputer(s) and

t he
5 Figure 7 shows simultaneous access to the surveillance computer

by multiple remote computers.

Figure 8 illustrates the means of connecting cameras to view a

predetermined surrounding.

10 DETAILED DESCRIPTION OF THE DRAWINGS
Accordingly, temporary IP addresses may be assigned to a user’s
remote PC by way of connection between a DNS (domain name
server) and the DHCP (dynamic host configuration protocol)

server. This provides a scheme for mapping the IP address

15 numbers against domain names. -

{ In order have communication between the said computer(s) and the
computer located accurately by having the dynamic IP address,
verification process will be carried out via the server to make

20 sure authorized personnel only will be allowed to access the

computer.



conputer | ocated accurately by having the dynamc |IP address, verification
--—process Wl be carried out via the server to make 20 sure authorized
personnel only will be allowed to access the conputer. 6 To facilitate a
conpl ete understanding of the invention, the description of the preferred
--enbodi nent is-arranged wi-thin-the follow.-ng sections: 1. GLOSSARY OF TERMS.
AND. ACRONYMS —5-2. OVERVI EW OF SYSTEMSCOVPONENTS AND OPERATI ON 3.
CONCLUSI ON 1. d ossary of Terms and Acronyns 10 The followi ng ternms and
acronyfe Brellbedte h? otgPOLR L] HE G TRNEdIdESc P pt FBHEELPBNt FBBrver. A
nodel of interaction in a distributed systemin which a programat one
site sepdsraptrequest the aoproyrme @oors ngadt Aér 2sFEBIGAdWWARES £BE a
response. The requesting programis called the "client,” and the program

whi ch Fespondsgteetheonsequest is called the "server.” In the context of
the Wrld Wde Wb (discussed below) , the client is a "Wb browser" (or
sinply 1. GLOSSARY OF TERMS AND ACRONYMS

5 2. OVERVIEW OF SYSTEM COMPONENTS

AND OPERATION

3. CONCLUSION

1. Glossary of Terms and Acronyms

10 The following terms and acronyms are used throughout the

‘detailed description:

Client-Server. A model of interaction in a distributed system in
thch. a program at one site sends a request to a program at
15 another site and waits for a response. The requesting program is

called the "client," and the program which responds to the

request is called the "server." In the context of the World Wide
Web (discussed below), the client is a "Web browser" (or simply
"browser") which runs on a computer of a user; the program which

20 responds to browser requests Dy serving Web pages 1s commenly

referred to as a "Web server."”

Internet. A collection of interconnected (public and/or private)

networks that are linked together by a set of standard protocols



"browser") which runs on a conputer of a user; the program which 20
responds to browser requests by serving Wb pages is comonly referred to
as a "Web server." Internet. A collection of interconnected (public and/or
private) networks that are linked together by a set of standard protocols
- {such as TCP/IP..and HITP) to.form a . global, distributed network. . (Wile
this termisintended to refer to what 7is now cormonly known as the
Internet, it is also intended to enconpass variations which nay be nade in
t he futfg@bhigglg@bﬂgpcaﬁ@gs$T95 andf ackdi & i ghsbd b, el st i serdnteardork.
protocols.) Wrld Wde Wb ("Web") . Used herein to refer generally to both
(i) a d%@ﬁ{i@ugggschﬁﬁﬁti@niﬁﬁeh@é@rtbnk@derUSﬂT-wm@MabberMﬂO hypect Bxt
docunents (commonly referred to as Wb docunents or Wb pages) that are
accessiple via the fpterpetnand (it) ide ardd eninpanbiser vies soficombess
conmponents whi ch provide user access to such docunents using standardized

Internet_ protocols . CQUrrently. thgepridmeiye standacd preiieealng othahdow ng
15 applY%ﬁ‘?%ﬁ%ﬂ%owpéggtgﬁgéd %cquiﬁeJVéb docunents is HTTP, and the Wb

pages are,encoded usi M..; fowever, the ternms "Web" and "World Wde
Veb™ ard§ n?%%ﬂteldo?% %%cgc?rl;‘pl\égsls uture markup

standard protocols.)

World Wide Web ("Web"). Used herein to refer generally to both
(#) a distributed collection of interlinked, user-viewable

10 hypertext documents (cémmonly referred to as Web documents or
Web pages) that are accessible via the Internet, and (ii) the
client and server software components which provide user access
to such documents using standardized Internet protocols.
Currently, the primary standard protocol for allowing

15 applications to locate and acquire Web documents is HTTP, and
the Web pages are encoded using HTML. However, "the terms "Web"
aﬂd "World Wide Web" are intended to encompass future markup
languages and transport protocols which may be géed in place of
(or in addition to) HTML and HTTP.

20
Web . Site. A computer system that serves informational .content
over a network using the standard protocols of the World Wide
Web. Typically, a Web site corresponds to a particular Internet

domain name, such as "amazon.com," and - includes the content



| anguages and transport protocols which nmay be used in place of (or in
--addition to) HTM. and HTTP. 20 Wb Site. A conputer systemthat serves
i nformational content over a network using the standard protocols of the
Wrld Wde
-domai n name, such as-"amezon.com" and includes the content 8 associ.ated
with a particular organization. As used herein, the termis generally
i ntended to enconpass both (i) the hardware/software server conponents
t hat sge¥ect Beeunfuaromti opakticonienbroweizsticomet dor kiseanchgid)n t heh&back
end" 5 hardware/ software conponents, including any non-standard or
speci atLzgd Qgﬂpog%ﬂégalubal indeaIRet Webh tdheosprser cooponents tohe

(o]

perform services

Web. Typically, a Wb site corresponds to a particular |Internet

r Web site users. HTM. (Hyper Text Markup Language) . A

standayd, Gadi-0gscepNenLi 9B vd0 aBEbseénof €codessépveathachhpgrpaesentation
and linking attributes to informational content w thin docunents. (HTM

2.0 i
Duringég8

:

Lrently Lhe prjpary,standard ysed fqnigenerati ng¥gby dogugents.)

ocunent aut horing stage, the HTM. codes (referred to as "tags")

aresenpgggggrg&ggkgwgpg iQEHﬁHﬁéﬁQQ?' including any non-standard or

specialized components, that interact with the server components

to perform services for Web site users.

HTML

10 and

(HyperText Markup Language). A standard coding convention

set of <codes for attaching presentation and linking

attributes to informational content within documents. (HTML 2.0

is

currently the primary standard used for generating' Web

documents.) During a document authoring stage, the HTML codes

(referred to as "tags") are embedded within the informational

15 content of the document. When the Web document (or HTML

document) is -subsequently transferred from a Web server to a

browser, the codes are interpreted by the browser and used to

parse and display the document. Additionally in specifying how

the Web browser is to display the document, HTML tags can be

20 used to create links to other Web documents (commonly referred

to

as Thyperlinks"). For more information on HTML, see Ian

S.Graham, The HTML Source Bcok, John Wiley and Sons, Inc., 19385

(ISBN 0471-11894-4).



15 content of the docunent. Wen the Wb docunent (or HTM. docunent) is
. subsequently transferred froma Wb server to a browser, the codes are
interpreted by the browser and used to parse and display the docunent.
Additionally in specifying how the Wb browser is to display the docunent,
—.HTML tags can.be 20 used.to. .create links to other Wb docunents (comonly
referred to—-as "hyperlinks"). For nore information on HTM., see |an
S. Gaham The HTM. Source Book, John WIley and Sons, Inc., 1995 (1 SBN
0471-11892P4) Hy9erHexP @k@pep&extbeauspbrt ?h@t@t@mdardh@osl@nﬂadd webl d
Wde Wb client-server protocol used for the exchange of information
(such asltEM:-decusentsromsubic] iuert r équestise f rxcuctye decunentsymbetvyeen a
browser and a Web server. HITP includes a 5 nunber of different types of

messagegsubhch zan Bevsendotuashtshe @ndentciperdithe sepuestbo reguestuch
different types of server actions. For exanple, a "CET" nessage, which has

the forgBtufElcSAYSESedNeaSAINRIsO 484 URN Wdie goswaent yerpf il g 1l peat ed at

the specified URL. 10 URL (Uniform Resource Locator). A unique address

which fylh¥er of different types of messages which can be sent from
the client to the server to request different types of server

actions. For example, a "GET" message, which has the format GET

causes the server to return the document or file located at

14

the specified URL.

10

URL (Uniform Resource Locator). A unique address which fully

specifies the location of a file or other resource on the
Internet. The general format of a URL 1s protocol://machine
address:port/path/filename. The port spécification is optional,
15 and if none 1is entered by the user, the bréwser defaults to the
standard port for whatever service is specified as the protocol.

For example, if HTTP is specified as the protocol, the browser

will use the HTTP default port of 80.

20 2. Overview of System Components and Operation
Figures 1-8 illustrate the general architecture of the system
that operates 1in accordance with the present invention. The
system relates to a surveillance system via a public

telecommunication network which is the Internet more



specifies the |ocation of a file or other resource on the Internet. The
general format of a URL is protocol://machine address:port/path/filenane.
The port specification is optional, 15 and if none is entered by the user,
the browser defaults to the standard port for whatever service is

specified as the protocol. -For--exanple, if HITP is specified as-the . __
protocol, the browser wll use the HITP default port of 80. 20 2. Overview
of System Conponents and Operation Figures 1-8 illustrate the general

ar chi t petuieudbériheocgpstemat thhtowperhtesskn ddeordandsywitioh ndrel present
invention. The systemrelates to a surveillance systemvia a public

t el ecopnetié cathdmedes wos ktnwhdbehhi s thephinéer hetkerat 18ny pasintcutar tgeone
that allows the user flexibility to nonitor "a predeterm ned area through
a conputesrhétkedhat @yycqoi hhclodébe atl ntergtet ondh@osgstemputerudestat

| east one home conputer with each conputer equipped with an application

execut abte VLR & Swellipped MedeMm =sai dppodest Comneseed thd1theqént egnet .
The present invention allow a user who has access to a conputer that is

linkedsfonthe d esae! .&9 Detoddie barEcal ky assi gaedrnéP. address of the
conput er the user woul d 1ike to view
The present invention allow a user who has access to a computer
that is linked to the Internet to get the dynamically assigned
IP address of the computer the user would like to view.
10 Aécording to the flow diagram the typical manner to access the
IP address according to the pfeferred embodiment is as follows;
The user or client intending to view the surveillance. device
installed in for example the user’s house that 1is linked to the
surveillance computer in the said house would firstly access a
15 particular predetermined website which will be the official
website for this particular system. Once in the website the user
would have to key in a valid username and password. This is if
the user has already registered before, 1if not the user will
have to register online first. The essential inférmation that is
20 required during registration would be as follows:
a) Name
b) Preferred User Name & Password
c) Address

d) Contact number



10 According to the flow diagramthe typical manner to access the 1IP

address according to the preferred enbodinent is as follows; The user or

client intending to view the surveillance device installed in for exanple

the user's house that is linked to the surveillance conputer in the said
-------- house woul d fi+stly .access-a-15- partlcular -predet er-m-ned website which wll

be the of ficiar—website for this partilcular system Once in the website

t he-user would have to key in a valid usernane and password. This is if

the usé& A lgIVEad\o&gi stered before, if not the user will have to
register online first. The essential information that is 20 required
duri ng fediostntati on woul d be as follows: a) Nanme b) Preferred User Nane &
Password c¢) Address d) Contact number -- -- --- e) Dial-out nunber f) -

Count r ylgpredodictt o eunehelsase The above are only preferred i nformation
needed. Some 5 information maybe del eted or nore maybe added which wil|l
depend The above are only preferred information needed. Some

5 information maybe deleted or more maybe added which will depend

on the server operator. : , .
R L

The above information 1is Inainly used as 1identifying code for
identifying the client when the client accesses the web page in
10 order to prevent anyone from viewing the surveillance device. It
is to be reiterated here that the above are preferred and not

essential information.

However, the dial- out number 1is required to allow the modem _
RS - CHA
15 bank server to autowake the desired surveillance computer and

connecting it to the thus allowing the client to view through

the surveillance device connected to the said surveillance

computer.

ct
oy
m

20 Once the <correct username & password are given, then
required “dial-up phone number” 1is essential to enable the
dialer server (modem  bank) to initiate a call to the

surveillance computer where preferably a surveillance device

such as camera is connected to view the predetermined



on the server operator. The above information is mainly used as identifying
code for identifying the client when the client accesses the web page in
10 order to prevent anyone fromview ng the surveillance device. It is to
be reiterated here that the above are preferred and not essential
—i-nformation. - However, the-dial---out -aunber-.is required to allow the nodem
15 bank servér to autowake the desired?surveillance conputer and
connecting it to the thus allowing the client to view through the
sur vei shamoendevigese dbornedbred poethersdi dnsorneiitantes ebApat ép. t88 Once
the correct usernanme & password are given, then the required "dial-up
phone sumber” idetessert iald tix ehabte bhenodedl ehaseriterwyhbdemlbagk)lowo
initiate a call to the surveillance conputer where preferably a
survei blhanee idevi cesesughtas wanecar isctonsechedet and epasheopredet ebri ned
- --- 12 surroundings. The above preferred information are store in the
server jpdat abase- iyl i inis dre b itk tdat thHe Whydteml yinl | owitaathori zed
user with the correct usernane and password to be able to access into the
dat abageqand Wha 1Syt &M WHd diidd atdEia-up phone number” by the modem
bank so that when the surveillance computer receives the ringing
signal from the modem it will automatically wake up. It will
then connect to the internet, and also send a signal back to the
server together with its location and the assigned Dynamic IP
10 address given by the ISP. Hence, the server 1s able to host the
surveillance computer name and its temporary assigned IP address

for that duration of login.

The home computer will receive dialing signal from the modem
15 bank when each time the wuser login 1into server, after
verification of user name with correct password, then the server
will assign (authenticate) the user to the host dynamic IP
address where the. system will match the surveillance computer to
the authorized wuser in the database server,i (provided the
20 surveillance computer is already connected to the Internet). But
if the surveillance computer is still not connected to the
internet, then the modem bank will dial the surveillance
computer modem bank to make the computer automatically connect

to the internet where a software adapter will Dbe installed in



5 signal dialing to the given "dial -up phone nunber" by the nbdem bank so
that when the surveillance conputer receives the ringing signal fromthe
nodemit will automatically wake up. It will then connect to the internet,
and al so send a signal back to the server together with its |ocation and
—~the assigned-Dynam-.c | P .10.address given by the | SP. Hence, the server is
able to host the surveillance conputel’ nane and its tenporary assigned |P
address for that duration of login. The hone_conRuter W.| | receive dialing
si gnal fhreonroheuhodenThis BFR{EWATEN SR 5 nélthe "BEEF R OGFH gﬁt &@éﬁ?@r,
after wverification of user name with correct password, then the server
will askt giracrherfthiadatie) aapebdsep ft 6DEheChost ¥Ynanmic | P address where

the systemw || match the surveillance conputer to the authorized user in
t he dat abaseTserwer(rdgriotirded the 26988fveidNhnEEORopEt er SFEVEFr At
connected to the Internet). But if the surveillance conputer is still not

connect ed toribbengi nbeenetia thenP$té hboem bank will dial the surveillance
conput er nodem bank to make the conputer automatically connect to the
intgrnet phepetamsofitwale, adapheecwi | thde compaided i e t How@dnpuiSer .
This software adapter will hereinafter be called
(Internet service provider) that 1is preset by the users.
Eg.i) ISP dialup number, 1ii) user login name iii) password
c) The tracker will auto dial the computer modem with the
preset ISP dialup number (eg. 1515 - TMNET, 1511 - Jaring)
10 d) The tracker will then login into the local ISP with the
preset login id and password
e) The tracker will also automatically detect the login IP
address provided by the local ISP
f) The tracker will  send the IP address information of the
15 surveillance computer back to the server to identify that

surveillance computer IP address and User ID to enable the

user to locate the the surveillance computer in the

Internet.

20 Once, the connection 1is established between the wuser and
surveillance computer, whereby the communication flow will
enable the user to view images captured from the surveillance

device connected to the said surveillance computer on the

clients computer screen.



| ? Tracker, that is capable of the followi ng: a) Track (receiving) the
si-gnal', send fromthe server thru ringing tone via the PSTN line 5 b)

Aut omatical ly, connect the conputer to the local ISP (Internet service
provider) that is preset by the users. Eg.i) ISP dialup nunber, ii) user

| ogi n name iii}) -password- c)-The tracker w-ll auto dial the conputer nodem
wth the preset TSP dialup nunber (egl4 1515 - TMNET, 1511 - Jaring) 10 d)
The tracker will then login into the local ISP with the preset login id and
password e) The tracker will also automatically detect the login IP

address provided by the local ISP f) The tracker will send the I P address

i nf or megh ons Hf vd here dds stiioetht ance THmpdders hadk the tdramdraerat diementify
that surveillance conputer |IP address and User ID to enable the wuser to

| ocat e $/he Lheqsueveaeiddanee waamputers iasdimed ridernet . 120 @ngeé, dehesent
connection is established between the user and surveillance conputer,

wher eby, & hg, £ogEURE cakben hblsewny bly teraking thheedsep fteaveewn mageshome

captured fromthe surveillance device connected to the said surveillance

COHRUtEgoﬁthéy% Once the computer 1s connect to the internet and
while the software is still active, the software will send thel
dynamic IP address and the computer identity (username) to the
server for hosting whereby the user from other place to login

into the website, then they able to make connection possible to

10 their home with the correct matching by the system.

Once the IP address is identified then it is sent to the server
which in turn sends it to the users computer. And the system
will make authentication redirect the user computer to the home

15 cdmputer as the IP address is make known to the user computer to

establish the connection.

3. Conclusion

While the invention has been described herein with reference to
20 certain preferred embodiments, these

embodiments have been présented by way of example only, and not

to limit the scope of the invention.

Accordingly, the scope of the invention should be defined only

in accordance with the claims that follow.In the following



clients conputer screen. 14 The server reads the current |IP address of the
conputer at hone. The said |IP address which was assigned by the ISP wll
be sent to the server for hosting by the installed software in the honme 5
conputer. Once the conputer is connect to the internet and while the
__software.is still _active, the software will send the dynam c P address _
and the conputer.identity (usernane) tso the server for hosting whereby the
user fromother place to login into the website, then they able to nake
connecti HmPossibbeehoe Lhatrhekrrhomsew thp t hestorzeet ChALBhISTERSy 2HR
system Once the IP address is identified then it is sent to the server
whi ch i fb¢iddy sensls idodwerdit@cssens computeptidnd oheysystedn awel make
aut hentication redirect the user conputer to the hone 15 conputer as the IP
addr ess, i s, q@ke: know § & dheausaucanpyteert Sorest abbishng heheonnees i on. 3.
Concl usi on VWil e the invention has been described herein with reference to
20 certain preferred enbodi nents, these enbodi nents have been presented by
way of example only, and not to limt the scope of the invention.



Accordi ngly, the scope of the invention should be defined only in
accordance with the clains that follow.In the follow ng 15 cl ains,
ref erence characters used to designate claimsteps are provided for
conveni ence of description only, and are not intended to inply any
particul ar order f-or performng the steps.--16 Cains 1) A surveillance
system depl oyed "over a public t el econfruni cati ons net wor Kk, conprising: at
| east one surveillance device; 5 a surveillance conputer provided with - an
interf&&aimsr |inking to said at |east one surveillance device; and an
interface enabling said conputer to access a public tel ecommunications
network) -1 an appNeéadtpBRcexedsalie oW TDnpuPBFiwhi ¢h, upBRiic
successful logon to the Internet, is able to gather the dynanmically
assi gnedl¢Pomddnésstandst nabwei k, s®PIP dddress together with a code
identifying any one of said surveillance conputer and surveillance device
to a hastleast one surveillance device;

5 a surveillance computer provided with

- an interface for linking to said at least one surveillance..
device; and

- an interface enabling said computer to access a public
telecommunications network;

-10 an application executable on said computer which, upon
successful logon to thé Internet, 1s able to gather the
dynamically assigned IP address and transmit said IP address
together with a code identifying any one of said surveillance
computer and surveillance device to a host;

15 a remote server connected to the Internet configured to host
said IP address and identifying code;
ag least one user remote-monitoring computer provided with means
to access said remote.server via said public telecommunication
network;

20 wherein said remote server provides said IP address to said
femote—monitoring computer upon matching said identifying code,
thus facilitating direct access to said surveillance computer by

said remote-monitoring computer.



15 a renote server connected to the Internet configured to host said IP
address and identifying code; at |east one user renote-nonitoring conputer
provided with neans to access said renote server via said public
t el econmuni cation network; 20 wherein said renpte server provides said IP
----- address to said renot e-wonitoring conputer upon matching said identifying
code, thus facilitating direct access’to said surveillance conputer by
said renpote-nonitoring conputer. 17 2) A surveillance systemaccording to
claim2) whereiurtdiel lgutd | cysebBcomAniddad ohd wetwdr kli s "H1fE 9t eFR6t and
the surveillance and user renote-nonitoring conputers accesses the
| nt er ngtivbycdi akiwponmanscabi8)sA serverk| ahee )8t ehRBRERRHI ng"Ho EP&Iim 1
and 2, wherein said user renote-nonitoring conputer's access to the renote
server gi;svper nhhted 01 yusaét eresecer-inbyiaothegt icoaphgarsi®a)esses the
surveillance system according to claim1, wherein the renote server hosts

the | Praddrgssesyandaideptiméynsng codes received froma plurality of
surveillance conmputers and all ows

5

3) A surveillance system according to claim 1 and 2, wherein
said user remote-monitoring computer’s access to the remote

server is permitted only after security authentication.

10 4). A surveillance system according to claim 1, wherein the
remote server hosts the IP addresses and identifying codes
received from a plurality of surveillance computers and allows
at least a correctly-matched user remote-monitoring computer to

access matched surveillance computer by IP address switching

15 means.

5) A surveillance system according to claim 1, wherein the
identifying code hosted by the remote server includes a public

switched telephone network (PSTN) line number connected to said

20 surveillance computer.

6) A surveillance system according to claim 1, wherein : the
surveillance computer is in wake-up ready mode, including sleep,

suspend, hibernate and like modes whereby a user remote-



at least a correctly-matched user renpte-nonitoring conputer to access
mat ched surveillance conputer by IP address swtching 15 neans. 5) A
surveillance system according to claim1, wherein the identifying code
hosted by the renote server includes a public swtched tel ephone network
-(P. STN) i ne .nunber. connect.ed to sai-d-. 20-surveillance conputer. 6) A
survei |l l'ance system according to clai 1, wherein. the surveillance
conputer is in wake-up ready node, including sleep, suspend, hibernate and
| i ke nodestehenebyompuser FENDEECSES tRENINEBOVRg SEETFTt 1 HrayP cB8snNEhe
renove server and upon being correctly matched to the surveill ance
conput esrréatlyate fahem the tder veur el I it ngoBPgRar/ vild ttHe |STRrPitne t o
renotely wake-up said surveillance conputer. 5 7) A surveillance system
accor ding tseGiexd med, Whsireimy t Bégnsur weial | Bime e PEANput erei S nroaakeelp
ready node, including sleep., suspend, hibernate and |ike nodes whereby a
si gnal wfrom@at sk eassureael Batyei ddanoeerdevi ce connected thereto may trigger
its wake- 10 up. _ o

5 _

7) A surveillance system according to claim 1, wherein the
surveillance computer is in wake-up ready mode, including sleep,
suspend, hibernate and like modes whereby a signal from at least

one surveillance device connected thereto may trigger its wake-

10 up.

é) A surveillance system according to claim 6, wherein the
awaken surveillance computer automatically connects to -the
Ihternet and sends its assigned IP address to be hosted by the
15 remote server, thereby enabling the remote server to facilitate
direct connection between said surveillance computer and a user

remote-monitoring computer connecting to said remote server.

9) A method of facilitating direct connection between at least

20 two computers in a surveillance system deployed over the
Internet wherein one of the computers 1s connected té- a
surveillance device aﬁd provided with dial-up access to the
Internet, the method comprising the steps of:

sending the dynamically assigned IP address to a remote host;



8). A surveillance systemaccording to claim®6, wherein the awaken
survei l.l ance conputer automatically connects to the Internet and sends its
assigned I P address to be hosted by the 15 renote server, thereby enabling
the renote server to facilitate direct connection between said
---surveil l ance -conput er and-a user renvgﬁ-nnnitoring conmput er connecting to
said renote server. 9) A nethod of facilitating direct connection between

at least 20 two conputers in surveil [ ance system depl oyed over the

| nt er net “Wherei" dﬁ%“%f‘?ﬂ% %o%ﬁ&#ef@’iggcgﬁﬁﬁ%ieﬂ“?gkg‘ SaFREiteranke 2
device and provided with dial-up access to the Internet, the nethod
conprisPﬁSrtHgssféﬁgm%?:mgghﬁ?ﬁg5ﬁﬂi:%&ﬁﬁﬁﬁ%ﬁﬂWS? &S%PYHEJ’ I P address to a
renote host; 19 accessing said renote host by at |east another conmputer by
a user 2GE8FiARE £8SndA] taglfir§a?d°§uﬁééiil PHAYB LOAPTE ef OTREERF r ARGt BaifP
address of said surveillance conputer fromsaid host; and 5 accessing said
survei | P&AEEé &Bfiputer using said I P address. 10) A nethod according to
claim9, wherein a plurality of users sinultaneously access said
survei | PAABESEDBAPER eF TSTVY t e e dempsttegs using said IP address.

10) A method according to claim 9, wherein a plurality of users
simultaneously access said surveillance computer using the same

steps.



