-1- DA TAL AUDI O VI DEO DATA PROCESSI NG UNI T AND METHOD FOR CONTROLLI NG
ACCESS TO SAI D DATA Technical Field The present invention relates to the
domai n of digital audio/video data procedsing 5 units. These units are
included in different nultinmedia equipnments such as for exanple personal

conputers, mphile equipnents or digqital tel evi si on decoders provided
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This invention al so describes an access con t hi s audi o/ vi deo
data 10 before their output to a peripherical operated by a user. Prior
Art A digFEgmmgaUﬁekhideo data processing unit such as a digital television
decoder or "set top box" generally i ncludes a nmain nodul e which contains
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intermedi ate data storage in a nenory with a relatively large capacity
separ at edPfiopArtt he mai n nodul e. This stored data, which can be in the form
of audi o/video data bl ocks, is then deconpressed before its routing
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top box" generally includes a main module which contains several or all of the
essential functionalities for the decryption, the decompression and the interfacing of

15 the audio/video data received from a cable, wireless or satellite broadcasting network
or from a public telephone line.

The module comprises amongst others a central unit managing a deciphering unit, a
decompression unit and different interfaces that allow the module to communicate
with different external periphericals associated to the decoder such as a security

20 module or multimedia equipments. The majority of these elements are connected to
a central bus inside the module. This bus also links external memories for the
temporary storage of work data or for the storage of audio/video contents for further
use.

The decryption process of the audio/video data stream coming from the broadcasting
25 network performed by the deciphering unit, needs intermediate data storage in a
memory with a relatively large capacity separated from the main module. This stored
data, which can be in the form of audio/video data blocks, is then decompressed
before its routing towards an output interface that allows its visualization on a
television screen or its recording on a magnetic or optical recording medium such as



-2- a hard disk or a conpact disk (CD Conpact Disc, DVD Digital Versatile
Disc or other). The presence of this decrypted data in a separate nenory
constitutes a protection failure of theZ2conpressed audi o/video data. In
fact, this data can be diverted and 5 collected in" order to be processed
and distributed by an external third party system_wth the aimof abusive
expl oi t at ?o'?la.r‘al\ﬂ'rs Rled, compackdiskdER ﬁomeaggg’li%é?VDoDlgﬂaéﬁtmatﬂﬁ Risgaet
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aut hori zation, thus violating the regulations on copyright. 10 The
docunent US6286103 descri bes a decoder of encrypted audi o/ video data
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encrypted with a key issued fromthe 15 security “nod I S nunber el ng
conbi ned WithAhe imdedebusiverepioitationey, varies frequently all ow ng
preventing or rendering nore difficult the decryption by a third party

havi ng ob}a i.4,.d ' audul ent | yv.  Th t WO00/,57636
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net wor k of | ti medi a contents decoders, the deci phered data are

r e- encr ypfeaviatens ereppyigtln i s possi bl e only when the decoder is equi pped
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aut henti Chigluid dridPtifedidécodlr i$secured by means of a session key created from a
random number generated by the decoder and encrypted with a key issued from the

15  security module. This number, being combined with the data decryption key, varies
frequently allowing preventing or rendering more difficult the decryption by a third
party having obtained said decryption key fraudulently.

The document WO00/57636 describes various applications of security modules in
form of cards personalized according to the categories of users. In particular, in a

20 network of multimedia contents decoders, the deciphered data are re-encrypted. The
decryption is possible only when the decoder is equipped with a duly authenticated
card containing parameters specific to the user. In an embodiment, a card is
authenticated by using a random number generated by the decoder and transmitted
to the card. The latter encrypts the random number with a private key and resends it

25 to the decoder, which decrypts it with the corresponding public key. A comparison
between the generated number and the received number allows verifying the
authenticity of the card.

30



Summary of the Invention The aimof this invention is to overcone these
drawbacks by preventing decrypted data from becom ng accessible to fraud
attenpts or unauthorized reproductions.-Br other words, the decrypted data
cannot be utilized without the supplier's control. 5 This aimis achieved

by a procgssing unit for oth Ital audi o/video data encrypted with one or
several ¢ ! fromcontrol nessages, conprising a unit for
deci phering the audi o/ video data, a deconpression unit, an input/output
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cont ai ni ngxiéadtb@'fRIM a control message between the security module, the deciphering unit
and the encryption unit, said means using a key associated to the personal key of
16 the encryption unit.

- means for deciphering audio/video data with the control word associated to the
deciphering unit,

- means for re-encrypting said deciphered data with the common key associated to
the encryption unit,

20 - a memory unit able to temporarily store the audio/video data re-encrypted with the
common key,

- means for secure transmission of re-encrypted audio/video data to the decryption

unit able to communicate with the security module and with a random number

generator associated to the decryption unit, said means using the personal key of the
25  decryption unit.

- means for verification of the integrity of the random number, said means
authorizing, when the result of the verification is positive, the decryption by the
decryption unit of the audio/video data with the common key.



encryption/decryption keys as well as user's specific data that defines the
rights that he/she has purchased for the use of audio/video data. The
security nodule can take different forr#-such as a snart card inserted
into a reader, an integrated circuit 5 welded onto a nother board, a card
of the Slg1té$e,foun in_nDbiLg t el ephones, etc. The audi o/video data of a
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: data.

This common key can be stored in numerous ways, for example simply in the
security module. According to a preferred embodiment of the invention, it is
20 encrypted with a local key of the security module and stored with the data. The
cryptogram comprising this common key will preferably contain a reference to the
data, by means of an identifier. At the time of decrypting of the data, this cryptogram

is submitted to the security module for verification.

This local key can be replaced by a network key, thus allowing the other members of
25 this network to access the contents of the cryptogram and finally, to access the
encrypted contents.

In a first step, the security module determines on the basis of the identifier, if the
rights associated to these contents are valid, allowing thus the decompression then
the visualization of the data on a display for example. It requires the sending of a
30 random number by the decryption unit. Once this number has been received, the
security module composes a message comprising at least the common key and the



-5- random nunber, this set being encrypted with the personal key of the
decryption wunit. According to an alternative of the invention, a

mat hematical function is carried out on-5tshe random nunber, said function
bei ng known to the decryption unit. Thus the 5 nunber received is either

t he random nber |tsel{] d| rect function of the random nunber. The aim
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deferred way, that is to say, after the decryption of a predetermined number of

15 audio/video data blocks. The deferred blocking is desirable in order to render more
difficult for a third party attempts to determine the random number by means of
successive trials.

The aim of this supervision by the security module is to control the use of the data, in
particular to be able to determine the number of data visualization. Therefore, at

20 each data using, it is necessary to make a request to the security module, which can
count and decide the use of said data.

Thanks to the presence of this random number in the loading mechanism of the
common key, every unauthorized reproduction attack (replay attack} is prevented.

Another advantage of the processing unit according to the invention lies in the fact
25 that no data in clear is stored in memory or made accessible from the outside
regardless of the interface used. |

The encryption of the data before its storage in the memory is carried out by means
of a suitable algorithm that allows processing that is both fast and secure.



The processing unit of this invention forns a nodule that can be found in'a
personal conputer as well as in a digital pay television decoder. In the
case of the conputer, the nodule, for efanple can be nounted on a card
connected to the main bus or it can be nounted directly on the nother

bot h cases there are nepory units in the formof random access
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of comonnkwkeynbly thensecatritpmaonfules crypt ogram encrypted with the personal
key of the encryption unit conprising the cormon key 30 and the control
wor d, 15 In the case of a personal computer, this key is either downioaded from a server of a

management center or generated by the security module that can be in the form of a
smart card or a "dongle" or an electronic key connected to a communication port of

the personal computer (parallel port, serial port, USB etc.).

The present invention also relates to an access control method to digital audio/video
20 data received by a processing unit comprising a deciphering unit of the audio/video

data, a decompression unit, an input/output interface of the processed audio/video

data and communication means towards a security module, the deciphering and

decompression units comprising respectively an encryption unit and a decryption unit

using at least one personal key and one common encryption key, characterized in
25 that it comprises the following steps:

- reception, by the security module, of a control message containing at least one
control word,

- obtaining, by the security module, of common key and generation of a cryptogram
encrypted with the personal key of the encryption unit comprising the common key
30 and the control word,



-7- - transm ssion of the cryptogramto the deci phering unit, decryption
with the key of said cryptogram - |oading of the common key into the

encryption unit and authorization of the7-deci phering of the audi o/ video
data with the control word, 5 - deciphering of the audio/video data and

encryption of said data by the encryption unif with the common key, -
transm ssT §RNSMISSIOR quh% (FEYRIBEHT éé&f’@lqﬁ%rﬂ'@t unit, deaigptinn with: thenkeynet |
- sel ecti gpidrypleRra@curi ty nodule of the common key specific to the

audi o/ video data, 10'- transm ssion of a random nunber by the decryption
unit to the security nodule, - formation and subsequent transm ssion of a
cr ypt ogr amleadingpot dhei commonm kpyr into the keycryptiom aunite andp authorization of the

cont ai ni n I t .t.he compon k an he r.andom nunber, - reception of
the crypt g&&b@ﬁ@?ﬂh‘%%&%ﬁ'%séﬁwhi’?’;eco WY on of said cryptogram
wi th the personal key of said decryption unit and verification of the
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with the previously generated one. - |oading of the commbn kéy and

decrypt i oHNEWItiBeLommenikéy¥o data if the result of the comparison is
positive. 20 Brief Description of the drawing The invention will be better

under st 0odaeRlisid of BBl Ry AER B 4B d Blor bAEELRRNY O the

singl e encl ose I gure glrven as trve exanp

represents a bl ock diagram of an exanple of a processing unit included in a
di gi tal paysefadtion by dhe decadtyr nddute of the fdoenmon led\e spetific dot thenalidioviddo s
unit that ,afe 25 involved in the exchange of data and keys such as the
menori es gﬁff"the security nodule. -8- Detailed description of the

i nvention Figure 1 shows an application exanple of the processing unit

accorf ng- trankRfssion of a random number by the decryption unit to the security module,

- formation and subsequent transmission of a cryptogram encrypted with the
personal key of the decryption unit containing at least the common key and the
random number,

- reception of the cryptogram by the decryption unit,

15 - decryption of said cryptogram with the personal key of said decryption unit and
verification of the integrity of the random number by comparing the received random
number with the previously generated one.

- loading of the common key and decryption of the audio/video data if the result of
the comparison is positive.

20 Brief Description of the drawing

The invention will be better understood thanks to the following detailed description
referring to the single enclosed figure given as a non-limitative example.

Figure 1 represents a block diagram of an example of a processing unit included in a
digital pay television decoder showing different elements external to this unit that are

25 involved in the exchange of data and keys such as the memories and the security
module.



I nvention in a decoder (STB) of a digital pay television. The decoder (STB)
I ncl udes a central processor (CPU) that manages certain functions of a
deci phering unit (DWX), 5 of a deconpres8i-on unit (MPEG, and of interfaces
conmuni catlng with the nenories (RAM HD) and the security nodule (SM.
The deci pperi serves to deci pher the incom ng

i e85 = nveptiar ves to convert this streaminto

di fferent forrrats renderlng t he data that it contains conpatible with the
di fferent | f o] U Onrbieg (
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materi al (HD) RélloWIRg @ Fequeist, the stBred data is forwarded towards the decryption unit
(DC) that deciphers said data, under control of the security module (SM), before its

decompression by the decompression unit (MPEG).

A "middieware" (MD) software coordinates the working of the different software

20 programs managing the units (DMX, MPEG, EC, DC) that can be included in the
same module (UT). It also manages data access and data exchanges carried out by
units (DMX, MPEG, EC, DC) from and to the security module (SM) and memory units
(RAM, HD).

In a decoder, the central processor (CPU), considered as insecure, does not manage
25 all the functions of the encryption (EC) and decryption (DC) units. In fact, in the case
| of a central processor that controls all the units, access to this processor will allow it
to be reprogrammed or short-circuited with an external emulator in order to carry out
the encryption and the decryption of the data with a known predetermined key.
Therefore, to avoid such an intervention, several solutions can be envisaged:

30 - Use of a central processor (CPU) whose architecture is based on a security
structure of the "Trust Zone" type implemented in the material part of the core of the



processor. This secured execution domain allows protection agai nst software
attacks against the internal and external nenories of the processor
circuit as well as those of the peripheBi-cals. The data and the secured
code are marked and divided inside the central processor by maintaining a

di stinct hardware_lﬁagarati n between secured 5 and unsecured data. This
separ at i oRFOSeRE seiad exesdtirn damaimallows protectien apainst setware attacks
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coor di nat &d. 20 IchAG ProbdSs. Fhe rile proBebest Wi ddheratd #Y RIoR nbiher,
will receive the message of the security module, will decipher said message and will
20 load the commaon key into the decryption unit. It should be noted that the decryption

(or encryption) unit could be realized in form of software by this first processor.

- Decentralization of the keys management and of the processing processes in the
deciphering unit (DMX), respectively in the decompression unit (MPEG) by suitable
processors that manage said units independently of the central processor (CPU).
25 The encryption (EC) and decryption (DC) units are implemented in the form of
hardware elements in the deciphering (DMX) and decompression (MPEG) units
included in the processing unit (UT). They can also be in form of software as micro-
code managed by the processor dedicated to secure operations according to any of
the three solutions described above. These software elements are coordinated and
30 their tasks are attributed by the "middleware" (MD) software.

The random access memory (RAM) can be similar to that used in personal
computers, such as for example a SDRAM memory (Synchronous Dynamic Random



The random access nenory (RAM can be simlar to that used in personal
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(Ki). A similar function can also code the memory addresses attributed to different
blocks to be stored. Another encryption method consists of coding the order in which
the blocks are stored in the memory by means of the common key (Ki). This kind of
address mixture can be easily achieved by a FPLA circuit (Field Programmable Logic

20 Array) included in the encryption unit (EC). Obviously, other more sophisticated
algorithms can be used for this encryption.

The encryption with the common key (Ki} can be only partial, that is to say, it only
concerns a part of the data blocks to be stored or a part of the memory addresses in
which these blocks will be stored. Preferably, the encryption will carry the data

25 addressed to the final user (payload) such as the images and the sound and not the
heading of the data packets or the files serving to process them.

in a first alternative, the common encryption key (Ki} is transmitted by a 'management
center or by the head end of the broadcasting network by means of a management
message (EMM). This message (EMM), also containing the deciphering rights of the
30 audio/video data pertaining to each user, is processed by the security module (SM)
generally in the form of a smart card inserted into a suitable reader of the decoder



center or by the head end of the broadcasting network by neans of a
managenent nessage (EMM. This nessage (EMVM, al so containing the

deci phering rights of the 30 audio/videoltlata pertaining to each user, is
processed by the security nodule (SM generally in the formof a smart

card insehé_ﬁg ipto a suitable reader of the decoder -11- (STB). This conmon
encryptio Y 1?1@ Fomenen gRsNyption kew{Kéj issapable ebehangiag ywéthcdach ekange of

Tessage (M Oaneanng " Hehel TRHGE pBfis i “iéé%iﬁ%@%%‘*?@%ﬁ?ﬁ?ﬂﬁ%ﬂm

used whenmessagefBMMpéontarsaynewtcomwaontieydKly the 5 nmanagenent center or
by the network head end has to be reduced the comon key (Ki) can be

O e pondaAlrerdifo I 8 alemaRi bSad d T“' BHRIbSE O FapRsaGes tRensiikdcby the
i ncl udgd hmnab@méﬂ%ﬁfe%m%'rfé@?ﬂ( ﬁéé&’\élnhhﬁ e%a%a&@d% d&f‘mﬂ%é)pr)

by the deC|§her|ng uni t act, since security’ no
|

reclel \éefi {K Q:cﬁhbeogem&hcgé)y EE(EVIS&OumigmmodeimgSM)eTtlmprmessorsdsa(r@d) out
i ncl uded in, the  au i deo ta strea sthelnf rmation of a
channel cTdeRgndRatly f an 9?'?5'95'&1953?9 €3 goti?'n edin

L0 dar o e Valig Sridatiod e de"'ﬁ?*'gﬁ?é“@i?l???‘w?& (& Begfftechrirt
fL om a commaq) mfaqttreaeagéhesncunuyu mod?let(r&M) meake(s@h)e ¢antrol a'nessagesoEdlL:M
e
koo oft t RESIRBHIr e, Comiid oS W e it iE PG Borudea dn) Gl stieam, it Y

deci pher i has thé tinfolMlioR Yoftah ehanheéldiriyecthat wasﬁ?i& \YehBratéla hB@/ &6vion
time, the securlty nodul e obtains a common key (Ki) and encrypts this 20

key with Ke¥(Rdrsonal key (Kec) of the encryption unit (EC). The key (Ki)
cones either froma managenent nessage (EMVW or fromthe security nodul e

itself th t i ON L A i )i
tranoni « (o [SERERL S atdiondld 83 (B35, FoyEdotiotiy UnfCKT BebRbely ald
key (Ki) data withfa cbniedl word €G\Ah) thaipthe sduuritahodiie (P rextrabls from a 2ontrol
deci pngari rr}% uni t é&W()r . . . . . .
ssage . This control word (CW) is transmitted to the deciphering unit (DMX)
either in clear, encrypted with the personal key Kec of the encryption unit (EC) or by
another key provided to the deciphering unit (DMX) by the "middleware" (MD)
software.

At the same time, the security module obtains a common key (Ki) and encrypts this

20 key with the personal key (Kec) of the encryption unit (EC). The key (Ki) comes
either from a management message (EMM) or from the security module itself that
generates it, as described above.

This cryptogram Kec(Ki) is transmitted to the encryption unit (EC) that extracts from it
the common key (Ki) and with which it re-encrypts the data deciphered by the
25 deciphering unit (DMX).

According to a preferred alternative, the access control method (DT) to the digital
audio/video data received by a processing unit (UT) comprising a deciphering unit
(DMX) of the audio/video data, a decompression unit (MPEG), an input/output
interface of the processed audio/video data and communication means towards a
30 security module (SM), the decryption (DMX) and decompression (MPEG) units
comprising respectively an encryption unit (EC) and a decryption unit (DC) using at



According to a preferred alternative, the access control nethod (DT) to the
digital audio/video data received by a processing unit (UT) conprising a
deci phering unit (DMX) of the audio/vidf®p-data, a deconpression unit
(MPEG), an input/output interface of the processed audi o/video data and
comuni caji on neans towards a 30 security nodule (SM, the decryption (DWX)
and decon{ﬁaégsqr& Reveerg)l key t(dKece dfgie) endg poepoemiman \enonyptioey Keyi ¢fi),uis t
(EC) and | I . | - 12- ast one personal key (Kec,
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by the securiti m)%vé? ﬁecom’mn key Ki and generation of a cryptogram
Kec(Ki, CHFCYiftkmo eMrypted with the personal key Kec of the encryption
unit (EC) conprising the coomon key (Ki), the control word (CW, and a
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with the CA)rol word (CW when the result of the wverificationis
positive. 15 - deci phering of the audi o/video data and encryption of said

data by the{\ encryption unit (EC) with the comon ke (Kié@ - transm ssion
of said re-’éﬁﬂ@m}gg'@ﬂ ofathe ery ograg: Kepbth G rliKiy 5@%)}0 @ decipbrring unie
Cransy ssion g arveiki RIS K69 o S Ryt el e fengt

security oftheutaninsidkey Kif andref thercombeb| suolod @Went transmi ssion of a
cryptogram Kdc(Ki, AL, H(Ki, AL)) encrypted with the personal key (Kdc) of

the decryp io'a(%ﬁ'r'ngl;J of ihe-( %%n‘:coonn éaglf ( : |5'gn ﬁ%e Lﬁgr?/tption unit (EC) and authorization of the
deciphering of the audio/video data with the control word (CW) when the result of the
verification is positive.

15 - deciphering of the audio/video data and encryption of said data by the encryption
unit (EC) with the common key (Ki),

- fransmission of said re-encrypted data to the decryption unit {DC),

- selection by the security module of the common key (Ki) specific to audio/video
data,

20 - transmission of a randbm number (AL) by the decryption unit (DC) to the security
module (SM),

- formation and subsequent transmission of a cryptogram Kdc(Ki, AL, H(Ki, AL))
encrypted with the personal key (Kdc) of the decryption unit (DC) containing at least
the common key, (Ki) the random number (AL), and a second digest H(Ki, AL),

25 - reception of the cryptogram Kdec(Ki, AL, H(Ki, AL)) by the decryption unit (DC}),



t he common key, (Ki) the random nunber (AL), and a second digest H(Ki, AL),
25 - reception of the cryptogram Kdc(Ki, AL, H(Ki, AL)) by the decryption
unit (DC), -13- - decryption of said crypdegramwi th the personal key Kdc
of said decryption unit (DC and verification of the integrity of the
common key K) andef t he random nunber - when the result of the
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Aut henti cation Code). This code iIs ge erally 'cal cul ated fromthe common
key (Ki) and the control wor d C,W, in general with a unidirectional

hashi ng f Inastingef the commorpkexi£l) avidecrpptienof theyaudiojddeg data fithe result
(Secure reception of the cryptogram Kec(Ki, CW
H( Ki , Hﬁfnl%‘gor@hgﬁ#déh@aﬂsg%ssor 8eci phers it vm%lﬁ tge key (f(ec) t hen

calculates a di gest H(Ki, from the key (Ki) and control word (CW

recei ved Thd se@uﬁqrmadute osmméﬁsmﬁs €% Eomerien ?d(Knb-w{h ,thé\WbntréhwolEyC\W )
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COSt-45  Algorithm). On reception of the cryptogram Kec(Ki, CW, H(Ki, CW)), the secured
processor deciphers it with the key (Kec) then calculates a digest H(Ki, CW))' from
the key (Ki) and control word (CW) received and compares it with the digest received
H(Ki, cw). The key (Ki) and the control word (CW) will not be recognized as valid
unless the comparison of the digest H(Ki, CW))' calculated with that H(Ki, cw)
20 received gives a positive result. The secured processor is then authorized to load the
control word into the deciphering unit (DMX) as well as the common key into the
encryption unit (EC). This allows the deciphering of the audio/video data with the
control word (CW) and the encryption of the data deciphered by the encryption unit

(EC).

25 One advantage of matching the common key (Ki) with the control word (CW) is that it
becomes impossible to cross two input streams in a decoder equipped with two
reception systems or "tuner”. The common key (Ki) of a stream authorizing a cost-
free decryption cannot replace the common key (Ki) of a stream including restricted
rights. The crossing of two messages would result in the control words also being

30 crossed. A control word different to that, which is expected would make the
deciphering void.



free decryption cannot replace the comon key (Ki) of a stream i ncluding
restricted rights. The crossing of two nessages would result in the
control words al so being 30 crossed. A-<cbhirol word different to that,
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(EEPROM ckeaprder to be decrypted afterwards. The security nodul e (SM
creates a cryptogram KL(Ki, I1D) made up of the common key (Ki) and an

identifie Id), of the contents, (O, this 20 set bejng encrypted with a
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(EC) t H' SQGUIBY PrOGESSOErt he decryption unit (DC) that are known by the
security nodule (SM.

The data re-encrypted by the encryption unit (EC) with the common key (Ki) is for

example stored on a hard disk (HD) or in a non-volatile memory (EEPROM} in order
to be decrypted aftenNards..The security module (SM) creates a cryptogram KL(Ki,
ID} made up of the common key (Ki) and an identifier (Id) of the contents (C), this
20 set being encrypted with a local key (KL) of the security module (SM). This
cryptogram can be stored either on the hard disk (HD) with the contents encrypted
with the common key (Ki), or in the security module (SM) or in a separated memory.

It should be noted that this cryptogram can be encrypted with other personal keys
such as for example the personal key (Kec) of the encryption unit (EC) or that (Kdc)
25 of the decryption unit (DC) that are known by the security module (SM).

This re-encrypted data can also be forwarded towards a local network (LAN) via the

port (P) for their processing and immediate or deferred visualization. In the latter

case, the data is stored on a hard disk or other memory unit of a processing unit or

decoder member of the local network (LAN). its decryption will be thus carried out by
30 a processing unit or decoder different to that with which it was encrypted.
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' nvent! Ondeéémb?es%?oendugﬁ)r(Mﬁiré{ Xégoqm;ttnpe%s\ég Itﬁed Icto}/lte%?rc:btained (C) and converts it

into an analogical audio/video signal (AV) of the base band type (video composite,

20 RGB) compatible with a television set, for example.

In the systems described in the cited documents US6286103 and WO00/57636, the
random number plays respectively a role of securing the data transmission between
the security module and the apparatus and a role of verification of the authenticity of
the security module. In the present invention, it is used for verifying the validity (or
25 the service time) of the common key allowing decrypting the data in order to prevent
the non-authorized copy of data encrypted with a key that should be lapsed.
Furthermore, the fact to request the security module at each decryption ensure a
security to the data even the apparatus is not reliable. In fact, the common key is
either generated, either controlled after reception of an administration message EMM
30 by the security module alone.

According to one alternative, the random number (AL) generated by the decryption
unit (DC) can be transmitted in an encrypted form with the personal key (Kdc) of said



25 the service tinme) of the conmmon key allow ng decrypting the data in
order to prevent the non-authorized copy of data encrypted wth a key that
shoul d be | apsed. Furthernore, the fact18e request the security nodul e at
each decryption ensure a security to the data even the apparatus i s not
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encrypted with the personal. key. (Kdc) of the decryption unit

Accor di ngAceoming teanathesatemative. the cemiearant Keckde (k) anﬂll_qu ﬁ igestHEi,
di t H | qul
klage?Kl )(5%& Ci#alatrggn ntﬁ%ﬁg er'%?ﬁya@gu %fﬁﬂwg?‘yp ogram c{iﬁ %'?@Ijmé

::'( Ki, AL) )andt#mmumlr)]sr éAL)’IM) dgrrantHes cnﬁggrgﬁﬂ KI!C(KneAd,ecH(KntAD)) lWhélP] (1Hf3) ,

|rst|tver| i es the a conparison with a

i gest | H RYPIogram s aeeld dan D1 dscagtian wnit (RCR Ayt igrante dgssh ar Ay
t d f

o ypet oCblrfigkinga EobaREbATif o digestific ALY that it ¥dicustes @fth 3l K ife

nurber s (AbY, thes ndeveri (Al ektractedafrenpdbet cryptogram aadnthe ldigestkKH(Ki, sAL)

2208 RGBS B RS O oI, AP ADh R B R o
aCCOWDanyrélﬁdnl?%tﬁﬁﬁér%d(lﬂ.()ma%n&ésdﬂtfe@ abé@é‘ arC plsifive! tHy cgﬁin?oﬁ KoL &) l§3 N

the contents (C) such f'or exanpl e tl'e T, the duration D or a cod
i ndi cat i npaded tn}@dhefdmpm sur(itsﬂaﬁb arfd the d%’mﬂmlgef dbe e@ntentshean be

crypt raB1 ?fgr é) synbolized by KL(Ki, ID T, Db N. 20 The advantage of
thisf@peg éP%‘togramKL(Ki, ID, T, D, N is the possibility of nanagi ng
the rights contents according to its nature and tine. |Indeed, the

i denti fi eln one alternative, the cryptogram KL(Ki, ID) accompanying the stored contents Ki(C)
| can include other data related to the contents (C) such as for example a title T, the
duration D or a code N indicating the type of contents (sport, film, reportage etc &).

The cryptogram can be symbolized by KL(Ki, ID, T, D, N).

20 The advantage of this type of cryptogram KL(Ki, ID, T, D, N) is the possibility of
managing the rights contents according to its nature and time. Indeed, the identifier
(ID), and the code (N) for example, allow the security module to limit the number of
visualizations.

At the time of the direct or "live" visualization of content, that is to say, without
25 durable recording in a memory unit, the processing unit deciphers the contents with

the aid of the control word (CW), and then encrypts it with the common key (Ki) in

order to decipher it directly before decompression. During a first step, the security

module (SM) stores the control word (CW) and an identifier (ID) of the content (C) to

determine if the decryption with the common key (Ki) can take place or not according
30 to the rights contained in the security module (SM).



(ID), and the code (N) for exanple, allow the security nodule to limt the
nunber of visualizations. At the tine of the direct or "live"

visualization of content, that is to sayl7w thout 25 durable recording in
a nmenory unit, the processing unit deciphers the contents with the aid of

t he contr gl wor . ,,and then encrypts it wth the common key (Ki) in
order to ﬂwg%QﬂQrég?lﬁPnﬂi@PBr@Yd%brﬁh@ﬁwdw theuseciity modwe (SMipjs
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usi ng the random nunber (AL) as |n%eté§1yeéw wgag?értgggﬁegpﬁs&?g#@gmc ztecl'%s\?%ot
f ur t her mothe ke €6} fropn asequressaureedecr yption unit (DC) receives the key
(Ki) froma secure source. 10 -18- CLAIMS 1. Processing unit (UT) of

digi t¢y audio/video data encrypted with one or several control-words (CW
comng fromcontrol nessages (ECM conprising a deciphering unit (DWX) of
t he audi o/ video data (DT), a deconpression unit (MPEG, an i nput/output
interface of the processed audi o/ video data and communi cati on neans
towards a security nodule (SM, the deciphering (DVX) and deconpression
(MPEG units conprising respectively an encryption unit (EC) and a
decryption unit (DC) each having at |east one personal key (Kec, Kdc) and
one conmon encryption key (Ki), characterized in that it conprises



- means for secure transm ssion of the conmmon key (Ki) and of the control
word (CW extracted froma control nessage (ECM between the security
modul e (SM), the deciphering unit (DW¢1&nd the encryption unit (EC), said
means using a key associated to the personal key (Kec) of the encryption
unit (EC). - neans for deciphering audjo/video data (DT) wth the control
word (CW associated to the deci pheriQ\'gAlmst (DMX), - neans for
re-encrypting said deci phered data with the conmon key (Ki) associated to

h
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- nmeans for verification of the integrity of e ran om nunbe
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3. ProcesShagctaiizeddpdbatdt gempssesai m 1, characterized in that it conpri ses
a processor including a secured executlon dormai n i nplenented in the
har dwar e paneansfon a@curer’reamSmmam of thee common Heyddtin and doft the sentrolewlorbde

bei ng mar i.ded nal i ni.n C har re separa n

et ween s et aERasied OB & Batd] Passage, B GMyr3atwBeh iR s MR SWng
uni t accogl ﬁﬁcipﬁeﬁh?'dﬁltl(DMD(C}rélfiH e enerypliohNait (Ecy%ma fgéing Wing a key
processors, the first one executing the secured code”being iIsolated on one
hand agaﬂﬁ%@Claﬂeld tadbe persanal kgy {IKee) afitheianeryptionamit (RCot her hand agai nst

unaut horized control of the unsecured second processor.
- means for deciphering audio/video data (DT) with the control word (CW) associated

to the deciphering unit (DMX),

- means for re-encrypting said deciphered data with the common key (Ki) associated
to the encryption unit (EC),

~ a memory unit (RAM, HD) able to temporarily storing the audio/video data (DT) re-
encrypted with the common key (Ki),

- means for secured transmission of re-encrypted audio/video data (DT) to the
decryption unit (DC) able to communicate with the security module (SM) and with a
random number generator (AL) associated to the decryption unit (DC), said means
using the personal key (Kdc) of the decryption unit (DC).

- means for verification of the integrity of the random number (AL), said means
authorizing, when the result of the verification is positive, the decryption by the
decryption unit (DC) of the audio/video data (DT) with the common key (Ki).

2. Processing unit according to claim 1, characterized in that it comprises
immediate or deferred blocking means of the decryption unit (DC) when the result of
the verification is negative.



5. Processing unit according to claim1, characterized in that the

deci phering (DMX) and deconpression (MPEG units each conprising a
processor independent fromthe central-{f8ecessor (CPU), controlled by a
"m ddl eware” (MD) software conprising the nanagenent neans of the data
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i nterface, connected to the bus (B), conprises an input/output port (P)

t owar ds aCcomtsRlAf the tneesured sAePPH Praeessdfa encrypted by the encryption unit
(EC) is forwarded. -20- 10. Processing unit according to claima1,
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6. Processing unit according to claim 1, characterized in that the encryption (EC)
and decryption (DC) units are implemented in form of hardware elements in the
deciphering (DMX) and decompression (MPEG) units.

7. Processing unit according to claim 1, characterized in that the encryption (EC)
and decryption (DC) units are implemented in form of micro-code managed by the
processors of the deciphering (DMX} and decompression (MPEG) units.

8. Processing unit according to claim 1, characterized in that the input/output
interface is connected to a bus (B) to which are linked the encryption (EC) and
decryption (DC) units and the memory unit made up by at least one random access
memory (RAM) for intermediate storing of the data being processed and/or a hard
disk (HD).

0. Processing unit according to claim 8, characterized in that the input/output
interface, connected to the bus (B), comprises an input/foutput port (P) towards a
local network to which the data encrypted by the encryption unit (EC) is forwarded.



(EC) and a decryption unit (DC) using at |east one perso'nal key (Kec, Kdc)
and one common encryption key (Ki), characterized in that it includes the
followi ng steps: - reception, by the sec2@+ty nodule (SM, of a control

nmessage (ECM containing a control word (CW, - obt ai ni ng, by the security
nodul e, of .a c mon ke &Kig aEHj g(eneratlon of a rypt ogram Kec( O/Y
encrypt ed19nth PSS H i dceardingde claim ih@"‘@!ﬁé@ﬁﬁddﬁ ﬁittfo(fEE)a module
conpri si ng-,té@g ,géil "ﬂﬂﬂ {he control word (CW, - transm ssion of
t he cryptogram Kec tot aem phering unit (DMX) decryption wth
the key (Kec) of sald cryptogram - |oading of the common key (Ki) in the

encrypti ofluni Pm@@g&munmacmrdm@tto olaiof 1} tlaradterizetidnithgt itffotrhe a module
audi o/ vi d ntrol word (CW, - deciphering of the
audi o/ vi d@g @%&%d %)f‘ %w on of said data by the encryption unit

(EC) with the common key (Ki), - transm ssion of said re-encrypted
audi o/ vi de@. dapecésd) cdrtrdl melivsd Yi! id tam'nhhdibmdeo datael B%' Fébel\?ﬂ a
security nodule, of the_comon key (Ki) specific to the “audio/vi at a

(DT), - tPERRESSING umt G#Thc@mnaéwgrm ﬁls@nphenng umjt (X} et thepaudio/iidea dataCa t o
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random nu rlﬁjdgcomp_ rece t| on of the cryptogram Kdc the

decrypti o Eﬁ@ém Y8R runits; QP@PWBBQ‘B%WGMV?% am.@nsafpy@nanmkey

(Kdc) of n f
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t he previ ooMnyorgenewptleu ke €Ki); cha:radiemgedﬁn that itinohmes tiey fellwing steps:
decryption of the audio/video data (DT) if the result of the conparison is

posi tive. - Iceptinh &y thecsuolritgmicduté ¢EM) 18 8 vonol piestegel GNn)ibohﬁﬁi'nng a
cryptogram Kec(Ki, Q/\i encrypted with the personal key (Kec) of the

encrypti oﬁoﬁﬁﬁ‘i"tw?’éd)c npri ses
- abtaining, by the security module, of a common key (Ki) and generation of a
cryptogram Kec(Ki, CW) encrypted with the personal key (Kec) of the encryption unit
(EC) comprising the common key (Ki) and the control word (CW),

- transmission of the cryptogram Kec(Ki, CW) to the deciphering unit (DMX)
decryption with the key (Kec) of said cryptogram,

- loading of the common key (Ki) in the encryption unit (EC) and authorization of the
deciphering of the audio/video data (DT) with the control word (CW),

- deciphering of the audio/video data (DT) and encryption of said data by the
encryption unit (EC) with the common key (Ki),

- transmission of said re-encrypted audio/video data (DT) to the decryption unit (DC),

- selection, by the security module, of the common Kkey (Ki) specific to the
audio/video data (DT),

- transmission of a random number (AL) by the decryption unit (DC) to the secunty
module (SM),

- formation and subsequent transmission of a cryptogram Kdc(Ki, AL) encrypted with
the personal key (Kdc) of the decryption unit (DC) containing at least the common
key, (Ki) and the random number (AL)



further a digest HKi, CW serving for verifying the integrity of the
common key (Ki) and of the control word (CW after decryption of said
cryptogram Kec(Ki, CW with the personda®1key (Kec) of the encryption unit
(EC), the common key (Ki) being loaded only if the result of the
verification is positive. 14. Method according to claim 12 characterized in
that the er%&ﬁpiiaﬁéﬁ]%emtqgrﬂm Kdeid, Ab) by the 8ﬂ°'ﬁ’ﬁ§0®é‘ﬂ§(ﬂﬁﬁl). key (Kdc) of
the decryption unit (DC) conprises further a digest H(Ki, AL) serving for
veri fyi ng- deeniptioaRfi $3id aryptegrar rwith the pesanal key (Hidc) lof saichdeoryptiontnit

AL ft ' [ Ki AL ] t k
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verification 1is positive. 15. Method according to claim 12 characterized
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resul t of resw Qfdﬁﬁ&ﬂﬂ'!ﬂﬁﬂlspg impgaitivee. 16. Met hod according to claim 13 or

14 characterized in that the first digest HKi, CW and the second digest

H(Ki, ' AL ' i A henticat i | cyl d
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aut hent i c@Wpencrgited alitutra pdrdonaimkiel g Keeoh thé eshdriptior Dit (EEC)r comipmes
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19. Method_acegrding,. ta.claim 12 characterized in that the data deci phered
and re- eHEE’Jﬁ&@d'e\ﬁ,ﬁFﬁ?mﬁeV‘éﬁﬁﬂ%HnR%Poﬁ V¢ is stored in a nenory unit (RAM
HD), its decryption being carried out subsequently. 20. Method according
to claim iz chpeardacasding'td Haim hReHERSEBR2EEH Bt thd & GPKBE(KM AD
the common key (Ki) are férqjvarded towards a ?%cg_l net\/\orrlyp?jlﬁr\gipvﬁg( a p)ort
(P) of thenpteskwithdhepersonial key fikddl ofitbesleatyption unit (2G) gpmpdses further a
carri ?d digest H(Ki, AL) serving for verifying the integrity of the common key (Ki) and of the
random number (AL) after decryption of said cryptogram Kdc(Ki, AL) with the
personal key (Kdc) of the decryption unit (DC), the received random number (AL)
being compared with the one previously generated only if the result of the verification

is positive.

16. Method according to claim 12 characterized in that the decryption unit (DC) is
blocked either immediately or after decryption of a predetermined number of
audio/video data blocks when the result of the comparison is negative.

16. Method according to claim 13 or 14 characterized in that the first digest H(KI,
CW) and the second digest H(Ki, AL) constitute respectively a first authentication
code calculated from the common key (Ki) and from the control word (CW) and a
second authentication code calculated from the common key (Ki) and the random
number {AL), said codes being calculated with an unidirectional hash function.

17.  Method according to claim 12 characterized in that the common key (Ki) is
generated by the security module (SM).



out by a processing unit nenber of said |ocal network (LAN). 21. Method
according to claim 12 characterized in that, the security nodule creates
and stores, at the tine of the transmi ss22dn of the audi o/ video data (DT)

t owar ds the decryption unit (DC), a control cryptogram KL(KI, 1D) encrypted

wth a | KL) of , said ecurlt ule ((SM contalnln | east one
i dentifie ﬁ%h‘gd %?Qoﬁtlﬁg dows ﬂgb 14a ¥ré?r§ﬁt?rlzﬁé 'Bcﬁﬁﬁf)ﬁh%@"(’%?‘)‘ keyalkd) igey
(Ki) bei ngxs t pﬁ,&gr th

t he | ocal keﬁét(gﬁl_fﬂﬂg%ymt? ﬁggﬁ‘@m ﬁ%sgraﬁe W el ng-rea éﬁmalﬁhégg'gghrg %Eﬁ@r
nodul e (SM which determ nes a pararreter relative to the expl oi tati on of

t he st or ed9audMsthod escarding to zlaived B athasacterized in thatcthei data Idedighered candz ed

(s 2. Pef R Wil CoBMert xbl st Rhstoled it Zotmermpry it fRAM. ol ©
crypt ogradeciSdptltSn,beir@catﬂeatdm%bséq&étﬂl nory unit (RAM HD) and _
acconpani es the audi o/video encrypted data. 24. Met hod accordl ng to claim

21 charac HZ% n that the control cryptogram KL encrypted W th
the | ocal - &O%faqcﬁéd'%dﬁrQ@W gdeara edrg t ébm%u ere@ datanten

key (Ki)

t he audl o/ Vi 'é}go dat gq?%)f)eﬂﬁ'o&gég (kﬁ é?%eﬁﬁﬁgéag%@wwm%%rk (IYRRI)Q
a port (P) of the processing unit, |ts immediate or deferred decryption being carried
out by a processing unit member of said local network (LAN).

21. Method according to claim 12 characterized in that, the security module
creates and stores, at the time of the transmission of the audio/video data (DT)
towards the decryption unit (DC), a control cryptogram KL(Ki, ID) encrypted with a
local key (KL) of said security module (SM) containing at least one identifier (ID) of
the audio/video data and the common key (Ki), said key (Ki) being selected by
decrypting the control cryptogram KL(Ki, ID) with the local key (KL) and the identifier
(ID) being read by the security module (SM) which determines a parameter relative
to the exploitation of the stored audio/video data.

22. Method according to claim 21 characterized in that the control cryptogram
KL(Ki, ID) is stored in the security module (SM).

23. Method according to claim 21 characterized in that the control cryptogram
KL(Ki, ID) is stored in the memory unit (RAM, HD) and accompanies the audio/video
encrypted data.

24. Method according to claim 21 characterized in that the control cryptogram
KL(Ki, ID} encrypted with the local key (KL) of the security module (SM) and
containing the common key (Ki) includes additional data related to the nature and the
type of the audio/video data (DT) stored in the memory unit (RAM, HD).



