SUMMARY

[0005] This specification describes technologies for retrieving data from external data
sources for processing within a blockchain network. These technologies generally involve
providing a shared service private key to a plurality of relay system nodes in a multi-node
cluster through a key management node, such that clients can avoid performing repeated
attestation of the relay system nodes when requesting data from a data source through the
relay system nodes. In some embodiments, remote attestation is performed for a key
management node, the remote attestation resulting in a service key pair (service public key,
service private key) of the key management node. The service public key is obtained and
stored by the clients during the remote attestation. The key management node operates using
a trusted execution environment (TEE). The remote authentication of the key management
node can be audited publicly, eliminating the need for individual clients to repeat remote
authentication. In some embodiments, a key distribution process is performed by the key
management node for a plurality of relay system nodes in a multi-node cluster, the key
distribution process resulting the same service private key being distributed to each of the
relay system nodes. Each client request is assigned by a relay system smart contract to an
available relay system node in the multi-node cluster for querying the external data source. A
response that includes the result of the query is digitally signed using the service private key.

The response can be verified by the clients using the service public key.

[0005a] According to one embodiment, a computer-implemented method for retrieving
data from an external data source that is external to a blockchain network is provided. The
method includes: receiving, from a client smart contract and by a relay system smart contract
executing within the blockchain network, a request for retrieving the data from the external
data source, the request comprising encrypted data, the encrypted data comprising access
data for accessing the external data source that is encrypted using a service public key of a
key management node that is external to the blockchain network; selecting, by the relay
system smart contract, a relay system node from a plurality of relay system nodes that are
external to the blockchain network; executing, by the key management node, an attestation
process with each of the plurality of relay system nodes and an attestation service, wherein

the key management node executes a key distribution process with the plurality of relay



system nodes, the key distribution process resulting in a service private key of the key
management node being distributed to the plurality of relay system nodes; transmitting, by
the relay system smart contract, the request to the relay system node; receiving, from the
relay system node and by the relay system smart contract, a return result in response to the
request, the return result comprising the data retrieved from the external data source obtained
by the relay system node and a digital signature, wherein the digital signature is generated
based on the data retrieved from the external data source and the service private key of the
key management node; and transmitting, by the relay system smart contract, the return result

to the client smart contract.

[0006] This specification also provides one or more non-transitory computer-readable
storage media coupled to one or more processors and having instructions stored thereon
which, when executed by the one or more processors, cause the one or more processors to

perform operations in accordance with embodiments of the methods provided herein.

[0007] This specification further provides a system for implementing the methods
provided herein. The system includes one or more processors, and a computer-readable
storage medium coupled to the one or more processors having instructions stored thereon
which, when executed by the one or more processors, cause the one or more processors to

perform operations in accordance with embodiments of the methods provided herein.
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What is claimed is:
CLAIMS

1. A computer-implemented method for retrieving data from an external data

source that is external to a blockchain network, the method comprising:

receiving, from a client smart contract and by a relay system smart contract executing
within the blockchain network, a request for retrieving the data from the external data source,
the request comprising encrypted data, the encrypted data comprising access data for
accessing the external data source that is encrypted using a service public key of a key

management node that is external to the blockchain network;

selecting, by the relay system smart contract, a relay system node from a plurality of

relay system nodes that are external to the blockchain network;

executing, by the key management node, an attestation process with each of the
plurality of relay system nodes and an attestation service, wherein the key management node
executes a key distribution process with the plurality of relay system nodes, the key
distribution process resulting in a service private key of the key management node being

distributed to the plurality of relay system nodes;
transmitting, by the relay system smart contract, the request to the relay system node;

receiving, from the relay system node and by the relay system smart contract, a return
result in response to the request, the return result comprising the data retrieved from the
external data source obtained by the relay system node and a digital signature, wherein the
digital signature is generated based on the data retrieved from the external data source and

the service private key of the key management node; and

transmitting, by the relay system smart contract, the return result to the client smart

contract.

2. The computer-implemented method of claim 1, further comprising:
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provisioning, by the attestation process of the key management node, the service

public key, paired with the service private key, of the key management node.

3. The computer-implemented method of claim 2, further comprising:

obtaining, by a client device, the service public key of the key management node

during the attestation process.

4. The computer-implemented method of claim 3, wherein the return result is

validated by the client device using the service public key of the key management node.

5. The computer-implemented method of any preceding claim, wherein the

plurality of relay system nodes each execute a trusted execution environment (TEE).

6. The computer-implemented method of any preceding claim, wherein the
request is decrypted by the relay system node to obtain the access data using the service

private key of the key management node.

7. A system, comprising:
one or more processors; and

one or more computer-readable memories coupled to the one or more processors and
having instructions stored thereon that are executable by the one or more processors to

perform the method of any of claims 1 to 6.
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8. An apparatus for retrieving data from an external data source that is external
to a blockchain network, the apparatus comprising a plurality of modules for performing the

method of any of claims 1 to 6.
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