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FIG. 3

Seller Buyer Blockchain Bank

Generate a digital invoice; 
Generate a commitment 
CM_INVOICE; and 
Generate SELLER!S_PROOF

Submit "ISSUE_INVOICE# transaction

with payload {CM_INVOICE, SELLER!S_PROOF}

Verify SELLER!S_PROOF; 
Add CM_INVOICE to a 
Seller-Submitted Invoice 
Pool

Validate the digital invoice; 
Generate a commitment 
CM_BV_ INVOICE; and 
Generate BUYER!S_PROOF

Send digital invoice, TN, and R to 

Buyer

Send TN! and R! to Seller

Submit 

"BUYER_VALIDATED_ INVOICE# 

transaction with payload 

{TN, CM_BV_INVOICE, BUYER!S 

PROOF}

Check whether TN has been 
spent already;
Verify BUYER!S_PROOF;
Add CM_BV_INVOICE to a 
Buyer-Validated Invoice Pool;
Add SN to a SPENT_LIST

Send digital invoice, TN! and R!  to Bank

Validate the digital invoice;
Check whether TN! has 
been spent already;
Generate 
BANK!S_PROOF

Submit "ISSUE_FINANCING# 

transaction with payload 

{TN!, BANK!S_PROOF}

Check whether TN! has been 
spent already;
Verify BANK!S_PROOF; 
Add SN! to the SPENT_LIST
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FIG. 4

Receive a first transaction, the first transaction comprising a first 

commitment of an invoice and a first proof, the first commitment 

being generated based on a first token

Report a detection of fraud in response to a determination that 

the first proof is unacceptable
404

Record the first commitment of the invoice in a first invoice pool in 

response to a determination that the first proof is acceptable 
406

Receive a second transaction, the second transaction comprising 

the first token, a second commitment of the invoice, and a second 

proof, the second commitment being generated based on a 

second token

408

400

Report a detection of fraud in response to a determination that 

the first token is invalid or the second proof is unacceptable
410

Record the second commitment of the invoice in a second invoice 

pool and invalidate the first token in response to a determination 

that the first token is valid and that the second proof is acceptable

412

Receive a third transaction, the third transaction comprising the 

second token and a third proof
414

Report a detection of fraud in response to a determination that 

the second token is invalid or the third proof is unacceptable
416

Invalidate the second token and report that no fraud is detected in 

response to a determination that the second token is valid and 

that the third proof is acceptable

418

402
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