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EXTENSIBLE KEY MANAGEMENT SYSTEM FOR APPLICATION 
PROGRAM INTERFACES 

 

ABSTRACT 

An extensible key management system includes a developer services portal for 5 

accessing an application.  The system may identify initiation via the developer services 

portal of an association of the application with an external API of a third party provider 

service and automatically obtain a sub-key for the external API from the third party 

provider service on behalf of a developer of the application.  The sub-key may be 

obtained in accordance with authorization provided by a master key previously provided 10 

from the third party provider service.  The system may map an association between the 

sub-key, the application and the external API and store the association.  Upon receipt of 

a service call message resulting from a request from a user device executing the 

application, the system may identify and replace a developer API key included in the 

service call message with the sub-key based on the stored association.     15 
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