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[DESCRIPTION]

[TITLE OF INVENTION]

INFORMATION PROCESSING APPARATUS, INFORMATION

PROCESSING METHOD, AND STORAGE MEDIUM

[Technical Field]

[0001]

This disclosure relates to an information

processing apparatus, an information processing method,

and a storage medium.

[Background Art]

[0002]

Patent Literature 1 discloses an authentication

apparatus that checks reality to see if a user is a

human or not. The authentication apparatus disclosed

in Patent Literature 1 checks reality of a user by

determining whether or not a response to a challenge is

correct that is information based on which the user to

be authenticated inputs information used for an

authentication process.

[Citation List]

[Patent Literature]

[0003]

PTL 1: International Publication No. WO

2015/194135

[Summary of Invention]

[0004]

When it is determined whether or not there is

impersonation by using a photograph or the like based

on a user's movement in accordance with a particular

instruction such as a challenge as with the art

disclosed in Patent Literature 1, the user may be

unable to move properly in accordance with the

particular instruction. Thus, in the art disclosed in
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Patent Literature 1, it may be difficult to suitably

collect necessary information based on the user's

movement.

[0005]

In view of the problem described above, an

example object of this disclosure is to provide an

information processing apparatus, an information

processing method, and a storage medium that can

suitably acquire necessary biometrics information based

on a user's movement.

[Solution to Problem]

[0006]

According to one example aspect of this

disclosure, provided is an information processing

apparatus including: a movement instruction unit that

instructs a user about a movement; an information

acquisition unit that acquires biometrics information

on the user from the user instructed about the

movement; and a display control unit that controls

display directed to the user in accordance with a

movement status of the user.

[0007]

According to another example aspect of this

disclosure, provided is an information processing

method including: instructing a user about a movement;

acquiring biometrics information on the user from the

user instructed about the movement; and controlling

display directed to the user in accordance with a

movement status of the user.

[0008]

According to yet another example aspect of this

disclosure, provided is a non-transitory storage medium

storing a program that causes a computer to perform:

instructing a user about a movement; acquiring

biometrics information on the user from the user

instructed about the movement; and controlling display
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directed to the user in accordance with a movement

status of the user.

[Advantageous Effects of Invention]

[0009]

An example advantage according to the invention

is that necessary biometrics information can be

suitably acquired based on a user's movement.

[Brief Description of Drawings]

[0010]

Fig. 1 is a block diagram illustrating a

configuration of an information processing apparatus

according to a first example embodiment of this

disclosure.

Fig. 2 is a flowchart illustrating an operation

of face authentication of the information processing

apparatus according to the first example embodiment of

this disclosure.

Fig. 3 is a flowchart illustrating an operation

of impersonation determination in the information

processing apparatus according to the first example

embodiment of this disclosure.

Fig. 4 is a flowchart illustrating an operation

of face recognition in the information processing

apparatus according to the first example embodiment of

this disclosure.

Fig. 5 is a schematic diagram illustrating one

example of a login window in the information processing

apparatus according to the first example embodiment of

this disclosure.

Fig. 6 is a schematic diagram illustrating a face

authentication window at the start of acquisition of

face images in the information processing apparatus

according to the first example embodiment of this

disclosure.

Fig. 7 is a schematic diagram illustrating one
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example of a face authentication window during

acquisition of face images in the information

processing apparatus according to the first example

embodiment of this disclosure.

Fig. 8 is a schematic diagram illustrating one

example of a face authentication window at the

completion of acquisition of face images in the

information processing apparatus according to the first

example embodiment of this disclosure.

Fig. 9 is a schematic diagram illustrating one

example of a window after face authentication succeeds

and login is completed in the information processing

apparatus according to the first example embodiment of

this disclosure.

Fig. 10 is a schematic diagram illustrating one

example of a face authentication window when face

authentication fails in the information processing

apparatus according to the first example embodiment of

this disclosure.

Fig. 11 is a block diagram illustrating a

configuration of an information processing apparatus

according to a second example embodiment of this

disclosure.

Fig. 12 is a block diagram illustrating a

configuration of an information processing apparatus

according another example embodiment of this disclosure.

[Description of Embodiments]

[First Example Embodiment]

[0011]

An information processing apparatus and an

information processing method according to a first

example embodiment of this disclosure will be described

by using Fig. 1 to Fig. 10.

[0012]

First, the configuration of the information

processing apparatus according to the present example
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embodiment will be described by using Fig. 1. Fig. 1

is a block diagram illustrating the configuration of

the information processing apparatus according to the

present example embodiment.

[0013]

As illustrated in Fig. 1, an information

processing apparatus 10 according to the present

example embodiment has a central processing unit (CPU)

12, a random access memory (RAM) 14, a storage unit 16,

an input unit 18, a display unit 20, a capture unit 22,

an audio output unit 24, and a communication unit 26.

The CPU 12, the RAM 14, the storage unit 16, the input

unit 18, the display unit 20, the capture unit 22, the

audio output unit 24, and the communication unit 26 are

connected to a common bus 28.

[0014]

The information processing apparatus 10 is a

smartphone, for example, while not particularly limited.

The information processing apparatus 10 may be a tablet

type personal computer, a mobile phone, or the like.

Further, the information processing apparatus 10 may be

a computer apparatus such as a laptop personal computer,

a desktop personal computer, or the like, for example.

The information processing apparatus 10 can execute

various application programs in accordance with an

execution instruction from a user using the same.

[0015]

The CPU 12 operates by executing a program stored

in the storage unit 16 and functions as a control unit

that controls the operation of the entire information

processing apparatus 10. Further, the CPU 12 performs

various processes as the information processing

apparatus 10 by executing a program stored in the

storage unit 16. The RAM 14 provides a memory field

necessary for the operation of the CPU 12.

[0016]

The information processing apparatus 10 according
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to the present example embodiment performs face

authentication for a user when the user logs in a

particular application program stored in the storage

unit 16. Furthermore, the information processing

apparatus 10 is configured to be able to determine

impersonation of the user by using a non-living object

such as a photograph, a moving image, or the like in

face authentication.

[0017]

Note that the information processing apparatus 10

can also perform the same face authentication at

various timings other than at login to a particular

application program. For example, the information

processing apparatus 10 can also perform the same face

authentication for the user at the start of a use of

the information processing apparatus 10, such as at

system startup or at unlocking of the information

processing apparatus 10. Further, for example, the

information processing apparatus 10 can also perform

the same face authentication for the user at the start

of access to a particular resource such as a particular

file, a particular directory, a particular folder, or

the like stored in the storage unit 16 or the like. In

such a way, the information processing apparatus 10 can

be configured to perform face authentication at the

start of a particular process for the user who requests

that process.

[0018]

The CPU 12 functions as each of the following

function units used for face authentication for the

user by executing a particular application program

stored in the storage unit 16. That is, the CPU 12

functions as an authentication processing unit 12a, a

movement instruction unit 12b, a face image acquisition

unit 12c, an information provide unit 12d, an

impersonation determination unit 12e, and a face

recognition unit 12f.
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[0019]

The authentication processing unit 12a causes the

display unit 20 to display a login window that requests

the user for face authentication and accepts a login

request from the user. For example, the user who is a

target of face authentication is able to perform touch

entry by pushing a particular region such as a login

button, a login icon, or the like in a login window

displayed on the display unit 20, which is configured

integrally with the input unit 18 as a touchscreen

display. This enables the user to input a login

request to the information processing apparatus 10.

Further, the user is able to input a login request to

the information processing apparatus 10 by causing the

capture unit 22 to capture its own face and inputting

the face image to the information processing apparatus

10, for example. Once a login request is input by the

user, the authentication processing unit 12a causes the

display unit 20 to display a face authentication window

used for face authentication.

[0020]

Further, the authentication processing unit 12a

performs face authentication as authentication for the

user based on a result of impersonation determination

performed by the impersonation determination unit 12e

and a result of face recognition performed by the face

recognition unit 12f. That is, the authentication

processing unit 12a determines whether or not face

authentication of the user is successful based on a

result of impersonation determination and a result of

face recognition and performs a process in accordance

with the determination results.

[0021]

The authentication processing unit 12a determines

that the face authentication of the user is successful

when it is determined by the impersonation

determination unit 12e that there is no impersonation
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and it is determined by the face recognition unit 12f

that there is a matching in face recognition, as

described later. In response to determining that face

authentication of the user is successful, the

authentication processing unit 12a permits login of the

user to a particular application program and performs a

login process for allowing the user to log in.

[0022]

On the other hand, when it is determined by the

impersonation determination unit 12e that there is

impersonation or when it is determined by the face

recognition unit 12f that there is no matching in face

authentication, the authentication processing unit 12a

determines that the face authentication of the user is

unsuccessful, that is, the face authentication of the

user failed. In response to determining that the face

authentication of the user failed, the authentication

processing unit 12a denies login of the user to the

application program. In this case, the authentication

processing unit 12a can perform a failure process such

as a process of notifying the user that face

authentication failed. For example, the authentication

processing unit 12a can display the display indicating

that face authentication failed on the display unit 20

and perform notification.

[0023]

In response to receiving entry of a login request

from the user, the movement instruction unit 12b

instructs the user, who is a target of face

authentication, to perform a particular movement

regarding the head captured by a capture unit 22. The

movement instruction unit 12b can cause the display

unit 20 to display the display providing an instruction

about a particular movement and instruct the user about

the particular movement. The movement instruction unit

12b can cause the display unit 20 to display an

instruction message about a particular movement, a
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visual symbol that moves as an animation with a

particular movement, or the like, for example, as the

instruction display of a particular movement. A visual

symbol may be, for example, a face icon that is an icon

imitating a face, a pictogram, or the like.

[0024]

A particular movement instructed by the movement

instruction unit 12b may be, for example, a movement of

shaking the head laterally or vertically, a movement of

turning the head around, or the like, while not

particularly limited. When a movement of shaking the

head is instructed as a particular movement, the

movement instruction unit 12b can cause the display

unit 20 to display an instruction message "Please shake

your head" or cause the display unit 20 to display a

face icon that shakes the head in an animation movement,

for example.

[0025]

Further, the movement instruction unit 12b can

function as a display control unit that controls and

changes the display providing an instruction about a

particular movement on the display unit 20, which is

display directed to the user, in accordance with the

movement state of the user in motion captured by the

capture unit 22. For example, the movement instruction

unit 12b can control and change the display providing

the instruction about a particular movement on the

display unit 20 in accordance with a determination

result by the face image acquisition unit 12c as to

whether or not a particular movement of the user is

proper as described below.

[0026]

For example, specifically, when providing an

instruction about a movement of shaking the head as a

particular movement, the movement instruction unit 12b

controls and changes the display providing the

instruction about a particular movement in the
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following manner, for example.

[0027]

When it is determined by the face image

acquisition unit 12c that the user's movement of

shaking the head is proper, the movement instruction

unit 12b may stop the face icon's movement of shaking

the head displayed on the display unit 20, for example.

Further, when it is determined to be proper, the

movement instruction unit 12b may change the face icon

display so as to have an affirmative facial expression

associating that the user's particular movement is

proper, for example.

[0028]

On the other hand, when it is determined by the

face image acquisition unit 12c that the user's

movement of shaking the head is improper, the movement

instruction unit 12b can continue the face icon's

movement of shaking the head displayed on the display

unit 20 or change the face icon's movement of shaking

the head to a wider movement. Further, when it is

determined to be improper, the movement instruction

unit 12b may also change the face icon display to so as

to have a negative facial expression associating that

the user's particular movement is improper, for example.

Further, when it is determined to be improper, the

movement instruction unit 12b may cause the display

unit 20 to emphasize and display an instruction message

"Please shake your head" or may cause the display unit

20 to display an instruction message "Please shake your

head widely."

[0029]

As discussed above, when it is determined that a

user's particular movement is proper, the movement

instruction unit 12b can control and change the display

providing the instruction about a particular movement

so as to indicate that the user's particular movement

is proper. Further, when it is determined that a
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user's particular movement is improper, the movement

instruction unit 12b can control and change the display

providing the instruction of a particular movement so

as to indicate that the user's particular movement is

improper.

[0030]

Further, the movement instruction unit 12b may

instruct the user about a particular movement by

outputting a voice of a movement instruction from the

audio output unit 24 in addition to or instead of the

display of movement instruction display on the display

unit 20. In such a case, the movement instruction unit

12b can output a voice uttering an instruction message

providing an instruction about a particular movement,

such as "Please shake your head", from the audio output

unit 24.

[0031]

The face image acquisition unit 12c is an

information acquisition unit that acquires a face image

that is biometrics information on the user from a

moving image captured by the capture unit 22. The face

image acquisition unit 12c operates as below to acquire

a face image.

[0032]

The face image acquisition unit 12c determines

whether or not a particular movement regarding the

user's head in a moving image captured by the capture

unit 22 is proper. When the user's particular movement

is a movement which can be used in impersonation

determination to acquire a plurality of face images

that can be used for estimate a three-dimensional shape

of a user's head, the face image acquisition unit 12c

determines that the user's particular movement is

proper. On the other hand, when the user's particular

movement is a movement from which such a plurality of

face images are unable to be acquired, the face image

acquisition unit 12c determines that the user's
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particular movement is improper. For example, when

face images of multiple viewpoints are substantially

unable to be acquired because the user's movement is

too small, when the user's face has not been captured

by the capture unit 22, or the like, it is not possible

to acquire a plurality of face images that can be used

for estimate a three-dimensional shape of the user's

face. Therefore, in these cases, the face image

acquisition unit 12c determines that the user's

particular movement is improper.

[0033]

Note that the face image acquisition unit 12c may

determine that the user's movement is proper even when

a particular movement instructed by the movement

instruction unit 12b and the user's movement are not

the same. For example, even when the user shakes the

head vertically while the movement instruction unit 12b

displays an animation of shaking the head laterally,

the user's movement may be a movement which can be used

in impersonation determination to acquire a plurality

of face images that can be used for estimating the

three-dimensional shape of the user's face. In such a

case, the face image acquisition unit 12c can determine

that the user's movement is proper.

[0034]

In response to determining that the user's

particular movement is proper, the face image

acquisition unit 12c detects a face image of the user

in a moving image captured by the capture unit 22.

Furthermore, the face image acquisition unit 12c

acquires a face image of the detected user as face

information on the user. At this time, the face image

acquisition unit 12c evaluates the quality of the

detected face image and acquires a high quality face

image having a quality above a predetermined quality.

For example, the face image acquisition unit 12c can

evaluate the quality of a face image based on a quality
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value calculated for each of a predetermined number of

face feature points preset for estimating a three-

dimensional shape of a face. The face image

acquisition unit 12c is not necessarily required to

acquire a face image itself but may extract and acquire

a feature amount from a face image as face information.

[0035]

The face image acquisition unit 12c repeatedly

acquires a face image of the user as described above

until a time limit, which is a predetermined time

period from the time when a particular movement is

instructed by the movement instruction unit 12b, has

elapsed. Thereby, the face image acquisition unit 12c

attempts acquisition of a predefined number of face

images necessary for impersonation determination. Note

that the time limit used in acquiring face images is

preset in accordance with required accuracy of

impersonation determination, a time period required to

complete authentication, or the like, for example.

Further, the predefined number of face images necessary

for impersonation determination is preset in accordance

with required accuracy of impersonation determination,

a time period required to complete authentication, or

the like, for example.

[0036]

Further, the face image acquisition unit 12c

functions as a display control unit that causes the

display unit 20 to display the progress status of

acquisition of face images as display in accordance

with the movement status of the user. The face image

acquisition unit 12c can cause the display unit 20 to

display an acquisition rate of face images in

percentage, which is a ratio of the number of acquired

face images to the predefined number required for

impersonation determination, for example, as the

progress status of acquisition of face images in

accordance with the movement status of the user. The
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face image acquisition unit 12c may display the

acquisition rate of face images as a numerical value in

a form of percentage expression or may display an

acquisition rate of face images by using a gage or a

progress bar whose length changes in accordance with

the acquisition ratio of face images, for example. The

shape of a gage or a progress bar indicating an

acquisition ratio of face images is not particularly

limited, and a bar-like shape, a ring-like shape, or a

frame-like shape may be employed, for example. The

face image acquisition unit 12c controls and changes

the display indicating the progress status of

acquisition of face images, which is display directed

to the user, in accordance with the acquisition status

of face images. The face image acquisition unit 12c

can cause the display unit 20 to display the display

indicating the progress status of acquisition of face

images, such as a gage, a progress bar, or the like, in

accordance with the user's movement status. Note that

a form of display indicating the progress status of

acquisition of face images is not limited to a gage or

a progress bar, and various forms of display may be

employed.

[0037]

When the time limit elapses without the

predefined number of face images being acquired by the

face image acquisition unit 12c and thus acquisition of

the predetermined number of face images fails, that is,

when a predetermined amount of biometrics information

is not acquired within a predetermined time period, the

information provide unit 12d provides guidance

information to the user. The guidance information is

information that may be a reference, a guide, a help,

or the like for successful acquisition of the

predefined number of face images by the face image

acquisition unit 12c when face authentication is again

performed. The information provide unit 12d can cause
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the display unit 20 to display and provide guidance

information to the user, for example. Further, the

information provide unit 12d may output guidance

information by using a voice from the audio output unit

24 and provide the guidance information to the user,

for example.

[0038]

The information provide unit 12d can provide, to

the user, guidance information in accordance with a

reason for being unable to acquire a face image by the

face image acquisition unit 12c. For example, when a

face image is unable to be acquired because of an

improper movement of the user, the information provide

unit 12d can provide guidance information regarding a

user's particular movement. Further, for example, when

a face image is unable to be acquired because of an

improper authentication environment that is an

environment where face authentication is performed, the

information provide unit 12d can provide guidance

information regarding an authentication environment.

Further, it is possible to provide, to the user,

guidance information regarding a user's particular

movement and guidance information regarding an

authentication environment in combination.

[0039]

The information provide unit 12d can provide, as

guidance information regarding a user's particular

movement, guidance information that guides the user to

perform a proper particular movement. For example, for

the user instructed to perform a head shaking movement

as a particular movement, the information provide unit

12d can display a guidance message regarding a head

shaking movement on the display unit 20 or output a

guidance message by using a voice from the audio output

unit 24 as guidance information. In such a case,

guidance message may be "Please shake your head widely",

"Please shake your head slowly", "Motion is too fast",
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or the like.

[0040]

Further, the information provide unit 12d can

provide guidance information that guides the user to

perform face authentication in a proper authentication

environment as guidance information regarding

authentication environment. An authentication

environment where guidance information may be provided

is not particularly limited and may correspond to

brightness of an authentication place that is a place

where authentication is performed, a capturing distance

that is a distance at which the user is captured by the

capture unit 22, or the like, for example.

[0041]

For example, when a face image above a certain

quality is unable to be acquired by the face image

acquisition unit 12c because of an excessively bright

or excessively dark authentication place, the

information provide unit 12d can provide guidance

information regarding brightness of the authentication

place as guidance information. In such a case, the

information provide unit 12d can display a guidance

message such as "it is too bright", "it is too dark",

or the like on the display unit 20 or output the

guidance message as a voice from the audio output unit

24, for example, as guidance information.

[0042]

Further, for example, when a face image above a

certain quality is unable to be acquired by the face

image acquisition unit 12c because of an excessively

long or excessively short capturing distance by the

capture unit 22, the information provide unit 12d can

provide guidance information regarding a capturing

distance by the capture unit 22. In such a case, the

information provide unit 12d can display a guidance

message such as "it is too far", "it is too close", or

the like on the display unit 20 or output the guidance
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message as a voice from the audio output unit 24, for

example, as guidance information.

[0043]

Note that the information provide unit 12d can

provide guidance information by causing the display

unit 20 to display a visual symbol associating the

content of a guidance message instead of or in addition

to the guidance message. A visual symbol may be, for

example, an icon, a pictogram, or the like.

[0044]

The impersonation determination unit 12e performs

impersonation determination based on a plurality of

face images acquired by the face image acquisition unit

12c. In impersonation determination, the impersonation

determination unit 12e determines whether or not the

user's face is impersonated by a non-living object such

as a photograph, a moving image, or the like.

[0045]

The impersonation determination unit 12e

estimates a three-dimensional shape of the user's face

based on a plurality of face images acquired by the

face image acquisition unit 12c in impersonation

determination. The plurality of face images acquired

by the face image acquisition unit 12c are obtained

when the face of the user performing a particular

movement is captured by the capture unit 22 and thus

are multi-viewpoint images captured from different

viewpoints. The impersonation determination unit 12e

estimates a three-dimensional shape of the user's face

from a plurality of face images, which are multi-

viewpoint images. A method of estimating the three-

dimensional shape is not particularly limited, and

various methods can be used. For example, the

impersonation determination unit 12e can estimate a

three-dimensional shape of a face image of the user

from the plurality of face images acquired by the face

image acquisition unit 12c by using a bundle adjustment
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method.

[0046]

In estimation of a three-dimensional shape, the

impersonation determination unit 12e can perform the

following process, for example. That is, the

impersonation determination unit 12e acquires face

information indicating respective positions of a

predetermined number of face feature points in a face

image for each plurality of face images acquired by

acquired by the face image acquisition unit 12c. The

number of face feature points used for acquiring face

information may be two or more, for example, which may

be specifically ten face feature points at the right

eye, the left eye, the nose, the center of the mouth,

the right corner of the mouth, the left corner of the

mouth, the right cheek, the left cheek, the right side

of the chin, and the left side of the chin.

Furthermore, the impersonation determination unit 12e

associates each of the predetermined number of face

feature points between a plurality of face images based

on respective pieces of face information of the

acquired plurality of face images. The impersonation

determination unit 12e can estimate a three-dimensional

shape of the user's face based on a result of

association of face feature points. According to such

a process, each of a predetermined number of face

feature points can be uniquely associated between a

plurality of face images based on each face information

of the plurality of face images. No complex process is

required for this association. It is therefore

possible to perform the association of face feature

points between the plurality of face images more easily

and more accurately, and it is possible to estimate a

three-dimensional shape more easily and more accurately.

[0047]

The impersonation determination unit 12e

determines whether or not the user's face is
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impersonated by a non-living object such as a

photograph, a moving image, or the like by evaluating

the three-dimensional shape of the estimated user's

face. For example, the impersonation determination

unit 12e can determine whether or not there is

impersonation by evaluating whether or not the

estimated three-dimensional shape is three-dimensional,

that is, whether the estimated three-dimensional shape

is three-dimensional or two-dimensional. In such a

case, the impersonation determination unit 12e can

evaluate whether the three-dimensional shape is three-

dimensional or two-dimensional by determining a

relationship between an evaluation amount regarding the

estimated three-dimensional shape and a preset

threshold. As an evaluation amount, a distance, an

angle, or the like associated with a particular face

feature point or an amount based thereon may be used,

for example, without being particularly limited. Note

that, as a method of evaluating whether a three-

dimensional shape is three-dimensional or two-

dimensional, various methods may be used without being

particularly limited.

[0048]

When the impersonation determination unit 12e

evaluates that the estimated three-dimensional shape of

a face is three-dimensional, the impersonation

determination unit 12e determines that the user's face

is a face of a living body and is not impersonated. On

the other hand, when the impersonation determination

unit 12e evaluates that the estimated three-dimensional

shape is two-dimensional, the impersonation

determination unit 12e determines that the user's face

is impersonated by a non-living object such as a

photograph, a moving image, or the like.

[0049]

The face recognition unit 12f performs face

recognition based on one or a plurality of face images
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acquired by the face image acquisition unit 12c. In

face recognition, the face recognition unit 12f

compares a target face image, which is a face image of

the user captured by the capture unit 22 and acquired

by the face image acquisition unit 12c, with a

registered face image, which is a pre-registered face

image of the user, and determines whether or not both

face images are matched. For example, the face

recognition unit 12f can use a face image having the

highest quality, such as a face image in which the user

faces front, as a target face image out of a plurality

of face images acquired by the face image acquisition

unit 12c and compare the target face image with a

registered face image. Further, the face recognition

unit 12f may perform comparison between each of the

plurality of face images and a registered face image.

Note that the registered face image, which is

registered biometrics information on the user, is pre-

stored and registered in the storage unit 16, for

example.

[0050]

In comparison between both face images, the face

recognition unit 12f can calculate a matching score

indicating the similarity between a feature amount of a

target face image and a feature amount of a registered

face image. The higher the similarity between feature

amounts of both face images is, the larger the matching

score is. When comparison with a registered face image

is performed for each of the plurality of face images,

the average value, the maximum value, or the like of

matching score values calculated in respective

comparisons may be used as a matching score. When the

matching score is greater than or equal to a

predetermined threshold, the face recognition unit 12f

can determine that there is a matching in the

comparison between a target face image and a registered

face image, that is, there is a matching in the face
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recognition. On the other hand, when the matching

score is less than a predetermined threshold, the face

recognition unit 12f can determine that there is no

matching in the comparison between a target face image

and a registered face image, that is, there is no

matching in the face recognition.

[0051]

Note that, at the time before a predefined number

of face images are acquired by the face image

acquisition unit 12c, the face recognition unit 12f can

use an already acquired face image as a target face

image and compare that target face image with a

registered face image in the same manner as described

above. In such a case, at the time when it is

determined by the face recognition unit 12f that there

is no matching in comparison, the face image

acquisition unit 12c can stop acquisition of face

images even before a predefined number of face images

are acquired.

[0052]

Note that some or all of the functions of

respective units of the CPU 12 described above are not

necessarily required to be implemented in the CPU 12 of

the information processing apparatus 10 that is a

single apparatus but may be implemented by other

external apparatuses such as a server. For example,

the functions of the impersonation determination unit

12e, the face recognition unit 12f, or the like of the

functions of respective units of the CPU 12 described

above may be implemented by a CPU of a server

communicably coupled to the information processing

apparatus 10 via a network. In such a case, the CPU 12

of the information processing apparatus 10 transmits a

process request from the function of the impersonation

determination unit 12e, the face recognition unit 12f,

or the like to the server via the network together with

data such as a face image, a feature amount extracted
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from a face image, or the like necessary for the

requested process. Further, the CPU 12 receives a

process result obtained by the function of the

impersonation determination unit 12e, the face

recognition unit 12f, or the like from the server via

the network.

[0053]

The storage unit 16 is formed of a storage medium

such as a nonvolatile memory, such as a flash memory, a

hard disk drive, or the like. The storage unit 16

stores a program such as a particular application

program executed by the CPU 12, data referenced by the

CPU 12 in executing the program, or the like. For

example, the storage unit 16 stores a face image of the

user acquired from an image captured by the capture

unit 22. Further, the storage unit 16 stores a

registered face image of the user used in face

recognition, for example.

[0054]

The input unit 18 accepts user input of

information, an instruction, or the like to the

information processing apparatus 10. The user may

input various information or input an instruction to

perform a process into the information processing

apparatus 10 via the input unit 18. The input unit 18

is formed of a touchscreen embedded in the display unit

20, for example. Note that the input unit 18 may be

formed of a keyboard, a mouse, or the like, for example.

[0055]

The display unit 20 displays various windows such

as an execution window of a particular application

program under the control of the CPU 12. For example,

an execution window of a particular application program

includes a login window, a face authentication window,

a window after login, or the like. For example, the

display unit 20 is formed of a liquid crystal display,

an organic light emitting diode (OLED) display, or the
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like and configured as a touchscreen display together

with the input unit 18.

[0056]

The capture unit 22 captures an image including a

face of the user who performs face authentication. For

example, the capture unit 22 is formed of a digital

camera that can capture a moving image and acquires

two-dimensional image forming a moving image at a

predetermined framerate.

[0057]

The communication unit 26 transmits and receives

data to and from an external apparatus such as a server

via a network under the control of the CPU 12. The

communication standard, the communication scheme, or

the like of the communication unit 26 is not

particularly limited and may be a wireless scheme or a

wired scheme.

[0058]

In such a way, the information processing

apparatus 10 according to the present example

embodiment is configured.

[0059]

In the information processing apparatus 10

according to the present example embodiment, the

movement instruction unit 12b controls and changes the

display providing an instruction about a particular

movement on the display unit 20 in accordance with the

movement status of the user during a movement captured

by the capture unit 22. This enables the user to

determine whether or not his/her movement responding to

an instruction of a particular movement is proper and

appropriately correct his/her movement. Further, the

face image acquisition unit 12c causes the display unit

20 to display the progress status of acquisition of

face images. The user is able to also use the progress

status of acquisition of face images as a material for

determining whether or not his/her movement is proper.
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Therefore, according to the information processing

apparatus 10 of the present example embodiment, it is

possible to cause the user to move properly in

accordance with an instruction of a particular movement,

and a face image that is biometrics information

necessary for determination of impersonation can be

acquired properly based on the user's movement.

[0060]

Further, in the information processing apparatus

10 according to the present example embodiment, the

information provide unit 12d provides guidance

information when acquisition of a predefined number of

face images by the face image acquisition unit 12c

fails. Therefore, according to the information

processing apparatus 10 of the present example

embodiment, it is possible to cause the user to act so

that the predefined number of face images can be

acquired by the face image acquisition unit 12c when

the user again performs face authentication.

[0061]

The operation of face authentication in the

information processing apparatus 10 according to the

present example embodiment will be further described

below by using Fig. 2 to Fig. 10. Fig. 2 is a

flowchart illustrating the operation of face

authentication in the information processing apparatus

10. Fig. 3 is a flowchart illustrating the operation

of impersonation determination in the information

processing apparatus 10. Fig. 4 is a flowchart

illustrating the operation of face recognition in the

information processing apparatus 10. Fig. 5 to Fig. 10

are schematic diagrams illustrating examples of a

series of windows on the display unit 20 during a face

authentication operation in the information processing

apparatus 10, respectively. In response to the

operation of face authentication in the information

processing apparatus 10 being performed, an information
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processing method according to the present example

embodiment is performed.

[0062]

First, when a particular application program is

executed by the CPU 12, the authentication processing

unit 12a causes the display unit 20 to display a login

window that requests face authentication from the user

and accepts a login request of the user as illustrated

in Fig. 2 (step S102).

[0063]

Fig. 5 illustrates one example of a login window

SL that requests face authentication. As illustrated

in Fig. 5, on the login window SL, a face icon SL12

indicating that face authentication is requested in a

login operation is displayed. For example, by pushing

the face icon SL12, the user may input, to the

information processing apparatus 10, a login request

that requests login to a particular application program.

[0064]

The authentication processing unit 12a

continuously determines whether or not a login request

is input by the user (step S104) and stands by until a

login request is input (step S104, NO).

[0065]

In response to determining that a login request

is input (step S104, YES), the authentication

processing unit 12a causes the display unit 20 to

display a face authentication window used for

performing face authentication (step S106).

[0066]

Fig. 6 illustrates one example of a face

authentication window SF at the start of face

authentication, that is, at the start of acquisition of

a face image by the face image acquisition unit 12c.

As illustrated in Fig. 6, the face authentication

window SF includes a moving image display region SF12

that displays a moving image captured by the capture
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unit 22 and a movement instruction display region SF14

that displays an instruction about a particular

movement from the movement instruction unit 12b.

Further, the face authentication window SF includes a

bar-like gage SF16 indicating the progress status of

acquisition of face images and frame-like gages SF18L

and SF18R similarly indicating the progress status of

acquisition of face images. Further, the face

authentication window SF includes a "Use password"

button SF20 used for switching the authentication

scheme to a password scheme and a "Cancel" button SF22

used for cancelling face authentication.

[0067]

The moving image display region SF12 displays, in

substantially real time, a moving image including a

face of the user captured by the capture unit 22. The

user is able to determine whether or not his/her

movement to the instruction of a particular movement

from the movement instruction unit 12b is proper by

checking the moving image of his/her face displayed in

the moving image display region SF12.

[0068]

The movement instruction display region SF14

displays an instruction message SF142 providing an

instruction about a particular movement and a face icon

SF144 similarly providing an instruction about a

particular movement. The instruction message SF142

indicates the content of a particular movement

instructed by the movement instruction unit 12b.

Further, the face icon SF144 moves as an animation with

a particular movement instructed by the movement

instruction unit 12b. The movement instruction unit

12b instructs the user about a particular movement by

using the instruction message SF142 such as "Please

shake your head", for example. Further, the movement

instruction unit 12b instructs the user about a

particular movement by using the face icon SF144 that
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shakes the head as an animation movement, for example.

[0069]

The bar-like gage SF16 changes the length thereof

in accordance with the progress status of acquisition

of face images performed by the face image acquisition

unit 12c. Specifically, the bar-like gage SF16 changes

the length thereof so as to extend from the left to the

right in accordance with an acquisition rate of face

images performed by the face image acquisition unit 12c.

Further, inside the bar-like gage SF16, the acquisition

rate of face images is displayed as a numerical value

in a form of percentage representation.

[0070]

The frame-like gages SF18L and SF18R are arranged

so as to form the left half frame portion and the right

half frame portion around the moving image display

region SF12, respectively. The frame-like gages SF18L

and SF18R changes the lengths thereof in accordance

with the progress status of acquisition of face images

performed by the face image acquisition unit 12c,

respectively, in a similar manner to the bar-like gage

SF16. Specifically, the frame-like gages SF18L and

SF18R change the lengths thereof so as to extend from

the bottom to the top in accordance with the

acquisition rate of face images performed by the face

image acquisition unit 12c, respectively.

[0071]

On the frame surrounding the moving image display

region SF12 formed of the frame-like gages SF18L and

SF18R, the face icon SF144 is arranged at the center on

the upper side, and the bar-like gage SF16 is arranged

at the center on the lower side. The frame-like gages

SF18L and SF18R indicate an acquisition rate of face

images of 0% at the center of the bar-like gage SF16

and indicate an acquisition rate of face images of 100%

at the reaching point at the face icon SF144,

respectively.
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[0072]

The "Use password" button SF20 is a button used

for switching the authentication scheme used for login

to a particular application program from a face

authentication scheme to a password scheme. The user

is able to switch the authentication scheme used for

login to a password scheme which requires entry of a

password by pushing the "Use password" button SF20.

[0073]

The "Cancel" button SF22 is a button used for

cancelling face authentication used for login to a

particular application program. The user is able to

cancel face authentication by pushing the "Cancel"

button SF22.

[0074]

Once the face authentication window is displayed,

as illustrated in Fig. 2, the movement instruction unit

12b causes the display unit 20 to display an

instruction message, which provides an instruction

about a particular movement, and a face icon, which

moves as an animation with a particular movement, in

the face authentication window and instructs the user

about the particular movement (step S108). The

movement instruction unit 12b can provide an

instruction about a movement of shaking the head by

using an instruction message, a face icon, or the like,

for example.

[0075]

Once the user is instructed by the movement

instruction unit 12b to perform a particular movement,

the face image acquisition unit 12c attempts

acquisition of a predefined number of user's face

images necessary for impersonation determination until

the time limit elapses.

[0076]

First, the face image acquisition unit 12c

determines whether or not a user's particular movement
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in the moving image captured by the capture unit 22 is

proper (step S110).

[0077]

If it is determined by the face image acquisition

unit 12c that the user's particular movement is

improper (step S110, NO), unless the time limit has

elapsed (step S112, NO), the movement instruction unit

12b controls and changes the display providing an

instruction about a particular movement (step S114).

In this case, the movement instruction unit 12b may

continue the movement of the face icon shaking the head,

may cause the movement of the face icon shaking the

head to be wider, or may emphasize and display an

instruction message "Please shake your head" on the

display unit 20, for example. The face image

acquisition unit 12c then continues to determine

whether or not the user's particular movement is proper

(step S110). Note that, if the time limit has elapsed

(step S112, YES), the process proceeds to step S138

described below.

[0078]

On the other hand, if it is determined by the

face image acquisition unit 12c that the user's

particular movement is proper (step S110, YES), the

movement instruction unit 12b controls and changes the

display providing the instruction about a particular

movement (step S116). In this case, the movement

instruction unit 12b may stop the movement of the face

icon shaking the head or may change display of the face

icon so as to have a smiling facial expression or the

like which associates that the user's particular

movement is proper, for example.

[0079]

If the face image acquisition unit 12c determines

that the user's particular movement is proper (step

S110, YES), the face image acquisition unit 12c detects

a face image of the user in the moving image captured
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by the capture unit 22 (step S118).

[0080]

Next, the face image acquisition unit 12c

evaluates the quality of the detected face image (step

S120). If the face image acquisition unit 12c

determines that the quality of the face image is not

above a predetermined quality (step S120, NO), the

process proceeds to step S110 described above to again

attempt acquisition of face images.

[0081]

On the other hand, if the face image acquisition

unit 12c determines that the quality of the face image

is above a predetermined quality (step S120, YES), the

face image acquisition unit 12c acquires a high quality

face image having a quality above the predetermined

quality (step S122).

[0082]

In response to acquiring face images, the face

image acquisition unit 12c controls and changes the

display indicating the progress status of acquisition

of face images, such as a gage, a progress bar, a

numerical value in a form of percentage indicating an

acquisition rate of face images, or the like (step

S124).

[0083]

Fig. 7 illustrates one example of the face

authentication window SF when face images are being

acquired by the face image acquisition unit 12c. Note

that Fig. 7 illustrates the face authentication window

SF when the acquisition rate of face images is 50 . In

the face authentication window SF during acquisition of

face images, the bar-like gage SF16 extends from the

left to the right, and the frame-like gages SF18L and

SF18R extend from the bottom to the top as the number

of acquired face images increases, as illustrated in

Fig. 7. Further, the numerical value of the

acquisition rate of face images inside the bar-like
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gage SF16 increases as the number of acquired face

images increases.

[0084]

Next, as illustrated in Fig. 2, the face image

acquisition unit 12c determines whether or not a

predefined number of face images necessary for

impersonation determination is acquired (step S126).

If the face image acquisition unit 12c determines that

the predefined number of face images have not been

acquired (step S126, NO), unless the time limit has

elapsed (step S128, NO), the face image acquisition

unit 12c enters step S110 described above to again

attempt acquisition of face images. Note that, if the

time limit has elapsed (step S128, YES), the process

proceeds to step S138 described later.

[0085]

On the other hand, if the face image acquisition

unit 12c determines that the predefined number of face

images have been acquired (step S126, YES), the

impersonation determination unit 12e performs

impersonation determination (step S130), and the face

recognition unit 12f performs face recognition (step

S132). Note that any one of the impersonation

determination by the impersonation determination unit

12e and the face recognition by the face recognition

unit 12f may be performed earlier than the other and

may be performed in parallel. Further, the face

recognition unit 12f can perform face recognition by

using already acquired face images at the time before

the predefined number of face images are acquired by

the face image acquisition unit 12c.

[0086]

Note that Fig. 8 illustrates one example of the

face authentication window SF at completion of

acquisition of the predefined number of face images

performed by the face image acquisition unit 12c. As

illustrated in Fig. 8, in the face authentication
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window SF at the completion of acquisition of face

images, the bar-like gage SF16 and the frame-like gages

SF18L and SF18R have extended at the maximum,

respectively. Further, the acquisition ratio of face

images inside the bar-like gage SF16 is 100 . Further,

in the face authentication window SF at the completion

of acquisition of face images, a completion icon SF24

indicating the completion of acquisition of face images

is displayed instead of the face icon SF144, and the

completion of the process is visually indicated to the

user.

[0087]

The impersonation determination unit 12e first

estimates a three-dimensional shape of the user's face

based on a plurality of face images acquired by the

face image acquisition unit 12c as illustrated in Fig.

3 (step S202).

[0088]

Next, the impersonation determination unit 12e

evaluates whether or not the estimated three-

dimensional shape is three-dimensional (step S204).

[0089]

If the impersonation determination unit 12e

evaluates that the estimated three-dimensional shape is

three-dimensional (step S204, YES), the impersonation

determination unit 12e determines that the user's face

is a face of a living body and is not impersonated

(step S206).

[0090]

On the other hand, if the impersonation

determination unit 12e evaluates that the estimated

three-dimensional shape is not three-dimensional, that

is, is two-dimensional (step S204, NO), the

impersonation determination unit 12e determines that

the user's face is impersonated by a photograph, a

moving image, or the like (step S208).

[0091]
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On the other hand, the face recognition unit 12f

first selects a target face image used for comparison

with a registered face image from the plurality of face

images acquired by the face image acquisition unit 12c,

as illustrated in Fig. 4 (step S302).

[0092]

Further, the face recognition unit 12f reads and

acquires a registered face image to be compared with

the target face image from the storage unit 16 or the

like (step S304).

[0093]

Next, the face recognition unit 12f calculates a

matching score indicating the similarity between a

feature amount of the target face image and a feature

amount of the registered face image (step S306).

[0094]

Next, the face recognition unit 12f determines

whether or not the calculated matching score is greater

than or equal to a predetermined threshold (step S308).

[0095]

If the face recognition unit 12f determines that

the matching score is greater than or equal to a

predetermined threshold (step S308, YES), the face

recognition unit 12f determines that there is a

matching in the comparison between the target face

image and the registered face image, that is, there is

a matching in the face recognition (step S310).

[0096]

On the other hand, if the face recognition unit

12f determines that the matching score is less than the

predetermined threshold (step S308, NO), the face

recognition unit 12f determines that there is no

matching in the comparison between the target face

image and the registered face image, that is, there is

no matching in the face recognition (step S312).

[0097]

Note that the face recognition unit 12f may
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perform the process illustrated in Fig. 4 using already

acquired face images even at the time before the

predefined number of face images are acquired by the

face image acquisition unit 12c.

[0098]

Next, as illustrated in Fig. 2, the

authentication processing unit 12a determines whether

or not face authentication of the user is successful

based on a result of the impersonation determination

performed by the impersonation determination unit 12e

and a result of the face recognition performed by the

face recognition unit 12f (step S134).

[0099]

If the authentication processing unit 12a

determines that the face authentication of the user is

successful (step S134, YES), the authentication

processing unit 12a permits the user to log in a

particular application program and performs a login

process to allow the user to log in (step S136). The

authentication processing unit 12a performs the login

process and causes the display unit 20 to display a

window after login of the particular application. The

authentication processing unit 12a determines that the

face authentication is successful if it is determined

by the impersonation determination unit 12e that there

is no impersonation (step S206) and it is determined by

the face recognition unit 12f that there is a matching

in the face recognition (step S310).

[0100]

Fig. 9 is illustrated as a window after login SA

of a particular application after face authentication

succeeded. As illustrated in Fig. 9, the window after

login SA is a window of the particular application

logged in by the user.

[0101]

On the other hand, if the authentication

processing unit 12a determines that the face
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authentication of the user failed (step S134, NO), the

authentication processing unit 12a rejects login of the

user to the particular application program. If it is

determined by the impersonation determination unit 12e

that there is impersonation (step S208) or if it is

determined by the face recognition unit 12f that there

is no matching in the face recognition (step S312), the

authentication processing unit 12a determines that the

face authentication failed. In this case, the

authentication processing unit 12a performs a failure

process such as a process that notifies the user that

the face authentication failed (step S140).

[0102]

As described above, unlike the case where the

predefined number of face images are acquired by the

face image acquisition unit 12c and face authentication

is performed, face authentication may fail as a result

that the predefined number of face images were not

obtained and the time limit has elapsed (step S112, YES

or step S128, YES). In these cases, the information

provide unit 12d provides guidance information

regarding a user's particular movement or an

authentication environment in accordance with a reason

for the face images being unable to be acquired by the

face image acquisition unit 12c (step S138). For

example, the information provide unit 12d can display

guidance information on the display unit 20 or output a

voice from the audio output unit 24 to provide the

guidance information to the user. Thereby, it is

possible to improve the probability of the predefined

number of face images being acquired by the face image

acquisition unit 12c within the time limit when face

authentication is again performed.

[0103]

Next, the authentication processing unit 12a

performs a failure process such as a process to notify

the user that the face authentication failed (step



5970000044WO01

36

S140).

[0104]

Fig. 10 illustrates the face authentication

window SF at a face authentication failure when the

face authentication failed because the predefined

number of face images have not been acquired and the

time limit has elapsed. As illustrated in Fig. 10, in

the face authentication window SF at the face

authentication failure, a failure icon SF26 such as an

exclamation mark icon indicating that the predefined

number of face images have not been acquired and thus

the face authentication failed is displayed instead of

the face icon SF144. Further, instead of the frame-

like gages SF18L and SF18R, a failure frame SF28

indicating that the face authentication failed by using

a different color or the like from the frame-like gages

SF18L and SF18R is displayed around the moving image

display region SF12, for example. Further, while

displaying a color moving image captured by the capture

unit 22 when face images are acquired, the moving image

display region SF12 displays a grayscale frame or a

black and white frame at a particular point of time of

a moving image captured by the capture unit 22 when

face authentication fails, for example. Thereby, the

moving image display region SF12 indicates that face

authentication failed.

[0105]

Furthermore, in the moving image display region

SF12, a guidance message SF30 is displayed as guidance

information provided by the information provide unit

12d. For example, the guidance message SF30 is a

message having the content in accordance with a reason

for a failure in acquisition of the predefined number

of face images, such as "Motion is too fast", "It is

too bright", or the like.

[0106]

In such a way, face authentication is performed
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for the user by the information processing apparatus 10

according to the present example embodiment.

[0107]

As discussed above, according to the present

example embodiment, display providing an instruction

about a particular movement on the display unit 20 is

controlled and changed, and the progress status of

acquisition of face images is displayed on the display

unit 20 in accordance with the movement status of the

user in the movement captured by the capture unit 22.

Therefore, according to the present example embodiment,

a face image that is biometrics information necessary

for impersonation determination can be properly

acquired based on a user's movement.

[Second Example Embodiment]

[0108]

An information processing apparatus according to

a second example embodiment of this disclosure will be

described by using Fig. 11. Fig. 11 is a block diagram

illustrating a configuration of the information

processing apparatus according to the present example

embodiment. Note that the same components as those in

the first example embodiment described above are

labeled with the same references, and the description

thereof will be omitted or simplified.

[0109]

While the case where the information processing

apparatus 10 is configured to perform face

authentication at login to a particular application has

been described in the first example embodiment

described above, the invention is not limited thereto.

For example, face authentication may be performed at

entry to a particular place such as a room, an area, or

the like. In the present example embodiment, a case

where an information processing apparatus is configured

as a control apparatus that controls a door such as an
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automatic door, a gate, or the like to restrict entry

to a particular place and performs face authentication

at entry to the particular place will be described.

[0110]

As illustrated in Fig. 11, an information

processing apparatus 210 according to the present

example embodiment has a door 30 that restricts entry

to a particular place in addition to the configuration

of the information processing apparatus 10 according to

the first example embodiment illustrated in Fig. 1.

[0111]

The door 30 is formed of an automatic door, a

security gate, or the like, for example, and installed

at an entrance of a particular place such as a room, an

area, or the like where entry of the user is restricted.

The door 30 performs a door-open operation and a door-

close operation under the control of the CPU 12.

[0112]

The information processing apparatus 210

according to the present example embodiment performs

the same face authentication as in the information

processing apparatus 10 according to the first example

embodiment described above when the user enters a

particular place where entry is restricted by the door

30. That is, the information processing apparatus 210

according to the present example embodiment opens the

door 30 when face authentication is successful and

permits entry of the user to a particular place. On

the other hand, the information processing apparatus

210 maintains the door 30 to be closed when face

authentication fails and rejects entry of the user to a

particular place.

[0113]

As with the present example embodiment, the

information processing apparatus can be configured to

perform the same face authentication as the first

example embodiment at entry to a particular place.
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[0114]

Further, in addition to the above, face

authentication may be performed at login to a server

from a user terminal, for example. Accordingly, the

information processing apparatus can be configured as a

server that accepts login from a user terminal via a

network, and face authentication can be performed at

login from the user terminal. In such a case, an

information processing apparatus configured as a server

may have the configuration that functions as the CPU 12,

the RAM 14, and the storage unit 16 that are the same

as those of the first example embodiment. The user

terminal may have the configuration that functions as

the input unit 18, the display unit 20, the capture

unit 22, and the audio output unit 24 that are the same

as those of the first example embodiment, for example.

[0115]

As discussed above, an information processing

apparatus can be configured to perform the same face

authentication as that in the first example embodiment

in various scenes that require authentication.

[Another Example Embodiment]

[0116]

The information processing apparatus described in

the above example embodiments may be configured as

illustrated in Fig. 12 according to another example

embodiment. Fig. 12 is a block diagram illustrating

the configuration of the information processing

apparatus according to another example embodiment.

[0117]

As illustrated in Fig. 12, an information

processing apparatus 1000 according to another example

embodiment has a movement instruction unit 1002 that

instructs the user about a movement and an information

acquisition unit 1004 that acquires biometrics

information on the user from the user instructed about
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the movement. Further, the information processing

apparatus 1000 has a display control unit 1006 that

controls display directed to the user in accordance

with the movement status of the user.

[0118]

According to another example embodiment, display

directed to the user is controlled in accordance with

the movement status of the user. Thereby, according to

another example embodiment, necessary biometrics

information can be suitably acquired based on the

user's movement.

[Modified Example Embodiment]

[0119]

This disclosure is not limited to the example

embodiments described above, and various modifications

are possible.

[0120]

For example, while the case where a plurality of

face images are acquired as biometrics information used

for impersonation determination has been described as

an example in the above example embodiments, the

invention is not limited thereto. As biometrics

information, a gait image, a fingerprint image, an iris

image, a finger vein image, a palm image, a palm vein

image, or the like may be acquired other than a face

image. Biometrics authentication may be performed by

using biometrics information acquired from a user

instructed to perform a particular movement instead of

face authentication using a face image as biometrics

information.

[0121]

Further, while the case where face images

acquired as biometrics information is used to perform

impersonation determination and face recognition has

been described as an example in the above example

embodiments, the invention is not limited thereto. The
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acquired biometrics information such as a face image

can be utilized for various purposes.

[0122]

Further, the information processing apparatuses

10 and 210 according to the example embodiments

described above may be configured as a system including

one or a plurality of apparatuses.

[0123]

Further, the scope of each of the example

embodiments includes a processing method that stores,

in a storage medium, a program that causes the

configuration of each of the example embodiments to

operate so as to implement the function of each of the

example embodiments described above, reads the program

stored in the storage medium as a code, and executes

the program in a computer. That is, the scope of each

of the example embodiments also includes a computer

readable storage medium. Further, each of the example

embodiments includes not only the storage medium in

which the computer program described above is stored

but also the computer program itself.

[0124]

As the storage medium, a floppy (registered

trademark) disk, a hard disk, an optical disk, a

magneto-optical disk, a compact disk-read only memory

(CD-ROM), a magnetic tape, a non-volatile memory card,

or a ROM, for example, may be used. Further, the scope

of each example embodiment includes not only those

executing a process with a program itself stored in the

storage medium but also those operating on an operating

system (OS) in cooperation with the function of another

software or an extension board to execute the process.

[0125]

Services realized by the function of each example

embodiment described above can be provided to the user

in a form of Software as a Service (SaaS).

[0126]
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The whole or part of the example embodiments

disclosed above can be described as, but not limited to,

the following supplementary notes.

[0127]

(Supplementary note 1)

An information processing apparatus comprising:

a movement instruction unit that instructs a user

about a movement;

an information acquisition unit that acquires

biometrics information on the user from the user

instructed about the movement; and

a display control unit that controls display

directed to the user in accordance with a movement

status of the user.

[0128]

(Supplementary note 2)

The information processing apparatus according to

supplementary note 1,

wherein the movement instruction unit indicates

the movement by causing a display unit to display the

display that instructs the user about the movement, and

wherein the display control unit controls the

display that instructs the user about the movement in

accordance with the movement status of the user.

[0129]

(Supplementary note 3)

The information processing apparatus according to

supplementary note 1 or 2, wherein the display control

unit causes a display unit to display the display

indicating progress status of acquisition of the

biometrics information in accordance with the movement

status of the user.

[0130]

(Supplementary note 4)

The information processing apparatus according to

any one of supplementary notes 1 to 3 further

comprising an information provide unit that provides
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guidance information when the information acquisition

unit is unable to acquire a predetermined amount of the

biometrics information within a predetermined time

period.

[0131]

(Supplementary note 5)

The information processing apparatus according to

supplementary note 4, wherein the guidance information

is information regarding a movement or an environment

of the user.

[0132]

(Supplementary note 6)

The information processing apparatus according to

any one of supplementary notes 1 to 5,

wherein the movement instruction unit instructs

the user about the movement related to a head of the

user, and

wherein the information acquisition unit acquires

multiple pieces of face information as the biometrics

information from the user.

[0133]

(Supplementary note 7)

The information processing apparatus according to

any one of supplementary notes 1 to 6 further

comprising an impersonation determination unit that

determines, based on the biometrics information,

whether or not the user is impersonated.

[0134]

(Supplementary note 8)

The information processing apparatus according to

supplementary note 7 further comprising a comparison

unit that compares the biometrics information acquired

by the information acquisition unit with registered

biometrics information.

[0135]

(Supplementary note 9)

The information processing apparatus according to
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supplementary note 8, wherein the information

acquisition unit stops acquisition of the biometrics

information when there is no matching in comparison

performed by the comparison unit.

[0136]

(Supplementary note 10)

The information processing apparatus according to

supplementary note 8 or 9 further comprising an

authentication processing unit that performs

authentication on the user based on a result of

determination performed by the impersonation

determination unit and a result of comparison performed

by the comparison unit.

[0137]

(Supplementary note 11)

An information processing method comprising:

instructing a user about a movement;

acquiring biometrics information on the user from

the user instructed about the movement; and

controlling display directed to the user in

accordance with a movement status of the user.

[0138]

(Supplementary note 12)

A non-transitory storage medium storing a program

that causes a computer to perform:

instructing a user about a movement;

acquiring biometrics information on the user from

the user instructed about the movement; and

controlling display directed to the user in

accordance with a movement status of the user.

[0139]

While this disclosure has been described with

reference to the example embodiments, this disclosure

is not limited to the example embodiment described

above. Various modification that can be understood by

those skilled in the art can be made to the

configuration or the details of this disclosure within
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the scope of this disclosure.

[Reference Signs List]

[0140]

10, 210 information processing apparatus

12 CPU

12a authentication processing unit

12b movement instruction unit

12c face image acquisition unit

12d information provide unit

12e impersonation determination unit

12f face recognition unit

14 RAM

16 storage unit

18 input unit

20 display unit

22 capture unit

24 audio output unit

26 communication unit

28 common bus

30 door
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[CLAIMS]

[Claim 1]

An information processing apparatus comprising:

a movement instruction unit that instructs a user

about a movement;

an information acquisition unit that acquires

biometrics information on the user from the user

instructed about the movement; and

a display control unit that controls display

directed to the user in accordance with a movement

status of the user.

[Claim 2]

The information processing apparatus according to

claim 1,

wherein the movement instruction unit indicates

the movement by causing a display unit to display the

display that instructs the user about the movement, and

wherein the display control unit controls the

display that instructs the user about the movement in

accordance with the movement status of the user.

[Claim 3]

The information processing apparatus according to

claim 1 or 2, wherein the display control unit causes a

display unit to display the display indicating progress

status of acquisition of the biometrics information in

accordance with the movement status of the user.

[Claim 4]

The information processing apparatus according to

any one of claims 1 to 3 further comprising an

information provide unit that provides guidance

information when the information acquisition unit is

unable to acquire a predetermined amount of the

biometrics information within a predetermined time

period.
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[Claim 5]

The information processing apparatus according to

claim 4, wherein the guidance information is

information regarding a movement or an environment of

the user.

[Claim 6]

The information processing apparatus according to

any one of claims 1 to 5,

wherein the movement instruction unit instructs

the user about the movement related to a head of the

user, and

wherein the information acquisition unit acquires

multiple pieces of face information as the biometrics

information from the user.

[Claim 7]

The information processing apparatus according to

any one of claims 1 to 6 further comprising an

impersonation determination unit that determines, based

on the biometrics information, whether or not the user

is impersonated.

[Claim 8]

The information processing apparatus according to

claim 7 further comprising a comparison unit that

compares the biometrics information acquired by the

information acquisition unit with registered biometrics

information.

[Claim 9]

The information processing apparatus according to

claim 8, wherein the information acquisition unit stops

acquisition of the biometrics information when there is

no matching in comparison performed by the comparison

unit.
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[Claim 10]

The information processing apparatus according to

claim 8 or 9 further comprising an authentication

processing unit that performs authentication on the

user based on a result of determination performed by

the impersonation determination unit and a result of

comparison performed by the comparison unit.

[Claim 11]

An information processing method comprising:

instructing a user about a movement;

acquiring biometrics information on the user from

the user instructed about the movement; and

controlling display directed to the user in

accordance with a movement status of the user.

[Claim 12]

A storage medium storing a program that causes a

computer to perform:

instructing a user about a movement;

acquiring biometrics information on the user from

the user instructed about the movement; and

controlling display directed to the user in

accordance with a movement status of the user.


