
DUAL CHANNEL IDENTITY AUTHENTICATION 

CROSS REFERENCE TO OTHER APPLICATIONS 

[1] This application claims priority to People's Republic of China Patent Application 

No. 201410313308.1 entitled A METHOD, A DEVICE, AND A SERVER FOR 

AUTHENTICATING IDENTITIES, filed July 2, 2014 which is incorporated herein by reference 

for all purposes. 

FIELD OF THE INVENTION 

[2] The present application relates to the field of mobile communications technology. In 

particular, it relates to authenticating identities. 

BACKGROUND OF THE INVENTION 

[3] As smart devices and network applications become popular, users are able to access 

various network applications through client applications (also referred to as apps or app clients) 

installed on devices. When the client application accesses services on an application server (also 

referred to as an app server), authentication, in particular dual-channel authentication of user 

identities is commonly performed. For example, if a user forgets the login password for an app, he 

or she will send a password retrieval request to the app server. The app server sends back verifying 

information in a text message to the device via a separate channel such as a separate wireless 

connection. The user inputs this verifying information using his device. After the app server 

checks its database and deems the verifying information as correct, the server can confirm that user 

identity has been validated and thus send a password back to the user. 

[4] However, in existing dual-channel authentication schemes, the device on which the 

app is installed is the same device as the one that receives the verifying information during identity 

authentication. Thus, if the device is stolen by a malicious third party or is infected by malicious 

software, user identity authentication can be very easily realized through this device. As a result, 

the identity authentication is not very secure, and the user's private information can be easily 

compromised. 

BRIEF DESCRIPTION OF THE DRAWINGS 
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[5] Various embodiments of the invention are disclosed in the following detailed 

description and the accompanying drawings. 

[6] The drawings here have been incorporated in the description and constitute a part of 

the description. They depict embodiments that conform to the present application and are used 

together with the description to explain the principles of the present application. 

[7] FIG. 1 is a system diagram illustrating an example application scenario of identity 

authentication according to an embodiment of the present application. 

[8] FIG. 2A is a flowchart illustrating an embodiment of an identity authentication 

process. 

[9] FIG. 2B is a flowchart illustrating an embodiment of a process for determining a 

target user. 

[0010] 	FIG. 2C is a flowchart illustrating another embodiment of a process for determining 

a target user. 

[0011] 	FIGS. 3A-3B are flowcharts of another embodiment of a process to determine a 

target user. 

[0012] 	FIG. 4 is a block diagram of an embodiment of an identity authentication device. 

[0013] 	FIG. 5 is a block diagram of another embodiment of an identity authentication 

device of the present application. 

[0014] 	FIG. 6 is a block diagram of another embodiment of an identity authentication 

device. 

[0015] 	FIG. 7 is a functional diagram illustrating a programmed computer system for 

executing dual channel identity authentication in accordance with some embodiments. 

DETAILED DESCRIPTION 

[0016] 	The invention can be implemented in numerous ways, including as a process; an 

apparatus; a system; a composition of matter; a computer program product embodied on a computer 

readable storage medium; and/or a processor, such as a processor configured to execute instructions 

stored on and/or provided by a memory coupled to the processor. In this specification, these 
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implementations, or any other form that the invention may take, may be referred to as techniques. 

In general, the order of the steps of disclosed processes may be altered within the scope of the 

invention. Unless stated otherwise, a component such as a processor or a memory described as 

being configured to perform a task may be implemented as a general component that is temporarily 

configured to perform the task at a given time or a specific component that is manufactured to 

perform the task. As used herein, the term 'processor' refers to one or more devices, circuits, 

and/or processing cores configured to process data, such as computer program instructions. 

[0017] 	A detailed description of one or more embodiments of the invention is provided 

below along with accompanying figures that illustrate the principles of the invention. The 

invention is described in connection with such embodiments, but the invention is not limited to any 

embodiment. The scope of the invention is limited only by the claims and the invention 

encompasses numerous alternatives, modifications and equivalents. Numerous specific details are 

set forth in the following description in order to provide a thorough understanding of the invention. 

These details are provided for the purpose of example and the invention may be practiced according 

to the claims without some or all of these specific details. For the purpose of clarity, technical 

material that is known in the technical fields related to the invention has not been described in 

detail so that the invention is not unnecessarily obscured. 

[0018] 	Dual channel identity authentication based on one or more trusted users is disclosed. 

For example, a user may access various network apps provided by one or more servers, through 

various app clients installed on the device the user is carrying. There is often a need, such as during 

the access process, for dual-channel authentication of user identities. As used herein, a user whose 

identity is to be authenticated is referred to as the source user. Currently, when a source user 

undergoes identity authentication, the source user conducts dual-channel identity authentication 

using his or her own device. In the embodiments of the present application, however, the source 

user further uses the device of a trusted target user to conduct dual-channel identity authentication. 

In some embodiments, social networking information between users and/or location information 

between users is used in connection with issuing validation information to a device held by the 

trusted target user such as a friend or relative of the source user. Even if a source user's device is 

stolen or compromised by a malicious third party, it is unlikely that the target user's device would 

also be stolen or compromised. Thus the reliability and security of user identity validation are 

greatly improved. 

[0019] 	FIG. 1 is a system diagram illustrating an example application scenario of identity 

authentication according to an embodiment of the present application. There are N (N being an 
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integer > 1) client devices (also referred to as devices) communicating with servers (e.g., app 

servers providing services to apps installed on the client devices) via a network such as the Internet. 

The devices have various apps installed on them, such as instant messaging apps, social networking 

apps, contacts, etc. 

[0020] 	The client device can be a laptop computer, a desktop computer, a tablet, a mobile 

device, a smart phone, a wearable networking device, or any other appropriate computing device. 

In some embodiments, a web browser or a standalone application is installed at each client and 

enables a user to access web services hosted by server 102. 

[0021] 	In this example, Users 1, 2, and 3 are associated with Devices 1, 2, and 3, 

respectively. When User 1 wishes to undergo identity authentication, he sends a request to the 

server using Device 1, and a server such as 102 issues verifying information to User 2, who is 

trusted by User 1 and is using Device 2 which is in close proximity to User 1. User 1 obtains the 

verifying information from User 2 and enters the verifying information into his own device. The 

use of a second device operated by a second user increases the reliability and security of the 

identity authentication. 

[0022] 	FIG. 2A is a flowchart illustrating an embodiment of an identity authentication 

process. Process 200 can be performed by a server such as 102. 

[0023] 	At 202, in response to receiving a request from a first device operated by a source 

user, it is determined that an identity authentication is to be performed for the source user. 

[0024] 	In various embodiments, the request can be an access request, a connection request, 

a login request, or other appropriate communications request. The request can be a hypertext 

transfer protocol (HTTP) GET or POST message or in other appropriate formats. In some 

embodiments, when the server detects certain conditions, it will determine that an identity 

authentication is to be performed for the source user. For example, in some embodiments, the 

request includes the Internet protocol (IP) address associated with the device used by the source 

user and from which the request is initiated. If the IP address is a new IP address to the server, or if 

the IP address is different from a previous IP address from which the user accessed the server, the 

server will determine that an identity authentication is to be performed for the source user. In some 

embodiments, the request includes user information associated with the source user and the source 

user's device, such as LBS (Location Based Services) information (e.g., location information such 
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as latitude and longitude information of the device used by the source user), contact information 

stored in the source user's device, etc. 

[0025] 	In some embodiments, the server sends a response to the first device operated by the 

source user, and causes a validation interface (such as a dialogue box to enter a validation response) 

to be presented at the first device. 

[0026] 	In this example, a second device in the possession of (e.g., used by) a target user of 

the source user is used to perform the dual-channel identity authentication. Thus, at 206, the target 

user is determined. 

[0027] 	In some embodiments, a target user is a user who meets a set of one or more preset 

conditions, such as the requirements that the target user be associated with the source user (e.g., as 

an existing contact, someone the source user has communicated with, etc.), that the distance 

between a device operated by the target user and a device operated by the source user be at or 

below a threshold, how familiar the source user and the target user are deemed to be, or any other 

appropriate conditions configured by system administrators. Detailed examples of how to identify 

the target user are described below in connection with FIGS. 2B-2C and 3A-3B. 

[0028] 	At 208, validation information to be used to authenticate the identity of the source 

user is generated. In some embodiments, the validation information includes an alphanumeric 

string, an image, a video, a sound, and/or any other appropriate information. The validation 

information can be generated using a random numerical string generator function, using a secure 

hash function, selecting from a database, or any other appropriate generation scheme. 

[0029] 	At 210, the validation information is sent to a second device operated by the target 

user. The validation information can be sent as a text message, a short message service (SMS) 

message, an e-mail, a notification to a specific app installed on the second device, or any other 

appropriate message type. In some embodiments, the server further sends a notification to the first 

device notifying the source user that validation information is sent to the target user's device. For 

example, the name, identification, and/or current location of the target user and/or the second 

device can be sent to the source user's device, which in response displays the information so the 

source user knows the identity of the target user. 

[0030] 	Once the target user receives the validation information at the second device, the 

validation information is obtained by the source user, who can provide a validation response based 

on the validation information. For example, since the source user and the target user are in close 
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proximity to each other, the source user can view the validation information on the second device 

used by the target user. Alternatively, the target user can forward the validation information to the 

source user's device, speak with the source user about the validation information directly or over 

the phone, or otherwise communicate the content of the validation information to the source user. 

Upon obtaining the validation information, the source user determines an appropriate validation 

response and enters the validation response into the validation interface. In some cases, the 

validation response includes at least a portion of the validation information (e.g., a copy of the 

alphanumeric string included in the validation information). In some cases, the validation response 

includes an answer to a question pertaining to the validation information. For example, the 

validation information can include a picture, and the validation response includes the answer to a 

question such as what is the number shown in the picture (e.g., 1564), what is the color of the 

object in the picture (e.g., blue), etc. Other types of validation responses can be made depending on 

implementation. 

[0031] 	The validation response is sent from the first device to the server using a 

preconfigured protocol such as an HTTP. At 212, the validation response from the first device is 

received at the server. 

[0032] 	At 214, it is determined whether the validation response matches the validation 

information. Depending on implementation, the validation response is determined to match the 

validation information when the former includes expected information pertaining to the validation 

information, such as the same alphanumeric string as the validation information, the correct answer 

to a question pertaining to the validation information (e.g., 1564, blue), etc. 

[0033] 	In the event that the validation response matches the validation information, the 

source user is authenticated, and the server can proceed with certain actions such as sending the 

source user a new password, allowing the source user to access a webpage or other information, 

etc. In the event that the validation response does not match the validation information, the source 

user is not authenticated, and the server can deny further access or services to the source user 

and/or notify the source user to try again. 

[0034] 	FIG. 2B is a flowchart illustrating an embodiment of a process for determining a 

target user. Process 250 can be used to implement 206 of process 200. At 252, one or more 

associated users of the source user are determined. As will be described in greater detail below, in 

some embodiments, the server uses the historical user information of the source user to determine a 

set of associated users associated with the source user. 
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[0035] 	In some embodiments, the associated users of a source user are determined based at 

least in part on the contacts stored in a contact database on the first device operated by the source 

user. In some embodiments, the associated users are determined based at least in part on friends 

who have interacted with the source user via a social networking app such as WeChat®, 

Facebook®, etc. For example Facebook® provides application programming interfaces (APIs) that 

can be invoked to determine friends of the source user on the Facebook® platform. Different users 

may communicate via different devices with the app server providing services to the installed apps 

on the devices. Therefore, these devices can report user information to the server by, for example, 

checking the contacts in the app clients. In some embodiments, user information is reported by the 

devices according to a preset reporting cycle. This preset reporting cycle may be flexibly 

configured. For example, the reporting cycle could be set to 30 minutes by default, 60 minutes by 

the manual configuration of the user, 20 minutes according to the server's command, etc. In 

various embodiments, the user information may include LBS (Location Based Services) 

information (e.g., location information such as latitude and longitude information of the device 

used by the user), contact information in communication records (e.g., hash values of the associated 

user's name), communication information (e.g., the number of text messages sent and received with 

respect to the source user or the number of calls made with respect to the source user), etc. 

[0036] 	At 254, trust levels between the source user and respective ones of the associated 

users are computed based at least in part on historical user information of the associated users. 

[0037] 	In various embodiments, trust levels between the source user and respective ones of 

the associated users can be computed in different ways depending on the type of user information. 

Details of how to compute trust levels according to some embodiments are described below in 

connection with FIGS. 3A-3B and below. In some embodiments, those associated users whose 

trust levels meet or exceed a threshold trust level are deemed to be trusted users. 

[0038] 	At 258, associated users whose trust levels meet or exceed a trust level threshold are 

selected as trusted users. 

[0039] 	At 260, the current location information of the source user and the trusted users's 

devices is used to identify one or more potential target users who are in close proximity to the 

source user. In some embodiments, the server uses the current LBS information of the source user 

and the trusted users to determine one or more potential target users who are in approximately the 

same location as the source user (e.g., to compute the distance between devices using 

latitude/longitude information). In some embodiments, the server may use the current WiFi hotspot 
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scan information of the source user and the trusted users to determine one or more potential target 

users who are currently accessing the same WiFi hotspot as the source user. 

[0040] 	At 262, a target user is determined among the one or more potential target users. If 

no potential target user is found, the source user is notified that the authentication process cannot 

proceed. If there is only one potential target user, that potential target user becomes the target user. 

If there are multiple potential target users, a specific target user is selected among these potential 

target users. In some embodiments, the target user is selected randomly or according to some 

criteria (e.g., the closest in distance to the source user), and the source user is notified of the 

identity of the selected target user. In some embodiments, a list of potential target users is 

presented to the source user, who makes the target user selection. 

[0041] 	FIG. 2C is a flowchart illustrating another embodiment of a process for determining 

a target user. Process 270 can be used to implement 206 of process 200. 

[0042] 	At 272, one or more nearby users associated with the source user are determined. In 

this example, when the source user's identity authentication request is received, the source user 

information included in the identity authentication request is used to determine nearby users whose 

devices are in close proximity to the source user's device. 

[0043] 	In some embodiments, the source user's device's LBS information is included in the 

identity authentication request. Based on the source user's device's LBS information, nearby users 

who are logged on to the same server or are using the same service are found. Specifically, the 

server compares the LBS information of the source user's device with the LBS information of other 

users who are logged on to the same server or using the same service. The nearby users are found 

to be those whose device LBS information (e.g., latitude and longitude) is within a threshold 

distance from the source user's device. In some embodiments, the source user's device's WiFi 

hotspot scan information is included in the identity authentication request. In some embodiments, 

the source user's device obtains WiFi hotspot scan information by invoking existing function calls 

(e.g., operating system calls) to the device's onboard WiFi component, which performs the scan 

and obtains the requested information. The server looks up the associated WiFi hotspot 

information of other users who are logged onto the same server or are using the same service, and 

identifies those users currently accessing a wireless network via the same WiFi hotspot as the 

source user. 

8 



[0044] 	At 274, one or more trusted users among the nearby users are determined. In 

various embodiments, the nearby users' identities are compared with contacts stored in a contact 

database on the first device operated by the source user, identities of users who have interacted with 

the source user via a social networking app, or other appropriate historical information of users who 

are associated with the source user, and the nearby users who are found to be associated with the 

source user are deemed to be trusted users. 

[0045] 	At 276, trust levels of the one or more trusted users with respect to the source user 

are computed. The techniques for computing the trust levels are described in further detail below. 

[0046] 	At 278, trusted users whose trust levels meet or exceed a trust level threshold are 

selected as potential target users. 

[0047] 	At 280, a target user among the potential target users is determined using techniques 

similar to 262 of process 250 discussed above. 

[0048] 	Both processes 250 and 270 specify as preset conditions that the target user be 

associated with the source user, meet or exceed a certain trust level, and be within a threshold 

distance away from the source user. Regardless of which approach is employed, the target user 

who ultimately receives the validation information is a user who is near the source user and who is 

trusted by the source user. 

[0049] 	FIGS. 3A-3B are flowcharts of another embodiment of a process to determine a 

target user. Processes 300 and 350 can be used to implement 206 of process 200. 

[0050] 	Initially, the first device reports user information to the server according to a preset 

reporting cycle. 

[0051] 	In this example, various app clients may be installed on the first device. While the 

user is using an app client, the app client interacts with an app server via the device. The first 

device may report user information to the server according to a preset reporting cycle (e.g., every 

hour, every 24 hours, every week, etc.). The user information can be sent as messages according to 

a pre-established protocol and message format. 

[0052] 	Various types of information can be included in the user information. In some 

embodiments, the user information includes LBS information. This information includes the 

device's user location information acquired through the wireless communications network of a 

mobile network operator (e.g., latitude/longitude information acquired using the cellular base 
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stations of the wireless network) or through other techniques of external positioning. In some 

embodiments, the user information includes WiFi hotspot scan information. This information 

includes the wireless access point equipment information scanned and obtained by the user's device 

when the device accesses a WiFi wireless network, such as the WiFi router's location information, 

unique hardware identifications of devices within the WiFi network, etc. Because wireless access 

point equipment has a fixed location, the location of the user can be determined according to 

configuration information for the wireless access equipment. In some embodiments, the user 

information includes contact information in the user device. When the user device is a mobile 

phone, for example, the contact information may specifically be the names and telephone numbers 

of contacts in a communication log or database. To ensure information security, the contact 

information may be sent to the server after undergoing encryption, such as being processed using a 

secure hash algorithm. In some embodiments, the user information includes communication 

information, which, in a user device such as a mobile phone, includes the number of 

communications (e.g., instant messages) sent and/or received by any of the contacts in the 

communication log/database or the number of calls to and from any of the contacts. The above are 

only a few examples of user information and communication information. In actual applications, 

depending on implementation, other types of appropriate user information useful for determining 

trustworthiness between users can be reported to a server. 

[0053] 	At 302, trust levels between a source user and his or her associated users are 

computed based at least in part on the received user information for that source user. 

[0054] 	In some embodiments, the contacts reported by the source user's device are used to 

determine his or her associated users. For example, those contacts in the communication log 

reported by the user's device that are labeled as family, friends, or co-workers are regarded as 

associated users. As another example where the app client is an instant messaging app, those 

individuals listed in the "pals" list as family or friends are regarded as the source user's associated 

users. 

[0055] 	Trust levels between a user and associated users can be computed in many ways 

depending on the type of user information. In some embodiments, the user information comprises 

current LBS information, which is used to compute the location trust levels for the user and his or 

her associated users who have been in approximately the same location. Preferably, the user and 

associated users have been in approximately the same location during a preset period of time In 

some embodiments, the user information comprises WiFi hotspot scan information, which is used 

to compute the network connection trust levels for the user and his or her associated users accessing 
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a wireless network via the same WiFi hotspot during a preset period of time. In some 

embodiments, the user information comprises communication information, and the communication 

information for the user and his or her associated users is used to compute the communication 

occurrence trust levels for the user and his or her associated users during a preset period of time. 

Furthermore, after multiple trust levels have been computed for different types of user information, 

the final trust levels may be computed between users and associated users according to the weight 

of each trust level. 

[0056] 	The preset periods of time that are involved in the computation of trust levels are 

configurable. For example, a preset period of time can be one year in some embodiments. Various 

functions can be used to compute the trust level. For example, Location trust level P1 for User 2 

relative to User 1 = How long (in seconds) User 1 and User 2 are in approximately the same 

location in one year / (365 * 24 * 60 * 60). In another example, Communication occurrence trust 

level P2 of User 2 relative to User 1 = Number of communications between User 1 and User 2 in 

one year * Number of days on which communication occurred in one year / 365. A larger P1 or P2 

indicates a stronger trust relationship between User 2 and User 1. Other functions can be used. 

[0057] 	In process 300, at 304, first correspondences and second correspondences are saved 

(e.g., in a database accessible by the server). In some embodiments, the first correspondences 

include each user's user identifier and corresponding user information, and the second 

correspondences include each user's user identifier and the corresponding user identifiers and trust 

levels of associated users. 

[0058] 	Because the user device reports user information according to a preset reporting 

cycle, user information will change in real time according to the length of the reporting cycle. 

Thus, the trust levels computed by the server using user information in 302 undergo changes in real 

time. The server saves, as the first correspondences, each user's user identifier and the user 

information reported in the current reporting cycle. The server also saves, as the second 

correspondences, each user's user identifier, and the corresponding user identifiers of his or her 

associated users and the trust levels computed for the current reporting cycle. Table 1 is an 

example of second correspondences shown in the context of FIG. 1. The associated users of User 1 

therein are User 2 and User 3. 

Table 1 

User identifier 
Associated user 

identifier Trust level 

User 1 User 2 12 
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User 3 	 13 

[0059] 	In embodiments of the present application, users who need to undergo identity 

authentication are source users. Because all users of the service provided by the server could 

potentially require identity authentication, they can all be source users. 302-304 can be repeated 

multiple times for different source users to populate the correspondences tables. 

[0060] 	In process 350, at 306, associated users whose trust levels with respect to a source 

user meet or exceed a trust level threshold value are identified. Such users are referred to as trusted 

users. 

[0061] 	The server may use the user identifier of a specific source user to look up second 

correspondences and obtain the trust levels for the specific source user and his or her associated 

users. Trust levels of associated users that meet or exceed a preset trust level threshold value are 

identified based on the stored second correspondences such as those shown in Table 1. These 

associated users are deemed to be trusted users. For example, if the trust level threshold is 10, then 

User 2 and User 3 are both trusted users because their respective trust levels exceed this value. 

[0062] 	At 308, potential target users whose distances from the source user satisfy a preset 

condition are identified among the trusted users. 

[0063] 	In this example, after the server looks up the trusted users for the source user, the 

server uses the current location information of the source user and the trusted users as a basis to 

identify potential target users located close to the source user. For example, the server can use the 

current LBS information on the source user and the trusted users to determine among the trusted 

users one or more potential target users who are in approximately the same location as the source 

user (e.g., within a certain threshold distance to the source user's first device). As another example, 

the server can use the current WiFi hotspot scan information of the source user and the trusted users 

to determine among the trusted users one or more potential target users who currently are accessing 

a wireless network via the same WiFi hotspot as the source user. 

[0064] 	The subsequence process is dependent on the number of potential target users found 

in 308. If no target user is found, at 310, a notification is sent to the source user's device indicating 

that the source user cannot be authenticated. If there is a single potential target user, he/she is 

deemed to be the target user at 311. If there is more than one target user, the process proceeds to 

312. 
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[0065] 	At 312, a notification comprising information pertaining to the multiple potential 

target users (e.g., their names or identifiers, their contact information, their current locations, and/or 

other appropriate information) is sent to the source user's device. Upon receiving the notification, 

a process on the source user's device will trigger a user interface (e.g., a message and/or a selection 

box) to be invoked and displayed, prompting the source user to make a selection among the 

multiple potential target users as to a specific target user. The source user thus can make a 

selection of a specific target user. Information pertaining to the selected target user (e.g., the name 

or identifier of the selected target user) is sent to the server and is received at 314. The selected 

target user is the target user to whom validation information is sent. 

[0066] 	As is shown by the embodiments described above, contact and/or social networking 

information between users combined with location information between users can be used to 

validate user identity by sending the validation information to a device held by a trusted user such 

as a friend or relative of the source user. Even if a source user's device is stolen or compromised 

by a malicious third party, it would be difficult for the third party to undergo identity validation 

using the source user's device. The security of identity validation is thereby improved. 

[0067] 	Embodiments of identity authentication devices such as those used to implement 

server 102 are described below in connection with FIGS. 4-7. 

[0068] 	FIG. 4 is a block diagram of an embodiment of an identity authentication device. 

[0069] 	The identity authentication device 400 comprises: a target user identification engine 

410, a validation information generator 420, and an input/output interface 430. 

[0070] 	Target user identification engine 410 is configured to, in response to receiving an 

identity authentication request from a first device operated by a source user, determine a target user 

who is deemed to meet one or more preconditions. The target user identifier can determine the 

target user by looking up associated users and trusted users for the source user. 

[0071] 	Validation information generator 420 is configured to generate validation 

information sent to the target user's device in order to authenticate the identity of the source user. 

[0072] 	Input/output interface 430 includes a communications interface, which can be 

implemented using an external connection such as a port, cable, wireline, or wireless network 

interface card, etc., and internal connections such as a communication bus. The interface is 
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configured to receive the identity authentication request from the source user's device and send the 

generated validation information to the source user's device. 

[0073] 	FIG. 5 is a block diagram of another embodiment of an identity authentication 

device of the present application. 

[0074] 	Device 500 comprises: an associated user identification engine 510, a trust level 

computation unit 520, a trusted user identification engine 530, a target user identification engine 

540, a validation information generator 550, and an input/output interface 560. 

[0075] 	Associated user identification engine 510 is configured to determine, based on the 

source user's historical user information, associated users who are associated with the source user. 

[0076] 	Trust level computation unit 520 is configured to use the historical user information 

to compute trust levels between the source user and the associated users. Trusted user 

identification engine is configured to identify, based on the computed trust levels, trusted users 

whose trust levels relative to the source user meet or exceed a trust level threshold value. 

[0077] 	Target user identification engine 540 is configured to identify, using current location 

information, potential target users among the trusted users, and obtain a target user whose distance 

from the source user satisfies a preset condition. 

[0078] 	Validation information generator 550 is configured to generate validation 

information sent to the target user's device in order to authenticate the identity of the source user. 

[0079] 	Input/output interface 560 includes a communications interface, which can be 

implemented using an external connection such as a port, cable, wireline, or wireless network 

interface card, etc., and internal connections such as a communication bus. The interface is 

configured to receive the identity authentication request from the source user's device and send the 

generated validation information to the source user's device. 

[0080] 	In some embodiments, trust level computation unit 520 comprises (not shown in 

FIG. 5): 

[0081] 	a first location trust level computing sub-unit configured to use location-based 

services (LBS) information included in the historical user information to compute trust levels 

between the source user and respective ones of the associated users who are in approximately the 

same location during a preset period of time; 
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[0082] 	a first network connection trust level computing sub-unit configured to use WiFi 

hotspot scan information included in the historical user information to compute the network 

connection trust levels between the source user and respective ones of the associated users who 

have accessed a wireless network via the same WiFi hotspot simultaneously as the source user 

during a preset period of time; 

[0083] 	a first communication occurrence trust level computing sub-unit configured to use 

the communication information included in the historical user information to compute the 

communication occurrence trust levels for the source user and respective ones of the associated 

users during a preset period of time. 

[0084] 	In some embodiments, target user identification engine 540 comprises the following 

sub-units (not shown in FIG 5): 

[0085] 	a first location target acquiring sub-unit, configured to use the current LBS 

information of the source user and the trusted users and acquire among the trusted users a target 

user who currently shares the same location with the source user; 

[0086] 	a first hotspot target acquiring sub-unit, configured to use the current WiFi hotspot 

scan information of the source user and the trusted users and acquire among the trusted users a 

target user who is currently accessing a wireless network via the same WiFi hotspot as the source 

user. 

[0087] 	In some embodiments, validation information generator 550 comprises (not shown 

in FIG. 5): 

[0088] 	a first list issuing sub-unit configured to issue to the source user a list of multiple 

target users; 

[0089] 	a first selection acquiring sub-unit configured to receive one user selected by the 

source user from the target list; 

[0090] 	a first information generating sub-unit, configured to generate validation information 

used to perform identity authentication to the target user selected by the source user. 

[0091] 	FIG. 6 is a block diagram of another embodiment of an identity authentication 

device. 
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[0092] 	Device 600 comprises: an acquiring unit 610, a looking up unit 620, and an issuing 

unit 630. 

[0093] 	Acquiring unit 610 is configured to, in response to receiving the source user's 

identity authentication request, use the source user information included in the identity 

authentication request to acquire target users whose respective distances from the source user 

satisfy a preset condition. 

[0094] 	Looking up unit 620 is configured to look up trusted users for the source user among 

the target users. 

[0095] 	Issuing unit 630 is configured to issue validation information to the trusted user's 

device so that the source user can obtain the validation information from the trusted user and 

perform identity authentication. 

[0096] 	In some embodiments, acquiring unit 610 comprises (not shown in FIG. 6): 

[0097] 	a location target acquiring sub-unit, configured to use source user LBS information 

included in the identity authentication request and LBS information for all current users to acquire 

from among all users target users who currently share the same location with the source user; 

[0098] 	a hotspot target acquiring sub-unit, configured to use source user WiFi hotspot scan 

information included in the identity authentication request and WiFi hotspot scan information for 

all current users to acquire from among all users target users who are currently accessing a wireless 

network via the same WiFi hotspot as the source user. 

[0099] 	In some embodiments, device 600 further optionally comprises (not shown in FIG. 

6): 

[00100] 	a determining unit, configured to use the source user's historical user information to 

determine associated users who are associated with the source user and the historical user 

information of the associated users; 

[00101] 	a computing unit, configured to use the historical user information to compute trust 

levels between the source user and respective ones of the associated users; 

[00102] 	a second looking up unit, configured to: acquire those trust levels that are higher 

than a trust level threshold value; and when the associated users corresponding to the acquired trust 
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levels are the target users, determine that the corresponding associated users are trusted users for 

the source user. 

[00103] 	In some embodiments, issuing unit 630 comprises (not shown in FIG. 6): 

[00104] 	a second list issuing sub-unit configured to issue to the source user a user list of the 

multiple users when the trusted user includes multiple users; 

[00105] 	a second selection acquiring sub-unit configured to acquire one user selected by the 

source user from the user list; 

[00106] 	a second information issuing sub-unit configured to issue validation information 

used for identity authentication to the one user selected by the source user. 

[00107] 	The units described above can be implemented as software components executing 

on one or more general purpose processors, as hardware such as programmable logic devices, 

and/or Application Specific Integrated Circuits designed to perform certain functions or a 

combination thereof. In some embodiments, the units can be embodied by a form of software 

products which can be stored in a nonvolatile storage medium (such as optical disk, flash storage 

device, mobile hard disk, etc.), including a number of instructions for making a computer device 

(such as personal computers, servers, network equipment, etc.) implement the methods described in 

the embodiments of the present application. The units may be implemented on a single device or 

distributed across multiple devices. The functions of the units may be merged into one another or 

further split into multiple sub-units. Details of the operations of the devices and their components 

are discussed above in connection with the processes. 

[00108] 	FIG. 7 is a functional diagram illustrating a programmed computer system for 

executing dual channel identity authentication in accordance with some embodiments. 	As is 

apparent, other computer system architectures and configurations can be used to perform identity 

authentication. Computer system 700, which includes various subsystems as described below, 

includes at least one microprocessor subsystem (also referred to as a processor or a central 

processing unit (CPU)) 702. For example, processor 702 can be implemented by a single-chip 

processor or by multiple processors. In some embodiments, processor 702 is a general purpose 

digital processor that controls the operation of the computer system 700. Using instructions 

retrieved from memory 710, the processor 702 controls the reception and manipulation of input 

data, and the output and display of data on output devices (e.g., display 718). In some 
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embodiments, processor 702 includes and/or is used to perform the authentication processes 

described above with respect to FIGS. 2A-3B. 

[00109] 	Processor 702 is coupled bi-directionally with memory 710, which can include a 

first primary storage, typically a random access memory (RAM), and a second primary storage 

area, typically a read-only memory (ROM). As is well known in the art, primary storage can be 

used as a general storage area and as scratch-pad memory, and can also be used to store input data 

and processed data. Primary storage can also store programming instructions and data, in the form 

of data objects and text objects, in addition to other data and instructions for processes operating on 

processor 702. Also as is well known in the art, primary storage typically includes basic operating 

instructions, program code, data, and objects used by the processor 702 to perform its functions 

(e.g., programmed instructions). For example, memory 710 can include any suitable computer-

readable storage media, described below, depending on whether, for example, data access needs to 

be bi-directional or uni-directional. For example, processor 702 can also directly and very rapidly 

retrieve and store frequently needed data in a cache memory (not shown). 

[00110] 	A removable mass storage device 712 provides additional data storage capacity for 

the computer system 700, and is coupled either bi-directionally (read/write) or uni-directionally 

(read only) to processor 702. For example, storage 712 can also include computer-readable media 

such as magnetic tape, flash memory, PC-CARDS, portable mass storage devices, holographic 

storage devices, and other storage devices. A fixed mass storage 720 can also, for example, 

provide additional data storage capacity. The most common example of mass storage 720 is a hard 

disk drive. Mass storages 712, 720 generally store additional programming instructions, data, and 

the like that typically are not in active use by the processor 702. It will be appreciated that the 

information retained within mass storages 712 and 720 can be incorporated, if needed, in standard 

fashion as part of memory 710 (e.g., RAM) as virtual memory. 

[00111] 	In addition to providing processor 702 access to storage subsystems, bus 714 can 

also be used to provide access to other subsystems and devices. As shown, these can include a 

display monitor 718, a network interface 716, a keyboard 704, and a pointing device 706, as well as 

an auxiliary input/output device interface, a sound card, speakers, and other subsystems as needed. 

For example, the pointing device 706 can be a mouse, stylus, track ball, or tablet, and is useful for 

interacting with a graphical user interface. 

[00112] 	The network interface 716 allows processor 702 to be coupled to another computer, 

computer network, or telecommunications network using a network connection as shown. For 
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example, through the network interface 716, the processor 702 can receive information (e.g., data 

objects or program instructions) from another network or output information to another network in 

the course of performing method/process steps. Information, often represented as a sequence of 

instructions to be executed on a processor, can be received from and outputted to another network. 

An interface card or similar device and appropriate software implemented by (e.g., 

executed/performed on) processor 702 can be used to connect the computer system 700 to an 

external network and transfer data according to standard protocols. For example, various process 

embodiments disclosed herein can be executed on processor 702, or can be performed across a 

network such as the Internet, intranet networks, or local area networks, in conjunction with a 

remote processor that shares a portion of the processing. Additional mass storage devices (not 

shown) can also be connected to processor 702 through network interface 716. 

[00113] 	An auxiliary I/O device interface (not shown) can be used in conjunction with 

computer system 700. The auxiliary I/O device interface can include general and customized 

interfaces that allow the processor 702 to send and, more typically, receive data from other devices 

such as microphones, touch-sensitive displays, transducer card readers, tape readers, voice or 

handwriting recognizers, biometrics readers, cameras, portable mass storage devices, and other 

computers. 

[00114] 	In addition, various embodiments disclosed herein further relate to computer storage 

products with a computer readable medium that includes program code for performing various 

computer-implemented operations. The computer-readable medium is any data storage device that 

can store data which can thereafter be read by a computer system. Examples of computer-readable 

media include, but are not limited to, all the media mentioned above: magnetic media such as hard 

disks, floppy disks, and magnetic tape; optical media such as CD-ROM disks; magneto-optical 

media such as optical disks; and specially configured hardware devices such as application-specific 

integrated circuits (ASICs), programmable logic devices (PLDs), and ROM and RAM devices. 

Examples of program code include both machine code, as produced, for example, by a compiler, or 

files containing higher level code (e.g., script) that can be executed using an interpreter. 

[00115] 	The computer system shown in FIG. 7 is but an example of a computer system 

suitable for use with the various embodiments disclosed herein. Other computer systems suitable 

for such use can include additional or fewer subsystems. In addition, bus 714 is illustrative of any 

interconnection scheme serving to link the subsystems. Other computer architectures having 

different configurations of subsystems can also be utilized. 
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[00116] 	As can be seen from the embodiments described above, when the embodiments of 

the present application are applied in order to authenticate the identity of a source user, target users 

who are near the source user may be selected according to the distance between the source user and 

his or her trusted users. Moreover, validation information is issued to a target user. As a 

consequence, the source user may obtain validation information from the target user to complete 

identity authentication. The present application applies social networking information between 

users and integrates it with location information between users to issue validation information to a 

device held by a trusted user such as a relative or friend of the user. It thus ensures the reliability of 

user identity validation. Even if a user's device is stolen by a malicious third party, it will not be 

possible to undergo identity validation using the device. The security of identity validation is 

thereby improved. 

[00117] 	Upon considering the invention disclosed here in the description and in practice, 

persons skilled in the art shall easily think of other schemes for implementing the present 

application. The present application intends to cover any variation, use, or adaptation of the present 

application where these variations, uses, or adaptations comply with the general principles of the 

present application and include public knowledge or customary technical means in the art which 

have not been disclosed by the present application. The description and embodiments are regarded 

merely as illustrative. The true scope and spirit of the present application are indicated by the 

claims below. 

[00118] 	Please understand that the present application is not limited to the precise structures 

described above and depicted in the figures and that various modifications and changes can be 

made without departing from the scope thereof. The scope of the present application is limited only 

by the claims attached hereto. 

[00119] 	Although the foregoing embodiments have been described in some detail for 

purposes of clarity of understanding, the invention is not limited to the details provided. There are 

many alternative ways of implementing the invention. The disclosed embodiments are illustrative 

and not restrictive. 
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CLAIMS 

1. A method, comprising: 

determining, in response to a request from a first device operated by a source user, that an 

identity authentication is to be performed for the source user; 

identifying a target user who is deemed to satisfy at least a preset condition, the target user 

being a user other than the source user; 

generating validation information to authenticate identity of the source user; 

sending the validation information to a second device operated by the target user; 

receiving a validation response from the first device operated by the source user; and 

performing identity authentication, including verifying whether the validation response 

received from the first device operated by the source user matches the validation information sent 

to the second device. 

2. The method of Claim 1, wherein the identifying the target user comprises: 

determining a set of one or more associated users of the source user based at least in part on 

the source user's historical user information; 

using the historical user information to compute a set of one or more trust levels between 

the source user and respective ones of the set of one or more associated users; and 

selecting a set of one or more trusted users among the set of one or more associated users, 

the one or more trusted users each having a trust level that meets or exceeds a trust level threshold; 

wherein 

the target user is selected among the set of one or more trusted users. 

3. The method of Claim 2, wherein the historical user information comprises location-based 

services (LBS) information; and 

the set of one or more trust levels are computed based at least in part on the LBS 

information. 

4. The method of Claim 2, wherein the historical user information comprises WiFi hotspot 

scan information, and the set of one or more trust levels is computed based at least in part on the 

WiFi hotspot scan information. 

5. The method of Claim 2, wherein the historical user information comprises: 

communication information pertaining to a number of communications sent, received, or 

both by the first device, and the set of one or more trust levels is computed based at least in part on 

the communication information. 
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6. The method of Claim 1, wherein the preset condition includes a distance requirement of the 

second device operated by the target user relative to the first device operated by the source user. 

7. The method of Claim 1, wherein the identifying the target user includes: 

determining a set of one or more nearby users associated with the source user; 

determining a set of one or more trusted users among the one or more nearby users; 

computing a set of one or more trust levels of the source user relative to respective ones of 

the set of one or more trusted users; and 

selecting among the set of one or more trusted users a set of one or more potential target 

users; wherein 

the target user is selected among the set of one or more potential target users. 

8. The method of Claim 7, wherein the set of one or more nearby users associated with the 

source user is determined based at least in part on source user information sent by the first device. 

9. The method of Claim 7, wherein the set of one or more nearby users associated with the 

source user is determined based at least in part on current LBS information of the first device. 

10. The method of Claim 7, wherein the set of one or more nearby users associated with the 

source user is determined based at least in part on WiFi hotspot scan information of the first device. 

11. The method of Claim 1, wherein identifying the target user further comprises: 

sending to the first device information pertaining to a plurality of potential target users and 

causing the information pertaining to the plurality of potential target users to be presented to the 

source user on the first device; and 

receiving from the first device a selection of the target user among the plurality of potential 

target users made by the source user. 

12. A system comprising: 

one or more processors to: 

determine, in response to a request from a first device operated by a source user, that 

an identity authentication is to be performed for the source user; 

identify a target user who is deemed to satisfy at least a preset condition, the target 

user being a user other than the source user; 

generate validation information to authenticate identity of the source user; 

send the validation information to a second device operated by the target user; 

receive a validation response from the first device operated by the source user; and 
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perform identity authentication, including verifying whether the validation response 

received from the first device operated by the source user matches the validation 

information sent to the second device; and 

one or more memories coupled to the one or more processors, configured to provide the one 

or more processors with instructions. 

13. The system of Claim 12, wherein to identify the target user comprises to: 

determine a set of one or more associated users of the source user based at least in part on 

the source user's historical user information; 

use the historical user information to compute a set of one or more trust levels between the 

source user and respective ones of the set of one or more associated users; and 

select a set of one or more trusted users among the set of one or more associated users, the 

one or more trusted users each having a trust level that meets or exceeds a trust level threshold; 

wherein 

the target user is selected among the set of one or more trusted users. 

14. The system of Claim 13, wherein the historical user information comprises location-based 

services (LBS) information; and 

the set of one or more trust levels are computed based at least in part on the LBS 

information. 

15. The system of Claim 13, wherein the historical user information comprises WiFi hotspot 

scan information, and the set of one or more trust levels is computed based at least in part on the 

WiFi hotspot scan information. 

16. The system of Claim 13, wherein the historical user information comprises: 

communication information pertaining to a number of communications sent, received, or 

both by the first device, and the set of one or more trust levels is computed based at least in part on 

the communication information. 

17. The system of Claim 12, wherein the preset condition includes a distance requirement of the 

second device operated by the target user relative to the first device operated by the source user. 

18. The system of Claim 12, wherein to identify the target user includes to: 

23 



determine a set of one or more nearby users associated with the source user; 

determine a set of one or more trusted users among the one or more nearby users; 

compute a set of one or more trust levels of the source user relative to respective ones of the 

set of one or more trusted users; and 

select among the set of one or more trusted users a set of one or more potential target users; 

wherein 

the target user is selected among the set of one or more potential target users. 

19. The system of Claim 18, wherein the set of one or more nearby users associated with the 

source user is determined based at least in part on source user information sent by the first device. 

20. The system of Claim 18, wherein the set of one or more nearby users associated with the 

source user is determined based at least in part on current LBS information of the first device. 

21. The system of Claim 18, wherein the set of one or more nearby users associated with the 

source user is determined based at least in part on WiFi hotspot scan information of the first device. 

22. The system of Claim 12, wherein to identify the target user further includes to: 

send to the first device information pertaining to a plurality of potential target users and 

cause the information pertaining to the plurality of potential target users to be presented to the 

source user on the first device; and 

receive from the first device a selection of the target user among the plurality of potential 

target users made by the source user. 

23. A computer program product, the computer program product being embodied in a tangible 

non-transitory computer readable storage medium and comprising computer instructions for: 

determining, in response to a request from a first device operated by a source user, that an 

identity authentication is to be performed for the source user; 

identifying a target user who is deemed to satisfy at least a preset condition, the target user 

being a user other than the source user; 

generating validation information to authenticate identity of the source user; 

sending the validation information to a second device operated by the target user; 

receiving a validation response from the first device operated by the source user; and 

performing identity authentication, including verifying whether the validation response 

received from the first device operated by the source user matches the validation information sent 

to the second device. 
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