VEHICLE AUDITING AND CONTROL OF MAINTENANCE AND DIAGNOSIS
FOR VEHICLE SYSTEMS

BACKGROUND INFORMATION

1. Background

The present disclosure relates generally to aircraft
and other vehicles and, in particular, to the maintenance
and diagnosis of electronic and other systems on an
alrcraft or other vehicle. Still moré particularly, the
present disclosure relates to a method and apparatus for
auditing or controlling the maintenance or diagnosis of
gsystems on an aircraft or other vehicle by the aircraft
or other vehicle itself.

Modern aircraft are extremely complex. For example,
an ailrcraft may have many types of electronic and other
systems on board. An electronic system on an aircraft
may be a line-replaceable unit (LRU). A line-replaceable
unit is designed to be easily replaceable.

An electronic system may take on various forms. An
electronic system on an aircraft may be, for example,
without limitation, a £light management system, an
autopilot, an in-flight entertainment system, a
communications system, a navigation system, a f£light
controller, a flight recorder, and a collision avoidance
system. The various electronic systems on an aircraft
may communicate with each other via digital networks on
the aircraft.

Aircraft operators are entities that operate
aircraft. Examples of aircraft operators include
airlines and military units. Aircraft operators may be
regponsible for the maintenance of aircraft. Maintenance

of an aircraft may include performing various maintenance



tasks on the electronic and other systems on the
aircraft. For example, without limitation, maintenance
tasks may include reworking or replacing systems or parts
of systems on the aircraft. Maintenance of an aircraft
also may include performing various diagnostic tasks.

For example, without limitation, diagnostic tasks may be
performed to determine the condition of systems on the
aircraft, to determine appropriate maintenance operations
to perform on the systems, or for another appropriate
purpose or various combinations of purposes. Maintenance
and diagnostic tasks may be performed on the systems on
an aircraft by appropriate maintenance personnel or other
personnel using appropriate maintenance devices or other
appropriate tools.

Instructions for performing maintenance on an
aircraft may be received by maintenance personnel from an
aircraft operator or other appropriate éntity. For
example, without limitation, the instructions may
identify wvarious diagnostic tasks, maintenance tasks, or
both diagnostic tasks and maintenance tasks to be
performed on the aircraft. The instructions méy be
provided to the maintenance personnel on paper,
electronically, or both on paper and electronically.

Maintenance personnel may perform maintenance on the
aircraft as indicated in the instructions received from
the ailrcraft operator or other entity. Maintenance
personnel may refer to a maintenance manual or other
appropriate documentation to perform the maintenance on
the aircraft as indicated in the instructions. For
example, without limitation, the maintenance manual or
other documentation may identify specific procedures for

performing maintenance tasks, diagnostic tasks, or both



maintenance tasks and diagnostic tasks indicated in the
instructions provided to the maintenance personnel. The
maintenance manual or other documentation used by the
maintenance personnel to perform maintenance on an
ailrcraft may be provided on paper, electronically, or
both on paper and electronically, by a manufacturer of
the aircraft or other appropriate entity.

An aircraft operator may desire to maintain accurate
hrecords regarding maintenance of an aircraft. For
example, without limitation, an aircraft operator may
maintain records of maintenance and diagnostic tasks
performed on an aircraft to comply with government
regulations and for other appropriate purposes.

Currently, records regarding maintenance of an
aircraft may be created manually on paper by maintenance
personnel. For example, maintenance personnel may sign a
piece of paper identifying maintenance to be performed on
an aircraft to indicate that the maintenance identified
was performed by the maintenance personnel. Current
manual methods of providing a record of aircraft
maintenance may provide limited information to the
aircraft operator regarding the maintenance performed on
the aircraft. The aircraft operator may desire to obtain
more information regarding maintenance performed on an
aircraft than is currently provided by maintenance
personnel. Moreover, it may be desirable to obtain such
information regarding maintenance performed on an
alrcraft in an efficient and accurate manner.

An aircraft operator also may desire to control
maintenance of an aircraft by establishing various
policies for aircraft maintenance. Such policies may

include various ruleg for performing maintenance tasks,



diagnostic tasks, or both maintenance and diagnostic
tasks on an aircraft. For example, without limitation,
such policies may identify conditions under which various
maintenance tasks, diagnostic tasks, or both maintenance
tasks and diagnostic tasks may or may not be performed on
the aircraft. The aircraft operator may desire to ensure
that such policies are followed when maintenance is
performed on the'aifcraft. Current systems and methods
for the maintenance of aircraft and other vehicles may
not provide assurance that policies for performing
maintenance are being complied with.

Accordingly, it would be beneficial to have a method
and apparatus that take into account one or more of the

issues discussed above, as well as possible other issues.
SUMMARY

The illustrative embodiments of the present
disclosure provide a method of performing a task on a
system on a platform. A task script is received by a
data processing system on the platform. ‘The task script
identifies task steps for performing the task on the
gsystem. The task scri?t is run by the data processing
system to perform the task on the system.

The illustrative embodiments of the present
disclosure also provide an apparatus on a platform
comprising a receiver, and a task executer. The receiver
is configured to receive a task sc:ipt. The task' script
identifies task steps for performing a task on a system
on the platform. The task executer is configured to run

the task script to perform the task on the gystem.



The illustrative embodiments of the present
disclosure also provide another method of performing a
task on a system on a platform. Tagk instructions are
received by a processor unit. The task instructions
identify the task to be performed on the gystem on the
platform. A task script for the task is identified by
the processor unit in response to receiving the task
instructions. The task script is machine executable and
identifies task steps for performing the task on the
system.

The illustrative embodiments of the present
disclosure also provide a method of auditing a task
performed on a system on a platform. A report generated
on the platform is received by a data processing system.
The report indicates the task performed on the system on
the platform and is signed with a digital signature for
the platform. The digital signature for the platform is
checked by the data processing system to determine
-whether the report is authentic. An audit log for
auditing the task performed on the system on the platform
is created using the report in response to a
determination that the report is authentic.

The features, functions, and benefits can be
achieved independently in various embodiments of the
present digclosure or may be combined in yet other
embodiments in which further details can be seen with
reference to the follbwing description and drawings.

‘ BRIEF DESCRIPTION OF THE DRAWINGS

The novel features believed characteristic of the
illustrative embodiments are set forth in the appended

claims. The illustrative embodiments, however, as well



as a preferred mode of use, further objectives, and
benefits thereof, will best be understood by reference to
the following detailed description of illustrative
embodiments of the present disclosure when read in
conjunction with the accompanying drawings, wherein:

Figure 1 is an illustration of a block diagram of a
maintenance environment in accordance with an
illustrative embodiment; )

Figure 2 is an illustration of a block diagram of
task instructions in accordance with an illustrative
embodiment;

Figure 3 is an illustration of a block diagram of a
task manual in accordance with an illustrative
embodiment ;

Figure 4 is an illustration of a block diagram of a
policy in accordance with an illustrative embodiment;

Figure 5 is an illustration of a block diagram of a
task script processor in accordance with an illustrative
embodiment;

Figure 6 is an illustration of a block diagram of a
report in accordance with an illustrative embodiment; ‘

Figure 7 is an illustration of a block diagram of a
structure for a report in accordance with an illustrative
embodiment;

Figure 8 is an illustration of a flowchart of a
process for performing a task on a system on a vehicle by
a maintenance entity in accordance with an illustrative
embodiment ; A

Figure 9 is an illustration of a flowchart of a
process for performing a task on a system on a vehicle in

accordance with an illustrative embodiment; and



Figure 10 is an illustration of block diagram of a
data processing system in accordance with an illustrative

embodiment.

DETAILED DESCRIPTION

The different illustrative embodiments recognize and
‘take into account a number of different considerations.
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“A number,” as used herein with reference to items, means
one or more items. For example, “a number of different
considerations” are one or more different considerations.

The different illustrative embodiments recognize and
take into account that current systems and methods may
rely on maintenance personnel to manually record
maintenance performed on an aircraft or other vehicle.
Current systems and methods may not provide any
automatically recorded artifacts from an aircraft or
other vehicle thaﬁ may attest to what maintenance was
performed on the aircraft or other vehicle.

The different illustrative embodiments also
recognize and take into account that current systems and
methods for creating a maintenance record for an aircraft
or other vehicle may not record potentially useful
information. For example, without limitation, current
systems and methods may not provide a record of the
maintenance device or other tools that were used to
perform maintenance on an aircraft or other vehicle.

Current systems and methods may not electronically
capture information that may be desired to construct an
audit trail of maintenance and diagnostic tasks performed

on an aircraft or other vehicle. For example, current



systemg and methods may not report what tasks were
performed on an aircraft and who performed those tasks.

The different illustrative embodiments recognize and
take into account that the absence of complete auditing
in the maintenance procesg may be a barrier to the
adoption of remote maintenance of aircraft and other
vehicles from an operations center. Current processes
for aircraft maintenance are defined using paper
instructions and traditional human signatures with no
verification from a system on the aircraft that the
maintenance operationg identified in the instructions
were actually performed. Currently, maintenance wbrk may
require human maintenance personnel to be on site at the
alrcraft. l

The different illustrative embodiments also
recognize and take into account that current systems and
methods may not provide assurance that policies for
performing maintenance and other tasks on an aircraft or
other vehicle are adhered to. Current systeﬁs and
methods may provide little or no verification that
policies provided by an operator of an aircraft or other
‘vehicle for performing various tasks on the aircraft or
other vehicle are adhered to.

In accordance with an illustrative embodiment, an
aircraft or other vehicle may be an active participant in
creating a record of maintenance performed on the
alircraft or other vehicle. The aircraft or other vehicle
also may enforce policies for performing maintenance on
the aircraft or other vehicle.

Illustrative embodiments provide an electronic task
manual. <The task manual includes machine executable task

scripts for various tasks that may be performed on



various systems on an aircraft or other vehicle. For
example, without limitation, the task manual may include
task scripts for maintenance tasks, diagnostic tasks,
other tasks, or various combinations of tasks that may be
performed on systems on an aircraft or other vehicle. A
task script may identify various task steps to be
performed for a particular task. The task script also
may identify various rules for performing the task. For
example, without limitation, the task script may identify
various preconditions to be satisfied for the task to be
performed. Other rules for performing the task may be
identified in a policy that may be stored on the aircraft
or other vehicle by an operator of the aircraft or other
vehicle or another appropriate entity.

A task to be performed on an alrcraft or other
vehicle may be identified in task ingtructions provided
by an cperator of the aircraft or other vehicle to a
maintenance entity. The maintenance entity may use an
appropriate portable maintenance device or remote cohsole
to retrieve the task script for the task identified in
the task instructions from the task manual and to load
the task script on the aircraft or other vehicle. The
task script may be signed with a digital signature
identifying the source of the task script. The task
script also may be signed by the maintenance entity with
a digital signature identifying the maintenance entity
before the task script is loaded on the aircraft or other
vehicle. For example, without limitation, the
maintenance entity digital sigﬁature may include a
digital signature identifying personnel performing the
task, a digital signature identifying a maintenance

device used to perform the task, or both.



The task script may be run on a data processing
system on the aircraft or other vehicle to perform the
task. The data processing system may be configured to
check the various digital signatures provided with the
task script to determine whether the tasgk script is
authentic before running the task script. The data
processing system also may be configured to ensure that
conditions for performing the task, as indicated by the
rules in the task script, the policy, or both, are
satisfied before running the task script.

A report may be generated automatically by the data
processing system to indicate the task performed on the
aircraft or other vehicle. The report may include
information regarding performance of the task on the
aircraft or other vehicle that is not provided by current
systems and methods. The report may be signed with a
digital signature for the aircraft or other vehicle, to
identify the aircraft or other vehicle asg the source of
the repqrt. The signed report may be sent from the
ailrcraft or other vehicle to a location off of the
aircraft or other vehicle for review, storage, or any
other appropriate use or combination of uses.

Turning to Figure 1, an illustration of a block
diagram of a maintenance environment is depicted in
accordance with an illustrative embodiment. Maintenance
environment 100 may include any appropriate environment
for maintaining aircraft 102.

Aircraft 102 may be a commercial passenger aircraft,
a cargo aircraft, a private or personal aviation
aircraft, a military aircraft, or any other appropriate
type of aircraft that may be used for any appropriate

purpose. Alrcraft 102 may be a fixed wing, rotary wing,
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or lighter-than-air aircraft. Aircraft 102 may comprise
a manned aircraft or an unmanned aerial vehicle.

Aircraft 102 may include various systems 104 for
performing various functions on aircraft 102. Systems
104 may include electronic, mechanical, electro-
mechanical, other systems, or various combinations of
systems on aircraft 102. For example, without
limitation, systems 104 may include line-replaceable
units for performing various functions on aircraft 102.
Systems 104 on aircraft 102 may comprise hardware,
software, or hardware and software. Any appropriate
hardware or hardware in combination with software may be
used to implement the functions performed by systems 104
on aircraft 102.

Systems 104 on aircraft 102 may be connected to
alrcraft network data processing system 106. Aircraft
network data processing system 106 may comprise any
appropriate data processing system on aircraft 102 that
may be configured to perform various data processing
functions on aircraft 102. Ailrcraft network data
processing system 106 may be connected to systems 104 on
aircraft 102 in any appropriate manner to provide
communication of data in any appropriate form between
gystems 104 and aircraft network data processing system
106 on aircraft 102.

Manufacturer 108 may be any appropriate entity that
manufactures aircraft 102 for operator 110 of aircraft
102. Operator 110 may be any appropriate entity that
operates aircraft 102 for any appropriate purpose. For
example, without limitation, when aircraft 102 is a
commercial passenger aircraft, operator 110 may be

alrline 112. Alternatively, operator 110 may be a

11



military organization, any other appropriate government
or private entity, or any appropriate combination of
entities. Operator 110 may be responsible for
maintaining aircraft 102 in an appropriate operating
condition. |

Maintenance entity 114 may be any appropriate entity
that maintains aircraft 102 for operator 110 of aircraft
102. For example, without limitation, maintenance entity
114 may be manufacturer 108 of aircraft 102, operator 110
of aircraft 102, or any other appropriate entity.

Maintenance entity 114 may include personnel 116.
Personnel 116 may include mechanics, technicians, or any
other appropriate maintenance personnel or other
personnel for performing maintenance or other tasks on
aircraft 102. Personnel 116 are human beings.

Personnel 116 may use various tools for performing
maintenance or other tasks on alrcraft 102. For example,
without limitation,'personnel 116 may use maintenance
device 118 to perform maintenance or other tasks on
aircraft 102.

Maintenance device 118 may be portable 120. For
example, without limitation, maintenance device 118 may
be a laptop computer or another appropriate data
processing device that is portable 120 with respect to
alrcraft 102. In this case, personnel 116 may move
maintenance device 118 to the location of aircraft 102 to
use maintenance device 118 to perform maintenance or
other tasks on aircraft 102. Maintenance device 118 that
is portable 120 may be connected to aircraft network data
processing system 106 on aircraft 102 via any appropriate
wired or wireless connection for providing communication

of data in any appropriate form between maintenance

12



device 118 and aircraft network data processing system
106.

Alternatively, or in addition, maintenance device
118 may comprise remote console 122. Remote console 122
may comprise a data processing system at a location
remote from aircraft 102. For example, without
limitation, remote console 122 may be at an operations
center or other location remote from aircraft 102.
Remote console 122 may be configured to allow personnel
116 to use remote console 122 to perform maintenance and
other tasks on aircraft 102 from the remote location.
Remote console 122 may be connected to aircraft network
data processing system 106 on aircraft 102 via any
appropriate communications link between aircraft 102 and
remote console 122 for providing communication of data in
any appropriate form between aircraft network data
processing system 106 and remote console 122 at a
location remote from aircraft 102.

Maintenance device 118 may be configured to manage
the identification and authentication of personnel 116
who use maintenance device 118 to perform a task on
aircraft 102. Maintenance device 118 may be configured
to identify and authenticate personnel 116 in any
appropriate manner. For example, without limitation,
maintenance device 118 may be configured to identify and
authenticate personnel 116 using identification
information and a password entered by personnel 116 into
maintenance device 118 via user interface 135, using
identification information on a smart card presented by
personnel 116 and read by maintenance device 118, by an

appropriate operations center process for identifying
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personnel 116, or in any other appropriate manner or
combination of manners.

Maintenance or other tasks to be performed on
systems 104 on aircraft 102 may be identified by task
instructions 126. For example, without limitation, task
instructions 126 may identify a number of maintenance
tasks 128, a number of diagnostic tasks 130, a number of
other tasks, or various combinations of tasks to be
performed on systems 104 on aircraft 102. For example,
without limitation, maintenance tasks 128 may include
reworking or replacing systems 104 or parts of systems
104 on aircraft 102 or any other appropriate task or
combination of tasks for maintaining systems 104 on
aircraft 102. For example, without limitation,
diagnostic tasks 130 may include determining the
condition of systems 104 on aircraft 102, determining
appropriate maintenance tasks 128 to perform on systems
104 on aircraft 102, or any other appropriate task or
combination of tasks for any other appropriate purpose or
various combinations of purposes.

Task instructions 126 may be provided in any
appropriate electronic form by operator 110 of aircraft
102 or any other appropriate entity. For example,
without limitation, task instructions 126 may comprise an
electronic version of task card 132 provided by operator
110 to maintenance entity 114 to identify maintenance or
other taskg to be performed on aircraft 102. Task
instructions 126 may be provided from operator 110 or
another appropriate entity to maintenance entity 114 in
any appropriate manner. Task instructions 126 may be
signed with a digital signature by operator 110 or

another appropriate entity to identify operator 110 or
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the other appropriate entity as the source of task
instructions 126 in a known manner.

For example, without limitation, task instructions
126 may be provided by operator 110 in response. Lo
service bulletin 134 provided by manufacturer 108 of
aircraft 102 to identify maintenance or other tasks to be
performed on aircraft 102. Service bulletin 134 may be
provided by manufacturer 108 to operator 110 of aircraft
102 in any appropriate manner and form.

Maintenance device 118 may be configured to receive
task instructions 126 provided by operator 110 of
aircraft 102 or another appropriate entity. Maintenance
device 118 may be configured to display task instructions
126 received by maintenance device 118 to personnel 116
on user interface 135 on maintenance device 118.

Task manual 136 may comprise a number of task
scripts. The task scripts in task manual 136 may
identify specific steps for performing various tasks on
systems 104 on aircraft 102 in any appropriate machine
executable electronic form. For example, without
limitation, the task scripts in task manual 136 may
identify specific steps for performing maintenance tasks
128, diagnostic tasks 130, other tasks, or various
combinations of tasks that may be identified in task
instructions 126. The task scripts in task manual 136
also may identify rules for executing the various task
scripts. For example, without limitation, the task
scripts may identify various preconditions to be-
satisfied for the task scripts to be executed.

Task manual 136 may be stored in any appropriate
form in maintenance device 118. Alternatively, or in

addition, task manual 136 may be stored in any other
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appropriate location in an appropriate manner such that
task scripts in task manual 136 may be retrieved by or
using maintenance device 118.

Task ménual 136 may be provided by manufacturer 108
of aircraft 102, another appropriate entity, or various
combinations of entities. For example, without
limitation, task manual 136 may be provided by
manufacturer 108 to operator 110 of aircraft 102 in any
appropriate manner. Operator 110 of aircraft 102 may
provide task manual 136 to maintenance entity 114 in any
appropriate manner for use by maintenance entity 114 to
maintain aircraft 102. Operator 110 may modify task
manual 136 received from manufacturer 108 before
providing task manual 136 to maintenance entity 114. For
example, without limitation, operator 110, maintenance
entity 114, or another appropriate entity may load task
manual 136 on maintenance device 118, store task manual
136 in an another appropriate location for use by
maintenance entity 114 to maintain aircraft 102, or both.

The task scripts in task manual 136 may be signed
with digital signatures to identify the source of the
task scripts in a known manner. For example, without
limitation, the task scripts in task manual 136 may be
signed with digital signatures by manufacturer 108 of
aircraft 102 or another appropriate entity to identify
manufacturer 108 or the other appropriate entity as the
source of the task scripts in task manual 136.

Maintenance device 118 may be configured to identify
task script 138 in task manual 136 for a task identified
in task instructions 126 received by maintenance device
118. For example, without limitation, user interface 135

on maintenance device 118 may be configured to allow
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personnel 116 to identify or select task script 138 from
task manual 136 for the task identified in task
instructions 126. Alternatively, or in addition,
maintenance device 118 may be configured to identify task
script 138 for the task identified in task instructions
126 automatically, without input from personnel 116, in
response to receiving task instructions 126 by
maintenance device 118.

Maintenance device 118 may be configured to retrieve
a copy of the identified task script 138 for the task
identified in task instructions 126 from task manual 136
and to send task script 138 to aircraft 102 in any
appropriate manner. For example, maintenance device 118
may be configured to send task script 138 to aircraft
network data processing system 106 on aircraft 102 via
any apprdpriate communications link between maintenance
device 118 and aircraft 102. -For example, without
limitation, the sending of task script 138 to aircraft
102 may be initiated by personnel 116 using user
interface 135 on maintenance device 118. Alte?natively,
or in addition, task script 138 may be sent to ailrcraft
102 automatically by maintenance device 118, withoﬁt
input from personnel 116, in response to identifying task
script 138 in task manual 136.

Maintenance device 118 may be configured to sign
task script 138 with a digital signature to identify
maintenance entity 114 before sending task script 138 to
aircraft 102. For example, without limitation, task
script 138 may be signed with a digital signature to
identify personnel 116, a digital signature to identify

maintenance device 118, or both, before task script 138
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is sent to aircraft network data processing system 106 on
aircraft 102. |

Task script processor 140 may be configured to run
task script 138 to perform a task on systems 104 on
alrcraft 102. For example, task script 138 may be run by
task script processor 140 to perform the specific task
steps identified in task script 138 on systems 104 on
aircraft 102. Task script proéessor 140 may be
implemented in any appropriate manner in hardware or in
hardware in combination with software on aircraft 102.
For example, without limitation, task script processor
140 may be implemented in an appropriate manner on
aircraft network data processing system 106 on aircraft
102. Alternatively, or in addition, a portion or all of
the functions performed by task script processor 140 may
be implemented in maintenance device 118.

Task script processor 140 may be configured to check
the various digital signatures provided with task script
138 in a known manner to determine whether task script
138 is authentic before runhing task script 138. For
example, without limitation, task script 138 may be
determined to be authentic when task gcript 138 is
determined to be signed with a digital signature from a
known source and is unchanged since task script 138 was
signed with the digital signature. In addition, without
limitation, tagk script 138 may be determined to be
authentic when task script 138 is determined to be signed
with a digital signature to identify known personnel 116,
a known maintenance device 118, or both.

Task script processor 140 also may be configured to
enforce rules for performing the task identified in task

script 138 on systems 104 on aircraft 102. For example,
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without limitation, the rules may identify a number of
conditions for performing the task on systems 104 on
ailrcraft 102. 1In this case, task script processor 140
may be configured to determine whether the conditions for
performing the task as identified in the rules are
satisfied before running task script 138 to perform the
task.

A number of rules for performing the task identified
in task script 138 may be included in task script 138.
Alternatively, or in addition, ruleg for performing
various tasks on various systems 104 on aircraft 102 may
be defined by policy 141. For example, without
limitation, policy 141 may be provided by operator 110 of
alrcraft 102 or another appropriate entity. Policy 141
may be stored on aircraft 102 in any appropriate manner
and form, stored in another appropriate location from
which policy 141 may be accessed by aircraft network data
processing system 106 for use by task script processor
140, oxr both. For example, without limitation, policy
141 may be provided by operator 110 of ailrcraft 102 or
another appropriate entity in the form of a loadable
software aircraft part that may be loaded on aircraft 102
in a known appropriate manner.

Personnel 116 may interact with the running of task
script 138 on aircraft 102 via user interface 142 for
aircraft network data processing system 106 on aircraft
102. Alternatively, or in addition, personnel 116 may
interact with the running of task script 138 via user
interface 135 on maintenance device 118. For example,
without limitation, task script 138 may identify various
options for performing a task on systems 104 on aircraft

102. 1In this case, task script processor 140 may be

19



configured to display the various options to personnel
116 on, and receive option selections from personnel 116
via, user interface 142 for aircraft network data
processing system 106 on aircraft 102, user interface 135
on mailntenance device 118, or both. In any case, user
interfaces 135 and 142 may be implemented in any
appropriate manner using any appropriate devices for
displaying information to personnel 116 in any
appropriate form and receiving input from personnel 116.

Tagk script processor 140 also may be configured to
generate report 144. Report 144 may include desired
information regarding the performance of tasks on systems
104 on aircraft 102 in any appropriate form. For
example, without limitation, report 144 may indicate that
the task identified in task script 138 was performed on
systems 104 on aircraft 102, personnel 116 that performed
the tasgk, maintenance device 118 that was used to perform
the task, other appropriate information regarding
performing the task on systems 104 on aircraft 102, or
various combinations of such information.

Task script processor 140 may be configured to sign
report 144 with a digital signature for aircraft 102 to
identify aircraft 102 as the source of report 144 in a
known manner. Alternatively, or in addition, report 144
may be signed with a digital signature to identify
systems 104 on aircraft 102 on which the task described
in report 144 was performed.

‘ Task script processor 140 may be configured to send
report 144 to any appropriate location off of aircraft
102 in any appropriate manner. For example, without
limitation, report 144 may be sent to operator 110 of

aircraft 102, another appropriate entity, or various
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combinations of entities, wvia any appropriate
communications link provided by aircraft 102.
Alternatively, or in addition, report 144 may be sent to
maintenance device 118 via the connection between
maintenance device 118 and aircraft network data
processing system 106. For example, without limitation,
report 144 may be sent to operator 110 of aircraft 102,
maintenance entity 114, another appropriate entity, or
various combinations of entities via maintenance device
118.

Operator 110 or another appropriate entity may use report
144 for any appropriate purpose. For example, without
limitation, operator 110 may use report 144 to create an
audit log for auditing tasks performed on aircraft 102.
Alternatively, or in addition, an audit log based on
report 144 may be created and maintained on aircraft 102.

Task script processor 140 may be configured to
remove task script 138 from aircraft 102. For example,
without limitation, task script 138 may be removed from
aircraft 102 after the task identified in task script 138
is performed on systems 104 on aircraft 102 or if it is
determined that the task identified in task script 138
cannot be performed on systems 104 on aircraft 102 for
some reason.

Airline 112 or another operator 110 of aircraft 102
may desire or be required to maintain strict control of
the operating configuration of aircraft 102. The
operating configuration of aircraft 102 may include
software that is loaded and active on aircraft 102 when
aircraft 102 ig in operation. Therefore, airline 112 or
other operator 110 of aircraft 102 may require special

procedures to be followed for loading and documenting
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software on aircraft 102 that may be part of the
operating configuration of aircraft 102. Preferably,
task script 138 may be loaded and run on aircraft 102
when aircraft 102 is on the ground 145 and not in
operation. Task script 138 preferably then may be
removed from aircraft 102 before aircraft 102 is in
flight 146 following receiving task script 138 on
aircraft 102.

In this case, task script 138 is only loaded and
active on aircraft 102 when aircraft 102 is on the ground
145 and not in operation. Task script 138 thus may be
loaded and used on aircraft 102 without affecting the
operating configuration of aircraft 102. Therefore, the
special procedures for loading and documenting software
on aircraft 102 that may be part of the operational
configuration of aircraft 102 may not need to be followed
for loading task script 138 on aircraft 102. A task
performed on systems 104 on aircraft 102 by running task
script 138 may affect the operating configuration of
aircraft 102. In this case, illustrative embodiments may
provide an improved capability for controlling and
documenting any such change to the operating
configuration of aircraft 102 resulting from performing a
task on systems 104 on aircraft 102.

Illustrative embodiments are described above with
reference to electronically-enabled maintenance
operations and other tasks that may be performed on
systems 104 on aircraft 102. Illustrative embodiments
also may be applicable to various mechanical and electro-
mechanical maintenance operations and other tasks that
may be performed on systems 104 on aircraft 102. For

example, without limitation, task script 138 may identify

22



mechanical task steps for performing a task on systems
104 on aircraft 102. |

Maintenance device 118 and aircraft network data
processing system 106 are examples of tools that may be
used to perform electronically-enabled maintenance
operations and other tasks on systems 104 on aircraft
102. A mechanical task may be performed on gystems 104
on ailrcraft 102 using tool 147. Tool 147 may include any
appropriate device that may be used by personnel 116 on
aircraft 102 to perform a mechanical task on systems 104
on aircraft 102. Automated identification technology tag
150 may be attached to or otherwise assgociated with tool
147. Identification information for tool 147 may be
stored in automated identification technology tag 150 in
any appropriate manner and form.

A mechanical task may include inspecting, reworking,
replacing, or performing another appropriate task on or
using hardware part 148 that may be part of systems 104
on aircraft 102. Automated identification technology tag
152 may be attached to or otherwise associated with
hardware part 148. Identification information for
hardware part 148 may be stored in automated
identification technology tag 152 in any appropriate
manner and form. For example, without limitation, one or
both of automated identification technology tag 150 and
automated identification technology tag 152 may comprise
a radio frequency identification tag, contact memory,
barcode, or another appropriate type of automated
identification technology tag.

Reader 154 may be configured to read identification
information for tool 147 from automated identification

technology tag 150 and send the identification
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information read from automated identification technology
tag 150 to task script processor 140, to read
identification information for hardware part 148 from
automated ildentification technology tag 152 and to send
the identification information read from automated
identification technology tag 152 to task script
processor 140, or both. Reader 154 may be implemented
and operated on aircraft 102 in any appropriate manner.
For example, without limitation, reader 154 may be
implemented as part of maintenance device 118 or in
another appropriate manner such that reader 154 may be
operated by personnel 116 on aircraft 102 to provide
identification information for tool 147, hardware part
148, or both tool 147 and hardware part 148, to task
script processor 140. Alternatively, or in addition,
reader 154 may be located in an appropriate position on
aircraft 102 and operated automatically by task script
processor 140 to provide identification information for
tool 147, hardware part 148, or both tool 147 and
hardware part 148, to task script processor 140.

For example, without limitation, reader 154 may be
operated as part of the process of running task script
138 to provide accurate identification iﬁformation to
task script processor 140 for tool 147, hardware part
148, or both tool 147 and hardware part 148, that may be
used for, affected by, or otherwise related to mechanical
task steps identified in task script 138. Such
identification information may be used by task script
processor 140 to indicate tool 147, hardware part 148, or
both tool 147 and hardware part 148, in report 144 for

the task performed, as appropriate.
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Aircraft 102 is an example of vehicle 156.
Iliustrative embodiments may be used to perform
maintenance and other tasks on vehicle 156 other than
aircraft 102. Vehicle 156 may comprise any vehicle
configured for operation in the air, in space, on land,
on water, under water, or in any other medium or
combinations of media.

Vehicle 156 is an example of platform 158.
Illustrative embodiments may be used to perform
maintenance and other tasks on platform 158 other than
vehicle 156. For example, without limitation, platform
158 may be a building, an oil rig, or any other
appropriate mobile or fixed platform.

The illustration of Figure 1 is not meant to imply
physical or architectural limitations to the manner in
which different illustrative embodiments may be
implemented. Other components in addition to, in place
of, or in addition to and in place of the ones
illustrated may be used. Some components may be
unnecessary in some illustrative embodiments. Also, the
blocks are presented to illustrate some functional
components. One or more of these blocks may be combined,
divided, or combined and divided into different blocks
when implemented in different illustrative embodiments.

Turning to Figure 2, an illustration of a block
diagram of task instructions is depicted in accordance
with an illustrative embodiment. Task instructiong 200
may be an example of one implementation of task
instructions 126 in Figure 1. Task instructions 200 may
be provided in any appropriate electronic form.

Task instructionhs 200 may include task identifier

202 and task manual reference 204. Task identifier 202
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may include any appropriate information identifying a
task to be performed on a system on a vehicle. For
example, without limitation, task identifier 202 may
comprise a name for the task to be performed. Task
manual reference 204 may include any appropriate
information identifying information for performing the
tagsk in a task manual. For example, without limitation,
task manual reference 204 may include a uniform resgource
identifier or any other appropriate reference or link to
the information for performing the task in an electronic
task manual. ‘

In some cases, task instructions 200 may include
information for performing the task identified by task
identifier 202. For example, without limitation, task
instructions 200 may include information for performing
the task when such information is not available in a task
manual. For example, without limitation, a human
readable description of how to perform the tasgk, a
machine executable task script ldentifying task steps for
performing the task, other information for performing the
task, or various combinations of information for
performing the task may be included in task instructions
200.

‘Task instructions 200 may be signed with task
instructions digital signature 210 by source of task
instructions 212 to identify source of task instructions
212 in a known manner. For example, without limitation,
source of task instructions 212 may be an operator of an
aircraft or other vehicle or another appropriate entity.

Turning to Figure 3, an illustration of a block
diagram of a task manual is depicted in accordance with

an illustrative embodiment. Task manual 300 may be an
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example of one implementation of task manual 136 in
Figure 1. Task manual 300 may be provided in any
appropriate electronic form.

Task manual 300 may include information for number
of tasks 302 that may be performed on systems on a
vehicle. For example, without limitation, number of
tasks 302 may include maintenance tasks, diagnostic
tasks, other appropriate tasks, or various combinations
of tasks.

For each task 304 in number of tasks 302, task
manual 300 may include task description 306 and task
script 308. Task description 306 may comprise a human
readable description of how to perform task 304. For
example, without limitation, task description 306 may be
read from task manual 300 and displayed in an appropriate
manner to personnel performing task 304.

Task script 308 may be identified by task script
identifier 309. Task script identifier 309 may include
any appropriate information identifying task script 308.

Task script 308 is machine executable 310. Task
script 308 that is machine executable 310 may be
configured to run on an appropriate data processing
system. For example, without limitation, task script 308
may comprise program code 312 in any appropriate
programming language that is configured to run on a data
processing system on an aircraft or another appropriate
data processing system. Alternatively, or in addition,
task script 308 may include information in a form other
than program code 312 that is configured to be run by or
control the running of a computer program running on a
data processing system on an aircraft or another

appropriate data processing system.
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Task script 308 may identify rules 314 for
performing task 304 in any appropriate form. Fox
‘example, without limitation, rules 314 may include
preconditions for performing task 304.

Task script 308 may identify task steps 316 for
performing task 304 in any appropriate form. Task steps
316 may comprise a sequence of steps to be performed to
perform task 304.

Task script 308 may identify options 318 for task
steps 316. For example, without limitation, options 318
may identify a number of task steps 316 that may be
performed, but do not need to be performed, to perform
task 304. As another example, without limitation,
options 318 may identify a plurality of task steps 316
from which a single task step may be selected to perform
a portion of task 304. As a further example, without
limitation, options 318 may identify alternative parts
that may be used to perform task steps 316 to perform
task 304.

Task script 308 may be signed with task script
digital signature 320 by source of task script 321 to
identify source of task script 321 in a known manner.
For example, without limitation, source of task script
321 may be the manufacturer of an aircraft or other
vehicle or another appropriate entity.

Task script 308 may be copied from task manual 300
and sent to vehicle 322 or another appropriate location
by a maintenance entity to perform task 304 on a system
on vehicle 322. Task script 308 may be signed with
maintenance entity digital signature 324 before task
script 308 is sent to vehicle 322 or another appropriate

location to perform task 304. Maintenance entity digital
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signature 324 may identify the maintenance entity
performing task 304 on the system on vehicle 322 in a
known manner. For example, without limitation, |
maintenance entity digital signatufe 324 may include
personnel digital signature 326 identifying personnel
performing task 304 on the system on vehicle 322, device
digital signature 328 identifying a maintenance device
for performing task 304 on the system on vehicle 322, or
both.

Turning to Figure 4, an illustration of a block
diagram of a policy is depicted in accordance with an
illustrative embodiment. Policy 400 may be an example of
one implementation of policy 141 in Figure 1. Policy 400
may be provided in any appropriate electronic form.

Policy 400 may indicate a number of rules for
performing a task identified in a task script. Rules
indicated in policy 400 may be in place of or in addition
to rules for performing the task indicated in the task
script itself. For example, without limitation, rules
indicated in policy 400 may be provided by an operator of
an aircraft or other vehicle, whereas rules indicated in
the task script may be provided by the manufacturer of
the aircraft or other vehicle. Policy 400 may be stored
on an aircraft or other vehicle, or otherwise accessgible
by the aircraft or other vehicle, before task scripts for
tasks that may be affected by policy 400 are received on
the aircraft or other vehicle. For example, without
limitation, policy 400 may indicate approved digital
certificates 401, approved personnel 402, conditions 404,
other policies 406, or various combinations of policies

for performing a task on a system on a vehicle.
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Approved digital certificates 401 may indicate the
digital certificates that are approved for the various
digital signatures that may be provided with a task
script. A task script may be determined not to be
authentic when the task script is signed with a digital
gsignature having a digital certificate that is not one of
approved digital certificates 401. When the task script
ig determined not to be authentic, the task script may
not be run and the task identified by the task script
thus may not be performed.

Approved personnel 402 may indicate personnel that
are allowed to perform a task identified in a task
script. For example, without limitation, approved
personnel 402 may indicate the identity of specific
personnel that may perform the task, license requirements
408 for personnel that may perform the task, or other
characteristics or various combinationg of
characteristics of personnel that may be allowed to
perform the task.

Conditions 404 may indicate various conditions under
which a task identified in a task script may or may not
be performed. For example, without limitation,
conditions 404 may include approved faults 410,
prerequisites in place 412, concurrent tasks 414, vehicle
operations 416, vehicle location 418, other conditions
420, or various combinations of conditions.

Approved faults 410 may indicate a number of faults
that must be determined to have occurred in a system
before a task may be allowed to be performedfdn the
system. For example, without limitation, an unscheduled
maintenancé task may not be allowed to be performed on a

system unless a fault is determined to be present.
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Prerequisites in place 412 may indicate requireméntsA
for performing a task that must be in place before. the
task may be allowed to be started. For example, without
limitaﬁién, prerequisites in place 412 may indicate a
number of loadable software aircraft parts that may be
needed to complete a task on a system on an aircraft and
that must be available on the aircraft before the task
may begin. |

Concurrent tasks 414 may indicate that a task may or
may not be performed on an aircraft or othexr vehicle when
a number of other specified tasks are being performed on
the aircraft or other vehicle at the same time. For
example, without 1imitétion, concurrent tasks 414 may
indicate that a task may not be performed when performing
the task would conflict with ongoing maintenance actions
or diagnostic tests.

Vehicle operations 416 may indicate that a task may
or may not be performed on a vehicle when the vehicle is
performing a number of specified operations or in a
number of specified operational states. For example,
without limitation, vehicle operations 416 may indicate
that a task may not be performed on an aircraft while the
aircraft is in £light.

Vehicle location 418 may indicate that a task may or
may not be performed on a vehicle when the vehicle is at
a number of specified locations. For example, without
limitation, vehicle location 418 may indicate that a task
may be performed on a vehicle only when the vehicle is
located at a number of specified maintenance facilities.

Turning to Figure 5, an illustration of a block
diagram of a task script processor is depicted in

accordance with an illustrative embodiment. Task séript
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processor 500 may be an example of one implementation of
task script processor 140 in Figure 1. For example,
without limitation, task script processor 500 may be
implemented in any appropriate data processing system.

Task script processor 500 includes receiver 502
configured to receive task script 503. For example, task
script 503 may identify task steps for performing a task
on an aircraft or other vehicle. Receiver 502 may be
configured to receive task script 503 on the aircraft or
other vehicle in any appropriate format and via any
appropriate communications link.

Task script processor 500 may include digital
signature checker 504 configured to determine whether
task script 503 is authentic. For example, digital
signature checker 504 may be configured to check digital
signature 505 received with task script 503 in a known
manner to determine whether task script 503 is authentic.
Digital signature 505 may include a number of digital
signatures that may be checked by digital signature
checker 504. For example, digital signature 505 may
include task script digital signature 506, maintenance
entity digital signature 507, or both. Task script
digital signature 506 may identify the source of task
script 503. Maintenance entity digital signature 507 may
identify a maintenance entity providing task script 503
to task script processor 500. For example, without
limitation, maintenance entity digital signature 507 may
include a personnel digital signature identifying
personnel performing the task identified in task script
503, a device digital signature identifying a maintenance
device for performing the task identified in task script

503, or both.
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Task script 503 may be determined not to be
authentic when task script 503 is signed with a digital
signature having a digital certificate that is not-one of
approved digital certificates 508. For examplé,‘without
limitation, approved digital certificates 508 may be
identified in policy 510, or in another appropriate
manner. Task script 503 may not be run, and the task
identified by task script 503 thus may not be performed,
when task script 503 is determined not to be authentic.

Task script processor 500 may include rules checker
509 configured to determine whether rules for running
task script 503 to perform the task identified therein
are satigfied. For example, without limitation, rules
for running task script 503 may be identified by rules
checker 509 in task script 503, in policy 510 that is
separate from task script 503, or both.

For example, without limitation, the rules for
running task script 503 may identify personnel that are
allowed to perform the task identified in task script
503. Rules checker 509 may be configured to use
information provided by personnel identifier 511 to
determine whether personnel who are attempting to perform
the task identified in task script 503 are approved to
perform the task. Personnel identifier 511 may be
configured to identify personnel attempting to perform
the task identified in task script 503 in any appropriate
manner. For example, without limitation, personnel
identifier 511 may be configured to identify personnel
attempting to perform the task identified in task script
503 from a personnel digital signature for task script
503.  Alternatively, or in addition, personnellidentifier

511 may be configured to identify and authenticate
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personnel attempting to perform the task using
identification information and a password entered by
personnel via a user interface, using identification
information on a smart card presented by the personnel,
or in any other appropriate manner or combination of
manners.

For example, without limitation, the rules for
running task script 503 may indicate various conditions
that must be satisfied before performing the task
identified in task script 503. Rules checker 509 may be
configured to use information provided by conditions
identifier 512 to detefmine whether conditions for
performing the task identified in task script 503 are
satisfied. Conditions identifier 512 may be cdnfigured
to identify variéus conditions in any appropriate manner.
For example, without limitation, conditions identifier
512 may use input from various systems and sensors on an
aircraft or other vehicle to identify various conditions
on the aircraft or other vehicle that may be relevant to
performing various tasks on the aircraft or other
vehicle.

Task script processor 500 includes task executer 514
configured to run task script 503 to perform the task
identified in task script 503 on system 515. For
example, without limitation, task script 503 may be run
by task script executer 514 when task script 503 is
determined to be authentic by digital signature checker
504 and any rules for performing the task are determined
to be satisfied by rules checker 509. In the present
application, including in the claims, unless explicitly
stated otherwise, to “run” or “running” a task script and

similar wording means displaying, performing, or taking
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any other appropriate action with task steps idéntified
in a task script by a data processing system to perform a
task.

Task script 503 may indicate various options for
performing the task identified therein. Options selector
516 may be configured to determine which of the options
identified in task script 503 are to be used when running
task sc¢ript 503 by task executer 514. Alternatively, or
in addition, options selector 516 may be configured to
determine which of the options identified in task script
503 are to be used before running task script 503 by task
executer 514. For example, without limitation, options
selector 516 may be configured to display various options
to personnel and to receive option selections from among
the displayed options by the personnel via an appropriate
user interface. ’

Task script processor 500 may include task report
generator 518 configured to generate report 520. Report
520 may include information regarding the task performed
on system 515 in any appropriate form. For example,
without limitation, report 520 may indicate the task
performed on system 515, personnel performing the task as
identified by personnel identifier 511, options selected
for performing the task as identified by options selector
516, a maintenance device used for performing the task,
other appropriate information, or various combinations of
information regarding the task performed on system 515.
Alternatively, or in addition, report 520 may indicate
that task script 503 was not authenticated by digital
signature checker 504, rules for performing the task that
rules checker 509 determined were not satisfied, other

information, or various combinations of information when
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the task identified in task script 503 is not performed
for some reason.

Task script processor 500 may include signer 522
configured to sign report 520 with a digital signature to
identify the source of report 520 in a known manner. For
example, without limitation, signer 522 may be configured
to sign report 520 with a vehicle digital signature for
the aircraft or other vehicle on which the task
identified in task script 503 is performed, a system
digital signature for system 515 on which the task
identified in task script 503 is performed, or both.

Task script processor 500 may include sender 524
configured to send report 520, with the digital signature
identifying the source of report 520, to a desired
location off of vehicle 526. Sender 524 may be
configured to send report 520 off of vehicle 526 in any
appropriate format and via any appropriate communications
link. For example, without limitation, sender 524 may be
configured to send report 520 to an operator of the
vehicle or any other appropriate entity or various
combinations of entities.

Task script processor 500 may include task script
remover 528 configured to remove task script 503 from an
aircraft or other vehicle. Task script remover 528 may
be configured to remove task script 503 from the aircraft
or other vehicle in any appropriate manner after task
script 503 is run on the aircraft or other vehicle or
after it is determined that task script 503 cannot be run
on the aircraft or other vehicle for some reason.
Preferably, task script 503 may be received by receiver
502 on an aircraft when the aircraft is on the ground and

not in operation and removed from the aircraft before the
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aircraft is in flight following receiving task script 503
on the aircraft so that task script 503 does not become a
part of or otherwise affect the operational configuration
of the aircraft.

Turning to Figure 6, an illustration of a block
diagram of a report is depicted in accordance with an
illustrative embodiment. Report 600 may be an example of
one implementation of report 144 in Figure 1 and report
520 in Figure 5. Report 600 may be provided in any
appropriate electronic form.

Report 600 may include any appropriate information
regarding a task identified in a task script that is
performed or attempted to be performed on a system on an
aircraft or other vehicle. For example, without
limitation, report 600 may indicate task identifier 602,
policy adherence information 603, task completion
information 604, personnel 610, options selected 612,
maintenance device 614, other information 615, or various
combinations of information regarding a task performed,
or attempted to be performed, on a system on a vehicle.
Task identifier 602 may indicate the task that was
performed or attempted to be performed. Policy adherence
information 603 may indicate whether a policy for
performing the task was adhered to. Personnel 610 may
indicate personnel who performed the task or attempted to
perform the task. Options selected 612 may indicate
options for performing the task that were selected by the
personnel performing the task. Maintenance device 614
may indicate a maintenance device that was used to
perform the task.

Task completion information 604 may include more

detailed information regarding a completed task or a task
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that was not completed for some reason. For example,
without limitation, task completion information 604 may
indicate task completed 605 or task not completed 606.
Task not completed 606 may indicate that a task
identified in a task script was not completed for some
reason. When task not completed 606 is indicated, xreason
607 why the task was not completed may be indicated. For
example, without limitation, reason 607 may indicate that
the task script was determined not to be authentic, may
indicate a rule for performing the task identified in the
task script that was not satisfied, or may indicate sgome
other reason or combination of reasons why the task was
not completed. Task completed 605 may indicate that the
tasgk identified by the task script was completed. When
task completed 605 is indicated, task completion
information 604 may indicate date completed 608, time
completed 609, or other éppropriate information or
combinations of information regarding the task that was
completed.

Report 600 may include reference to previous report
616. Reference to previous report 616 may identify the
last report that was sent from an aircraft or other
vehicle in any appropriate manner. For example, without
limitation, reference to previous report 616 may include
hash value for previous report 618. Reference to
previous report 616 may be used to identify a missing
report. For example, without limitation, an operator of
an aircraft or other vehicle may be alerted that a report
is missing when the operator receives report 600 from the
aircraft or other vehicle including reference to previous
report 616 that identifies a report that the operator of

the aircraft or other vehicle has not received.
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Report 600 may be signed with vehicle digital
gsignature 620 to identify the source of report 600 in a
known manner. For example; without limitation, vehicle .
digital signature 620 may comprise a digital signature
for the aircraft or other vehicle on which the task
referred to in report 600 is performed and report 600 is
generated. Alternatively, or in addition, report 600 may -
be signed with system digital signature 621 identifying
the system oﬁ the aircraft or other vehicle on which the
task was performed. For example, without limitation,
when report 600 includes both vehicle digital signature -
620 and system digital signature 621, vehicle digital
signature 620 may be signed over system digital signature
621. ‘

Vehicle digital signature 620, system digital
signature 621, or both, may be checked to determine
whether report 600 is authentic. For example, without
limitation, one or both of vehicle digital signature 620
and system digital signature 621 for report 600 may be
checked to determine whether report 600 is authentic
before using report 600 to create an audit log for
auditing tasks performed on an aircraft or other vehicle.

Turning to Figure 7, an illustration of a block
diagram of a structure for a report is depicted in
accordance with an illustrative embodiment. Report 700
may be an example of one implementation of a structure
for report 144 in Figure 1 and report 520 in Figure 5.

Report 700 may include task script identifier 704
with task script digital signature 706. Task script
identifier 704 may comprise any appropriate information
identifying a task script and task script digital

signature 706 may identify the source of the task script.
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For example, without limitation, task script digital
signature 706 may identify a manufacturer of an aircraft
or other vehicle as the source of the task script.

Report 700 also may include task instructiong 708
with task instructions digital signature 710. Task
instructions digital signature 710 may identify the
source of task instructions 708. For example, without
limitation, task instructions digital signature 710 may
identify an operator of an aircraft or other vehicle as
the source of task instructions 708.

Task script identifier 704 with task script digitél
signature 706 and tasgk instructions 708 with ;task
instructions digital signature 710 may be signed with
maintenance entity digital signature 712. Maintenance
entity digital signature 712 may identify a maintenance
entity that performs a task identified by task script
identifier 704 and task instructions 708 on a gystem on
an aircraft or other vehicle. For example, without
limitation, maintenance entity digital signature 712 may
include a personnel digital signature identifying
personnel performing the task, a device digital signature
identifying a maintenance device for performing the task,
or both.

Options selected 714, other information 716, or
various combinations of information, may be included with
the information signed with maintenance entity digital
signature 712 in report 702. Options selected 714 may
indicate options for performing the task identified by
task script identifier 704 and task instructions 708 that
were selected by personnel performing the task. Other

information 716 may include other appropriate information
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regarding the task performed on the system on the
alrcraft or other wvehicle.

All of the information in report 702 may be signed
with vehicle digital signature 718 identifying the
alrcraft or other vehicle on which the task identified by
task script identifier 704 and task instructions 708 is
performed as the source of report 700. Alternatively, or
in addition, report 702 may be signed with a system
digital signature identifying the system on the aircraft
or other vehicle on which the task was performed.

Turning to Figure 8, an illustration of a flowchart
of a process for performing a task on a system on a
vehicle by a maintenance entity is depicted in accordance
with an illustrative embodiment. For example, without
limitation, process 800 may be performed by maintenance
entity 114 using maintenance device 118 to perform a task
on systems 104 on aircraft 102 in Figure 1.

Process 800 may begin with receiving task
instructions by the maintenance entity {(operation 802).
The task instructions may indicate a task to be performed
on a system on a vehicle. For example, without
limitation, the task instructions may be provided by an
operator of the vehicle. For example, without
limitation, the task instructions may be signed with a
task instructions digital signature identifying the
source of the task instructions. In this case, the task
instructions digital signature may be checked in a known
manner to determine whether the task instructions are
authentic before proceeding with process 800. Process
800 may terminate in response to a determination that the
task instructions received by the maintenance entity are

not authentic.
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The task to be performed on the system on the
vehicle may be identified from the task instructions
received by the maintenance entity (operation 808). A
task script for the task to be performed is identified
(operation 810). The task script identifies task steps
for performing the task on the system on the vehicle.

For example, the task script for the task to be performed
may be identified in én electronic task manual.

Operation 810 may include copying the task script for the
task to be performed from the electronic task manual.

The task script then may be sgigned with a digital
signature identifying the maintenance entity performing
the task on the system on the vehicle (operation é12).
For example, operation 812 may include signing the task
script with a personnel digital signature identifying
personnel performing the task, signing the task script
with a device digital signature identifying a maintenance
device for performing the task, or both. The task script
with the digital signature then may be sent to a vehicle
on which the task identified by the task script is to be
performed (operation 814), with the process terminating
thereafter. The task script may be sent to the vehicle
in any appropriate manner.

Turning to Figure 9, an illustration of a flowchart
of a process for performing a task on a system on a
vehicle is depicted in accordance with an illustrative
embodiment. For example, without limitation, process 900
may be implemented in task script processor 140 in Figure
1 or in task script processor 500 in Figure 5.

Process 900 may begin with receiving a task script
(operation 902). The task script may identify task steﬁ%

for performing the task on the system on the vehicle and
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may be signed with a number of digital signatures. For
example, without limitation, the task script may be
signed with a task script digital signature identifying
the source of the task script, a maintenance entity
digital signature identifying a maintenance entity
performing the task on the system on the vehicle, a
personnel digital signature identifying personnel
performing the task on the system, and a de%ice digital
signature identifying a maintenance device for performing
the task. Oné,or more of the digital signatures received
with the task script may be checked in a known manner
(operation 904) to determine. whether the task script is
authentic (operation %06). For example, without
limitation, the task script may be determined not to be
authentic when the task script is signed with a digital
gsignature having a digital certificate that is not an
approved digital certificate. Process 900 may terminate
in response to a determination at operation 906 that the
task script is not authentic.

In response to a determination at operation 906 that
the task script is authentic, rules for performing the
task identified in the task script may be identified
(operation 908). For example, without limitation, rules
for performing the task identified in the task script may
be identified in the task script, in a policy that is
separate from the task script, or both. For example,
without limitation, rules identified in the task script
may be provided by a manufacturer of the vehicle and
rules identified in the policy may be providéd by an
operator of the vehicle.

For example, without limitation, the rules for

performing the task as identified in a policy may
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indicate personnel that are allowed to perform the task.
Personnel who are éctually attempting to perform the task
may be identified (operation 910). For example, without
limitation, personnel who are actually attempting to
perform the task identified in the task script may be
identified from the personnel digital signature for the
task script or in any other appropriate manner. It then
may be determined whether the identified personnel is
approved to perform the task (operation 912).

For example, without limitation, the rules for
performing the task identified in the task script may
indicate variocus conditions that must be satisfied before
performing the task. When it is determined in operation
912 that the identified personnel are approved to perform
the task, current conditions may be identified (operation
914). For example, without limitation, current
conditions may be identified using various systems and
sensors on the vehicle to identify various conditions on
the vehicle or in any other appropriate manner. It then
may be determined whether the current conditions satisfy
the conditions for performing the task as identified in
the rules (operation 916).

It also may be determined whether other rules for
performing the task identified in the task script are
satisfied. As another possible example, without
limitation, the rules for performing the task identified
in the task script may indicate maintenance devices that
are allowed to be used to perform the task. 1In this
case, a maintenance device that is being used to perform
the task may be identified from the device digital

signature for the task script or in any other appropriate
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manner. It then may be determined whether the identified
maintenance device is approved to perform the task.

In regponse to a determination that current
conditions do satisfy the rules for performing the task,
the task script may be run to perform the task steps
identified in the task script (operation 918). It may be
determined whether options for any of the task steps are
identified in the task script (opexration 920). When
options are identified in the task script, option
gelections may be received from the\personnel performing
the task (operation 822). For example, without
limitation, operation 822 may include displaying various
options to personnel and receiving option selections from
among the displayed options by the personnel via an
appropriate user interface. When no options are
identified in the task script, operation 922 may be
skipped.

It may be determined if the task script is to
continue running (operation 923). For example, it may be
determined at operation 923 that the task script is to
continue running as long as there are task steps in the
task script that have not yet been performed. Process
900 may return to operation 918 in response to a
determination at operation 923 that the task script is to
continue running.

In response to a determination at operation 923 that
the running of the task script is complete, a report may
be generated (operation 924). The report may include
information regarding the task performed on the system on
the vehicle in any appropriate form. For example,
without limitation, the report may indicate the task

performed on the system, personnel performing the task,
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options selected for performing the task, a maintenance
device used for performing the task, other appropriate
information, or wvarious combinations of information
regarding the task performed on the system on the
vehicle.

The report may be signed with a digital signature in
a known manner (operation 926). For example, without
limitation, the report may be signed with a vehicle
digital signature identifying the vehicle on which the
task was performed, a system digital signature
identifying the system on which the task was performed,
or both. The signed report then may be sent to an
appropriate location (operation 928), with the process
terminating thereafter. The report may be used to create
an audit log for auditing tasks performed on the vehicle
or for any other appropriate purpose or various
combinations of purposes. The digital signature for the
report may be checked to determine whether the report is
authentic before using the report for any such purpose.

Returning to operation 912, in response to a
determination that the personnel attempting to perform
the task are not approved, process 900 may proceed to
operation 924. 1In this case, the report generated in
operation 924 may indicate that the task was not
performed because the personnel attempting to perform the
task were not approved to do so.

Returning to operation 916, in response to a
determination that the current conditions do not satisfy
the conditions identified in the rules for performing the
task, process 900 may proceed to operation 924. In this
case, the report generated in operation 924 may indicate

the rule that prevented the task from being performed.
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Returning to operation 906, instead of terminating
process 900 in response to a determination that the task
script is not authentic, process 900 may proceed to
operation 924. 1In this case, the report generated in
operation 924 may indicate that the task was not
performed because the task script was determined not to
be authentic.

Alternatively, or in addition, personnel performing
the task may be notified when the task identified in the
task script cannot be performed for some reason. In this
case, the personnel may take appropriate corrective
action so that the task script may be run.

Turning to Figure 10, an illustration of a block
diagram of a data processing system is depicted in
accordance with an illustrative embodiment. Data
processing system 1000 may be an example of one
implementation of aircraft network data processing system
106 on aircraft 102 in Figure 1. Data processing system
1000 also may be an example of one implementation of
maintenance device 118 in Figure 1.

In this illustrative example, data processing system
1000 includes communications fabric 1002. Communications
fabric 1002 provides communications between processor
unit 1004, memory 1006, persistent storage 1008,
communications unit 1010, input/output (I/0) unit 1012,
and display 1014.

Processor unit 1004 serves to execute instructions
for software that may be loaded into memory 1006.
Processor unit 1004 may be a number of processors, a
multi-processor core, or some other type of processor,
depending on the particular implementation. A number, as

used herein with reference to an item, means one or more
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items. Further, procegsor unit 1004 may be implemented
using a number of heterogeneous processor systems in which
a main processor is present with secondary processors on a
single chip. As another illustrative example, processor
unit 1004 may be a symmetric multi-processor system
containing multiple processors of the same type.

Memory 1006 and persistent storage 1008 are examples
of storage devices 1016. A storage device is any piece
of hardware that isg capable of storing information, such
as, for example, without limitation, data, program codé
in functional form, and/or other suitable information
either on a temporary basis and/or a permanent basis.
Storage devices 1016 may also be referred to as computer
readable storage devices in these examples. Memory 1006,
in these examples, may be, for example, a random access
memory or any other suitable volatile or non-volatile
storage device. Persistent storage 1008 may take various
forms, depending on the particular implementation.

For example, persistent storage 1008 may contain one
or more components or devices. For example, persistent
storage 1008 may be a hard drive, a flash mewmory, a
rewritable optical disk, a rewritable magnetic tape, or
some combination of the above. The media used by
persistent storage 1008 also may be removable. For
example, a removable hard drive may be used for
persistent storage 1008.

Communications unit 1010, in these examples,
provides for communications with other data processing
systems or devices. In these examples, communications
unit 1010 is a network interface card. Communications

unit 1010 may provide communications through the use of
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either or both physical and wireless communications
links.

Input/output unit 1012 allows for input and output
of data with other devices that may be connected to data
procesgsing system 1000. For example, input/output unit
1012 may provide a connection for user input through a
keyboard, a mouse, and/or some other suitable input
device. Further, input/output unit 1012 may send output
to a printer. Display 1014 provides a mechanism to
display information to a user.

Instructions for the operating system, applications,
and/or programs may be located in storage devices 1016,
which are in communication with processor unit 1004
through communications fabric 1002. In these
illustrative examples, the instructions are in a
functional form on persistent storage 1008. These
instructions may be loaded into memory 1006 for execution
by processor unit 1004. The processes of the different
embodiments may be performed by processor unit 1004 using
computer-implemented instructions, which may be located
in a memory, such as memory 1006.

These instructions are referred to as program
instructions, program code, computer usable program code,
or computer readable program code that may be read and
executed by a processor in processor unit 1004. The
program code in the different embodiments may be embodied
on different physical or computer readable storage media,
such as memory 1006 or persistent storage 1008.

Program code 1018 is located in a functional form on
computer readable media 1020 that is selectively
removable and may be loaded onto or transferred to data

processing system 1000 for execution by processor unit
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1004. Program code 1018 and computer readable media 1020
form computer program product 1022 in these examples. In
one example, computer readable media 1020 may be computer
readable storage media 1024 or computer readable signal
media 1026.

Computer readable storage media 1024 may include,
for example, an optical or magnetic disk that is inserted
or placed into a drive or other device that is part of
persistent gtorage 1008 for transfer onto a storage
device, such as a hard drive, that is part of persistent
storage 1008. Computer readable storage media 1024 also
may take the form of a persistent storage, such as a hard
drive, a thumb drive, or a flash memory, that is
connected to data processing system 1000. In some
instances, computer readable storage media 1024 may not
be removable from data processing system 1000.

In these examples, computer readable storage media
1024 is a physical or tangible storage device used to
store program code 1018 rather than a medium that
propagates or transmits program code 1018. Computer
readable storage media 1024 is also referred to as a
computer readable tangible storage device or a computer
readable physical storage device. In other words,
computer readable storage media 1024 is a media that can
be touched by a person.

Alternatively, program code 1018 may be transferred
to data processing system 1000 using computer readable
signal media 1026. Computer readable signal media 1026
may be, for example, a propagated data signal containing
program code 1018. For example, computer readable signal
media 1026 may be an electromagnetic signal, an optical

signal, and/or any other suitable type of signal. These
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signals may be transmitted over communications links,
such as wireless communications links, optical fibexr
cable, coaxial cable, a wire, and/or any other suitable
type of communications link. In other words, the
communications link and/of the connection may be physical
or wireless in the illustrative examples.

In gome illustrative embodiments, program code 1018
may be downloaded over a network to persistent storage
1008 from another device or data processing system
through computer readable signal media 1026 for use
within data processing system 1000. For instance,
program code stored in a computer readable storage medium
in a server data processing system may be downloaded over
a network from the server to data processing system 1000.
The data processing system providing program code 1018
may be a server computer, a client computer, or some
other device capable of storing and transmitting program
code 1018.

The different components illustrated for data
processing system 1000 are not meant to provide
architectural limitations to the manner in which
different embodiments may be implemented. The different
illustrative embodiments may be implemented in a data
processing system including components in addition to or
in place of those illustrated for data processing system
1000. Other components shown in Figure 10 can be varied
from the illustrative examples shown. The different
embodiments may be implemented using any hardware device
or system capable of running program code. As one
example, the data processing system may include organic
components integrated with inorganic components and/or

may be comprised entirely of organic components excluding
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a human being. For example, a storage device may be
comprised of an organic semiconductor. .

In another illustrative example, processor unit 1004
may take the form of a hardware unit that has circuits
that are manufactured or configured for a particular use.
This type of hardware may perform operations without
needing program code to be loaded into a memory from a
storage device to be configured to perform the
operations.

For example, when processor unit 1004 takes the form
of a hardware unit, processor unit 1004 may be a circuit
system, an application specific integrated circuit
(ASIC), a programmable logic device, or some other
suitable type of hardware configured to perform a number
of operations. With a programmable logic device, the
device is configured to perform the number of operations.
The device may be reconfigured at a later time or may be
permanently configured to perform the number of
operations. Examples of programmable logic devices
include, for example, a programmable logic array,
programmable array logic, a field programmable logic
array, a field programmable gate array, and other
suitable hardware devices. With this type of
implementation, program code 1018 may be omitted, because
the processes for the different embodiments are
implemented in a hardware unit.

In still another illustrative example, processor
unit 1004 may be implemented using a combination of
processors found in computers and hardware units.
Processor unit 1004 may have a number of hardware units
and a number of processors that are configured to run

program code 1018. With this depicted example, some of
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the processes may be implemented in the number of
hardware unitg, while other processes may be implemented
in the number of processors.

In another example, a bus system may be used to
implement communications fabric 1002 and may be comprised
of one or more buseg, such as a system bus or an
input/output bus. Of course, the bus system may be
implemented using any suitable type of architecture that
provides for a transfer of data between different
components or devices attached to the bus system.

Additionally, communications unit 1010 may include a
number of devices that transmit data, receive data, or
transmit and receive data. Communications unit 1010 may
be, for example, a modem or a network adapter, two
network adapters, or some combination thereof. Further,
a memory may be, for example, memory 1006, or a cache,
such as found in an interface and memory controller hub
that may be present in communications fabric 1002.

Illustrative embodiments provide an electronic task
manual for an aircraft or other vehicle in which
maintenance and diagnostic actions to be performed on the
aircraft or other vehicle are encoded in computer
executable form. Illustrative embodiments capture a
complete audit trail that comprises a secure record of
the tasks performed on the aircraft or other vehicle and
under what authorization. Illustrative embodiments also
provide an operator of the aircraft or other vehicle the
ability to specify policies for performing certain tasks
on the aircraft or other vehicle and the aircraft or
other vehicle may rigorously verify that these policies

are adhered to.
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The flowcharts and block diagrams in the different
depicted embodiments illustrate the architecture,
functionality, and operation of some possible
implementétions of apparatuses and methods in
illustrative embodiments. In this regard, each block in
the flowcharts or block diagrams may represent a module,
segment, function, and/or a portion of an operation or
step. For example, one or more of the blocks may be
implemented as program code, in hardware, or a
combination of program code and hardware. When
implemented in hardware, the hardware may, for example,
take the form of integrated circuits that are
manufactured or configured to perform one or more
operations in the flowcharts or block diagrams.

In some alternative implementations of an
illustrative embodiment, the function or functions noted
in the blocks may occur out of the order shown in the
figures. For example, in some cases, two blocks shown in
succession may be executed substantially concurrently, or
the blocks may sometimes be performed in the reverse
order, depending upon the functionality involved. Also,
other blocks may be added in addition to the blocks
illustrated in a flowchart or block diagram.

The description of the different illustrative
embodiments has been presented for purposes of
illustration and description and is not intended to be
exhaustive or to limit the embodiments in the form
disclosed. Many modifications and variations will be
apparent to thoge of ordinary gkill in the art. Further,
different illustrative embodiments may provide different
benefits as compared to other illustrative embodiments.

The embodiment or embodiments selected are chosen and
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described in order to best explain the principles of the
embodiments, the practical application, and to enable
others of ordinary skill in the art to understand the
digclosure for various embodiments with various
modifications as are suited to the particular use

contemplated.
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CLAIMS:
What 18 claimed is:

1. A method of performing a task on a system on a
platform, comprising:

receiving a task script, by a data processing system
on the platform, wherein the task script identifies task
steps for performing the task on the system; and

running the task script, by the data processing

system, to perform the task on the system.

2. The method of claim 1 further comprising: determining, by
the data processing system, whether

a policy for performing the task is satisfied; and
running the task script to perform the task in

response to a determination that the policy ig satisfied.

3. The method of any of claims 1-2 further comprising:

checking a digital signature for the task script by
the data processing system to determine whether the task
script is authentic;

running the task script in response to a
determination that the task script ig authentic; and

wherein the digital signature is selected from:

a task script digital signature identifying a source
of the task script;

a maintenance entity digital signature identifying a
maintenance entity performing the task on the system;

a personnel digital signature identifying personnel

performing the task on the system; and
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a device digital signature identifying a maintenance

device for performing the task on the system.

4. The method of any of claims 1-3 further comprising:

generating a report, by the data procegsing system,
wherein the report indicates the task performed on the
system;

signing the report, by the data procesging systenm,
with a digital signature for the platform; and

sending the report with the digital signature for
the platform off of the platform, by the data processing

system.

5. The method of claim 4 further comprising a selected
one of:

identifying, by the data processing gysten,
personnel performing the task on the system and wherein
generating the report comprises indicating the personnel
in the report; and

identifying, by the data processing system, a
maintenance device used for performing the task on the
system and wherein generating the report comprises

indicating the maintenance device in the report.

6. The method of claim 4 further comprising:
identifying, by the data procesgssing system, options
for performing the task;
recelving option selections, by the data processing
system, wherein the option selectiong identify options
selected from the options for performing the task; and
wherein generating the report comprisesg indicating

the options selected in the report.
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10.

7. The method of claim 4 further comprising:
signing the report with a system digital signature

identifying the system.

8. The method of any of claims 1-7, wherein:

the platform is an aircraft;

the data processing system is an aircraft network
data processing system on the aircraft;

receiving the task script comprises receiving the
task script on the aircraft when the aircraft is on the
ground; and further comprising:

removing the task script from the aircraft before
the aircraft is in flight following receiving the task
script on the aircraft and performing the task on the

aircraft.

9. An apparatus on a platform, comprising:

a receiver configured to receive a task script,
wherein the task script identifies task steps for
§érforming a task on a system on the platform; and
: a task executer configured to run the task script to

pé:form the task on the system.

The apparatus of claim 9 further comprising:

a rules checker configured to determine whether a policy
for performing the task is satigfied; and

wherein the task executer is configure to run the task
script to perform the task in regponse to a determination

that the policy is satisfied.

11. The apparatus of any of claims 9-10 further

comprising:
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a digital signature checker configured to check a
digital signature for the task script to determine
whether the task script is authentic; and wherein

the task executer is configured to run the task
script in response to a determination that the task
script is authentic; and

the digital signature is selected from:

a task script digital signature identifying a source
of the task script;

a maintenance entity digital signature identifying a
maintenance entity performing the task on the system;

a personnel digital signature identifying personnel
performing the task on the system; and

a device digital signature identifying a maintenance

device for performing the task on the system.

12. The apparatus of any of claims 9-11 further
comprising:

a report generator configured to generate a report
indicating the task performed on the system;

a signer configured to sign the report with a
digital signature for the platform; and

a sender configured to send the report with the

digital signature for the platform off of the platform.

13. The apparatus of claim 12 further comprising:

a personnel identifier configured to identify
personnel performing the task on the system; and

wherein the report generator is configured to
indicate the personnel and a maintenance device used for

performing the task in the report.
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14. The apparatus of claim 12 further comprising:

an options selector configured to receive option
selections identifying options selected from options for
performing the task; and

wherein the report generator is configured to

indicate the options selected in the report.

15. The apparatus of claim 12, wherein the signer is
configured to sign the report with a system digital

signature identifying the system.

16. The apparatus of any of claims 9-15, wherein:

the platform is an aircraft;

the receiver is configured to receive the task
script on the aircraft when the aircraft is on the
ground; and further comprising:

a task script remover configured to remove the task
script from the aircraft before the aircraft is in flight
following receiving the task script on the aircraft and

performing the task on the aircraft.

17. A method of performing a task on a system on a
platform, comprising:

receiving task instructions, by a processor unit,
wherein the task instructions identify the task to be
performed on the system on the platform; and

identifying a task script for the task, by the
processor unit, in response to receiving the task
instruction, wherein the task script is machine
executable and identifies task steps for performing the

task on the systemn.

18. The method of claim 17 further comprising:

60



gigning the task script, by the processor unit, with
a digital signature; and
sending the task script with the digital signature

to the platform, by the processor unit.

19. The method of any of claims 17-18, wherein:
the platform is an aircraft; and
the processor unit is selected from
(1) a processor unit in a portable maintenance
device configured to be moved to the aircraft and
(2) a processor unit in a remote console in

communication with the aircraft.

20. A method of auditing a task performed on a system on
a platform, comprising:

receiving, by a data processing system, a report
generated on the platform, wherein the report indicates
the task performed on the system on the platform and is
signed with a digital signature for the platform;

checking the digital signature for the platform, by
the data processing system, to determine whether the
report is authentic; and

creating an audit log for auditing the task
performed on the system on the platform using the report
in response to a determination that the report is

authentic.
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