ESTIMATING VESSEL INTENT

BACKGROUND

The present disclosure is generally related toneding vessel intent.

There is a tremendous amount of shipping actifig bccurs every day
across the globe. It may be difficult to monitadao effectively evaluate all of the
shipping activity to recognize potential problems¢ch as smuggling operations,
terrorist threats, etc. Vessels of a certain gpe&/'or size broadcast automatic
identification system (AlS) data that includes e g®sition information and other
identifying information. The AIS system is a widpread, transponder-based system
for identifying vessels at a distance. Unfortuhata significant number of vessels
broadcast anomalous data, and it is not practicadlf anomalous data to be
evaluated in real time by an analyst (or for aiseds broadcasting anomalous data to
be intercepted by a coast guard vessel for furthstigation).

SUMMARY

In a particular embodiment, a computer implememethod includes
receiving maritime vessel automatic identificatgystem (AIS) data from a vessel.
The method includes determining that the maritiregsel AIS data includes
anomalous data. The method also includes estigratiikelihood of malicious vessel
intent based on a comparison of the anomaloustdatcondary data. In response to
the likelihood of malicious vessel intent satistyia threshold, the method further
includes generating an alert that includes an ataha of an inferred intent for the

vessel.

In another particular embodiment, a computer-refedstorage medium stores
instructions that, when executed by a processosecthe processor to perform
various operations. The operations include rengimaritime vessel AIS data from a
vessel. The operations include determining thantlaritime vessel AlS data includes
anomalous data and estimating a likelihood of nalg vessel intent based on a

comparison of the anomalous data to secondary ddte.operations further include,
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in response to the likelihood of malicious vesa&mt satisfying a threshold,

generating an alert that includes an indicatioaroinferred intent for the vessel.

In another particular embodiment, a system incladpsocessor and a
memory in communication with the processor. Thenowy includes instructions that
are executable by the processor to perform vaopeasations. The operations include
receiving maritime vessel AIS data from a ves3die operations include
determining that the maritime vessel AIS data idekianomalous data and estimating
a likelihood of malicious vessel intent based @omparison of the anomalous data
to secondary data. The operations further includegsponse to the likelihood of
malicious vessel intent satisfying a threshold,egating an alert that includes an

indication of an inferred intent for the vessel.

The features, functions, and advantages that hese tbescribed can be
achieved independently in various embodiments or Imeacombined in other
embodiments, further details of which are disclos&t reference to the following

description and drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a diagram illustrating a maritime segusiystem, according to one

embodiment;

FIG. 2 is a flow chart illustrating a particular badiment of a method of
determining whether to generate an alert basedh @st@mated likelihood of

malicious vessel intent;

FIG. 3 is a flow chart illustrating another partenuembodiment of a method
of determining whether to generate an alert baseshoestimated likelihood of

malicious vessel intent; and

FIG. 4 is an illustration of a block diagram of@mputing environment
including a general purpose computing device caméd to support embodiments of
computer-implemented methods and computer-exe@ipabbram instructions (or

code) according to the present disclosure.



DETAILED DESCRIPTION

The present disclosure relates to systems and oetifeevaluating
information that is broadcast by a vessel (e.gS éata) and performing an automated
analysis that mimics human-like reasoning to deienf the vessel is a “problem”
vessel or if problems found with the data haversmocent explanation such as
“sloppy” maintenance of AIS transceiver data. lifging vessels that are more
likely to represent “problem” vessels may allow rare security analysts and coast
guard personnel to focus on vessels that are nke$t to represent a potential threat,
potentially providing improved maritime/coastal sety. A likelihood of malicious
vessel intent may be estimated through the apitatf heuristic, logical, and
numerical algorithmic techniques. To illustratesed of hypotheses may be generated
regarding a vessel’s intent, and the set of hysahenay be narrowed based on a

preponderance of the evidence.

In the present disclosure, AIS data that is reckfvem a vessel (e.g., a ship)
may be evaluated to determine whether informatronigded by the transmitter
(vessel) is incorrect. Incorrect information maglude incorrect position information
or other information, such as incorrect identifyoteta or trip information. When
incorrect information is detected, an analysisefgrmed to determine whether the

vessel should be “flagged” for further attentiorg(eby an analyst or the coast guard).

In some cases, AIS data may be incorrect as a i@sakattention or a lack of
knowledge by a user. In other cases, the AlS mhatgbe incorrect because the user
has made adjustments in an attempt to spoof oiaeEceiving parties, allowing the

user to proceed with illegal or terrorist activstiithout discovery.

The present disclosure describes the applicati@nsafries of algorithms to
broadcast AIS data in order to allow detectionradraalies and to provide correlation
of the broadcast AIS data with other sources od,datluding open source,
commercial, and historical data. The evaluatiory mat require “pre-cleaned” or
validated data to correct problems such as typdagaperrors and/or incomplete
vessel names/identifying numbers and/or missing datl/or erroneous data.
Algorithms are embedded in this evaluation thabaat for many of these issues.

Further, since the subsequent multi-hypothesisuatiains making use of the data
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from these sources are based on a preponderapegealefce, it is not necessary for
this data to be perfect since it is merely detemmgjiif there is at least a reasonable
cause for additional investigation. In additidme evaluation is entirely automated,

requiring no human setup or intervention (unlessriil an alert is generated).

The first step is detecting incorrect informatidfor position data, a second
source of position information may be used to \&kdAIS position data received
from a vessel. The AIS position data is also eatsld for “reasonableness” or
“unreasonableness,” such as a deviation from aaa&g vessel location that exceeds
a threshold distance or the position being assegtiaith a location on land or in non-
navigable waters. If the vessel is not locateaha¢xpected location (within a degree
of reasonableness), information regarding weathkyd, port congestion, or shipper
schedule updates may be evaluated to determiher# is an explanation for the
deviation from the expected location. If no readmda explanation can be found for
the deviation, then the deviation may be flaggedraanomaly (referred to herein as a

“vessel position anomaly”).

Other information (from the AIS data) that can beorrect is the AIS
identifying data broadcast by a vessel. When siiroAlS identifying data are
identified, an attempt is made to determine theembiinformation and to determine
an explanation for the incorrect information. @atrinformation may be retrieved
from reliable sources of vessel information, arehtan automated analysis is
performed to determine a possible explanationHeretrror. This analysis may also
make use of historical data. A history of erroremiormation for a vessel, crew or
shipping company may be a useful indicator to infssel intent. In addition, there
may also be common patterns of errors and/or behthat may be useful for

determining explanations for the errors.

There can also be errors in AIS trip data that@abicast by a vessel. In some
cases, such errors are a result of the crew bémgte update the trip information.
Historical patterns of behavior can be useful faaleating these errors. Other
sources of information such as the ship’s voyagdaildeor schedule can also be used
to determine if vessel movement matches expectfiadependent of the AIS trip
data).



The system of the present disclosure not only pies/alerts based on
suspicious AlS broadcasters, but also providesdication (or categorization) of
likely vessel intent. For example, many peopledioftecreational boaters) leave AIS
transmitters on default settings. Others embediabmessages or additional data
outside the AIS specification. Thus, analysishef AlIS data without the use of
secondary data may allow for a determination oftivbiethe AIS data is consistent
with the vessel that is broadcasting the AIS d#tadditional data is available (e.qg.,
from public domain sources on the Internet), addal analysis can be performed to
determine whether the vessel (and AIS number) neatphatterns associated with
specific types of data. As an illustrative examplauggling often involves frequent
ownership changes of a vessel. As another illtiger&xample, terrorism often
involves one vessel masquerading as another velssslich cases, intent may be
inferred at least broadly, and data that suppb#sriferred intent may be provided to
a human operator to allow determination of whetbdorward the alert to higher
authorities or to take action. The automated p®described herein also eliminates
numerous vessels with AIS data errors that wereiypéistractions rather than real

security threats.

The automated evaluation/analysis of the presactatiure may not require
exhaustive, universal data. Rather, the systetheopresent disclosure may operate
within a region (or globally). Similarly, the sgsh of the present disclosure does not
require historical AlS data or manual interventiorclean/input such data. The
evaluation of whether anomalous data is likelygjoresent malicious vessel intent
may utilize an available subset of data, and tladuesion does not require complete

voyage data, or even data from all vessels in @a. ar

lllustrative examples of AIS data evaluations inidudentifying correlation of
data from multiple sources. The AIS data evaluegtimay also take into account the
quality/fidelity of a source of data, including uskhistorical performance of the data
source. Multiple concurrent hypotheses may be ta@ed, and queries may be
generated to validate/invalidate each individugddiiiesis. Each data anomaly may
be analyzed (e.g., variations in speed may implgyrhaings). The present disclosure

incorporates mechanisms to increase/decrease faalie particular hypothesis.



In the present disclosure, a vessel’s history @mal entity associated with
the vessel, such as a country, organization oopgrsay be evaluated with respect to
current actions of the vessel. As illustrativerapées of historical evaluations, a ship
that historically serves African coastal commusitieay change a geographical area
of operations or a type of cargo carried, a fraaghkhat does not historically carry
passengers may carry passengers, or a crew simsdion may change relative to
historical crew information for a vessel, amongeotalternatives. Examples of a
deviation from normal behavior may include a shigttruns with larger or smaller
crews than normal, or a ship working a given raubeking “opposite” to a normal
direction, among other alternatives. Further, ®8vaiated entity’s intent and recent
actions may be evaluated (e.g., Country X has desmovered trying to smuggle Y
multiple times in the past, etc.).

Other examples of evaluations include evaluatinigieyr material, reports or
evaluating intelligence analysis for intent repreéed within documents. Consistency
among available documentation may also be evalyatgd comparing loading
manifests between what is reported by associateitesnwhat is reported by ports,
what is reported by transfer carriers, etc.). dms cases, multiple types of cargo may
form a risk when associated (e.g., a single vassesporting items which, while not
dangerous by themselves, when combined can be darsgsuch as fertilizer and
fuel oil, hardware that can serve dual purposes).eMore than one ship may be
evaluated to identify affiliated vessels/entitibattare converging
geographically/chronologically (e.g., each one poédly bearing a component of a

weapon, components of an illegal technical opematdtc.).

In some cases, complete analysis reports may wedpbfor a suspect entity,
not just a number/score (e.g., ship X is beliewedanstitute a risk because it has a
history of smuggling operations, four members efthew have been previously
convicted of smuggling operations, the patternartgpvisited follows a known,
common smuggling pattern, etc.). An evaluation imagrporate known conditions
in the relevant areas (e.g., when country X isdpéilockaded, look for ships that may
be spoofing AIS data and/or paperwork). An evatumatnay look for innocuous
explanations of AIS data anomalies that at firshseuspicious. As an example, a
ship trolling back and forth in one location coble waiting for a rendezvous, or the
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ship could be fishing, hosting divers, etc. Asthroexample, a ship following a
circuitous route and/or varying speed outside ofmad speeds could be engaged in
hostile activity, or the ship could have mechantoalibles (based on historical data),
or the ship could be avoiding weather or piratées, e

Referring to FIG. 1, a diagram 100 illustrates gipalar embodiment of a
maritime security system. In FIG. 1, multiple ntiane vessels are illustrated to show
that, in some cases, anomalous AlS data may iredibat a first vessel represents a
threat to another vessel (e.g., AlS spoofing batps). FIG. 1 further illustrates that,
upon determining that anomalous AIS data has allkglihood of representing an
actual threat, an alert may be sent to one or secarity personnel (e.g., port
security personnel) and/or coast guard persondehtifying particular anomalous
AIS data that is more likely to represent an actiiaat than other anomalous AIS
data may allow authorized personnel to more efiityefocus their threat

prevention/mitigation efforts.

In the particular embodiment illustrated in FIGalgomputing device 102 is
associated with, assigned to, or accessed by om®@ maritime personnel 104 (e.qg.,
a maritime security analyst). The computing de\ig2 includes a processor 106 and
a memory 108 in communication with the process@:. IT0he memory 108 stores
instructions that are executable by the proces361td perform various operations.

In the illustrative example of FIG. 1, the memoB8lncludes an AIS data
comparison module 110, a vessel intent likelihostiheation module 112, a threshold

114 (or multiple thresholds), and an alert genenathodule 116.

FIG. 1 further illustrates that the computing devi®2 may be configured to
communicate with one or more maritime vessels,(eig.a transceiver 118). For
illustrative purposes only, FIG. 1 shows an exangple first vessel 120, a second
vessel 122, and a third vessel 124. It will berapiated that an alternative number of
vessels may communicate data to the computing dé2. FIG. 1 illustrates that
the first vessel 120 may transmit maritime vesd8& data 130 (referred to herein in
“AlS data”) via a broadcast transmission to the pating device 102. The AIS data
130 may include AIS position data, AlS identifyidgta, AIS trip data, or a
combination thereof. Some types of AIS data magdréicularly indicative of a
potential threat, such as AIS spoofing (e.g., fglkarViaritime Mobile Service ldentity
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(MMSI), a current location, etc.) or not broadcagtAlS data. Such behavior may
represent examples of anomalous data with a hkgliHood of being associated with
potential threat/hostile intent. By contrast, gstiefault values, using “cute” values,
“off by 1" MMSI numbers, and empty fields may haaéow likelihood of

representing a potential threat/hostile intent.

The computing device 102 is configured to receingeAIlS data 130. FIG. 1
illustrates that one or more sources of secondaiy whay be accessible to the
computing device 102. For example, a first secondata source 132 may include
secondary position data, a second secondary dateesb34 may include secondary
vessel identification data, and a third secondatg dource 136 may include weather
data, port congestion data, shipper schedule datacombination thereof (among
other alternatives). To illustrate, bad weathey meplain a transit delay, a route
anomaly (e.g., leaving a standard shipping routevtnd a storm), a change in
itinerary (e.g., change order of arrival at portsew a multi-port route is involved,

which may be applicable for particular types ofsads and cargoes).

The computing device 102 is configured to determwhether the AIS data
130 includes anomalous data and to estimate ahdad of malicious vessel intent
based on a comparison of the anomalous data todagodata (e.g., data stored at
one or more of the secondary data sources 132-H&). 1 illustrates that, in
response to the likelihood of malicious vesselnhgatisfying the threshold 114, the
computing device 102 is configured to generatelar 240. While not shown in the
example of FIG. 1, the alert 140 may include ancaiion of an inferred intent for the
first vessel 120. In the particular embodimenisitated in FIG. 1, the alert 140 is
sent to the third vessel 124 (e.g., a coast guasdal) and is sent to a display device
for display via a graphical user interface 142 otiner cases, the alert 140 may sent to
other devices/vessels (e.g., as an email messaget@mated phone call, a text

message, etc.).

As an example, the likelihood of malicious vess&mt may correspond to a
likelihood of an AIS spoofing attempt, an AIS hiarg attempt, or an AIS
availability disruption attempt. An AIS disrupti@vent may be a transmitter failure,
or the transmitter may have been turned off to eaha vessel's location. In some
cases, turning off the transmitter is not malicibesause fishing vessels do this as a
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regular practice to conceal the locations of thest fishing spots. In other cases,
turning off the transmitter may be malicious (etg.conceal a smuggling operation).
The threshold(s) 114 stored at the memory 108ettdmputing device 102 may
include a first threshold associated with an AlSafmg attempt, a second threshold
associated with an AIS hijacking attempt, or adhireshold associated with an AIS

availability disruption attempt (or a combinatidreteof, among other alternatives).

In some cases, the computing device 102 may senalent 140 to a first
device associated with a maritime security anatgsh, second device associated with
coast guard personnel, or a combination therebke cbmputing device 102 may
refrain from generating the alert 140 in responsi¢ likelihood of malicious vessel
intent failing to satisfy the threshold 114. Theeshold 114 may be a user adjustable
threshold, allowing a user to determine what |l@fellert that the user is prepared to
handle. If the user is receiving too many alestedndle, the user may raise the
threshold 114. If the user is receiving too feerts, the user may lower the threshold
114. For purposes of operator display, sinceikatithood the vessel is a problem is
the value used in the alert thresholding, the Issse stacked in this order so that the

vessels most likely to be a problem are at theofdpe queue.

The indication of the inferred intent may ident#yparticular category of
anomalous behavior of a plurality of categorieamdmalous behavior. As
illustrative, non-limiting examples, the particutzategory of anomalous behavior
may correspond to a vessel position anomaly cayegoressel identity anomaly
category, or a vessel trip anomaly category. Wdl@rithms to determine position
anomalies (kinematic) may not be utilized to detaemdentity anomalies, one way
that a vessel may be flagged as a vessel idemtitynaly is a result of the data
indicating that the vessel is located in two or enplaces at the same time. Similarly,
position anomalies may overlap with trip anoma(retated to unusual paths chosen

by a given vessel within a given purpose).

As an example, the AIS data 130 may include AlStposdata, and the
computing device 102 may determine that a vessatipp anomaly is associated
with the first vessel 120 based on a comparisch@flS position data to secondary
position data (e.g., stored at the first secondatg source 132). In some cases, the
vessel position anomaly may indicate a deviatiotheffirst vessel 120 from a
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shipping route. In other cases, the vessel posetimmaly may indicate that the AIS
position data is associated with a location on lanth non-navigable waters. Using a
preponderance of evidence approach, the likeliledadalicious vessel intent
increases with more problem data. Explanationpéoticular problems may lower

the likelihood, such as a late port arrival beirglained by bad weather.

As another example, the AIS data 130 may includ® idéntifying data, and
the computing device 102 may determine that a Vesetity anomaly is associated
with the first vessel 120 based on a comparisch@#AIS identifying data to
secondary vessel identity data (e.g., stored at¢hend secondary data source 134).
In some cases, the secondary vessel identity dayamolude a plurality of Maritime
MMSI numbers, and the vessel identity anomaly ésaative of an incorrect MMSI
number. In this case, the threshold 114 may cporasto a true/false for an incorrect
MMSI number. In other cases, the secondary védsestity data may include a
plurality of International Maritime OrganizationMD) ship identification numbers,
and the vessel identity anomaly may be indicativenoincorrect IMO ship
identification number. In this case, the threstidd may correspond to a true/false
for an incorrect IMO ship identification number lté&natively, a continuous scale
may be applied indicating how close the MMSI or IM@mbers are to the expected
number, given the quality of agreement betweenratientifying parameters (e.qg.,
while the MMSI or IMO number may only a 90% matcthhathe expected number, if
all other parameters provide a high confidence maten this is likely a

typographical error.)

An incorrect MMSI number or IMO ship identificatiorumber may be
included in the evidence that indicates bad int&kithout an innocent explanation,
such an anomaly may substantially increase a likelil of malicious intent, as such
errors require an explanation or should be idesttiis a matter of high concern. An
example of an innocent explanation is a local shgppompany, and the company
may move AIS transmitters between vessels in ftest. Such behavior is not
acceptable, as the MMSI value in the radio is a&sigo a particular vessel. The
local shipping company should change the MMSI sgtith the radio when switching
to another vessel, but they may be sloppy. Whitdoehavior is unacceptable and
may be in violation of state/local/national regidas, such behavior is not indicative
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of malicious intent. A single incorrect MMSI numrlveport may not be enough to
trigger an alert. Other information beyond the MM8d IMO numbers may be
evaluated. For example, each of the AIS broadtatst fields may be compared to
historically-recorded AIS records for this (or pdbg similar/duplicate) vessel(s), as
well as checked against manifest data and othestgprecords (e.g., from Coast

Guard sources, etc.).

As a further example, the AIS data 130 may inclati trip data, and the
computing device 102 may determine that a vesipedtromaly is associated with the
first vessel 120 based on a comparison of the ApSdiata to secondary vessel trip
data (e.g., stored at the third secondary datacediB6). In some cases, the AIS trip
data may include an estimated time of arrival (E&f% destination (e.g., a port as
illustrated in the graphical user interface 148y ¢he vessel trip anomaly may be
indicative of a deviation of the estimated ETAls tlestination from an expected
ETA at the destination (within an acceptable expe&TA deviation threshold).

As an illustrative, non-limiting example of an “incuous” AlS identifying
information anomaly, when the anomalous data iredualvessel name typographical
error, the vessel intent likelihood estimation mledLl2 may determine that the
likelihood of malicious vessel intent that is asated with the vessel name
typographical error does not satisfy the thresiidld. As another example, when the
anomalous data includes an IMO ship identificahamber typographical error, the
vessel intent likelihood estimation module 112 rdatermine that the likelihood of
malicious vessel intent that is associated withiBh@ ship identification number
typographical error does not satisfy the thresiidldl. To identify typographical
errors, various algorithms may be utilized for camgon of strings (e.g., identifiers
of entities that are alphanumeric in nature, sischaanes) of different types. An
example of an innocuous typographical error majuohe one digit wrong, two digits
transposed, interchange of the letter “O” and a,zetc. Multiple comparisons of the
two strings may be performed to determine an es¢ichikelihood that the
numbers/characters are the same. The thresholthall¥ applied to this likelihood
may depend on the type of data, the source, andomaged in conjunction with
other information (e.q., if the MMSI number of vesiynilar to a known MMSI but
other factors are different). As an illustrative@mple, when one MMSI number is
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associated with a tanker ship and another MMSI rarrisbassociated with a pleasure

craft, this may reduce the likelihood that the Wwessels are the same.

Thus, FIG. 1 illustrates an example of a maritimeusity system that may
selectively generate alert(s) based on a likelihmfaalicious vessel intent. By
utilizing secondary data for comparison to anomslAlS data that is received from a
vessel, anomalous data that is more likely to searean actual threat may be
identified. Filtering the anomalous data may allmaritime personnel to effectively
utilize limited resources for security operatioasy(, inspection/boarding/interception

of a vessel).

FIG. 2 illustrates a particular embodiment of amoeit200 of determining
whether to generate an alert based on an estirkéétiood of anomalous AIS data
being associated with malicious vessel intentthénexample of FIG. 2, anomalous
data that satisfies a threshold for malicious Vessent may result in an alert being
generated, while other types of anomalous databedggged (e.g., for historical

purposes).

The method 200 includes receiving maritime vesd8l data that is broadcast
by a vessel, at 202. For example, referring to. AlGhe computing device 102 may
receive the AIS data 130 that is broadcast byiteeviessel 120. As explained
further herein, the AIS data may include AIS pasitdata, AlS identifying data, AlS
trip data, or a combination thereof.

The method 200 includes determining that the nmaeitvessel AIS data
includes anomalous data, at 204. For exampleyrmegeto FIG. 1, the computing
device 102 may determine that the AIS data 13@ded anomalous data. As
explained further herein, examples of anomaloua dety include data that indicates
a vessel position anomaly, a vessel identity angnoala vessel trip anomaly (among
other alternatives). The AIS data 130 may be coatpto secondary data to
determine whether the AIS data 130 includes anomsadata. To illustrate, the
secondary data may include identity data, trip dadaition data, or a combination
thereof. For example, kinematic anomalies maydrégily covered by position
anomalies and partially covered by trip anomali&s.used herein, trip anomalies

include anomalies such as crew composition (exgw smembers inappropriate for a
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vessel or cargo type, frequency of crew changegdaigher than expected, etc.).
Alternatively, additional categories and/or morargrar categories may be utilized
for classifying anomalies. Thus, categorizatiorymepresent a subjective process of
defining a set of categories and/or hierarchy.

The method 200 includes estimating a likelihoodhaficious vessel intent
based on a comparison of the anomalous data todagodata, at 206. For example,
referring to FIG. 1, the computing device 102 mstyreate a likelihood of malicious
vessel intent based on a comparison of the anomalata to secondary data (e.g., to
one or more of the secondary data sources 132-18&pme cases, the secondary
data may represent secondary position data, seconessel identity data, secondary

vessel trip data, etc.

The method 200 includes determining whether thenased likelihood of
malicious vessel intent satisfies a threshold 08t 2f an anomaly is identified, the
anomaly is included in hypothesis evaluations itherease the estimate of bad intent.
Finding potential innocent explanations for theraaty would be evidence against
bad intent and would decrease the estimate ofrdadti For example, referring to
FIG. 1, the computing device 102 may determine hérethe estimated likelihood of

malicious vessel intent satisfies the threshold 114

In response to determining that the likelihoods$es the threshold, the
method 200 includes generating an alert, at 21te dlert includes an indication of
an inferred intent for the vessel. The alert nmajude a configurable amount of
information, potentially including the entire reastg chain, with reference to all the
pieces of evidence that led to a given conclusimiuding quality estimates for each
piece of evidence based on source and historitabiigy of such types of
information. More often, the alert contains a hiiglel set of the most important
conclusions reached (such as points both confirmmypotentially disproving the
hypothesis). Part of the information providedhis intent inferred regarding the
vessel (e.g., does the vessel have potentiallyl@astent or is the vessel engaged in
innocuous activities. For example, referring t&F1, the alert generation module
116 of the computing device 102 may generate # 340. While not shown in the
example of FIG.1, the alert 140 may include andation (e.g., audio/video/haptic) of
an inferred intent (or a category of inferred injdar the first vessel 120.
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In the particular embodiment illustrated in FIG1ilZ& method 200 includes
logging the anomalous data (without generatinglart)avhen the likelihood does not
satisfy the threshold, at 212. Referring to thevmus example of the local shipping
company failing to change the MMSI setting when mg\a radio between vessels,
the problem may be logged with the shipping compartye Coast Guard may be
made aware of the problem so that they can adthiegzoblem with the shipping
company on a non-emergency basis. An examplestdrigal data could be that the
MMSI number is consistently wrong over time foriaey vessel. This should be
logged so that the incorrect MMSI number can beesigkd at some point by the
customer. By contrast, an MMSI number that is smdidincorrect when the number
is historically correct (or vice versa) may be mimteresting since the sudden data
anomaly does not have an associated innocent etfan For example, referring to
FIG. 1, the computing device 102 may store the alons data in the anomalous data
log 117 in the memory 108 (e.g., in the case gpadraphical error or a reasonable
explanation). In some embodiments, the logged aihmuns data becomes part of one
of the secondary data sources.

Thus, FIG. 2 illustrates an example of a computeeld method of
determining whether to generate an alert basedh @st@mated likelihood of
anomalous AIS data being associated with malici@ssel intent. By utilizing
secondary data for comparison to anomalous AlSttatas received from a vessel,
anomalous data that is more likely to represeracinal threat may be identified.
Filtering the anomalous data may allow maritimespanel to utilize limited

resources for security operations (e.g., inspettmarding/interception of a vessel).

FIG. 3 illustrates another particular embodimena ofiethod 300 of
determining whether to generate an alert basedh @st@mated likelihood of
anomalous AIS data being associated with malici@ssel intent. In the example of
FIG. 3, the AIS data includes AIS position dataSAdentifying data, and AlIS trip
data. To determine whether anomalous AlS dai&atylto represent malicious
vessel intent, each type of AIS data may be seggravaluated, with a result of each
evaluation being used to evaluate overall anomabehswvior. For example,
anomalous AIS position data may be evaluated (base@condary position data) to
determine whether an anomalous vessel position alyogwists. Anomalous AIS
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identifying data may be evaluated (based on secgndentifying data) to determine
whether a vessel identity anomaly exists. Anom&lbls trip data may be evaluated

(based on secondary trip data) to determine whetlessel trip anomaly exists.

The method 300 includes evaluating AlS data, at J08. 3 illustrates that
evaluating the AIS data may include evaluating péSition data, AIS identifying
data, and AIS trip data. As an example, refertgIG. 1, the AIS data analysis
module 110 may evaluate the AIS data 130 receirad the first vessel 120.

The method 300 includes evaluating the AIS positiata, at 304. For
example, referring to FIG. 1, the AIS data analysalule 110 may evaluate a
portion of the AIS data 130 that corresponds to pdSition data.

The method 300 includes retrieving secondary positiata, at 306. For
example, referring to FIG. 1, the AIS data analysalule 110 may retrieve

secondary position data from the first secondats daurce 132.

The method 300 may include comparing with otheitmrsdata (at 308),
evaluating reasonableness (at 310), comparingexplectations (at 312), or a

combination thereof.

The method 300 includes determining whether the g§ition data received

from the vessel is indicative of a vessel posiaonmaly, at 314.

The method 300 includes evaluating the AIS idemtgydata, at 316. For
example, referring to FIG. 1, the AIS data analyselule 110 may evaluate a
portion of the AIS data 130 that corresponds to WEhtifying data.

The method 300 includes retrieving secondary ifigng data, at 318. For
example, referring to FIG. 1, the AIS data analysalule 110 may retrieve

secondary identifying data from the second secondiatia source 134.

The method 300 may include explaining errors (&) 3@omparing with

expectations (at 322), or a combination thereof.

The method 300 includes determining whether theidéatifying data
received from the vessel is indicative of a vegsahtity anomaly, at 324.
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The method 300 includes evaluating the AIS trimdat 326. For example,
referring to FIG. 1, the AIS data analysis modul® inay evaluate a portion of the
AIS data 130 that corresponds to AIS trip data.

The method 300 includes retrieving secondary tafadat 328. For example,
referring to FIG. 1, the AIS data analysis modul@ inay retrieve secondary trip data

from the third secondary data source 136.

The method 300 may include explaining errors (&) 38omparing with
expectations (at 332), or a combination thereof.

The method 300 includes determining whether thetAfSdata received from

the vessel is indicative of a vessel trip anomail\334.

The method 300 includes evaluating overall anonsabmhavior, at 336.
Different algorithmic methods may be used to caltaithe likelihood value after all
evidence is weighted and presented for the “prepramte of the evidence”
calculations. In some cases, a simple averagebmayppropriate, while in other
cases a more detailed analysis (e.g., Bayesianpmappropriate when combining
different evidence types. The overall anomalodsbm®r is determined by
combining the results from the three areas of etaln. A set of algorithms may be
used, including heuristic, logical, and numeridgbathms, examples of which
include simple averaging and Bayesian analysie éMaluation of overall anomalous
behavior may include an evaluation of a resultefiessel position anomaly
determination (at 314), a result of the vesseltileanomaly determination (at 324),
and a result of the trip anomaly determinatior3@t). For example, referring to FIG.
1, the vessel intent likelihood estimation modul@ inay evaluate the overall
anomalous behavior that is associated with thedsltd 130 received from the first

vessel 120.

The method 300 includes inferring an intent ofikesel, at 338. For
example, the computing device 102 of FIG. 1 magriai intent of the first vessel
120 based on an evaluation of the AIS data 130.
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Thus, FIG. 3 illustrates an example of a methodetérmining whether to
generate an alert based on an estimated likelibbadomalous AIS data being

associated with malicious vessel intent.

FIG. 4 is an illustration of a block diagram of@mputing environment 400
including a general purpose computing device 41fligored to support
embodiments of computer-implemented methods angutamnexecutable program
instructions (or code) according to the preserntldsuire. The computing device 410,
or portions thereof, may execute instructions adiogrto any of the methods
described herein. For example, the computing @e#i® may execute instructions
according to the methods 200 and 300 describedregect to FIG. 2 and FIG. 3,
respectively.

The computing device 410 may include a process0r e processor 420
may communicate with the system memory 430, omeae storage devices 440,
one or more input/output interfaces 450, one oremmmmunications interfaces 460,
or a combination thereof. The system memory 439 imeude volatile memory
devices (e.g., random access memory (RAM) devioes)yolatile memory devices
(e.g., read-only memory (ROM) devices, programmaddel-only memory, and flash
memory), or both. The system memory 430 may irekd operating system 432,
which may include a basic/input output system footing the computing device 410
as well as a full operating system to enable tmeprding device 410 to interact with
users, other programs, and other devices. Themystemory 430 may include one
or more applications 434 which may be executablthbyrocessor 420. For
example, the one or more applications 434 may delastructions executable by the
processor 420 to perform various operations.

As an example, the application(s) 434 may includructions executable by
the processor 420 to receive maritime vessel At8 that is broadcast by a vessel.
The application(s) 434 may include instructionscexable by the processor 420 to
determine whether the maritime vessel AlS datauohe$ anomalous data. The
application(s) 434 may include instructions exebl&dy the processor 420 to
estimate a likelihood of malicious vessel intergdghon a comparison of the
anomalous data to secondary data. The applica)id34 may include instructions
executable by the processor 420 to generate artladeincludes an indication of an
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inferred intent for the vessel (in response tolitedihood of malicious vessel intent
satisfying a threshold). In a particular emboditmére application(s) 434 may
include instructions executable by the processoOrtdZefrain from generating the
alert in response to the likelihood of maliciouss& intent failing to satisfy the
threshold.

The processor 420 may also communicate with omeove storage devices
440. For example, the one or more storage devid@snay include nonvolatile
storage devices, such as magnetic disks, optisksdor flash memory devices. The
storage devices 440 may include both removablenaneremovable memory
devices. The storage devices 440 may be configoretbre an operating system,
images of operating systems, applications, andrpmglata. In a particular
embodiment, the memory 430, the storage devicesat4ibth, include tangible

computer-readable media.

The processor 420 may also communicate with omeave input/output
interfaces 450 that enable the computing devicetd tdmmunicate with one or
more input/output devices 470 to facilitate uséenaction. As an example, the
computing device 410 may communicate with a disgiewyice to display the user
interface 142 illustrated and described herein wagpect to FIG. 1, among other
alternatives. The processor 420 may detect inieraevents based on user input
received via the input/output interfaces 450. Aiddally, the processor 420 may
send a display to a display device via the inpipiotinterfaces 450. The processor
420 may communicate with devices or controllers vi@dhe one or more

communications interfaces 460.

Embodiments described above are illustrative andaddimit the disclosure.
It is to be understood that numerous modificatiamng variations are possible in

accordance with the principles of the present dsale.

The illustrations of the embodiments described iheaee intended to provide
a general understanding of the structure of thuarembodiments. The illustrations
are not intended to serve as a complete descripfiatl of the elements and features
of apparatus and systems that utilize the strustorenethods described herein.

Many other embodiments may be apparent to thoskilbin the art upon reviewing
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the disclosure. Other embodiments may be utileaetiderived from the disclosure,
such that structural and logical substitutions elmahges may be made without
departing from the scope of the disclosure. Famg{e, method steps may be
performed in a different order than is shown infigares or one or more method
steps may be omitted. Accordingly, the disclosuré the figures are to be regarded

as illustrative rather than restrictive.

Moreover, although specific embodiments have biestiated and described
herein, it is to be appreciated that any subsecareabgement designed to achieve the
same or similar results may be substituted forsfiexific embodiments shown. This
disclosure is intended to cover any and all subseigadaptations or variations of
various embodiments. Combinations of the aboveoginients, and other
embodiments not specifically described herein, ballapparent to those of skill in the

art upon reviewing the description.

The Abstract of the Disclosure is submitted witld timnderstanding that it will
not be used to interpret or limit the scope or mme&aof the claims. In addition, in the
foregoing Detailed Description, various featurey/ba grouped together or
described in a single embodiment for the purpostreamlining the disclosure. This
disclosure is not to be interpreted as reflectimgnéention that the claimed
embodiments require more features than are exgnessted in each claim. Rather,
as the following claims reflect, the claimed subjaatter may be directed to less than

all of the features of any of the disclosed embaufits.
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WHAT ISCLAIMED IS

1. A computer implemented method comprising

receiving maritime vessel automatic identificatgystem (AIS) data from a
vessel;

determining that the maritime vessel AIS data idekianomalous data;

estimating a likelihood of malicious vessel intbased on a comparison of the
anomalous data to secondary data; and

in response to the likelihood of malicious vesa&mt satisfying a threshold,
generating an alert that includes an indicatioaroinferred intent for

the vessel.

2. The computer implemented method of claim 1,reinethe likelihood of
malicious vessel intent corresponds to a likelihobdt least one of an AIS spoofing

attempt, an AIS hijacking attempt, or an AIS auaility disruption attempt.

3. The computer implemented method of any of cdalnand 2, further
comprising sending the alert to a device associtgdmaritime security personnel.

4. The computer implemented method of any of aln8, wherein the
indication of the inferred intent identifies a pewtar category of anomalous behavior

of a plurality of categories of anomalous behavior.

5. The computer implemented method of claim 4,reinethe particular
category of anomalous behavior corresponds to seVessition anomaly category, a

vessel identity anomaly category, or a vesselanipmaly category.

6. The computer implemented method of any of cdalad, wherein the
maritime vessel AIS data includes AIS position d#ia method further comprising
determining that a vessel position anomaly is dasedt with the vessel based on a

comparison of the AIS position data to secondagitjpm data.

7. The computer implemented method of claim 6,reinethe vessel position
anomaly is indicative of deviation of the vessehfra shipping route.
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8. The computer implemented method of claim 6,reinethe vessel position
anomaly is indicative of the AIS position data lgeassociated with a location on land

or in non-navigable waters.

9. The computer implemented method of any of c3ala8, wherein the
maritime vessel AIS data includes AIS identifyirefal the method further
comprising determining that a vessel identity anlgrisaassociated with the vessel

based on a comparison of the AIS identifying datagcondary vessel identity data.

10. The computer implemented method of claim Sneim the secondary
vessel identity data includes a plurality of Manié Mobile Service Identity (MMSI)
numbers, and wherein the vessel identity anomahdisative of an incorrect MMSI

number.

11. The computer implemented method of claim Sreim the secondary
vessel identity data includes a plurality of Intfanal Maritime Organization (IMO)
ship identification numbers, and wherein the veglaitity anomaly is indicative of

an incorrect IMO ship identification number.

12. The computer implemented method of any ofiidal-11, wherein the
maritime vessel AIS data includes AIS trip dat&, tfethod further comprising
determining that a vessel trip anomaly is assodiafiéh the vessel based on a

comparison of the AIS trip data to secondary vesgetata.

13. The computer implemented method of claim I#&mein the AIS trip data
includes an estimated time of arrival (ETA) at atd®tion, and wherein the vessel
trip anomaly is indicative of a deviation of thdiemted ETA at the destination from

an expected ETA at the destination.

14. The computer implemented method of any ofiidal-13, wherein the
anomalous data includes a vessel name typograpghical and wherein the

likelihood of malicious vessel intent does notsfgtthe threshold.
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15. The computer implemented method of any ofridal-14, wherein the
anomalous data includes an International Maritimga@ization (IMO) ship
identification number typographical error, and waierthe likelihood of malicious
vessel intent does not satisfy the threshold.

16. A computer-readable storage medium comprisisiguctions that, when
executed by a processor, cause the processorfasrmperperations comprising:

receiving maritime vessel automatic identificatgystem (AIS) data from a
vessel;

determining that the maritime vessel AIS data idekianomalous data;

estimating a likelihood of malicious vessel intbased on a comparison of the
anomalous data to secondary data; and

in response to the likelihood of malicious vesa&tmt satisfying a threshold,
generating an alert that includes an indicatioaroinferred intent for

the vessael.

17. The computer-readable storage medium of cl&nwherein the
threshold includes at least one of a first thresfaglsociated with an AIS spoofing
attempt, a second threshold associated with arhd8king attempt, or a third

threshold associated with an AlS availability dgran attempt.

18. The computer-readable storage medium of arclaohs 16 and 17,
wherein the operations further include refrainirgr generating the alert in response

to the likelihood of malicious vessel intent fagito satisfy the threshold.

19. A system comprising:

a processor;

a memory in communication with the processor, tleenory including
instructions executable by the processor to perfmperations

including the method of any of claims 1-15.

20. The system of claim 19, wherein the secondats includes weather
data, port congestion data, shipper schedule datacombination thereof.
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