SECURI TY MANAGEMENT SERVI CE The present invention
provi des a security manageneni4 service for a nobile
communi cation device. The security nmanagenment service
has a secure core, a plurality of services and a
plurality of driver. The plurality of secure services
are adapted to operationally nonitor and control of
access and execution of the applications and dat a.
The plurality SHCURN& MaAMNAGHENEENG SERVIEEEf ace t he
hardware w th the secure conmuni cati on manager. The
secure core is operable t aB&IE&Tand nmanage the
secure services and drivers to detect for any
unauthorized access of the applications, data and

e peGHl ?mféﬁﬁ@n 'p?o@@&rﬁ%&lr &Iheﬁth&rvwe for a

unauthorlzed access based on securltyﬁgeqU| enent
amibllrz e:strmmmaauns ddﬂbe ndtie lsycurie rrsaaagﬂnmms eafrvwe dms aa;achre core, a

595 TSRS ST Boh TR SRS e s
@éﬁﬁmltﬁabp&ﬁll&ﬁﬂycﬁmmt&' Gnd 1cdiftfol PEPIdc6RE T Y execution of the
applications and data. The plurality of drivers are operable to interface the hardware
with the secure communication manager. The secure core is operable to handle and
manage the secure services and drivers to detect for any unauthorized access of the
applications, data and hardware, the secure core is operable to detect the unauthorized
access based on security requirements and restrictions defined by the secure services
and drivers. The secure communication manager resides and operates at a operating

system layer of the mobile communication device,
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