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*159159* - 1 11111 TITLE OF THE | NVENTI ON MOBI LE

ELECTRONI C DEVI CE BACKGROUND OF THE | NVENTI ON Thi s

i nvention relates to a nobile electronic 5 device mmmm
ry

as an |1 C card containing an I C chip which include mlm““lmm“‘“‘
data programmabl e or rewitable nonvola- tile nmenory, 159159+ :
a control elenment such as a CPU and an interface which

i nput s/ out puts. data, for exanphe. - Conventionally,

76 operated on pover supply vol tages suppi i cd ¢ MMM
host device (card readeravort eryg MvanToe type of | Ggoooozr
card, if the power supply voltage supplied fromthe

hostM@RVL.EeELECTRAY abl BEVACPr ocess of witing data
into the nonvolatile nenory fails in sonme 15 cases.
Even if such a dat BAGKGERPAYDf QFl GHE dHYENE IO0Nhe
following data wite ensuring nethod is conventionally
proposed tolensiVentapa rAléhesnbAvel BEPEéenBABEFIORSC
the conventional data wite ensuring pethod, there

pr ovivet-a ﬁ%?.oﬂsf%?.%?i??ﬁ oPUC AR A G 7B &R C?épiHEiCh
LI N E ERG I SRART S THT
A e S e

an interface which inputs/ocutputs data, for example.

Conventionally, some of IC cards used as mobile
electronic cards are operated on power supply voltages
supplied from a host device (card reader/writer).

With this type of IC card, if the power supply voltage

supplied from the host device is unstable, a process of
writing data into the nonvolatile memory fails in some

cases. Even i1f such a data writing failure occurs, the
following data write ensuring method is conventionally

proposed to ensure data in the nonvolatile memory.

As the conventional data write ensuring method,
there is provided a method for writing old data written
in a target area into which new data is to be written
into another area, then writing the new data into the
target area and finally writing a status indicating
that the new data writing process has been completed
into a management information area. With this method,
it is necessary to perform the process of writing data

into the nonvolatile memory three times. Therefore,

with this method, it becomes difficult to enhance the



10

15

20

25

into a managenent information area. Wth this nethod,

25 it is necessary to performthe process of witing

data into the nonvolatile nenory three tines.

Therefore, wth this nethod, it becomes difficult to
enhance the operation speed of whol e process of

witing new data. Further, in the conventional data
wite ensuring nethod, the process-of witing data

into the nonvola- tile nenory is ensured for each

preset physical storage 5 area (page). Therefore, if
one ¢isd va i 1N Sevd o 51 @b I é Canceed s €5f O¥EIt Bng new data.
plurality of pages or divide and stored over a
pluralityroftfiéetr esini theéscohfénhciubhalt dacasurtahehsuring
data. BRI EF SUMVARY OF THE | NVENTI ON 10 An obj ect of

t hi snéthvaht i ore i Breoe 93 ovf der bt imbi deta el e roné cnonvola-
devi ce capabl e of enhancing the operation speed of

t he Trlot deNQFY wks tehyuaRd af P ht PG neRdP§t DAY S ECaht atorage
Is ensured. Accordin t{g one aspect of this invention,
theraerealS(R%g?)rovi%%I% Wobi | B ePRTtIDNT ¢t uei Raving
corrpsfii si.n .caanfi rftedat§ rrrem)r% }/\,hjach stores data A vided
second? tat & = HEhot =0T TH s3 o B8 Hat & eQti KaPeht Of 0?1V
dat 0 ' fir r deter i nj ;
sec??g% %ﬁ?%%f‘%2$%r%1§%%9§%$% %ﬁey%+g%ht%gs?%r%ggthUlt

the.ggréﬁsdygz%héq%lgﬁmgay and data stored in the

second data nenory is the newest data, and a witing

section which perdraris sMIOcess 0fr WNEN S glat a i nto
one of the first and second data nenories which
stores daim slefet dedthis invention is to provide a mobile
electronic device capable of enhancing the operation
speed of the process of writing data into a memory
while data is ensured.
According to one aspect of this invention, there
is provided a mobile electronic device comprising a
first data memory which stores data, a second data
memory which stores data equivalent to data stored
in the first data memory, a determining section which
determines which one of data stored in the first data
memory and data stored in the second data memory is
the newest data, and a writing section which performs
a process of writing data into one of the first and
second daﬁa memories which stores data determined
not to be the newest data by the determining section.
BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWING

FIG. 1 is a block diagram showing an example of

the configuration of an IC card system which deals with
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not to be the newest data by the determ ning section.
25 BRI EF DESCRI PTI ON OF THE SEVERAL VI EWs OF THE
DRAWNG FIG 1 is a block diagram showi ng an exanpl e
of the configuration of an I C card system which deal s
with an I1C card as a nobile electronic device
according to an enbodinent of this invention; FIG 2
is a block diagram schematicallg showi ng the
configuration of the ICcard; 5 FIG 3 is a diagram
schematically showing the configuration of a data

menay; IEld&ard 4s @ MbiegIan: Bdovtagi @ dabacst 9E88Lding to
exanple of the data nenory; FIG 5 is a diagram
shovamgendred ooerit guf athof oOivedOiskai a managenent
information; FIG 6 is a flowhart for illustrating

the procebar e ofsaadatacikritiggaprscessatFC&llY Bhoming
di agram showi ng an exanple of the data configuration

in tHE dean ety gefof ethdel @agardi15 witing

process; FIG 8 is a diagram show ng an exanﬁl e of the
data conftQuratidndifithecHat @ HeabtGaatyephoNéndathe

iting. . and FIG 9 | flowchart f
11 st a0 ot 47 a9 BY the. data wi

ng
o poess, SRETALED DESOLETL AL OE, TUE, | WENTLON THE! 8o
Wty egrgq{gl_eatnpergmpcconpanyi ng draw ngs. :

FIG. 5 is a diagram showing the configuration of
data management information;

FIG. 6 is a flowchart for illustrating the
procedure of a data writing process;

FIG. 7 is a diagram showing an example of the
data configuration in the data memory before the data
writing process;

FIG. 8 is a diagram showing an example of the data
configuration in the data memory after the data writing
process; and

FIG. 9 is a flowchart for illustrating a
modification of the data writing process.

DETAILED DESCRIPTION OF THE INVENTION

There will now be described an embodiment of this
invention with reference to the accompanying drawings.

FIG. 1 shows an example of the configuration of an
IC card system which deals with an IC card as a mobile
electronic device according to the present embodiment.

The IC card system includes an IC card 11, card
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FIG 1 shows an exanple of the configuration of an 25
| C card system which deals with an IC card as a nobile
el ectroni c device according to the present enbodi nent.
The 1 C card systemincludes an IC card 11, card
reader/witer 12, term nal device 13, keyboard 14, CRT
di spl ay device 15, printer 16 and the like. The IC
card 11 can conmmunicate wth-the term nal device 13
via the card reader/witer 12. The term nal device 13
is 5 configured by a conputer or the lIike. The

ter ddder dewitcer 18 ) st SOANELT el ¥ Dcd hE3 Keyb@ssslrd414, CRT
CRT display device 15 and printer 16. FIG 2 is a

di agiizsp shovdegi @an Bxanpt entodr the acdnfhgul Bké on Dhe IC

the 1C card 11. 10 As shown in FIG 2, the IC card 11

i nclagdes &l conteotnwterert WL dat ateenbryl 1d2yice 13 via
wor ki ng nmenory 103, program nmenory 104, contact .

por titeh a5 airkdeie/ wiitker Firt here toeniont réde¢vice 13 is
el ement_101, data nenory 102, 15 working nmenory 103

and Cﬁrb@r%ﬁ;%rﬁ#%ﬁ 1%!3%%&%%%%@- onen¢ %ﬁmbnzl
| jt) | C chi 111. T | C '
Con TP s Tttt e e 1 hw%cféﬁgéﬁ%ﬁi dhep1ay
is i - [ ;] dule. T | C 112
is |d|%\§l3£d%d15y Jr%ggardlﬁpépff\?rm ul e e modul e

is e Ina casing o he I C card nain 20 body

Ila. Thagrds,,the é%f%gaélsﬂﬁgﬁgfaﬁq% 2 ble dt2ene

with the 1C chip 111 contal ned n. contro
el ert £ ilfilrd ticddes endLPhE okatdner1| i ke. The control

element 101 is a control section

As shown in FIG. 2, the IC card 11 includes a
control element 101, data memory 102, working memory
103, program memory 104, contact portion 105 and the
like.

Further, the control element 101, data memory 102,
working memory 103 and program memory 104 are configured
by one IC chip (or a plurality of IC chips) 111. The IC
chip 111 and contact portion 105 configure an IC module
112 which is integrally formed into a module. The IC
module 112 is embedded in a casing of the IC card main
body 1la. That is, the IC card 11 has the IC module 112
with the IC chip 111 contained therein.

The control element 101 includes a CPU or the
like. The control element 101 is a control section
which controls the whole portion of the IC card 11.

The data memory 102 is configured by a nonvolatile
memory such as a flash memory or EEPROM whose storage

contents can be rewritten. The data memory 102 is
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whi ch controls the whole portion of the IC card 11. 25
The data nenory 102 is configured by a nonvol atile
menory such as a flash nmenory or EEPROM whose storage
contents can be rewitten. The data nenory 102 is used
to store various data itens. The working nmenory 103
is avolatile nmenory in which processing data is
tenporarily stored. The prograngnmenory 104 is config-
ured by a nonvolatile nmenory such as a mask ROM whose
5 storage contents cannot be rewitten. In the program

memyidedd & bdrddtfyudfa£00t L OmPr 00 REBy, SHEMN @Smemory
application prograns and control data are previously

storedB iEhe: casitact 1 Pafidhony 105 iisieh cordews satd 0lata is
interface with the card reader/witer 12. Wen the IC

10 campddarisl a contatt tPpe pLogeaan, méhergondécts config-
portion 105 is configured by an interface which is

el ectracdiy ya rorroughat i e oneromt acsugh tas t memesk dROM whose
reader/witer 12. In the present enbodi nent, the
explHifash qcsntermtbre wherea Ronteetl type. | dleatle i grogram
used as sho FIG 2. However,_ in the £resent

enb Sttt |1 'n&h aajc”ctiffb% FREPH REPILRNED Bech as

I
s edll'cnr?ott M Sy edP e TR S APt sty

lC &iuafﬁgnégﬁﬁaé¥” 5f¥ﬁ%%5%%§c%yd§5%ghTunlcatlon

connunlcatlon con por con S radro

ConmMut &atd Qn and, %@%@M%M&P/wf%@f ves/ trgnsm &ﬁe IC

radi o waves for radi o communi cati on under the control
of tdirLanmun Gatd o £LontiPhe POE tELRY, 1 hé h€ontact portion

configuration of FIG 3.
105 is configured by an interface which is electrically
brought into contact with the card reader/writer 12.

In the present embodiment, the explanation is
made when a contact type IC card is used as shown in
FIG. 2. However, in the present embodiment, a non-
contact type IC card can also be applied in the same
manner. For example, when the present embodiment is
applied to a non-contact type IC card, the contact
portion 105 includes a communication control portion
which controls radio communication and an antenna which
receives/transmits radio waves for radio communication
under the control of the communication control portion
in the configuration of FIG. 3.

Next, the configuration of data stored in the data
memory 102 is explained.

The data memory 102 stores various data items

relating to a plurality of application programs (which
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Next, the configuration of data stored in the data 25
menory 102 is explained. The data nenory 102 stores
various data items relating to a plurality of
application prograns (which are hereinafter sinply
referred to applications) in file units. In the data
menory 102, folders for respective applications are
set. The folder set for each appltcation is defined
as an application dedicated 5 file (ADF). In the

fol der defined by the ADF, an elenentary file (EF)

i N whie el imatiatal 4 nplsedré fe it hed B PSR EODLbSS)
stored is provided. FIG 3 shows an exanple of the
confiirguriate amigfs. datra tred adatrg nenone BpHl | Latdens 10r
In FIG 3, the exanple of the configuration of data

rel aftG?PngECt’Q)l%ea@Fp]le%fawf@m aforetin The Hatder n%%r?or
102 is shown. As shown in FIG 3, the folder of th
apMQQEhl%ﬁP%%P%R#QWN&Fkﬂﬁ%&ﬂ?ﬁxﬁs(QWN@QWil%%%%%? dedlcated

ereale vagshas |BenAL I Sellop ntoLRt on ks A01) o

sy e hepl oo o aption o DL o0 0 o o
T 5 ) s vavdes T 06 1

20 whi ch steres sgl?&v%‘darqaé)@amﬁ@oﬂ §HQV\§oﬁfg§{1§atlon of
storage state in the data nenory 102. An exanpl e of

the ddd£ ot i atd WhONagde: et fon .

In FIG. 3, the example of the configuration of
data relating to one application stored in the data
memory 102 is shown. As shown in FIG. 3, the foclder
of the application is defined by an ADF (the DF number
thereof used as identification information is “01%)
201. In the ADF 201, an EF (the DF number thereof
used as identification information is “01”) 202 and
an EF (the DF number thereof used as identification
information is “02”) 203 are provided. The EF 202 is
a file which stores first data. The EF 203 is a file
which stores second data.

FIG. 4 shows a data storage state in the data
memory 102.

An example of the file configuration on the data
memory 102 shown in FIG. 4 corresponds to the example
of the file configuration of FIG. 3. A data area 212
of the first data file 202 of first data corresponding

to EF01l shown in FIG. 3 is configured by a first data
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menory 102 shown in FIG 4 corresponds to the exanple
25 of the file configuration of FIG 3. A data area
212 of the first data file 202 of first data
corresponding to EFO1 shown in FIG 3 is configured
by a first data area (first nmenory) 212a and second
data area (second nenory) 212b. In the present

enbodi ment, data stored in the7first data area (first
menory) 212a is called an A file of the first data
and data stored in the second 5 data area 212b is

cal leatka Efidte mdmdhe) f2154 gad asecdh@tdasa @rdat @second
area (first nenory) 202a of the A file of the first

dat ancanwgra) datzo ar emn (isee opce sremorgpbo@N2dnof ddnea Bstored
file of the first data are set on the data nenory 102

as tihe tdw of arsa P whieh sfores monohe) 2123 dat@aibed an
be stored in EFO1. In other words, the data area

whi ¢h Sitlor eaf tiHee rEFatt ke i ahd ofakedl stored in the second
doub e | ayered formon the data nepory 102. Likew se,

a d&tFardE2 1%t Jasf?ﬁl]el‘?‘g?o? Sktomit ditafirst data.

EF02. sh | ! fi
e by oYt arRa e Tt r &1 ﬁ%w'woaﬁ 182y '0f the A

second dala Aea: {Secont e vl e@{% 1L LSS S5 Shemory)

data stored in rst data ar

i's cajdiedban s fa | € of 5@%@@%98&&@&9%& Sé@r@de

in the second data area (second menory) 203b is called

20 ajdtd iMandfy tIe secoik daden dhad 252 wh Oa as @b s
(first nmenory) 213a of the A file of the second data

and vhelatia a1 e S aconsk nefwryd 12130 df the & Hétewdtds,
the second data are set on the
the data area which stores the first data is formed in
a double-layered form on the data memory 102.

Likewise, a data area 213 of a file 203 of second
data corresponding to EF02 shown in FIG. 3 is config-
ured by a first data area (first memory) 213a-and
second data area (second memory) 213b. In this case,
data stored in the first data area (first memory) 213a
is called an A file of the second data and data stored
in the second data area (second memory) 203b is called
a B file of the second data.

That is, a data area (first memory) 213a of the A
file of the second data and a data area (second memory)
213b of the B file of the second data are set on the
data memory 102 as the data area 213 which stores
the second data to be stored in EF02. In other words,
the data storage area which stores the second data is

formed in a double-layered form on the data memory 102.
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data nenory 102 as the data area 213 which stores 25

the second data to be stored in EF02. In other words,

the data storage area which stores the second data is
formed in a double-layered formon the data nenory

102. Further, on the data nmenory 102, a nmanagenent

area 211 which stores data nmanagenent information

used to . nmnage data stored ig each data area is

set. The data managenent information stored in the
managenent area 5 211 is information used to nmanage

whet her therfigdestondahd hstiMhbh8Pyi NodheafhEgbqdAtAL area
areas (A file) 212a, 213a or the second data areas (B

fil QLRMhi2]Hofes tdeta hdrea d@nagenenfoatgai @dlused to .
whi ch stores data nmanagenent information includes a
firstamgagaentstresd 10 €ddla daidh seceondi smanagenefite data
area 211b. In this exanple, data stored in the first
mandgERdRNdrteal A@ma sl @l $eeredata Hadagenepement area
information A and data stored in the second

managenerit dHearnatien suzed | e wRR a0 fenkejehent the newest
info tion B., 15 That is, the storage area 21la, of
the 4t | THgErRE L (Y% et o SR GRPTRRS s{ by abke) 2122,

1b of . the dat t jnforpation B
set e e i SHE y 02 S The Mrehgehent D ar baiB11

whi ch st i nf ti . t

hor ds, 1 neTS RS BRI e D SEERL LT bR BBbres aata
| nf GrARldHbris fordmehd brd 1 doubhSs | avef £d: FRLM 9BERE area

data nenbry 102. Next, data nmanagenent information Is
explainethnd Hdeorti shovsgan&onci ed £ 2XaepP! erRft £ N8 example,

dat%ata stored in the first management area 213a is called
data management information A and data stored in the
second management area 211lb is called data management
information B.

That is, the storage area 2lla of the data
management information A and the storage area 211b of
the data management information B are set on the data
memory 102 as the management area 211 which stores data
management information. In other wordé, the storage
area of data management information is formed in a
double-layered form on the data memory 102,

Next, data management information is explained.

FIG. 5 shows a concrete example of the data
management information. In FIG. 5, an example of the
configuration of the data management information for

data of the configuration shown in FIG. 4 is shown.

As shown in FIG. 5, the data management information
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managenent information. In FIG 5, an exanple of the

25 configuration of the data managenent i nformation

for data of the configuration showmn in FIG 4 is

shown. As shown in FIG 5, the data managenent

i nformation includes nunber-of-processes indicating
information 301, file determ ning information 302 of
first data and file determaing iAaformati on 303 of
second data. The nunber-of-processes indicating
information 301 5 is information indicating the nunber
of datal uwddd iM@nbdr-acessOsce ddes fin@icaatmy fidformation
determining information 302 is information indicating
one If1 t hel ife rédtadaiion irey ein{dxriat B)n 2APa @nhdf secondhta
data area (B file) 212b in which the newest data is

wr i tareh faisl g hie tfe nmsitn ideg al n Qe el gecdindl datsedon@d data.
determining information 303 is information indicating
one of tHE'§ gl weecetresiiedioaBinanidnserpneion 301
data area (B fugg% 203b in which the newest data is

Wi e nt THE T dﬁtijld%ttam@Ne’%&e R T dtes& i Wheting

Liréoario%%lﬁ%%ﬁieséﬁb%' e 8 DS A g Eormat ion
f%@'ﬁﬁf’ooéﬁ ﬂcea%ﬁragongrng?%gtron J‘;Jhrst data

rea er/witer car opera

SUDFHﬁéaVOM %Qé)u%zaedarfc! Qm L e, el raeﬁéjaer(é!"fﬂfé 121210

20 perforns a process in response to a comman

suppld edhidd aRd heedasimdad o deyi gl dide i s ttn?e CAffst data.
reader/witer 12. Further, the IC card 11 transmts

t he Meswdcofd ddwe mmze&&wmmmdimﬁmﬁ@ 303 is
recei ved conmmand as
information indicating one of the first data area
(A file) 213a and second data area (B file) 203b in
which the newest data is written as the second data.

Next, the process in the IC card 11 is schemati-
cally explained.

The IC card 11 in the present embodiment is
operated on power supply voltage supplied from the card
reader/writer 12. The IC card 11 operated on the power
supply voltage supplied from the card reader/writer 12
performs a process in response to a command supplied
from the terminal device 13 via the card reader/writer
12, Further, the IC card 11 transmits the result of
the process corresponding to the received command as
a response to the terminal device 13 via the card
reader/writer 12.

The concrete process of the IC card 11 is cdivided

into a data readout process which transmits data stored
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a response to the termnal device 13 via the card 25
reader/witer 12. The concrete process of the IC card

11 is divided into a data readout process which
transmts data stored 10 in the data nmenory 102 or the
like to the exterior and a data witing process which
wites data received together with a command into the
data menory 102. Next, the dataowi-ting process in the
ICcard 11 5 is explained. In the IC card 11, a

process of witing data into the data nenory 102 as a
nonvial atHd eddmeroiamety t1e2 | dketheé sl pies f b Mege Wikt €rior
data is ensured. FIG 6 is a flowhart for

i1 wsta at idegxa her 0l ipy qoeckr €s ofhidie wateeswddtagreceived
process in the IC card 11. Further, FIGS. 7 and 8 are

di agretshowi g axeamplasd ointdatthetdred memehe He2 a
menory 102. FIG 7 shows an exanple of data stored in

t he dat a Wehor yeN92Xdlet of 61§ hed dR¥aCHF §t FRgt PP okesgard 11

FI G, 8 shaows, 15 an exanple of data stored in the data
menory efiéaaﬂfrieéjr the data witing process. An exanple

of the Saha lE! 140,00 08805 1 0 Leed C £t Hulunca sneo
S g AP TS UL W AT e 10ke
fromd ?ﬁeﬁﬂfﬁne{c@%ﬁffé’wdéﬂ 12 ¥4, tdg, contact portion
105. If the wite conmand which requests the data
FIG. 6 is a flowchart for illustrating the
procedure of the data writing process in the IC card
11. Further, FIGS. 7 and 8 are diagrams showing
examples of data stored in the data memory 102. FIG. 7
shows an example of data stored in the data memory
102 before the data writing process. FIG. 8 shows
an example of data stored in the data memory 102 after
the data writing process. An example of the data
writing process in the IC card 11 is explained below
with reference to FIGS, 6, 7 and 8.
First, it is assumed that the IC card 11 receives
a write command which requests a data writing process
from the card reader/writer 12 via the contact portion
105. If the write command which requests the data
writing process 1s received, the control element 101
of the IC card 11 acquires data management informa-
tion A stored in the first management area 21la and
data management information B stored in the second

management area 211lb in the management area 211 of
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witing process is received, the control elenment 101
of the IC card 11 acquires data managenent informa- 25
tion A stored in the first managenent area 2l1la and
dat a nanagenent information B stored in the second
managenent area 211b in the managenent area 211 of -
11 the data nenory 102 (step S11). |If the data
managenent information of the AIfil-e and the data
managenent information of the B file are acquired,
the control elenent 101 determ nes 5 whether the data
managenetdtd nieaamt i 1000 | (sthep AABNM. B are normal or

not (step S12). For exanple, whether the data
managenentt i tiordmta omnageroemal ioformodtisn def ethe nad
according to whether or not number- of-processes

i ndifdalts mpd rifher et o marsaabresn t hien Hegea t 1on nehageereht Lile
information A or Bis set to an abnormal_ val ue. For
exari"pqee a%‘rblrFetChe SR of 2 pr s 1@%0"}1%‘%\%%@“@3

(ORI T TS AT U ST R bt Lo A and
exarg)la%)e %En dlat %Q:ag s'? t%ﬁ or maf:tl on >|<asm J".Se whether

deternlne norna [ nunber o) Bcessts

90 I TN 5 S0 gy, e

bi nargy dgﬂealrﬂlq{gd Rcordi dyh Shyiscigapr es ek bﬁ{umber—
"11111111" in binary notation)”. This is because

t hersr Qb s imdiassi id i Iyrd Mt 168 used as the data

nunber - of - processes indicating information in the data

manageneydndntf dnmiddnaticn A or B is set to an abnormal
value. For example, when the number-of-processes
indicating information is expressed by a hexadecimal
number (which is a number ranging from “01” to “FE”,
for example), the data management information is
determined to be abnormal if the number-of-processes
indicating information is set to an abnormal number
such as “00 (which is expressed by ‘00000000’ in binary
notation)” or “FF (which 1is expressed by ‘11111111’
in binary notation)”. This is because there occurs
a possibility that the number-of-processes indicating
information in the data management information is
rewritten to an abnormal value if a data writing
failure occurs.

When it 1s determined in the above determination

process that both of the data management information
items A and B are abnormal (“NO” in the step S13),

the control element 101 determines the data writing



rewitten to an abnormal value if a data witing

failure occurs. Wien it is determned in the above
deternmination 25 process that both of the data

managenent information itens A and B are abnorma

("NO'" in the step S13), the control elenent 101

determ nes the data witing 12 process for the wite
conmand as an erroneous processl.2 I-n this case, as an
error process, the control elenment 101 returns a

status to the effect that a wite error has occurred
because-ddre flat a e nagere ndormd od N&ad | DM Sr it Snebnorpdbcess.
to the card reader/witer 12 (step S14). Wen it is

det emritiieids igrsde above deter Pnatésn, pProcessttdhtelement
only one of the data managenent informa- tion itens A

and B] srelbhorsred (THES it the ofegpcSiB)at aherite error
control element 101 selects (uses) the data 10 ,
nmandFehstfiCH NSt rRAGOH St 3t aiataragaern hotnforngeion

bnar mal t 15 d ds th t he
S op ST T |00 Soert BT A oo f%’tﬁ;% 514).
det ' ' . ab i nat j t hat .
pot b of ek harREEREnt AT B et GAEo T R Bher et ion

and gﬁ'cﬁfeesﬁoar}{% dn1¥EXnd b f he st §%na%§§e&@nfﬂpérma—

el emrent 101 conpares the nunber-of - process

i nditGadr Nt drd of Nedd ) of dheo s B MeYRgeNBitthe step S13),
information A with the nunber-of-processes indicating

| nf aretdart of] tdiegata Tenagenents | Nissapttion & ed

(step S16). The conpari son process is a process for
management information which is determined not to
be abnormal (step S15) and proceeds the process to
the step S19 which will be described later.

When it is determined in the above determination
process that both of the data management information
items A and B are normal (“YES” in the step S12), the
control element 101 compares the number-of-processes
indicating information of the data management
information A with the number-of-processes indicating

information of the data management information B
(step S16). The comparison process 1s a process for
permitting the control element 101 to determine the
data management information having information which
indicates a larger number of processes as the newest
data management information. That is, the control
element 101 determines one of the data management
information items A and B which has information indi-

cating the larger number of processes as the newest
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permtting the control element 101 to determ ne the
dat a managenent information having information which

i ndicates a | arger nunber of processes as the newest
dat a managenent information. That is, the control 25

el ement 101 determ nes one of the data managenent
information itenms A and B which has information indi-
cating the | arger nunber of procgsses as the newest -
13 data nanagenent information. Therefore, when it is
determined as the result of conparison that the
nunbﬁgtgﬁmgﬂégémgﬁﬁ ineheadd . i nformation of the

dat a nanagenent information A5 is larger than that of
t he data Teswgeseant windormationdeBeftAize® b8 the steplt
S16), the control element 101 determ nes the data
nanagfe menmtpd mifoymethan #ashiriee nevesp rdat asemnageéheat ing
information (step S17). Further, when it is

det i qarp ot Haf ridwuldatof M@mrmt somfotmatite A
nunmber - of - processes indicating information of the

dat & SRt aThi'diatatd orF B8 i 62t 3 apdyer g ememt t Hafopation

d f A (A< B th t
SIGE Uhe abritt e S Ty eéwﬁ%% l%%eraef.reé 181
f B 15 th
a0 El Y SR BARIGUTE SRR A oo
h e
o B e rhnddie D Al LAREISES 1)

I nf gryiHeon AHeh "4 1@%é{@rr{‘i’d’€:@ras of h P PEESPESo £

i ndi cating 'information of the data
comparison that the number-of-processes indicating

information of the data management information B is
larger than that of the data management information
A (A < B in the step S16), the control element 101
determines the data management information B as
the newest data management information (step S18).
For example, in the example of FIG. 7, the
numpber-of-processes indicating information of the
data management information A is “2” and the number-
of-processes indicating information of the data
management information B is “3”. 1In this case,
the control element 101 determines that the number-
of-processes indicating information of the data
management information B is larger than that of the

data management information A. As a result, the

control element 101 determines that the data management

information B stored in the first management area 211lb

is the newest data management information for data
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20 managenent information Bis "3". In this case, the
control element 101 determ nes that the nunber-

of - processes indicating informati on of the data
managenent information B is larger than that of the
dat a managenent information A. As a result, the 25
control elenment 101 determ nes that the data
managenment information B stored in the first
managenent area 211b is the newest data managenent
information for data - 14 itens shown in FIG 7. In

t he inBrersidwprocesses 7 ndicating informati on 301
it is permssible not to set an upper limt. For

exanpl e, whethé heumbwbes £ of rPrO§8ssesndNdh€ahyNOntSrmation
information 301 is expressed by use of two digits in

t he Helxadieci il pawotiad 4 Onl € frost exangde, am wabee I anpt Ng
from"dA" to "FE"), the control elenent 101 is only
requiideccranses, avimaxtthaluenofr*¢E'proce9des ana@icating
val ue of the nunber-of-processes indicating

i nf oo Hoh 19 rekpies e LY iEse so%nwo ré&ed Fedin
for the cont el enent 101 to detern1ne that "01" is

| ar get° it e daine L Vi UL RIS, @ value ranging
nunq%&Dothqu@ssga%;nd at“ﬁ%hlnf§&§§%$§§tsp&l W only

detern1n|ng the n

i nforamtiQny &?esectorg g@éﬁ.fﬁgée tJPL‘ﬁ?ﬂ%e‘s ol &

det ermi ni'ng i nf ormat ef mi ni ng 1 nf oF et on

of & Jiije hialhe 'rﬁm?oélp—@@—Mdéé%’eé)bir?&faa@{n&a{ﬁf5ﬁnat1on

be witten based on the newest data nanagenent
301. In this case, it is only required for the control

element 101 to determine that “01” is larger than “FE”
as the value of the number-of-processes indicating
information 301.

When determining the newest data management
information, the control element 101 acquires file
determining information (file determining information
of a file which is a to-be-written object) of data
to be written based on the newest data management
information (step S19). When the file determining
information of the file which is the to-be-written
object is acquired, the control element 101 determines
whether a data area of data which is last written
(newest data) is the first data area (A file) or second
data area (B file) based on the file determining
information (step S20).

For example, in examples of FIGS. 7 and 8, the

file determining information of the first data as
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information (step S19). Wen the file determning 20
information of the file which is the to-be-witten
object is acquired, the control elenment 101 detern nes
whet her a data area of data which is last witten
(newest data) is the first data area (A file) or

second data area (B file) based on the file

determining 25 informati on (-stewp S20). For exanple, in
exanples of FIGS. 7 and 8, the file determ ning
information of the first data as 15 the data
managesneidtd nfiatapdnmant cont @imst 1 & oot & ofs Mfehmation
identifies one of the first data area (A file) 212a

and Welggndi dent ol fren ¢ fof edh@12brsn dhighatde (A file)
newest data as the first data is stored. Likew se, the

5 fidladand iierond i dlor mat¢dn(Bffike) setdpndidaraias the
the data managenent information contains information

vvhl APWSHeria ¥4 85 orlf of L¥He 9373t1%a? BOBFRa (wk?wéﬁer the
13 d dat B file i
et SR SR & ?eﬁéca%dkﬁ??ﬁe?s the
:ﬂfg?%aeﬁgﬁgl % gqf%f?r%é£Ho£Sé%% s f&f&?gaghon which

dat%xﬂﬁﬂﬁﬂ@ﬂ@@toﬂéﬁé¥'%ﬂé‘%Héﬁywwé%b'érege ﬁfﬁ}fsﬁ 2%3a and

t he newest data managenent ormati on S case,

t he Li¥dDlapl £renda 103 detey mnes 1habhlon t fige NE¥ESEt data

data is witten in the first data area (A file) 212a
for ddhetd redcatad adadd kiesd steoréd, the exanple of FIG

7, the file determning information

Further, in the example of FIG. 7, the file
determining information of the first data is set to
“A” in the data management information B which is
determined as the newest data management information.
In this case, the control element 101 determines that
the newest data is written in the first data area
(A file) 212a for the first data. Likewise, in the
example of FIG. 7, the file determining information
of the second data is set to “A” in the newest data
management information B. In this case, the control
element 101 determines that the newest data is written
in the first data area (A file) 213a for the second
data.

When the data area (file) in which the newest
data is stored is determined in the above determining
process, the control element 101 determines a data
area (file) in which data other than the newest data

is written as a to-be-written area (step S21). 1In
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of the second data is set to "A" in the newest data
managenent information B. In this case, the control 20
el ement 101 determines that the newest data is witten
inthe first data area (A file) 213a for the second
data. When the data area (file) in which the newest
data is stored is determned in the above determ ning
25 process, the control el enent140l- determ nes a data
area (file) in which data other than the newest data
IS witten as a to-be-witten area (step S21). In 16

t he exanptanwlie RGFIG. the tieyestwdat adhsaWMbtfenttdn in
the first data area (A file) 212a for the first data.

Thergforel re¢thedseccanckdatm atea) (Bl2al 8dr24Rd £$rst data.
determned as a to-be-witten area at the present 5

ti mfHeorefdwee f itlse shatend Ldkeni seeai Bt helexadplle b

FIG 7, the newest data is witten in the first data

ar e eI ingd ARA fr -k Bekorl deta. aThehefpresent

the second data area (B file) 213b s determined as a

t 0- B0 i 13 ent 2 el Bt 1R Pr esehkCY 9@y R R S¥eBR4e of
10 . Jf the to-be-witten area is deternmned, th
conﬁ?% 'é#%ﬂ%ﬁ? ﬁ?ﬁ?%%ﬁg%ﬁ?nﬁ?rﬂ?%ﬁF?% b?o£%§s§f6?t data

dat a, Wy C{hi j(lt bﬁ%ifég\;‘tﬁé‘t%é%’@a@&\!g area. Al L DE,

present tine (step S22). en t e data Writing process

Lhe SIS TR ot (B 4002, D el 2 o

updatdfe-written area at the present time for the second
data.

If the to-be-written area is determined, the
control element 101 performs the write process for
data which is to be written into the above area at the
present time (step S22). When the data writing process
is correctly terminated (“YES” in the step S23), the
control element 101 performs a process of updating
the data management information (steps S24, S25). 1In
the data management information updating process, the
data management information which is determined to be
the newest information keeps the state as it is and
the data management information which is determined
not to be the newest information is updated. For the
data management information which is determined not
to be the newest, the number-of-processes indicating
information is updated (step S24) and each file
determining information is updated (step S25).

That is, the control element 101 rewrites the
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t he data managenent information (steps S24, S25). In

t he data managenent information updating process, the
dat a nanagenent information which is determ ned to be
20 the newest information keeps the state as it is and
the data managenent information which is determ ned
not to be the newest information is updated. For the
dat a nmanagenent i nformation which i.s determ ned not

to be the newest, the nunber-of-processes indicating
25 information is updated (step S24) and each file

det efuRpd A F Y PEEBE S0 {Savpsel 84 (SEEPmaEPIn idhehe data
is, the control elenent 101 rewites the 17

nunhedrn0f enps 10€ eSseSraei cat wingch nf or Het & oni hed t Ret dad ape
managenent information which is determ ned not to be

t he texwestwe sif or mid rroant 1 on at o ad uea bt advieali dyd aldi agding
"+1" to the nunber-of-processes indicating information

5 of “the wat@eramagesrerefipforens¢onindiichting information
determ ned to be the newest information (step S24).

Fur tHertng H& edritderIenementndoama eiwn t el eachs fd¢eermined

determ.nin informatjon in the data managenent

i nf oTHERS I SHITEEF s TR EPMT He hdter os%lg) t heF mEWeE /
infaqrnatio st ep, S25). The control el nt 101 .

;r evvrotlr%eescl?nﬁéeo%e?le?nﬁ?# nb&fﬁ%‘i‘lﬂﬁ?%ne?ﬁhv\fﬁ? ePeafaining
in tihﬁf@aadﬁmaﬂ@r@% a4 0 AR L QR Eled Siiation which is
detern1n¢ not to be t he newest |n?ornat|on ?o _

i nf i@t ipihdddigcatinga dad anayea: frflf&ﬁ)latf‘or\{m'(gﬁeep 525) .

data is witten at the present tinme. 15 Further, 't

contmrd @lrefest d0dmeerid ESr@petds | £ile determining
information of written data in the data management
information which is determined not to be the newest
information to information indicating a data area
(file) in which data is written at the present time.
Further, the control element 101 rewrites each file
determining information of each data which is not
written at the present time in the data management
information which is determined not to be the newest
information to the same information as each file
determining information in the data management
information which is determined to be the newest.

For example, when first data is rewritten in the
data memory 102 shown in FIG. 7, the control element
101 rewrites the data management information A of the
first management area 21la which is determined not
to be the newest information into a state as shown in

FIG. 8. That is, by comparing FIG. 8 with FIG. 7, it



10

15

20

25

determining informati on of each data which is not
witten at the present tinme in the data managenent

i nformati on which is determ ned not to be the newest
information to the sanme information as each file 20
determning information in the data managenent
information which is determned to be the newest. For
exanpl e, when first data isatewgtten in the data
menory 102 shown in FIG 7, the control elenment 101
rewites the data managenent information A of the 25

firsts nERage®Id afea 24a wWiigdr 1 srdet oot 88 DOY1 EQt ing
be the newest information into a state as shown in

FI Girforhadiors, o bytoonpedd ngad demént i &tfat Yoni A shown
18 is understood that the nunber-of-processes

i ndiicati Ty 4 nformetdiontef ireo d al nemageneat-of-processes
information A showmmn in FIG 8 is rewitten into "4

(t helnsbirasdyingf -Jpriooesstason | o Wee | drt ¢ Maragehent ofnforma-
the data managenent informa 5 tion B "3" + "1")".

Fur tH&" by Yorparing £ dusthes + PyiepmparinggIG. 8

under.st o th file determnin i nf or ion of the,

fi ré”tltd’a&gqnai'he”daltsa ‘ifﬁ%gﬁab%‘}ﬁegﬂ ERa g i Rt AR HBWRI

in El 8 is rewitten to "B (information indicating a

uat o OSSR FE R S
fil } 2N [ 1] f ot ta.in
thqugféaﬂﬁigenl;ggrg%%n%}r% orAnaoétnIng'n 8A P%h%%mp{ﬁt%?G&S IBS
fEWWdﬂﬁﬁHkﬂé%fd%(ﬂﬂﬁiéhﬂfhéhﬁ<§§@§ afé@oiﬂa%h98h3§héh9irst

file determning information of the second data in
t he ddataa ianagen®dtt) 4 frad Bt iOMd)ermining information of
the second data in the data management information A
shown in FIG. 8 is rewritten to “A (which is the same
information as the file determining information of the
second data in the data management information B)”.
When the above updating process for the data
management information is completed, the control
element 101 determines that the data writing process
corresponding to the write command is completed.
When it is determined that the data writing process
corresponding to the write command from the card
reader/writer 12 is completed, the control element 101
transmits a status indicating that the data writing
process 1s completed to the card reader/writer 12.
When data is read out from the data memory 102
with the above configuration, the control element 101

determines the newest data management information by

the same process as the process containing the steps
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15 When the above updating process for the data
managenent information is conpleted, the contro

el enent 101 determines that the data witing process
corresponding to the wite comuand is conpleted. Wen
it is determned that the data witing process 20
corresponding to the wite command fromthe card
reader/witer 12 is conpleted, jthe control el enent 101
transmts a status indicating that the data witing
process is conpleted to the card reader/witer 12.

Whers it i1 et Otdadd ot hendatavd@imiyc 4022528 on the
with the above configuration, the control elenment 101

det erdudes dden newesdertiat @ Ivhegeeidn j nf or mati on by

the sane process as the process containing the steps -

19 S11 tAc&I8damg treadse odibotdhedameaestitata basedson even
the newest data nanagenent information. According to

t he idbov ol leemwdedigs process, tlew edata fwal hiobl RAPcess,
occurs during the data witing process, 5 the data
mandgEmetta MUgRTUH- |anwmfufpm ekt NIherRfdr R

data obt aj ned i mmedi at e fore tart
wri tiRF %ﬁ%séi%% %é %ﬁ%‘?f‘f Ja’ﬁ%?%%or%v%ﬁaﬁmg

bl
f‘nli’é‘h%id“%"‘:.‘%f‘%f%?ﬁ‘% PN qurﬁsa%c‘it e gemole,
' ee\?J Jthfn%a %}?&?ﬁ&k?&éé&‘?s ﬂ%?ﬁéﬁoégg of writing

startlng a Wi
hel dyo Furihes . ¢ fatg f'PI@Q@fTBEHe | pf pregdon, '§at‘9§tln the

updated until the data witing process is correctly
B file of the first data (the newest data at the
starting time of the data writing process) is kept
held. Further, data management information is not
updated until the data writing process 1is correctly
terminated. In this state, in the IC card, data of
the B file of the first data is determined to be
the newest data and data obtained immediately before
starting the data writing process can be ensured at
the time of interruption of the data writing process.

In the above data writing process, whether the

newest data is stored in the first data area or the
second data area 1s determined based on determination
information stored in the management area, data is
written into the data area in which data is determined
not to be the newest data and the determination
information is updated when the data writing process

is correctly terminated. As a result, data obtained

immediately before starting the data writing process
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termnated. In this state, in the I1C card, data of 15

the Bfile of the first data is determned to be the
newest data and data obtained i nmedi ately before

starting the data witing process can be ensured at

the time of interruption of the data witing process.

In the above data witing process, whether the 20

newest data is stored in the fiaost -data area or the

second data area is determ ned based on determ nation
information stored in the nmanagenent area, data is

Wi tdzen anteh e dlat amarage it 1 vl ey dat Gcé $s thed et timaetls not
not to be the newest data and the determ nation 25

i nf arenatiirerd | o wipdet quk adeess tdie eladar img tdanga pr otessefore,
Is correctly termnated. As a result, data obtained '

i medieatreiocdrsfiore speed 0 athel Yatardrhia Vihgg p? odets write
20 can be ensured. Further, a long processing tine is

not EBHUiTeEYHt it PRS2 EFRAri ng dat a.

Therefore the progessing speed of an ] C card, havin

a data\MN?%F'e%§%?$h€l?%ﬁ%?$oﬂgcgﬂebgaéﬁhgﬁ% ﬁpgSPrgcess
Next., nodi ficat i of the dat iting process in

t he Hrbacgéerg(rllcef%é gglpllalsi nee)éepﬁllnr??% nobil e el ectronic

devi ce sugh as. the] G Q%Qt}am%en&esi%@ Qﬁxhn s the, IC

significance is witten performng a plurality of
dat & #d ti N9 PHOCESELhAPind Os SONBr £888Se FOrwexeaBhepy

in the 1C card 11, one data is ~divided and stored
int gy M Rld ty pludldt e §idesddEr)writing processes in
some cases.

For example, in the IC card 11, one data is
divided and stored into a plurality of data files (EF)
in some cases. In such a case, in the IC card 11,
the data writing process is performed plural times in
order to write data into respective data files. That
is, when one data having significance is stored in a
plurality of data files, the data is written into a
plurality of data files by performing a data writing
process plural times.

In a settlement system or entrance/exit management
system utilizing the IC card, the data writing process
is performed plural times in a series of transaction
processes in many cases.

In the above cases, it 1s required to ensure
the matching of data items in the whole portion of a
plurality of data writing processes or in the whole

portion of a series of transaction processes performed
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in some cases. In such a case, in the ICcard 11, the
data witing process is perfornmed plural tines in 15
order to wite data into respective data files. That

i's, when one data having significance is stored in a
plurality of data files, the data is witten into a
plurality of data files by performng a data witing
process plural times. 20 In-a dttl-enent system or
entrance/ exit managenment systemutilizing the IC

card, the data witing process is perforned plural

ti mes) idrderserd es idfe tarensictd on  processes in many
cases. In the above cases, it is required to ensure

25 the netrchinigs ofxatap e i tassa imodhel ehblenpoftthhe okta
a plurality of data witing processes or in the whole
por WISt igf9 P rserg s FToW alis dck§ orf privteseeecde? fof ned
- 21 in order to wite one data, In this exanple, as

a NMEATICRT SRV tHE Mt P E 1 P riot 63 sP showh! Fh

FIG 6, th o] f ' wh . d to b
wri totér?i edpéloﬁr?iéjﬁp%ee%‘%u%la]? %ﬁai‘ejn@g ?ocgss:s i's

expl ai ned}?%(ﬁ % 195 ' 3 %év};gﬁgdrh‘?r%?;o%lil'lét?]?%{f‘ftl%nghéhSrocess

proces_s 0] ensurlng_ _oe atla 1O be w en Dby a

pl urgd !éﬂsﬁéngﬁ%%ﬂ'&é %%@%@%t%% r9CeBSrality of

shown in I's a nodification of the Pprocess

showrdd) o iG iy Jiedesdds forthe iPrdddss shdPRTLONBIG. 9 is

whi ch are the sanme as those of FIG 6 are denoted by

t he sam Iefelenge &y Sodeess shown in FIG. 6. There-
fore, in FIG. 9, portions which are the same as those
of FIG. 6 are denoted by the same reference symbols and
the detail explanation thereof is omitted.

In the process of ensuring data by the whole
portion of a plurality of data writing processes, the
control element 101 performs the process of the steps
S11 to S23 in response to each data write command from
the card reader/writer 12. That is, each time the data
writing process corresponding to one data write command
is correctly terminated (“YES” in the step S523), the
control element 101 determines whether written data is
the last data or not (step S31).

The card reader/writer 12 sequentially supplies
a series of data write commands to the IC card 11
each time a status indicating completion of the data
writing process corresponding to each write command

is received. On the other hand, in the IC card 11,

a status indicting completion of the write process is
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the detail explanation thereof is omtted. In the

process of ensuring data by the whole portion of a
plurality of data witing processes, the 15 contro

el ement 101 perforns the process of the steps Sl1 to

S23 in response to each data wite command from the

card reader/witer 12. That is, each tine the data

witing process correspondi ng t2@ one data wite

command is correctly termnated ("YES" in the step

S23), the 20 control elenment 101 determ nes whet her

Wit et d$ eddte 1 88d dadpodshHotof s oreBilng dhiesach
card reader/witer 12 sequentially supplies a series

of daticcemwddrenayodmiendsoml étted] C card 11 each tine a
status indicating conpletion of the data 25 witing

process chreesporei ngntcheath eridel tonwagohefswritten data
received. On the other hand, in the IC card 11, a

st atius tilRlilbtsthglaomPetion b deiee wiined frawed sof scapmands
transmtted each tine a process corres ondlﬂgr}o each

vvrl tsé%%?;]m@rﬂj“ﬂé %&?ﬁlﬂeﬁ%dfr@rfﬁe%&? orardiFeader { e Ehed 12
t tt th st_dat '
get ot & 1o : B %ﬂ %hﬁa%%lo%ejs% S F oty RdBp e
r
i dgn i caafiraonlrslen orrm %%ﬁ&?%%l%lg?rﬁ%g@ﬁ k?e dattacmd

the écsﬂggt avg%tﬁ%me;nwnﬁemé tachers1 o1 andit €01 may

conmman e control enent 101 may determ ne
whetdere 95 motyilat e i Sot heot agitdal @ brsetadd @atiheased

identification information attached to the
on the identification information attached to the
received command. Further, identification information
indicating the presence or not of a next command may be
attached to the present write command and the control
element 101 may determine whether or not data is
the last data based on the identification information
attached to the received command. Further, the control
element 101 may determine that the last data is written
based on a command indicating completion of a series of
write processes from the card reader/writer 12.

That 1s, when it is determined in the above deter-
mination process that the written data is not the last
data or that data to be next written is present (“NO”
in the step S31), the control element 101 transmits
a status indicating completion of the data writing
process corresponding to the write command to the card
reader/writer 12 and then proceeds the process to

the step S19. In this case, the control element 101
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recei ved conmand. Further, identification informtion
i ndicating the presence or not of a next command may
be attached to the present wite command and the
control elenent 101 may determ ne whether or not data
is 15 the last data based on the identification
information attached to the received command.

Further, the control element I0d rmay determ ne that
the last data is witten based on a command

i ndi cating conpletion of a series of wite processes

frompdihm oad dkieagerd Wiieind Zor@dfedhator SespbrAihl t8 a
deternmined in the above deter- mnation process that

t he detd tveni dat@msamdindke sasplidat Arom thatcdatiartaeder/
be next witten is present ("NO' in the step S31),

t he woittegnl 12| esteses 19U ttan$¥its a status indicating
conpl etion of the data witing 25 process ‘

cor r esponditag, t e heroeese ebnihAdStereheléaka S31 is

reader/witer 12 and then, proceeds the process_io t he
st epr WRPLIRLY Rereageed e Eont +ol CeFémbht uabiloghe last

f t he dat it dj
(ot 1307 16" UMM next SUpBTT QR 1 1ok { RESbaF 4 P EadeF?

I t. 9 S , f ot
witSled? {3t o2 SIRLE, o TWey Lie praeeas.al eibe.
car d, s, 41t I&pw@iﬁ@%atg%m&%e&éﬁu ERofRafibBSHht the
a plurality of data™ 1tenms can"be witten into a
plurgtidarpfidata files w thout updating data

managenent information in the |C card 11.
When it is determined in the above determination

process that the written data is the last data or that
data to be next written is no more present (“YES” in
the step S31), the control element 101 proceeds the
process to the steps S24, S25 and performs the process
of updating the data management information.

In this case, in the updating process for data
management information, number-of-processes indicating
information of the data management information which
is determined not to be the newest information is
updated in the same manner as in the step S24 (step
S24). Further, the control element 101 updates file
determination information of each data file in which
data in the data management information determined not
to be the newest i1s written to information indicating
a data area in which data is written. Further,
the control element 101 updates file determination

information of each data file in which data in the
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10 When it is determned in the above determ nation
process that the witten data is the |ast data or that
data to be next witten is no nore present ("YES" in
the step S31), the control elenment 101 proceeds the
process to the steps S24, S25 and perforns the process
15 of updating the data nmanagenent information. In

this case, in the updating proceass-for data

managenent i nformation, nunber-of-processes indicating

i nformati on of the data managenent information which

i's detter Maeddrind o e drer ienesdt d M iotedtion ds 29
updated in the sanme nanner as in the step S24 (step
S24)heFurdweart, itshenatontridlteel enenthel OlamgpdiatBsrnfiat gon as
determination information of each data file in which

dat &iilre tdwe edation atairmay elmeft roiaif igrmmet§ o el edastrari e grytent
to be the newest is witten to information indicating
25 ardsraadrian iwh i che drtersingd theke Fuie HevWesthe
control elenment 101 updates file determ nation

i nf GRS 15" e®dPRIat2’ file in which data in the -

24 data nagenent information determ ned not t

b
the newe n!% _‘fc‘?/\ﬁt? ne??_)u]fhrégs%}ﬁ% N Jn%?i%g %}gde
file s tefé&ﬁimcﬁgﬂeéﬁ Orgm !@&dp{sot{g gﬁsﬁam@a@r@mtm

i nf ormat i"on i S det‘erm ne e newest 5

i nf ortd o { U LREN i bdd HPFOLCESSe Ha e S ANGehde
mat chi ng of whole data itenms witten by a series of

pl urig] £ Hataa Wl ti NApdH SeSHasn asnslaserd bedi aboyeprédesses

dat a managenent
by the series of plural data writing processes are all
correctly terminated. Thus, even when data items are
written into a plurality of data files, the matching of
whole data items written into a plurality of data files
can be maintained and the whole data items for the
series of plural data write processes can be ensured.

For example, when a problem occurs during a series

of plural data writing processes and the process is
interrupted, the data management information is not
updated. Therefore, whole data obtained immediately
before starting the series of plural data writing
processes can be ensured. Further, a plurality of
data items written by a plurality of write processes
can be ensured in each data unit having significance.
Since a process for ensuring data does not require a
long time, the operation speed of the IC card having
the data write ensuring function can be enhanced.

As described above, in the IC card of the present
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information is updated when the data witing processes

10 by the series of plural data witing processes are

all correctly term nated. Thus, even when data‘itens

are witten into a plurality of data files, the

mat ching of whole data itens witten into a plurality

of data files can be maintained and the whol e data

itenms for the 15 series of plurpg data wite processes

can be ensured. For exanple, when a problem occurs

during a series of plural data witing processes and

the MREESTeS, (HYE ef f Pt efhd tdecslad agaenages®atare set as
information is not updated. Therefore, whole data

obt aimed-damatli &t ed o 28s heforaatsd attémgatidedsesi £s ofter-
plural data witing processes can be ensured.

Fur trieerg 1ya vt iradn tintod thvatfifsensndvs¢temdbyaa areas.
plurality of wite processes can be ensured in each

dat &hwdlt deehd repisikmidneared. vigioite reprbedss #okong time
ensuring data does not require a 25 long tine, the

operfdti oh e d' Ot tHe REPERFY Pavd iR te hen gt BdrPrecess.

T the [GUATHE D Tho" BF cLante 28 SEnbt HERESRE ngnBodinent,

firsf n%rhdegsjnor{lcd data ML S Eeg é‘éerﬁfn%{fé‘n"‘@%f@r—

stores on em an ata I's a er - nat y Wi

"“‘hééE%J'Jé%qf!E’&%%%%m&&%“ﬁh I ththé?egétéagénls

be ensured wthout requiring a lTong tine or a data
Wi td g R OGSO £ Ar Shat @2 €NSAN & D106 PT ORESSecoldl §8€E, area

in the IC card of the present enbodinent, a

nManage iy Al&d. Wtedh steies detwFtoehi ORcbnhofata area
in which data determined not to be the newest data
based on the determination information is stored and
identification information is updated when the data
writing process is correctly terminated. As a result,
data can be ensured even if a problem occurs during
the data writing process.

The above data writing process can also be applied
to a non-contact type IC card or the like. Further,
the form of the mobile electronic device to which the
present embodiment is applied is not limited to the
card form and a block form, rod form or other forms

can be applied.
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mation used to determ ne whether the newest data is
stored in the first data area or the second data area
10 is provided. Then, data is witten into a data area
in which data determ ned not to be the newest data
based on the determ nation information is stored and
identification information is updated when the data
witing process is correctly temrgrinated. As a result,
15 data can be ensured even if a problem occurs during
the data witing process. The above data witing

process can al so be apphAedIstoLRImMED-tontact type | C
card or the like. Further, the formof the nobile

el ectronil. devinkeo il whi et tdvei @0d v ese ntorepbosli meg nt

is applied is not limted to the card formand a

bl ock foranfimet fdrta orerv herwi belsst eads béaappl i ed.

26 WHAT IS CLAIMED IS: 1. A nobile electronic device
conpri si ry:se@Pid rdataldrenaeyoryl ghi thosedréat aagayigalent
second data nmenory which stores data equivalent 5 to

dat & StGEd 5P%e 1 ridte dat s ety , MNYet er mi ni ng
section whi det erm nes ich ogne . of data, stored,

The {11 ste GRS TATE sret s CpraciefatfiRt QLanuth one
dat a ry i.s newest ta,. il ectjo

whi c%yg%%f%rsr}:soraeaﬂv\ﬁ itﬂjge Sfrlorgge]ésjs(?a% I{}\%Iﬁ(%rfe%]ri)%c@a%% stored

gtngrigg g(;{abfagéd{eﬁc} %&%ﬁ%%aﬁﬁ r% he |2l £

a writing section which performs a writing process
with respect to one of the first and second data
memories which stores data determined not to be the
newest data by the determining section.

2. The mobile electronic device according to
claim 1, further comprising:

an IC module containing the first and second data
memories, determining section and writing section, and

a casing having the IC module embedded therein.

3. The mobile electronic device according to
claim 1, further comprising a management memory which
stores determination information indicating which one
of the data stored in the first data memory and the
data stored in the second data memory 1s the newest
data,

wherein the determining section determines one of
the data memories which stores the newest data based on

the determination information stored in the management

memory.
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newest data by the determ ning section. 2. The nobile

el ectronic device according to claim1l1, further
conprising: 15 an I C nodul e containing the first and
second data nenories, determning section and witing
section, and a casing having the |IC nodul e enbedded
therein. 3. The nobile electronic device according to
claim1, further conprising-a ®anagenent nenory which

20 stores determnation information indicating which

one of the data stored in the first data nmenory and

the data st orred mabihe skpeotrtotht adeehos yacsottieng to
newest data, wherein the determ ning section

det erlrimes3 ,onfa1fhe 12 5 dnher ikt rag reemorp &t whg ce st bereswhich
t he newest data based on the determ nation information

st orvgflatie s He aredfgarieita t ok yfopratglomhet ol | &0 the

el ectronic device according to claim3, further
conpPAARRHN URRRT N 3EE LT O m.wcma%smfh%mg data
detern1nat|on forggtlon st red

t
o BatiF 13 W??re%gé%faﬁ TEEelis

of the fir a con data nmenories is correctly
cowﬁoﬁr%fgxg %é%? e electronic device accordi ng

to claim 3, yher wlw ﬂ@é‘@ﬂ&%@tdé@ﬂ%héﬁ&wgﬁé to

first and second nmanagenent nenories
det g i Y, Lhsactd ohdel S1 40 dfsn wWhh&hoopei B¢ 1udes first

i nformati on st ored

and second management memories, and the determining
section determines which one of information stored
in the first management memory and information stored
in the second management memory is the newest determi-
nation information and determines one of the data
memories which stores the newest data based on the
newest determination information.

6. The mobile electronic device according to
claim 5, further comprising an updating section
which updates determination information stored in
the management memory which stores determination
information determined not to be the newest informa-
tion by the determining section each time a process
of writing data into one of the first and second data
memories 1is correctly completed.

7. The mobile electronic device according to
claim 6, wherein identification information indicating
which one of the management memories stores the newest

determination information is stored together with
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in the first managenment nmenory and information stored
in the second managenent nenory is the newest determ -
nati on informati on and determ nes one of the data
menori es which stores the newest data based on the is
newest determ nation information. 6. The nobile

el ectronic device according to claimb5, further

conpri sing an updating secti-on2gwhi-ch updat es

determ nation information stored in the nmanagenent
menory which stores determ nation 20 information

det a8 RRA 10t da e therhenestod forime £i 08 bynd hgecond
deternmi ning section each tine a process of witing

dat adndgeneie efentidrel 4,1 sthantk seaond tat gec trbomrdesermines
is correctly conpleted. 7. The nobile electronic
deviwte cc coradiafy ded 25niclati o6, i mfrerred i duleht ¢ii$ cat ¢ vad
information indicating which one of the managenent
MenviTi €916 e anis th evRssa r 1 efet &9 nt dat howe $ hf o harrarion

Is stored together with - 28 the determ nation

i nf QARG G I The N st eidt Qe comicP TPk nghtred in the

one Tor e AR Tn TG et brt 4 oTASRL by ST hOE i formas
t i is th ' ' 5

on T AT i v e e LA ety FRICEne

man !t Yi | | f§Cal QM _ction. i
st oﬁgagf%qq:e%_%setclocﬁg%rga%gcgée%eeﬁé (deatbomd Blok MPacbtARt ion
updatiNg Reati N P esn thendet &f N netéoni h NEQE NBE T ORe

and identification information stored in one of the
management memories which stores determination informa-
tion determined not to be the newest information by the
determining section each time a process of writing data
into one of the first and second data memories 1is
correctly completed.

8. The mobile electronic device according to
claim 7, wherein number-of-processes indicating infor-
mation is stored in the first and second management
memories as identification information indicating
which one of the management memories stores the newest
determination information, and the determining section
determines which one of determination information items
stored in the first and second management memories is
the newest information based on the number-of-processes
indicating information items stored in the first and
second management memories.

9. The mobile electronic device according to

claim 3, in which each of the first and second
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10 managenent nenories which stores determ nation
informa- tion determ ned not to be the newest
information by the determ ning section each tine a
process of witing data into one of the first and
second data nenories is correctly conpleted. 15 8. The
nobi |l e el ectronic device according to claim7,
wher ei n nunber - of - processes 4 ndigcati ng i nfor- mation
is stored in the first and second managenent nenories
as identification information indicating which one of

t he JBRNAGRIRIN; JBEMHd BRSSO §S1Ld e Neyest &da memories
determination information, and the determ ning section

det eJdd fH oMl ity ane fcrdeterannatt ehd nividmtf@nther
items stored in the first and second managenent

menordngs iises tdre umvesing nfaorttadn orh baseddacdéhedetermina-
nunber - of - processes indicating information itens

st ortaidbri ninfroerrfd trisin agteb 1251 sigt otk meaTangereditt megroe ¥ gswhen
9. The nobile el ectronic device according to claim3,

in WHISCH A BFta hes fMrisitahdi e ohPluppligaref data
nmenori es |includes lurality of data nenories

cor PTG HPY & égéﬁ‘%j]dttay Lﬁ‘% Y S Rhi RFPF LT T HR Py use
conpﬁdqﬁi an updating section which updates determ na-

ti oY nfor Mt o $tBFEd- 9 t he managenent nmenory when

L ol o arn S en | it
one Och?. g B Pi!‘ﬁf'iyé et On fe Phay ALl Xc%{)/r%%tée to

menori es by a plura 0 1 T1ng processes

of the W id, ng,,S8add Oyl 5 T{le, mobile el ectronic
devi ce according to
an IC module containing the plurality of first
data memories, the plurality of second data memories,
management memory, determining section, writing section
and updating section, and
a casing having the IC module embedded therein.
11. The mobile electronic device according to
claim 9, wherein the management memory includes first
and second management memories, and the determining
section determines which one of determination informa-
tion items stored in the first and second management
memories is the newest determination information
and determines one of the data memories which stores
the newest data based on the newest determination
information.
12. The mobile electronic device according to
claim 11, wherein the updating section updates deter-
mination information stored in the management memory

which stores determination information determined not



claim9, further conprising: 10 an | C nodul e

containing the plurality of first data nenories, the
plurality of second data nenories, nmanagenent nenory,
determ ning section, witing section and updating
section, and a casing having the I C nodul e enbedded
therein. 15 11. The nobile el ectronic device

according to claim9, wherein 3te -ranagenent nenory
includes first and second nmanagenent nenories, and

the determning section determ nes which one of

det esgrigwatien ridiadterntd ot i @b gt oieddébetheningssection
and second managenent 20 nenories is the newest

det evhamadrieorwhalfeordeta ans vand: tet et mimes pheralitheof data
data nmenories which stores the newest data based on

t he mrewesite ddterariplatiohi ty rd Orwat omg drocTheesobi| ese of
el ectronic device according to 25 claim 11, wherein

t he thpdatt gl ke cis Wi epdat es deter- minati on

information stored in the managenent nmenory which

stores determ nation information determ ned not 30 to

be the newest information by the determ ning section

when one whole data is witten into a plurality of

data nenories by a plurality of witing processes by

use of the witing section.



