WO 2011/ 023284PCT/ EP2010/ 004838 1 Conputer-inpl emented net hod for ensuring
the privacy of a user, conputer program product, device Description The
present appltiahbig relates to a conputer-inpl enented nmphag§1000L8$Uri ng
the privacy of a user, a conputer program product, and a device. Summary 5
According to an aspect, a conputer-inplenented nmethod for ensuring the
privacy of a user and the utility of data comruni cated by a device, such as
a vehicle telematics device, to a server. The method nmay conprise noving
the device during a tinme period; 10receiving data at the device during the
time period; processing, by the device, the received data;

sumari zing, by the device, the processed data in a matrix, wherein the
rows and columms of the matrix define circunstances of novenent of the
device, wherein the matrix includes a plurality matrix-entries, and wherein
each matri x- ConiputeriinmpleArenteddhetirod forcavsuining thie iprivatgvota uderj ng the
time period under a pair gdmpaitér pragiaim daGtt, deweances of noverent; and
-transmitting the summari zed data fromthe device to the server

Summari zing the data in the matrix as descri bed above may have the effect
of 20 ensuring the privacy of the gggrig r'the utility of the data

comuni cated by the device. This i SURYOL the summmari zation reduces the

processed data to the di stance covered and the circunmstances of npvenent
inder v Rresentanplisaken gelatespop complasimplsmanted setheddonsnalineg i

i ncl ud |l Gsdrs Scofbiter bREJIERY pIRRBL 120A 4 BBvideer” s privacy. However,

since the transmtte ata 1 ncludes t 5 di stance covered and the
ci rcunst ances of novenent, the transmtted data retains utility.

Summary
5
According to an aspect, a computer-implemented method for ensuring the privacy of
a user and the utility of data communicated by a device, such as a vehicle telematics
device, to a server. The method may comprise
- moving the device during a time period;
10 - receiving data at the device during the time period;

- processing, by the device, the received data;

- summarizing, by the device, the processed data in a matrix, wherein the
rows and columns of the matrix define circumstances of movement of the device,
wherein the matrix includes a plurality matrix-entries, and wherein each matrix-entry

15 includes a distance covered by the device during the time period under a pair of said
predefined circumstances of movement; and

- transmitting the summarized data from the device to the server.

Summarizing the data in the matrix as described above may have the effect of

20 ensuring the privacy of the user and the utility of the data communicated by the
device. This is because the summarization reduces the processed data to the
distance covered and the circumstances of movement under which the distance was
covered. Thus, the transmitted data may not include sensitive user data, thereby
ensuring the users privacy. However, since the transmitted data includes the

25 distance covered and the circumstances of movement, the transmitted data retains
utility.



WO 2011/ 023284PCT/ EP2010/ 004838 2 It may be understood that sunmarizing the
data refers to conpressing and aggregating (e.g. statistically aggregating)
t he dat a.wOropamsiseul ar, sunmari zing may refer to converCiImpaodistance
covered at a specific velocity to distance covered at a range of
velocities. 5 The processed data may include at |east one of position data,
velocity data, and tinme data. In addition, the velocity data may indicate a

speed whi ch the devic as been npved. A The term, "velocity" may refer to
SPvect dt FiAy Bg' ARGRFIbed offed STRMATIAIEG e oA r{oreedd CoRpIIRTg BB ¢ he
val ue ofgdrBgalifg 96 gl YtatiticallF agBFRMAingR thé WatAen paRRUIATE summarizing ma
correl atgl%ggt hlzd Sosgi tion dapg gﬁd/ or '?ze vel oci ty?dat a a’nd/ or the ?i rrey dat a
wi t h najefemtooconveirting atdistamcercavieced at iaczpecific velocity to distamed adveredat a he
devi ce and bas n the correlation, that the user has 15 perforned an
action '%\ngﬁ OZH’%E%&&eCﬁ'at ed consequence; and generating, in particular
comguni cating, by the device, an alert in response to the action. The alert

may be understood as a sinple way of interacting with the user w thout 20
di st r acthégragessgdslata may wickide aklpaskone pfirpasitiansataneleeily dalel and time

vi sual di,sphay, andlor |1 Qn; ' Y. t | al n
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may pr dyéeteniovedr Thkitorm tVelbcity may esfer e aneicteravimp haliteetivh@andsvakie. t he
device such as _a drjver of a vehicle. Thus, the alert may be a sinple way
to i nf othe tefe ERsedomaheetercto the valug of tien¥sle¢iNeat i on nay 25 al so reduce
coslps, e.9. the cost of displaying a map. Furthernore, in view of the
alert, the user may be able to take corrective action to inprove his

dri vi ngTlie method spayntlirther abeprise: avoi d future alerts, etc.). 30 The net hod
may al so conprise.encryptin, fore,transm ssjio t he, su 1 zed dat,
Wher oi n_t he. CoreaNF0 2o RorliBo. s dnaue! SEVRISD fate dapEMe irectaa i
assi st am%\%iﬁfo(p,%ﬁaﬁ ssreH-orl theddilii¢d-on, the nethod may conprise encrypting,
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determining, by the device and based on the correlation, that the user has

15 performed an action with an associated consequence; and
generating, in particular communicating, by the device, an alert in response to

the action.

The alert may be understood as a simple way of interacting with the user without
20 distracting the user. The alert may be communicated and may include a visual

display and/or audio sound in such a way that substantially no distracting signals are

provided that do not relate to the alert. The alert may provide information that is

otherwise not available to the user of the device such as a driver of a vehicle. Thus,

the alert may be a simple way to inform the user of the action. This simplification may
25 also reduce costs, e.g. the cost of displaying a map.

Furthermore, in view of the alert, the user may be able to take corrective action to
improve his driving (e.g. respond to alerts, avoid future alerts, etc.).

30 The method may also comprise encrypting, before transmission, the summarized
data, wherein the summarized data can be decrypted by the server without

assistance from the user. In addition, the method may comprise encrypting, before



the transm ssion, the processed data corresponding to the action, wherein
the processed data can only be decrypted with a key of the user.

Fur t her nowe,2otine3rset hod nay conprise transnitting the ercrmro@doprssgessed
data fromthe device to the server. 5 Bhe two different types of encryption
may have the effect of inproving the security of the processed data. Thus,
the processed data may be stored on the server while still ensuring the

bt ne t8ctapamissias, el bocsssed defa Cttisppoafie 16oB8; Scighentielins SF ¢ ne
10 sumpbbéssbdldata 'd&naoH@ébéhéécwbtéEﬁWithneadﬁéyf iptpe ukdhFlrtHdrhoresiisd ance

of the 'user, the summarizéd data fray be protected fromthird Eartles.
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I\/breovetf1 % ornly encrypting and transmtting the processed data to the
server i ?esponse to the action of the user, CPU load on the device is
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data (the encrypted processed data) stored at the server to fully docunent
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at | east one position covered by the device. The rate of accel eration may
be det dviatanmer.uby ranha esengding and dtansmitting the processed dlataltattbe $emwedimn a
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vel oci tdatahgiosed gbihe serverdg fully deecumaatithenaetiancal the usey thatgagerategbthe

sensor -alert.

20 In some specific embodiments, the summarized data may be encrypted using a
public key of the server or a secret key shared between the user and the server.
Some embodiments may specify that the processed data is encrypted with a secret
key of the user or a public key of the user. In addition, some specific embodiments
may specify the simultaneous transmission of encrypted processed data and

25 encrypted summarized data.

It may be that the predefined circumstances of movement include one or more of the
following:
a velocity range at which the device covered the distance;
30 a rate of acceleration at which the device covered the distance;
a speed limit corresponding to at least one position within the distance

covered by the device;



10 Accordingly, the map information may conprise a set of map coordi nates.
It may be that correlating the position data and the velocity data further
conpri seswoanr@l2sdsisng the position data and the vel oci t ycaatraoiovdssa r oad
category and/or a speed limt linked tg the set of map coordinates.

15Furt hernore, the action may include one or nore of the foll ow ng:
exceeding a speed limt; exceeding a predefined rate of acceleration;

appr oachi ng an being at a n tha resents a e user. 20
voreover A ey taetnBrod skt gk ash o Posta W@"?FE'Byﬂ?ﬁa?Wﬁf’l on.
Consequently, the alert may be conmuni cated and may include a visual

di splay and/or audio sound in such a way that substantially no distracting
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cover edobthimealdetnpirieally etg. msinga GFhﬁTsehber.pl urality of eI enents of each
matrix entry defines the distance covered by the device during the tine

period under the pair of predefined circunstances of novenent
10  Accordingly, the map information may comprise a set of map coordinates. It may be

that correlating the position data and the velocity data further comprises correlating
the position data and the velocity data with a road category and/or a speed limit
linked to the set of map coordinates.

15  Furthermore, the action may include one or more of the following:
exceeding a speed limit;
exceeding a predefined rate of acceleration;
approaching and or being at a position that presents a risk to the user.

20 Moreover, it may be that the device does not display the map information.

Consequently, the alert may be communicated and may include a visual display
and/or audio sound in such a way that substantially no distracting signals are
provided that do not relate to the alert. Thus, the alert may be a simple way to inform
25 the user of the action. This simplification may also reduce costs, e.g. the cost of

displaying a map on the device, or providing a sophisticated display.

Also, it may be that at least one matrix entry E ; is composed of a plurality of
elements, wherein each element efj. of the plurality of elements defines a distance.

30 Furthermore, the distance defined by the element ¢ | ; May have been covered during

a time interval which is nonadjacent to the time interval during which the distance



corresponding to said matrix entry, and it may be that the plurality of
matrix entries 5 defines the distance covered by the device during the tine
peri od. Iwotha/mests above, Eij = where Nis a natural mrommEreotolonssome
cases, it may be k=1 that Nis |less thgn 20. 10 In sone enbodi nents, the
matri x may have a maxi num size of 30 x 30. In other words, values of i and
j] may be in the range of 0 to a maxi num value of 29. It is also possible
that the maxi mumvalue is less than 29. In a preferred enbodi nent, a size

of the Jahelh skt 2ferkerBe nwas BeUe RS, #S addbHER ntdy be ARsk theéﬁlﬁlralﬂﬁy in
t he range of to 30, preferaBlly 10 to 30 nore preferably 20 to 30. In sone

cases tdielmehts ofBYch Mfrixehthfdafifed thd distn&S ebasredaby g deXice dutirgpne
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because the device is enbedded in the vehicle. 25Additionally, the matrix

may be used to cal culate an indication of driving behavior. In sone
enbodi nents, the nethod rmy conpri se: aggregating the transmtted

data wilhhthdagxt dbove, &, +Sdsf , aheroNhiera datlraken@hbéhdn semetaséd)demaydis ng
statistical data based o5t he aggregated data at the server, and WD
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10 In some embodiments, the matrix may have a maximum size of 30 x 30. In other
words, values of i and j may be in the range of 0 to a maximum value of 29. It is also
possible that the maximum value is less than 29. In a preferred embodiment, a size
of the matrix may be 26 x 26. In other words, values of i and j may be in the range of
0 to 30, preferably 10 to 30 more preferably 20 to 30. in some cases the matrix may

15  not be square (e.g. an ecological matrix).

In some implementations, a smallest size of an element e fj may be 10 meters. Other

implementations, e.g. the smallest size of 20m, 50m or 1km, are also possible.
In some cases, a matrix entry may be 0. Also, a matrix entry may be composed of

20 only one element.

Accordingly, the device may be embedded in a vehicle. Also, the method may
comprise compensating the user because the device is embedded in the vehicle.

25 Additionally, the matrix may be used to calculate an indication of driving behavior.

In some embodiments, the method may comprise:
aggregating the transmitted data with data from at least one other device at
the server,

30 generating statistical data based on the aggregated data at the server, and



preferably conprising providing a web portal, wherein the user is
able to access the statistical data and/or the sunmmari zed data of the user
by neans wb 0h@2smb portal. 5 It nmay be that the web porCalEpe@wpoisses two
web portals, where a first web portal igs designed to be accessed froma
personal conputer and a second web portal is designed to be accessed from
the telematics device. It nay be desirable to have two web portals in order
to accoun%ﬁgfg |imted capabilities of the telematics device. It may be

t hat t HYCHB (Yd?oc"&ﬁ’”?'gga dynam ¢ web portal, which may include that the
device 10 acsReRfimy at Web Wlktal Ovhateiniie ke HBRG0AASE St Ndtafisitial @atsiat a

provi ded by the web portal may be adapted to the device. Hence, a user
accessiang/ehthegnparized data atthe uedi bemeans of the web pertal. PDA, may recei ve
different data conpared to when accessing the web portal using a network
computer. Accordingly, the network is used in an optimum manner regarding

t hesdevt efay bgithst the Webgsutd! Renistises! twolweb sortils PhvBereod fisstmivebiptetal and
aggregated data at the portal may result in an inproved man- machine
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product is provided. The conputer program product may, c rise .
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of any one of t recedi ng cl ai gg, Accor di t.o.yet another, aspect, a
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wherein the received data indrcates that the device haS been noved during

t he ti nd greeptiaum manpenrgarding4hedenwzoying taggeess thepp@tdlssor operable to
pr gess the received data, and sumari ze the processed data in a matri x,
wherein the rows and colums of the matrix define circunstances of novenent

of the Tieyidisplaphesfr sumnidizedbhaht Xagdrelgatns datp|atr thlel pgriapimay resilf iiwsan and
wherein each matrix-entry_ includes _a distance covered by the
improved man-machine interaction. Since the user is provided with online feedback
related to his driving behavior and/or fuel consumption, the user may be able to take
corrective action to improve his driving (e.g. avoid risks, reduce fuel consumption,

20 etc.).

According to another aspect, a computer program product is provided. The computer
program product may comprise computer-readable instructions which may be stored
on a computer-readable medium or provided as a data signal, such that when the

25 instructions are loaded and executed on a device, such as a vehicle telematics
device, the instructions cause the device to perform operations according to the
method of any one of the preceding claims.

According to yet another aspect, a device, such as a vehicle telematics device is
30 provided. The device may comprise:
- a receiver operable to receive data during a time period, wherein the

received data indicates that the device has been moved during the time period;



5 device during the tine period under a pair of said predefined

circunst ances of novenent; and a transmtter operable to transmt the
summar i zestodatiw2s®4t he server. | n sonme enbodi nents, thepdexipredoiosssas nobil e
devi ce, such as a nobile tel ephone. 107t may be that the device is
physically enbedded in a vehicle, and wherein the device uses an interface
of the vehicle to conmunicate. This may reduce

facturing/install ati d also, the techpical | exity aof 15
'ho dovi ce By avoh AIAGSaapPPEAbIOR BIOCPaRTRT CoGaRHER: SN At e,

Techni Gabc8ddddatadRS Mathe ViBIEIFthed®WsCand BB SMABMHRAPIR Helhed.
t el ecomuni cati on devi ce capabl e of 20 sending, receiving and storing
i nf or negitcemstaness et mpvement ohthe devie¢ eneiedrs thiemadix includasca phaalityt ood as
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within or enbedded in a vehicle. 25 A "user"” may be a person or an

i ndi vi dnavemeeE@W ng to a specific exanple, the user is a driver of a
vehicle, e.g. ac : y [ o as a
key used in syme ﬁrfigsrght}:err@&e?%ﬁlegé téﬁ]&rrggihre% |§{r’?rgﬁét°%?as@ﬁ§é’w§qé@§ﬁy to
the user. WD 2011/023284PCT/ EP2010/ 004838 8 known only to the user. The
private key may be used as part of a public-private key pair or for digital
aut hentlNS&M@ gmRodimentsytheydevicg is ﬁd“glp"%dﬁ‘éé‘%aﬂ&h atﬁé’ﬂ&?'lﬁg*ﬁ'?@w’}ﬂ-i vacy"
of 4@ user may be understood to include protecting the data of 5 the user,
in particular, protecting sensitive data of the user. Sensitive data may

i ncl uddt ey beothat theglevicedss physicdly embeiddeddataavehicld, aha whieeini thg delvicehe
user; sensiti \éﬁ%&ata W f%{.\t hﬁr i ncl ude {a conbi nati on of one or nore of

t hese d&i&? gee of the vahidg 10 COMMUNKRIS. | i t y* of data communicated by a
devi ce may be understood to include 10 providing data that is useful to a

recei ver of the communi cated dat a.
This may reduce manufacturing/installation costs and also the technical complexity of

15 the device by avoiding duplication of vehicle components in the device.

Technical Definitions

A “telematics device” may be understood as a telecommunication device capable of
20 sending, receiving and storing information. Similarly, a “vehicle telematics device”
may be understood as a telematics device used within a road vehicle. The telematics
device may be connected to and/or include a GPS module. The telematics device
may be a smartphone, PDA, netbook, or other electronic device that can be used
within or embedded in a vehicle.
25
A “user’” may be a person or an individual. According to a specific example, the user

is a driver of a vehicle, e.g. a car.

A “secret key” of a user may be understood as a key used in symmetric encryption
30 and decryption that is known only to the user.

A “private key” of a user may be understood as an asymmetric cryptographic value



"Sunmari zi ng" processed data may be understood as reducing the processed
data in a way that relevant data is retained and sensitive data is

el i m nat eslo 28umorBasiszi Nng data may have the effect of el i mcwatpeoig/ossssi tive
data while retaining useful data. 15 Sgmarizing data may be understood as
a formof processing data. Thus, summarizing the processed data may be
understood as a way of processing the processed data. Moreover, summarizing
may be underst od creatjng matri x entr| s fromthe data. 20 "Mvi t he
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predeflned I n ot her words, the duratlon of the tine period may be defined
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access to the devi ce. is al so possi bI e that the ci rcumstances of
novenent is defined b the configuration of the device
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can be inplenented as a net hod
processed data. Moreover, summarizing may be understood as creating matrix

entries from the data.

20 “Moving the device” may be performed by the user. For example, the device may be
in a vehicle driven by the user from one location to another location. In addition, the
time period during which the device is moved may be predefined. In other words, the
duration of the time period may be defined before the device is moved. It is possible
that the duration of time is included in the programming of the device before the user

25 has access to the device. It is also possible that the time period is defined by the

configuration of the device.

The “circumstances of movement” may be predefined. In other words, the
circumstances of movement may be defined before the device is moved. It is
30 possible that the circumstances of movement are included in the programming of the
device before the user has access to the device. It is also possible that the

circumstances of movement is defined by the configuration of the device.



20 or on a device, possibly in the formof one or nore conputer program
products. The subject nmatter described in the specification can be

i mpl ementwd 20n/@3\at a si gnal or on a machi ne readabl e medirwrporehessss t he
mediumis enbodied in one or nore inforgrmation carriers, such as a CO-ROM a
DVD- ROM a semi conductor nenory, or a hard disk. Such conputer program
products may cause a data processing 25 apparatus to performone or nore
operations described in the specification. In addition, subject matter
described in the specification can also be inplenented as a system

| ncl udi Agpair R reERRtancdoPmERBRINTCRIAR! 1598 uhBeisiSod B8 ARBSEFcuniStaneBERY ¥

may encode one or nore programs to causé the processor to performone 30 or
nore ofmpiiemest,hethe destaspoadingn tohéhe pew f Ot aa | matrdFuentier asdbthectothar t er

described in the specifj i c e i npl emented using various machi nes.
WO 20119%%?@5‘9@9%@6?(5’%2@&? %t&?%ﬁr&s of one or nore inplenentations
aresset forth in the exenplary drawi ngs and description below. O her
features will be apparent fromthe description, the drawi ngs, and fromthe
cl ai ns. It 5EpossiblpdBat thet ‘distarge tineuded in adnajry entryde®-ct s an exenpl ary
telematics system Fig. 2 depicts an exenplary |logical architecture of the
tel ematics system Fig. 3 depicts an exenplary functional architecture of

t he tel‘gimei datadyaiagmbelOnfettodd sdw s tiamestampp| @lgy yealr! \waoretharddy, tlesunr e
of the telematics system Fig. 5 shows possible states and state

transi tMBREeHrsacRBde| emati cs device. Fig. 6 shows possible states and
stgppe transitions of a Service Delivery Platform Fig. 7 provides exenplary
steps that can be taken in order to activate the telematics device. 15 Fig.
8 descrAbesnsduuencet assoaiateslewith an actioavieay bees patential consdguarelecsdh as

device to the. Service Delivery Platform .Fig. 9 shows. g disp)ay..of data
that e RSt feglc st Rosbcreciates L Fysraciing vidte i AdRealy”of
provi degiterhhfively.Oadé bty ARl 66 SarPscrehsE iRCATEE ShathelShy @ sBRvice
tel emati cs device.
provider (e.g. insurance company) to a user.
15
A “position” may be understood as a point or a particular place. Position may be

represented in three dimensions, i.e. length, width, height.

The subject matter described in this specification can be implemented as a method
20 or on a device, possibly in the form of one or more computer program products. The

subject matter described in the specification can be implemented in a data signal or

on a machine readable medium, where the medium is embodied in one or more

information carriers, such as a CD-ROM, a DVD-ROM, a semiconductor memory, or

a hard disk. Such computer program products may cause a data processing
25 apparatus to perform one or more operations described in the specification.

In addition, subject matter described in the specification can also be implemented as
a system including a processor, and a memory coupled to the processor. The
memory may encode one or more programs to cause the processor to perform one
30 or more of the methods described in the specification. Further subject matter

described in the specification can be implemented using various machines.



20 Fig. 11 depicts an exenplary speed display fromthe GJ of the

tel ematics device. Fig. 12 depicts an exenplary warning display fromthe

QU of thwoteligmredsscs device. Fig. 13 shows an exenpl ar ycalepedtogdosmsps ay from
the GU of the telematics device. Fig.q4d4 depicts the exenplary settings
display fromthe GJ of the telematics device. Fig. 15 shows an exanpl e of
an extended speed display fromthe QU of the 25 telematics device. Fig. 16

h | f t ended tii di the GUI, of.th
el emaiiDeEISEY 0pE OFTorS IPIETORRISHANS RER 5L FaHH ey PRI AR VNG
{1 0m U tocBhbiioh Holtw @Ir&Fch e SM] b6 appUR AT ARG ABRGHIRIR AHARAERS 11

Detail ed description In the followng text, a detailed scription o
exanpl eandpfirom the al@iess with reference to the drawings. It shoul d be
understood that various nodifications to the exanples may 5 be made. In
particular, elenments of one exanple may be conbi ned and used i n other

exagpl @riéf@éﬁr@ibﬂ%f&h@%@és Fig. 1 depicts an exenplary tel ematics
system 100. A telematics device 101 nay be located in a vehicle 102. The
vehicle 102 may be a car or truck capable of carrying 10 passengers and

capabl 6%8:‘/\’11 ?ﬁbmsghie%?“r{ﬁ%@y‘eﬁﬂgﬁ%% tbf ematics device 101 may be

equi ppe sensors a e of providing an audi o feedback
103. | rFigd8ideipivts ahlexengblarwiogical deohiteetuld bf ttwy tddematics ppstdm.o recei ve
signal s_f rgm a ,satellite 104, The sate]lite 104 maé be a gl obal navigation
sat el | i kig- 3¢epists a@.Qj‘.e"m@rygfIUGSH?"ﬂ@srP'i"it%P'E?gOfst{?gtt lemates)SySBIB- satel lite
104 gmayriges SHBAR! £ BkemBIHY B8frkard ARLURHRC T AP lclemafibs ldim the
telemati Cs device to determne its current |location, the current tinme, and
t he velkigi 5ghofvstgussitdaistdtes Bda. statectrarditong ofthedelematicsCdeviesy summari ze

egat t he dat ived, f th tellite 104 bef di th
ot a byl ea ooy BpeHE SRS ano e bEalioRe b B es e PeINen B BLRER v e
del i vergigby 33rboides (eXeplaRbsteps thaeca® beitaReflh bYdsMoAVaR thel fiflerfBlics
aggregate data from several other telematics devices toward submtting the

data t odeviessrvice provider 107. The service provider 107 may be an
U8 iR L8, BB ol eGP B iRkings OB EREAS IRy
to the Service Delivery Platform.
Fig. 9 shows a display of data that may be transmitted from Service Delivery Platform
to a service provider.
Fig. 10 graphically depicts possible benefits of using the telematics device.
20 Fig. 11 depicts an exemplary speed display from the GUI of the telematics device.
Fig. 12 depicts an exemplary warning display from the GUI of the telematics device.
Fig. 13 shows an exemplary alert display from the GUI of the telematics device.
Fig. 14 depicts the exemplary settings display from the GUI of the telematics device.
Fig. 15 shows an example of an extended speed display from the GUI of the
25 telematics device.
Fig. 16 shows an example of an extended settings display from the GUI of the
telematics device.
Fig. 17 shows an example of an extended alert display from the GUI of the telematics
device.
30



25 encrypted. The data transmitted fromthe tel ematics device 101 to the
SDP 106 may include an identifier of the telematics device 101. It nay be

t hat t he WDORoOA3Maes not have the data to allow it to marardilemodsdentifier
of the telematics device 101 with the ¢ifiver of the vehicle 102. The user
108 may receive services fromthe service provider 107. The user 108 may

al so be understood as the custoner of service 30 provider 107. The cost of
t he ser 884" cei.ved by the user 108 nay be based on the data sent from

t he teLéﬁﬁ%ﬁgéfé¥39¥%plﬂl. The user 108 may be the driver of the vehicle
102. WO 2011/ 023284PCT/ EP2010/ 004838 12 The tel ematics device 101 nmay be a
nobi | e phone such as an Appl e i Phone (Appl e and i Phone are trademarks of

Appl e dortpedeliowny tex, a@leéeied desgintion fexampies wWilPergiven with feferenca 0 The

t el emat

W ndons RIS Iy steuli ke Whelietin hR RLlsdoSHEAfeRe L o Bl PloBinay. o
Synigi arpbédmadet. ¢n phricatid| elepierits ofloherexanplielnyay bb&ohtbiesdhndusdeMih othdi01
may be enbedded 1 n the vehicle 102. In other words, the tel ematics device
101 nay@RNPIRSdP M PeWRXAIRRIEEd wi t hi n the vehicle 102, such that the
telemati cs device 101 cannot easily be taken out of the vehicle 102. The
user 108 may be conpensated 10 because the telematics device 101 is
enbeddefig. 1 dépictsedn ekempity télenmaticsesyisternald0y A tdiematies déOidemdl maydbere a

oy uoBale ey vebiplE 1020 T He VHialB ) IR, TRy od Byeat or 160k CammDle i RRMANG he
Vehe! Ao BB bl BLFERANAS 88 W6ad O TlbhBUS eI 107 riay

have t ct of venting t user 108 rom driving e vehi ¢
Wi t houtbe lequwenewelmsensersdand meayl be. capiable nbpemwngeareaadlocfsedbaclcé 0801

may use ter ehlcl 102 t,0 conmun teaets ratedln
eaponde PetliRL I B i 103 ey GAURHASE R Fedhild g iRt

devi ce édtémteaﬁe4n¢he|c§aswuuféeqiownadﬁeec§ ql@baﬂ ndvigatith saphie lsysterdfe.g. the
summari zing data received fromthe satellite 104, may be provi ded y one or

mor e a;ﬂipbabppeﬁ@nlrrméyatgm i (GGR$bnEherssatalite 10de mayibeaganable ok sending
aofipe aale sonef fras M6y ing BeRBREs FRLIG8, SeRist RS IR Mg

may be theveurast aiind,r avd tHiﬁv@thit,\y ohthenehicl ¢0RyThé eelaatitics AibvicEre01 may
applications may be part 25o0f a service platformthat Brow des a vari ety of

fur t hor SWBMArizador saaragate)-he; data deceived tiom the, spielive d 4abe@r&p$ﬁrtdamg
I nterf
il sl e meant 6 E teidtorhBnicBBRE devied bRl TheTa @?i‘*&é'l&i@

be capahlatfoon (8DEYI1&BL ng one or nore of the 30 foll ow ng: a vel ocity of the
% icle 102, an all owed nmaxi mum velocity corresponding to a | ocation of the
¢l e 102, a status of a signal fromthe satellite 104, a settings

The service delivery platform 106 may aggregate data from several other telematics
devices toward submitting the data to a service provider 107. The service provider
107 may be an automotive service provider, or more specifically, an insurance
company. Data transmitted by the telematics device 101 and the SDP 106 may be

25 encrypted. The data transmitted from the telematics device 101 to the SDP 106 may
include an identifier of the telematics device 101. It may be that the SDP 106 does
not have the data to allow it to match the identifier of the telematics device 101 with
the driver of the vehicle 102. The user 108 may receive services from the service
provider 107. The user 108 may also be understood as the customer of service

30 provider 107. The cost of the services received by the user 108 may be based on the
data sent from the telematics device 101. The user 108 may be the driver of the
vehicle 102.



I nput el enent (e.g. a settings button), and an error control input el enent
(e.g. an WD 2011/023284PCT/ EP2010/ 004838 13 error control button). The GU
of the teaveratis2sdevi ce 101 may al so be capabl e of rececviErgoioopisss For
exanple, the GU of the telematics devige 101 nmay be used to nodify a

tol erance value (e.g. tinme or speed) for violations. Also or alternatively,
the GU of the telematics device 101 may be used to designate an incorrect
violation, i.e. 5 a violation that was m stakenly recorded. According to a
specific exanple, the GU of the telematics device 101 has a resol ution of
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application. Fig. 2 depicts an exenplary |logical architecture 200 of the
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as a back end (Java is a trademark of Sun M crosystens
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connect168he telemati cs device 101, a representation state transfer

Capabilities of the telematics device that are not provided by the OS, e.g. the
20 capability of summarizing data received from the satellite 104, may be provided by

one or more applications. The applications may have been uploaded to an

application store (e.g. one of the applications stores corresponding to Apple

Corporation, Android or Blackberry) by the SDP 106. The applications may be

downloaded from the application store by the user 108. The applications may be part
25 of a service platform that provides a variety of further services.

The telematics device 101 may provide a Graphical User Interface (GUI). The GUI of
the telematics device 101 may be capable of displaying GUI elements. For example,
the GUI of telematics device 101 may be capable of displaying one or more of the
30 following: a velocity of the vehicle 102, an allowed maximum velocity corresponding
to a location of the vehicle 102, a status of a signal from the satellite 104, a settings

input element (e.g. a settings button), and an error control input element (e.g. an



WO 2011/ 023284PCT/ EP2010/ 004838 14 (REST) framework 206 may be used.
Sof tware conponents on the application server 202 may be plugged into the
f ramewor kwof20am2szseer si on of control (10C) contai ner 20fcTEPING/00MBEMALI CS
device 101 may transmt data by nmeans ¢4 GPRS through a nobile phone
network of the tel ecommunications service provider 105. Data may be
transmtted by neans of a virtual private net wor k usi ng hypertext transfer
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cation/ap ay | nsur ance/
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Fig. 2 depicts an exemplary logical architecture 200 of the telematics system 100.

10  Even though the description of Fig. 2 refers to specific software components, other
implementations (e.g. other components or combinations of components) are also
possible. The telematics device 101 may communicate with the telecommunication
service provider 105 by means of the general packet radio service (GPRS), available
to users of the global system for mobile communications (GSM). Alternatives to

15 GPRS and GSM, such as the universal mobile telecommunication system (UMTS), a
wireless network protocol, etc., are also possible. As an example, any
communications system capable of supporting transmissions of approximately 20kb
per day from a mobile device could be used.

20 The architecture depicted in Fig. 2 may be understood as a Java multi-tier web
architecture with a database 201, e.g. a relational database management system

(RDBMS), as a back end (Java is a trademark of Sun Microsystems, Inc.).

The architecture may be implemented according to a model view controller design
25 pattern, where the view is realised through hypertext mark up language (HTML),
cascading style sheets (CSS), and Java server pages (JSP). The domain model of
the logical architecture 200 may be implemented with plain old Java objects (POJO).
A POJO may be understood as an object that does not include features from a
complicated object framework, but instead only includes the necessary features to
30 accomplish the purpose for which it is intended. The POJOs of the domain model
may be persisted in the database 201. In order to provide a simplified access model,
in particular to connect the telematics device 101, a representation state transfer



Table 1 Lines of the request are preceded by ">" synbols, while |lines of
the reply are preceded by "<" synbols. HITP status codes may be used to
confirm rwoenpto2sfs4a 35 nmessage. Simlarly, HITP error equaP20mypodsss used to
indicate that a problem has occurred. fAgcording to a specific exanple,
particul ar software conponents nmay be used to inplenent parts of the

| ogi cal architecture 200. Thus, the dat abase 201 may be 40 i npl enent ed

usi ng softvvar S mar k of Sun ste Inc.).
ot 0 Pl e S b et BAVRES cBlnR Rl Y kB Cedvan,
nmay be 20’23hﬁi§738é351 %éd‘ﬁht@ PR fPRRRWNK-of TAIE inVRlisidAr ofetorttst (IBE) R®ntainer

i npl emented WO 201 23284PCT/ EP2010/ 004838 15 usi ng Apache software, and
t he aprﬂQ&;atl on server 204 nmay be inplenmented using Tontat software. The

| OC container 205 may be inplenented using Spring software, a REST
framewor k 206 may be inpl enented using the Java APl for RESTful Wb

Ser 8i CeFhd dstlemalits deivited 198 Imag tinemit dataemp e ohBPRS thrnﬂmnh@ﬂnleJSI ng
5 Sprl ng-W5. A security connector 207 rmay be i nplenented using nod

(i.e. t Moﬂﬁe@fséﬁ/ée eﬁﬁaunnwf:%tﬂors%caw‘éceoe@@%en a08r )Data J%@)é be
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functi qharr Rir elguestist Wneeﬁaﬂﬁpmf oftdueH'léﬂFErequess aswisrepiy d&kﬁ)berpndtmcta)H)Ie 1
adapt er ?f01 may performa translation of wire protocols. For example, if
rressag&e%‘f"e transm tted using extensi ble mark up | anguage (XM.) or Jason
(a1§ava based, agent-oriented interpreter), the Java architecture for XM
bi ndi ng (JAXB) may be used for translation. JAXB can be used to map XM

el errent%%‘eb Eﬁyél%@éscalth“’t/W/BWMWBS%PWQW?@”]&@@&E&”099f”°%rbstract synt ax
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to perf@bmbnyiansiiatdamn .14 map display 3 may be used di splay tracks or
| odat i onHekepedarbst 368 mati on on a nmap. A track may be under stood as an
order ed &glPection of points that provide a record of where a driver has
been. ThesHAI NES %I &.3s ack may conprise position data received fromthe 20
tel ematd cs device 101. According to one exanple, Javascript may be used to
f oRfat GPSrexchanvgecrfronueat (GPX) data for display using the Google maps
Appl i cat FW/Prlo lafrrepef | nterface (CGoogle is a trademark of Google

Cor por a1 COIE, o A O TALC 303 Som o beABEOY ded o o1 Rrabeflrlteraslon.and my
be i nplampit g@i,mgn(g Ro2p31.89.390de vi ew cont rofier 1o provi ow and
pe25onasi ceathtGMge: Z&pﬁwm'r/mm encryption 304 with a public key and a
privat e R@yemyeft%hu%d

< Date: Thu, 29 Jan 2009 ll 07:38 GMT
<
* Connection #0 to host localhost left intact
30 * Closing connection #0
Table 1

Lines of the request are preceded by ">" symbols, while lines of the reply are
preceded by "<" symbols. HTTP status codes may be used to confirm receipt of a

35 message. Similarly, HTTP error codes may be used to indicate that a problem has
occurred.

According to a specific example, particular software components may be used to
implement parts of the logical architecture 200. Thus, the database 201 may be
40 implemented using MySQL software (MySQL is a trademark of Sun Microsystems
Inc.). Furthermore, the lightweight directory access protocol (LDAP) server 202 may
be implemented using open OpenLDAP. The web server 203 may be implemented



encrypt data traffic between tel ematics device 101 and SDP 106. A symetric
encryption server 305 nay be used to encrypt and decrypt the private
asymet r iwokewy/@s2sthe SDP 106. A symmetric encryption clPcemr28060488y be
used to encrypt and 30 decrypt the priygte asymetric key, e.g. in a web
browser. Asymretric encryption may be inplenented using the Rivest Shamr
Adl eman (RSA) al gorithmand symretric encryption nmay be inpl enented using

t he advance ner on st an 011/ 023234PCT/ ERP2010/ P04838 /16 . AES).
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devi ce 101 and possibly other telematics devices as well. Service provider
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SOP 106 femefited uSiny %od_@g %ré%gf ﬁ%ré&ﬂe{ﬁ |8}’20§)E§1 %)a Se?@éﬂégfe?\ted

provi der "adapt ers rocess

provi demsmgmbd q:;mtebrmd aleflatesi s of i ndivi dual and statistically
aggregated driver behaviour to the appropriate service provider. 15 A
t el ecommuni cation's adapter 312 nmay be used to activate a subscri ber
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According to one specific exarrpl e, a REST get command nmay be used

i ni ti atlesashiar tranghation: JAxRican rb@sts%ﬁjietcr mem XV ¢lamends ta classay Irb@mdeua to

25 815, Rgranmitd 8iurder,i; EPSAG ik dforelon of R 12 S afpieRBREL S o7

Accor di ggmirerciab ASNaoengileRiRdy det use:thmpdrfonu ttamsu@tmﬂ\ fromagatisplayeds? er ,
and an SN5 rressage may trigger a map_ up Fi 4 specifies detalls
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for mes3ages GRdbrs®od 85 SMBbideted BYIEGiIohdF points that provide a record of where

a driver has been. The points in a track may comprise position data received from the

20 telematics device 101. According to one example, Javascript may be used to format
GPS exchange format (GPX) data for display using the Google maps Application
Programming Interface (Google is a trademark of Google Corporation). A portal 303
may be provided for a user interaction and may be implemented using a Spring mode
view controller to provide web flow and personalisations.

25
Asymmetric encryption 304 with a public key and a private key may be used to
encrypt data traffic between telematics device 101 and SDP 106. A symmetric
encryption server 305 may be used to encrypt and decrypt the private asymmetric
key at the SDP 106. A symrhetric encryption client 306 may be used to encrypt and

30 decrypt the private asymmetric key, e.g. in a web browser. Asymmetric encryption
may be implemented using the Rivest Shamir Adleman (RSA) algorithm and
symmetric encryption may be implemented using the advanced encryption standard



WO 2011/ 023284PCT/ EP2010/ 004838 17 the SDP 106. Fig. 5 shows possible
states and state transitions of the telematics device 101. In particular,
devi ce t rwowiwmsesdi agram 500 may be understood to showPCh&P3416/08483%

i nvolved in order to effect a softwarei®r configurati on update on
telemati cs device 101. The process begins at step S501 with either initial
ignition of the vehicle 102, or receipt of an SM5 nessage at the telenatics
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at ste ssage ‘'sent fromthe telematics device 101 to the SDP
1065may contain a configuration identifier. The SDP 106 may i ndicate that a
new configuration 15 is avail able when confirm n%grecei pt of an event
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shut down or "deactivated at step S508. The telematics device 101 may delete
i ts 25 savicerprovidefs,gucht a®sebdde peodden 107AgSenioe privider adapiers/3ali omay t he

tel emat,i cs device 101 recei an_instructi.on tQ reset, at s 0 The
st udid aieotf Rracess hd Sdh Sefiost e, Bibiolhs' Saf Bl belivers aRBSRoBE
possi bliWdividual teid tsthtrssﬁégmwfagg_régatbbemi@?dbémmm tdhahdeapmoptiated sepfical| t

or standard configuration.” 30Fig. 6 shows possible states and state

transi tRreMisless the SDP 106. In particular, server transition di agram 600
may be understood to show the steps involved in activation and deactivation
of Phe telemati cs device 101. The process may begin at WO

2011/ 028 28icomirbinaicafiof 8 4tRiptéB 33LemaFodd ueeentcn avtieatecatstbsceber ibontitf | er
in order to generate a user certifjcate. The telematics device 101 is

regi st SNEEUIRT ERb. card disedemittyitalematics dRiicasdPls The ttelacegirunisalens d,
b eGP 2 b YR et ihg AR SASRMPSET GBS S
React i wagadhipr the sending of short message service (SMS) messages, in particular, binary
20 SMS messages. The SMS gateway 313 may be implemented using a web service.
Software updates application 314 may be used for the transfer of software updates to
telematics device 101. According to one specific example, a REST get command
may be used to initiate data transfer, and a message from SMS gateway 313 may be
used to trigger a data upload by telematics device 101. A map download application
25 315 may be used to transfer map updates to telematics device 101. According to one
example a REST get command may be used for data transfer, and an SMS message

may trigger a map upload.

Fig. 4 specifies details regarding software layers on the application server and a URL
30 structure for messages sent by telematics device 101.

Figs. 5 and 6 specify the states and state transitions of the telematics device 101 and



5 device may be achi eved by sending the user certificate along with event
data. The telematics device 101 nmay be deleted fromthe SDP 106 at S605.
Fig. 7 prwoizdam2ss4sexanpl e of how to activate tel enati ceCimPR@o/004318
Activation of the telematics device 1047may be achi eved using HTTP with
REST semantics. At S701, 10 a user nmay access the SDP 106. According to a
specific exanple, an HTTP nessage conprising a PUT conmand, an identifier
of the bel tjcs device 101 (deviceid), and a user identifier (pid) nay be
sent fr er to the SDP 106. SDP 106 may register the telematics
device 101 and then send a confirmation nmessage to the user at S702. 15 At
S703 the telematics device 101 may attenpt to downl oad a new configuration

L romt I"BQS@PSM'MS possiie statesi and @tﬁieutg@nseﬁqrﬁnofr @@é@i@"ﬁﬁ'@&]qeé'!c@“rﬁ fcd
ff.
evi ce rﬁ'ﬁ%ﬁ:ul&? eylPQWréﬁ%HSﬁtcgag% A %Hg%é’%r{&r@tgoaxfbo e A ﬂ{la :ﬁ?&

Expone as C inuing to dou

bet Beerinvelvedrianoraer wseﬂefct zansoﬁ'awareabr Zﬁnﬁgummbaempmme o aeiemaus'sodewwuest
fails (W Ri chard Stevens, "TCP/ IIIHstrated 4?8
At S70410%.plhe BIOSRSE Degingat $1eP1930 hiy i Wtig] 'SBWPPgm‘rtB?uV@H'Q* 9‘?1; Hé SDP

106. Thr%c&@(‘tg%‘i’%h‘ Stimd s%ﬁgéo% tHBXeI%HHt%st&b%éé“?é‘l VA9 'hﬁH[oﬁgég%Bt%a,

S705, the ["'emat i cs evc Initrate activation
| f a cahti EMS incessaiget hmyneass@dheetetematntsmévuce 10t toeweke afh frone sleep

tel ematics 25 d 101 t t T ,
Lol cmaiTBae Rk BOGiaP AR Tods Bir)tedRm ATt SRMGATEN. At eRparsurmihe RTALCSDP
10§0at RAfike 10 gioe§ KR HEVePA aVBﬁ’aﬂlé%ﬁﬁ@un%ftloﬁ%qbQ@ Piis &Y beEidfassed r om
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a way ofs504ir EDefy Riceea élééhttﬁ@mpfrmcwléﬁﬁndgtcmwcé/\@o1 to the SDP 106 may
2011/ 023284PCT/ EP2010/ 004838 19 At S801 the telematics device 101 may send
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tel' €matics eV| ce myertze the processe
(igl6cul aidnhg matrices, and sending a matrix at regular intervals to the SDP
At step S505, the telematics device 101 receives a message from the SDP 106
indicating that a new configuration is available. The telematics device 101 may
20 download the new configuration from the SDP 106 at step S506. Optionally, an
additional software update may be downloaded at step S507. Once the new
configuration has been installed, possibly along with additional software, the
telematics device 101 returns to S504. It may be that the telematics device 101 is
shut down or deactivated at step S508. The telematics device 101 may delete its
25 current configuration before shutting down. After deactivation, the telematics device
101 may receive an instruction to reset at step S509. The instruction to reset at step
S509 may be given in various circumstances, possibly in order to resolve a problem

and return the device to a default or standard configuration.

30 Fig. 6 shows possible states and state transitions of the SDP 106. In particular,
server transition diagram 600 may be understood to show the steps involved in
activation and deactivation of the telematics device 101. The process may begin at



A type of matrix sent fromthe telematics device 101 to the SDP 106 may be
a speed matri x. The speed matrix may reflect the driving behaviour of the
user 108 wot2h11/ak6esaegard to the driving speed in generalPcampitlopospeed
limt in particular. The follow ng notggi on may be understood to apply to
t he speed matri x, and, unless superseded, to the ecol ogical driving
behaviour matrix and the risk matrix as well. Let s: R ->[183 with

sy S ReRBLANE e Wl ot 8 B Rp Rl b dofrglppid
vel oci tig|thafidiedy@becloa sGégisiebadadseum Rrbngefifyth@iHapwes! ugBIs Beftificalt@Ci ty
e. the speed |imt). The parameter space of time x |ocation x velocity x
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di stancgevicy ensd basadrméve\by s%‘iidm%ﬁaéuser certificatey along: with eveRt daxa.RPhe )
R + be the weight function, then the follown eguation may define the
vel oci ti@lerpatics denice 161 naay bpeesetedtsym 3k BB PO E 6694838 20 0) is a

| i near function, therefore w has the follow ng properties (1 and 2): co(s u
s')=a(s)+ wW(s')Property (1) 5In other words, wis linear relative to
posi t i ofigc @ngroniglessaroéxdrhpledofsiom te activede eelematicadiividgeon)1. Activation of the

telematics device 101 may be achieved using HTTP with REST semantics. At S701,
10 a user may access the SDP 106. According to a specific example, an HTTP message
comprising a PUT command, an identifier of the telematics device 101 (deviceid),
and a user identifier (pid) may be sent from the user to the SDP 106. SDP 106 may
register the telematics device 101 and then send a confirmation message to the user
at S702.
15
At S703 the telematics device 101 may attempt to download a new configuration
from the SDP 106. If the initial configuration request from telematics device 101 fails,
new requests may be issued using an exponential backoff. Exponential backoff may
be understood as continuing to double the time between retransmissions if an initial
20 or subsequent transmission request fails (W. Richard Stevens, "TCP/IP lllustrated
Volume 1", 1994, pg. 299). At S704, the telematics device 101 may receive a
configuration from the SDP 106. The telematics device 101 may store the received
configuration. At S705, the telematics device 101 may initiate activation with the SDP
106. If a confirmation of the message sent at S705 is not received, the telematics
25 device 101 may retry using exponential backoff. The telematics device 101 may
receive confirmation of activation from the SDP 106 at S706.

Fig. 8 describes the process of sending an event message from the telematics
device 101 to the SDP 106. The telematics device 101 may receive satellite data

30 from the satellite 104. Later, the telematics device 101 may process the received
satellite data. Furthermore, the telematics device 101 may summarize the processed
data. Summarizing may be a way of further processing the processed data.



wW(s)= 0 when /(s)= OProperty (2) 10In other words, a) is O when the |length
of the distance covered is 0. The foll ow ng assunpti ons may have the effect
of maki ngwoaboadsuons nore efficient and maeki ng t he al goridpbeneasser to

i npl ement on the tel ematics device 1014g15(1) tine dependence: 0 depends
only on the length of the time slice, i.e. the driving tine period (2)
spati al dependence: K2 depends only on the road category, i.e. the street
category 20 Let 04 be defined according to the assunptions (1) and (2).
Thus, 12l1an,013mwth v,vm) = Lig clafl (v, vm) i (t, )Equation (2)
25wher eA1d801 thd teﬂ@mm&s Qeviceel ChaayEeid an eVehtimabiade td\eRISDF 008 THe and
(2) enable the sinplified calculation of the summation grfl fromn
Accor di exging, measage gnay | inclydpean ddentifipsnfar hibey talespatigs evigee 19dhiande the2
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at the total velocity, he w 'l incur an associ at ed penalty. For exanple, if
the spef:-linit is 50 kmih, and an associated penalty is incurred for
driving 30 kmih over the speed limt, vmis 80 kmh. Let I = Uwvovi,i) be a

di sjunctive deconposition of the interval [0,vmax ¢ R Then,
A type of matrix sent from the telematics device 101 to the SDP 106 may be a speed

matrix. The speed matrix may reflect the driving behaviour of the user 108 with

10 regard to the driving speed in general and the speed limit in particular. The following
notation may be understood to apply to the speed matrix, and, unless superseded, to
the ecological driving behaviour matrix and the risk matrix as well.

Let s: R—>R® with s(r) =%, being a parameterization of the distance covered (i.e.

15 distance traversed).

Let v: RR with v(e)= %=, being the velocity of the vehicle 102, and

v"being the allowed maximum velocity (i.e. the speed limit). The parameter space of
time x location x velocity x speed limit may be defined as Rx R3x RZ2. Thus,

20 ¢: R>Rx R3 R2with () = (t.%,,v,v").

The evaluation of the distance covered by the vehicle 102 may be realized using a
general weight function Q as an integral curve of the distance covered as follows:

25 Let Q(,%,v,v™): Rx R’x R* —» R* be the weight function, then the following

equation may define the velocity measurement of s:

s);:J'Qo¢ds=ongo|ﬁ|dt Equation (1)



su{ s vi v(s)<sv+tl AVALj VWM (V) < VM j+1llEquation (3) may define a
deconposi tion of s. For the disjunctive deconposition | = Uvovi,i)

t he correwpeodimngski emann 10approxi mati on Rafl 1 appli espcRaip28id/owkid4 OA) =
E naflovfl,, >f flafl O tp ds = co(s)odquation (4) where the matrix Aafl
is defined as follows ('ap designates a projection onto the tine 15slice
and the road category and / designates a length, i.e. the length of the

di stance covered flu.:.=411 afl (S ation (5) Lt a

char act @'t F’&e%%f”éﬁtéorhéﬁ%r ¥ i 'aéﬁ h%‘sE@’MPWE@ %‘%{5’%‘?&'?%&?%‘?%:% be 20
efficiently conmputed by the tel ematics device 101. The tel ematics device
101 may cal cul ate the matas o Ak s )and(s9end PavpematBd matrices at regul ar

intervals to the SDP 106. At the SDP, the natrices will be processed
according to equation (5). This may of the advantage that the configuration

of gar aREStREPwbRls, A58 IIRBSFFIARE 10ositiGRESMBPBneHIs é\‘tth%*btﬁ‘sﬁ re%B@ere%‘?hEaCh

e .
successlive row o t(ﬂe speed nmatri x Acr?(?ﬁrray correspon I ving
per f or nadtitidn,an i ncreasing speed limt. Al so, each successive colum of the
speed matrix may correspond to an increasing velocity range. The speed
limt and the velocity range may be understood as circunstances of

nmovenent. Thus, each entry iDnpt dgmatri ﬁ%y,é present a distance
travel led in an area with Y eosﬁggﬂgﬁﬁmqmdeﬁ%e (yg WO

2011/ 023284PCT/ EP2010/ 004838 22 the row, and where the vehicle 102 was
driving at a speed in the velocity range defined by the col um. For
exd@pl en ather wevdsard i Ocwhemihe leagih ﬁﬁgﬁ distamee qoverad is0-t el enati cs device
101 5 may contain the foll ow ng val ues: 121 12 13° A=56 14 3 0 0 0 |
Each successive row of the matri x above represents a 50 knmih difference in

speed The following assumptions may have the effect of making calculations more efficient
and making the algorithm easier to implement on the telematics device 101:

15 (1) time dependence: Q2 depends only on the length of the time slice, i.e.
the driving time period
(2) spatial dependence: €2 depends only on the road category, i.e. the
street category

20 Let Q% be defined according to the assumptions (1) and (2). Thus,
0<a<n0< B <m with

Qlt,5,v,v")= 2P vy1?(,%)  Equation (2)
25 where 1%(t,%) specifies the characteristic function.

Assumptions (1) and (2) enable the simplified calculation of the summation Q% from
Q. Accordingly, Q% is only dependent upon the velocity of the vehicle 102 and the
allowed maximum velocity.

30

To calculate an integral IQ“” a Lebesgue/Riemann approximation (discretization)

with a special decomposition may be applied. In the following, v"may be understood

to refer to an allowed maximum velocity including an additional velocity (i.e. a total



10 Iimt (from50 kmlh at the first rowto 150 kmh at the third row). Each
successive colum represents a 50 kmh difference in speed range (from 0-50
kmi h at tvwe 20iwes2sgol umm to 100- 150 kmi h as an exanpl e etTapeioOwWsss ance of
novenent at the third columm). Consequently, the pair of circunstances of
novenent for the matrix entry at row 1 columm 1 are a velocity range of
0-50 kmh and a speed Iimt of 50 kmih, where 15 the value of the matrix
entry is 21 km_ Thus,  accordin the matri bove, the vehicle. 102 was
ar von EL6e SR bat AR U L BeShot e R atboRy. oS R car A% ¢y
of mat rdgscRRitéd %‘érf&%! FoP dxdngle Straneessaaelingt BYsd henMe Wnecasl WssBeiatée
tinme period as 119 kin Atinme slice may be understood as a predeterm ned
peri od genaity is irkayredior drwinde3G km/R @véhtheespiaed kirhity ofvid 80dmh/brm 1 i ndi cat es
that 21 kmwere covered at a speed between 0 and 50 kmih (where the range

of 0 tq&okof Iyis 1?”?)eeé<Gmﬁtwecddc‘éwmoﬁheﬁﬁmr@vmi& RNTABRA Where
the legally esciibed speed Iimt is 50 kmh (where the speed limt of 50

kmih is an exenplaryyscirc ance of M Nty . AN ditio the 25 entry
at Pow 2, col um %'3&63/\)@ #‘Kg% Yihé\‘(/e’hggl g’r}%d? fWa}s d 'q}{?ﬁ'oQgW(m at a speed
between 0 and 50 kmh, in an area where the speed limt is 100 kmih (the

speed range of 0 to 50 kmh and the speed Iimt of 50 knih are exanpl es of

ci rcun&hag@@ﬁngfamﬁp@gmonﬁhg entry at row 1, colum 2 shows that the
vehicle 102 was driven 12 km at a speed of between 50 and 100 knih, in an

area where the legally 30 prescribed speed limt is 50 kmlh. The 12 km
represented.in row 1. colum 2, the 13 represented in row 1, colum 3
ond hd O ey dSLDENE ASPROTHAsBON ol Tlalbeved  the. cortesponding  Rieriann
W)2011/ 023284PCT/ EP. plO/ 004838 23 the matrix above indicate speed limt

APC 2
vi dPat i 2pRyoxigiation RAe aRMIESI ¢ was not driven in an area with a speed limit
of 150 kmih, this row of the matrix is filled wwth Gs. In the exanple

above, the intervals are large and the matrix is small for illustrative
Raﬂl = Tr(Qaﬂ OAa'B)= ZgaﬂijAaﬂji ——W) IQaﬁ o ds = (U(S) Equation (4)

i 5

where the matrix A% is defined as follows (I1,, designates a projection onto the time

15 slice and the road category and / designates a length, i.e. the length of the distance
covered)
A% = l(l'Ia/, (s,)) Equation (5)

It may be a characteristic of the decomposition described above that it can be

20 efficiently computed by the telematics device 101. The telematics device 101 may
calculate the matrix A%, and send calculated matrices at regular intervals to the SDP
106. At the SDP, the matrices will be processed according to equation (5). This may
of the advantage that the configuration of parameters for each speed matrix is carried
out at the SDP 106.

25  Each successive row of the speed matrix A% may correspond to driving performed at
an increasing speed limit. Also, each successive column of the speed matrix may
correspond to an increasing velocity range. The speed limit and the velocity range
may be understood as circumstances of movement. Thus, each entry in the speed

matrix may represent a distance travelled in an area with the speed limit defined by



5 purposes. Another inplenentation mght include intervals for rows and
colums of less than 10 kni h. Thus, the speed matrix m ght have at |east 15
rows and/wo 208i1/d28emst 15 col uimms and 225 entries. Tire THPR@U/00HBS | Ces
Aaf | cal culated by tel ematics device 184 may be generated using 10 code
based on the pseudocode in Table 2. //sanple frequency usually 1 sec (GPS
Chip) while driving repeat: //locate position using GPS 15x = get GPS()
/[lmatch, x to map,x = match(x). 20/ /get speed limt from. vm = .

et Speclit: AR RS, e bihiob 08 et iR ind abe sPESHBPer ViRt range

get VTG defed byitHecé@iihme vm and v i = [ ookupDi scretizationTable(v) j =

| ookupDi scretizati onTabl e(vn) 30//conpute tinme slice and street category t

= currentTinme() a = | ookupTinmeSlice(t) b = |ookupStreet Cat egory(x)

35/ 1 conphit &thsiA%E rdw, Qb FESIUkIPYEL AP fHatibP8ent from the telematics device 101

5 may contain the following values:

21 12 13
A=(56 14 3
0 0 O

Each successive row of the matrix above represents a 50 km/h difference in speed
10 limit (from 50 km/h at the first row to 150 km/h at the third row). Each successive
column represents a 50 km/h difference in speed range (from 0-50 km/h at the first
column to 100-150 km/h as an example of a circumstance of movement at the third
column). Consequently, the pair of circumstances of movement for the matrix entry at
row 1 column 1 are a velocity range of 0-50 km/h and a speed limit of 50 km/h, where
15 the value of the matrix entry is 21 km. Thus, according to the matrix above, the
vehicle 102 was driven 119 km in the time slice covered by the matrix, i.e. the
plurality of matrix entries defines the distance covered by the device during the time
period as 119 km. A time slice may be understood as a predetermined period (e.g. a
day, or two days).
20
The entry at row 1, column 1 indicates that 21km were covered at a speed between O
and 50 km/h (where the range of 0 to 50km/h is an exemplary circumstance of
movement), in an area where the legally prescribed speed limit is 50 km/h (where the
speed limit of 50 km/h is an exemplary circumstance of movement). In addition, the
25 entry at row 2, column 1 shows that the vehicle 102 was driven 56 km at a speed
between 0 and 50 km/h, in an area where the speed limit is 100 km/h (the speed
range of 0 to 50 km/h and the speed limit of 50 km/h are examples of circumstances
of movement). The entry at row 1, column 2 shows that the vehicle 102 was driven
12 km at a speed of between 50 and 100 km/h, in an area where the legally
30 prescribed speed limit is 50 km/h. The 12 km represented in row 1, column 2, the 13
km represented in row 1, column 3 and the 3 km represented in row 2, column 3 of



y = getlLastPosition() S = conputeLength(x, y) //increnent |anbda with s
40l anbda(a, b, i, j) = lanbda(a, b, i, j) + s //store position as |ast
posi ti on wetzhaskkrssi ti on(x) Table 2 45 WD 2011/ 023284PeTrEP2020043881838 24
A wei ghted speed matrix frig may be capgul ated at the SDP 106. Slafl may

have the followi ng restrictions: (1) c¢c' not negative, i.e. frfly O Vi, j
5(2 - monotonicity) Vi: frflq flaflu, j>j' , i.e. a speeding violation is
gi ven wei ght that gro in proportion.to the difference bhetween.the.speed
Yimt 48 TOREx ARG Ryicie speBydimt vistatipns. Sinog dhe YeRicigwas et griverlin

i . e. asrl &RaWwitival Speceflirhitof 18Dikeh/A, &g row of the matriPRCARRSWilH 681 er , an
absol ute speedi ng viol ati on becones | ess relevant 10(4 - threshold

value)Slaflu =0 Vi 5 | ,i.e. only velocities that exceed the speed limt
will b I a I i tEL G I . may
nave ¢1a PR FHEeSIRe 16RO p BfERLBH8 SO npdi in. TR B fludatse

5 purposes. Another implementation might include intervals for rows and columns of

less than 10 km/h. Thus, the speed matrix might have at least 15 rows and/or at least
15 columns and 225 entries.

The speed matrices A% calculated by telematics device 101 may be generated using
10 code based on the pseudocode in Table 2.

//sample frequency usually 1 sec (GPS Chip)
while driving repeat:
//locate position using GPS
15 x = getGPS()

//match x to map
x = match(x)

20 //get speed limit from map
vin = getSpeedLimitFromMap (x)

//get speed VTG from GPS via Doppler shift
v = getVTG()
25
//discretize vm and v
i lookupDiscretizationTable(v)
3j lookupDiscretizationTable (vm)

30 //compute time slice and street category
currentTime ()

lookupTimeSlice(t)
lookupStreetCategory (x)

t
a
b
35 //compute distance from last known position

Y getLastPosition()
s computeLength(x, y)

//increment lambda with s
40 lambda(a, b, i, j) = lambda(a, b, i, j) + s

//store position as last position
setLastPosition (x)

Table 2
45
Additional code may be used to upload the matrix to the SDP 106 and reset the
values of the matrix to 0.



Equation (1), the velocity nmeasurenent of s, may be linear with respect to
t he di stance covered. This may be understood to nean that a substanti al

di st ance Wo.2e11/®@31s8ar ge nunber of kil onetres covered) re®airtEP2010/004838
substantial (i.e. high) velocity neasupgnent. Thus, the normalization
equation (6) follows. N ws) CIAS): = 1(s) Equation (6) Equation (6) may
be referred to as the velocity score of s. The velocity score may be used
as the basis for further analysis and nmay influence fees changed by the
service 25 provider 107 to the custoner 108. Another type of matrix sent

fromth td -Geokd) G i | Z1 ng
ecol ogi%g‘f&@‘rﬁlggiéﬁgﬁggﬁégﬁoﬁr, %égbé:& ﬁ!ac% ?38%%8?@%?%3 ?Els;rﬁ Tf@%ﬂ%éﬁ%al
mat r i x folgwingf destrictiphs: dri vi ng behavi our of the user 108 with regard to
fuel 30 consunption, where fuel copsunption nmay be a function of the
velocity of [h&¥imnel @egaﬁmezoe-lmgs%gmgr/ EP2010/ 004838 25 102 and the
accel eration of the vehicle 102a)§i nclaydi.ng"ne,gat I ve acceleration). In sone
i npPenent at i @rsnopatoniciyd \Gr a6l 2E&ti dr frayi- D@ sReQIRG Nidlatie)) isPiveransor

on a5 changuoioht fiat seows T putarfiGR e i byeerie betuBeltnaspeay iRl aRl (e
par anet er i zahbQel®ityldiehdivehrile gogover ed, as descri bed
(8—scaling) Vj: Q%; <Q%:;i>i,i.e. as the velocity of the vehicle 102
becomes greater, an absolute speeding violation becomes less relevant
10 (4 —threshold value) Q%; =0Vi< j ,i.e. only velocities that exceed the

speed limit will be evaluated.

The application of restriction (4 — threshold value) may have the effect of increasing
the efficiency of calculating Q% .

15
Equation (1), the velocity measurement of s, may be linear with respect to the
distance covered. This may be understood to mean that a substantial distance (i.e. a
large number of kilometres covered) results in a substantial (i.e. high) velocity
measurement. Thus, the normalization equation (6) follows.

20

a(s) = % Equation (6)
A

Equation (6) may be referred to as the velocity score of s. The velocity score may be
used as the basis for further analysis and may influence fees changed by the service
25 provider 107 to the customer 108.

Another type of matrix sent from the telematics device 101 to the SDP 106 may be a
matrix summarizing ecological driving behaviour, i.e. the ecological matrix. The
ecological matrix may reflect the driving behaviour of the user 108 with regard to fuel
30 consumption, where fuel consumption may be a function of the velocity of the vehicle



above with respect to the speed matrix. Furthernore, let v: R->Rwth
v(t):=111. X, 1=-d x being the velocity of the vehicle 102 and let a: R-> IR
wi t h dt dtwg2oiideéisy : = - dvx bei ng the accel erati on. TheppamerEeo4sspace of
velocity x dt acceleration nmay be defipgd as R« R Thus, co: IRR>Rx Rwth
co(t):=, a) . An evaluation of the distance covered by the vehicle 102 may
be realized using a general weight function e as an integral curve of the

di st d foll .15 e - QU< ER-> R+ be.th i ght
unce 1 oT0Z SHEHTS aleletod Fiand vebidle Th¥iEtluing Reosivaafial8@toRE ool ogi cal
neasurenent of s. 20 19 is a linear function. That neans i9 has the

followi ng properties (3 and 4): t9(s u st) = t9(s)+ ?As')Property (3) 25In
ot her vioraame implesnéntations, itbe aaievel acceleration gnay bepsisiemiisedfusingadiemsance

coveredn i3 it 982, THE e ¥i%eteReaidh Ehd U8O B*Barbiated based on a

5 change in velocity over a period of time.

Let s: R—R® define the parameterization of the distance covered, as described

above with respect to the speed matrix. Furthermore, let v: R—-R with
voy=2ff.| =< x, being the velooity of the vehicle 102 and let a: R—R with

2

10 a(r) :=iv,=d——x

= Rl being the acceleration. The parameter space of velocity x
t

acceleration may be defined as Rx R. Thus, ¢: R—>Rx R with ¢(t) = (v,a).

An evaluation of the distance covered by the vehicle 102 may be realized using a

general weight function © as an integral curve of the distance covered as follows:

15
Let ©(v,a): Rx R — R* be the weight function, then
(s)= _[ Qopds= .[(9 oplildt  Equation (7)
defines the ecological measurement of s.
20

¥ is a linear function. That means ¥ has the following properties (3 and 4):

Hsus')=(s)+ (s') Property (3)

25 In other words, ¢ is linear relative to position components of the distance covered. In

addition,

J(s)=0 when I(s)=0 Property (4)



In other words, i5 is O when the distance covered is 0. A discretization of
[0, vmaxi x[amn ,c X R nay be defined as follows 5:= s | vi v(s)<vl A

aa( s) <a+hEqQuatiimsesg8) where equation (8) defines a decorpo&PRoiomo4Bss. |t
is possible that am n can be | ess thang§, since negative acceleration (i.e.
braki ng) can occur. This contrasts with velocity, which is always positive.
10 For su , the correspondi ng R emann approxi mati on Rl applies:

=0 A) = EOOAI i A(11,00 ds = 19(s) where the matrix A is defined the sane way
as Aafi in equation (5). 15 Each successive row of the ecological matrix A
nay corlhestAen@otds, & iy DvghéretHeodiBRthceticavdrédy @asi ng vel ocity range. Al so,
each successive colum of the ecological driving behaviour matrix may
correspond to an increasing accel eration. Thus, each entry in the

ecol ogical driving behaviqQur matrix nmay correspond to a distance driven in
a speciAidistretrggionodf [osal“'a‘ '[hi“ié,s;"‘a"a]t R s Remiay be defitied] {sdollowyel ) of

accel eration. The 20 velocity range and the rate of acceleration may be
under st ood as ci rgum#ltsq%gs;(gk w}Py\wb(s)Ew,ﬂe}xanpl Equatdnr@y and 9 col um
ecol ogical matrix sent fromthe tel ématics device 101 may contain the
following entries: 25 /0 0 3 830 103 00\ A=004 2010030500108
112010 1 0 0, WD 2011/023284PCT/ EP2010/ 004838 27 steps between the rows.
Thus, tWeers peuatan(Bicdelings & dpePBHORionapigs 1S BOSBbIenAt anaran badess

vel oci t apge.; - B0 i I Loy T ty.id Ne
econd ety erire, Meoufe dhcerafof GRP LBakng) i TBLERSTHE SRHRIRES i
def i nesvelocity) gehicth isl@Ilalyspdsitivie, where the vel ocity ranges of 50-100 knlh
anqoloo- 150 kni h

For s,

[/

the corresponding Riemann approximation R, applies:

R =Tr(@:A)=Y 0,A; —r— [©cpds=2(s)
i s

where the matrix A is defined the same way as A% in equation (5).

15 Each successive row of the ecological matrix A may correspond to driving performed
at an increasing velocity range. Also, each successive column of the ecological
driving behaviour matrix may correspond to an increasing acceleration. Thus, each
entry in the ecological driving behaviour matrix may correspond to a distance driven
in a specified range of velocities, at a specific rate (or level) of acceleration. The

20 velocity range and the rate of acceleration may be understood as circumstances of

movement.

For example, a 3 row and 9 column ecological matrix sent from the telematics device

101 may contain the following entries:

25
0 0 3 8 30 10 3 0 O
A={0 0 4 20 100 30 5 0 O
1 60 8 11 20 10 1 0 O

Each successive row differs from the previous row by 50km/h, i.e. there are 50 km/h



5 are exenplary circunstances of novenent. Each successive colum differs
fromthe previous colum by 1 ms2, with a m ninumval ue of -4nfs2 (colum
1) and a wexbmursasal ue of 4 m's2 (colum 9). The val ues pofi/EPdntsass6g 0l umm
1) and 4 nmis2 (colum 9) are exenpl aryogircunstances of novenent. Each
entry in the matrix defines a nunber of kilonetres driven within the

vel ocity range defined by the row 10 and at the accel eration defined by t he

| Co tl th t f t f
ontry AtePReiggn i rows, BTs, She st iR HBENES aovaBRr Rt of - HaG e
accel erghéNt velbcily $2ngaidll 0-b6 kKnahlie £H ek&mplE Idircupittaced f Providment.

According to the exanple, the vehicle 102 was driven 267 kmin the time
slice fbie aacend row dedines,a velogdy range of 5@:100Hmih, madsthedbird dowrdefings a he

mat ri x) dj v |

mat ri x. aﬁ§?tﬁeﬁ3{’g %8 kﬂﬁe en P@%%b%kﬂ;é?grgg% érﬂggqgo %}ﬁ/h %&#ﬁ?’g a doelgllr%hows
t hats t Mevmrﬁblar;leﬁcumstad\besm mMékrkemtaEagh\sticeessive Colunn wfmd)frcmf\ the

bet ween 50-100 knih with an accel eration of less than 1 20

addi ti deviaws ealumn Ay dofV/ss WED idrMnipum yalygof aéna{%\xéo'y@vsﬂt a8d 2nhe
Veh'C'%g&ﬁnmsvéigéVo% l/tgf'}(@éluﬁ}nvg |.ofid \’/af&fe bt Wﬁ/&z%@éﬁ*uﬂrﬁ@f%a Yirh/fdzan

accel erati on of S not necessary or the e matri X to be

symmet rjcoldmn F)r amwphmlariyt cmaymbtanzésaofvnmlehtertto Edehi eatry:oh utimes matrix
with a mni t he max rati on of

e defings & aba k. Blomalies Srive WiNinhg VaIar G rapah SaTHes TR RS HIWe of
6 HIpS2, Wi G ther ra%%eta?gﬁoﬁ OdafiN&d syeu?éw@@ﬁfrﬁﬁt' mmégag%&tw 0 tHOO0pkii 'Ebf' n5

seconds. In normal traffic situations, acceleration o 0 2 ms2 and
decel ercitdumnstahces of Irregermbah for2thel s@tiix emm@tmﬂvy 1 BOIun\»D1 are a velocity

2011/ 023284P 1004838 28 cal cy | ated haged 9 hange of .t he
vel oci t? nge CﬁBeE@i‘m% @é\dﬁgeg Ve gece e@[t'l‘?@roq %]511/ fq ¥’f§“eé’f8“e m?é”use
of a segmpyist@ detect the acceleration of the vehi cI e 102, are possible. 5

/I sanpl e frequency usually 1 sec (GPS Chip) while driving repeat: //locate
position usi ng GPS x getGPS() 10 //match x to map x = match(x)

11 9% SRES L] HUTLESptd AERlEh FOY Wastiiven 987 YR hENAEIRS fopst

vel CI t’§
which the matrix is defined (i.e. the time slice covered by the matrix). This can be

determined simply by adding up the values in the matrix. Furthermore, the entry in
row 2, column 5 of the matrix above shows that the vehicle 102 was driven 100 km at
a velocity (i.e. speed) of between 50-100 km/h with an acceleration of less than 1

20 m/s?.In addition, the entry at row 3, column 1 of the matrix above shows that the
vehicle 102 was driven 1 km at a velocity of between 100-150 km/h with an
acceleration of -4m/s2.

It is not necessary for the ecological matrix to be symmetrical. For example, it may be
25 advisable to define columns beginning with a minimum value of -10m/s?, i.e. the
maximum deceleration of a vehicle with the brakes fully applied, and ending with a
maximum value of 6 m/s2, which corresponds to a vehicle accelerating from 0 to 100
km/h in 5 seconds. In normal traffic situations, acceleration of up to 2 m/s2 and
deceleration of not less than -2 m/s2 is customary.
30
The ecological matrix may be calculated using code based on pseudocode shown in
Table 3. In the pseudocode shown in Table 3, the acceleration of the vehicle 102 is



20/ I comput e accel eration (assum ng sanple frequency is 1 sec) ac = v-vl
[/discretize v and ac i = |l ookupDi scretizationTabl e(v) 25j
| ookupDi swoebviizesisanTabl e(ac) //conpute tine slice and PCTEPRII0ANMBIOryYy a
| ookupTi meSlice(t) b = | ookupStreet Catggory(x) 30 //conpute distance from
| ast known position y = getlLastPosition() s = corrputeLengt h(x, vy)

35/ /i ncrenent Ianbda with s lanbda(a, b, i, = lanbda(a, b, i, |

i)
/lstore |t|o | ast positiq on 40 3 Add|
code nacgf?‘ﬂiaﬁ.?ge ?%d L?pﬂ 8ot & Eéﬁ%g‘f R’rré 'l’?( ‘&ﬂ% }@b@”?ﬁ% %hg eset
t he valiggterdbntdiionspe! nghérlliéé of at Serfsordd deteet HY edcsterdtRii 6Rthd®Ehicle may
be calculated at the 106. my have the following restrictions: (1) e is

not negddd, @€ possibleay 2 0 Vi, j

5 //sample frequency usually 1 sec (GPS Chip)
while driving repeat:

//locate position using GPS
X = getGPS ()
10
//match x to map
x = match(x)

//get speed VTG from GPS via Doppler shift
15 v = getVTG()

//store as last velocity
vl = v

20 //compute acceleration (assuming sample frequency is 1 sec)
ac = v-vl

//discretize v and ac
i lookupDiscretizationTable (v)
25 j = lookupDiscretizationTable(ac)

//compute time slice and street category
a lookupTimeSlice(t)
b lookupStreetCategory (x)

30
//compute distance from last known position
Y getLastPosition()
s computeLength({x, v)

35 //increment lambda with s
lambda(a, b, 1, j) = lambda(a, b, i, j) + s

//store position as last position
setLastPosition (x)

40 Table 3

Additional code may be used to upload the ecological matrix Ato the SDP 106 and

reset the values of the matrix entries to 0.

45 A weighted ecological matrix © may be calculated at the SDP 106. ® may have the

following restrictions:

(1) ©is not negative, i.e. ©, 20Vi, j



WD 2011/ 023284PCT/ EP2010/ 004838 29 (2 - nonotonicity) Vi: O, ?_.i>i.e.
acceleration is given a weight that grows in proportion to the magnitude of
t he accelwoaniiemsysd - scaling) :Qii > i.e. as the vel oectrEprodiobusivehi cl e
102 becones greater, the magnitude of phe accel erati on becones nore
rel evant (4- ideal speed) 00 = 0 Vimn Restriction (4) reflects the
I nformati on that nost passenger cars, when driven at a 15 velocity of
bet ween e.g. 70-100knf h, consunme a | ow anount of fuel. The function defined
in equation (7), i.e. the ecol ogical neasurenent of s, nmay be linear
relative to them@hsicHiciy)ogver ed.> dhi g>neans, that a substantial distance
(i.e. a large nunber of kilonetres ¢overed) results in a substantial (i.e.
hi gh) ecol ogigalccdlerahes i §iVBAta waidHs thdt RoWNsipldpcHioR fo BfRialgPRulE of
fol | ows: ?Ast)h i (s) Equation (9)

ea

cceleration
5
(8 - scaling)
Vi: 0,20, i>
i.e. as the velocity of the vehicle 102 becomes greater, the magnitude of the
acceleration becomes more relevant
10

(4 — ideal speed)

@, =0Vi, <i<i,

Restriction (4) reflects the information that most passenger cars, when driven at a
15  velocity of between e.g. 70-100km/h, consume a low amount of fuel.

The function defined in equation (7), i.e. the ecological measurement of s, may be

linear relative to the distance covered. This means, that a substantial distance (i.e. a

large number of kilometres covered) results in a substantial (i.e. high) ecological
20 measurement. Thus, the normalization equation (9) follows:

Is)=— Equation (9)

Equation (9) may be referred to as the ecological score of s. The ecological score
25 may be used as a basis for further analyis and may influence fees charged by the
service provider 107 to the customer 108.

Yet another type of matrix sent from the telematics device 101 to the SDP 106 may
be a matrix summarizing (or aggregating) risks corresponding to categories of roads
30 on which the vehicle 102 is driven and risks corresponding to times of day the vehicle
102 is driven (i.e. the risk matrix). Thus, a road category and a time of day the vehicle



Equation (9) may be referred to as the ecol ogical score of s. The
ecol ogi cal score 25 may be used as a basis for further analyis and may

i nfl uencewbeaes/ebmiged by the service provider 107 to tlreTmr3d10/0e483408. Yet
another type of matrix sent fromthe tghematics device 101 to the SDP 106
may be a matrix summarizing (or aggregating) risks corresponding to
categories of roads 30 on which the vehicle 102 is driven and risks
corresp

mat 1 ) (O diveD g e BndEhiodAa SPaihel P msiArites JanpupEentfhe réad
2011/0 1 Wt EPRIEDESIPdsthdiy 198 dositiin ¥R BB deteemilitebas@PenashathBal 1

of circunstances of novenent. e road category of a_road corresponding to
a posi ttherroadyisbie aletityr (enatbanfrdaber whisideroft acityodde sk matrigimay (be e.

ur ban or ide of a city. The risk matri x nay be defined as
foll O\A/sade?@eEeqs%ﬁéa'?': 414) be a neasure of the distance covered (or

tragersed) in atinme period (i.e. tinme slice) a on aroad with

correspondi ng cateqory 13. Let Pafi be any conpatible matrix. Then 10p :=
Er zf | Ad&cﬁ@t:#é&l,(g de Eqmeasuse of ity digtanaeceovered (orsttavrraed) BnaHimegperiod The
matrix Pafl has the follow ng property: 15 Pafl is not negative, i.e.

Pct f | o (DeMimejshicepardnya &3d withTdeerespendingdategomyt f.dret(AY) be any esppadible
Iinear[’ﬁ/] {50 tl_ge di stance covered. This neans that a | arge di stance covered
(i.e. dN&WBst' AR al nunber of kilometres) results in a 20 high risk

measur enent. The equation

10 p=2 PPA, Equation (10)
Equation (10) defines the risk measurement of s.

The matrix P has the following property:
15

P#is not negative, i.e. P; >0Vi,j  Property (5)

The result of equation (10) corresponds linearly to the distance covered. This means
that a large distance covered (i.e. a substantial number of kilometres) results in a
20 high risk measurement.

The equation

p(s)= pls) Equation (11)
I(s)

25
is referred to as the risk score of s.

The risk score may influence fees charged by the service provider 107 to the user
108. The risk matrix may be implemented on the telematics device 101 using code
30 based on the pseudocode in Table 4.



/(s)Equation (11) 25 is referred to as the risk score of s. The ri sk
score may influence fees charged by the service provider 107 to the user
108. The wbk1mms1sux may be inplenented on the tel enati esTdPviweodsdd using
code 30 based on the pseudocode in Tabge 4. WO

2011/ 023284PCT/ EP2010/ 004838 31 //sanple frequency usually 1 sec (GPS Chip)
whi | e driving repeat: /11 ocate position using GPS 5x = get GPSO

//rratch = match time slice and street category a
= Iookqﬁl‘fllg% m%gegfﬁ ﬁausufacg)i(;% %Fr e@%gg(theg)ory(x) 15 //conpute di stance from
| ast known position y get Last Position()

//locate position using GPS
5 X = getGPS()

//match x to map
x = match(x)

10
//compute time slice and street category
a = lookupTimeSlice(t)
b = lookupStreetCategory (x)

15
//compute distance from last known position
y = getLastPosition()
s = computeLength(x, V)

20 //increment lambda with s
lambda(a, b) = lambda(a, b) + s
//store position as last position
setLastPosition (x)

25 Table 4

Additional code may be used to upload the risk matrix to the SDP 106 and reset the
values of the matrix entries to 0.

30 The speed matrix, the ecological matrix, and the risk matrix may each include a
plurality of matrix entries. Each matrix entry may be composed of a plurality of
elements. For example, the entry at row 2, column 1 of the speed matrix has the
value 56 km. 56 km may be understood as the distance covered under the pair of
circumstances of movement defined by row 2, column 1 (i.e. a speed limit of 100

35 km/h and a speed range of between 0-50 km/h). A time period, programmed into the
device, is defined as one day. According to the example, the matrix entry with the
value of 56 km is composed of 3 elements. The first element was recorded in the
matrix entry when the user 108 drove the vehicle 102 20km at 40 km/h in an area
where the speed limit was 100 km/h. The second element was recorded later in the

40 time period when the user 108 drove the vehicle 102 20km at 30 km/h in a different
area where the speed limit was also 100 km/h. The third element was recorded even
later in the time period when the user 108 drove the vehicle 102 16km at 35 km/h in
yet another area where the speed limit was 100 km/h. Other elements of different



s = conputeLength(x, y) 20//increnment |anbda with s | anbda(a, b) =

| ambda(a, b) + s //store position as |ast position setlLastPosition(x)
25Tabl e 4woddita2ersal code may be used to upload the ri skcratreom/ov433s he SDP
106 and reset the values of the matrixgentries to 0. 30 The speed matri X,

t he ecological matrix, and the risk matrix may each include a plurality of
matrix entries. Each matrix entry may be conposed of a plurality of

el ement s, . For ample, the entry at rqw 2. ¢olu 1 of speed matri x has
the valDatrBceRfERER i e FerdabBonfie, e merth, oL he VBREPAnbEIS ne
pai r ofregbfdadrst ances of novenent defined by row 2, colum 1 (i.e. a speed
limt of 100 35 kmh and a speed range of between 0-50 kmh). A tine
period, programred into the device, is defined as one day. According to the

X! G S TSNS ok ittt ROubRbbS0 S8 RB S8R0 08 along, .

el enen e’I erre Wa s cor r X en when

1085dr avith tdree ‘o2 hinoke makicésk mhat peentlbrﬂ baianrway dice apluacied Whensmeeduser m t
was 100 knmi h. The second el enent was recorded Iater In the 40 time period

when t Hé?"(%r@“rs %@@CHPB\Y@"*}%%%‘P'@F@ qensesmieRcat 188 achipR may hed ISW&rMﬂg ar ea

wgﬁ : In t h e%gpﬁ'{ % e{éﬁﬁehhrg@h fgglr{cﬂc’ioveﬁﬁgﬁr\/e glr nggéi&m

at 35 keﬂ\)mranlmental consequences (e g. a high rate of acceleration), dnvmg in a
dangerous area (e.g. an icy area) or driving at a dangerous time of day (e.g. at night).

10  The consequence may be an increase in the fee changed to the user 108 by the
service provider 107. When the position data is uploaded to the SDP 106, the
position data may be encrypted with a secret key of the user. Encrypting position
data with the secret key of the user may have the effect of protecting the privacy of
the user. The user 108 may choose to allow the SDP 106 or the service provider 107

15  to decrypt the position data in order to avoid paying additional fees (e.g. the user may
be able to use the position data to show that he was not at the position at the time

the action occurred).

The SDP 106 may confirm receipt of the event message at S802. At S803, in an

20 additional message or in the same confirmation message, the SDP 106 may provide
a URL for a new configuration for telematics device 101. The URL may be used to
download the new configuration. A code may be provided in the message sent at
S803 to indicate that the data sent at S801 was accepted and processed.
Alternatively, a message may be sent at S804 indicating whether a new configuration

25 is available for download by the telematics device 101, and that the event data sent
at S801 could not be processed.

It may be that the SDP 106 aggregates data from several telematics devices
(including telematics device 101) and performs statistical analysis on the aggregated
30 data before forwarding the aggregated data to the service provider 107. The
statistical analysis performed by the SDP 106 may involve aggregation of data similar
to the aggregation described above in connection with the three exemplary matrices



yet another area where the speed limt was 100 kmih. O her elenents of
different WD 2011/023284PCT/ EP2010/ 004838 32 matrix entries may have been
recor ded wbi2ba/i2bmsel enent s of the exanpl e were recor de@CTIEP2610/M@4838
situations, it may be that position daga is uploaded to the SDP 106 al ong 5
with one or nore matrices. The position data nmay be upl oaded when the user
perfornms an action with an associ ated consequence. The action may be risky
driving. hehgviour_.(e. 9., exceeding a,speed Limt), driving avi pur A th
acver sd-Bnu e iHaice” ok ShEEHo ce B R0BE" by maeviPa BB e skl o (e
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recei pt of the event nmessage at S802. At S803, in an 20 additional nessage
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telematics device 101) and perforns statistical analysis on the aggregated

30 dat aHaevell-Boewmovtaranah pefore siggpadhe dnadiges, apdinassidy pefereplransmiting o7,
The st ati.stigal I : - hys 4.h j nvaol i on
of 18at e hefilEes TRA I ToBileh FBUIcRAO TR S REIR TS, RIniey BEWeRdRhe
three epergdueeybamdwidtresonsumed by sending matrices by compressing the matrices
(e.g. eliminating or reducing matrix entries with a value of 0) or not sending matrices

when the matrix entries are all 0.

20 The speed, ecological and risk matrices may be transmitted from the telematics
device 101 to the SDP 106 in XML format. In order to minimize the quantity of data
sent, and thereby minimize the cost of transmitting the data, matrix data may be
transmitted in an XML list format. For example, the 3 row and 9 column ecological
matrix A from the example above, may be represented as shown in Table 5:

25



WO 2011/ 023284PCT/ EP2010/ 004838 33 (i.e. the matrices for speed, ecol ogical
driving behaviour, and risk). One distinguishing feature of the statistical
anal ysi s wenbowored4at the SDP 106 may be that it takes pramPav®o4sas| onger
time period, e.g. a week. For exanple,34 risk matrices fromthe tel ematics
device 101 can be sent to the SDP 106 over the course 5 of a week. At the
end of the week, the SDP 106 aggregates the 7 matrices into one matrix
(possi bly by adding up the correspondi ng val ues), and then sends the result
to the sgrvice provider 107. It may be that the SDP 106 stores the speed,
ecol ogi cal , apdesdi sk matrices. In 10 practice, the matrices nmay be sparse,
since sone driver&adoifaaiatdrive in the early norning, and entries

cor bespondi ng to ¢tiime>ti/mmetice may all be 0. Also, a nunber of speeding
violations, e.g. 400 keiny Lbst Her cdifireernsly a-xity, are rare. It nmay be

advi sabl e to conpfié€8sthe matrices with sparse bl ock conpressed row storage
or Harwel | - Boei ng fo;g?t be} or e torlaf thﬁ)nat(ﬁce§3 and possi bly before

trgpsnmtting 15 the riceg fromthe | I&}%’ cilr%dev%ce ﬁ)l togthe SDP 106.

Thus, it may be possible to reduce bandw consurred by sending matrices
by conpressing the ratsdces (e.g. elimnating or reducing matrix entries
w th a val ue<afpeBd> or not sending matrices when the matrix entries are all
0. 20 Tow=sespeed, ecological and risk matrices may be transmtted fromthe
telt&mti cs device 101 to the SDP 106Table>$L format. In order to mnimze
the quantity of data sent, and thereby m nim ze the cost of transmtting
the data, matrix data may be transmtted in an XM. list format. For

s e A eBECHAE £ B 90 Bghecnd 4 Kotk SN BUSAIR, BrRLCHC,
34 <setmay be used. ini sems>implepeerdatiens ett>mEyTdlel ehdt WBXML, possibly in
combination with the compression utility, could be suitable. A compression ratio of
20 20% with WBXML and 40-50% with the compression utility may be realistic. A further
alternative may be the use of ASN.1 instead of XML. Although the use of the
compression utility may be particularly helpful in reducing the quantity of data
transmitted, there may be performance considerations due to the demands of
compression and decompression on the telematics device 101.
25
The speed, ecological and risk matrices may be sent individually or combined into a
multidimensional matrix. For example, a three dimensional matrix, in particular a
three dimensional speed matrix might include 7 one day times slices, with a two
dimensional matrix for each time slice. Thus, according to the example, the three
30 dimensional matrix would include 7 two dimensional matrices. Other combinations
are possible. For example, a four dimensional matrix might include multiple three
dimensional matrices, such as multiple three dimensional speed matrices for each
road category. Continuing the example, the four dimensional matrix may include two
entries, one for a city road category, and one for a non-city road category. Each entry

35 may include multiple three dimensional matrices.

Accordingly, the matrices could also be interpreted as one or lists of elements
summarizing the processed satellite data, where each element in a list represents a
distance travelled (e.g. a number of kilometres) according to certain circumstances of



In a specific exanple, a binary XM. format and/or a conpression utility
(e.g. gzip) may be used. In sone inplenentations, it may be that WBXM.,
possi bl y WO 200m2828at i on with the conpression utility, cearEPR@EIONSBEDI €. A
conpression ratio of 20 20% wi th WBXM.3&nd 40-50% wi th the conpression
utility may be realistic. A further alternative may be the use of ASN. 1

I nstead of XM.. Although the use of the conpression uti Iity may be

ey be paFetheRE ek baedy BT GRang Setiav e, auifts mb i IhbbGrened
deconpnesiiugnways bhehkelahigé iteRnitaiosCéeviéd 1025 FEh@xaﬁﬁﬁ@l, a &vo!digierglonand
risk matrices may be sent individually or conbined into a nultidi nmensional

mat ri x.ark, aék@rrﬁw of suetsr(alsagietenied é%as rag@rosk, orian pHAY iof @biacts cey

di nensi I I WO
di rrensilg)gr% mat ri Qgsé{j uéglﬂﬁﬂ?ﬁtahaﬁ% 4 a?sﬁﬁ'@ssﬁ@%cg'}rg@ﬁsg%t Lﬁ%anW)ﬁa% éé t he
thrée 3Bagli rmSlunderstOMrlvmtmoméf@remé ute The WE - npregranamnintat angemget her
conbi nati Qns ar e, possi exa di mensi onal matrix m ght

Pel uadmRIPe Pl ol HangasRs At aesSiR ch a il 11 pl e ¢ hr 6

di mensi onal speed matrices for each road cat egory. Continuing the exanple,
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Fig. 10 graphically depicts possible benefits of using the telematics device 101.

According to some studies, it is common for drivers to exceed a recommended speed
if there is no speed limit on a highway. Furthermore, casualties in accidents are
particularly high for young drivers. These and other factors contribute to high damage
claims and decreasing premiums in some automobile insurance markets.

Furthermore, it is sometimes suggested that it is difficult to differentiate the auto
insurance policies of one company from the auto insurance policies of competing
companies when each insurance company is legally obliged to offer auto insurance
25 to any person who asks for it. As a result, auto insurance companies may struggle
with high user turnover and user price sensitivity. Furthermore, costs for damages



15 or "hard facts", which nmay be provided individually. The neasurenent of
ecol ogi cal driving behaviour data 902 nmay provide a record of predeterm ned
events. RwO2exzapise, i nstances of high accel erati on may Poe/RrPe@onosds al ong
wi th periods when the vehicle 102 is dggven into an environnental zone.
Driving risk factor data 903 may record driving in areas or at tinmes (e.g.
at night) when accidents frequently occur. 20 Fig. 10 graphically depicts
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determ ne driving behaviour nore precisely. Figs. 11, 12 and 13 depict
different aspects of a speed display. Simlar displays, with corresponding
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Fig. 12 depicts an exemplary warning display 140 of the GUI of the telematics device
101. The warning display 140 may be understood as a variation of the speed display
120. In the warning display 140, the speed limit indicator 142 is displayed against a
yellow background 144. The yellow background 144 may be understood to indicate



that a velocity of the vehicle 102 exceeds a speed limt corresponding to a
| ocation of the vehicle 102. However, in the exanple of warning display
140, the welwooidy2sef the vehicle 102 is within a preset prolmpr@noesse 5
kmih. The preset tolerance nmay be nodigyed as discussed in connection with
Fig. 17. A velocity indicator 146 shows that the velocity of the vehicle
102 is 51 kmh. The speed Iimt indicator 142 indicates that the speed
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ext ended speed display 220. In addition to the el enents of the speed

di splay 120, the extended speed display 220 depicts a city indicator 222

and an limt indicator 224. The city indicator 222 indicates whether the
WO 2011/ 023284PCT/ EP2010/ 004838 39



vehicle 102 is located in an urban area. The limt indicator 224 indicates
the speed limt corresponding to a | ocation of the vehicle 102. The FC
(Funct i onwGBl2assp3isadi cat or 225 may refer to a road cat egorgpe@onespondi ng
to a location of the vehicle 102. Fig.3¢d6 shows an exanple of an extended
settings display 240. In addition to the elements of the settings display
180, the extended settings display 240 provi des an extended di spl ay |nput
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shows an exanple of an extended alert display 260. In addition to the

el enents of the alert display 160, the extended alert display 260 includes

a city Tl lethfost 26dlumd ot ethen dettitiger difplay a1 §EersHows iandise adfoveRfftiesa in
violation indicator 268, and a points indicator 270. Simlar to the alert

di spl aydassen mgeo&ereﬁaem eQFfé‘rQOTEﬁ%)QF‘gV‘Qz@Oa sReeFdiniL slatumtaa Ingationob
feedbactlﬁ 19511|cf5hqo RQS(PE\RIC ?rELsz ‘ﬁ*&%@e‘éekh?arn\gfhkﬁ{/ e is

In an ur an ar ea. ee |1 n eadmn|s IV I ne

cor r es pannolve @nt lsoth srd@é of trmnedtﬂelsah dide bSet:’heolumri and dine F'iKioh/Ia¢alumaGalow
Accor di n% to the exanple of Fig. violation is, thgt the VePI cle 102

exceedeleLTHER o BeEraAsesol feereasetn ihhGTHES T eoe QiR s er.toga t he
vehi cl esécg:% dSXBRRARCk, LiE fﬂ%ﬁ%ér'dﬁéec%}ﬁgéla k&{dého Tﬁed ?éf’o?é NE of ﬁéme
may be ‘understood as the Tine prescribe aw for e VIO ation. e

penal t ydispldyct8is stesvrshbives eatriesdii thiedfalh pehmhm yefeham anspedsing taletariceed
for the violation. speC|f exa Ieo ' 2Q, the fee ind] t.or
264 s % mumiatsof Revangrsiand fmitR Exgaetiec betogd tan e Tselal 166
i ndi cat gow 6 TRBOWECAHHR télaeanﬁé)laml % %yeba.ﬁg)rtoleréndmﬁ&y %%ﬂébﬂ%l
the driver's license of the user 108. Moreover, the points indicator 0

shows tlederrechdovas|tatarance aalges.olt magoberttbat @ testadcof deel delmmearmNsrer S

o di spracatondf Eafingy petsie s s Wiiads Sale AS WGt R Ry s
| ocal i tiyput ¥er@éhtl] 8L 328/ BEThdRP b Pé10ed 83 8hd Gpesdnaispay IM@rmalﬁrsa\mgn I ar
to the |nf ormation depicted in Fig. 9. WO 2011/ 023284PCT/ EP2010/ 004838 41

C ai ms aNyACBaR\es de- mﬁpno&@nsewwmoﬁ sae Bpsidirelagpenhd 86 maycheogssad tRer
108 f { h
(108) %%of&‘@h Qésé @V tha tofé?%ﬁc&%'ﬁuﬁ'a%(r%gg 3fo é‘%ﬁegﬁdﬁ %erp 2guch as a

vehi cl e Telenma server rir'sing: noving
the device (101) during a time period; S5recei VI ng data at the device (101)
during {he t|ne period; processing y the device (101 t he ed dat a;
sunmar i ?‘Fﬂj ding,tq ga ‘%P@ﬂ’“g@ the Fow 1 %gsﬁpd@eg’@é fcaaérzfq I'@“n‘ﬁté‘?i‘ /ﬁ/n ®in
the rowgs Wikt h Rt B af 644" kADATr G 10RMeIRBEAES t he
devi ce (101) 1:q/%er el néa{cﬁgarertatg?%ééélanc I 'ud l(Sasgaa pl ur al ﬁvy mratrl X-entri eg %nd
wher ei rbafach the adert idispdayy 10l iscEhes. Acdordingly,eif dbe evahicleyl QZwexdeeds:&Q 101)
durlngthedtinegelriodh . . .

speed limit forless than 5 seconds or by less than 5 km/h, the warning display 140 is

shown.

In addition, a data transfer input element 183 (e.g. a checkbox) may be provided. The
data transfer input element 183 may allow the user 108 to select whether data will be
transferred from the telematics device 101 to the SDP 106.

Fig. 15 shows an example of an extended speed display 220. In addition to the
elements of the speed display 120, the extended speed display 220 depicts a city
indicator 222 and an limit indicator 224. The city indicator 222 indicates whether the



under a pair of said predefined circunstances of novenent; and transmtting
the summari zed data fromthe device (101) to the server (106). 15 2. The

nmet hod ofwol2aimn2izs4wherei n the processed data includes atCTiFPasi/ooses of
position data, velocity data, and tinesglata, and wherein the velocity data
I ndi cates a speed at which the device (101) has been noved, the nethod
further conprising: correlating the position data and/or the velocity

dat d/ t ti t | t | nf ti. t h ' 101);

2000t orviThing Oz BFathd 4h Pl RreRThET L Bfoair 2of anafiehrier e b

user hagnipeéirespEtiag taatibSation ditharnverisiecionat FHe F sRANGIRFECIazBY indicator

generati rggmag); t he device glol), an alert in response to the action. 3. The
[

met hod 23 fer to uoadgatearRyraosiasgondmeniers [ocation obdievehicleaddy ssi on,
the sunmari zed data, wherein the sumrari zed data can be decrypted by the
server (106) w thout assistance fromthe WD 2011/023284PCT/ EP2010/004838

42 userFigenér simbwsan bgdmpke bhant exesdedssettingd display 246 s érdl adidition to the
correspandi n&hto the acti erein the processe ata can only

ot y pIEBMENEEOb e 5 nas RISRISE D, i SIandedgSatieas RSP 240 ROV AN dat a
from t g 8sdd S BidptAt IngiR d18feRe242 (22§1983neckbox) that allows a user to select
whether or not extended information, as depicted in Figs. 18 and 20, should be
shown. Similar to the data transfer input element 183 of Fig. 14, the data transfer
input element 243 may allow the user 108 to select whether data will be transferred
from the telematics device 101 to the SDP 106.

Fig. 17 shows an example of an extended alert display 260. In addition to the
elements of the alert display 160, the extended alert display 260 includes a city
indicator 262, a fee indicator 264, a penalty indicator 266, a violation indicator 268,
and a points indicator 270. Similar to the alert display 160, the extended alert display
260 may be accompanied by audio feedback 103. The city indicator 262 indicates
whether the vehicle 102 is in an urban area. The fee indicator 264 shows the
administrative fine corresponding to a violation depicted by the violation indicator
268. According to the example of Fig. 20, the violation is that the vehicle 102
exceeded a speed limit of 50 km/h by moving at a speed of 81 km/h, i.e. the vehicle
102 exceeded the speed limit by 31 km/h. The administrative fine may be understood
as the fine prescribed by law for the violation. The penalty indicator 266 shows an
additional penalty that may be prescribed for the violation. In the specific example of
Fig. 20, the fee indicator 264 shows that the violation calls for a fine of 160€ and the
penalty indicator 266 shows that the violation calls for a 1 month suspension of the
driver’s license of the user 108. Moreover, the points indicator 270 shows that the
violation calls for 3 points to be recorded on the driver’s license of the user 108. The
telematics device 101 may also be configured to display a table of fines and penalties

corresponding to violations in a locality.

The GUI of the telematics device 101 may also be configured to display index or



4. The nmethod of any one of the preceding clains, wherein the predefined

ci rcunst ances of novenent conprise one or nore of the following: a velocity
range at wbi2oh/i2bm4devi ce (101) covered the distance; 1@aT/Eet@o0004838

accel eration at which the device (101)4@overed the di stance; a speed
limt corresponding to at |east one position within the di stance covered by
the device (101); a road category corresponding to at |east one position
covered_by the.device (101). 1 5 nethod . of . apy ane of clains 2 to 4,
wher ei o4 @%%B‘q?ﬁ?%‘#}éﬁ"aﬁa’c@f}ﬁ'@%’I’gg“gﬁtde!?@%w E%lgo%di nat es, and wherein
correlating the position data and the velocity data further conprises:
correlating the position data and the velocity data with a road category
and/or 20 a speed Iimt linked to the set of nmap coordinates. 6. The

nmet hod of any one of clains 2 to 5, wherein the action includes one or nore
of the follow ng: exceeding a speed |imt; 25exceeding a predefined rate of
accel eration; approaching and or being at a position that presents a risk
to the user. 7. The nethod of any one of clains 2 to 6, wherein the device
(101) does not display the map information. 30 8. The nmethod of any one of
t he preceding clains, wherein at |east one matrix entry E u i s conposed of
a plurality of elenents, wherein each elenent e of the WO

2011/ 023284PCT/ EP2010/ 004838



43 plurality of elenents defines a distance, wherein the distance defined
by the elenent e u nmay have been covered during a tine interval which is
nonadj acewD 2vni/2bm4t i ne i nterval during which the di st arce/mpbedionesdsdy the
next element e licil was covered, whergin the plurality of elenents of each
matrix entry defines the distance covered by 5 the device (101) during the
time period under the pair of predefined circunstances of novenent
corresponding to said matrix entry, and wherein the plurality of matrix
entries defines the distance covered by the device (101) during the tinme
peri od. 9. The nethod of any one of the preceding clains, wherein the
device (101) is 10 enbedded in a vehicle (102), the method further

conpri sing: conpensating the user because the device (101) is enbedded in
the vehicle (102). 10. The method of any one of the preceding clains,
wherein the matrix is used to 15cal cul ate an indication of driving
behavior. 11. The nmethod of any one of the preceding clains, further
conprising aggregating the transmttethigaia with data fromat | east one

ot her device (101) at the server (106), 20generating statistical data based
on the aggregated data at the server (106), and preferably conprising

providiyng a ) | ' lie t Q. tistical
ot & aniior A RerBEmpdfifod motfp36H edrfld e dhvaEH B A Ik Tl oy
2512. A thergtilityeof gatagronmmpnicdted by angievics (1010 0sqieH &s anesiicb teleiaticsuct i ons,
whi ch, when | oaded ana exeﬁét ed on a device (101), such as a vehicle

t el emat §QUCRdQia-TEVER(I0) the MEthQkcomBi§iNgs per f or m oper at i ons accor di ng

61 b BRGSO
5 - receiving data at the device (101) during the time period;

- processing, by the device (101), the received data;

- summarizing, by the device (101), the processed data in a matrix,
wherein the rows and columns of the matrix define circumstances of movement of the
device (101), wherein the matrix includes a plurality matrix-entries, and wherein each

10  matrix-entry includes a distance covered by the device (101) during the time period
under a pair of said predefined circumstances of movement; and

- transmitting the summarized data from the device (101) to the server

(106).

15 2. The method of claim 1, wherein the processed data includes at least one of
position data, velocity data, and time data, and wherein the velocity data indicates a
speed at which the device (101) has been moved, the method further comprising:

correlating the position data and/or the velocity data and/or the time data with
map information stored on the device (101);

20 determining, by the device (101) and based on the correlation, that the user
has performed an action with an associated consequence; and

generating, by the device (101), an alert in response to the action.

3. The method of claim 2, further comprising:
25 encrypting, before transmission, the summarized data, wherein the
summarized data can be decrypted by the server (106) without assistance from the



44 a receiver operable to receive data during a tine period,
wherein the received data indicates that the device (101) has been noved
during t hwotzorm2pmai od; a processor operabl e to processPChEPe@OPII83E dat a,
and sunmarize the processed data in a gmtrix, wherein the rows and col umms
of the matrix define 5 circunstances of novenment of the device (101),
wherein the matrix includes a plurality matrix-entries, and wherein each
natrix-qury i ncludes a di stance covered by the device (101) during the
tinme péFﬁéd under a pair of said predefined circunstances of novenent; and

-a transnmi tt@fcm@lﬁ'( ApeforeathbtaiifmibsibhethRUSFIBE s Sal daRt Gortésgdmiing fo/fle
10(106). 14. e dggvi ce (101) of claim 13, wherein the device r'z‘gifm) S

physi caatipnewbheriadhe precesseddata canonly badegrmted witha keyof #e User1) uses

[ f J ' : _ X :
(lo1), “such i F8 Eldhuksiprob Go S SRR Fihine HRviekiof) ffie S8t
conpri 466).-a recei ver operable to receive data during a tinme period,

wherein the recei ved data indicates that the nobile device (101) has
been noved during the time 20period; -a processor operable to process the

recei veg datpg AsihsY BTBhY Eie'di SO TRSERARY cARNE WiloRilTBd bioddiigel N t he

rows and col umms of the trix define ci unst anhces of noVenent of the
nobi | e cireumdaideslof mokiemeinh comprisatanexon moreidethesfopiowimay: i t y
i ncl a di stance covered

trix-entri d wh ' trix- d
lr)rg r2:5)(_t ﬁg Hﬁ?%'@g?@éﬁ'@%tll‘gﬁﬁﬁggﬁ%'r({eﬁ@ws %’é"?fépitg_ﬂecﬁﬂa@?e;a pair of said
pragefined o 6% bapsRaiIn AONEERThe o%mée-(?% g)&‘&%ﬁttﬁé dsghedl e to

transmt the summari zed data to the server
a speed limit corresponding to at least one position within the distance

covered by the device (101);
a road category corresponding to at least one position covered by the device
(101).
15
5. The method of any one of claims 2 to 4, wherein the map information
comprises a set of map coordinates, and wherein correlating the position data and
the velocity data further comprises:
correlating the position data and the velocity data with a road category and/or
20 a speed limit linked to the set of map coordinates.

6. The method of any one of claims 2 to 5, wherein the action includes one or
more of the following:
exceeding a speed limit;
25 exceeding a predefined rate of acceleration;

approaching and or being at a position that presents a risk to the user.

7. The method of any one of claims 2 to 6, wherein the device (101) does not
display the map information.

30
8. The method of any one of the preceding claims, wherein at least one matrix

entry E ; is composed of a plurality of elements, wherein each element ¢ f; of the
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plurality of elements defines a distance, wherein the distance defined by the element

e fj may have been covered during a time interval which is nonadjacent to the time

interval during which the distance defined by the next element e ;" was covered,

wherein the plurality of elements of each matrix entry defines the distance covered by
the device (101) during the time period under the pair of predefined circumstances of
movement corresponding to said matrix entry, and wherein the plurality of matrix
entries defines the distance covered by the device (101) during the time period.

9. The method of any one of the preceding claims, wherein the device (101) is
embedded in a vehicle (102), the method further comprising:

compensating the user because the device (101) is embedded in the vehicle
(102).

10.  The method of any one of the preceding claims, wherein the matrix is used to

calculate an indication of driving behavior.

11.  The method of any one of the preceding claims, further comprising

aggregating the transmitted data with data from at least one other device (101)
at the server (106),

generating statistical data based on the aggregated data at the server (106),
and preferably comprising

providing a web portal, wherein the user is able to access the statistical data

and/or the summarized data of the user by means of the web portal.

12. A computer program product comprising computer-readable instructions,
which, when loaded and executed on a device (101), such as a vehicle telematics
device, cause the device (101) to perform operations according to the method of any

one of the preceding claims.

13. A device (101), such as a vehicle telematics device (101), wherein the device

(101) comprises:
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- a receiver operable to receive data during a time period, wherein the
received data indicates that the device (101) has been moved during the time period;

- a processor operable to process the received data, and summarize the
processed data in a matrix, wherein the rows and columns of the matrix define
circumstances of movement of the device (101), wherein the matrix includes a
plurality matrix-entries, and wherein each matrix-entry includes a distance covered by
the device (101) during the time period under a pair of said predefined circumstances
of movement; and

- a transmitter operable to transmit the summarized data to the server
(106).

14.  The device (101) of claim 13, wherein the device (101) is physically embedded
in a vehicle (102), and wherein the device (101) uses an interface of the vehicle (102)

to communicate.

15. A mobile device (101), such as a mobile telephone (101), wherein the device
(101) comprises:

- a receiver operable to receive data during a time period, wherein the
received data indicates that the mobile device (101) has been moved during the time
period;

- a processor operable to process the received data, and summarize the
processed data in a matrix, wherein the rows and columns of the matrix define
circumstances of movement of the mobile device (101), wherein the matrix includes a
plurality matrix-entries, and wherein each matrix-entry includes a distance covered by
the mobile device (101) during the time period under a pair of said predefined
circumstances of movement; and

- a transmitter operable to transmit the summarized data to the server
(106).



