
BROWSER PREVIEW 

FIELD 

In general, embodiments of the invention relate to systems, methods, and 

computer program products for previewing a web page in a safe environment without 

images, hazardous scripts, and/or other executable objects. 

BACKGROUND 

Over the course of the past two decades, society has come to be heavily reliant on 

the Internet. The Internet is a global network of interconnected computers, enabling 

users to share information along multiple channels. Unfortunately, not all of the shared 

information is beneficial. In fact, a large number of computers connected to the global 

network provide misleading or dangerous material to the rest of the network. One type of 

dangerous material is malware. The term "malware" is a derivation of the terms 

"malicious" and "software." As the term would ordinarily indicate, malware is software 

designed to infiltrate or damage a computer system without the owner's knowledge or 

consent, although the term is generally understood to include a variety of forms of 

hostile, intrusive, or annoying software or program code, including computer viruses, 

worms, trojan horses, spyware, and the like. 

Malware can be installed on vulnerable computers in many ways. Simply 

accessing a website can expose a user's computer to information including, source code, 

images, cookies, and the like. In a similar instance, malware may infect a system by 

exploiting bugs found within the memory of an operating system. In the case of 

malicious sites, accessing the site could immediately prompt the user's computer to 

receive malware into the system memory. In another instance, malware may infiltrate a 

system when an email attachment is opened. In these cases, malware can be distributed 

along with a complimentary device that is also malicious. 

One such example of a complimentary malicious activity is phishing. At its most 

basic, phishing is the process of attempting to acquire sensitive user information, such as 

user names, passwords, or credit card details by masquerading as a trustworthy entity in 

an electronic communication. Phishing has become a growing public concern, and 

unfortunately, the act can take a variety of forms and methods. In one example, a an 



individual that is phishing can contact an internet user through an email soliciting 

personal or financial information. The contact email can often resemble a 

communication from a well-known entity with whom the user has a pre-existing 

relationship. The fake email can solicit the user to either directly enter sensitive 

information, such as a credit card number, PIN number, password, or the like, in a reply 

email or in some instances to follow a link to a fake website where sensitive information 

would be requested. This fake website often mirrors the website of the well-known entity 

the individual that is phishing is attempting to resemble. In one example, the soliciting 

email would appear to be from the user's bank or any other entity with whom the user has 

an account. The emails sent by individuals that are phishing often appear to be 

completely legitimate. 

In addition to the danger of the phishing scheme itself, malware could be included 

in the attempt. The phishing email could contain malware objects or the fake website 

behind the phishing attempt could contain malware. In these instances, malware could be 

installed simply by visiting the fake website. As a result of the ease with which malware 

can infect an operating system, it is difficult for individuals and businesses to protect 

themselves from malicious software designers. 

BRIEF SUMMARY 

Generally, embodiments of the invention relate to systems, methods, and 
computer program products for safely previewing a website without images, scripts, or 
other executable objects. For example, in one embodiment of the invention, a computer 
program product is configured to receive data, such as an email containing a uniform 
resource locator (more commonly known as "URL"), and to construct a safe environment 
for viewing the web page associated with the URL. In one embodiment, the computer 
program product is configured to construct this safe viewing environment by using a web 
proxy to access the source code related to the web page and by generating a preview of 
the web page without any images, scripts, or executables. As such, embodiments of the 
present invention allow an organization to safely view potentially dangerous and 
malicious websites without threat of infection. 

For example, embodiments of the present invention provide an apparatus the 

apparatus having: (1) a network interface configured to communicate with a web server 

on a network and receive from the web server computer-readable web page code defining 



a web page; (2) a memory device having one or more rules stored therein; and (3) a 

processor communicably coupled to the network interface and the memory. The 

processor is, in one embodiment of the invention, configured to: (1) receive a web page 

identifier identifying the web page; (2) use the web page identifier and the network 

interface to contact the web server and receive the computer-readable web page code 

from the web server; and (3) generate a modified view of the web page based at least 

partially on the rules stored in the memory device and the computer-readable web page 

code received from the web server. In some embodiments of the apparatus, the network 

interface is configured to communicate with the web server via an anonymous web proxy 

server. 

In some embodiments of the apparatus, the processor is configured to generate the 

modified view of the web page by creating computer-readable web page code that is 

based on, but different than, the computer-readable web page code received from the web 

server. In some embodiments of the apparatus, the processor is configured to provide the 

modified view of the web page to a display device for display of the modified view to a 

user. In some embodiments of the apparatus, the modified view of the web page does not 

include images, scripts, and executables that are in the web page. 

In some embodiments of the apparatus, the rules identify particular portions of the 

computer-readable web page code and define different computer-readable web page code 

to replace at least some of the identified portions of the computer-readable web page 

code. For example, in one embodiment, the rules identify a portion of the computer-

readable web page code related to the display of an image and provide different 

computer-readable web page code to display an image identifier in the modified view of 

the web page instead of the image itself. In some embodiments of the apparatus, the rules 

replace portions of the computer-readable web page code that are related to formatting 

with different computer-readable web page code that standardizes the formatting. 

In some embodiments of the apparatus, the modified view of the web page 

includes web page metadata. In some embodiments of the apparatus, the modified view 

of the web page includes a list of links included in the web page. In some embodiments 

of the apparatus, the modified view of the web page includes a textual view of the 

computer-readable web page code received from the web server. 



In some embodiments of the apparatus, the computer-readable web page code 

includes HyperText Markup Language (HTML). In some such embodiments, the rules 

identify HTML tags that indicate material that is to be displayed in the modified view. In 

some embodiments, the rules identify HTML tags that indicate material that is not to be 

displayed in the modified view. 

Embodiments of the invention further provide a system including: (1) a first 

computer configured to select a web page identifier; (2) an application server configured 

to receive the web page identifier from the first computer; and (3) a proxy server 

configured to receive the web page identifier from the application server. In one 

embodiment of the system, the proxy server is configured to use the web page identifier 

to request a web page from a web page server. In one embodiment of the system, the 

proxy server is configured to then receive first source code from the web page server. In 

some embodiments of the system, the application server is configured to receive the first 

source code from the proxy server and, based on the first source code, construct second 

source code for displaying a modified view of the web page. In some embodiments, the 

first computer is configured to receive the second source code and use it to display the 

modified view of the web page. 

In some embodiments of the system, the first computer is configured to receive 

the first source code and display the first source code along with the modified view of the 

web page. In some embodiments of the system, the modified view of the web page does 

not include scripts, images, or executables. In some embodiments of the system, the 

proxy server is an anonymous web proxy server. 

Embodiments of the invention also provide a method, the method involving: (1) 

receiving, electronically through a communication interface, a web page identifier 

identifying a web page; (2) using the web page identifier and the communication 

interface to contact a web server and receive computer-readable web page code from the 

web server; and (3) using a processor to generate a modified view of the web page based 

at least partially on rules stored in a memory device and the computer-readable web page 

code received from the web server, wherein the processor is configured to generate 

modified views of web pages based at least partially on rules stored in a memory device 

and computer-readable web page code received from web servers. 



In some embodiments of the method, using the web page identifier and the 

communication interface to contact a web server includes communicating with the web 

server via an anonymous web proxy server. In some embodiments of the method, using a 

processor to generate a modified view of the web page includes using the processor to 

create computer-readable web page code that is based on, but different than, the 

computer-readable web page code received from the web server. 

In some embodiments, the method further includes displaying the modified view 

of the web page without images, scripts, and executables that are in the web page. In 

some embodiments, the method involves the processor using the rules to identify 

particular portions of the computer-readable web page code and define different 

computer-readable web page code to replace at least some of the identified portions of the 

computer-readable web page code. In some embodiments, the method involves 

providing web page metadata along with the modified view of the web page. In some 

embodiments, the method involves providing a list of links included in the web page 

along with the modified view of the web page. In some embodiments, the method 

involves using the processor to identify HTML tags that indicate material that is to be 

displayed in the modified view. In some embodiments, the method involves using the 

processor to identify HTML tags that indicate material that is not to be displayed in the 

modified view. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Having thus described embodiments of the invention in general terms, reference 

will now be made the accompanying drawings, wherein: 

Figure 1 is a functional block diagram illustrating devices involved in an 

embodiment of the invention; 

Figure 2 is flow diagram illustrating the flow of information between the devices 

of Figure 1, in accordance with an embodiment of the invention; 

Figure 3 is a flow diagram illustrating a process for analyzing received data 

referencing web pages, in accordance with an embodiment of the invention; 

Figure 4 is a flow diagram illustrating a process for generating a web page 

preview, in accordance with an embodiment of the invention; 



Figure 5A illustrates a view of a first portion of a web page preview, in 

accordance with an embodiment of the invention; and 

Figure 5B illustrates a view of a second portion of the web page preview, in 

accordance with an embodiment of the invention. 

DETAILED DESCRIPTION OF EMBODIMENTS OF THE INVENTION 

Embodiments of the present invention will now be described more fully 

hereinafter with reference to the accompanying drawings, in which some, but not all, 

embodiments of the invention are shown. Indeed, the invention may be embodied in 

many different forms and should not be construed as limited to the embodiments set forth 

herein; rather, these embodiments are provided so that this disclosure will satisfy 

applicable legal requirements. Where possible, any terms expressed in the singular form 

herein are meant to also include the plural form and vice versa, unless explicitly stated 

otherwise. Also, as used herein, the term "a" and/or "an" shall mean "one or more," even 

though the phrase "one or more" is also used herein. Like numbers refer to like elements 

throughout. 

As will be appreciated by one of skill in the art, the present invention may be 

embodied as a method (including, for example, a computer-implemented process, a 

business process, and/or any other process), apparatus (including, for example, a system, 

machine, device, computer program product, and/or the like), or a combination of the 

foregoing. Accordingly, embodiments of the present invention may take the form of an 

entirely hardware embodiment, an entirely software embodiment (including firmware, 

resident software, micro-code, and the like), or an embodiment combining software and 

hardware aspects that may generally be referred to herein as a "system." Furthermore, 

embodiments of the present invention may take the form of a computer program product 

on a computer-readable medium having computer-executable program code embodied in 

the medium. 

Any suitable computer readable medium may be utilized. The computer readable 

medium may be, for example but not limited to, an electronic, magnetic, optical, 

electromagnetic, infrared, or semiconductor system, apparatus, device, or medium. More 

specific examples of the computer readable medium include, but are not limited to, the 

following: an electrical connection having one or more wires; a tangible storage medium 



such as a portable computer diskette, a hard disk, a random access memory (RAM), a 

read-only memory (ROM), an erasable programmable read-only memory (EPROM or 

Flash memory), a compact disc read-only memory (CD-ROM), or other optical or 

magnetic storage device. 

In the context of this document, a computer readable medium may be any medium 

that can contain, store, communicate, or transport the program for use by or in connection 

with the instruction execution system, apparatus, or device. The computer usable 

program code may be transmitted using any appropriate medium, including but not 

limited to the Internet, wireline, optical fiber cable, radio frequency (RF) signals, or other 

mediums. 

Computer-executable program code for carrying out operations of embodiments 

of the present invention may be written in an object oriented, scripted or unscripted 

programming language such as Java, Perl, Smalltalk, C++, or the like. However, the 

computer program code for carrying out operations of embodiments of the present 

invention may also be written in conventional procedural programming languages, such 

as the "C" programming language or similar programming languages. 

Embodiments of the present invention are described below with reference to 

flowchart illustrations and/or block diagrams of methods, apparatus (systems), and 

computer program products. It will be understood that each block of the flowchart 

illustrations and/or block diagrams, and/or combinations of blocks in the flowchart 

illustrations and/or block diagrams, can be implemented by computer-executable program 

code portions. These computer-executable program code portions may be provided to a 

processor of a general purpose computer, special purpose computer, or other 

programmable data processing apparatus to produce a particular machine, such that the 

code portions, which execute via the processor of the computer or other programmable 

data processing apparatus, create mechanisms for implementing the functions/acts 

specified in the flowchart and/or block diagram block or blocks. 

These computer-executable program code portions may also be stored in a 

computer-readable memory that can direct a computer or other programmable data 

processing apparatus to function in a particular manner, such that the code portions stored 

in the computer readable memory produce an article of manufacture including instruction 



mechanisms which implement the function/act specified in the flowchart and/or block 

diagram block(s). 

The computer-executable program code may also be loaded onto a computer or 

other programmable data processing apparatus to cause a series of operational steps to be 

performed on the computer or other programmable apparatus to produce a computer-

implemented process such that the code portions which execute on the computer or other 

programmable apparatus provide steps for implementing the functions/acts specified in 

the flowchart and/or block diagram block(s). Alternatively, computer program 

implemented steps or acts may be combined with operator or human implemented steps 

or acts in order to carry out an embodiment of the invention. 

As used herein, a processor may be "configured to" perform a certain function in 

a variety of ways, including, for example, by having one or more general-purpose circuits 

perform the function by executing particular computer-executable program code 

embodied in computer-readable medium, and/or by having one or more application-

specific circuits perform the function. 

As described above, it is important to be able to view potentially threatening 

websites, including those involved in phishing schemes, in a safe environment in order to 

be able to determine whether the website is, in fact, threatening. To that end, various 

aspects of the systems and methods described herein are directed toward viewing 

potentially threatening websites in a safe environment, without, for example, images, 

scripts, executables, or other website features that may contain malware. In some 

embodiments, automated protocols are provided for analyzing incoming data in order to 

determine which sites are likely threatening or malicious. 

In general, many of the example embodiments of the invention described herein 

are directed toward a particular implementation where data related to a web page in 

question is collected from one of a variety of potential sources and used to construct a 

safe, or at least safer, preview of the web page without, for example, images, scripts, or 

executables. The safe preview of the web page may be used to more definitively 

determine the existence or absence of a threat within the web page in question. It should 

be appreciated that, after a preview of the web page has been safely constructed and 



reviewed, actions - other than or in addition to those mentioned above - could be taken 

to neutralize such a threat. 

Turning to Figure 1, there is shown a block diagram illustrating an exemplary 

operating environment 100 in which the invention may be implemented in accordance 

with one embodiment of the invention. The operating environment 100 is only one 

example of a suitable operating environment and is not intended to suggest any limitation 

as to the scope of use or functionality of other embodiments of the present invention. 

Thus, other environments and configurations apparent to one of ordinary skill in the art in 

view of this disclosure may be employed without departing from the scope or spirit of 

embodiments of the present invention. 

As shown in Figure 1, a network 105 interconnects a client device system 110, an 

analyst server 120, an application server 130, a proxy server 140, and a web server 150. 

The client device system 110 is in communication with the analyst server 120, the web 

server 150, and, in some embodiments, the application server 130, through the network 

105. The analyst server 120, the application server 130, the proxy server 140, and the 

web server 150 may also be in communication with each other through the network 105. 

The operating environment 100 described above generally operates in a 

networked environment using logical connections to one or more remote computers, such 

as a personal computer, a server, a router, a network personal computer, and/or any other 

peer device. The computers will typically include most, if not all, of the elements 

described above in relation to the computer readable medium. The logical connections 

could include a local area network (LAN), a wide area network (WAN), or any other 

wireless or wireline connection or network, such as the Internet, an intranet, and/or the 

like. 

The client device system 110 includes any computing device capable of receiving 

and sending a message over a network, such as the network 105, to and/or from another 

computing device. The set of client devices may include devices that are usually 

considered general purpose computing devices and typically connect to a network using a 

wired or wireless communication medium at one or more fixed locations. For example, 

the client device system 110 may include such devices as personal computers (PCs), 

laptop computers, multiprocessor systems, microprocessor-based or programmable 



consumer electronics, network PCs, workstations, and/or the like. However, the set of 

such devices may also include more-specialized mobile devices with limited capabilities 

that typically connect to other devices using a wireless communication medium. For 

example, the client device system 110 may include such devices as cell phones, smart 

phones, pagers, radio frequency devices, infrared devices, integrated devices combining 

one or more of the preceding devices, other mobile devices, and/or the like. In this 

regard, the client device system 110 may include any device that is capable of connecting 

to other devices using a wired or wireless communication medium such as a personal 

computer, personal digital assistant (PDA), POCKET PC, laptop, wearable computer, cell 

phone, and/or any other device that is equipped to communicate over a wired and/or 

wireless communication medium. 

The client device system 110 generally includes a communication device 115, a 

processing device 111, and a memory device 112. The processing device 111 is 

operatively coupled to the communication device 115 and the memory device 112. As 

used herein, the term "processing device" generally includes circuitry used for 

implementing the communication and/or logic functions of a particular system. For 

example, a processing device 111 may include a digital signal processor device, a 

microprocessor device, and various analog-to-digital converters, digital-to-analog 

converters, and other support circuits and/or combinations of the foregoing. Control and 

signal processing functions of the system are allocated between these processing devices 

according to their respective capabilities. The processing device 111 may include 

functionality to operate one or more software programs based on computer-executable 

program code thereof, which may be stored in the memory device 112. As used herein, a 

"memory device" or simply "memory" refers to a device including one or more forms of 

computer-readable media as defined herein. 

The processing device 111 uses the communication device 115 to communicate 

with the network 105, and other devices on the network 105, including but not limited to 

the analyst server 120 and the web server 150. As used herein, a "communication 

device," such as communication device 115, generally includes a modem, server, and/or 

other device for communicating with other devices on the network 105, and/or a display, 
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mouse, keyboard, touchpad, touch screen, microphone, speaker, and/or other user 

input/output device for communicating with one or more users. 

The client device system 110 may further include a messenger application 113 

that allows a user to perform a myriad of operations. For example, in one embodiment, 

the messenger application 113 is operable to send a message to, or receive a message 

from, another computing device. For example, messenger applications can include, but 

are not limited to, Short Message Service (SMS), Multimedia Messaging Service (MMS), 

Instant Messaging (IM), Internet Relay Chat (IRC), Jabber, email, and/or any other 

similar communication mechanisms. 

Although Figure 1 illustrates the client device system 110 as one system, it should 

be noted that there can be one or multiple systems with one or multiple applications, each 

with similar components that handle a number of functions related to client activity or 

other client systems. It should also be noted that each of the multiple systems can be in 

communication with each other through the network 105 and in communication with the 

analyst server 120, the application server 130, the web server 150, and/or other devices 

connected to the network 105. 

The analyst server 120 generally includes a communication device 125, a 

processing device 121, and a memory device 122. The processing device 121 is 

operatively coupled to the communication device 125 and the memory device 122. The 

processing device 121 uses the communication device 125 to communicate with other 

devices on the network 105, including the client device system 110, the application server 

130, and, in some embodiments, the web server 150. As such, the communication device 

125 generally includes a modem, server, and/or other device for communicating with 

other devices on the network 105, and a display, mouse, keyboard, microphone, speaker, 

and/or other user input/output device for communicating with one or more users. 

The analyst server 120 further includes computer-executable program code stored 
in the memory device 122, which includes the computer-executable program code of a 
data storage application 123. The data storage application 123 is used to store data 
captured from any of the communication mechanisms recognized by the communication 
device 125, including email, IM, or any similar communication mechanism, in a secure 
location for later access. The analyst server 120 may further include web browsing 
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application 125 that allows a user to view HTML or other web-based content. In 
embodiments where the web page preview is generated using HyperText Markup 
Language (HTML) or other web-based languages and/or protocols, then the web 
browsing application 125 may be used to view and/or interact with the web page preview. 
Examples of web browsing applications include but are not limited to Internet 
Explorer™, Netscape™, Firefox™, Mozilla™, Chrome™, Opera™, and/or the like. 

The analyst server 120 may further include a messaging application (not shown) 
that allows a user to perform a myriad of operations. For example, the messenger 
application may be operable to send a message to, or receive a message from, another 
computing device. Messenger applications can include, but are not limited to, Short 
Message Service (SMS), Multimedia Messaging Service (MMS), Instant Messaging 
(IM), Internet Relay Chat (IRC), Jabber, email, or any other similar communication 
mechanism. 

In one embodiment, the analyst server 120 further includes a website 
identification application 126. Like the data storage application 123 and other 
applications, the website identification application 126 includes computer-executable 
program code stored in the memory device 122 that, when executed by the processing 
device 121, instructs the processing device 121 to perform certain functions. The website 
identification application 126 is capable of receiving general data relating to a website or 
web page and identifying a specific website or web page based on the received data. The 
data used to identify a specific website could be of a variety of types, including, but not 
limited to, source code, HTML, XML, origin ISP, URL, digital signatures, SSL 
certificates, keywords, and/or any other web page identifying information. 

For example, in one embodiment, the analysts server 120 is configured to receive 
emails from, for example, one or more client device systems 110 and analyze the emails 

to identify URLs or other web page identifying information contained therein. In one 
embodiment, the analysts server 120 receives a plurality of emails suspected of being 
associated with phishing or other malicious/misleading activity and is configured to rank 
which of the web pages identified in the emails have the highest likelihood of being 
misleading or malicious. A list of these web pages are then provided to an analyst and 

the analyst can request a safe preview of the web page so that the analyst can view a 
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modified version of the web page without exposure, or at least with a lower exposure 

chance, of obtaining viruses or other malware. 
Referring again to Figure 1, the application server 130 is generally configured to 

create the web page previews in a safe way. The application server 130 generally 

includes a communication device 135, a processing device 131, and a memory device 

132. The processing device 131 is operatively coupled to the communication device 135 

and the memory device 132. The processing device 131 uses the communication device 

135 to communicate with other devices on the network 105, including but not limited to 

the analyst server 120 and the proxy server 140. As such, the communication device 135 

generally includes a modem, server, and/or other device for communicating with other 

devices on the network 105. 

As further illustrated by Figure 1, the application server 130 contains computer-

executable program code stored in the memory device 132, which includes the computer-

executable program code of a data storage application 133 and a web page preview 

application 137. The data storage application 133 is used to store data, such as email 

text, URLs, source code, HTML, or virtually any other information transferable over the 

network 105. The stored data may be captured from the analyst server 120, the proxy 

server 140, the web server 150, or the client device system 110. As discussed in more 

detail below, the web page preview application 137 is used to create a preview of a web 

page located on the web server 150 based on communications with and data received 

from the proxy server 140. The web page preview is considered safe, or at least safer, as 

it is free of certain features of the web page, such as images, scripts, and other 

executables, that may contain malware or result in malware being installed on a user's 

computer. 

The proxy server 140 is generally configured to serve as an intermediary for 

communications between the application server 130 and the web server 150 so as to 

maintain the anonymity of the application server 130. Therefore, the proxy server 140 is, 

in some embodiments, located outside the businesses computer network, where a 

business is trying to access the web server 150. The proxy server 140 generally includes 

a communication device 145, a processing device 141, and a memory device 142. The 

processing device 141 is operatively coupled to the communication device 145 and the 
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memory device 142. The processing device 141 uses the communication device 145 to 

communicate with other devices on the network 105, including but not limited to, the 

application server 130 and the web server 150. As such, the communication device 145 

generally includes a modem, server, and/or other device for communicating with other 

devices on the network 105. 

The proxy server 140 further contains computer-executable program code stored 

in the memory device 142, which includes the computer-executable program code of a 

data storage application 143. The data storage application 143 is used to store data 

captured from any of the communication mechanisms recognized by the communication 

device 145, such as email, IM, or any similar apparatus, in a secure location for later 

access. The data storage application 143 retains data of a variety of types, including data 

representing a website or a particular webpage or any data related to a website or 

webpage. Such data can include source code, HTML, Extensible Markup Language 

(XML), Graphics Interchange Format (gif) images, Joint Photographic Experts Group 

(jpeg) images, JavaScripts, VBScripts, web server metadata, and/or the like. 

The web server 150 is also connected to the network 105. The web server 150 is 

often operated by an unknown entity. In some instances, the web server 150 represents 

the host of a threatening website, involved in dangerous activity, such as the distribution 

of malware, engagement in phishing schemes, or any similarly threatening activity. 

Although embodiments of the invention are generally described herein with respect to a 

threatening web server, embodiments of the invention are used with respect to 

threatening and non-threatening web servers alike since embodiments of the invention 

may be used to determine whether a web server 150 is or is not threatening. 

The web server 150 generally includes a communication device 155, a processing 

device 151, and a memory device 152. The processing device 151 is operatively coupled 

to the communication device 151 and the memory device 152. The processing device 

151 uses the communication device 155 to communicate with other devices on the 

network 105, including but not limited to, the client device system 110, the proxy server 

140, and, in some embodiments, the analyst server 120. As such, the communication 

device 155 generally includes a modem, server, or other device for communicating with 

devices on the network 105. 
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In addition, the web server 150 includes network computing devices configured to 

provide various resources, including content and/or services, over the network 105. More 

specifically, the web server 150 may, in some instances, be a server that is configured to 

provide faulty, misleading, malicious, and/or dangerous computer programs or other 

information. In one embodiment, the web server 150 hosts a web page suspected of 

distributing malware to unsuspecting website visitors. In such an embodiment, the web 

server 150 could provide at least some malware content in the form of content that, on the 

surface, appears legitimate. In another embodiment, the web server 150 hosts a suspected 

phishing website. In such an embodiment, the web server 150 could provide at least 

some phishing content in the form of services or content that, on the surface, appears 

legitimate. 

Typically, the web server 150 could provide a website with dangerous content 

designed to automatically download to a client device system 110 or other computer 

system. In such an embodiment, the user of the client device system 110 will generally 

access a web page hosted by the web server 150. The client device system 110 will 

receive source code 176, such as HTML code, from the web server 150 and a web 

browsing application stored on the client device system 110 will execute the source code 

176 to display a web page on the display of the client device system 110. In some cases, 

the web browsing application executing the source code 176 will initiate a download of 

malware from the web server 150. The download may install on the client device system 

110 and may begin running without warning or provocation. The client device system 

110 may be provided with network links directing the user of the client device system 

110 to the web server 150 by way of various communication systems which can include 

email, IM, web pages, text messages, and/or the like. 

In another instance, the web server 150 could provide a web page having a user 

interface wherein the interface requests confidential or sensitive information from a user 

of a client device system 110. In one embodiment, the web server 150 could provide the 

user of the client device system 110 access to a seemingly legitimate website that asks the 

user to provide any of a variety of information, such as but not limited to, log-in 

information, credit card number, social security number, account number, password, 

passcode, medical information, answers to security questions, or any other type of 
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sensitive data. Similar to the situation described above, the client device system 110 may 

be provided with network links to the web server 150 by way of various communication 

systems which can include email, IM, another server, or even other client devices. 

Devices that may operate as the web server 150 include, but are not limited to, 

personal computers, desktop computers, multiprocessor systems, microprocessor-based 

or programmable consumer electronics, network PCs, servers, or similar devices or 

combinations of these and other devices. Further, while a single web server 150 is 

depicted for clarity, there may, in fact, be many web servers 150 located on the network 

105. Furthermore, many other legitimate devices may communicate with the client 

device system 110 over the network 105 and, as described above, embodiments of the 

invention may create previews of legitimate and threatening web pages alike. 

Figure 2 provides a flow diagram illustrating the flow of information between the 

devices of Figure 1, in accordance with an example embodiment of the invention. In the 

embodiment of the invention illustrated in Figure 2, the client device 110 is one of many 

computers used by a business, its customers, or its employees. The illustrated 

embodiment of the invention involves the business trying to identify malicious websites 

that are attempting to perform malicious acts on the business's computers, customers, or 

employees. For example, in one embodiment, the client device 110, which may be an 

employee's or a customer's computer, receives a suspicious-looking email asking the 

reader to click on a link to a web page. The link may be represented by a URL 170 

(Uniform Resource Locator) or some other web page identifier in the email. 

The analyst server 120 receives the email containing the URL 170 (or other web 

page identifier) from the client device 110. For example, the user 108 of the client device 

110 (which may be an employee or a customer of the business) may forward the email to 

the analyst server 120 or an intermediary device, or the analyst server 120 may intercept 

the email before, concurrently with, or after the client device 110 receives the email. In 

the illustrated embodiment, the analyst server 120 is configured to determine whether the 

email or accompanying URL 170 is suspicious. In one embodiment, the analyst server 

120 identifies words or character strings in the email and/or in the URL 170 and 

compares, based on past experience regarding which character strings or keywords 

indicate a likelihood that the email or URL is malicious, ranks all of the emails and/or 
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URLs that it receives based on the likelihood that each one is malicious. For example, 

U.S. Patent Application Serial No. 12/433,398 to Richards, Mayer, and Andersen, and 

entitled PHISH PROBABILITY SCORING MODEL, which is hereby incorporated 

herein by reference, describes systems and methods for determining the likelihood that a 

given website, webpage, or email is conducting or is related to misleading activity, such 

as phishing activity. In some embodiments of the present invention, embodiments of the 

systems and methods described in the 12/433,398 application are used to determine 

which web pages are suspicious and, therefore, which web pages should be previewed, 

investigated, and/or not opened directly. 

In other embodiments, other devices or methods are used by the analyst server 

120 and the analyst 118 to determine which URLs should be previewed. For example, in 

one embodiment, all URLs are previewed. In other embodiments, other techniques are 

used for automatically or manually determining which URLs (or other web page 

identifiers) look suspicious and should be previewed. In some embodiments, the analyst 

server 120 automatically determines that a web page preview should be requested. In 

other embodiments, an analyst 118 makes the determination and, in some embodiments, 

is aided by the analyst server 120. 
Once a URL 170 is identified and it is decided that it should be previewed in a 

safe environment, the analyst server 120, automatically or at the request of an analysts 

118, initiates a preview request 172 requesting that a safe preview be generated of the 

web page associated with the selected URL 170. In the illustrated embodiment, the 

preview request 172 is received by the application server 130 which is configured to 

generate a safe preview 178 of the web page associated with the URL 170. 

As illustrated in Figure 2, in one embodiment of the invention, the application 

server 130 sends the URL 170 over the internet 107 to a web/HTTP proxy server 140. In 

one embodiment, the proxy server 140 is anonymizing in that it is located outside of the 

businesses network (e.g., on a network different from the network on which the analyst 

server 120 and the application server 130 are located) and does not provide an indication 

(such as an IP address) of the identity of the application server 130, analyst server 120, or 

client device 110 so as to maintain the anonymity of the device for which the proxy 

server 140 is serving as a proxy. 
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The anonymous web proxy server 140 then makes a web page/HTTP request 174 

over the Internet to the threat web/HTTP server 150 for the web page associated with the 

URL 170. The web server 150 responds to the request by making the source code 176 

(e.g., the HTML code) for the requested web page available to the proxy server 140. The 

proxy server 140 then forwards the source code 176 on to the application server 130. 
The application server 130 receives the source code 176 and then constructs a safe 

preview 178 thereof. In this regard, the application server 130 creates a modified view of 
the web page that allows the user to get an idea for the look and feel of the web page and 
its content without having to download images or other files or run scripts or other 
executables, which may contain malicious code or other malicious devices. As described 

in greater detail below, in one embodiment, the application server 130 follows certain 
rules 138 stored in its memory, including, in some instances, white lists and/or black lists 
of HTML tags, to create a web page preview 178 from the source code 176 by using 
certain HTML code, ignoring other HTML code, and replacing some HTML code with 

other HTML code. In this way, the application server 130 generates a preview 178 of the 
web page based on the source code 176 of the web page. In one embodiment, the 
preview 178 is written using HTML and is configured to be displayed in a conventional 

web browser. In other embodiments, the preview 178 is written in other computer-
readable code and can be viewed using other computer applications, such as a text 
viewer. In some embodiments, other information about the web page (i.e., "web page 
metadata") is included with the preview 178. In some embodiments, the source code 176 

is also included with the preview 178 in textual form. 
After the preview is created by the application server 130, the preview 178 is then 

sent to the analyst server 120 where the preview 178 is then displayed on a screen for a 

user 118 of the analyst server 120. By viewing the web page preview 178, the analyst 

118 may be able to make a more definitive determination about whether the web page has 

malicious intentions and can then take further action based on the determination. For 

example, if the analyst 118 determines that the web page is malicious or misleading, the 

analyst 118 may take such actions as blocking the web page from the business's network, 

initiating legal or other proceeding to shut down the web page or pursue damages or cost 

against the web page owner, and/or by taking other actions. In some 
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embodiments, the analyst 118 may desire to pursue a link on the web page and identified 

in the web page preview 178. In one embodiment, the preview 178 makes the URL for 

the link available to the analyst 118 so that the analyst 118 can then request a web page 

preview for the web page associated with the link. 

The operation of certain aspects of the invention will now be described with 

reference to the flow charts illustrated in Figures 3 and 4. In Figure 3, a general flow 

diagram is provided for illustrating a process for viewing a webpage in a safe 

environment in accordance with one embodiment of the invention. More specifically, the 

process 300 represents an overview of a process for receiving information referencing a 

webpage, deconstructing the webpage, and subsequently reconstructing a preview of the 

web page without certain images, scripts, or executables. As described herein, the 

process 300 of Figure 3 is, in one embodiment, implemented by various devices in the 

operating environment 100 described in Figure 1. In other embodiments, however, the 

process 300 of Figure 3 is implemented by a single computer that both receives the data 

containing a web page identifier and contains the web page preview application 125 for 

receiving source code from the web server 150 and constructing a safe web page preview 

therefrom. 

Referring to Figure 3, as represented by block 302, data is first received, the data 

containing one or more URLs, hyperlinks, and/or other web page identifiers. The data 

may be received at a computing device, such as at the client device system 110, analyst 

server 120, or application server 130 described above. Typically, data will be received 

over the network 105, which as described above may represent an intranet, a direct 

connection, or the Internet. The data being received may be of virtually any type and 

format, including, but not limited to, email, text message, PDF document, Word™ 

document, URL, source code, HTML, origin ISP, pictures, digital signatures, SSL 

certificates, proper protocols, data collected by the local client sources, or the like. 

Typically, the data will relate to a website generally or a specific web page of a website. 

It is important to note that the data can be sent from any source connected to the 

network 105. In one embodiment, the data will be sent from the web server 150 or from 

another web server directly to client device 110, the analyst server 120, or the application 
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server 130. In an alternative embodiment, however, the data will be sent to the analyst 

server 120 or the application server 130 from the client device system 110. 

In the event data is sent from the client device system 110, in one embodiment, 

the data is sent by the client device system 110 automatically, or the analyst server 120 or 

application server 130 intercepts the data when it is sent to the client device system 110. 

In other embodiment, the data is sent by a user 108 of the client device system 110 based 

on individual discretion. For example, in one such an embodiment, the user may make 

this determination after having received a suspicious email or other data. For example, a 

user may receive an email containing a URL which the user, using his own discretion, 

deems to be potentially threatening. In this case, the user may forward the threatening 

email to the analyst server 120. Regardless of how the data is received, in each of these 

instances, the web server 150 or another web server seeks to induce a user to interact with 

the web server 150, in an attempt to spread harmful software, cull sensitive data from the 

user, and/or the like. 

As discussed above, in some instances, data will be sent from the client device 

system 110 based on user discretion. Such a determination may be made based on a 

variety of factors available to the user, including, but not limited to, a misspelling within 

the web page, improper grammar, suspect graphics, questions, and/or the like. In 

addition, the client device system 110 is arranged to communicate with local client 

sources. Such local client sources include, but are not limited to, operating system 

components, anti-virus applications, browser components, client firewall components, or 

the like. Such sources may be configured to provide notice indicating that particular data 

or a URL is potentially dangerous. The danger may be indicated by notification that the 

URL or other data is being blocked, by highlighting the URL or other data in red, and/or 

by other mechanisms. 

After the client 108 determines that a given piece of information is potentially 

dangerous, in one embodiment, the client 108 will send the data via the client device 

system 110 to the analyst server 120 where it is received in block 202. The client 108 

may send only the data that the user has determined to be dangerous, or forward the 

information gathered by any other local client sources. For example, the client device 

system 110 may be arranged to collect URL information from local client sources. The 
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sources may collect data concerning: a blocked URL; a specific time that the blocking 

occurred; a source of the message associate with the URL; a network address of the URL; 

information about whether the URL is associated with a received email message, a 

received text message, or is located within a webpage; or the like. This information, 

where is exists, may also be sent to the analyst server 120. 

As represented by block 304, the data received in process block 302 is used to 

identify a web page identifier. This process can be accomplished in a variety of ways. In 

one embodiment where the data is received at the analyst server 120, the website 

identification application 126 analyzes the data in order to specifically locate a particular 

web address. In another embodiment, a human analyst can identify a particular web page 

identifier from the data by following location cues found within the data. 

As represented by block 306 a decision is then made as to whether or not the 

identified web page requires further analysis. For example, the decision can be made by 

reviewing the received data against currently accepted, industry threat indicators. These 

indicators could include keywords associated with malicious program distribution, 

suspicious origin locations, or the like. It should be appreciated that nearly any evidence 

of a dangerous website could lead to further investigation. The decision can be made in 

numerous ways, including, but not limited to, a completely automated decision wherein 

the system can choose to continue analysis based on keywords and other previously 

defined signals or a partially automated decision wherein a human operator can use the 

system analysis to augment the decision-making process. In still other embodiments, the 

decision may be completely manual. 

If it is determined that more analysis of an identified web page is not needed, then 

the process 300 returns to block 304 and another web page identifier is selected from the 

received data. If, however, the it is determined that more analysis of the web page should 

be performed, then the process 300 proceeds to block 308 where the web page preview 

application 137 uses a web proxy 150 to anonymously connect to the web server 150 that 

hosts the web page associated with the selected web page identifier. In one embodiment, 

the web page identifier is sent to the application server 130 where, in one embodiment, 

the web page preview application 137 is maintained. The web page preview application 

137 then solicits the proxy server 140 to connect to the web server 150. The connection 
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is considered remote because the proxy server 140 connects to the web server 150 only 

by command from the web page preview application 137. For example, in one 

embodiment, an HTTP request for the web page is sent from the application server 130 to 

the proxy server 140. The proxy server 140 then sends its own HTTP request for the web 

page to the web server 150. In this way, the web server 150 cannot see the identity of the 

application server 130. 

The process 300 then proceeds to block 310 where the web page preview 

application 137 acquires the identified web page's source code 176 from the web server 

150. In embodiments where a web proxy are used, the source code 176 is received from 

web server 150 via the proxy server 140. For example, in one embodiment, in response 

to the HTTP request sent by the proxy server 140 to the web server 150, the proxy server 

140 receives source code 176 written in, for example, HTML and sent in accordance with 

HTTP (Hypertext Transfer Protocol). The proxy server 140 then send the source code 

176 to the application server 130. 

In one embodiment, as represented by block 312, the process 300 also involves 

the collection of metadata about the source code 176 and the web server 150. Some 

metadata about the source code 176 may be determined directly by the application server 

130, but metadata about the web server 150 may, in some embodiments, be obtained 

through the proxy server 140 to maintain confidentiality of the application server 120. 

Metadata may include descriptive information about the context, quality and condition, or 

characteristics of the source code 176, including context, quality and condition, or 

characteristics of the web browser 150. This type of data is particularly useful with 

regard to internet websites. The HTML used to mark-up web pages allows for the 

inclusion of a variety of types of metadata, from simple descriptive text, dates and 

keywords to highly-granular information. Pages can be geotagged with coordinates or 

metadata may be included in the page's header or in a separate file. Metadata may 

include such information as the web server's IP addresses, the geographic location of the 

web server, the type of web server, when the web page was last modified, and/or the like. 

As represented by block 314, the browser preview application 137 creates a web 

page preview 178 based on the web page's source code 176. When executed by a 

computer, the web page preview 178 displays a simplified, but safe, version of the web 
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page. This version is simplified and safe in that certain potentially harmful scripts, 

executables, files and images that are called into play by the source code 176 are not 

downloaded or executed by the computer that displays the web page preview 178. This is 

because the application server 130 running the web page preview application 137 and 

based on certain preview creation rules 138 constructs new code for the web page 

preview, where the new web page preview code is made up of, for example, only safe 

portions of the source code 176 and safe replacements for some potentially harmful 

portions (e.g., downloads, images, executables, scripts, etc.) of the source code 176. 

In some instances, as represented by decision block 316, there are hyperlinks or 

other links in the web page being examined. In one embodiment, the web page preview 

178 displays the links to the user and, as represented by decision block 318, allows the 

user to request a preview of the web pages associated with one or more of these links. If 

the user requests a preview for one or more of the links, then the process 300 then 

proceeds back to block 308 where the web page preview application 137 determines uses 

the web proxy 140 to request the source code for the web page associated with the one or 

more selected links. 

As represented by block 320, if there are no more links in the web page preview 

178 and/or none of the links are selected for previewing, then the process 300 proceeds to 

block 304 where other web page identifiers are identified in received data. With regard 

to the analysis of the previewed web page(s), in one embodiment, a human analyst 118 

reviews the web page preview(s) for dangerous material. The human analyst 118 uses 

individual knowledge and expertise to analyze each web page preview. The human 

analyst can use everything from previous experience to known industry standards relating 

to dangerous schemes, including, but not limited to, malware distribution and phishing 

schemes. In another embodiment, analysis of the potentially dangerous website can be 

fully or partially automated wherein the analyst server 120 is configured to identify 

dangerous sites based on certain keywords or other characteristics of the web page 

preview and/or on other data collected from the web server 150. It is apparent that 

analysis of the identified website can take place in various ways, and need not be limited 

to the examples described herein. 
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Figure 4 is a flow diagram illustrating a process 400 for generating a web page 

preview 178, in accordance with an embodiment of the invention. In one embodiment, 

the process 400 is performed during step 314 of the process 300 illustrated in Figure 3. 

This process is, in one embodiment, performed by a processor, such as but not limited to 

the processing device 131 of the application server 114, executing the web page preview 

application 137. As represented by block 402, the web page preview application 137 

receives the source code 176 for the target web page. 

As represented by block 404, the web page preview application 137 then creates, 

based on the web page's actual source code 176, new source code for a safe preview of 

the web page. As represented by block 406, in one embodiment, the code for the preview 

is created by first identifying portions of the source code, such as HTML tags, that 

indicate information in the source code that should be displayed in the preview. In one 

embodiment, this is based on certain preview creation rules 138, which may contain a list 

of known HTML tags or other known code character strings. In this way, any new and 

unknown tags or other code portions will be ignored making it difficult to design around 

the protections afforded by the preview application 137. In one embodiment, certain tags 

or other code portions are identified by the rules 138 as being harmless. In one 

embodiment, these harmless code portions that include information that should, 

according to the rules 138, be displayed in the web page preview are included in 

unmodified form in the source code for the web page preview. In some embodiments, 

however, even code representing seemingly harmless web page features may be replaced 

with modified code so as to standardize the web page previews across al web pages. For 

example, fonts, headers, colors, and/or the like may all be standardized in one 

embodiment of the invention. 

As represented by block 408, in some embodiments, the web page preview 

application 137 then creates new code to display certain information in a modified way 

based on the rules 138. More particularly, in some embodiments, the rules 138 identify 

certain tags and/or other code portions that identify potentially harmful source code or 

links in the web page's original source code 176. In some embodiments, the rules 138 

provide instructions for new source code to use in the preview in place of the original 

potentially harmful code or link so that the preview displays information about the code 
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or link but in a modified and safer way. For example, in one embodiment the rules 138 

identify the HTML image tag "<img>" as potentially harmful since it requires the 

downloading of an image from the web server 150 or another location on the web and, as 

such, may result in the downloading of a virus or other malware. For example, the source 

code 176 may include a line such as <img src="http://www />. This line of code instructs 

a normal web browser to download an image from the URL http://www.gif display it on 

the web page and display the title "Angry face" when the user moves his or her cursor 

over the image. The rules 138 may instruct the web page preview application 137 to 

identify this code as potentially harmful because it contains an <img> tag and may 

instruct the web page preview application 137 to instead create new code for the web 

page preview 178 where the new code displays information about the image in the web 

page preview without downloading the image itself. For example, in one embodiment, 

for every image in the source code, the web page preview application 137 creates code 

that, when executed by a web browser, displays a gray box where the image would be 

located with the text of the URL and/or the alternate image title within the box. In this 

way, an analyst 118 viewing the web page preview 178 will know that the gray box 

represents an image and may know from the URL and/or the image title what the image 

likely refers to. The analyst 118 can then use the URL to access the image if he or she 

needs to do so. 

In other embodiments, certain black listed tags or other code portions are simply 

not included in the preview at all. In still other embodiments, only white-listed tags or 

other code portions are included in the preview. 

As represented by block 410, the web page preview application 137 creates code 

for the web page preview 178 so that images, files, scripts, and executables are not 

downloaded or executed when the web page preview code is executed. As represented 

by block 412, the web page preview application 137 then sends the code for the web page 

preview to a display device (of the same computer or another computer such as the 

analyst server 120) for display to a user, such as an analyst 118. 

Figures 5A and 5B illustrate views of a first portion and a second portion, 

respectively, of a web page preview 178, in accordance with an embodiment of the 

invention. As illustrated in Figure 5A, in one embodiment of the invention, a window 
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500 is displayed to the user and includes four sections: (1) web page preview section 510 

having a modified view of the web page; (2) an HTTP headers section 530 having web 

page metadata; (3) a links section 540 having a list of the URLs or other links identified 

within the web page; and (4) a source code section 550 the web page's actual source code 

176 but unexecuted and in textual form. 

The exemplary web page illustrated in Figures 5A and 5B is a phishing web page 

attempting to emulate a banking website so as to obtain confidential login information 

from a user. As illustrated in the preview section 510 of Figure 5 A, in the illustrated 

embodiment, text from the web page is displayed. However, images have not been 

downloaded. In the illustrated embodiment, the text "YOUR HOME BANK" in a gray 

box 502 indicates that the actual web page has an image, probably a fake or copied bank 

logo, located at the top of the web page. In the illustrated embodiment, the title of the 

image is "YOUR HOME BANK" and the URL that would be used to download the 

image is listed in the links section 540 of Figure 5B as entry 544 in the list of links. In 

this way, the analyst viewing the web page preview 500 can see that this web page is 

trying to emulate a bank but does not have to download the image which may contain 

malware. If the analyst 118 does desire to download the image, the analyst 118 has the 

URL listed in the links sections 540. The analyst 118 can also view the original source 

code 176 for the actual web page in section 550. 

In the illustrated embodiment of the web page preview, hyperlinks associated with 

text or images in the actual web page are identified in the web page preview 500 by 

underlined text or image titles, such as hyperlinks 504. The URLs associated with these 

hyperlinks are listed in the links section 540. Forms, such as the search tool 506 and the 

login tool 520 are illustrated in the web page preview 500 but, in one embodiment, are 

not functional. URLs associated with these forms are also listed in the links section 540 

of the web page preview 500. 

While certain exemplary embodiments have been described and shown in the 

accompanying drawings, it is to be understood that such embodiments are merely 

illustrative of, and not restrictive on, the broad invention, and that this invention not be 

limited to the specific constructions and arrangements shown and described, since various 

other changes, combinations, omissions, modifications and substitutions, in addition to 
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those set forth in the above paragraphs, are possible. Those skilled in the art will 

appreciate that various adaptations and modifications of the just described embodiments 

can be configured without departing from the scope and spirit of the invention. 

Therefore, it is to be understood that, within the scope of the appended claims, the 

invention may be practiced other than as specifically described herein. 
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WHAT IS CLAIMED IS: 

1. An apparatus comprising: 

a network interface configured to communicate with a web server on a network and 

receive from the web server computer-readable web page code defining a web page; 

a memory device comprising one or more rules stored therein; 

a processor communicably coupled to the network interface and the memory, and 

configured to: 

receive a web page identifier identifying the web page; 

use the web page identifier and the network interface to contact the web 

server and receive the computer-readable web page code from the web server; and 

generate a modified view of the web page based at least partially on the 

rules stored in the memory device and the computer-readable web page code 

received from the web server, wherein the processor is configured to modify the web 

page by replacing at least a portion of the received computer-readable web page code from 

the web server, and wherein the modified view of the web page excludes images, scripts, and 

executables that are in the web page and includes at least a generated list of links included in 

the web page. 

2. The apparatus of claim 1, wherein the network interface is configured to 

communicate with the web server via an anonymous web proxy server. 

3. The apparatus of claim 1, wherein the processor is configured to generate the 

modified view of the web page by creating computer-readable web page code that is based on, 

but different than, the computer-readable web page code received from the web server. 

4. The apparatus of claim 1, wherein the processor is configured to provide the 

modified view of the web page to a display device for display of the modified view to a user. 
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5. The apparatus of claim 1, wherein the rules identify particular portions of the 

computer-readable web page code and define different computer-readable web page code to 

replace at least some of the identified portions of the computer-readable web page code. 

6. The apparatus of claim 5, wherein the rules identify a portion of the computer-

readable web page code related to the display of an image and provide different computer-

readable web page code to display an image identifier in the modified view of the web page 

instead of the image itself. 

7. The apparatus of claim 1, wherein the rules replace portions of the computer-

readable web page code that are related to formatting with different computer readable web 

page code that standardizes the formatting. 

8. The apparatus of claim 1, wherein the computer-readable web page code 

comprises HyperText Markup Language (HTML). 

9. The apparatus of claim 1, wherein the rules identify HTML tags that indicate 

material that is to be displayed in the modified view. 

10. The apparatus of claim 1, wherein the rules identify HTML tags that indicate 

material that is not to be displayed in the modified view. 

11. A system comprising: 

a first computer configured to select a web page identifier; 

an application server configured to receive the web page identifier from the first 

computer; and 

a proxy server configured to receive the web page identifier from the application 

server, 

wherein the proxy server is further configured to use the web page identifier to 

request a web page from a web page server, 
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wherein the proxy server is configured to receive first source code from the web page 

server, 

wherein the application server is configured to receive the first source code from the 

proxy server and, based on the first source code, construct second source code for displaying 

a modified view of the web page, wherein the application server is configured to modify the 

web page by replacing at least a portion of the first source code from the web server, and 

wherein the modified view of the web page excludes images, scripts, and executables that are 

in the web page and includes at least a generated list of links included in the web page, and 

wherein the first computer is configured to receive the second source code and use it 

to display the modified view of the web page. 

12. The system of claim 11, wherein the first computer is configured to receive the 

first source code and display the first source code along with the modified view of the web 

page. 

13. The system of claim 11, wherein the proxy server comprises an anonymous 

web proxy server. 

14. A method comprising: 

receiving, electronically through a communication interface, a web page identifier 

identifying a web page; 

using the web page identifier and the communication interface to contact a web server 

and receive computer-readable web page code from the web server; and 

using a processor to generate a modified view of the web page based at least partially 

on rules stored in a memory device and the computer-readable web page code received from 

the web server, wherein the processor is configured to modify the web page by replacing at 

least a portion of the received computer-readable web page code from the web server, and 

wherein the modified view of the web page excludes images, scripts, and executables that are 

in the web page and includes at least a generated list of links included in the web page. 

30 



15. The method of claim 14, wherein using the web page identifier and the 

communication interface to contact a web server comprises communicating with the web 

server via an anonymous web proxy server. 

16. The method of claim 14, wherein using a processor to generate a modified 

view of the web page comprises using the processor to create computer-readable web page 

code that is based on, but different than, the computer-readable web page code received from 

the web server. 

17. The method of claim 14, further comprising the processor using the rules to 

identify particular portions of the computer-readable web page code and define different 

computer-readable web page code to replace at least some of the identified portions of the 

computer-readable web page code. 

18. The method of claim 14, using the processor to identify HTML tags that 

indicate material that is to be displayed in the modified view. 

19. The method of claim 14, using the processor to identify HTML tags that 

indicate material that is not to be displayed in the modified view. 

20. The apparatus of claim 1, wherein the modified view of the web page further 

includes at least one of web page meta data or a textual view of the computer-readable web 

page code received from the web server. 

21. The system of claim 11, wherein the modified view of the web page further 

includes at least one of web page meta data or a textual view of the computer-readable web 

page code received from the web server. 

22. The method of claim 14, wherein the modified view of the web page further 

includes at least one of web page meta data or a textual view of the computer-readable web 

page code received from the web server. 
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