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CODif IDENTIFIQIJON ME[HOQ ANI! 
• . . . SY§TEM 

The·~ .invcmtio,n relates to a~ and m.cthOct fori~ a user or ~ce 
S and, optionally, for: ~tiug ~~ betwoon tho ·-g~c,.. or dcMce and a third 

party, for ·example :by. way of a'.' tolephono ·coD1lection or ·an edectromc Computer 
system snch as thO IDtcmet. 

::··, < •• • ••• ,: 

' . 

·· Various ~: .• :.k:D~wn tor eonductins ~~c -tioDS i:o. am~ Qtlela. 

10 ~ecure manner over a tdecOJm;D.~cations link ot th~ like. One well kr.o~ ~- is 
' . .. . . ,. ., . 

known as . electromQ. Am4s transfer at point..a.t;sale. Q.!FTPOS), 'in :which _a :u. .J. 

issued with a credit or·· debit. card beadng a mdquo identification number,· USually 
embossed on the .c8rd in human-readable.~ and also~ on a machine­

readable magnetic strip on the reverse of thO carc:l .. For ib;rther · id~cation 

1 S purposes, tho card tYPicaUy includes. space for. a user ~ently .to include his or 

her signatQrc. In uso, whC'Jll a user Wishe& to make ·a J)urchase iD, for. oxatD.ple, a retail 

'.~ he or she prescmts the debit or credit card to a itore employee. The ~is then 

. ~{.~~.through a cant reader, and ~on~ to the identity of·~ card, the 

ielentity of the retail store and .the value of the aoods 'or BefYi.ces ~ purchased is 

20 ·,tJ;ansmitted by way of a telephODC CODDoction to a R4Jlote computer server opcnted 

by the card issuer (nOrmally a bank or suchlike). The remote com.putcr server~ 

·~· , "' .. :l that the.~'s card account contains .sufficient 1\mds or credit to cover tb,c proposed 

~tion, checks that the use.r.'s c8rd account is currantly operational (for example, 

to cheCk that .the card has not been reported stolen),. and then issues .a coufti.mation · . . . 

25 signal back to. the card reader to indicate that the transactiOn. ~Y be authorised. The 

store ~loyee musll ~ pbtain a specimen of the user's aiaaaturoatJ.d ·compare this · 

with tho signAture ou tbc nwerse of the card so aa to check. the. J4ctity oftbe user. If 

the atgnatufes appear to match,. the stare empJ.Oy,o operates the. card reader to 

complete tho traxisaCtiou. and the t1mds required to cover the tnmsactlon ai:o t1;1eo. 

30 el~cally ·transferred £rom the ~·· card . account· to the retail Jtori. If .the 

signatures do not appear to match, them the store omployee may request additiOD&l .. 
. ' . . . . . . 
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. . . . . 

proof of idcmtification before ~ the~ or may simply re:fbse the 

· tnm8action ·and .retain tho. user's card, which may have been stolea, thDby 
prevcntiua any un&v.thorisecl.transfer of fimds. This~ is open to ti'audulent. 

abuse. iinco it is ~~le for a card tO be stolen and tor a thief to forge tho sipature 

S Of Ill authorised~. 

In ·a development ~f thiS system, a card U&er may be· issUed ~. a ~. 
' • j• • • • • ' • ·• •• • • • ,.., ••• ' ···i ~ .•., ....... ·:.:. ·, '" ....... . 

idmltification number (PIN), which. is usu&uy a four digit code, ind whidt .. is 
. . . ;. . . ···: .. :;:. : ' .... , . '· .. ,>··. : .. •· . ~-··.. ... ~ · .. :. .· . ,. . ·. . . . . . . ·l.. . . ·. ··. ·. ·: ; • ,, ' (_ · .. :, . ' .... :.\ . 

t.heQrctiellly ~Wil 01i1y to ., User and to the card fssu.cir. l'rlstead of~ fA· ad4jtion · 

10 ~·provictiltl i. spocbncm of his or her si-·J!t ~ point"()f-salo, tl)e cd·~ ~ · 
required to enter· hJs' or her·· PlN into tho ~· ~. and ~ n.fonnation is 

tranSmitted to the r*nate C011lpUtef .. server together with the card • tetai1 .lfoio 

identification data • dat. resafdinl tho vahio.or the tra:asaction. By provicfiDa ao. 
. . . . · .. 

extra idemification check by way of the PIN, this ~ helps to prevcmt fi:aud by 

lS forgery of signatures, but is still not completely secure because the PlN does not 

chango. bctweon ~olis, · aild may therefore be imarceptcd together with. card 

identification data when being trausmittcd botwecm. the card reador and. the rEcto 
server. Furthermofe,,it is posslble for a thief to obsotve a user Gntoring his or her PIN 

into a card reader ind to reDlCltDher· tho PIN. I£ tho thief is also able to obtam card 

20 · identification dotails,: for example from a discardod till receipt or through conspiracy 

with the stoie emplo)'ce, it is a simple matter to produce a fab card inclUding all tho· 

appropriate identification iD.t'orriumon for ·later fraudulent use, or even to rob the 

authoriSed card U.er ofhis or.her card. · 

2S ACcording to a first up~ of the present invention, there is proVided a coded 

iclcntification ~ tho system comprisiq an eloctroilic co~, a specific 

electronic commnni'*ticms deVice tbat is operable to bo in ccmm:umicatlion with tho. 
. . . . ~ . . 

elec1mnic computet, and ·at least. cme electmnic coma:nunicationa device tbat is · 

operable to be commUDicati~ with the eleCtronic coinputer, whenin tho electronic 

30 · computer includes · &ata reJatiDI to tho spocitic eloatr<mic ccmmumicatious deYioo, 
. . . . . . 

... mcludins a permaumu identification code, a mask code aild an idcnt11ic1atiou. code 

·2 
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enablins eled:roDic ~imication between the electnmic comp~ and the specitlc 

electroJUc coxmnuniP&tions ·device, 8Dd wherein the parmanent ldeatf:lication co4e is 
input to. the at-~~ one ~leotrcmio c~oatioDs devioo. and ~ttod to tbe · 

. electronic. Computer~ ·tile ~c CODp1tel: ~--- a paendo-rand.om ltdua. and 

S . tnmsmits ·this. to .. tho speci1io electrODic communications &Moo, tho mask code is 
I . . ·. . . : . . . 

·applied to thops~random string so as topiorate a valatile identificatiOn code· in. 
. . . . . 

~o with prOd~ ~ the ·VOlatile i<1alti1ication codo 'ii t:nmsmittcd · . .. . . . ' . . . '. . ., . 

·~ack to tho electrO~c ~u..- by the specific etectrol:lic communi~ations. &mce er ·· · 

·· ... ~e ~-~~one electfonic comm~Qatiou device, the olectronic. ~.~.the . ... ., .. ~ .. ' . .... .. ... .. . . . . . . . . . . ' . .. ' . 

10 ~la¢ilo ide.ndticati® code tra:aiinittect thereto ~ a volatile ·i~citi~ ~. · 
· ob~by 111'1'.1~ ~ ~ code to the p.-~~ ltdng'in acoordaDco with 

the predetermined rules, and in whiCh a positive identificaticm is made when the 

volatflo identification codes are found to match by the· electro.Dic computer. 

15 According to a SOCOJ!ld aspect of tho present inVcmion, tbc.ro is provided a method for 

idcntiiYing a spociiic electronic communicatiOJiS device or user 14lenof to an 

elcotromc computer· having. stored therein data relating to the specific electronic 

communications de'ri.ce or usar tbereot; includiDa a pennanant identification code, a . . . 

mask code and an id~1ication codo OD&blina ~lllDlUDication between tho electronic 

20 · computer and the specific electronic ~mmunicat.ioris clcvice, wherein the pcmumant 

iclcntification code is input to at least one olcctroDic ·oommumcatiol)S device and 

tr~ thereby to .tho electronic computccr, the ·olectronic computer aassociatea the 

permanent idmitification code with the idantitication code cmabJina ~cation 
therebetweau and tlle specific oiectrO.uic communications device an4 acnerates . ~ · 

25 pseudo-random ~ before tnmsmittiua tbis to the specific electronic 

communicatiou device, the mask code is applied to the p~~m strJDa in 
accordance with predetermined rules so as to purlte a volatile identification code, · 

. the volatil~ identifieation code is· input to the ·~c · el~Dic. CCSm.uDicatiorJS 

device or the at leaSt one eleetrcmic communications device and tranemittecl to the 

30 olect.Tonic computet whore .it is compared with a volatile · ideati.ficatiOJ:l code·· . 

3 
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. . 

. ·JCOCnted therein by apr'· :q the mask code to the psou4o-raDdom ·strin& anc1 a. 
' • • • • . • l ' " ' . • . ' . . . 

pc)atuve idmd:fication is n..do wh& tho volatilo idalti1ication Codes matcb. 
• > 

Tho apocific electrotdc connnnDicatiODS device~ be a ~ dovico bin. thO at 

S least 0110 .~ comrD.unicatious ~ce, or· may ~·the same deviCe. For 

example, the specUic electroaic communicatiOiUI d.ovice may be a mobile telephOu,. 
> > 

a papr, a laud-line !~hone, a persoDat diJital assistaDt or a coliipUtar Vihich may . 
· •• · .. I' . .. . ¥ ··:·· ···~·:: •• , ..... ~-- ••••• -..... • ••••• : ~1- .. :.-.. ,:H' .~ .. : __ ::,.. :·.t,·t:·· .:.:i."'J~i:.. 

b~ oWJied or specifically operated bY a .aivtisn pcirSon.. Tho at lout 0110 olectnmic 
• ' '\", ''•·•'•,-i .. ,.(,"•,,\·;\t•"o,'"'ll<.u•\i,\:·':1< .. , .. ·.,..:'1·-·.''..,,·:·.•·,•· •·'' •"'" \o•• • • ·•, ' ' , . ' ··;_.·. •··· .. ", ,, . ''I ; 1 , 

communications dmco may be an el~c :flmcls transf'er'(:EFI')or et~· tbzid8 · 
• ' ~ •.•.. -.-~ •• : •;. ·,., ·; .... 11' .... ,_... ,, ... :'·::,· ••. · •• •• •• :. • ; • ..~ ; • .;::;>~ · ... , ...•.. : .... ·: :_ .. ,J;• . ·'·•: . 

. 10 ~er at point-o.t:.$alo (BPTPoS). te.i:D:dnal, or~ bo tho same mobile telephone, 

pager, . ia:o.d-Uno telephone, peracmal disital ~ or compUter. which may be 

owned Or spocifically Operated by thO. porson u hOreinb~ doScn'bed. 

Tho perrrulnenf identification cod~ may bo supplied tO a user in the fcmu of a card 

lS bearlng hmnan- imdlor.:machino-readablc data. 

·The identification code enabling electronic communication between· tho electronic;: . 

computer and tho ,Pccitic olcctronic communications ·dovi.co may be a mobile 
. . . 

telephone or pager nUm.ber where tho specific electronic communications dovico is a 

20 mobile telephone, p•gor or' persOnal digital assistant, or may be an e-mail addrea or 

any simi1at codo all(>wing specific communication with a give specific electronic 

commllllicationa device. 

. Whero tho spoci1tc "leetronie communicafiODS· devico is a m.obllo telophono or tho 

25 ·like, the pseudc>.-randb:in string may bo tr:imsmitted ~ tho form of a textm.osaap UDdar 

the. abort mosnJina· sarvico (SMS) p!Otocol . Other woll-k:Down cc»~mn:micatiou 

'protocols may be ~~where ·appropriate, d~ on tho 118tUro of tho. 
. . . ... 

30 Bmboclim~ of tho present invention provicio additioual security of idantification m.· 
• > • 

a J1\1JJ1ber of ways. i'irstly, hi additiem to nquiriua tho person to have acceas tO tho 

4 
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pemicct idcti.flc&@n code,.thO. ~ requh. the per..· to bo m pci,eadon of 
. . . . . . . . ' . . . 

an approprJi.te speci110 electrODic ~nn"u.aicatlou device. Secaadly, beeUo the 

- ~~ tb ~.to a-. hia 0t he~~ to oPerate~ :tho;pa~ 
random. striDa so u .q· aeneftte a vOlatne. ideatif1aa1ion ~ in~ ~th tho 

· 5 . piecWerminecha~-, ~~the.-* coae beiDa, ~ytnin~ topther 

with the p«maneu.t i~~on cod8, it ia cU:1Iaalt tbr 8D ~~ pcra0n to 

int«1:cpt cozMnm~'bdwam ··~. ·e1ecti'onic. CamP*. the··.~ 
'~~qat\~~~~~.~ atl~ one el~~;c~~~.~~ ~ 

as to d~~ tbe·malkcocfoaad thtg"""•mmt ldcmtlffcaticm code. · 
' ' . : . . . . 

10 

It wm be appeciate4, that tte· present invention cxtcmda · to aitaati0111 w .. it ta . . ' .~ . ' . 

requirecl to estab~ .a· secure ideati11cation of a apecUic el~c ~namnaicitiou 
device rather than of a paon aa such. For cxatQplo, the pnsent invcmion :may be 

osed u part of a~ •1uDJ.d~a.kins" P,tocol.between remota! computers, '..riq 
lS positively 8Dd securely to i-tho specific olectxcmio oom'ID1JXitoatiODS • derice. · 

which may itself b~ ab. etectrcmiG · CODlp1lta', to tho elcctroDic ~Ute. ~th 1hC .. 
electi:onic computar aud tho. specific aloctrcmic comtmmieatiou dmce win J:Um the 

' . 
mask coc1e stored within their DlCil'IOliCa but will DOt camrmmicatc tba mask code : . . .. · . . ,•. . 

between each other .Copt by WS1 of a sccuro ooimaotion, ideally entirely sep.e . 

• ·•• I 

'I'he·mask code may ·tab ·Vaiiou~" ibims. In a cummt1y prdmd embodiment; a 

pcncm fa -- with 'or se1ecta a tour dipt ~erical JtriDa, for example 3928, 

· · aualogous to the well~wn PIN codes .ourrdy ~ when aperi.tms ~atocl 
25 to11c machiDN (ATMS~ Howavar, ditliraa.t 1eqtbs ofiJUIIk .code may be tJaecl aa 

~ ~ paeado-randoautdq (which may bcurmsaedC, alpbarmmodQ ot lillY . 
other combinatfou ~ cbaiacters) . tnmamittecl . to . the . ~pemso . ~c 
COJI1IDUDfclticms Qevice. in ~.to· a sipaJ ~ by tho at 1eaat one elootroaic 

cOJD1JIUXlicatio· devi~ is diapta,able thareoD in a ~ ·tbrm, With tbe 

30 charactcn milnna up the paaado-raDdmi& str1q beina dup~ preferably aa a Unear . 

array. The perscm operatina tho apeci4c e1ectroDic comm,UDicatiOJII. davico theD tabs 

.. ' 
• i 
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tho fint·diait of his or·barmuk cOde, iu tbia a:amplo 3,.md DOtal. the obaruter iD 

third paikiOJi (say A'O!Ii.ld to· ript) a1cms the :PaQdo..laadom .vm,.. ~ ·~ 
Chen.~ the~· cfilit othil Or her mask code, iJl'tiu ,aample 9, and JIOtea' the 

cbaiaCter iu Dmth ~- aloaa thopa~ lttfar,· iDd ~ OD 1brtho dtaita 2 
s and a·ofthe mist~.: The ~·selcoted &oia tb., ~ ltl'iq1bim 

·tho volatfle i-Gaitlon ~de which is than inPut mto tbe at Ieait OliO ~ 
~oDI dciviceiau4 -~ ta thO·e~ c~ b·~ .. . .· . . ' 

A1tealitively;· thi:w~ ~~Oil COde may bo ~··f6· ·t'he"ete*omcr 
computer by way of~ .plctiic. cl~ .COaimumcdm'·deviee~··:· rf:the .~o 

. . ' . ' • .I . 

10 i~~on codo receind J,y ·the olectrouic cqD;tputer ~ to m apeoted 
volatile idenUfil:ation. cOde calCutated. by the ~ ~ ippt;Jni thO mast 

code to. the pse0do-nm4ou1 stria& a poaitive ideatiacatlon is tabo.. to have • been . . . 
made.. The prJnie security feature il that the mask cocfi fa nmi-~Ue4.~· 
tho e1ectr:oDic computer, the apeci:ttc olecti:ODic oonunuiKCat!Oai device or tho It !eat 

15 one electrOnic ~ device, m4 iJ thU. aafe i'om. ~eptio;11·b;. 
uoauth9rised third partiee. ThO~ securitY .feature is that apeman ~:be.~.· 

. . 
posseSsion of In. or bar: oWil · specJ& ·electronic coDummicatlou device, ~ ~. 

electronic computer will traDsmit the pseudo-ran&mlltdng~ thereto. 

20 For additio.naleecurity, after the volatile ideati1icati0!1. codo ·hu bee ~tf.ci ·~ . . ...... 

the electrcmic computar .for verification aDd .tnmd to match a volatile identifi~on. 

code patented by ·the el~ c:omP-. b oleetronic computer may~ a 

aiessap to the specific e1eetrcmic COIDDluDicatioi device requestins· that the·~ 
~ that the idcrWication is correct. Only whca the ·pam ~ 

. • •j 

25 affitmativc:ly to the measap by transmittina a oOnfitmmty mcasap ~ tha 

specific ~· ~ODS . ctmoe' to 1he e1.ectroDio COIDpUtlir .· iJ, 1ho 

idmtiDeation p:oC.;. bU1y couJptetcd .. : 

In some emboditnents of the pn&eDt hrveDticm, it ill uot ~esaary, tbr a P«<IOl 

30 ~tho specific~. rM1!!11171icatiODB device to view the pa.~ 
atri:Dg BDd to apply the -. cocle manually thato. IDitead, a computer pzo.-. 

6 

- 3 MAR 2005 



=._ 3 MAR 2005 . 

may bo ~in·~ memory of tho sp~c !'l~c ~~ device . 

which .allows tho. Paon to m._ ~ or_. DSt code.~· and which 

them appliel tho m_. Code ~cally to b ~do-andcm ~·~the 
~ . volatile idmnfJcatfon ·code ibr iDput into · tho .peotfio eteOtromc · 

. . . . . ' ·. ' . : . . .. 
s ~Wlicat;icms rlmco orb •. least cmo eloctnmic comDiUDicati~ chw:ico. . . . ' . . 

··In a~ cievelOpmem, at least cme position in thci ps~m 1stmia may be 

chosen to·· QOntam··ra ·~ ropresmitan~ of &.. ~~~ pmmeter or 
it' • . • • . . • • • • . . . . .' . . • " . • i • ' · . 

..•.. ··~On. :··~eously •. tho position of tho ~ ~' ita:.~P!W. 

10 ~i • ~ Only to tho oleic~c CODIP- and tho ~·;o~·bi: 
specific ~ecbmU~ ¢omm11Diciti~ device.. ~~ ~ ~~~~· wh.e.· ~ eiec1romc 

~ter.is oParatod by.~ .. a t11o ~- ideaecation ~ ~·~ ~'• 
baak account uumbC~r, theu cme of thO positi0l11Jn tho pseudo-random -.,.· _.,-y thD 

. . ' . .. . . . . 

seventh. may bo chosen to be ~vo of .a bala:nco of tho: pa:sOn~,· bank . . . . 

15 · accolm.t, with 0 foz UID)ple ~cticatb:ta zero t\mds and 9 indicatiua. a b~ of QVer 

£1000, with 1isures i to 8 boins represei1tativo ofbaiae:s th~ on~ linear 

scale. . AltomativoJY, for greater security, tho at least .one Posidob. hi..·. tht pSeudo-
random string may be chosen to ~ntain a fJq character; with· ~y eirJ one of the 

digi~ 1 to s indi~ a balaDco be1ow £SOO . 8nd any one of·~ ~·diaits 6 to 9 · 

20 mdicating a balance ·above £500 . . It will be appare.ut that .Y o~~~tational 
scbem~s may bo applied ao u to ccmwy iDfbrmation in tho P~~ sbma. 

Because the positi~ aud memiin& of the at least oi1e represC~ ~in the 

~raadom -.·is ptdnbly·-~table by tho~ ~ ~ following a 

set. ·format which may· become known to mumtborlsed. ~' p •• · it· re[nams 

2S . c:1ift1calt tO extract • meaningful infotmation shOuld tho ~iindom. stdDa be 

intaiccptcd 4urlna ~ FurtheaD.Orc, tho paon UULY bo ~to idmtify 

th~ positicm md/or zil-ring of tho at least oue representative~ after rocoi'rixii 
' • ' ' •• ' ' I 

the pseudo-rau4om str.iq.. thereby providing au additionalla'yer of securlty in the 
. . 

ideo.tiJicaticm . . ptOCeu. 

30 
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It will. be apparent that in the embodiment des¢bed hcnmabove, the paoudo-random. 

strms mUst be at 1ea$t ten CJiaricta:s lOD& sm.Ce·a.iilask code~ up of the DUJnbers 

0 tc) 9 requires at-- ten pOaiticms aiona the ~Ouao-~ stdaa tQ bo AmCtiOiial.. 
However~ a penon ~f Qrdirlary. skill ~·appreciate that di1fcem DUISk cocles. and 

5 string laDgtbs maybf. useci·as·~ by solectiDa·~ codhJa,&Cbeilias.· Itil 

to be 'emphasised that the pseudo-raDdom strm, issued. by t4e electtonic computer in · 

response to an idco@~on reciuest A-om the at lOUt one el~ ~ 
~ce will'bc diff~fOr.Oach ~'~mel ~t-it .will ~:·:be'eitnsm~. 
~t to deten'i!Jn·~ .a·'g;.v~ m1s1c ~ode' liven ~ Seriia ·o! )10tentiilly ~1abli·· · 

10 i;scnido-rindom.·-~ wktne id~~~ ~-· .l'ndecd, ·:in. enibOcum-. . . ... . . ~ . 

where the specific el~tronic communicatiOns de-ric~··ia a seParate 'de\i:e 'frOm the at 

least one electronic commwucation8 'device, for example ··~bile telopbone and 8D. 

BFTPOS temiina1 ltspOctiVcly, then the p~ruidom ~ 8D4 the· YOJatilo 
•• 0 

idcDti1ication Code ate ·never transmitted ~0111 tho~- route, ibr ~lo a Jivon 
1 S . tcmpoiwy telephoDej connectiOn. In cmboc1iin.onts . wherO ·the · specitlc electromc 

• ,, ·•.•· i • . 

comm.UDioatiOllS c!CVice. ··is the ·same device ·u· .:thC. ·at least one ·electroDic 
. . .............. : ·. . 

communications dc:vice, for example a remote eoinputer. *ermtDal adap~ for secure 

cOnnection to the dleCtzonic .cOmputer, then tlici :p~raildom ·~trq. may· be 

transmi~ alcmg ~ same routo, but not topther .~.the same time~ In the latter 

20 embodiment, 8n initial request to loa on to ~ ~eCtronic cott!pu.tcr may only be · . .· ... ····· . . 

consi~ed if it emanates by way of a direct~~~ lint :6:om a preclet4111711inod 

telephonO DDlllber a$sociatod with tho person,:·~~ . pseudo-nindcim ~string is thm 

ttansmittod ·bact· aloq the .~adam link to the ~tO taanmat andH the volatile 
identification code transmitted to tbe electronic computer by way of tb,o same direct 

25 modan connection. · 
··.· .... 

In a J'articularly preferred embodiment, the electrmiic coinputer is operated by a debit 

,;r credit card issu«, the apecific eleCtronic commuuicationi dovice is . a mobile 

telephone, the at.leaat one electronic oommuni~ons dovice is ~ BP"l'POS termbiat 

30 operated by a retailei, the pamauont identification code is a person's. debit or cradit 

card account nUJDbelr, the mask code is a four diJit n~ is descnoed above, ~ 

8 
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idcmti:B.cation code· Clllblins olectrcmic communication .botwocm tho . olectrcmic 

computer.&Dd tho sp~c oloctronic cODQDunioatio.Os d~~ is a~ number 

of the mobile telePhone.· It is ~ be~ tbat.tbe debit ·or ct"effit card. isswlir.may 

. be a bank. which issues standard debit cards enabq. p~ to .\)o made aaamst 
5 fbnds :in· the person's Q1J.1'tallt account or standard credit ~. eaabq purchases to. . 

10 

. . . . 

bo made agaiDst ·a credit Iecount, or may aUt!mativoly be a .specialist servic~ prcmder 
issuing· dtdicated •bit cardS to subscribers, wb~ the subscrl.b.ers must anranp· for 

~·to be ·~·to .. the sarvice provider. u required 8o u to keep at ·least a 

minimum positive ~e associated with thmr clcsdieateddebit card accounts •. 
.. ·J· ·:· 

When a person first applies for an account ~·tho·catd issucr,.·he.or abe is iSsued 
with 1m account number and I· card Which bearS ~~(;aunt number •. namo. of the 

accolDlt holder in the usual way, for oxample:by_way.of embossing tho. card with 
~ . . . 

hllllll11-readable indicia and by way of proVid.ini' _machine-readablo data on_ a 

15 magnetic strip on a reverse. portion of tho c~ ... The ~. must saipp!y the usual 
. . .... 

details, such u .name and homo addR.ss, f9 ... the c&r4-issuar, topther 'With his or har 
' • ' "• o •" '' I ' 

mobile telephone number. It is alio nece&qey fOr .'thO nlask codo ~ be issued by the . "'• .. 
card issuer or to be agreed between the card·~ aud the p~ Tho mast code is .... _.... . . 

preferably issued separawty fi:om tho card, (qr .sample by way of sep.- postal 

20 doliveri~ and is never· tran.smittod toptllcif_ with the account Jl.'L1.1llber and/or 

telephone number. When. the person ~-to inake a purchase ~ the debit or 
.. ' 

credit card, he or she presm1s the C8fd to ~·rctallcr. The rdailer than swipes tha card. 

through the EFI'POS termjnal, wbich then CO:Dtacts a main cOmpUtet Operated by the 

card issuer. The carc1/account number is~ tO the maincomplltcr by way of. 

25 a modem link, toge1her with tnmsaction · detiiis includina the price of the purchase · 

being made. 'IT1e main computer thcD cO~ the card/ICCOUllt llti%D.ber with the 

person's moblle telephono number and, if~ are sUffi~ent ~ fn the acCount to 

oovor the intended putcha$e, .generites a ~seudo-rmdom striJli ~ .Js transmitted 
to the mobDo telephone by way, for ·example, of au SMS measaac over a ~llUJar 

30 · tclecommmdcaticms link. The person· applies tho mask Oodc to the P$0Udo-rmidom 

str.ing u ~ desonoed, a tb.cl1 gives thO vo~e idalltification codo thus 
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senm.ted to the mailer. The retailer, in tum. CGtera the votatite iderd:iiicatlon code 

into tho EFT.POs tormmaJ. which ~· trausmits this d&ta back to tho ma~n computar 

when it is. corroJa.ted with the pet10n's ~count details a:a.d ~ with a Volatile 

identifiCation code temporarlly stOrecl in the maiD ~mputer a:a.d .~ fhereiD. by . 

5 app1yiDa the·~ code to the ~random atring.indepOadently of the pCl'SOIL If. 

the volatile idcmtification ~ match. the main COlUpUter tresmits a conflrmation 

. 10 

·· mesSage to the ;BFT.POS terminal authnrisins the 1DXJ8acti0n, and~ neceisary~ 
to coveJ..:' the pUrebase ~ then traDsfmed automaticilly to the retailer aulf~'· 

It • •• 

from the person's Caird aCCOunt.· · . . .. • · 

... · . .. , .. ·.· ... ' .: 

... , . 

In the ovent tbat there are insU:fficieUt fi:mds in the. person's lcc6unt to cover tho coat . 
. .. . 

of the purchase, the main compu.- may issue a sipal tO the BPT temdD.:l that the 

transiction is. not ~thorlsecJ. and ~ issue a messap ·to the mobile. telephone 

ad. the person to add . .fiindS io the accomt. . rn the event tbat the Volatile . . . 

15 identification codes are found not: to inatch, then .the main computer may, issue a .,... . . . 

signal to the EFTPOS ~·,a· is .. to .infOrm tho ietailer, \Vho may tl1aa ask ·the .. .. . ... '• . . . . ·•, •· . 
person to check that the coJ.l'Cct .. vo~c ideatitication code has been scmarated .and to 

provj.de tho correct code foi' ~lssiOD to the main computer. If the pepon gives 
· .. · . . . . 

the wrong volatile code mare tbau"a ·prec1.etaaiimed number of tim,., for. example 
. ...... . . 

20 tbreo times, the111 tho main co~pu_. may sU.spond that person's account tamporar.Uy 

for reasOns of suspicion of ~UJeitt use. Tho authemic card hoicfm. mUst thea. apply 

to the card issuer, together with.awtable verl.ficati.Ou. ofhii or her identity, before the · 
. . . . . . 

accowt is reactivated aadior a n_ew account and card is issued. 

,' .· 
25 In some a:nbodilxlents, tho· person mq communicate with the ~ coinpllttJr . 

directly by way of his o~ '·her mobile telephone. 'l'bis. ia poall"ble because 
. . . . 

transmissions 1i'om a mobile telephone inclu.de ~ of the number of te1ephonO 
number of the mobllo tel~ .and because the main cOmputer is able to comtate .. · 

mobilO telephone ·n\J.I:JlbOrs with card acco\mtS. One· usefbl .~· that may be 

30 provided is • cmerjonoy account lock tbat may be activated in the evart tbat tho, 

. credit .or debit ~ or ovo.n the m.Obi\o· telephone is stolea. ~uch a lock may be 
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activated by tra:llsmittina .a ~lock code, for eDDlple 99.99, to tho maiD· 

computer. ··JJ~tivoly orin additicm, a lock code may be iftuod in~ codo · 

format, WhiCh is usoibl ln tho ovcmt that a poraon is robbed and ·t:lnatenod with 
. violenco so as to hand over his or her card aud mobUe tetqilono. toDther~th his or 

5 . her mask code. 

A farther use1bl security .. ~· mat .be providod wherem,. 8:fto.r tho volatile 

idcmtificaticm code has, bem, ~ttod to the eJoctnmic ~tor ·for verific.tio:o. •. 
j . . . . . . 

and.· fo~ . to, match. a w.latilo·· idcmtifica#on ~ .• ~~ by. tho e1~9 · 
10 · ·~~the eloctrmdo cOm,pUtet:may traDsm.i! ~~·to· the·~~~~ePh* .·· 

requesting t11at tb.a person. OODflrma :thai tho ~ is autb.OrisCKi. 'rho maasap ... 
• • • • • h ' ' ' • • 

maybe SOllt in SMS or voioemall'folmat, and may include detaili of the tnmaaction. 
Only whcm ~e perso:o. -ncb· i.$rmati~. to tho mossap by· traDsmiltiDa a · 

con1irmatory m.,.. ~ the mabne telephOne to. tho electronic computer ~ tho 
. . . 

15 transaction finil1y autboriaect.. . ·. 

Tho credit or d~it ~ ·~fthls·~~odbnent ()fthe prcscmt invention may also be used.· 

to make secure p~ over the Intemot. In this. scenario. the . at .least one . 

elcctronic comm~cati~~~ce may be a computer server·opeiatod by an Intemet 

20 retailer. Wheu a p~ ~ to ma,ke a secure purchase, he or she aabmits the. 

accoUllt number to the ·acivor,' by way of e-mail or tbrouah tho retailar's website, 8nd 

psOucio-random stdng is them 1raDsm.itted to the pcaoa's mobUe telephone. and the 
' • ', • : • • ' • I • 

2S person them causes a vo)atfio ic:le.o.tiflc8tion code to be pa.erated and then submitted 

to the retailer's server ~ wha it is transmitted to the main oom.puter for 

verification before the traDsaction is authorised raid. :1\mds releaaed. 

A person may have more than one aoeount with the card issuer, and may accontinJlY 
30 select .or be assip.ed more tbau one maak code, oue f9r eacb. account. Altcii;Ditivoly · 

or in addition, more tb*n one mask code mq be -~.to each ~- 1114 ~ 
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·main computer may indicate by way of one or moro charactc!rs Jn tho ~l"''Ddom 

stdna that it iS expectiDa the parso!l to··appty a partictillr mau:· cOcte,. sOteCtid i'om a · 

plunlity of~mask codes, to tho~ ~ft' thus ·· ~ .... ·. . . -~ ~~m 
·~· . . . . . 

additional level Qf security._ 

·It is to be appreciated that the ·presoat invention is DOt lfmited to cndit or ~ cant . 

. tr:ausacti~ but provides a ~ method incl-syatotn of i~flcatioit hi a wide 

variety of Situati~': F9f axlmPtf; ICcesa tO. a b\iildini or vemcle may be conttolled . · . ' . . . . ·. ' ~· . : . . . . . 

by'prt)'Vidiilg a. central cOmpUter Jiolding cWaila of an ·people .authoriSed to etitet thO . 

to builcHnaor~ie, ~·ai\ViPe·~--a~i~ation~.,~~- ·. 
·.. . . ·, . . . . . . ·:.·· . . ."' .. ·. . ' ·. 

in magnetica11y-coded format may be issued to ~ periOll &uthorisecl 1to eg.ter the 
' . ' ,· ·. 

bundhig or vehicle. ~t ~es to 'the buildinJ'Or vebiclO, ~locks Huked·to. 
card scanners and electronic bypad$ maybe provided, tho cm:d IIC8DD.etS and keypads. 

allowing comm~c8tion with· the ~· computer. w- ~ authorisoct .person· 

15 wishes tO eiue.r the bUilding or vehicle, he or abe swipes the swipe card ~ujh the · . . .. ... . 
card scmmcr~ 'whiCh.then trar:Jsmits the unique idcnt1fication number or code to the 

centtal ~~~et ... ·.~ ~ontTal computer c01'1'Dlates. the unique iddct4on number 

or eode with:~ details of tho perscm, includiaa a ~ mask 'coc1e,. 

~ then ~ta· a pseudo-~ siring to the keypad for diap~ o.o. a 6)»1ay· ·· 

20 provided ~ The person must: then apj)ly his or her mask code to 1!bo pseudo- . 

random ~· ~ enter. the ·volatile ideatifi.cation code thus pnated into the . .. ' .· 

keypad, which then trimsmits the volatile idcmtificatio.u code to the central comput-er· .. 
. . ·· . . . 

. for camp~ with. a volatile identification code p.uCirated in the caa.tral C:OJ:nputer 
as~ described. It~ volatile idcmtiftcatiOn codes match. than the cmtral 

.· .. 
25 computer lsiues a sip! to unlock •the ·electronic lock. . Such a system provides a 

sipificlnt. i.dvaDtap over ·txistiDa electronic loeb ~ by ~. in. a· . 

pred~ code, b~ each tilxie a person eDten tho buildiq or. vctbic:l4 he or · 

.b will have to enter a different volBl:Ue idctiiieauon. cOde •. Thia me.w that ·a 

pote.atial thief or the like will not be able to pin acce.. to the buiJdins or .vehicle 

30 merely by obserrina an~ per&cnlkeyhig in an.~ code 8Dd subaeqaemtly 

~tho same entry code. 
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Purthtmnorc, it is no~ neces~ to provido a swipe card to each penon authorised to . 

·enter tho buildlng or vohiclo. ~ . each penon is issued with. a Unique lnd 
mcmorabl~ PCitDl8ll.cnt id~• number or~ wllich ~y bo iQ.put by way of. 

S tho electronic keypad when acoess. ~tho building or vehicle is roclu1rcci. . The UDiqtio. · 

por.maucmt idcm.tification number or code is than .coxrUted in· tho ceutral computer 

with tho appropriato mask code and a pseu.do-nmdoiu aumi tranSmitted to ·the 
olecb:onic koyped for diapb_y ou, ~ dlsplay ~fa.·~. . . . . 

1, . . • • 

. · .. ·. 

10 It will be'·8pl)reCiated that in tho ;above ~-t the 'elootronict koypad anci 

Opdonal card. scanner form tho. at least one olectrOn.ic communicatioDii .. devico as woll. 
. . . . . . ' : . .. . ... 

as the specific · ~loctnmic communications . device. For · added ICIICUdty, alboit 
. ' ' . . 

involving additiOnal inconveuience. persous authoiisocl to enter tho builttinJ or 
. . 

vehicle .. ~ bC . provided with mobile 'telephones as specific.. ollctzonic 
. . . . . 

15 . communic~~.doviccs, with the psoudo-1'81ldom string being ·transmitted to tho 

mobile .telephone rather than to a display on the eloctronic keypad. 
. ~ . .. . . .... "·· ' . . . 

... . 

Altemati:ve. ~es for tho s;Ystem and method of the present invention include any 

situati~n.!'ha secure identification of a person~ an electronic communications· . 

20 en~~ is roquired. · For example, the system and ~etb.Od maybe employed for 

secure ~~to log-in to a computer and secure telecommunications :bi pneial (o.a. 

busi~-to-business OwCOIDDlerce tranSactions~ air traffic control. CQ1tJDlUDications 

etc.).· ''!he system and method ma.y.also be implementccl in the context of a vehicle 

imm.obuiser and/or alarm. whereby an. authorised usor of the vob:icle is mciueated to . . . 
2S apply a :oiask: code to a psoU(io.l'IDC!lom string so as to ~vato the immobWser or 

alarm:. . . . 

A :fUrther use for tho present invoD.tion is as a. socute ticbting system. A supplier Of 
travel tickets,. concert tick• cinema aod theatrO . tickots and tickets tor Sporting 

30 events, amon:g othars, may issue a "virtual" ·ticket in tho. fcmit of a pa::Dum.cmt 

customer identification eode and a psoudcHa:adom string trausinitted from a host 
. . . . . . . 
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computer to a ~iiic electronic ~unicaticms dovico.· '(]pon anivallt a·venuo or 

• upon request by a t:ickot iDspoctqr, a penon to whom tho "Virtuar ticbt has bee 

~ may~ required to apply hiS or hei maSk ~do to the pseudc,..~ llb.iDa . . . . . . ' . 

and to pta~ tho· virtual identifiOJtion ·code ganfntod thereby, together with the . 

5 pormmeiJ.t CustOmer identification oOdo, to ~ ticbt iDSpoctOr. The ticket bpoctor . · 

· lXUlY be provided with an electronic· communicaticms ~o ·by way ·of which this· . 

information may bo transmitted bac;k to tho ·host. COJiipoter fo~ yCdfic~ ·and. to · 

. wp,ich a volification sipl may bO sent by tho 'hOst corQputar .in to1tevllit' &'·&' 
p~ isj,ositivolyidentified &s· ail au~oliied tieket'h01der; 

10 

Yet another use for the presm1t inventi~ 11 m. a piii'QOl or postal depot, such as· a post 

. ' oflicc, or a catalogue storo or a warehouse or~ like, where people.vislt to· pick up 

.· pateeli, ~st or other .articles and i~ fa necessary positively to idcmtify a parson before · 
~ • • • t ... • . 

banding over the part:ols, post or other articles. A pCil'SOll picldDg up au article will 
·. . . 

lS... · · have b~en issued with a ~soudo-random string and, upon co~ection, ·is asbd to 

."Supply a volatile identification code generated by tho applicition of his or her DUlSk · 
. . .. 

. codo to tho pseucJo..ranc:lOm string • 

. According. to third aspeCt of the present i.Dvc:ntion, thetc is provided an identity · 

. ·.20· · ·· veti.&ation secure transaction syst= compriSing: .......... 

.' .·· 

25 

30 

i) a host computer for storing a user cado associated with a user, for auppl~g a 

psoudo-taDdom security . string for a trlniacticm. wherein Said. host ,:Computer· 

cieteJ::D:Dnos· a one tiine tr:ansaction code by applyina said user code to said psCrudo- · 

random secUrity string; and 

ii) at ·least oit.o oloctrouic device in olectromc commumcation with said host : 

compUter for administering said transaction by~ .aiid diapla)'ing said pseudo-. 

. random security string aud tOr receiving a user traasactiori input codo, wherein iaid . 
user transaction input code is &,t.,.,med by applying said user coc1o to said pseudo-.· 
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random·security ·str.ma dbplayed oil said ~.least one oledroDic device and said·· · 

transaction input ~do is scm.t to sai4 host computer; wheroin: 

iii) said host computer verifies· that said user input code matches ·said one time 

S · transaction code. 

Tho user determines the transaction' input code by I.J'Plyiq his C?f her user coclo fD thO 
pseudo-random securlty StriuS ~~ycd on tbe electromc device~. n.O.,u- enws th~f 

.• t . . . . . .. . 

transaction input codo in tbtJ eleotrollic device diaplayiq ~.,p-~Qig,~V, 
10 : string. or m a deVice in commumcation with tho hoSt computer •. ~ ·-~ . . . ... . .. ' . . . . 

· tnmsaction code is seat .. to the host· coJlli)Utar for: vmification with tho one time 

:. .trausa.otion code. Tho p$eodo-ranc1om socurlty atrlns ~be maPlayed aDd user cm1ty . 

. of tho transaction c~o may. cmtored in my combination of devices mcludirlg 8D . 

: ,Electronic FUnds T.nmsfar Point of Sale (BF:riPOS). device, a wireloss devi~ · 

. 15 ·. associated. with the user, a user computer connected vi& tb,e Imomet with the h9st 

.- · · · .. · · ... : · computer or any device capable 'of communicating olectronic81ly with the host 
..... ·. .. · . . . . .: ~~uter. Farther. the host computer may transmit the. one time traDsaction code to.-

..... display on an electronic device. the system may be • to· ~loto a transaction 

......... 20 

with a merchant tbroup a morcb$mt computer or web. site which is in .elecaonic 

communication with thO host computer and a user compUter or·dovico. Tho S)'8tcm 

may be used to provide security or regulated access to a database or aecount 

infOrmation. 

AcCording to a fourth aspect, tho prescmt invcm.tion provides a method ofvadfyins au 

2S idtmtity for conductina secure transacticms coDlp1isiDa tho steps of 

i) storing information about a user pin asioc1atod with a host c0mputor; 

ii) gcmerating a pseudo-random aocurity strlDs by said host computer, . 

30 
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ih) determining a transaction code by applyjna Said user pm to .said. pseudo-
random secarity string; 

iv) tniusmittiDg said pseucli>tandom aeourity stdns to at least ~ eleatronio 
s dovioe; ' 

v) displaying said pseudo-~ sccuritystr.ina on said at ~··one elcatrQnio 

d~oo for"ille''bj s&iifusar to dOtmnino a usGr ttlnsaction inPut codefbyapptymg·' 
.... ~d· · ~ ... ~c·-.;,i.~·· ~ ... ..:,·;;;:..la· ··p .. .;;.;o..,,;,a_. ·~""."" ·m··•-...:·ty ~- ·.··· ... IHU ~ U\l.v .U ~ IKiiiuuu-X.UUU ...,._,.....,.. liiiJIW....... .:;. : '···. ... . ·.·.''; ·'' ·io-::~·: 

"to ........ ·,, ..... 
·. 

· vi) inputting Slid user traDsaction input code. on.·. said at least 011.0 elootronic· 

device; 

vii) transmitting Said user transaction input codo 1i'om said at leaSt one. oleotnmic 

1 S device to said host computer; and 

viii) determining, by said host computer, whether said t:ra.nsaction code BDd said 

user transaction input code match. 

20 Tho electronic device displAys the psoudo-ranc:tom socurlty string so that' the us« em 

detcr.mine a user. transaction input code by applyfDg his or her u-.r code to .the 

pseudo-random security string. The user mtcn the transaction iDput ooclo OD the 

same or a different electrcmic dmco in electronic canmmnication witlf'tb.e host 

computer. The user entered transaction codo is transmitted~ the host computei' for· 

2S · ·verification that the host• computer determined tnmsactioli codo matcbea the user 

entc:nd traDsaction input c:ock . the metbod of this aspect of the prescmt. invcmtion · 

30 

. . . . 

completes the trausacticm, alloW. access to a databise or 8CCOUilt biformation when 

the host c0mpu.tai- detemlined trmsaction codo matches the user entared traDiaction 

input code. 
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· AccordiJ3g to a 1i:fth aspect of the present .mvaoticm, there is provided ~ secure· user 
code entry inter:fAqe syatea;t.·compriaina: 

i) 

5 . device wherein said eloctromc devico has a display; "ft"hhndn said socure user code 

cmtey interface contains at lout ono active display ~· ontry. of at lout o.uo diait of . 

said user code by a user; wherroin said . .mivo ~li.y ill1inunatea. or hiabUabu at 1ealt 

one display· digit wi~ said active display ~QUi said usoi eaten said ·at·loalt one digit 
' . ' 

· · of·said.usw.;.co4e,bya respGDSO tbro~ au i:Dput dovice at a~ timo:w~ .md, ... 

10 ··· ~ least olio displi.:)t;diait which colTCSpODds Wi~ ~d at lQISt one cJilifOt siid usci- . 
code is illuminated or highlighted in said activo display; and whc¢ein 

lS 

ii) a ranc:tom run on time is. added to said response time: to exten4 said. at ~ 

· one activo display. 

The user code entry interface is stored and 1"DDJ2ing on au electronic deVice where the 

electronic device has a· display. Viewable on the display is the secure user co&s entry 

interface wbich contains at least one active display for entry, by the user. of ono 4isit 
of the lJSCr code per cycle of the interf&c~ Tho active display of tho iDter&ce. · 

20 illuminates or highlights at least one display digit on the interface and tho user keys 

any key of a keypad or mouse or touches any 8l'Q of a toUch HD&d.tivo screen Whcm 

the illuminated or highlighted digit matQhei tho digit tO be cmtered in hia or her usoi­

code. . A random run on time i• added to time when tho user cm.tm the kljstroko so 

that the activo duplay remains activo and thmloro h:lform8tioli. miatm, to the · 

25 number cterod can not be determined. 'Iho s~ usor interface cotitaiDs .ono cycle 

for~ dip of.a.user code~ 

30 

According to a. sixth aspect ofthe present hlvention, thofe is provided an idantlty 

~ -.ruro transaction system comprlsina: 

i) a host computer for storing a user cade assoc~ with a user; 

17 
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il) . an eleCtronic . device in eloctromc communication with said. hoat COJllpUter, . 

Wherein said electronic deviCe has a display.lllld a usar input device; aud 

· S iii) · a secure user code eatry interface viewable em said display of aaid at least ·one. 

~c dcMce for entry of said U8or C()c~e, whcnin aid secure user code. entry' 
interfaCe colitains at least osie cycle with iai actiw display for rm.try of said user aode; 

. . . ... . . . 

~ said mer enters at least one ···code diait of said :usar code by •·xesponse 
~ . . . . 

tbrough said · ular i:D.pUt deviCe ·at a ie8pOD80 time ·when a display. qt which . 

10 c~ With said at least one·~ code di~t or laid \1ser ·cbde 'ts 'il]tiiniriatM of 

highlighted in said activo display; . 

iv) · whereiD said each 'digit of said at least one user codo digit if onteted in each 

· C)'Clc. or said· at least one cycle and a random rim em time is ·added to said tupODSO 

15 time to extand each cycle of said at 1-st one cycle; and 

v) wherein the cmtc:red ·said user code is transmitted. to said host. computer for 

verification with tho stored said user code. 

20 The .hOst computer storet information about tho user which inCludes account and user 

code information. The at least one electronic device is in electrOnic commuaicatiOll 
. . ~ . . 

with the hOst computer and displays the secure user i11put intorlico for -.try of the 

user code. The at least one o1ectronic device baa at least a display and i:usar input 

doVico. The aecu:re user code an1:1:y interface contains .at least one c,olo for each diJit. 
25 or tho user code and contains an activo display fot entry of tho user code •. ~ vet 

cm.ta:s each digit of the user code by a response throush a user mput ®vice at a 

responSe time when ~ cUspla)' dijit which coirespo.uds with ~ approprlt\to cUf.t of 

the user code is illnmmated or·hishJishted in tho active display of tho~ ~ 

entry'of each dipt within a cycle is entmecla random ·l'DD.OD. time is ~to tho tbno 

30 wbe.u the uaar respondocl in oxder to CDt1:cmd each C)'Clo of the activo clisplay, so tbat tho 

anyone could. DDt cleteliaino which digit W8l selected by vieWh1a ~ U8a' ~· 

18 ... 
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Aftar entry of tho entire U.ar cOc1e tho ~ ~e is tnmmdttecl to the host 

computer for . varification with tho host computer stored user· codo. Tbe uar may 
. . . . 

enter his or. her RapODSC by~ any koy on a ·bjboird· or mouse or by touohing · 

any area of a toUch sensitive display~. 

" . 

For. better underBtaDding of the~ invcmtiOD and to ~how it may beCIIi'lied 

into effect, refermce shall now be ·made, ·by way of example, to ~· accompanyius 

drawinp ~wl?ich: . 

10 FIGURE 1 is a schematic. diagram shOwina a prefa:red embodimcmt of the. ptes.-t 

lS 

•. -... ,. 

invention; 

FIGURE 2 is a· schematic diagram showing a preferred cmbodim~t of the dual 

channel scham.a; 

FIGURE 3 is a process flow diagram shoWing.the steps a 'D8Cil' woulcl take while 

interacting with the system of the present inv~tion; 

FIG'URB 4 is a sc~c diagram showing a prefan:ed ~ of~ siugl~ 

20 channel schema of the present invention; 

FIGURE S is a schematic diagram showing· an additiOnal embodhncm.t of tho .single 

channel schema of tho present in"ention; 

25 FIGURE 6 is a schematic diasram of an additional·~ ofthe aiDa1e channel. 

scbmna of the present invention; 

' . . . . 

FIGURE 7 is a s6h~c diagram of an additionaf-dlmcmt of the amp clwmel 

schema of the present inventioD; 

30 

. 19 
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·FIGtJRE 8 is a aChematie mairam showing an additional ambodim.cmt Jncorporatiug. 
. . . 

· variou aapects .B:Pd features of the ptesent invemion; · 

· PIGURB 9 is a. schematic diigram showina a ileCured database acoeu aystom of the 

S presant invention; 

FIGURE 10 is a schematic cfia&ram of a sec:nu:q systam. ~r retri~ bank account 
information; . . . ,, ·. . .·. · .. ··, 

I o FIGTJR.B li is a rCp~ ofpseudO..raildoJ:D. ·stdns; ... . . 

... . 

FIGURE.12 is a schematic diapm sb.owini the modification and integration process 

of the usar•s temporary or tnmsactional; 

15 FIGURE 13a is a .graphical represC:ntation of the usa:· interface of tho pteaent. 

invention; 

20 

FIGURB 13b is a gmphical representation of tho usar intmface of tho p:rescmt 

inventi~ 

FIGlJRB 13c is a araphical representation of tho user intorface of tho pzescnt 

invention; 

FIGURE 13d is a graphical· representation of tho Usa:_·~ of tho present 
. . ' . . 

. . . 
FIGURB 13o is a graphical. representation of tho user interface of 1:1ui preseD.t · 

invmition;. 

30 FIGURE 13f ia a grlphica1 representation of tho user intettaco of tho pieaont . . 

inveDtion; 

20 
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FIGURE 13g is a graphical representation of the user interface of the p1-esent 

invdon; ·. 

S FJGURB 13h is a jrapbicat. representation of tho .user interface of the pres~ 
invention; 

FIG'llltB 14 fS a gfaphical'represcmtati,on of the atart screen oftb.e PIN Safe interfacO .... 
~ . . . ' 

ofthe~cmUnvention; · .. ·.· .. '· ,:_ ..... ,. --~ . ;, ·':-,:~N~~-· 

10 
•,:.•, 

FIGtJ'RB lSa is a paphical representation of the; ~-cycle of the PIN: Safe user 

.. 

FIGURE lSb is a araphical repreaentation of tlie secoJid cycle of the PJN Safe user 

1 s . interface; 

FIGURB lSc is a graphical representation of. the third cycle of the. PlN • Safe uaar 

intt'llface; 

20 FIGURE lSd is a sraPhical Mpreacmtation of tho fourth cyclo of tho PJN Safe user 

inter.&ce; 

2S 

FIGURE lSe is a graphieal representation of tho PIN Safo user interface usiD& 
symbols or·characfera iDstead of numbers; 

PIGU:aB 16 is a.schematic ctiaJram showing. features of the ptaent inventiOn utiliZed· 

in a database access system. via the Imemet; 

PIGU:lB 17 is a scheJQtic diagram coutaining fcaturu of thO ~ hmmtion 

30 utilized in the access of multiple databases via tho li:ltem.et; 

..... 

21 
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FIGURE. 18 is a schematic diaaram. il1ustratiDg various features and· componea.ta of . 

tho presea.t invention commlmicating via the l'ntamet; 

FIGlJRB 19 is a schematic ~ il1ustratina various features and COD1p01lCDts of 

tho~ invcmh commUDicating via the 1ntamet; . 

. . . . 

FIGURE 20 is a schematic diagram of various features aud ~mpOli.Qts of tho . 
preientmvmtiDn~~-:vmthe~ · ..... , .i, ;_-,.; .• . .,: ; .. : .. ·.,. 

; ...... • .. ~··.' . ."· ·· ... r:·-··:··~··::.: !\'.'.·.:':-·.,.;: .. ··.;,· ... _~-: . .:~ .• . .,,.·, ............................. ,..,),~-- ... ' - o·i··" 
' : . "· ·: • .• •· '_ ·:~' ., ·: ·/! .. , ' .• •• : • • ::;: .... : .. ~, •. -~-

1 0 . FIGURB 21 1s a sehmziatic diagram fnUitiBtirig .die accesil'·iaid data: ~ of.'au .. .. . "".. .. . .. 

lS 

additional embodiment of the presea.t invcmtion; · , .. 
. • 

FIGURE 22 represents. a schmnatic ·diasram displayina a generic server ptn'ay 

schema inCOipOrating various:·aspects of the preSmt invelltion; and 

FtGURE 23 shows a schematic diagram illustrating a generic integration platfoxm of 

the present invention. 

Figure 1 shows a host computer 1 operated by a credit/debit card issuer, a user 2 

20 having a mobile telephone 3, aJid an BFrPOS terminal4. The usor 2 is :issued with a 

card (not shown) having a unique 16-digit account number embopeci and..· 

magnetically encoded thereon, this 16-diai.t acccunt !lU1D.ber being correlated in the 

host computer 1 with account details re1atiua to the user as well ·aa a .~t mask 
. . . 

code selected by or assigned to the user 2 .u;potl initial re;istration with the .. · · 

25 . credit/debit card issuer and a unique telephone DIJIIlbcr of the mobile telephone '3. · ·· 
The 16-disit ICQOant numbeT is chosen £or coinpau"biliv with existina credit/debit· 

card protocOls, and the 4-dJ.sit . mask codo. for compatibility with existiiJs PIN 

protocDis. When tho user 2 wishOs to make-~ purchase .fiorri a retailer (~ sh~) 

operating the EFTPOS terminal 4, he or she PresCDts the cird, which is then so811Md 

30 by the BPTPOS iermjnaJ ·4. Details regarding a purchase are also entered. into the .· 

BPTPOS temlinal 4 by the -~er, and these ~ traDsmitted, t_opther -with tho· 

22" 
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acoo• number, to tho host computer. 1 ·by wa.y ~f a modem. link 5. The host 

computer 1· then cmrelates the account ll1DX1ber ·with c1eta& of the user. 2, inoluc!hJa 
the telephone number of tho mobUo to1ophone 3, and generates a 13-ctiait ~. 

· :r8Ddoin lltlinB which is truismitted tQ tho m0bUo ~op~ 3 bY way of an SMs. or· . . . . . ., . 

S . voicemailprotocol ~. The first three di&ita of the pseudo-random ~ are not 

.l'I.Ddom and arc reserved to inclica;te to tho· user that a recmvoct SMS mouaae is from 
the ·host computer. For example, .tho first th1w digits ~ be .. Tl !" or '-r2:" or the. 

like; 8o u:to indicato:tb&nho ho.,t comp• 1 is ~.tho ~er. ~ to.&pply a mat 
~ . '. ' . ' . . . ' ' ' ' .. 

' or a ·.aonc:I mask •CCJ<le·.~to. tho psaudo-ruidom ~·::··;:::n.-t~,,~;.~~ clis.it!:~~ .. ~ .. 
1 o psetid~nmdom ....m~ · ffl<nvide ltlfliOiaat mm&,noy for . • LA~..:.. ma.k· ··c:odo. to .• .............. ,...... . ' . . lilY~· 

15 

"" . .· 

operate thereupon hi ibe mamitz1leJ:eJDbofQrc :~e4. By chooshi& a stDn,g ~ 
. . . ' ., . . 

of · 13 digits for tho pseudo-n&ndom string,· ~C:oaipatibility with . exiatng mobile 

tolophcmo displays and BAN13 (European Article N'LU:Ilber) barcode protocols is 

ensured. 

Upon reception oftb.o paeudo-rmdom. string by the mobUe telephone 3, the User 2 

mUst apply the mask code. thereto u hcD:oinbefore described so as to ~ate a 

volatile idootifidation code, which is then pused 8 to the retailer and entered into the 

EFTPOS terminal 4 .. for transmission to the host co~uter 1. Altemativel:y,. the 

20 volatile idc.atitication QOde may be returned by the uer 2 to the host cOmputer 1 by 

way of tho mobile telephone 3. 

When the host computer 1 receiyes tho volatile identification code, it CCJm.P.CU this· 

with a volatile identification cOde generated witbb:l tho host computet 1 by applyh)g · 
25 the mask code to tho psO'IJdo..raudom 'ltring and, if the volatile idcmtific&tion codes 

· are found to match, issues a sigD.a1 to tho BFT.POS tenninal 4 so as to .mhoriae tho 

pmchaso and to transfer . necessary funds to tho retailer. ~tionatJ.Y, before 

au1:b.Qrisina tho trimfar of .ibD&is, the host computer l may ad a messap to tb.e . 

mobile telephone 3, for example in SMS or voicepudl format 6, preferably iDDiuctma 

30 .. dotails of tho transaction, ap.d ~that tho user 2 return a sipal 7 10 ·u· fmauy · 
' . . . . . 

to con finn tho trrmsacticm. · This may proviclo added peaco-of-mi:Dd for UDuaually 
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latgc traasactions and may alert a lJSar 2 in the ewmt that fi:auduleat uso. is beiq' 

made ofhis or her card. 

The present brieidion. may be implameo.ted in both a·siDele aud. dui.t cbazmel schema 

s whiCh' are diselosed and discussed in relation tO Pigmes 2~1 o. · 

The DUal Channel IJrotocol ·is. apJWpriate for all Uiet'l who own a 9-2 ~e phone.··. 

The type~· oftransiCtion mi&ht iUclude: (1) Blectromc Panda~ at the Ponit'Of'''· 
:li, • ... '· ' .• • . • • . • 

. · .· Sale (BPTIPOS)'·and-(2}'Telephoneotders. EFT/POS are··tranaactions·w.ha"the··USC':~···: 

10 'Wouuhriate a ~e afa merclian1 mthe·DOl'.ttiaJ. way alld'·whai tb.e··creditidebit . ·. . . . ~ .. ·. .. . . . . . 
cald is swiped tbroup the cird reader, the mere~ would be promptid.to ..a for 

the customer's transaction afti:m1ation code frAC) · or mask· code.· The mar 
rcm.embom his- or her four d.iait PIN .Dumb« which is used. to deteanfao tho TAC : . 
from the pseudo-random sf:l'iD.& which is given at the point of aalo. Jfthe usarmtends . 

15 to make multiple purchases Within a short spaco. of time or in au area wharo mobiio . 

phone reception ia poor the \Jser can elect in advanco to use the same TAC 19t· a·· 

20 

. . "· 

Biilale clay •. A telephone order transaction would essantially ~o tho samo m.etUCi ~ ~ · .. 
above With-the exception ttiat the merchaDt physically enters the card d.etifls in· tho . 

. .. ... ~. 

usual manner before beiqpro~ ·fOr the TAC. ·· 

Additional features of the dual chaonel schema are that the customer ~ be able" tc) 

choose altamativo user ... ft:iondly metbods of ideDtifying tho TAC from the ps~ 
1'BDdC)m security .string. sucll as 1D Bni&ma fntrdace or voice reCopition systeai..· ~ 

Enigma ~e ~ould include minor~~~ to a SlM card ·m a·~ or. 

25 pager chuins manu&cture but customers could avoid any calculation or ·tho ·TAC 
themielvea. Users will be able to key in their P1N and by preiama an addi~ ~ 

of tb.cii' choice, b phone r% papr will automatically comPuto tho resultant TA~, . 
without the customer even seeing thO Socnidty S1zins. This cornputatiaa would bo a • 

completely Jntema1, eosuriJ1a that only the TAC is displayed, 8lld tho . PlN is not . 

30 mainec1 in the mobile phone or papz. A voice rccoJDiti<m, inter&ce could be . 

24 
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implernmte4 in voice activated .phones and~ able to compUte tho appropriate T~C 
on the simple commaQ.d UZ'ACl" :&om an -.pproved voice • 

. Custamars could also ~o ~ c,ptioa.. of chooahJ& whC. apply.ina for :au eDibled 
. . . . 

5 card, ·a pometr.ic shape, as Wlll be· discussocl in more · detaU. below,. in which the . 

secnnity striDa will alwaya be do~vered. The customer. wo~d simply :reJistor his ·IX' 

her choaai geometric shape to bo displayed on ~ aDd then ~ '-PPtY Jdl or . 
' . . . . . . . . 

her PIN pattem: to detertnirle the conespondhig ~taut TAC. . 'Ibis diaplay.can be· . 

· ·· ... · . ~ -.itlter.&cod .by ... a:.WAP . .mobilo phone, a G3 mo~il~ ~ ~ ~ .. @~,.~m ..•.. ~. 
10 .. p:tc;mpt or a secondary dedicated~ pladed at the pointofsalo. . . . . . . . ·· : · . ' ' . . 

"' 

The protocol of tho present inventiOn. may·be .. 'bohed-on'.to an-~~-· 
I ·. , . , , , 

server and can at least ruu on umnodified BFTIPOS hardware suCh as: (1) AMEX ; · 

(2) Split dial EPOS; and (3) VISA AVS3. In additi~ the dual cbatroel protocol can .. . . . . 
IS be used to upgrade tho security ofMondex ~(these aJrea4.y use a +PIN digit at .. 

POS). 
. ... , . . 

· The dual domaud schema may use a standard G2 mobile phone, G3, and WA,'P. dovi'?e 
. •' 

to receive the secm:ity string. If these devices inc,lude a m®i:tied SIM card iiikrfaco 
20 for this security string the device may also include a GUI or an Enigma .inteiice to . ,. ,. ~~ .. 

simpBfy the derivation of the TAC. . ....... 

Figure 2 ~ a diagram show:ina the protocol for tho prCaant inventiOn ·applied 
. . . ,· ,.·. . 

to a point of Sale ea.viromnont. Figure 2 displ&}'l tho main components and. steps· .for 

25 this transaction and displays two different options. Tho 1m9t option utiJiios··a split . 
. ·. 

dial oleetronic :6mds traDafer point of sale machine (EPTIPOS). where tho ~.of . 

the ~on are directly sent via the Autb.orization Server.207. The ~ Option · 

utw1izes ·the morchaa.t acquirer's netwolk. 

30 In the direct dial scenario, the user 201 receives a aeaurity at:riDs 210 ~ tM .· 

Authorization Servc=r 207 which rosidos oa. tho dcMce 202. Tho security atrilla 210 

. 25 
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resides on tho device 202, S1ich as a mobilo phone, l1Dti1 the user is. ready to make a 

purchase. When the user 201 is ~Y to mab a purchase he or she hinds over, itJ. .. 

step · 220, his or her enabled credit card 204 to a lXl«Cbant 205 to conduot the 

electronic tbnds 1rimsfer or poUit of aate (BFJ.'IPOS). :;rhe card 204 is awipcct·u \1jUal . 

S at ate 'in~~ a 205 :BPTIPOS teimiml, The~ 201 rm~ the ~stria~ 
210 relictins on his ~ h•tcfm9e 202 and .determinea his or her. TAC tor that 
particular sale. The .folD' diait TAC 230 is provicfe4 to 'the~ 205 ·by the user 

. .· . . . 

201. Theuser 201 ~yprovidetlle TAC verbally, by·~·it-m.to·the POS 

utmin~ or by ~~·nbmbar on the mobDe device 202· -1lle- cfecut.card.204~ .. 
. . . . ·' ., ... -· d~ .. . . . . . . .. . . 

10 TAC 230 and ttansadtlon amount. are then seilt;·l'il: the ditbCt 'aial ~ 240 te·' · '. , . . .· . . .. .. . ·. . .· . ' 
the Authorization Smv. 207. The Authorlzati~ ... ~cver 297 Cd~·with tb.e·c8rd 
issue.r.209tbat tho account~ sufiiciaat 1\mds in. tho· account ·~ ~the TAC co- · 

relates with the uler's PIN number and the issued security string2l0; ~ tb.e.event. · 
. . 

tluit the accoUDt number~ traDsaction amount, anii'TAC are vedfi.ed tho·:Authorization 

15 Server 207 allows thO traDsactiOn to proceed. ·, . 

In the second scenari~, referred to as the merohant ac~~ DetWOrk .. ~o, the 
. . ~ 

same initial steps apply. Tho user 201 receives a security stJ:in&2~Q· vihict1 resides. on 
. ·~ . 

the device 202, such as a. mobile phone, mel thi.t w1um. the ~."~01 ia ready to 

20 purchase an item fi'om the morchant 205 be or .,_ m -~ .:~o. presents. the 

merchant 205 with the registcncl crectit or debit card 204. The ·cani 204 is swiped at. 

the EFT/POS terminal and apin tho user 201 dotCirm:inos ~. 6r bar four di&it. TAC 

230, via the 8ecu:rity strln& 210 residing on his or har mobUi.pPono or device .202. In 

this SCCJllri.o, the tratlsaction iDfozmation mc!UdiDI the ~ num.ber of the card 

2S 200 UAd amount of purchase aro rautecl via ~atb.-250 to ~ 252~ '1b.e staDdird• 

credit cud transaction details and thO pre-authorized PIN are -~ to the. cd issuina · 
host server 209. The scl1ame 252 sendi the card 204 ·~on and pre­

authorization PIN to tho card issuer host 209 via commamicitlOns path 256. · At. the 

same time, the scheme 252 comm.UDicatea with tho .Authorization Server 217 anct 
30 verifioslhat the pre-authorized P:not coudatea tO tho user's PiN. Tho card isauar 2o9 . 

~cedi with tho tnmsaction and upon vedfication allows tho traosaction to proceed. 
. .. . . 

26 
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In· addition to tbe dual.cbaUDeJ schema descn'bed above, tbe ~t inventiOn also 

allows for a single cbatmel.schema whereby a oaer would bo ablo to uso tbo pres~ 

invention ibr 8UCh trausacti~ as on1iuo Purcllasini via 1'utemet websiteis. The.lhl&le . . . ~ ... 

S channel sahca:na aild protocol is co~ 'ria either a computer, .a WAP ·device, 

smart· Card, ·Proprietary System 01 a G3 moblle phone, wh~ tho ~· atdna. • 
reoeivect aDd tlio TAC 1raDsmi1ted on the same dmoo. This protocol does not require 

. . . I 

a aerond_, Chmmel to ~Cmduct a IOQU1'e trauaaction. 

10 The shlglc· -Cl protocol rittls via.in applet ~~oaded by th() uicr o~ his or her 

~uter, W, AP device or G3 mobne phone .. The .security .. itrJDa ·~ the TAC. can 

only be received by an enabled server and transmitted via an ~SL ~ .. Tho present . 

invention is resistant to '&host' .sites, where thO user is un.aware that the site ho or ahe 

15 

20 

is deaJ.ina with. is not ceri:Uied, because the maChimt (whetharcortified or not) ~uld 

oDlybe in possesSion of the user's •user DIDio or card m• aD.ct ~t ~ relcmm.t TAC~ 
..... .. . 

The ·sing).~ cbaDDel solution solves tho problem· enco~ ·.~: trimlmittina the 

relevant TAC and security string over tho Intcmet by ~.the ua ISP (Web 
....... . 

browser) to transmit only the user ruime-to the merchant aD.ci •. the ·relevant TAC to tho 

enabled server/database. . .. · ... ~· .. . . 
~ ..... , .. 

Figure 3 shows each step alo111 the process a user would. 'iake to resister and use tl:le 

siqlo cM.nnelscbema. Tho process is started in step~~ Ind. in.~ 310 tbc usar 

contacts the server boat of the present invention tbrouP. a sinato chaDDel dmce such 
. . . ' . . . . 

2S as a personal computer, an internet coDneoted hand Mid·· device, a ·.coll pbono or 

wireless phone,. or any device . that may . support a · w~ browser via a . single 

commUDicatiOD cbannel Upon contact with tho ~ .or· host of ~.present 

invention a log em web pap contaiDins ·the interface applot is sent td the . ~~ 

device. In step two 320 the user is. requested to input ·his or her . user lD . auct 
. . 

30 preauthorized credit card or debit card num.ber tbrough m apptOpriate· entry method. 

T.b.e user interface may include on soreen drop down menus or othar ~ous user 
' . .. .. ·. . . . .. . . 

27 
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. ftie.ndly applicatiou to enhance the altry procoas of the user lD aDd credit card or 

debit card· number. The user .m is sent to the a~ rot vet.Uicaticm. 1:f the. servar · 

velifies the user' a identity a security string is seat to tho clio.at web pap using the 

loW processins. ovOd:laad ~1 (LPO protocol) with a pxompt to ini.t£ate the applot. 

5 The ·applet is usad tO abstraDt arad: repack tho TAC code ~oi'diDg. to tbe LPO 

pn;tooolaDd. start tho Pm sate fntdco.. 
. . 

In step 330 ·the Pin Safe intdLcO iS started enablina safe user cniry ota:Pfiir&·TAC: · ' · ' 
~ .. . . 

The 'LPO·;protocoi·extraction is· ear.r.ied· out using an ·aUtomatiC'.S:Y*m ·Id8Utatiolf.::·''·"·· 
10 . Digit (SID) ancfS~ Outgoing ·Digit (SOD)' geti~ori. h 1Vill be' desen1,~ ili'~. . 

. ' . . . . . 

'ts 

20 

more detail below~ tho TAC code is pUlled :froin .. ~ aecurity string and repacked 

~to the LPO Ptetocol aud SCIIlt to the ~cr ~.for ve:rificatiOa In step 340 

the applet is stopped md destroyed. all values .are ~od and ·tho security stri:Dg 

residina on the device is cleared. Tho user soea &.n:mtmaco which ideati.tiei that tJ:ie 
device is awaiting a response .froD:L the server. ~ step· 350 the lc)g'on to the server is 

verified .or rejected according to tho uer·lt)· ~.T~C code response. If verified, ... ,.. .. . . 

confirmation is sent to tbo client· browsar ·fo~o~ by roqueated sarvice access or· 

ttausaction. In step 360 tho aeaaion er ttanaaction· is fhriabod allowins tho user to 

close the sCssion or the ps:oceas· or the. sessi~~ ~~y'be automat:ically closed trlgered . 

by some.lcngtb. of time of inactivity: Tho ~~s im'ormation with the single ~1 
schema is terminated. at step 370. 

........ 

Figure 4 displays the mam comPOnents for .. ~ prefea'eci embodiment of tho amp •.. 
charlitel schenia of the preaent mvction. The user 40~ would visit the server 407 of 

25 the present invention and th~ ierver 407 wo~cfprovido applots 470 for downloading · · · 

tO the user's deV.ice 403. Tho user 401 doWulo• an applet 470 via path 421 which . 

is then stored on tho clovico 403 as tho ~apple!: 422 •. The web marcbmt 405 .. ·. 

would also visit tho Authorization Server 407. via path 450 and doWnload tb.C' an 

appiet 470 via path 451 which is stored on the merchant site 405 as merchant applet. 

30 452. The~ 401 using tho device 403 visits the web metdumt site 405 via path 430 . 

and selects i~ he or she wishes to purcbase by pJacma ~in the biskot 406 aacl . . . ' . 
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selecting the appropriato credit or debit card fer uao 407, The merchant site 4QS thcu 

accumulates the items in the ·basket 406, iDfomlatlon about the ·card 407, and 

utilizmg th~ .. marohrmt applet 452 routes. the . iDfomuation · alolli ·path 431 to the 

Au1:b.orlzation Servar 407 ~ · 

The· Autb.OrizatioD. · Servar 407. ·starts tho · varitication . process . and using' 

commUl'lications path 432 routes · the ~ 'il:I:CQrmati.ou, hack. tlu'Ouah the 

merchant applet 452 to thO cUstomer applct 422 ~dent on tho User's · ctmcer:4~" . . . 

· The·usot 401-' is•tequested,to· fJJltet the·TAC. · Ouee the··usar·•·~.;~TAC. ,tlJ.e., 

10 ~AC is sebtllcmg path 433 tbroqb. them~:~ to the Authorization. Server 
· 401 to vatidatc·tbe response. In addition,· the A~on Sa'l'Ver 407, .It Step 434~ 

validates that there are SUfficient fundS in~ ~~ .m Ui step 43S verifies that the 

.information about the card 407. TAC, and account :fimds availability ue verified. 

The .Authorization Server 407 sends .·an "aeeepf' notice along path 436 to tho 

1 S merchant site 405 which is then relayed, ·Via~ ·437, to the ue/s device 403. 
. . . 

Figures s .. 7 also re1ato to single ~el SchouiaS utUizing different aspects and 
~·. . . 

security protocols. J':a. Figure 5, the user. SQl' Yisits a merimant I:ntc:met site SOS and 
......... . 

would ~cct various items for pltCbasc •. yPOn checkout, paym.ant is demanded via 

20 path 510 ftom the merchant site 505 .tQ. the user 501. The persQDa). cOmputer or 
. .. 

device 503 conta3ns an applet 522 · ~Ch · coumiuniCatea wi~ the site 505. and 

includes the .proper · software or appl~ 522 to . notifY; aloDB; path· 520, · tho 
Authorization Sei:mr 507 that.·a trmA.otion authorization is needed.· Tho mercbant 

domain name, ~OD amouut, ~er ID, and TraDiacti~ Authoiization CCJdc, 
2S (TAC) are tra:nsfe.aed from the. uler•s . device .S03, atona path 530, to the 

Authorization Server 507. Already pRsant on.tb.c pemona1 computer or user's device 
503 is thc security string for tbe user to ~e his ·or her TAC code • .. 
The Authorizati.cm. Server 501 oominunicates with the merchant :m.tGct site 50S, via 

30 path S40. to certify. tho card a1id transaction amount information. The Authorization 

. Server .501 also forwards a trausaction ID via path 541 to tho us~ SOl. tbrouah tho 
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user's personal.coqmter 503. 'I'hc traasaction ID is forwarded to ~ merchant's 

.Internet site, alo.ng path ·542, !-om. the user'•· persoual ~ 503. Tho 

. · Authorization Server 507,certi1ieis t.bat b. amount ofpurohase. tbe card~ 

au4 TAC aro appropriate and sands the card§etails .and amo• alq Path 550 to the 
5 merchant .Jnteinet site 505. ~ transaction .detaiis are sent from the mmclumt 

Intanet site 505 to tho .card ~ 509, ~ path· 560, 1114 ultimsitely tb.& card issuer 

509 8CD.ds payment via path 570 to ·tho momhallt Intomot site 505. 

Tho shlglo cbarmel-schema,displ&yod m Figure 6 is·~ to the. smato.~mmol 
to · · leheima displa~ iit FiPfo ~-~e.Pt ·~·IL Witeleli deVice 604 iS'JnCludcd'J!O Rm.ove · .. ..... . . ' ... . . . . 

15 

· the scourlty string 1l'om tho user's pcscmal computer 603. In the-~ illustrated 
. . ... . . . . . 

in Figure 6, the security string .is ~ and aiiD.ptY tho four digit. TAC .620 for that 
tr:aJlsaction is transmitted from tho ~on Server 607 to tho user's wireless 
davice 604. ~ · 

Pipe 7 is a .glo ~ban~~f ~~ similar to .the single cbaacel schamaa disolosed · . 
. . .. , .. ,,·· . ... .. . . . 

m Figures S and 6 excePt-~·.~ of tho four digit TAC beins trlmsmitted D:om. 

the Authorization. Server ·707..·to the wireleq device 704, as· cioscribed above in 

relation to F~o 6; a tbirt~ cHglt secutity strbla 720 is •• to the. wireless device 

20 704. 'Ibo schema discloJOC! .. m.Figure 7 discloses that as the. user 701 selects items to 

be purChasod .fiom the m.erdiant internet site 70S the pa;ymect daaumd along path 710 

is sent to tho user via the'·w's persoJ!lal computer 703. The applet 72Z ~prompts· 

the user to enter the TA,C .. ~de, which tho user.detowrines from the iecurity str.iJ1s 
720 saot from th~ Autho~on Server 707 to the wireless device 704. 'I'he applet 

2S 722 forwards the mercbaDt domain D8ID.C, transaction amount, user m, and TAC to 

the AutbodzBticm server 701 atcms path 730. The Autborization Server 707 certifiea 

the traasactioa. along path 740, aad forwards the user accOunt :n~ar and amount • 
alcmg path .750 .to the merchant Intemet site 705 • ·Tho trmsaction details-~ seat 

ftom. the merchant. internet site 105 to the. card issuer 709, alO!ll. path 760, and . . . . 

30 payment is then ibrwanied fi:om tho catd issuer 709 to the m.el'Qhant i:ntemot lito 70S .. 

a1ons path 770. 
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In the various online marcham sceoarios employing the single or dual cb•rmel 

schema, as aeeo. in Figures 2· 7, thare may bo iDatancos whon the mmrchant does DOt . . . . . . . 

have. a particular iteui in stock and therefOre, • not ptOOeis or complato the enttro 
' ~ ' ' ' ' ' 

5 iraDsaction immediately. Jn theso instauce.1, the marcllant.typic8uy doosnot complete 

~ ... ; 

, tho transaction until the m~ is dispatched. However, the user may have · 

aln:ady input his or hot TAC. mel tho system w~wd· want to ·~·tho. user a new 

P_,.._ 'w ..... _ .. ,....._~.........,. _....,.;+«- ~11'11','", 
aguu,u-.(au\:IU'Ul il'litW .... A111.7 ........... · ··:·· .· 

........ , .... 

10 · The pteaent mvD.ntian'··o;vllrcQmcs this hurdle lJy ~-tho Author.fzation:Sema-.. . ' . . . . .... .. . .. _. . 

·receive the payment request JJ1d tho active TAC.. 'l'b.O maCbiJ:it•s -=ver t}lpically .. . . 

would transmit tho orclor iequcst to tho authoiia.tion server within a nomiDal 1- . 
~ . ' : . . . ' 

minute time out However, if~ marchant. has .reooivod ~ puJ'Chaso order for aoods .· 
not in stock that order request :will be delayed. ·Tho dcla~ order liCqucst Will not be · 

' ' . 

15 sent to the authorisation serv• until the.goods ~v~ ~received and are ready to be . 

dispatched to t:'bO custQmer. Upon reception of the lU,e(s TAC lllCl tnmsaction 4otaU8 
. .. . . "·· . ·. . 

and the absence o{the m~'s transmission of tho order within the 1-minutc 

tim.eframe thtr auth~oil. sarver will default to a deferred pa)lltlc:nt progtim. 
......... 

20 · 1'he deferred paym~t:.~Sr&m will ho14 the active TAG. at the Authorization Server · 
and is proof that &e:·uscr has ordcred tho goods. A DOW SOCUJ:ity striDg can then be 

issued to the. user·· ,fat usc c1urlD.g the next 1ransaetion. The authorisation server 

program will imm~tely send an email to the .. user stating details. of the goods that 

he 'or shD has ~ from the merchaut. Bvery week. or somo other 

25 · prodetormincd time.· interval, tho Authorization Server will remind the uaer of his or . . ' 

her order request. : 'J.1le user is therefore i:Dform.ed of auy pondiDg transactions that 

will be eventually cl~ through his or bar account. 

Wbm tho goods arrive at tho merchmt's depot a:od are ready to dispatch. the 

30 merchant dotaDs are then transmitted to tho AuthOtlzation server· and the 1rm8action · 

is completed. Ifby·thia time tho user has insufflcico.t funds to cover the trauiaction 
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amount tho transaction 'would be declined, as typical in a stauc1ard credit cam 
trDsactiOQ. . 

F!Jtl[e 8 tepreBeDts an .a&iitiOD&I achtm• utilizma fe8turea of tho~ ~on in 

5 which i user has a pro-authoriaci or debit acccniDt 804. 'l'hO \lSGr would see a Uvo 

device 8os, sUch as a vending ml(}biue, aud WOUld select f.toms via patb. 810 ~ 

triggeriDI the live deVice 805 'to :demand p~Ymcmt Tho pay.ulcm.t. demand would bo .. 

routed tbrOUBh the~~ liqUid account 804 which iir~·t;yJwiptq·t~re· ·'···--·· 
~ .. ' 

'pre-autholiZed accoWit 804~· such ·as· a credit or 4ebit card.·· in step 84Q,throujh a; carcl., •.. · 

. to Swipe tterice·'so6 .. :tn additiorithe.micropaylJJjtit daaairwquld lliomtify·., c:ird'·· .. ~ 
.. . . ' ...... . . ,._, ·. . ' . . 

swipe dtirico 806. that a TAC would be requested... 1bo l1Hl' may hi.ve a personal 

device 803, JUch _. a wirele. ~ whiCh woUld contai:D. either a TAC or aoCUrlty 
string whereby the .user would ·detemJhlo the TAC aa.d enter the TAC 830 into the 

card swipe ·~ce. 806. Alternatively, the user could eater the TAC 830 into the 

1 S wireless device. 803 which would wirelessly trausmiUbe TAC 830 to the card swipe 
de'ri~ 8~ or. ·.Authorization Server 807 • The dotails of~ transaction .are. sent aiona 

path SSQ ... 1i'O~· the. card swipe device 806 t0 the Authorization Sorvar 807. 1ho · 

·.Au~tioii.·server 807 contains the information. on the. liquid account a:ticl if 

verified wouid. notify a micro payment host 808 along path 860 to .authoriZe payment · .... . . . 

20 Tho micro payment host 808 thmi transfers payment alq path 870 to·the live device 
. ''· 

8os.· 
....... 

. . . 
Figure 9 .represao.ta a data control schema whcnby·elem_. of tho prcaont inveDtion 

can bO used to add a ieourity overlay and · pre-authoiizaticm into·· a datab84C for 

25 ~mq acceia to a database. In Figure 9 the user 901 tbrouah his or her computer 

or laptOp 903 wants. 8CC088 tO a database 909. Access is requested a1oDg path 910 

from the: Authorization Servor 907. A security str:iDa is sent 1Iom tho ·Autborl:.ation 

·Server 9d1 to tho computer 903, via path 920, whoreby tho user determines his or hor 

TAC •. 1b.e user inputs tho TAC which is tranmritted to ~ Authorization Sarvar 901 

30 along path 930. PJ:ovided tho TAC matches 1}le. appmpriato PlN ved1iod ibr tho user 

901 the Autborizatic:»i Server 9o1 allQws aeecss to tho databaao 909 a1oDa paG1940. . . . .. . . 
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· Further, the system. can simp)y transmit~ TAC, ~ of the securlty strina. Th~ 
· access data is then traasmittec:l to the user's computer 903 throuah the A'Othorlzation 

. Simlr 907 via path 950. ID adcJijioa, the security striua oin be sent to the USCir 901 

via an altar.aato path ~2lmch aa thtougb. ule o£ a wirelns 4evi~ 9()4. 
. . ' . 

Figure 10 reprasou.ts a~ biDJc b~e inquiry~ whereby a user can check. 
the balance of an account. In tho ~ presfllted in Pfaure' .10,. the uer 1001 

throligb:ue ot& ~~pap:, or wireless device 10(),4 can request tbe ~~qf ... ' . . . . 

· an··account:ioeated mabank 1008. Tho user isJ).~'ri,~.,~t.\ .. •.~~:,$~~ ...... , .. 
· ·· 10 ·· T.Ac;·Via;"p~ ·tot-o_ which is rcsf(iemt; on· tlle_pet.._ device .. 1004 •. TJie.~llr ..... . . . 

detennhlea.his or her TAC codo and C!ither pres• his or hoi'.TAC eode tbt:Qugh a 

bank ~er (n~tshown) or inputs it. into the~ ·~oe 1004. The TAC oodo ia 
scmt to· the Authorization Server 1007 which vc:ritiea that the rAe cocle is appropriate 

. . 

. far the 'seCurity .strina and correaponds with tho'\18er's PIN. The AuthOrization Server 

15 ·1007 ~f!ID. comtD.1l1li.catcs with tho bank 1008 along path .1020 to ret:rlove the account. 

. in:f~~·thereby providing~ user with the requested iDfoJl'l1&ti.~ 
•. 

TW~.-ilJ!portant aSpects of the present hivention which are ·~ in .the dual. and 

sitlgl~ 6m,el schemas described in relation to Figures 2~10 u:o tllo knv proc-sing 

20 o~ protocol and the security string .operation. Certain wirelesl devices, such as 

web· deVi~ caDDOt run high level aacrypted programs due ~ tb.air low processing 

oveihcad. The present invention ·incorporate~~ a low procesafng oved1ead 'protocol 

~~ anables such devices to run highly secured tra.nsactioDs or~ without 

1:4Siilg a 1arp memory foot print. An additional bcm.cmt . of· the ~w processiq 

25 o~ei:head protocol is that GistiDa transaction cWa fssuina sa:ve.rs could also· process 

information q,uicket than. traditioDally eacrypted systems. The low proc~ 

o~ protocol mules ·the possibility. of a correlatio:\1 botwoan the TAC and· 

security string by simultinooualy using multiple security striup. Omy ·a .of tbe 

multiPle security strinp is. actually relevant and the remaining striDp ~ Uaed to 

30 llide tho relevant string. The security striJ1as contaiD identical digits but are az:r:qed · 

in differem.t random ordars. 1b.o user's app~ receives the multiple aoourlty atdnSS 
. .'· 
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and distinguishes wbich string is relovant by usiDg a system idaatifylDs disit (SID)~ 
The system idcmtifying digit bows which of.the security ·strmp is aenW. ·and 

instantly dumps. tho · irrolevaut 8trinp aud procoasa oDty the Con-oct IIDd relevant 

strin&., As an examp~ if~· ~ malt value· wU 4, tho preacDt iuvcntion 

5 would idmrtify tbat tho fourth security string was b telmmt .. ty string~ ·. 

During a traDsactioD. 88 will be described in coqjunction with Fipres U and t2, tho 

user mputs hi11"or Jier· PlN d ·the TAC is iDtamally c~··,~·~ applet'of·~· , .. · . . . ·. . . 

wireless-.. dovico, peiricmaleoinputar: BFTIPOS; or.~ sean in Fipro 11, a~·~ . · 

10 : seolmtY Strlng·tl'OO wowct· bo 864t tram. t1J.o Authorization Servor·to tho user':ai· deri~e · · 
. . . ~ . . . 

ideutiiYiug a itrina of random digits~- in this ~o ~:(13) .. Tb.e . .,aritY· 

. ~ 1100 may cOme with a two ·lek ideo.tifybji ·Prefix. 1101 which idemifiea 

which server has issued tho security atrina 1100. Fot example in Fipre .11, if the 
. . . . 

. user'i PJN was 2468 and the user applies tbat PIN JlDittber to the c:Jiait .locations m the 

15 · seourlty string 1100. The uao.r would look at ·the JlllDJber. in tho IOOOIId spot, the 

fourth spot. the six1h spot and tbe eighth spot to determine his or bar. tnmsaction 

affirmation code or. TAC for b.t particular traDsaction.. Jn this iDstanco, the User's 

PlN of 2468 would yield a TAC or 7693. '111ero.fore, the user would input 7693 as 

tho TAC to notlly the Authorization Server to conti_uue with the verification process. · 

20 

Further explanation cf the mazmcr in which tho TAC is aocurocl within the 

transmitted secure security str.iDp is oxplah:J.od in COJijuncti.on with Fiauro 12. · AI 
seen in ~igure 12, the user, or customer . 1201 hu a known PlN 1202 .,(i.o. 1234). · 

Stotecl on the users device and downloaded from tho server 1207 • the tbirtecn digit 

2S pseudorandom ~ 1203. Jn tbia iDatance, the customer's PIN value or 1234 88 it 

relates to the pseudo string 1203 hldicates a TAC co&, 1204 or '6891.' . WhaD. the 

user is asked to verify or input the TAC l204 to authorize tho. sarver 1207 to verify 

that the customer 1201 is· iii fiu:i the authorized and reJisteted customer the TAC 

1204 may be manipulated and reversed iu a myriad ofwa)'l to protect tho code dmiDa 
30 trmsfer aJ.ons tho commnmc•ffims path to the server 1207. · one Dietb.oc1 tbr 

provicJins a socurity overlay to the customer's PIN 1202 and the TAC code 1204 is to 
. . 
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incorporate the TAC code into one tbhtoen disit striDs of a multi~ of str.iDp u 

previously doscn"be.d. 

To idea.tif,y the appropriatO strina the applot nmtrina on the customer's device wOUld .. . ~ . ... . 

S identify the relevmt string. throusb a iyBtelm identifyius diait 1205. The SID 1205 is 
. . 

used to identify whioh of the ~ty ~ ~ J:e1evaUt. Tho SlD 1205 may bo 

determined in a myriad of ways mcludiDg ~ ccrtain.IJ.Umbers or··.co-~on of 

numbers· of the user'-a-PIN•;;t202, having the user sat tho sm 120s, aild havi:na the 

. ay.ltem.sew.er. sot.,the .. sm.,.120~. In the example shc)wn ~ ,~ l2, tbe ~ set . 

,. 10 _tlmSlDvaltie'·equal'to3~'~tbe-ihil'd~ of~- is.fbe·~ev&Dt 
·. . ' ' . ' '. . .· 

s1.'i.int. Tb.e ,nine (9) atrinp of.thirtecm (13) di~ ~. 8$t ~ ~ ~ cOIUlbct.· suoh u 

a data stream 1230, to the us~ or ~ar's 12Ql dovice~ 'lb.e .PP~at on the device . . 

knows the SlD 1205 value im.d. extracts tho relevant string 1203. · 

lS The customer reviews the relevant string 1203 reiidmt on his or her device and 

.:· 20 

· detemrines his or her TAC 1204. ·The TAC 1204 is then intctwb:led into an outgoing 

relmmt string which is grouped with aight (8) ·non-relevant strings. Tho' outgoins 

data stream 1240 co~ nhlc outgoblg atrinp oft:b.irteea. ~ts; Tho location pfthe 

relative outgoiq string is idantifiod by a system. ou.tgoma ~t (SOD) 1209 which 

can also be detc.rmined in a~ of ways such .u usins. or ·addinJ certain nUmbers 

of a customer's Pnf 1202 or having the customer or system server select the SOD 

1209. 

In this example, the system SGt the system outaoin& digit. (SOD) 12~. ~ at 2. 

25 The:retore, the TAC 1204 willbe·integrated into the. second ofnme strings in the data 

stream of strings 1240. · The TA.C code 1204 may also be hmned, ~ 
. ' 

have an automatic number .added to it (Le. each.num.ber is iDcreued .by one), or any· 

other maane.r m which the PIN' number ciD bo ~ed prior m traDSmission. . Jn the 

example shoWn in Figure ·12, the TAC code 1204, is inversed to c:1etarmi:ne. the 

30 location of the TAC m:mlbera within the relevant OQtaoiDa stri:Da. For example, ainco . · 
. . . . . . 

tb.e TAC 1204 in this example had a value of '6891' the inverse value of '1986' 
. . . . 
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would dictate tbat in tbe &st spot if ~ &at cUait of tho. TAC code, m the nitJ1h spot · 

is the second digit of the TAC and so forth atil ~ TAC fl intoafatod.· into the 

· relevant security sUiua· 

. s · . The dati.· stream of oUtaoma security attiDp 1240 .. oontainfna tho 1'W2e · str:bJas of 

thirteen diaita fl soat tb thO ·~ 1207 Which hal an applot· for vari1lcation The 
server 1207 has a 'applet whiCh knows the SOD 1209 value. 8IJd 0811 idcatify tJiO 

· releVant ··outgOing iCIC\liity ~·for vorl1ication of the users PJN.,·· 'rhclrefor'e.·tbe 
aPPlet em· semr tho ~·1207 mows the customei.'!s,P)N .. .t202 .is .. ~l234!":.aad"ca' . ". ' ' ~ 

10 · deta.mme •th8t b~ the pmtocol Ostiblished cau·dc¢en:rime bt the"SOD ·12ot 
' • ' . , ' ' ' ,· ~ " ' , • .. ·.·I 

lS 

value was 2 8ild therolore tho rolevailt string is fqo; soC01id ~ ·The .ICIMI' 1207 · 

will aualyze the ~econd stringJn relation to tb.o· user's stored PlN. and expected 

rcspoaso to verify that the resp0l2Se matches the TAC 1204 code :ftom the iDitial 

stritia 1230. 

·Upon receiving the Dine. canier st:rmgS. tho sarver 1207 knows tho out&Oma disit 
position of the relevant TAC carrier st:rlna and instantly dumps the imlevant ~ .. 

and processes the COITeCt selected TAC cmying. string. • The verificaiiOIJ. process at 

the server 1207 then matches the correct TAC 'With tho issued security. atl'h1i and . 

20 · user's PlN number. II all three correlate, the authorization is completed and a now 

security string is tnmsmitted to the user's applct 

Although in this example the zmmber has bemlb:Dited to Dino linea oftbhtean disits 
. . . 

plus three (3) ~ diJits per Jhie (totalliDg 144 disifs). It is nOt meant to limit the 

25 numb« of Unos or digits that can be used. The.Dine 1h1es oftbhtoe.a. cliafts totaUiDJ · 
'144 digits ia intmitiolllllyless ~ tbe to~ global paCket atandard fbi many dcMces 

of 160 chanctca. TherefOre, keepiDg the disit.size beloW 160 koe,pl the~ 

ovcmead at a miDiJ:num allowiDg for low processing C8J:lability in W .AP appJicatiODI 

and wireleu dovices. · In addition, this low proceasina overhead .results in extremely 

30 fast verl1ication =.ea. 111e· varif'ication ~ also employs a ·mteri:Da .*'P 
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followed by a single. dimcmsion may process which is aot an intCasive arltbmetic 

computati.OD system which would require more~ tiziie. 

In addition to the. various siq1o aad dual.·chiDI)el·IChtmq, ·the.~ ·processiq 

S ovarhead prOtocol, and use of the multiple s~urity atriuJ seourlty overlay.~-
.· mvmmon may also provide a ·~ty owrlay within the user in~ •.. Fipres 13a-

13h raptesent variOus user iuterfice eUmplea to which a uaar may bo ~ for 

·· inputtmg a usO.r's TAC • In tho ~los providOcS in 13 .. 13h thO Wier .would 
• 

remember his or herpersoual PIN~ a pattem rather .. than a ~cal.~~ .. ~. 

10 · ~ enmple, 1fth•USeilWl choMl to U.·tlie ~ 1~01 azathhown cUIJ)l&yfn:p~ 
13e, they would only have to remember that th~ ~·a PlN which Creates :a small 

box 1303 ·inside of tho shape lSOl'disclased in PiJuJe 13c. ·When the display is 

populated with random num.bers then the user applies. his or her ·chosen .desip (i.e~ 

. small box 1303). m this.examplo, the uer's PIN froUl box 1303 would be •2389'. 

15 Th.otefore, knowing the PlN of •23gg• and viewina tho randomly ~ :a.umbers 

within the random display 1302 the user ·would ·see that tho J1Uinbers •7538' 

correspond with his or her Pnl number location. Thcrc1bre, .the· user's TAC for 

completmg such a transaation or entry into the database. would b~ '7538'. The user 

interfaces disclosed in Figures 13a-h am mcnly exemplary md !l1.'1ULCEQ\18 displa)o&, as 

20 well as colours md graphic symbols could bo incmporatcd into tho user interfaoo. . 
Therefore, the user would bo able to oreato a paphic rcpreaentation of hii or her PIN 

witho~ the need to remember tho four digit PIN number • 

.A.ilother feature of the. present invention which deals witb the user blterraoe of tbO · 

25 system involves the use of a Pin Safe deternmt interf~e. Any. dovico with ·a 

keyboard or toueh sensitive interface which may; be ccmneotcd to a netwo1t. or which 

is otherwise capable of dOwDloadblg data or machine co~ may ~ve the intogrity C?f 

·a "password or by entry .security ~)'Stem comprised. . One way in. which tb,o ayatem 

may be oom~ is throush the use of a Trojan progr&DL A Trojan pros;ram is a .. 

30 · small program which colleCts keyboard iDfcnmation for latter use. ··AD additi~ · 

program · caD: also collect password. or key ·llltry information but teips. 8D 
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~ logon attempt. at the last digit of.tbe lop Cll'11.ry and ittompts to· 

continue the lop with .the reat· user UDaware, by patsmg tho last digit (flU is 

known as a "SDiff'er" program). Both of these techDiquea require actLial.clata &om a 

device keyboard or by p~ or other.input .device. Wh-. ttat.. may, by. euCryptiOD, 
S . or otht:lr meiDs, be delivered aud ~ aeQUrely rlaht up ·to anct. Jtom the. aobzal .·· 

process ~ ~ the devices .processiua • if the ~ty ~. requires · 

meaningtU! user data cmtry to access· or. oporato the ~ty ~ that data may bo· 

intercepted 8Dd relayed peatlyreduciJJ& the aeoudty of tho~ 
... 

. . ~·.. .. . . ~ '. . 

10 AlthoUSh bybOaid Or small amounts of other .inp'Q.t data may bO reditectec!. or Stored.. . ' . .. . ~ . . . 

with little oi:Bo uier indiaation or system ~ iinpact· the .same. ~t be 

said for the @vice's graphical display, where :-the .. ~ is. high .throughput and 

device specific. Screan Jrlbbin& or screen captw.iDs;, is possible but ~resource 

intensive and therefOre quite likely to be discovered by a user, espeobny. on a device 

15 . of comparatively low prooessiDa power. A good level of iesinm.ce could tha:eforo · 

be oifered by a in.terface that provides information ~ • security l)lltaD that ia only 

meazdngful to that system within the scope of its own thne interface parametll'S and 

where any captured keyboard information has _, ~ ~;ng. S~ly. any 

possible SCicfm grabbed Or 'tcreen captured info:rmation should not compmmise. the. 

20 system'slogon soourlty. 

The inputting of a Usemame, Password or PIN number ill a computer, PDA, 2.SG or 

3G mobile device is our:rent1y flawed for the following reasoDS: (1) tho User e& be .·. 

seen by oDlooken entmiDg his or her PIN number into the device (oalled··•shoulder 

2S surimg•); (2} the keybOard could contain a 'Trojan' program tbi.t 1'eOOMs the iDputted. 
. . 

Usemame, P~ord or PIN number (Trojans aro doWuloade4 without~. kl,towlcdp . 

of the User onto a cou1putar and can reside tbme indefinitely); (3) PlQ Certifioatea . 

authenticate that the iransaction was oonductecl on a certified computer, but they do 

not etfectively authenticate the U8ft behind the_ computer; aD.d ( 4) computers rmmiDg 

30 Microsoft W'mdows havo a problem becauSe W'mdowl remembers thO Usemam.e. · 
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. Password or PIN JlUD1ba: which creates a sitaati~ where the device stores the J/D of 

the User within the oomputOr. 

. . 

· The "radar" detemmt Or PfD. Safe user iutcdic" ·of tho pre80IXt invention ·achieves .a 
. ,· 

5 positiv~ ·USer 1/D because thO user has to bo presont duriuS tlvery tnmsaction. The Pm 

Safe user intar.tico is TroJan resistaut because .any key 9811 .bo used to· input a PlN 0r 

TAC which rmdors any Trojan toy inta:eept iDfcirmation U.OJ.oss, u · does tho 

· displayed iDformatioil on screen.· · . . ' . 
' •• ••• .. < -:· ·•-,:~:- .. ··.: :-.:·: ···.··::-.~·;·.· ,._, ••• ··::·· :": -~·- :·. '" •• ·_, ... :... ..... ~ ···r·-:·-~ .. ··:·· ·: .. 

. ··: . -~-- '.' . . .' '; ,''.,.' :. , -~·;,- ~ ''•.' .. 'JO,vv. . , .......... . 

··to·-~ additiOn, tho liSei:inted'aceii shouldct·~.resistaut because thoro iS ilotbiDe 
tbat ·could be &leaned ti:om looking ~thar at .tho sc:reen or the keybOatd ·inPut, 

. ~ . . . 

rea.daring shcmlder sur.6ng a. pointless exercise. . Further, tho system is ~ to 

PIN intorcoption when using tho .Dual and Siqlo cbrmnel (.Applot) protocol. Tho 

protocol of the present invention is UDiquo W:auso it t:ransmits a volatile TAC ~ 
. . 

15 time a b:aDBaction is J:DadA A succosafbl attampt to bltarcepfldeczypt this information 

could not result in tho user's real Pn.f being compromised. 

Another featute of tho ptCSCD.t invention is that it is a multi-platform systam. The 

PIN Safe user hltdco works on a wide variety .of computers .and· applicaticms 

20 because of its low memory footprint and simple pumic user interface. The protocol 

and system as a whole is r.um.' chwic&.&Pecific and can run. on any &M.ce such U·. a 

public use computer. Tho system does not· havo to nm on a trwd:ed computer sYstem 
whe.ro tho propm history is knowD. · With no digital certificate required for tho 

cOmputer the User could condUct a traDsactioD on any OODiputer WorldWide. 

2S 
.Further, tho usar interface is -.y tO uao b~ the user noec1 know nOtbina about 

the protocol, TACs and Security Stdnp. 1h8 PlN Safe Usar would mero1y input his 

or her uncbansins PiN via the Pin· Safe user intdcc. Furth«; . tho. Pin Safo user 
interfaoo is "tempest" proof because tho intOr:fico does not display the usa PIN or 

· 30 TAC (Pseudo PIN) on screcm.· and therafOro is not subject to Electro-~ 

emissions from ~ VDU that ·could be tho ~ject of ~o via Tampllt 
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technoloJi,es. 'I'he strong piOtecticm pined by~ tho Pin Safe user int.a:faM Qftho 

. present invention allows safe single PIN usaae on a.varioty ofaccouDts with-~ 
security architectures· which· can be ·achfevod by usiq a central PlN Autb.orizaion 

' . . . 

Se.rvar •. Even if the security str.ina resides on tbe'devictt it is·not a problam because 

S tho ~ invcmticm does not require a digital Certificate and. thef'oro ·then is 

~in. tho memory of tho, ~u.ter tbat compromisar tho Uws J/D if it &lis 

into the 'WrODJ hmlds. . 

. . . 

· The Pin Safo user intorface involves·a uniquo·mothod of'iDputf:ina"lfPlNndlbet fbto · · 

10 . ·a computat, AT.M, PD.A. 2.5G or 3GMoDi!e I?~ce. ·: FijUDS14 8il.d'13i:,.~15e"m( 
RpreSeDtative .examples of tho PiD. Safe l1ier int«face acneu~ · WbcD. ~ user wishea · 

to conduct an OD1ino. Uausactiou. tho Pin Safe. applot. will activate ~ch will provide 

the "Start" user interface displayed in Pipre 14. Presiiq any·tey on ·tho users 
computer screen TAC or PIN thcDi activates thO antry.intadaco screen.· The~ 

15 can be activated by l1SiD& the koyboatd, m.~ or a touch scteen display. 

As seen in Fi~ 15a- 15e, the Pin Safe iuterface will now start to display ("m tbis 

example in a clockwise m8tmor) 12 digits in sequa;J.CO (starting with 1 aad tmdi:q in 

12). During the clisplay cycle, the User. ,sisnply rqi.sters his or her ~ or TAC by 

20 pushmg any key on his or her keyboal1t mouse or any spot ori t:he touch screen 

display whcm. the dijit they wish to register is illnnrinatod. Tho Pin s.fo display wll1 

rotate 4 times, once for msiy dip of a 4 PIN number. . 

. . . 

At tho 12th position there is a elwell time to allow Customa: raipause for the starting 

25. of tho net C)'Cle acCurately. Whan the first cyole .tbr tho first PIN ~ber 11as 

finished tho clisplay will start apin with mother cyclo. The cycles can also . 'be · 

identified by cbanging the illnnliJJation col011r. This process is repeated 4 times Ull.ti1. 
. . 

all4 digits are inputted to make up the User's 4 digit PIN. 

3o For example, as seen mPipres lSa -t5d. ifthe.User:'s PIN was '246S' the on the 

first cycle the kayboard would be pressed ~ the ~ digit wu ilhrmiDated. .~ 
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Figure lSL On the second cycle the keyboard would be pressed when ~ 4* diait 
was Wun:dnated (soe Fiiure lSb}, on the third·~. tbe teyboam. would~ pressed 

whan ~ 6* digit. was WumiDatect ·c.O Pia= 15c), iDd on the .fourth C)'Ole the 

· bybQard would. be pressed when tho·~· di$j~ ~. illmnipuec1 .(see ~iPre lSd). 

5 . ODly one ·display is seen at any one ·time on ~ 801'0eD .preventinJ. an. cmlookar :tom . 

cfeterminins which Pnl is . beina inputted. Purth.er •. tho cbanPtB colours of the· 

display background and tho digits displayacl· can bo pseudo-J:aDdom. 

•· • . ' . .~:. . .• >·: ·~··..... ' .. 

·. · Atter.theUIJfA"pn:&ses tebybolll'd to recistor the firstl.lNT.AC.difi~~~~.n-q:~"'· 
10 ... on period of time 'is lctiVatect The 'nm on ~ prevoDts .• uldar .. th.,. 

' . ' . . ' ' .. ' ., 

· seOiDg ~y which cUgit was registered. F.9,: ~le, as seeD. iu ~~on with 

Fiaure lSa, when the User wishes to'tegisterthe first disit, u number 2. theywoul4 

press any key· on the keyboard when the number 2 or second digit is .hia:hJiahted, 

however the display CODtin~ ilJnndnatjng.tbe nUmbers or digits atter 2 around the 

15 c~l~ The system may also illuminate cdy a portion of the nu.mben after the 
. . . ' . . 

selected ·number, such as between o. to 4 digits after .the solected nUD:lbCr,·bofore 
. . . . . . 

specdiDg up the Wnnrination of all numb.cn until completion of tho cycle. .A 

· should« surfel' wo'Q)d see the cyciC speed up ·a:aer.thc num.bm:s 2,3~4,5 or 6 ,..arc. 

illuminated and would 'not .be able to ~ which digit had been teJistad. 
20 .Afl:ar the run on period, the ~tcm may increase the cycle spOed to complete the 

~le so that the user does not have to sit thrOugh the :fUll cycle time to aid quick PIN 
. . 

entry. The nm on period ii DOJll1l81ly less than the point in olapsed time from tho key 

press to the time when the user would ·start to qu.estic:m whether a positive selection 

had been made. For short ter:m visual mam.ory, of a hUDliiD, ~ is a m,;;pm111ll of 

25 around three seconds. 

Tho nm on period 8Dd increased cycle speed may be applied on an 4 C)'Cles or 

displays. ·The dwell time betWeea thi'cligitl b~ ilhmdnatf:d and the~ in. 

. cycles is pseudo-randoJn w prevent Trojan programs· :6:oin determining which diJf.t 
30 was iDputted by corraJ.attns the· display with the keyboard and t1le ura com,putOr 

clock speed. 
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As seen in Figure 15e, the Pin Safe user interlice can also uio charactm, ·lettal:s, or 

. symboJJ instead ofn1111lben on the display which would aD.oWs the'uaer's codo or phi 
to be auy ifoup of syinbols or 1ettara •hich spell a word. Jn additi~ aa ~ 

· 5 disoUsied, in relation to Fipro 9, tho present ~on em bo used for .tho nmote 

acca of~ usina. either tho Dual or SinaJ.e Chllll'Qol scha:Da ·o: protocolancl the 

PIN Safe interface. 
• ~ • :·-· . ;. ........ :· '"'. ·i"<' .• ' " : ••••• ::· . . 

Enabtmg'ii'~-;~.With the PIN Sa:fo interfaco of tho present inveution'. 

to c,sD be &>no b:Y pn;---~n·~cation·~ ~Plmir ~ feaister8'rae·tr.er•s 
PIN DUDlbar, ~ and stores securitY stdup, and cortelates tho teoelved TAC to 

• ' ' • ~ ' ' I • • ' 

authenticate the user's idcmtiffcation. · 

Jn addition, the Pin Safe· or Radar Intortace ·Can work witbin a computar•i own 

15 proc~r. within a LAN COJ:digufation, ·anc1 o~ar tho.·l':atclmet.·. Operatiua within a 

computer's o\vn pi'ocessor tho Pin Safe interface could act· u a. hack proof 

screensaver which means tb8t when a user first started his or her ccnnputer he or ~ 

will bo presented with the mtarface. The user must input hiS or her PlN ~accordiDaJ.y 
and if the user decided to leave the computer for a sbOrt. time, where then i8 tho 

20 opportunity for ~ use. ofhii or hOr computer, the user could press a :fbnctioa 

key which would activate tho Pin Safe intar.face. Upon retuming • to his or her 

computer he or she would simply click on his or her~ or my key amfenter his 
. . 

or her P1N via tho Pin Slfe fnterfi.ce. 

25 In addition, ·if a user fails to input his or her PlN digit duriDa any of tho 4. sweep 
cycles, the present invantion will allow the input of tho PIN digit c:1.urin,g any ~eep 

(provided ~ are in tho correct sequence). This meaus that a 'Reset' button will not 

require pushing 1l11lesa the user bas made a ccmscioua mistake. 
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Additional achemaa fw employing tho HOU:rity ~ m~ protocols, 

in~. pad ovarJaya of tho •prescm inve.nticm are discuss8d m CODDection with 
. Fisures 16-23. 

5 As aean m Figute· 16, the Autborlzation _S~er 1607 il GODDeCted directly to a· 

Client's Host ~ Server-1609. Tho Hoit Gataway Server 1609 iS the database's . . . .. .' . . '• ·.· . . . . 

1611 ~tion to the Jl)temet 161.3 and it is placed outsido tho 1imvaiJ. 1615 that 

· Slm'Olads· the:.host·dat~ 1611 {this is to ~'thai ~Y bac,d,a aotlvity-cmmot .. 

· ... ·. ,, -~~~tqe.~~o.l61l) •. Th.eremoto.·~-~~cm~, ... ~ .. 
· 10 · em;ploy1he Pin· Safe interface 1623 m COJVUDCtion with the user. 1601 anci.'., liser~~ 

' . ' . ' '\·. ' . . . . 

.............. \i. •..•. 

dcw.tce 1604. The 'system may also employ il b~ scim!r or 4atabase 1630 •. ' 
' . ' . . ' . . 

The Authorization Server 1607 can be confipreci to act as dual or singlei cba:auel 

system. Its architecture allows the Host Gateway Server 1609 to allow access to ·tho · · 

15 database 1611 eittw via the prose¢ invention or via its existing access·procedure~ 

This means that after installation.. the enabled. accosa trials can be oonduotcd without 

affecting the orlainal configuration. 

Figura 17 shows how multiple Clients 1740, 1750 em be acoeaaed from one User 

20 1701, usina one Pm number. This is achieved by iDstalliD.s a Ccatt'al PlN 

Authorization Server 1707 which COD&Olidates the received TACa with the issued 

security atriD,p ·ii'Om. au:y anabled Client 1740, 1750. 

'. 

The Pin Safe interface can be applied various ways inclllditJg the daaJ. cha:a:nel, single 

25 ch.:.U,el: Thin Client anc:l sfag1e cbannol Applet embod.imenti. ·In the dual cbannOl 

application u ~in Figure 18, tho Usora TAC is inputted via the Pin Safe interface 

1823 and it is scmt directlY. to tho Authori2ation Server 1807 throUgh the l'nt&miet 

1813. With the ciua1 chmmel application no Jecurity stz1ug is set to the u-·~ 
. . 

computer 1822 a:ad iDsteac1 it is &eDt to tho mobile device 1804 via SMS. 
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. AB seen in Figure 18, tho Security Strins is smt i'om auf:hotization computar 1807 to 

tlic User's mobile device 1804. The user inputs the TAC via tile Pin Safe interface 

1823 and the Authorization Server 1$07 receiVes tho TAC via tho l'D.temet 1813. 

S In tho single c1larmol r.bm. Cliam appliCation, 11 -~ in Pipro _19, _the Pin Safe 

intcr.faco applet 1923 roiides on .tho AuthOrization Server l$H>7 •. no User 1901 
. . . . 

accesses thiS applot 1923 l\WOtely ftom any computer 1922 and dqOs not need to 'set 
< .. up; the Computer 1922 bY~oBdmgilnyfotm ofp.roarazn bOforoband. AS~aoan 

~ . . . . 

in Fip 19, the User' accUses: thO :A.11thorization Server l907 aild.·applot 1923· via 

10 -~- Jnteritet l913. ·ThO User i'9ot inPuts· hii' or her PIN,- whiCht1r~ ·it·~ . 
SOUt"Ce or Au.thOrlzation Server 1907. 

rn the single channel Applet appJicaticm, II seen in Figure 20; tho Pin Safe interfaCe 

applet 2023 resides on the user's cOmputer 2022. The applet 2023 .needS · 
15 dowDloading only once am Would be automaticallysCD.t to tho user's computer 2022. . '' 

during the registratiOn process. The Pin Safe intcr.ftiCo has been spoci1ica1ly dosisiied. 
. . ' . . - .. . 

with an extremely small memory foo1plint maldna tho process of downloadhifind 

use very fast. 

20 · As seen in Figure 20, the User accesses tho Authorization. Server 2007 vja .. :·tlio 

Internet '2013. The user 2001 inputs his or her PJN, which tho applot 2023 eo~vertS 
into a TAC (it does tbis aUtomatically using tho volatile security strins resideD.( in the 

25 

. ' 

applet 2023) and tber1 sends, via tho ID.tamet 2013, for cbrrolatiori · . af tho 
. ' 

Authorization Server 2007. · 
.· .·· 

Figure 21, shows a ~ data acocss application where ·an Authorization S~ · 

2107 has b• fitted to a GateWay Server 2109 accessing a Database 2111. Fi~ 21 

assumes thai'the user 2l01 bas registered with tho sYstem and has the Pin Safo · 

Jnterface applot 2123 on his or her computer. To 8ccess information ·iom the· 

30 Database 2111 tho Authori.zati.on Server 2107 sends a new .aecurity strin&_ to the~ 

user's com~ or G2 mobile phone 2104 via~ Jntemet 2113 or ~ugh a wireless 
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CODDCCtiOD2151. The security string 2151 ieaidcs on the device 2104 until~ user · 
2101 wishes to acceu the Database 2111 •. 

The User 2101 &ends·bii or her volatile TAC. to the Author.izati011 Server 2107 to 

5 confinn his/her identity. In the dual chamlel sceaarlo the usar obtaiDs his or :her TAC 

.from the G2 moblle device 2104 via either visual extraction (using his Or her PIN Is a 

seqaoacer) en. ~lN or siMM extraction wh.a;'o the J,Ter 2101 anters his or her 

PlN intO' the dm~ ;2t04 4 the :relovaut TAC di 'ta .i:-ta .. --' the d • 8D . . . . . . S1 ~ \oUejl. ~- OD . C\llCO 

2l04tcree:n. Tho··TAC:ia thmL inputted into tbe.~'s ~ (mt llbc)wp) •. In the . 
10 · single chatmel scenario the user simply input$ hls or her PlN into.·& Pm Safe . 

• ,. ' •· • • ' • • t 

~ 2123. The PINJs then converte4 into a. TAC within b -.pplet 2123 and 
. ~ . . 

tranimitted via path 2120 to tho AuthOrization Sarver 2107. 

Only whcm the wiers iclentiJication is positiVely conflrmed, by ccmlatina the 

15 received TAC.to the user's PlN and ~ously issued security ~Uins. iS the request 

· 2130 for data, via tho Gateway Server 21 09., iDitialii:ed via path 2130. ThO requested 

datacannowberouted viapath2140 to tbousar's computm'. 

The Pin Safe interface is not required if the socurlty string delivery and TAC 

20 extraction are conductod on a second device such as through the dual. ChaDnol 

protocoL Using a G2 mobile phone a usa: can receive a securlty ~ and ext.tact 

the TAC i:ndepcnd.em of the data accessiDg computer. This meaos that the TAC caD 

be entered into the data at:eessing computer without tho roquiremant of tbo Pin Safo 

inteiiface bocausO a TAC is hihera1tly eccure·· apiDst shouldar: .sur.fin& TroJ~ 
2S Tampest techrlologios aDd online user identification theft. 

Figure 22 displays a pneric Sarver/Gateway Schema incorporating virlous aspocts 

of the preseot invention. .· .• The pneric securo server schema may. also ~ 

UPS (Un-interruptl'ble Power Supply), Dual :R.edtmdancy, Disk~· I.inuX .Web 

30 Server 2245 and J:ntema1 Firewall 2215, tho Pin Safo applet ·2223, a user database 
2207 and an iDtcma1 maintemance anyreporting.:f\mcticm 2211. · . . . . . ' 
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Figure 23 shows the Generic Integration Platform which displays· the Authorization 

Server2307 iiJSide a iirewa11231S. The Authorization Server 2307 is .COlDlCICte4 to a . . . 

Not Sarver 2317· and a host database 2311. ':rhe boat databue 2311 may·aJao be · 

5 inside its oWn tiiowill2316. 

·Additionally the authorization prOcess identifies the user via a~.__. ttim 8.11 

identifYing account &n4 its paralneters which noptes ·the so called "Friaadly Frautf! ·• . ... . 

frOm mlSuio of oDiine fraUd guatat1tees. An added bcmofit is tbat. thaio ~- ., .a 
.. , .. . .· 

10 _IJ,Idit trlii for database files access. · 

.... 
Anyroferonce horeiD ~ a_computermeana any pcrsoua1 computer, ATM, PIM., G2.S. 

Mobile Device, G3 Mobile Device. or~ deVico with a CPU. Any rcfarence htJrOiia · 
to ·a tamsaction ~· any tiDaDclal traDsat:tiOD. ·remote Data· Access proCedwo, or 

1 s any intert'a'ce tnn,tsaction between a uSer md a system. The ·nutilbei's on the various 

user in~_ind.~lays are merely exemplary and the use of.chiiractclr:s, leitcn, . .. . . •. . 

colours and Such~ be~ individually or in combination and still &D. wiibbl the 

intended scope: of tho presc4n invention. 

" 'I 

20 While the . p,efdlred cmboctimcnt and various alta:aative embodiments of the 

invention b&~~ ·b~ disclosed and described in detail blnin and by way of example, 

it will be ~~ to those ikilled in the art that vatious dlan&es iu fom;l and detail 

may be made therein without deputing fi'om the spb:it aud.scope tb.crcof, arid tbat the . 

~ ofthe~t ~on is to be limited ODlyb)'the follcrwiua claims. 
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1. A coded identification system, the system comprising an electronic computer, a 

specific electronic communications device that is operable to be in 

communication with the electronic computer, and at least one electronic 

communications device that is operable to be communication with the electronic 

computer, wherein the electronic computer includes data relating to the specific 

electronic communications device, including a permanent identification code, a 

mask code and an identification code enabling electronic communication between 

the electronic computer and the specific electronic communications device, and 

wherein the permanent identification code is input to the at least one electronic 

communications device and transmitted to the electronic computer, the electronic 

computer generates a pseudo-random string and transmits this to the specific 

electronic communications device, the mask code is applied to the pseudo-random 

string so as to generate a volatile identification code in accordance with 

predetermined rules, the volatile identification code is transmitted back to the 

electronic computer by the specific electronic communications device or the at 

least one electronic communications device, the electronic computer checks the 

volatile identification code transmitted thereto against a volatile identification 

code obtained by applying the mask code to the pseudo-random string in 

accordance with the predetermined rules, and in which a positive identification is 

made when the volatile identification codes are found to match by the electronic 

computer; wherein: 

i) the pseudo-random string comprises a first linear array of 

characters, each character having a given numerical position in the 

first array (first, second, third etc.); 

ii) the mask code comprises a second linear array of numbers, each 

number having a given numerical position in the second array (first, 

second, third etc.) ; and 

iii) the predetermined rules for applying the mask code to the pseudo­

random string so as to generate the volatile identification code are 
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sequentially to select numerical positions in the first array on the 

basis of the numbers in the second array, taken in positional order, 

and to return the characters thereby selected from the first array in 

sequence so as to form a third linear array, this third linear array 

forming the volatile identification code. 

2. A system as claimed in claim 1, wherein the specific electronic communications 

device and the at least one electronic communications device are the same device. 

3. A system as claimed in claim 1, wherein the specific electronic communications 

device and the at least one electronic communications device are separate devices. 

4. A system as claimed in any preceding claim, wherein the specific 

communications device is a mobile telephone, a pager or a personal digital 

assistant. 

5. A system as claimed in claim 3 or claim 4 depending from claim 3, wherein the at 

least one electronic communications device is an EFTPOS terminal or the like. 

6. A system as claimed in any preceding claim, wherein the permanent identification 

code is supplied in the form of a card bearing human-and/or machine- readable 

indicia. 

7. A method for identifying a specific electronic communications device or user 

thereof to an electronic computer having stored therein data relating to the 

specific electronic communications device or user thereof, including a permanent 

identification code, a mask code and an identification code enabling 

communication between the electronic computer and the specific electronic 

communications device, wherein the permanent identification code is input to at 

least one electronic communications device and transmitted thereby to the 

electronic computer, the electronic computer associates the permanent 

identification code with the identification code enabling communication 
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therebetween and the specific electronic communications device and generates a 

pseudo-random string before transmitting this to the specific electronic 

communications device, the mask code is applied to the pseudo-random string in 

accordance with predetermined rules so as to generate a volatile identification 

code, the volatile identification code is input to the specific electronic 

communications device or the at least one electronic communications device and 

transmitted to the electronic computer where it is compared with a volatile 

identification code generated therein by applying the mask code to the pseudo­

random string, and a positive identification is made when the volatile 

identification codes match ; wherein: 

i) the pseudo-random string comprises a first linear array of 

characters, each character having a given numerical position in the 

first array (first, second, third etc.); 

ii) the mask code comprises a second linear array of numbers, each 

number having a given numerical position in the second array (first, 

second, third etc.); and 

iii) the predetermined rules for applying the mask code to the pseudo­

random string so as to generate the volatile identification code are 

sequentially to select numerical positions in the first array on the 

basis of the numbers in the second array, taken in positional order, 

and to return the characters thereby selected from the first array in 

sequence so as to form a third linear array, this third linear array 

forming the volatile identification code. 

8. A method according to claim 7, wherein the pseudo-random string contains at 

least one character that is representative of some condition of the data relating to 

the person. 

9. A method according to claim 7 or 8, wherein the specific electronic 

communications device and the at least one electronic communications device are 

the same device. 
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10. A method according to claim 7 or 8, wherein the specific electronic 

communications device and the at least one electronic communications device are 

separate devices. 

11. A method according to claim 9 or 10, wherein the specific communications 

device is a mobile telephone, a pager or a personal digital assistant. 

12. A method according to claim 10 or claim 11 depending from claim 10, wherein 

the at least one electronic communications device is an EFTPOS terminal or the 

like. 

13. An identity verification secure transaction system comprising: 

i) a host computer for storing a user code associated with a user, for 

supplying a pseudo-random security string for a transaction, 

wherein said host computer determines a one time transaction code 

by applying said user code to said pseudo- random security string ; 

and 

ii) at least one electronic device in electronic communication with said 

host computer for administering said transaction by receiving and 

displaying said pseudo- random security string and for receiving a 

user transaction input code, wherein said user transaction input code 

is determined by applying said user code to said pseudo- random 

security string displayed on said at least one electronic device and 

said user transaction input code is sent to said host computer; 

wherein: 

iii) said host computer verifies that said user input code matches said 

one time transaction code. 

and wherein 
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iv) the pseudo-random security string comprises a first array of 

characters, each character having a given numerical position in the 

first array (first, second, third etc.); 

v) the user code comprises a second array of numbers, each number 

having a given numerical position in the second array (first, second, 

third etc.); and 

vi) the user code is applied to the pseudo-random security string so as 

to generate the one time transaction code and the user transaction 

input code by sequentially selecting numerical positions in the first 

array on the basis of the numbers in the second array, taken in 

positional order, and returning the characters thereby selected from 

the first array in sequence so as to form a third array, this third array 

forming the one time transaction code and the user transaction input 

code. 

14. The system of claim 13, wherein said at least one electronic device is an 

Electronic Funds Transfer Point of Sale (EFT/POS) device. 

15. The system of claim 13, wherein said at least one electronic device is comprised 

of an electronic Funds Transfer Point of Sale (EFT/POS) device for administering 

said transaction and receiving said user transaction input code and a wireless 

device associated with said user for receiving and displaying said pseudo- random 

security string. 

16. The system of claim 15, where said one time transaction code is received and 

displayed by said wireless device instead of said pseudo-random security string. 

17. The system of claim 13, wherein said at least one electronic device is a wireless 

device associated with said user. 
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18. The system of claim 17, wherein said one time transaction code is sent to said 

wireless device instead of said pseudo-random security string. 

19. The system of claim 13, wherein said at least one electronic device is comprised 

of: 

i) a user computer, in electronic communication with said host 

computer, for receiving and displaying said pseudo-random security 

string and receiving said user transaction input code; and 

ii) a merchant computer, in electronic communication with said user 

computer and said host computer, for administering said transaction, 

wherein one of said at least one electronic device relays said user 

transaction input code to said host computer for user identity 

verification. 

20. The system of claim 19, wherein said user computer and said merchant computer 

communicate via the Internet. 

21. The system of claim 19 or 20, wherein said one time transaction code is received 

and displayed by said user computer instead of said pseudo-random security 

string. 

22. The system of claim 13, wherein said at least-one electronic device is comprised 

of: 

i) a wireless device associated with said user for receiving and 

displaying said pseudo-random security string ; 

ii) a user computer, in electronic communication with said host 

computer, for receiving said user transaction input code; and 

iii) a merchant computer, in electronic communication with said user 

computer and said host computer, for administering said transaction, 

wherein one of said at least one electronic device relays said user 
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transaction input code to said host computer for user identity 

verification. 

23. The system of claim 22, wherein said one time transaction code is received and 

displayed by said wireless device instead of said pseudo-random security string. 

24. The system of any one of claims 13 to 23, wherein said host computer upon 

verification allows completion of said transaction. 

25. The system of any one of claims 13 to 24, wherein said host computer upon 

verification allows access to a database. 

26. The system of any one of claims 13 to 25, wherein said host computer upon 

verification allows access to account information. 

27. A method of verifying an identity for conducting secure transactions comprising 

the steps of: 

i) storing information about a user pin associated with a host 

computer; 

ii) generating a pseudo-random security string by said host computer; 

iii) determining a transaction code by applying said user pin to said 

pseudo- random security string ; 

iv) transmitting said pseudo-random security string to at least one 

electronic device; 

v) displaying said pseudo-random security string on said at least one 

electronic device for use by said user to determine a user transaction 

input code by applying said user code to said pseudo-random 

security string; 

vi) inputting said user transaction input code on said at least one 

electronic device; 
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vii) transmitting said user transaction input code from said at least one 

electronic device to said host computer; and 

viii) determining, by said host computer, whether said transaction code 

and said user transaction input code match; wherein 

ix) the pseudo-random security string comprises a first array of 

characters, each character having a given numerical position in the 

first array (first, second, third etc.); 

x) the user code comprises a second array of numbers, each number 

having a given numerical position in the second array (first, second, 

third etc.); and 

xi) the user code is applied to the pseudo-random security string so as 

to generate the one time transaction code and the user transaction 

input code by sequentially selecting numerical positions in the first 

array on the basis of the numbers in the second array, taken in 

positional order, and returning the characters thereby selected from 

the first array in sequence so as to form a third array, this third 

linear array forming the one time transaction code and the user 

transaction input code. 

28. The method of claim 27, further including the step of completing a transaction 

when said transaction code and said user transaction input code match. 

29. The method of claim 27 or 28, further including the step of providing access to a 

database when said transaction code and said user transaction input code match. 

30. The method of any one of claims 27 to 29, further including the step of providing 

access to account information when said transaction code and said user 

transaction input code match. 
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31. The method any one of claims 27 to 30, further including the step of transmitting 

and displaying said pseudo-random security string on an Electronic Funds 

Transfer Point of Sale (EFT/POS) device. 

32. The method of any one of claims 27 to 30, further including the step of 

transmitting and displaying said pseudo-random security string on a wireless 

device associated with said user. 

33. The method of any one of claims 27 to 30, further including the step of 

transmitting and displaying said pseudo-random security string on a user 

computer wherein said user computer is in electronic communication with said 

host computer. 

34. The method of claim 33, further including the step of communicating between the 

said host computer and said user computer via the Internet. 

35. The method of claim 15, further including the step of transmitting said transaction 

code to said at least one electronic device and displaying it thereon. 
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