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'ThepresmtmvennonmlatestoasyswmandmaﬁmdfouWausuordmce

and, optionally, forconducﬁngtransacuonsbetwecnthcuseror device andatlnrd
party, for example by way . of a telephone connectxon or an electronic computa'

- systemsuchasthelntemot.

-

--‘A'--Vmous systems are kmwn for conducnng electromc t‘ansacnpns ina morc orless

secure manner over a telecommumc&ons link or the like. One well known system is
known as. electmmcz funds trapsfer at point-of-sale (EP'I'POS). in which a user is
issued with a credit or deblt card bearmg a umque ldenﬁﬂcatxon number, usually
embossedonthecardmhumanreadablefomandalsoencodedonamachme-
readsble magnetic strip on the reverse of the card. . For further identification
purposes, the card typmally inctudes space for a user pennanemtly fo include his or
herszgnature. In use, when auserwuhestomake apurchasem, for example, aretail

-,gtare, he or she presents the debit or credit card to a store employee. The card is then

. mpedthrough a card reader, and mformaunnrelatmg to the identity of the card, the
‘dentity of the retall store and the value of the goods or sennces bcmg purchased is
transmitted by way of 2 telephone connection to a remote computer server operated

by the card issuer (normally a bank or suchlike). The remote computer server checks
that the.user’s card account contams sufficient funds or credit to cover the proposed
tmxsacuon, checks that the user's card account is c\m‘ently opera.ﬁcnal (for example,
to check that the card has not been reported stolen), and then issues & confirmation
signal back to the card reader to indicate that the transaction may bé suthorised. The

.storeamployeemustthenobtunaspecmenofmeuserssignanueandcompmthm :

mththemgnameontherevmofthecardsoutochecktheidmhtyuftheum I
the signatures appeartomatch,thestoreemploywopﬂatﬂthccardreadato
complmthemsachon.andtheﬁmdsrequmdtocomﬂletmwﬁonmthm_
electromcallyn'ansferredﬁ'omtheusers card account to the retail store. If the
mgnatnresdonotappeartomatch.themthestorcemployeemayrequestaddiuoml.g.
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proofofldanhﬁmon before mthonsmg thetnnsachon, or may simply refuse the

'umsacuonmdmtamtheusa‘scard,whichmayhavebeenstolen,thmby

preventmg mynnmthonsedtransfer of funds. This systemxs open to ﬁ'audulmtv
abuse,dnceitupoﬁn‘bloforacuﬂtobestolmandforaﬂneftoforgeﬂmsigmhm

| ofana\nhonseduser

Inadcvelopment pfﬂns system,acardusetmaybemsuedwithapmonal;ﬂ;

: ldenhﬁcatxon numba- (PIN), wlnch is usually a four dxg1t code. and which is
' _'_'theomucauyknoWnOnJytotheuserandtothzcardissw Insteadoforinndd;ﬁon'_

toprovxdmgaspecnmmofhworhers:gnmatthepomt-of-salqthecarduseris'
reqmrodtomtcrhisorherl'mintothecardmadet andthmmfamauonn
transmitted to the rémote computermvertogethetmththe card and retail store

identification data and data regarding the Valus.of the transaction. By providing an

extra identification check by>wa',y of the PIN, thxs system helps to prevent fraud by
forgetyofmgnatures, but is still not completely secure because thePINdoesnot
change between uansactxons, and may therefore be mtorceptad together with card
identification data when being transmitted between the card reader and the remots
server. Fmthennote,gitispossiblefdtathiefﬁoobseﬂelaus'eréutctinghismheﬁm
into a card reader and to remember the PIN. If the thief is also able to obtain card

: identiﬁcatiqn details, for example from a discarded till receipt or through conspiracy B

with the store employee, it is a simple matter to produce a fake card including all the.
appropriate identification information for 1ater fraudulent use, or even to rob the
auth_oriked card usgr of his or her card. |

Acoordmgtoaﬁrstaspectofthepresmtinvenuon,thmupmvidedacoded _
1dmhﬁcahonsystan,thesystemcompmmgmelech'omacompm 8 spesific

 electronic communications devmethatxsopetabletobemcommumcauonthhthc,

electromccomputet andatleastonoelectroniccommuniuﬁonsdmcethatxs'
operablatobecommumcatmnwiththaelectromccompm whemntheelectronic

vcompmermclududatardaﬁnztothespeciﬁcelmomccommmcauomdmoa,-

- moludmzapennanentidenﬂﬁcanoneodc,amaskcodemdanldmtiﬁcahoncodc |
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enablmg clectromc commumcanonbetwccn the electronic computer and the speciﬁc
elcctrcmc commlmxcatmns device, and whcrcinthepamancnt identification code is
mpnttcthcatlcastonc clectromc connnunicaﬁonsdeviccandtranmttedtcthc

, elcc&cniccomp\uu,thcelcctoniccommucrgmatesapmmo-mdcmﬂﬁngmd
transmits this to the specxﬁc electronic communications device, the mask code is

apphcdtothcpscudb—randomsmngscastogcneratcavolaulcxdcnuﬁcaucncodcm. |

.'accmdmcemthpmdcwmmcdrules,thcwhulc1dmﬁﬁcauoncode‘wmm' _
back to the electronic conipitter by the specific electronic commmicattcns deviceor -

' ...;'.thc atlcastoneclecu'omc communications dcvxcc,theclectmmc compqtcrchccksthc -
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volatile 1dent1ﬁcahon code transmitted thereto against a volatile' idenﬁﬂcitcn code o ©
obtained by applymgthcmask code to thepseudo-mdom string in deewith

the predetermined rules, and in which a positive identification is made when thc

volatile identification codes are found to mgtch by the electronic compwter

Ascording 1o a second aspect of the present invention, thers is provided a method for
identifying a specific electronic co_mmnnicaﬁonc ‘device or user thereof to an
clectronic computer: having stored therein data relating to the specific electronic

. communications device or user thereof, mcludmg a pcnnancnt identification code, a

mask code and an 1dcxmﬁcahon code enabling commnnication betwacn the electronic

 computer and the specific electronic commm:icaﬁons device, wherein the permanent

identification code is input to at least one electrcmc ‘communications device and
transmitted thcrcby to the electronic computer, the electronic computer nssociatca the
permauent 1dcuuﬁc¢hon code with the identification code enabling comzmmicauon

 therebetween and the specific electronic communications device and generstes 8

pseudo-random stnng before u'ansmittinz this to the specific electronic -
commumcahonﬁdmmthcmaskcodeisapphcdtothcpscudo—mndomsmgin_.
accordmcemthpreﬂetcmmcdnﬂcssoastogenuatcawlmlc:dmnﬁcanoncodc,-

the volatile identification code is input to the specific electronic colmmumcauons ‘

device or the at least one electronic communications device and_t:ansnntted to the

 electronic computer where it is compared with a volatile identification codo’.
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‘.genentedthemnbyap; "ngthemaskcodetoﬂaepmdo-mdomstm&mda-
posmve 1donu.ﬁcationxsn.adewhmthe volatxle ldantiﬂcaton eodesmmh.

. Iheapemﬁcdectromccomnncaﬁmdevioomaybeaaepmdwicofromtheat

- § leastoneeleclromccommunicauonsdevme,ormaybethesmedmce. For
R exmnple,thespemﬁcelec&omccommmncaﬁomdwicemaybeamobﬂetelaphone,-
apager aland-hnetelephonc, apersonaldagrtalasmstantoracompmwmhmay_~

_ beownedorspeczﬁcanyOpmdbyagivanpmon. The at least one electronic

| 'commtmtcahom de\hce may be an electronic fimds transfer (EFI') or electromc funds
10 tansfa'atpom-ofbale (EFTPOS)teunmal.ormaybcthesamemobﬂetelephone, |
. pager, land-hne teléphone, personal digital asmtant or compnter which may be
| . ownedorspecxﬁcanyoperawdbythepmqnuhmbeﬁoredem‘bgd. '

) ‘I‘hepennanentxdennﬁcanonoodemaybesupphedtoauscrmmefaunofacard |
15 bearing human- and/ormachme—readabledata.

‘The idemiﬁcation code ensbling electronic commumication between' thie clectronic
computer and the specific electronic communications device may be a mobile
telephone or pager number where the specific electronic communications device is a
20 mobile telephone, pager or personal digifal assistant, or may be an e-mail address or
o any similar code allbwmg specific communication with a given Bpeclﬁc electronic
commumcaﬁons device : ~

" Where the specific slectronio commmmications devics is & mobile telephons or the
25 -like,thepsmd@md;nmlsm:mybemmahthefomofamunemgemdal'.
the shart messeging’ service (SMS) protocol. | Other well-known commumications
protocols may be employedwhexeappropnate,dmmdmgonthenatmeofthe“
| spec1ﬁc electromc commumcanons devmc. ’

30 Embodxments of the present inve'nﬁon-provide additionl securty of identification in
" amumber of ways. Firstly, in addition to requiring the person to have access to the




pemsnantldmhﬁcauoncodc,ﬂmsymmmqniruﬂmpmtobeinpmdonof

mappropﬁataspeciﬂbelecton!ccommmicaﬁonadevice. Secondly becauaethe_

uystemmqnﬁeathemtoomhisoth«mukoodetoopa&mﬂmp«udo—

_ mdomsuinssoatqgmateavohﬁkidmﬁﬁcaﬁoncodehmudmewiﬂ\&e
. piedatermined rales, without the mask code being electroaically tranamitted together
withthepemmmtidunﬁﬂcaﬁoncoda,itisdifﬁcukfaranmwoﬁsedpumh I
Metceptcommmicaﬁbmbetwmﬁaelmﬁccompm thaspec:ﬂceleotromc '
;-commumcaﬂans devxcp and/or the at least one electronie ¢oqmnnigatiom dwice 0

| -uhdﬁuminnthemxkcodondthepmmtidmﬂﬂeuﬁoncoda.
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Rwﬂlbeapprecmtedthatthepmentmvmonmdsmdmanomwhueith
roquired to esmbliahuecmidenﬁﬁcauonofa specific electronic commmicaﬁons

| devicemtberthanofapersonumh. Fore:mple thepresentinvmﬂonmaybe

usedaspartofasecm 'hnnd-ehahng"protocolbetweenmmotacomputm.saving

positively and securely to identify the speoiﬂcelectromccommuﬁcmomdwice,

which may itself be ah electronic computer, to the electronic compum Both the
elecuumccomputumdﬂaespedﬂcdeoto:ﬂccomm:mcaﬁmdmvvmhavcﬂm
mask code mdwxﬂﬂnthdrmmnabuwﬂlnotconmumcmthemakcoda

| bctwemmhothermeptbymofaaecmqmcﬁon. ideanymhrelyupm.

from their norzal means of communication.

The mask code mzytaka vn-immﬁ)m In"iuvcmantly preferred embodimm, a
person is issued wfth zor.uelocts a four digit mme;ical string, for cxamplél 3928,

: mpuwmm-hommm«maﬂymdwmmm

teller machines (ATMs). Hom,dxﬁumtlmzthsofmskoodamaybeuudu

appropriate, mmmmmm(wmmbemmuphm«iwm'

omucombmaﬁmofchmcmm)mtomspodﬂodmmmc

oommunicaﬁmdcviceinmponubadgndmbythcutleutmdmmc '

communications devicaisdisphyublethmhxupredmmimdﬂ:m.withthc

| chmctmmahngupthopmdomdomminsbdnzdisphwdprefmblyuaﬁnw,

array. mpmmopmsﬁespedﬂoMcommicaﬁmdmcemm
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meﬂxatd;gxtofhsorhamkwdo,mﬂnaexaankB mmmchmwm

: tlnrdpbaiﬁon(sayﬁ'omleﬁtonght)alongthepuudo-mdommiug. Thepenon

ttwntakoathomonddi;itofhisorhermakcode,hﬁhcmnphD mdnousthe

: chminninﬂapo:iﬁbndmxmepseudo-mdomdﬂng,mdaoonﬁrthedismz
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‘ Altemaﬁvely, the’ volaﬁk idenﬁﬂuhon oode muy be trankniitte

'mdsofthemakcode Thechmctasulected&omthepmdo-rmdomlﬁntﬁm
: thnvolatﬂndmﬁﬁcaﬂonoodewhohmthmhpmmﬁwatleutoneemmic

commumoaﬁmdevicemdmammﬂdwﬂweleo&omccompmforvaiﬁnm

byway ofthe speciﬂc electrondc comxmmic-ﬁondwioe Ifthe volatﬂe
1dem:ﬁaﬁoneodcmuvedbythcelectomcoqmputaconupmdam anexpected

' wmwmnmmwmmmww@mmm
‘codetothepseudo-mdomshmg,aponﬁveidunﬂﬂnaﬁonistakmhhavebm

made, 'Iheprhneaecntityﬁeanmumatthemk codbianevutranmttedbaﬁwoen
thcelecuomccomputu,thespwiﬁcdmomccummcaﬂomdeviceorﬂwatlem

mdmoniccomnnicaﬁomdeﬁce,mdhmummmcupﬁmby

‘nna\nhorisedthxrdpam“ momnduysacmtyfedurehﬁatapmonmmtbeh'
possmnon of his orharownspeciﬁceleo&onic communimﬂom devics, since the .

electromc computerwmmxmitthopseudo-mdom ltringonlyﬂxeteto

For additional security, after the volatile identification code has been transrritéed to
medecmccompmforvmﬁcmonmdfomdtomatchawhﬁleidmiﬁcpﬁon
eodegenermdbytheelect:omceomputu ﬂuelecmmccomputermaytrdnmita
mmagetotbespemﬁcalec&oniccomwicaﬁonsdcwcomqwﬁngthﬂﬁupmon
conﬂnnathatthexdenﬁﬁwﬂoniscon'ect. Onlywhenthnpmonresppnds
aﬁﬁnnaﬁvdytothemmagcbymnmimaoonﬁmmtymageﬁmthn

specxﬁcelectmmcoommmicahonsdevioewﬂnelecmooompmhme

mmﬁcaﬁonmmﬁmnymmdl

'Insomnmbodimmdﬁepmentinvenhon, itinnotwmaryforapm

opemhngtheapeciﬁcelecuoniccommicaﬁomdevicetomwthopsmdomdom

suingandtoapplyﬂxemaskeodemmmﬂythm Instud,aeomputetpmmn-

mmeeree&onief-

- 3 MAR 2005
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may beprovxded in amemory of the spemﬂc electronic eommmioahons devicev_
which allows ﬂxepersontomterhu orhormaskcodewhenptompud,mdwhieh-

| _ mmapphsthemmkcodemahnuytothepmdomdomsﬁnmmingthe_
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--:'."condxnon. Advms,geously, the position of the character and its re

appropmtevolatﬂo idennﬂcaﬁoncodeﬁorinp\nintothcspeoiﬁo electronic -

' commumcauons dmae or thc at Jeast one electmnic oommumcauom dev:oe.

'Maﬁxtthadevelopmmt,ntleastompomhonmthnpseudo-rmdomstmgmaybe

chosen 1o contain'a character repregentative of & ptedetenmned parameter or
opres onal
meanmgareknownonlytoﬂleelecu'omc computermdthapmmopmﬁngme"

’. specific olectromc commmicanons device. For - exnmple, whcre the electromc

computcruopcratedbyabankandthepmmmtidmtﬂcaﬁoncodeismepmons
bank account n\nnbcr, thenoneof the posiﬁons.mthepseudn-randomslnng. saythe‘
seventh, may be choson to bcreprescntauve of a balance of the: pmons bank

: accmmt,w1fh0foremamplemd1catngzetoﬂmﬂsmd9md:cahngabmofover'

£1000, with figures 1t08 being representative ofbalamea therebetween on a linear
scale, Altemahvely, for greater security, the at least one posiuon in. the pseudo-

mdoms&mgmayhechosentoconmnaﬂagcharwta‘ w:ﬂasaymyoneofthe

dxgxtsltoSdecahngabalancebelowﬁOOandanyoncofﬂndlgxtSGto9'
indxcanngabalanceabovef.soo Itmllbeapparentthatmanyotherrcpmen&ﬂoml
schemasmaybeapphedsoutoconveymfomahonmthepmdo-rmdom st.rmg. .
Becausethepomhonandmemmgof&eatleastomrepresmhnvechamctermthe
pseudo-rmdomsmngmpnf«ablyadectablebythepmonmherﬂmnfonowmga
setformatwhxchmaybecomeknowntounmtbonsedtbxrdpaxues it remains

.dlﬁcultmextractmemmgﬁﬂmfounanonshouldthepseudo-mndommingbc'

mtmepted(hmngmsmxmon. thumore,thepmonmayberoqmndtoxdenﬁfy_

~ the position and/or meamng of the at least one representatxvo character tﬁﬂ' receiving

the pseudo-random string, thercby provxdinx an 8ddm°ml layer of sbcurit}' in the
idmhﬁcanonprocess. ' :
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Itmnbeappmtﬂaamthembommentdescribedh&umbwe.thepwudo-rmdom
Mngmustbeatleasttenchamtuslong.mnceamaskcodemadoupofﬂmmmbm _
0to9requmesatleapttenpomuonsalonsthepsmdo-rmdoms&mgtobaﬁmchmal-
| Howwu,apersonofordmnyshﬂvﬁﬂapprecimﬂ:atdlﬁmmmmd -

shmglmgthsmaybcuwdasmqmredbysehohngappmpﬂnﬁacodingschmas Rtis

tobeemphasmedthatthcpscudo-rmdomshingiamdbytheelec&omcoomputerm ‘
. 'respomewanidmuﬁeauonmqueﬂﬂ'omtheatleastoneelecuomccommmicahm
'dcvxccwxllbedxﬂ'mntforeachrequest, andthatitmllthereforebeexttemoiy )
dxﬁcultto determine agwenmask code gwenasenes ofpoteﬂtially nterceptable
_pseudo-random stxmgs and volatile 1denuﬁcatxon codes Indeed, in ambodiments

where the specxﬁc electromc communications device isa separate devme from the at

least one electronic communicahons ‘device, for example a mobﬂe telephone and an.

' »_mosmmmmpecuvely,mmpmdo-mdommngmmvoMe
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| identification code afe never transmitted along the same route, for example a given

tcmporary telephong connecﬁon. In embochments whcre the- specxﬂc electronic
commumcauons device is the same device as the at least one electronic

'commumcatmns devxcc, for example a remote computer {erminal adaptod for secure
~ commection to the- electromc computer then the pseudo-random stnng may be
&ansmxtted along the same route, but not together at the same time. In the latter
embodiment, an initial request to log on to the electtomc computer may only be '

eonmderedxfltmanatesbywayofadircctmpdemﬁnkﬁ'omapredatmnined

tolephone numbera:ssocxatedthhthcperson, the pseudo-randomsmngisﬂ:m-
msmuedbacknlongthemodemhnkwmemotetummalmdthewhﬁlc "

identification cods u-ansmlttad to the electronic computer by way of the same direct
modem connection.

Inaparhculm'lyprcfmed embodxment,thoelecﬂomccompmis opetatudbyadebit
or credit card xssucr, the specific electronic communications device is a mobile

telephone, the at least one electronic communications device is an EFTPOS terminal '
opentedbyaretmler,thepexmanont idenuﬂcauoncodeisapersonsdebxtorcredxt
: cardaccountnumben themaskcodeisafomd:gntnumb«asdescﬁbed above,the
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1dentxﬁcauon code ensbling olech'omc oomnnmxcauon betwoen the electronic

| computer and the speclﬁc electronic commumoaﬁma device is a telephone number

ofthamobiletclephone. It:stobetmdetstoodtbatﬂ:edebxtorcreditcardusmmy
be a bank which issues standard debit cards enabling purchases to be made against

ﬁmdsinthepmon’scumntaccomtorstandardmdxtoudsenabhngpmhmesto -
' bemdeagamstacreditwcoungormayaltamaﬂvelybeaspemhnurvicepmder
ismngded:cateddebxtcardstombmibm,whmthembscﬁbmmustmmgefor  '
fundstobetransferredtothesemceprovxdcrasrequiredsoastokeepatlcasta'- -

mimmmn posmve balance assocuted with their Mdicated debit card accounts

Whenapmonﬁrstappkesforanaccountﬁ'omthecardlssum-,heorsheuissued
mthanaccountnumbetandacmﬂwhichbearstheaccountnumbaandnameofthe
account holder in the usual way, for example by way of ambosamg the card with
human-readble indicia and by way of providmg machine-readable data on a
magnehcshponarevmeportionofthecatd. 'Ihepersonmnstsupplythcusual
detmls,suchasnameandhomoaddress tpthecardissuu,togethermthhmorhat

mobile tclephonenumbeu' Itis alsonecessquforthemask code to be issued by the _

| cardumerortobeagreedbetwcontheca:d.;ggner.andﬂiepm Thgmaskeodem

20

30

preferably issued separately from the card, fqr éxample by way of separate postal"
deliveries, and is never: txansmxtted mgether wn‘h the account number and/or :

md:tcm-d,heorshepteaentsthecardtoaretaﬂer Theretaﬂerthanmpesthecard'

thmnghmeEHPOStecmmamechthenoontactsammncomputetopmtedbythe

cardlssner Thecard/accountnumbcrish'anmttedtothemaincomputerbywayof
amodemhnhtogaﬁxermthuansacnondetaﬂsmcludmgthepnceofthepmhase'

being made. Themamcompmerthencon'elatesthecard/aocoum:numberwxﬂxthe
person smobdetelephonenumbennd,lftherearemfﬁmentﬁmdsinthemountto

. covutheintendedpmchase,.gmmagseudo-mdommhgmchisummmed
to the mobile telephione by way, for example, of an SMS message over a cellular
- telecommunications link. 'I‘hepasonapphesthemaskcodotothepseudo-random

string as hetembeﬂore deacn’bed, and then gwes the volaule 1dmﬁﬁcauon code thus


epatent


10 : .
hthecvemthatthmaremsufﬁcmtﬁmdsinthopmon’smountmwvathecost.
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gmatedtotheretaﬂer 'I'hnretmler,mhnn.entmthevolatiludmﬁﬂcaﬁoncode

' mtotheEFTPOStumnamechthmtmtsthudambacktothemﬁncompm
} whcreltiscorrelatedwiththepmonsaocomtdmﬂsandcompmdwithavolanle

ﬂmﬁeahoncodetemporarﬂysmredhthemuncompmmmmadnby'

'applymgthemaskoodetothepseudo-mdom mmgmdcpendenﬂyoftheperson. If

the volatile identification codes match, the main computer transmits a eonﬁrmauon

" messagetotthF’l'POSteuniualanthorimngthemacﬂon, lndthenacemyﬁmds,
'to cover the purchase arethentansferred axnomaﬁcallyto the retailer and

g, & guritig i

ﬁ'om the person’s card account.

ofthepmchase thcmaincompuwmaymsueasigmltotheBFTtetminalthatthe

R u'ansacuonisnotauthonsed.andmayxssueammagetothemobﬂetelephone
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' advxsmgthepersontoaddﬁmdstotheaccount. Intheeventthatthovohﬁle

1denuﬁcanoncodesarefoundnottommh,thenthemuncompmmayuma_ |
mgmltotheEFTPOStermmalsoastomfonntheremler, who may then ask the
person to check that the corréct volatxlc 1denhﬁcahoncodehas been generated and to
prov;dethccorrectcodefortransm}montothnmamcompm Ifthepmongwes.
the wrong volatile codemmthanapwdetummdnumber ofhmes,forexample
ﬁneehmes,thenthomamcomputetmaysuspendthatpersons accountlnnpormly‘
formsonsofsuspxcxonofﬁaudulentnse. The suthentic cardholdetmuatthenapply
tothccardusuer,togethermthsuitablevenﬂcanonofhuorheudenmy,beﬂorathe'
accomtmreacuvatedandloranywaccomtandcuduissued._ |

Insomeembodmenfs,the personmzycommnﬂcatewiththecentralcompm,
duectly by way of his or hzr mobile telephone. This is possible becanse:
mnsmlsaom&omamobﬂe telephone includedmﬂnofthanumbaoftelephone‘,
nnmberofthemobﬂetelephomandbecausethemainoompxmerisablomoomlate" :
mobﬂetelephonen\mbetswxﬁlcardaccounts. Oneuseﬁ:lfeann'ethatmaybe"
prowdedumcmergmyaccomtlockﬁatmnybeacﬁ‘vatadintheeventﬂmmq

: ctedttordebxtcardorevenﬂmmobﬂetelephomisstolm. Such a lock may be -
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achvatedbyuansmmngapredetennmcdlockcode,forexample%” to the main
~ computer. Altmauvelyormaddmon.alockcodemaybemsuedmmaskcodc- '

fomat.whxchisuseﬁdmthewantthatapmonismbbedandthremnedwith .

_vxolmesoastohmdovethorherca:dandmobﬂetelephmz,togeﬂmwithhmor
bermaskoods. |

Afmtheruseﬁxlsecuntyfeaﬁmmaybe providedwlmem, afterthevolaule ‘
1denuﬁcahon code has been transmitted to the elecuomc computer for venﬁcanon

o and found. to ‘match. a volatile’ 1denuﬁcatwn code gemerated by the electmmc
 computer, the electronio oomputa:maytransmtamessagetothe mobﬂe télephone-

reqneshngthatthepersoncon.ﬁms thattbntmnsactlonis auﬂmnsed. Themeasage
maybe sent in SMS orvozcemaxl fozmat. andmaymcludedetailsoftheiransachon.
Onlywhenthepemonresponds aﬁrmatlvelytothemessagebymsnﬁmng 2
conﬁmatorymessageﬁ'omthemobﬂemlephonetotheeIMc computensthe
transachonﬁnallyauﬂaonsod. '

The aedxt or debit card ofﬂus embod:ment ofthe present invention may also be used -
to make secure pm'chases over the Intemet In this scenatio, the at least one .
electronic communicauons dcvxce maybea computer server ‘operated by an Tnternet
retailer. Whenapersonw;shesto makcasecurcpurchase,he orshssubmlts the
account number to the séiver, by way of e-tnail or through thoretaﬂer’swebsite, and

-thesmuthmtmsmtsthoaccountdetaﬂsmdpmhasedetaﬂstothemam~'
compmeropemtedbythecardnssnerasbeforc. AnSMSmessagaconmnmgthe =

pseudo-rmdomsmngisﬂ)enmmninedwthepmonsmobﬂetelephone,andthe,
pasonthencmesavahtﬂexdmﬁﬂcauoncodctobegmaatedmdthenmbnﬂued
totheremﬂerssmerﬁomwherettismsmittedtothzmaincomputafor .
veriﬁcationbeforetheumsacuonxsmthoﬁsedandﬂmdsreleased.' ' C

Apcrsonmayhavcmorethanoneaocomtmththacatdxssuer,andmayacoordmgly

selectorbeasmgnedmorethmoncmaskcode,oneformhaccount. Altamanvaly- .
ormaddmon,motethnnonemaskcodemaybeamimdtoeachaocoum,mdthe

11
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maihmmpwumayhdicatébywayofdneormoremm&ebwﬁﬂo-ﬁhdom |
string that it is expeohngthcpmontoapplyaparhcuhrmaskoode,selmaﬁvma'

'plmmyofprenmgedmaskoodeatothopseudommmthuspmvidmgm

addmonal level of security

~Itistobeappmciatedﬁatthe"preséutinvénﬂmisnotﬁmitéd'mmdntordébxtcaﬂ_

tmnsachons,butpmv:desaseewemetbodmdsystmofidmﬁﬂcauonm awide .

vmetyofﬁtuahons. Formmplo,accessmabuﬂdmgorvehclemaybecontoned" |
bypxbv;dmgacenn'alcomputn'hpldingdstaﬂs ofallpeop]eauthonsedto etiter the

buﬂdmgorvehxcle,mdampec&‘dbemmgauniqueidmﬂﬁoaﬁonnumb«arcode“
mmagneucauy-coded fommtmaybe issued to eachpmonauthoﬁsed‘to enter the

buﬂdmgorvehxcle Atemzmestoﬂzcbuildingorveh;cle,elwtmmclockﬂinkedto

15

- 20

30

cadscannersmdelecuomckeypadsmybepmwded,thecardmandmm

'allowmgcommunicationthhthecanmlcomputer When an authorised person

wishestoentathebmldmgervehwle,heorsheswipestbeswxpecaxdthroughthe 7

~card scanncr, whchthenttanmtstheunique 1dentlﬁcwonnumbaorcodctoﬂ:e

central computar ‘The central computer correlates the unique xdenﬁﬁcation number
orcodemthpmonaldetaﬂsofthepmon. mcludmgapredetammedmaskcode.

_mdthmtrmsmxtsapseudo—mdommhthekmadﬁ’rdﬂphymadi@hy )

vaxdedthureon. Thepemonmustthmapplyhis or her mask code to the pseudo-. -
random strmg ‘and enter the volatile identification code thus generated into the

: kuypad. wh:ch then transmits thevolanle identification code to the central oomputarv
, forcompmmmthavohnlemmﬁﬁcahonoodegmaatedinthecmmlcomputer ‘

ashminbeforedesoribed. Lfﬁ;evolaﬁlexdenﬁﬁcaﬁoncodesmmb.thenthecentral
computerlssuesaugnnltolmlocktheelecn'omclock. Suchasyswmpmvidasa- ‘
mgniﬁmntadvmﬁgeovarmshnselec&omc lochopentedbykayingina-__'
predetummedoodc,becausceachhmeapmmmtmthabuﬂdmgorvehcle,heor ‘

shawﬂlhavetoenteradiﬂ’«mtvolanleidmﬁﬁcaﬁoncode This means that a

‘pomualm:efortheukewmmtbeablmgammtothebmmorvemcle

merelybyobsminzanmﬁhonsedpmonkeyinzmanenttyoode andsnbsequently

.entﬂinsthesmeen&ycoda

12
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Fwthennom,xtumtnecessarytopmwdeaswxpecardmmhpmonauthomedto 3
_ -enter the building or vehicle, Instead,eachpmonxs:ssuedwithauniquemd
memorable permanent identification munber or code, which may be input by way of'
| ‘thcelectromckeypadwhenacoesstothebmldmgorvebicleureqmed. 'rhemiquej .
permanent identification number or cods i is then correlated in the central computer

 with the appropriste mask code and s pesudo-rendom sting tranemitied to the

elecuomc keypad for dtsplay ona display thereof as before.

Itmnbcapprmwdthatmthcaboveembodmts thzeleotromdkeypadand
optional card scanner form the at least one alectromc commmicauom device a8 well -
~ as the speclﬁc electromc commxm:canons device. For added securlty,_

involving addmonal mconvemence, persons authorised to enter the buﬂdmg or
vehicle - - 08y be . provided with mobile telephones as specific’ electronic

commumcatmns dzvmes. with the psoudo random string bemg trmsnutted to thc |

mobile telephonc rather than toa dxsplay on the electronic keypad.

_Altemaﬁ&e_;isas for the system and method of the present inventjion_ include any
situation where secure identification of & pérson in an electronic communications
eavironmerit is required. For example, the system and method maybe exiployed for -

secure Yemote log-m toa computer and secure telecommumcanons in general (e. g
business-to-business e-commerce transacﬁons, air traffic control commnmications

etc.).’ Thesystamandmethodmayalsobem:plementedinthecontextofavehlcle |
xmmobxhsa and/or alarm, whereby an authorised user of the vehicle is requested to

lyamaskcodemapseudo-randomstnngsoastodmtxvatethexmmobﬂiseror

Aﬁntherusefoftheprcseminvdnﬁonisasasecmﬁckeﬁngsysm A supplier of

travel tickets, conoeztnckets,cmemaandtheatretlcketsandhcketsforspomng

- events, among others, maymsuea‘*m'mal hckctinthefotmofapemanent

customer 1dentlﬁcauon code and & ps_eudo-rand_om string tmsgﬁﬁad.ﬁ'om a host

13-
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computertoaspeclﬁo electronic commmncatmns device. Uponamvalatavenueor
:uponmquestbyatxcketmspector apersontowhomthe‘&'xrmal”hckethasbeen- o

wsuedmaybereqmmdbapplyhﬁorha*maskcodetothepaeudo—randomstrmg-

andtoprov:de thev:rmalxdentiﬁcaﬁoncodogenaatedthemby togetherwiﬂ:the‘.
pmmmmtcustomeridennﬁcahoncode.wtheucketmspector Thcucketimpectory :
" may be provided with an electromc communications devxcc by way of which ﬂnsi' .
mformaﬁon maybetransmmedbacktothahostconmmforveﬁﬁcaﬁon, andto"' .
-whxchavenﬁcauon slgnalmaybe sentbythchostcomputermtheevmtthatthe
. person is posxtnvely 1dcn1:ﬁed as an- authonsed ticket holder,

10

' ertanotheruseforthepresmtmventxonmmapamelorpostaldepot,suchasapost

- oﬁcc,oracatalogue storcorawarehouseotthehke,wherepeoplevmttopzckup

15, -
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parcels post or other arncles and it is necessary posluvely to 1denufy a person before

handmg aver the parcels, post or other articles. A person pxchng up an article will '

have been issued with a pseudo-rmdom string and, upon collection, is asked to
.‘supply a volaule xdenh.ﬁcatlon cods generated by the application of lns or her mask
code to the pseudo—random strmg ' '

_Accordmgto thirdaspectofﬂxeprescntmvenuon,ﬁmispmvzdedmxdentxty'-
- verification secure u'ansacuonsystemcompnsmg' o

‘i) ‘ ahostcomputerforstonngausereode assocxatedmthauscr, ﬁursupplymga‘v

psoudo-mdomsecmtymngforakansacuon.whmmdhostoomputor-
detenmnesaonehmetransacﬁoncodebyapplyinssmdusucodetosudpmev

'randomsecuntystnng,and

‘ii) at least one electronic device in electronic commumcauon with said host: -

computer for administering said transaction byreoexving and duplaymg said pseudo-:

_mdomsecmtysmngandﬂormuvmgauserhamachonmplnoode,whueinwd-f

userkmachonmpxucodemdetenmnedbyapplyhgmduwrcodemmdpsendmf E

14



10

15

=3 MAR 2005

randomsecmtyshmgd:splayedonsuduleastoneehcuomcdememdsﬁdm"
tmnsact:onmpmcodexssanttosmdhostoomputerwhmdn. '

ifi) ' wdhostcomputerveriﬁesthatsudusermpmcodommhessudmhme

~' transachoncode

»Theuserdﬂamhesﬂxetmacﬂmmpuﬁcodebyapplymghisorhunsercodemtho-
'psaudo-mdomsecuﬁtysmngd:splayedontheelechcdmce Theuseu'ente:sthej
. transaction input code in the electranic devios displaying the paeudo-rapdam ¢
:‘strmg.ormadevicemcommumcatonmththehostcomputer Theentwdm
'transachoneodazssanttothchostcomputerforvmﬂcauonmththeomhme
.. transaction code, The pseudo-randori security string may be displayed and user catry
~of the transaction codemayentaedmnnycombmaﬁonofdmces mcludmgan‘_ :
" Electronic Funds Transfer Point of Sale (EFT/POS) device, a wireless devics -
; asmciﬁtedvﬁththeuser,auscrwmpﬂacomectedviﬁthehtsmetwiththchost

. .- computer or any device capable of communicating elecu'omcany with the host'
.. B computer; Further, thehostcomputermayh‘anmttheoncbmetransacﬁonoodefor

20

- 30

display on an electronic device, the system may be used to cpmpleteatrmaguon ‘
with a merchant through a mereh#nt computer or web, site which is in electronic |
communication with the host combum and & user computer or device. The system
may be used to provide security or regulated access to & database or account
mformauon. '

According to a fourth aspect, the present invention provides amcthodofvedfyi;ngag

'idenﬁtyforconducﬁngsecmmhcﬁomcompﬁsingthesteps of

i) - storing mformshonabom anscrpin_asSOcimdwithahostcom

ii')' ‘ gmeraﬁngapsegdo—mdom:ecmitysuingbys:aidhostcompu&r;.'
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idf) detmmngatransacuoncodcbyapplymgsmduserpmtosudpaeudo-
rmdomswtmtystnng; )

)  transmitting said peeudo-rendom securly string 1o af least one eledtronic

V) dlsplaymg said pseudo-random socnnty sinng on said at Icast one electronic

'deviceforhsebymdusertodetemmoaumhmmnonmputcodebyapplymg
- smdusercodetosmdpseudd-randomsecuntystmg;

'v)  inputting said user tra:isacﬁon input cods on. said at leastone eloctronic:

| ~ device;

15
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vii) tansmthngsmdusertransachonmputcodaﬁommdatle@oneelec&omc. '
device to said host computer; and ' .

~ viii) dctaunmmg, by said host computer whether smd transaction code and said

usertransactxonmpmcodematch.

The electromc device displays the pseudo-random munty siring so that tho user can
detmneausermsachoninpntcodcbyapplyinghisorheruseroodetoﬁw
pseudo-random security string. The user enters the mmﬁon input code on the
same or a different eloctronic dovice in electronic communication with'the host
computer. The user mtuedtrmacﬁoncodaistransmittedtothehdsicompmerfbrf

verification that the hostloompuver determined transaction code matches the user -

enteredtransacuonmputcodc. The method of this aspectofthepreaentmvenuon'
completes the transaction, mowsaccesstoadatabmoracoomtinﬂormaﬁonwhenf
ﬂ:chostcompmdeteminedtmacuonwdemmhesthementemdmucmn

mputcode

16
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'Accordmgtoaﬁf:haspeotofﬂ:eptesentmvenhon,thmxspmv:dedammw

code entry interface syatcm compriung:

)] asemneusarcodemuyintufaceforentryofausercodeonmelectromc

.devxcewhemn said electronic dmcehasadwplay'whereinsaxd secureuscreode'

entryintexfacecontamsatleastoneacnvedwplayforentxyofatleastonedigxtof A'

: smdusercodebyausenwhuemsudacnvedmphyﬂmmmmorhghhghaathast '
-oned:splaydtgltmthmsmdacuvedxsplayandsaiduserantursmdatleastoned:git '
: -ofsmdwcodebyarespenseﬂmughanmputdcwceatam:ponseﬁmowhmmd,....,,
10 -

at least one display-digit which corresponds with pa_ld.at least one ‘digit of said user

codeisinmninatedorhighnghtedinsaidacﬁvedisphy;mwm f

ii) arandomrunonhmemaddodtosmdresponseumetomandsaxdatleast

" one active dlsplay

The user code entry interface is stored and runtiing on &n electronic device where the
electronic device has a display. Viewable on the display is the secure user cods eatry
interface which contains at least one active display for entry, bythe user, of one dxgxt' |

.oftheusercodepercycle of the interface. The active display ofthemtarface .

illuminates or highlights at least one display digit on the ‘interface and the user keys
any key of a keypad or mouse or touches any area of & touch sensitive screen when

the illuminated or highlighted digit matches the digit to be entered in his or her user

code. A random run on time is addedtot:mewhenﬂmeuserentmﬂxekcyslmkn 80

‘thattheacnvedlsphyremainsacnveandthereforeinformaﬁonmhﬁngwthe .

numberenteredcannotbedetmnmgd. The seoure user interface contains one cycle

" for each digit of-a.user eode.

Accordingtoasmthaspectoftheprcseminvmuon,thereispmwdedmxdenﬂty_ ‘
veriﬁcahonsecmetransactnonsystancompnmg' -

i) ' ahostcomp&erforstdrhgaﬁsercdde_gss@c@dwiﬂxaus&;

17
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i) an electromc devxce in electmmc commumcauon with sald host com;mter “

whereun said electromc device has a d:splay and a user input dwica,

fii) asecmousercodeenhyintaﬁcemableonmdduphyofmdatlustme,

eléctomcdewceforen&yofmdusercode,whemnnidaacureusereodcenty

mﬁceomatleastonecyclethhmacﬁvedmsplayforantryofsmdusaoodo :
whetemsaiduaerenmatlmtoneusercodedigxtofsaidwcodebyamonsd
throughsmdusermputdevicentaresponsetimowhenadmplaydxgtwhmh.

coxrenpondsmth said atleastoneusercodedlgttofsmdusercode
highlighted in said active display; -

) - wherein said each digit of ssid at loast one user code digit if entered in each

: cyclcofsmdatleastonecycle and & random run on time is'added to saidresponse

hmetocxtandmhcycleofsudatlcastonc cycle; and

v wheremthcentmdsaiduseroodemtranmmdtosmdhostcompumfor
verification with the stored said user code. - '

The host computer stores information about the user which includes account and user

code information. The at least one eleotmmc device is in electronic oommumcation 4

thhﬁwhostcompumrmdd:sphysthcsecmuaermputmmfaceformuyofthe
user code. Thoatleastoneelectromcdmcehasatleastad:sphymda‘minpm
device. The secure user code entry interface contains at least one cycle foreachchgit
of the user code and contains an active display for entry of the user cods, The user
entmeachdigltoftheusercodebYatespomeﬂxmughauserinp\udgvidéata.
response time .w'henadisplay digit whjch corresponds vriﬂlghaapptopﬁdtedigit_of
he user cods is illuminated or highlighted in the active display of the interfaoe. After

| enty'ofcachdigitwithinacycleisenteredarandommonﬁmeis addedtothehme
whentheum'respondedinordertom:tcndeachcyclev'oftheacti_ve‘di_splaysothatthq
anyons could not determine which digit was selectsd by viewing the user interface.

18
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After entry of the enhreusu'codcthecnteredcodexstranmﬂedtothehost"
compmerforvmﬁcahonthhthehoacompmmredusacodz Theusermay ’
,enterhis orhermsponscbykaymganykeyonakeyboard or mouse orbytouchmg :

anyareaofatouch senaitlve display

Forabeﬁermdmtandmgofthepresmtinvenﬁmandtoahowhowumybecmed”' '
mtoeﬂ‘ect,referenceshaumwbemade,bywayofuample,tothewcompanymg -

drawmgs in which:

FIGURElxsaschemaucdmgmnshowmgaprefeu'edcmbodxmmtoftheptesent

: mvennon,

FIGURE 2 is a schematic d.mgram showmg a prefmad embodment of the dual
channel schema; ' :

FIGURE3wapmcessﬂowdxagtamshowmgfhestepsamwouldtakewhﬂe

. interacting with the system of the present mventlon,

FIGURE4xsaschemancdmgmmshowmgaprefmedembodimentofthnmgle

~ channel schema of the present invention;

FIGURE 5 is & schematic diagram showing an additional embodiment of the single

chammel schema of the present inv,ention;»

FIGURE 6 is a schematic dxagramofan additional embodment ofthemnzle channel]
| schcmaoftheprescntmvenhon, :

FIGURE 7 isa sChemauc diagram of an additxonal embod:ment ofthe uingle ehannd:

schema of the present invention;

19
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4 FTGURESixuchemaucdmgmmshowmganaddlﬁonalembodimentincozpormng
‘various aspectsmdfeumofthepresenthvenuon,

) FIGURE9uaschqnancdugrmshowmgameddaubasemasssystamofthe

presem: mventxon,

: FIGUR.B 10 is'aschexmﬁb‘diam.ofasecurqsystemforrmievingbénkaocount

&

L RIS LR P

qem"x'-g'na@mm' o:ﬁwd.m ndorn string:

~ FIGURE 12is  schematic dugramshowmgthemodlﬁcaﬁonandmtegratmnprocm

- 15
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of the user’ stemporaryoru'ansactmnal, :

. FIGURE 13313 agraphxcal representation of the user interface oftheptesent:

invention;

FIGURE 13b is a graphical representation of the user imtarface of the present
invention; - o ‘

FIGURE 13c ls a graphtcal representatlon of the user mterface of the present
invention; :

FIGURE ldesagmphlcalreprescntahonoftheusermmfacaofthopment‘
invention; = '

FIGURE 13¢ i_s' a graphical representation' of the user interface of the prosent

FIGURE 13f is a graphical representation of the user inteifice of the present

20
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FIGURE l3g is a graphlcal representanon ofthe user mterface ofthe present .

mvenﬁon,

FIGURE 13hxsagraphxcalrepresmbanonoftheuserinmfaceofthepwesem'

mvenhon,

FIGURE 14 isa graphlcal representanon of the start screen of the PIN Safe mterfane .

ofﬂ:eprcsentmventmn, S

FIGURE 15a isa graphical répreseﬁtation of the, ,iérst;éycl‘e.of the PlNSafe useu-

intérface;

FIGURE 15b is & graphical representation of tie sscond cycle of the PIN Safc user

FIGURB 15¢ is a graphical representatxon of the thxrd cycle of the PIN' Safe user

interface;

FIGURE 15d is a graphical representation of the fourth cycle of the PIN Safo user

interface;

FIGURE 15¢ is a graphical representation of the PIN Safe user mtm'face using
symbolsorcharactarsinsteadofnumbers, . :

YFIGURE 16isaschemaucdm¢ramahowmgfeaumsofthopmcntmvenuonuﬁhzed‘

madatabaseaccesssyxtemvxathelntemet;

FIGURB 17 is a schematc diagram' containing features of the preseat invoption'
. uﬁﬁzedintheaccéssofmulﬁpledatabaseéviathnlnm o :

21
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FIGURB 181saachemaﬁc chagram illusmnngvmousfeamresandoomponents of

. thcpresmtmvenuoncommmicaﬂngmﬂmlntmgt;

FIGURE 19uaschunahcdiagram1ﬂus&anngvmousfeannesandoompcnentsof

- theprcsmtinvenﬁoncommmncaungviathelntmat,

FIGURB 20 is aschemauc daagram ofvmousfeatm'esandcomponemts ofthe-_

presentinvenuonoommmcaungvxathelntemet; '

" FIGUREZIxsaschemahcdiagrammumungﬂwaccess anddatachannclsofan""'

additional embodiment of the present inventxon,

FIGUREZZrepmtsaschemaucdugmmdmplaymgagenenc sarvergatcway. ‘
schema incorporating various aspects of the present invention; and |

FIGURE 23 shows a schemauc diagram illustrating a generic integration platfonn ofv
the present invention.

Figure 1 shows a host computer 1 operated by a credit/debit card issuer, a user 2
having a mobile telephone 3, and an EFTPOS terminal 4. The user 2 is issued with 2

card (pot shown) having a unique 16~dtglt account mumnber embossed and -

magnetically encoded tha-eon, this 16-digit account numberbemg correlated in the
hostwmpmlthhmountdetaﬂsrelmngmtheuseraswenasakdigitmask

codeselectedbyorassignedtothemzuponmihalmgmnmththef'
_credit/deb:tcardmsnerand a umique telephonanumberof the mobile telephme 3,

The 16-<hgit account number is chosenforcompaﬁbihtymthe:nstmgcre&tldebnt‘
cardprotoools mdthengtmaskwdeforcompmbmtywrmmbgPlN
pmtocols. Whentheuserzwmhestomakeapmhaseﬁomaremﬂer(notshown)

| opemtmgtheEFI‘POStemmal4 heouhepresentsthecard,wmohisthmcmed

by the EFTPOS teciuinal 4. Details roganding 8 purchase aro also entered into the

_ EFTPOStennmal4bythereﬁailut,andthesemu'ansnﬁmd, togethermththo-_
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acoountnumber tothehostoomputetlbywayofamodemhnks The host
compﬂalthencomlatestheaccouﬂnumbamthdetaﬂaofthem%mcmding

' thatelephone number of the mobiletelephom3 andgenetatesan-digit pseudo-
:mdomsmngwhmhutansnnttedtothemobdetelephonesbywayofanSMSor-
,vozcemmlprotocolﬁ Theﬁrstthreed:gxtsofthepwudo-randomsumgmnot
_.rmdommdmreservedtomdlcatewmeuserthatammvedSMSmessagemﬁ'om
- thehostoomputer Forexample,thcﬂrstthroedigltsmaybc"rl”or"l‘2"orthe
) lﬂce,soastoindacatcthaﬂhehostcomputerlqupechngtheuscrzmapplyaﬁrat'
: oramndmaskc«detothepswdo-mdomm 'Ihcnext 10dngxtsofthnq

pswdmmndomsmgprowdesuﬁimmtm&mdmoyformngxtmukwdew.
operatctheteuponmthomannerhaeinbcforedesmibed. Bychoosmgastnnglmgth_
of 13 digits for the pseudo-random stnng, compaﬁbxhty with existing mobile
telephone displays and EAN13 (European Article Number) barcode protocols is

15

Upon reception of the psuudo-mndom string by the mobile telephone 3, the user 2
muist apply the mask code thereto as hereinbefore described so as to generste.a

_ volatzle:dentxﬁcahonoode, whichisthenpassedStoﬂleretaﬂermdenteredmtome
" EFTPOS terminal 4 for transmission to the host computer 1. Altemaﬁvely the

volatile identification codemaybe remmedbythenserz to the host computer 1by
way of the mobile telcphone 3.

When the host computer 1 receives the volatile 1denﬁﬁcatmn oode, it compares this'
with a volatile 1denuﬁcatloncodo generated wnhmthohostcomputet 1 byapplying'
the mask cods to the pseudo-rand,ommng and, if the volatilo identification codes'

. 'arefoundtomatch,usuwasignalbtheEFT?OSteminal4soastomthomethe
purchaseandtomfernecessaryﬁmdsmthermﬂer Opnonnlly before

wthonmgtheh-ansferofﬂmds, thehosteompmrlmaysendammagetotbn'
mobile telepbone 3, for example in SMS or voicemail format 6, ptefmbly including

'datmlsofthemacuon.andrequestmgthatmeuserzmmnau@aﬂwasﬁnally'

toconﬁnnthetransaction. Th:smayprovide addedpoace—ofmmdforunusuaﬂy

23
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latgetransacnonsandmayale:tausezﬂmﬁ:ewmtthatﬂ’aumﬂmtmmbmgﬂ

made of his or her card.

Thepmentinvenhonmaybe mplmentedmbothasmgle anddualchannolmhm.'

which are disclosed and dxscussedmrelauontoFxg\nes 2-10.

'IheDualChannelprotocolmappropmteforallusmwhoownaGZmobﬂephone
Thetypes oftransachon might include: (1) ElectromanndsTransfuatthePomt of
- Sale (EFT/POS) -ahid (2) Teléphone orders, EFT/POS aretrmaanomwhmthamerws
'wouldmakeapmhascatammhantmthenonnalwayandwhenthomdit/debit-
cardxsmpedthroughthecardreadzt themerchmtwonldbepmmptedtoaskfor ’
‘thecustomexfstansacﬁonafﬁnmﬁoncodc(TAC)orma;kcodo. Theusep

remembers his-or her four digit PIN zmmber which is used to determine the TAC -
ﬁ'omthspscudo-randomsmng,whtchls given at the point of sale. If the user intends *
tomakem\nuplepmhaseswithmashortspaccofumeormanmawhmmobﬂe )
phonereceptxonispoorthcusercanelectmadvanoetouscﬂxaaachACfora‘_
single day. Atelephoneorder&ansachonwouldessenuaﬂyusetbesamemethodas"
’ abovethhtheexcephonthatthemerchmtphymcanyentasthecuddotaﬂsmthe;

usual manner before bemg prompted for the TAC.

Addiﬁonalfeanmsofthgdualchmdschemamthztﬂchmuwﬂlbeableto‘
choose alternative user-friendly methods of identifying the TAC from the pseudo- :
mdommmitysu-mg. suchasmEnigmaintelfaceorvoicerecogzﬂﬁonlystm An '
EmgmalnterfacewouldmcludemmormodlﬁcaﬁommaSMcardmaphmeor.
pagm'dlmngmannﬁcmb;ucustommwuldavmdmycalmﬂahonofﬂw TAC

themselves. Users will be able to key in their PIN and by pressing en additional key
of their choice, the phone or pager will automatically compute the resultant TAC,
wiﬂloutthecnswmerwensecingﬂiéSomfﬁtySﬁn&mwmpuhﬁmwoulde&:
completely internl, ensuring that only the TAC is displayed, and the PIN is not
retained in the mobile phone or pager. A Voice recoguition interface could be
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implemented in voice achvatodphones and be able to computs the appropnahe TAC
onthcnmplecommand“rACI"ﬁomanappmvedvoxce | -

.Custmnmcouldalsohmetheophonofchoomg.whenapplymgforanmbled :

caxﬂ,ageomemcshape,aswillbedmcussodh:moredetaﬂbelow,mwhichﬂ:e,

mmtysmngmnalwawbedchvered.mmmwould mmplyremsterh:s or

huchosengeomemﬂhapewbedisplayedmmandthenvisuauyapplyhsor.

s 'hethpattemtodoterminethecorrespondmgmnlmntTAC Thisdxsplaycanbe- -

10
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. - interfaced by:a-WAR.mobile phone, a G3 mobile phone, an Interne
tor a secondﬂfy dedxcated temunal pladed atthe pomt of sale. .

ot site, dlgplgy

The protocol of the ptesent invention may be ‘bolted-on to an axistmg database'
server and oan at loast run on unmodified EFT/POS hardware such as: (1) AMEX ;'
(2) Split dial EPOS; and (3) VISA AVS3. Inaddmon. the dual charmel protocol cen.
beusedtoupgradethesecmityofMondmcsystema(ihesealreMyuseM—PNdigxtat; '
POS). :

- The dual demand schema may use a standard G2 mobile phone, G3, and WAP device

to receive the security string. If these devices include & modified SIM card mterface
for this smmtyMngthedewcemayalsomcludeaGUIoranEmgmamterfaceto
sunplify the derivation of the TAC. R

ﬁmzmmamagramshomngthepmtocolfortheprmtinvmuonapphed
toapomtofsalee:m.tonment. Flmzdisplaysthemaincomponentsandstepsfor |
thlsh'ansactxonanddxsplaystwodxﬂ'etentophons. Thcﬁrstopuonuﬁhzesaspht ‘
dial electronic funds transfer point of sale machine (EFT/POS), where the detailx of .
ﬁxemsacnonmdnecﬂysentmﬂxeAuthonzmonServerzm Thesecondopﬁon'

utilizes the merchant acquirer’s network.

In the direct chal scenario,‘the us&‘ZOl reéeives a security string 210 ﬁ'om the -
Authorization Server 207 which resides on the device 202, The security string 210

25
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resideqonfh_a'dvevic':ez'oi,‘suchasamobilephone,unﬁltheuserié,mady'tbﬁikea
purchase. When the user 201 is ready t make & purchase he or she hands over, in
step220 hlsorherenablodcredxtcardZMtoamorchmzosmoonductthe
elec&omcﬁmdstansﬁrorpomtofsak(ﬂ*‘l‘/POS). mmmnswipeduugml ;
atﬂaemerchant’sZOSEFTlPOSteminaL memzolmmﬂ:omuﬁtymmz ?

' 210remdmgonhmorherdav190202auddetennmeshuorherTACforthat

parhcularsale. 'I'hefourdmtTACZBOxspmvidedtothemmhmzaDSbythcm
201. The user 201 mayprovxdetheTACverbﬂly,bymtermgitmtothePos
teumml,orbyentmng*thenumbuonthemobﬂedmcezoz. TIMcreditmrdzmm
TACZBO andtransacﬁonamountarethmmt.viathedmctdmlnetwmm to
theAuthonzauon Sarver 207, The Authorization Server 207 confirms withthecard..

'wsuer209thattheaccounthassuﬁmmﬁmdsmtheancountandthattthACco--

' mlatesthhtheusersPNnmnbaandtheissuedmmtyshnglO Intheevent .

15

20

30

that the account number, transaction amomnt, and TAC are vmﬁed the Authonzatxon
Smazmmowsthemnsacﬁontopmceed. o

In the second scenario, refetred to as the merchant acqunu nctworl: scenario, the “
same initial steps apply The user 201 receives a security str.inngO whichresxdes on

- the device 202, such as a mobile phone, mdthutwhenthemzmineadyto_ :

purchase an item ﬁomthemerchantZOSheorshe,mstepzzo presentsthe_
merchnntZOSmththeregmteredctedxtordebltcardZM TheaardZstswipedat
the EFTI/POS tennmalandagamtheuserzm detamneshmorherfomdxgltTAC
230 mthnsecmtysuingzwreudingonhizorhamobﬂephoneordmcezoz. In

'thlssoenario, theiransachonmfounat;onmcludmgthemmmtnnmberofﬂmca:ﬂ

200andamountofpmchasemromodviapath250mschem0252 The standsrd

: mﬁtmmmmmummmmﬂzedpmmmmmcmm'

host server 209, - The schems 252 sends the card 204 information and pre-
authonzahoan,tothecardlxgsuerhost209wacommunicauompath2$6.‘At._the
same time, the scheme 252 communicates with the Anthorization Server 207 snd
venﬁesthuﬂxepre-authoﬁzedrmcmdatutothemer’sPlN The card issuer 209
pmcwdsmththetmnsacﬁonmduponveuﬁcmonallowsthetrmmhontoprom

2
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haddxnontothedmlchamelschemadescu'bedabove,thcpresentmmuonﬂsov
al.lowsforasmglechamnlschemawhmbyausorwouldbaablctomthepment
mvenhonﬁorumhh’macﬁonsuonﬁnnpmhasingvmlntmetwebm The single
channelaahemaandprotocollsconductedmextheracompm aWAPdevlca,.
SmartCaxd,PmpnetaxySystamoraGBmobﬂephone, whmthemuﬂtysuingip
recexvedandthoTACmszmttedonmesamedmoe.Th:sprotocoldoesnotrequﬂre-
asecondm:ychanneltoconductasemtransacuon.

ol ".a’\\v&lﬂ'u‘\. -:\;ﬁi"'v Ve e

ThesinglcchannelprotocolnmsvmanappletdownloadedbytheuserontoMsorher o

computer, WAP device or G3 mobile phona The seoudty stdng and thn TAC can

onlyberecexvedbyanonabledmvermdtrmmttedmmSSLhnk. Thepresent. .

invention is resistant to ‘ghost’ sites, wherethcuseruunawarethatthesiteheorshe_

- is dealing with is not certified, because the metchant (whethercemﬁed or not) would

15

30

only be in possession of the user’s ‘Username or md D’ andnottho relevant TAC

The smgle channel solution solves the problem encountered by tran!mithng the

relevant TAC andsemmtysumgoverthelntemetbymstrucﬁngthcusmISP (Web

. browser) to transmit only the user name to the merchant and the relevant TAC to the
20

enabled server/database.

| Figure 3 shows mhstapalongthepmcessauserwouldtaketoregmtermdusethe' ,

single channel schema. TheprocessmstamdmstcprandmstepSlOtham ‘

contacts the serverhost ofthepresent invention through a smgle channel devicosuch

as a personal computer, anintemetconnectedhmdhelddevwe,aoellphoneor
w:relessphone,o:anydevicethatmaysupportawebbrowserviaasmgle

'commumcaﬁonchamel, Uponcontactwiththeserverorhostofthepmem

invenuonalogonwebpagecontumngthemtufaceappletissentwtheuwr’s
device. Insteptwo320theuser.xsrequcstedtomputhmorher_userm_an§

'pmummodmditmamdebnmdnmbawmappmpﬁmmymm .'

Theusermtafacemaymcludnonsmdmpdownmmorothermouzm |

2
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lﬁuendlyapphcahonstoenhancetheenuyprocess oftheusa'mandcred:tcardor

debit card number. The user ID is sent to the server for verification. If the server -
vmﬁatheuwsldmntyasecuﬁtymsusenttothecﬁmtwebpageusmgthc ‘
hwpmcessmgovetheadprohool(IPOpmmcoDmthapmmptbimﬂmtheapplet

"I‘heappletisusedtoabsn-aotandtepacktheTACcodeaocordmgtotheLPO_

protooolandstartther Safeintm:t'ace. :

Instep330therSafelntetﬁceustattedenabhngﬁafousﬂmﬁYofaPmorTAC
The LPO protocol ‘extraction is carried out using au automaﬁe System: menﬁﬁm :
Dmt (SID) and System Outgomg Digit (SODj genermon. As will be deséeibéd in~
moredetallbelow theTACcodcispulledﬁomtheaecm'itystnngmdrapacked '
according to the LPO protocol and sent to the server host for verification. In step 340

.theapplztmstoppedmddeshnyed,anvalueammedmdthesecuntysﬁngf

resxdm.gonthedewceucleared. 'Iheusersebsa.ninfmfacewhxchxdenﬁﬁesthattbe
dmccmawmnngaresponseﬂomﬂwserver InsﬁepSSOthclogontotheservens
verified or rejected accordmgtotheuserll‘)andTAC code response. If verified, . -
confirmation is sent to the client browser foﬂowed byrequemdsorvxcemessor[ _
transaction. hshpBGOthesesaonoru‘anaacnonisﬁmShedallomngtheuserto_
close the session or the process or the session- maybe automatmlly closed triggered
by some length of time of inactivity. The user’s mformauonthhthe single chanmel

, schemaistexmmatedatstep370.

Figure 4 displays the main componems for o preforred embodiment of the single . -
chaniel schema of the present invention. “The user 401 would visit the server 407 of
the present invention and the server 407 would provide applets 470 for downloading -
to the user’s device 403. The user 401 downloads n applet 470 via path 421 which
is then stored on the device 403 as the customer applet 422, The web merchant 405. -
would also visit the Authorization Server 407 via path 450 and download the 'm -
applet 470 via path 451 whchisstoredonthemmhantntewnsmmhmupplet.

452, Thensu401nsmgﬂmdeﬂce403viaitsthewobmmhantnh405mpath430. ,

andselectsxtgmshe'orshemshestopmuhasqbyplacmgtheminthebgsketm md '
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selechngtheappropmtecred:tcrdebxtcaxdfcruse%? 'I'hemerchautsrte405then
accumulatestheltemsmthebasketwﬁ infonnaﬁonaboutthecm'dwtandf
utilizing the merchant applet 452 routes the information’ along path 431 to the
Auﬂm-rzauonServer407 ‘

TheAmhoﬁzanonServcrw7smtsﬂ1evmﬁcaﬁonpmcessandusmg

- communications path 432 routes . the eppropriate information back thmugl the

merchant applet 452 1o the customer applet 422 resident on the user’s device: 403

' ”TheuserwlrsrequeswdtoentertheTAC Once thcum'hasemmdtheTAc,the..
TAC is sent along path 433 through the merchnnt back to the Authorization Server
- 407tova11date the response. In addition, thcAuthonzahonSeNer407 atstep434
. vahdatesthattherearesumaemmdsmthemuntmdinstcp435vmﬁesﬂaatthc
information about the card 407, TAC and account finds availability are verified.

The Authonuhon Server 407 sends an acccpt” notice along path 436 to the
merchant site 405 which is then relayed, via path 437, to the useds devrce 403.

Figures 5-7 also relate to smgle chznnel schemas utdxzmg different aspects and
security protocols. In Figure §, the user: 501 ths a merchant Internet site 505 and
would select various items for purchase Upcn checkout, payment is demanded via
path 510 from the merchant gite 505 to thc user 501, The personal computer or
device 503 contains an applct 522" which communicates with the site 505 and
includes the proper software or applet 522 to. notxfy, along path 520, the
Authorization Server 507 that a transaction authorization is noeded. ‘The merchant
domain name, transactxon amount, user ID, and Transaction Authonzatlon Codc
(TAC) are transferred from the user's device 503, alonz path 530, to the
Authorization Server 507. Alreadypreuntonthcpetsonalcompnterorusersdmce
503 xsthesecmitystrmgfortheusertodetemmehrsorherTACcode

The Authorization Server 507 comimnicates with the merchant temet sits 505, via
path540 tocerhfythecardandtransachonamountmfomaﬂon. The Authorization

_Server507alsoforwards atmnsacﬁonmmpath 541 totheuserSOl throughthe

29
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userspmona!compmersos The transaction ID is forwarded to themu'chants

. Internet site, along path -542, from the user's personal -computer-503. - The
'-AnthmzaﬁonSaversmcanﬁesﬂmtthcmmtofpmchna.thecudinfonnauon, '

andTACmnppropnatemdsendsthecarddetailsmdamomndongpathssmo&e
merchant]ntemztsitesos Thamnsacﬁondemﬂsmmtﬁomthemmhant

Intemetsitososmthecardmsuersw mpath560 andulumatelythscardissua )
509mdspaymmtmpaﬂ1570tothemcmhant1ntamotut9505

'Ihe smglechannzlschomaduphyedmhgma6umﬂarto the. smgle chmel-.-, -
' schemadmplayadeigureSeucccptthatawirelessdmceGstincluded.toremove"“’
“the secmtystnngfromthauser’spmonalcomputewm Inthaschemaﬂlustmted,

in Figure 6, thesecmtysnmgxsomﬁedandmmphrthefommgxtTAC 620 for that

o tmnsacuonmtansmttodﬁomthcAmhonuuonSmw?tothemer’smmlm
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device 604.

Flgurehsasmglcchannelschemasnndm'tothesmglechannelachemasdmclosed' -

| mFiguresSandﬁeo:ceptmatinsteadofthefomdlgxtTACbemgtrmmttedﬁ'om‘

the Authorization Server 707. 1o the wireless device 704, as described above in
relation to Figure 6, ath:rteendlgitsecmtysn-mg720msenttothewiremavice
704. The schema dxsclosedexgme?dmclosesﬂutasthe user 701 selects items to
beptn'chasedﬂ'omthemmhantmtemot site 705 the payment demand along path 710

msentmtheuservmtheuserspersogaloomputeﬂm. The gpplet 722 then prompts: |
the user o enter the TAC.code, which the user determines from the security string
720 sent from the Authoiization Server 707 to the wireless device 704, The applet
722 forwardsthemmhantdommnname,trmsachonamount. userlD and TAC to -
theAuthonzaﬂonServcr?O? along path 730. The Authorization Server 707 certifies’
the transaction, along path 740, andforwardstheuseracoo@numberandamount:
along path 750 to the merchant Internet sits 705 . ‘The transaction details are sent

ﬁ'omﬂ:ema'chaxnmtemetsite’mstothecardinsuer709,alongpath760.and |

paymemsthenfomdedﬁommecudismm mhemachmtinmmvos,,
alongpath770 : ‘

30
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In the various online merchant scenarios employing the single or dual channel
aohema,asseaanxguerﬂ tlmemaybemstameswhenthemerchantdoesnot

o haveapm'txmlarxmninstockandthersforecannotprocmorcompletethemhre '

10
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~ transaction immediately. Inthesamstances,thgmmhagt,typicaﬂydoesnotcomplm
 the transaction wntil the merchandise is dispatohed. However, the user may bave.
ahudymputhmorhetTACandﬂmsystemwouldwanttosendthauseranew .

psmdo-fandom secl.mty stxmg

LT R AT TG

" The present invention”overcomes th:s hurdle by havmg the Authorizauon Semr.
-recexvethepaymentrequnstmdthe active TAC. Themmhants server typically
~ would transmit the ordcrrequesttotheauthonsatlon serverw:thmanomiml 1--

minute time out. However, xfthomachmthasmmvedapwchasoorderforgooda__
notmsmckthatorderraquestwmbedclayed. ‘The delayed order request will not be
sent to the authorisation server until the goods have been received and are ready to be
dispatched to thecustqmer Upon reception of the user’s 'I‘AC andh'macuondetaﬂs '
and the absence ofthe merchant’s transmission oftheordermthmths 1-minute

| timeframe the' authpnsatgon. server will defanlt to a deferred payment p:ogram.

The deferred paymant program will hold the active TAC gt the Authonzauon Saver '

andxsproofthatﬂzeuserhasordetedthegoods Anawsecuntysmngcanthenbe
msucdmtheuserforusedunngthenmmnsacuon. The authorisation server

pmgmwxﬂmmedmtelysendmmaﬂtoﬁwus«sﬂngdemhofthegoodnhat
heorshehasrequestedﬁ'omthcmachant. Everyweek.Otsomeother

'pmdetemmedumemtervaLtheAuthonzauonSmw:ﬂremmdtheumofhuor

her order request. . Thenscnstheteforemformedofanypendingmachonsthat
Mnbeevemuaﬂyclearedthroughhuorhm'account. ' Lo

Whenthegoodsamveatmemmhmtsdepotandmreadytodupatch,the-
mmhamdﬂaﬂsmthentmmiﬁedtotheAuﬂmﬁzaﬁmSmmdthetmacﬁon '

- is completed. Ifby-thxsmetheusu'hasmsuﬁcimtfundstocoverth#tamacnon -
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amomtthetmsacnonwouldbedechned,astypwalmastandardmdncard
transachon."

Fxgmesrepmentsmaddmonalschemanuhzingmofthepmmwmm
which & user has a pro-authorized or debit sccoiit 804, The user would see & live
device 805, mhasavendmgmachme,nndwotﬂdselectitemsmpathslomaeby |
tIggenngthelwe device 805 to demand payment. Thepaymentdemandwwﬂdbe. _
routed through the pre-authérized liquid account 804 which is donis by Mping the
pre-authonzed accbnnt 804, suchasacredltordebltcard. in step 840-through a card. .
mpedevxce 806 Inaddiﬁon the. micro paymmt demandwouldalsonohfythe card
. _swzpedsze 806thataTACwou1dber°quest°d~ Thensa'mayhaveapmonai
 device 803, such as a wireless phone, which would contain ither a TAC or security

* string whersby the user would determine the TAC and enter the TAC 830 into the

card swipe device 806. Alternatively, the user could enter the TAC 830 into the
wxreless device 803 wlnch would wn-elessly transmit the TAC 830 to the card ampe
dmce 806 or Authonzatlon Server 807 . The details of the transaction are sent a.long

pathSSO ﬁ'om the cardswzpe device 806totheAnthonzahon Server 807, The
'Authonzatxon Server 807 contains the information on the hqmd account and if
verified would notify a micro payment host 808 along path 860 to authorize payment. -

The mmto payment host 808 then transfm payment along path 870 to thz live device
805, ' '

: Figﬁre 9'iepresents a data control schema whereby elements of the present invsntioh
canbeusedtoaddasecuntyomlaymdpre-authonzaﬁonintoadatabmfor_

oon&olhngaccessto a database. Iangm'e9theus@r901 through his or her computer
orlaptop903 wants access to a database 909, Accessutequemdalongpathmo

' ﬁomtheAutbonzahonSuver907. AsecmtymmgwmtﬁomﬁmAuthoﬁzaﬁon -

- Server 907 to the computer 903, via path 920, whereby the user determines his or her

30

TAC, The user inputs the TAC which is transmitted t0 the Autharization Server 907

along path 930. Provided the TAC matches the sppropriste PIN verified for the user
'901thcAuﬂlonzahonServewO?allowswcmtothedmbm%Qalongpaﬂlm |

32
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' Further, thesystemcanmmplytrmsxmttheTAC msteadofthesecmtysmng. Tha_ )
: accessdatamﬂwnmnmuedwthausa'scompwmsthmughtheAuthoﬁzaﬁon '
.Server907viapath9so Inaddmon,ﬂiewmitysm:gcanbesenttotheuw%l_

vmana.lmmaﬁapath 921 suchastbroughmofavmelm demce904

 Figure lO:epresents am*gebm;cbmeinquixyschmwhe;obysmcﬁbheok"

the balance of an account. Intheschcmapresmdinl’igure'lok-theumlooi

throngl use of s oell phiorie; pager, or wireless device 1004 can tequest the belanssiof
»»‘-anaccomtlocamdmabankloos The. user is provided with 8 securi txsg;qgor o
) 'TAC, ¥ia "path 1010, which is resident on' the _Wireless- device. 1004 “The. user ...

detmnineshxsorherTAC codeandeztherprescntshisorherTACcodethrougha

 bank teller (not shown) or inputs t into the wireless devics 1004, The TAC cods is

' senttothcAuthonzatmnSmu lOthchvmﬁesﬂmttheTACcodexsappropnate
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.forthesecmtystnng and corresponds with theuser’s PIN. TheAnthonzat;onServer
1007 then communicates with the bank 1008 alcng path 1020 to retrieve the account
3 mformanon theroby prov:dmgﬂmeuser withthcrequestedmfomaton.

Two unpomnt aspects of the prescnt invention whlch are utilized in the dual and‘ '
smgle cliannel schemas described in relation to Flgures 2-10 nre the low;:rocessmg |
overhead protoco] and the security string operation. Certain wireless devices, such as
web devices, cannot run high level encrypted programs due to their low processing

ovorhead. 'I'he present mvennon incorporates a low m'ocesaing ovorhoadprotocol
whchmablessuchdmcastonmhgmysecuredtmnsachonsordownloadsthho\n

usmgalargememoryfootpﬁnt. Anadditxonalbenoﬂtofthelowlarocesmg
overhudpmmwlisthatensungumsacﬁondmissumgmmoonldﬂsopmcess
mformahonqmnkerthantradxﬁonallyenctyp@dsymms Thelowprocessing .

" overhead protocol evades the possibmtyofacorrelationbetween the TAC and
mmwmbysﬁnmuneouﬂyusmgmuluplesecmtym Onlyonuofthz -

mulhplesecuntysmnxsxsactuaﬂyrelevantmdtheremumngsmngsmmedw
hide the relevant string. Thesec\mtysumgs_comainxdcnﬁcaldiglubutmamnged‘
in different random orders. The user’s applet reoeives the multiple. security strings
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anddlshngmsheswhmhsmngmmlevantbymingasymidmfymgdmt(sm)
Thesystemmenhfymgdlgitknowswhchofthewcmtysmngsismuimand :
mstanﬂydumpsthenrelevantm‘mgsmdpmcessesonlythecomctmdrelwant'
string. _ Asanexnmple,xftheldnnﬁfymgdxgitvalnawu4 ﬂaepresemmvmhon.
wouldxdpnhfythatthafomth_muntyMgwasm:elamtmpﬁtymmg, _

Dmmgamsacuon. aswxnbedescribadmooqjtmcuonwithngures 11 andlz,the
usermputs liig"or hét PIN anid the TAC is internally caloulatedontheapplet of the -

':wmlmdmcu,pmnﬂoompumEFM’OS orasseeanxgm ll,athnteendxg;t o
:socuntyshngll%wouldbeseﬂtﬁ‘omtheAuthonzaﬁonSmtothouw’s device: -
'mennfymgasmg of random digits, in this instsnce thirteen (13). The seowity
-string 1100 may come with a two.letter identifying prefix 1101 which idenhﬁeg :

which server has issued the security string 1100. For example in Figure 11, if the

" user's PIN was 2468 and the user applis that PIN nmmber to the digit locations i the
15

security string 1100. - The user would look at-tﬁ.cnmnbet in the second spot, ﬂw
fourth spot, the sixth spot and the eighth spottoduteunimhuorhettransachon-
afﬁnmnoncodeorTAC forﬂ:atparhculartransacﬂon. Inthismstance,thcuset’s
PIN of 2468 would yield a TAC of 7693. Therefore, the user would input 7693 as
the TAC to motify the Authorlzation Server o contizue with the vesifoaion procese.

Further explam:hon ofthemannermwhmh theTACm secmedthhmthe
transmitted secure security strings is exphmedmcomtmchonmthhgme 12, As
seen in Figure 12, the user, or customer 1201 has & known PIN 1202 (i.e. 1234).
Stoted on the user’s device and downloaded from the server 1207 is the thirteen digit

pseudorandom string 1203. In this instance, the customer’s PIN value of 1234 as it |

relates to the pseudo string 1203 indicates a TAC cods 1204 of ‘6891 Whenthe

,usaxsaskedtovunfyormputtheTAC 1204 to authoﬁzethemetlzmtovmfy

that the customer 1201 mﬁafactﬂzeauﬂwnzedandrepsﬁeredcusmuﬁmTAC
1204maybemmpulatedmdrevasedmamymdofwaystoprotectthecodedm'mg

mfadongtheoommmeaﬁonspathtothemu'lzm. Onemﬁhodfor ‘
provxd.mgasecurxtyovalaytothccusl:ometsPlNlZOZandtheTACoodeuMisto I
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incorporate the TAC code into one thirteen digit string ofamulﬁmde ofstnngs asv
prevxomlydescn’bed. ‘

_Toidmfytheappropmtesmng theappletnmmgonthecnstomex’sdmcewonld

xdenufythcrelevantatnngthmughasystan1danﬁfymgdigt1205 The SID 1205 is
usedmidenhfywhmhoftheseomtymmgsxsrelevmt. The SID 1205maybe'

-detennmedmamymdofwaysmcludmgunngcmnnumbmorcomhimuonof- ',
: numbetsoftheuser’s«PINwmoz. having the user set the SID 1205, mdhavingtha a
system server. set,the. SID. 1205, In the example shown in Figure 12, the system set
;thesmvalueequalto3 ‘Ihereforg,thothh’dmmgofmncmmgsmthcmlevm
‘string. Themne(Q) smngsofthn'wen(IS)dlgttsmsentvmadataconnbct.suchu
:adatasu'eam1230 totheuserorcustomerleOl devzce Thaappletonthedmce

k:nows the SID 1205 valus and extracts the relevant stnng 1203

-

‘The customer reviews the relevant sting 1203 resident on his or her device and_
.detérmines his or her TAC 1204. The TAC 12041sthenintartwmedmtoanotxtgomg ,

relevant string which is grouped with cight (8) non-relevant ;!mgs The,outgomg
data stream 1240 contains nins outgoing strings of thirteen digits. The location of the
relative outgoing string is identified by 8 system outgoing dxgit (SOD) 1209 whxch
can alsobedetermmedmamyriadofways suchasusingoraddmscertmnnumbers
of a customer’s PIN 1202 orhavingthecustomer orsystemserver selectthe SOD

1209,

In this example, the system set the system outgoing digit (SOD) 1209 value at 2.
Therefore, the TAC 1204 will be integrated into the second of nine strings in the data
stream of strings 1240. The TAC code 1204 may also be inversed, manipulated,
bave an automatic number added to it (L. eaohnmnba'xsinmsedbyone).oran}"
othermannermwh:chthePn\Innmbercanbemodxﬁedpﬂormtranmmm Tn the
exanlple shown m_F1gure 12, the TAC code 1204, is inversed to determine the

location of the TAC mumbers within the relevant outgoing string. For example, sinos -

the TAC 1204 in this example had 8 valus of ‘6891’ the inverse value of ‘1986"
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woulddichtethatintheﬁrstspotwhﬁtstdigﬁofmeTACcode,inﬂmninﬂupot-'
. :stheseconddlgitofthe'mcandsofonhunﬁnhemcmmminmthe'
'relwantsecmtysumg '

' .medmmmofomohgmmwmlmmmemmof

ﬂ:itteendigmmsenttothuervam?whichhasmappletforvaiﬂcaﬁm The
server1207hasanappletwhxchlmowstheSOD 1209valueandcan1denhfythe

'rclevant outgomg secunty string for vmﬁcation of the user’s PlN Thcrefore,*'dae

determmcthatbased—upontheprotocol estabhshedcmdetemineﬁ:atthe SGD 1209

<va1uewas2andthereforetherelcvan:sttmgismemondming. TheservwlZM'
- mnanalyzethesecondstmgmrelauontotbzusersstoredPNandexpected
msponsetovenfythatthzresponsematnhesﬂmTAC 1204¢odeﬂ'omthemiﬂal

string 1230

Upon receiving the nine camier strings, the server 1207 knows the outgoing diﬁt .
posmon of the relevant TAC carrier string and mstanﬂy dumps the :malevant :trmgs -

and processes the correct selected TAC carrying string. The venﬁcation process at

the serverlZO?thenmamhesthecomctTACwimthcismodsecudtymingand.

user’s PIN number. Ifallthreecomlate,theautbonzauoniscomplotedmdanew
secuntysumgmtransmmdtothcuur’upplet.

Ahhoughmthmemmplethenumberhasbmﬁmtedtonmelmeaofthxﬁmdlgm |

plmﬂnmﬁ)systqndlgiupethne(totaﬂing 144 digits). Itisnotmeanttohmittha

nnmberofhnesordlgitsthatcmbeused. Thcnmelmesofthurtaendigxt:totﬂhnz'_

IMdimhmtmuonauylmthmthetomlglobalpacketmdudformmydevim

. 0f 160 characters. 'I’hmﬁore,keepingﬂm&gltuze belowl60keepltheprooesunz

overhead at a minimum allowing for low processing capability in WAP applicatiom

and wireless devices.  In addition, this low processing overhead results in exhunely |

fast verification times, Thé verification process also employs 2 Sltering step
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'fonowed by a single dimension array process which is not an intensive mthmeﬁc

oomputauon system which would requue more processing time.

hadd:hontothevmonsmglemddnalchmelachunu,thelowpmmm
overhead protocol, anduseofthemulﬁple seom:ttymingawunty overlzythe pmentr
. invenhonmayalso provide asecu;‘xtyovedaywiﬂnnthc userinteaﬁoe ngures 13e-

13hrepresentvmoususcrmter&ceexmpleatowhmhaummaybepmvidedfo:

) mputtxng a user's TAC . In the examples provided in 13a-13h the user: would

e remberhmorherpemonaleasapattmmtherthananummcalsequm As

10

15
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30

anexample, ifﬂwuserhadchosentousetheahape 1301 mdshowndisplayszgm
IBe,theywmﬂdoﬂyhavemrcmembetthattheyormdamemohcreatesamdl
box 1303 inside of the shape 1301 dxsqlosed in Figure 13c. When the display is
populated with random sumbers then the user applies his or her chosen design (i.e.

" small box 1303). In this example, the user’s PIN from box 1303 would be ‘2389".

Therefore, kmowing the PIN of ‘2389 and viewing the mdomly generated nnmbers

within the random c_h.splay 1302 the user would ‘see that the numbers ‘7538" |

correspond with his or her PIN number location, Therefore, .the user’s TAC for
completing such a transaction or entry into the database, would be 7538°, Theuser
interfaces disclosed in Figures 13a-h are merely exemplary and numerous displays, s

well as colours and graphic symbols could be incorporated into the user interface. .

Therefore, the user would be able to create a graphic representation of his or her PIN
without the need to remember the four digit PIN number. | |

Asiother feature of the present invention which deals with the user imterface of the
systern involves the use of a Pin Safe deterrent interface. Any device with &

keyboard or touch sensitive interface which may be connected to a network or which
is otherwise capsble of downloading data or machine cods may have the integrity of
‘a password orkayenu'y,secmitysystgmcompﬁad Oneway in which the system
maybecomprisedisﬂ:mughtheuse of a Trojan program. -A’I‘rbjénpmg‘ramisa B
small program which colledts keyboard information for laiter use. Anaddittonal |
| .ptogtaxncanalsocouectpasswordorkeymtyinfonnahonbm&uzmmf
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unsuccessﬁnlogonattemptatthelastdigxtofﬂaelogonenu-ymdattemptsto' .

conhnuethelogonmththemﬂusermware,byguewngthelutdigxt(thnis :
knownasa“smﬁ'u"program) Bothof&esewchniquasreqlﬁnaomldmﬁ'oma
devicekeyboardorkeypadorothermputdevice. Whmas datamay.byenﬂyphon '

__'.oroﬂwrmcans,bedehveredandmantaecmﬂynghtnptoandﬁ:omtheactual',"

processoccuuing;nthedevxmprocesmngunit. ifthesecuﬁtysystemrequnuﬁ
meaningful user data entry to access oropmtathemtmtyaystemtbatdatamaybef
mterceptedandrelayedgmaﬂyrednmngﬂ:esemmtyofthesysm B '

Althoughkeyboudorsmaumnountsofoﬂmmpmdammbemdumdmmd.. S

thhttleornonserindxcatmnorsyswmpmfomancempactthnsamecamotbe .
saidforthe device's graphical &sphy,whmthcou@xtxshghthmughputand

' ~ device specific. Screen pabbing. or screen capturing, is possible but Bystem resource

intensive and therefore quite likely to be discovéred by a user, emecmlly on a device -
of comparatively Iow processing power. A good level of tesizta_nqe could therefore:

meaningful to that system within the scope of its own time interface parameters and
where any captured keyboard information has 1o extemnal meaning. Similarly, ay :
possible screen grabbed or screen captured information should not compromise. the

| system’s logon seourity.

The inputting of a Username, Password ot PIN number in a computer, PDA, 2.5G or
3G mobile device is currently flawed for the following reasons: (1) the User canbe
sscnbyonlookem entarmghxsorherPINnumbermtothodevice (called shoulder_ '
surﬁng’), (2)thekeyboard could contain 8 “Trojan’ pmgmmthatrecordstheinputted

Username, Password or PIN number (Trojans are downloaded wzthoutthe knowledge
ofﬂleUseromoacomputerandcanremdcthmindeﬁmtely), G)PKICaﬁﬁcatcs.

authonucatethattheu-ansactmnwasconductedonacerhﬁedcompm but they do
mteﬁechvelyauthenhcatetheUmbehmdthecomputer;md(4)computmnmmg' |
Mcrosoﬁ Windows havoaproblembecmeWmdm remembmtheUmame,‘ .
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' Passwordoernumbawhlchcrutcsanmahonwhm'ethedevieemﬁeVD of
theUscrthhmtheoomputer | |

--The‘?adm"detemntoerSafeuserinterfacoofthepreaentmvenﬁonwhwes a
5 posmveusu'IIDbecausetheuserhastobepresentdmingaveryMacuon. The Pin
SafeusermtmfaoemTrojanmistantbmunykeycanbeusedtomputaPNM
TAthxchrmdersanmijankeyintuceptmfomaﬁonmm asdoesthc |
_ "dlsplayedinfonnahononscreen. SR ' : ‘

g gL

10 ~madditi‘oﬂ;the'ﬁ§&"mw-fac‘ terfacs is shoulder surfing resistant because there i nothing T

that ‘could be gleanedfromloohngeithetatthcmeenorﬂxekeyboudmpm,

: mdenngahonldersurﬁngapmnﬂesscxm Further, thesysmisresistantto
PIN interception when using the Dual and Single channel (Applet) protocol. The
‘protocol of the present mventionisumqucbecanseit transniits avolaﬁlc TAC overy

15  time a transaction is mads. Asuocessﬁﬂattempttomtmeptldmypttbismformnnon '_
couldnotresultmtheuser’srealPIN’bemgcompromxsed. -

~ Another feature ofﬂaepreséntinvenﬁonisthatitis}amxlﬁ-pléﬁomsystm The

PIN Safe user interface works on & wide variety of computers and ‘applications

20  because of its low memory footprint and sirple generic user intetface. The protocol
| andsyébemdsawholeisnon'd‘ovice'—speciﬁcandcanrunonanydevioesuchasa‘ |

public use computer. Thesysbemdoesnothavetonmonatmstedoomputersystem

whcretheprogramhxsﬂoxyuknown. vnthnod:gxtalcerﬁﬁcatereqmdforthe

. comthheUscrcoxﬂdconductau'ansacuononanycomputerworldmde. '

25 : : S
 Further, the user interfaos is néytombmthemmdmwmm
 the protoool, TACs and Security Strings. IhePNSaféhsez'wouldmuélymputﬁls
orherunchangmngmtherSafeusermtufaoo. Fm'ther,thel’inSafeum
-m«ﬁcem%empesf'pmfbecausethemcfacedoesmtdisphytheusas?mm
- 30 TAC(PseudoPN)onscreen,andthereforeisnotsubjecttoElec&o—magneﬁc
emmsxonsfromtheVDUthatoouldbethembjectofmuﬂmcemepest
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.tecnnologm Thest:ongpmtecuongamedbynsingtherSafensetmmﬁoaofthe
. preseminvmnonaﬂowssafesmglemusagemavmdyofmomthhdiﬁemg '

security architectures whxchcanbeaohievedbyusingacentml PINAmhonzahon
Server. Evenifﬂxesectmtymingmddeaonthedwiceitisnotapmblembme

theprmntmvenuondoeanotreqmroadxgiuloemﬁcmmdthmforeﬂzmm

nothing in thememoryoftbeoompmthatcompmsesthoUner’aI/Dxfitﬁlh
mﬁothewronghands o

: ThaPmSafeusermterfaceinvolvesalm:qucmethodofinputnngal’mnmﬂberinwj'
& compuier, ATM, PDA, 2.5G or 3G Motiile Device. * Figures: 14and15c 15e are’
'represmuuvew:amplesoftherSafewimfacem ' When 8 user wishes’

toconductmonlmetmsachon.therSafeappletwﬂlaonvatewhmhwﬂlpmwde

’the“Smf'usetmterﬁcednsplayedeigmM Pressing any 'key on the user’s
v compmerscreenTACorP]Nthenacﬁvamﬁewtxymemm. The interface

-canbeacﬂvatedbyusmgtheheyboud.mouse,oratouchmeendﬂsphy

Assee’ninngms 152~ 15¢, thePinSafeipterfacpwinnowsmntodisplay(mthis

 example in a clockwise manner) 12 digits in sequence (sterting with 1 and ending in

12). Dm‘ingthedisplaycycle‘.theUmsimplyregistmhis or her PIN or TAC by
pushing anykeyonhxsorherkeyboard.mouseoranyspotonihptouchamen
displaywhenthedxgxtﬂmymshhmgstetuﬂlmmnated.ThePinSafeduphywﬂl
rotate4umes,onceforcvezyd131to£341’mmnnber._ ' : :

_Atthclzﬁ‘posiﬁontheté-isadweﬂﬁmétoanowcuswmamfmthemtting

of the next cycle accurately. Whantlwﬁrstcycleforﬁe first PIN number has

finished the display will start sgsin with another oycle. The cycles can also be

1dentiﬁedbychangmgthei11ummationcolour Thuprocessurepeated4mnesunb1
all4d151tsareinputtedtomakeuptheUsa"s4dlgan :

For examgle, as soen in Figures 158 - 156, & f the mae’s PIN was ‘2468" then on the

first cyole the keyboard would be pressed when the 2 digit was illuminated, se0
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Figure 152. On the second cyele the keybosrd would be pressed when the 4% digit

 was illuminated (see Figure 15b), on the third cycle the keyboard would be pressed

when the 6® d:g;twasmummated(mnmue15e).andonthe£omthcyclethe

~ keyboardwouldhapmedwhenﬁm&“dxsxtwﬂlummated (see Figure 15d).
. Only ons display is seenatanyonehmeonthewmpmenﬁnganonlookaﬁ'om.

deteunmmgwhxchPNxsbdnginputﬁed. Further, thcchangmgcolomofthe'

vdxsplaybackgrolmdandthedxgmdlsplayedcanbcpseudo-mdom. n

'-='AﬁertheUsapmmthckeyboudmmgxsmﬂaeﬂrstrmTACdxpt arandgmnm,
R ',onpenodofume is acuvatad.Thenmmprocessprwents shouldeu'sln'fmﬁ'om
»seemgemctlywhmhdxgitwasregistoted. Formmxplc,useenmcomtmcnonwith

Figure 15a, when the Userwishcs to reg:ster the first digit, as number 2, they would
press any key on the keyboard when the number 2 or second digit ulnghhghted,
howeverthedispxayconﬁnuesmuminaﬁngtbsnimbersdrdigimaﬁazmmdthé -
cycle. Thesystemmayalsodhmmateonlyapomonofthemnnbmaﬁathe
selected number, such as between 0 to 4 dxgits after the selected numbet before
spoedmgupthcillummahon ofallnumba'stmﬁlomnpleuonofthecycle. A

 shoulder surfer would see the cycle speed up after the numbers 2,3,4,5 or 6 were

illuminated and would not be ablc to dstermine which chgithzdbeenregmeted.
After the run on period, the systemmayincteasethe cycle speedtocompletethe
cyclesothattheuserdoesnothaveto sxtthroughthemﬂcycletxmeto aid quickPIN
entry. mmonpaiodummanymmmepomtmehpsedﬁmeﬁomthakay'
presstothemnewhenthouserwouldstatttoqueshonwhetherapouhveselachon
had been made. Forshorttennmualmcmory, ofahuman, this is a maximum of
mmdthreesaconds

. Thenmonpmodandmcreasedcyclespeedmaybe appliedonall4cyclesor

displays. ‘The dwell time betwoen the digits being illuminated and the changs in

~ cycles is pseudo-random to prevent Tro;anprogtams ﬂ'omdete:miningwhichdxgit-

wasmpumdbycomhﬁngthedisphywiﬂxﬁmkuyboardmdﬁmuser’scompml

clock speed.
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As ueniangure 15e, thePinSafe'mint&face canalsouaechmctm,lam, or
' symbohmsteadofmmbersmthedisphywbmhwouldmmthemer’scodeorpin '

tobeanygroup ofsymbolsorleturswhichspeuawo:d. Inaddinom,asprmoualy
dlacnssed,mrelaﬁontoFlgm'e9 thopmentinventzoncanbeusedforthcrmote-
accessofdanusmgeiﬂ:erthebualorSmgloChmnelachmorprotooolmd the
PNSafeintetface.

“with the PIN Safe interface of the present invention-

PIN number, issuesandstoressecuﬂtysmngs,mdcotrehteatﬁereoeivedTACm-
auxhcnucatetheusax’sidunnﬁcaﬁon. ' '

In iddiﬁon,'the Pin Sa'fe'or Rader Interface .can work within & computer’s own
processor, within a LAN configuration, and over the Internet. Operating within &

* computer’s own processor the Pin Safe interface could act as a. back . proof

scteensavcrwhlchmeansthatwhenauserﬁrststarhodhisorhercommmheorshe
wﬂlbepresentedmththemtuface Thensarmustmpmhuorharl’m’wcordmﬂy
md:ftheuserdecidodtolcavethecomputerforashotttme,whcreﬁmuﬂw
opportunity for criminal use of his or her computer, the user could press & function

‘keywhtchwouldactmxethoPmSafcinm&ce Uponremrnmgtohmorher

computer he or she would mmplychck onhisorhermouso or anylwy andenterhu
orherPNvmtherSafeinterface. - - : '

Inaddiﬁon,'ifausafaﬂstsinputhisorhurmmgitmmanyofthenm'p

'cyoles,thepresentmvennonwﬂlallowthemputofﬁwl’mdigtdlmnganysweep'

-(pravxdodtheyaremthecomctsequence) This means that a Reset’butﬁonwillnot
reqmrepushmgunlmtheuserhaamaduconsciousm:stako '
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Additional sohemas for employing the security features, measures, protocols,

| mtarfaces, andovarlays ofﬂ:cpresentmvanuonaredxscussadinconnecﬁonwiﬂ:
-Flgm'esIG-ZS '

Asseeanxgure 16, theAuthonzauonServew 1607isconnectadd:rectlyto a
Chent’sHostGatewayServerlm ThnHostGatawaySarverlmxsthcdambases
1611 connection to the Internet 1613 and it is plaoed outside the ﬁmwall 1615 that_

svmolmds the-host database 1611 (tbxsxsto ensure tha;t nnyhaclnng activity cannot ..
.+, ocour inside the, database. 1611). . The remote. dau access conﬁgmuon may,, also
. employ*therSafemterface 1623mconiumtionthhthem1601 andtheusers

device 1604, The system may also cmploy abackup server or daubase 1630

’IheAuthonzahonSmu' 1607canbeconﬁgutedtoactasdual orsmglechannel
system. Its mhtechneanowstheHostGatewayServer 1609toallowaoeessto the -

_database 1611 eiﬂmvxathepresentmvenhonorviaitsmtmgaccmpmcedwe

This means that after installation, the enabled access trials can be oonduntedmthout |
affecting the original configuration.

Figure 17 shows how multiple Clients 1740, 1750 can be acoessed from one User
1701, using ote PIN number. This is achioved by installing a' Central PIN
Authoﬁzauon Server 1707 which consolidates the received TACs with the wsued
secuntystnngs from any enabled Client 1740 1750.

The Pin Safe interface can be appﬁedvariouswaysincludingthedualchannel.singl_e
channel: Thin Client and single channel Applet embodiments, -In the dual channel
application as seen in Figure 18, theUser’sTAstinputtedvmtherSafeWe
1823 and it is sentdirectbrtotheAuthonzanon Server 1807tbroughthel'ntamet

1813, With the dual channel apphcahonnouecuntyMngissenttotheUms
' computar1822andinsteaditmaenttothemobﬂedevweISMviaSMS

- 43
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| Asseeanxgm-e 18, thoSecnntysmngls sent from authorization compumr1807to

the User's mobile device 1804. The user inputs the TAC via the Pin Safe intexface
1823 andtheAumonzauon Server 1807mexvestheTACmtbeIntemet 1813, '

In the single channel'l‘thlientapplicahon,assemszgm 19 therSafe
interface gpplet 1923 resides on the Authorization Server 1907. The User 1901
accessesth:sapphtlQZStemotelyﬁommycompﬁalManddoesmtneodw‘set

e up  the computer 1922hypre-<lown]oadmg ény form ofprombeforchmd.Aaseun

10

in Fxgure 19, the User accesses the A*uthonzatxon Server 1907 and: applet 1923 vn

-thc Internet 1913. The User 1901 mputshworher PIN, wlnch is conelaf%d at'the

some or Auﬂ:orkatxon Server 1907 '

| InthcmnglechamclAppletapphcauon.assemszgurezo thoPmSafemtnﬁce

15
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30

applet 2023 resides on the user’s computer 2022. The applet 2023 needxj
downloading only once and would be automatically sent to the user’s computer 202?..
during the régistration process. The Pin Safe interfiice has been specifically designed
with an extremely small memory footprint making the process of downloading and

_useveryfast.

As seen in Figure 20, the User accesses the Authorization. Server 2007 via the
Internet 2013. The user 2001 inputs his or her PIN, which the applet 2023 cotiverts

mtoaTAC(‘tdoesthisautomahcallyusmgthevolaﬁleseclmtyntrmgmdentmthe
applet 2023) andthensends,mthclntemetzom forcou'ehﬁonatthe

Authorization Server 2007. -

Figure 21, shows a typical data access application where an: Anthorization’ Server
2107 has bean fitted to a Gateway Server 2109 accessing a Database 2111. Figure 21
assumes that "the user 2101 hasreglstu'edmththesyltem andhastherSafe--‘
Interface spplet 2123 onhxsorhercomputet To aocessmformauonﬁ'omthe;
Database 2111 the Authorizstion Server 2107 sends 2 new seouity siring to the’

 user's computer or G2 mobile phone 2104 via the Externet 2113 or through & wireless

4
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'connectxonzlsl The security string 2151 remdea ontheduvwe 21041mtiltheusor '

2101 wzshes to access the Databue 2111.

The User 2101 uandshuorhetvolaﬁleTACtotheAuthonzahonServuZtho _
confirm his/her identity. Inmedualchamelscmothemobtamhmorhumc'
fromtheGZmobiledevxceZleeztha-kualaxtmction(usmghxsorheerasa
sequencer)orSmarthorSMdextmﬁonwhetetheUleOI enters his or her

‘Pmmtothodcch2104mdtherelevm:tTAC d:gltsmdasplayedonthedevxce'
2104 screen. 'I‘heTACisthenmputtedmtotheuserscomputcr(notshown) Inthe
'mnghchmnelwenmothcusernmplyinputshisorh&mintotheﬁnsm_

interface 2123. The PIN is then converted into a,TAC within the applet 2123 and

| _ transmitted vxapath 2120 to thcAuthonzahon Server 2107

15

20

30

Only when the user’s identification is positively confirmed, by correlating the
recdvedTACtothensasPlNandpreﬂouslyxssuedsecmtysmngu therequest :

'2130 for data, via the Gateway Server 2109, mxtia.hzedvmpath 2130. The requested

datacannowberoutedmpachMOto the user’s computer.

TherSafemterfacolsnotreqmredifthosectmtystnngdchveryandTAC
exu'acnonareconductedonaseconddewcesuchasﬂn'oughthedualchmel

‘protocol. UnngaGZmobdephoneaus&canmmveaucmtysmngmdextract

thzTACmdependentofthedataaccessmgcompm ThismeansthattheTACcan
bemteredmbthedataaccessingcomputerwﬁhouﬂhereqmremﬁofﬂaerSafe
mterfacebecauseaTACismhmﬂymmagmnstshouldermﬁng.nojans,
Tompcst technologlesandonhne user identification theft.

Figure 22 dxsplays a genetic Server/Gateway Schema incorporating various aspects
oftheprew;tmvennon. Thegenmcsecmserverschmamayalsoincozporate
UPS (Un-mtemxpﬁble Power Supply), Dual Redundancy, Disk Mirrored, Limx Web

‘Server 2245 and Tnternal Firewall 2215, the Pin Safe applet 2223, a user datebase
- ummmmmnmmpomy;epomgmzzu:
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Figure 23 shows the Generic Integration Platform which displays the Authorization
Sexrver 2307 inside a firewall 2315, The Authorization Server 2307 is comected to a
Net Smen'2317 and a host database 2311. 'I'hehostdatabau 2311 mayahobe '

1inside its own ﬁrcwall 2316

'vAddmonallythe amhonzationpmoesudenttﬁcstheuserm amponsemtherthman'

mufymgaccountandltsparamatmwhlchnnmthewaalled “andlyFm:d"

_ ﬁ'ommxsuseofonlineﬁ'audguanntaes Anaddedbmcﬁtmthatthm'emdso,an.
4aud1ttrmlfordatabaseﬁlesaccess ‘

Any reference herein to a computer teans anyp;tsoﬁal bomputet ATM, PDA, G2.5
Mobile Device, G3 Mobxle Device, or any device with a CPU, Any reference herein-
toatansacﬁcnmcansanyﬁnanmaltmsachon.moteDmAccessprocedmor
anymterfacetranxacuonbetweenausamdasym The numbers on the varions

| usamtafaces andd:splays are merely exemplary and the use ofchmctm,lettm

coloursandsuchmaybeused mdmduallyormcombmauonandsullﬁllmthmthe
mtendedseopcofthepmsentmvenuon. '

- While the. prefen'ed embodlment and various alternative embodiments of the

mvmﬁonbavebemdxsclosedmddescribedindetaﬂhzmnandbywayofa:ample,
1twﬂ1beapparen1tothoses!dlledinthcaﬁthatmous changesinformunddeml
maybemadcthemnwithoutdeparungﬁomﬁxespmtandscopethcreoﬂmdthatthe .
scopeofthepresentmvennonmtobehmrtedonlybythefollowmgclaims


epatent
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CLAIMS :

1. A coded identification system, the system comprising an electronic computer, a
specific electronic communications device that is operable to be in
communication with the electronic computer, and at least one electronic
communications device that is operable to be communication with the electronic
computer, wherein the electronic computer includes data relating to the specific
electronic communications device, including a permanent identification code, a
mask code and an identification code enabling electronic communication between
the electronic computer and the specific electronic communications device, and
wherein the permanent identification code is input to the at least one electronic
communications device and transinitted to the electronic computer, the electronic
computer generates a pseudo-random string and transmits this to the specific
electronic communications device, the mask code is applied to the pseudo-random
string so as to generate a volatile identification code in accordance with
predetermined rules, the volatile identification code is transmitted back to the
electronic computer by the specific electronic communications device or the at
least one electronic communications device, the electronic computer checks the
volatile identification code transmitted thereto against a volatile identification
code obtained by applying the mask code to the pseudo-random string in
accordance with the predetermined rules, and in which a positive identification is
made when the volatile identification codes are found to match by the electronic
computer; wherein:

i) the pseudo-random string comprises a first linear array of
characters, each character having a given numerical position in the
first array (first, second, third etc.);

ii) the mask code comprises a second linear array of numbers, each
number having a given numerical position in the second array (first,
second, third etc.) ; and

1ii) the predetermined rules for applying the mask code to the pseudo-

random string so as to generate the volatile identification code are
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sequentially to select numerical positions in the first array on the
basis of the numbers in the second array, taken in positional order,
and to return the characters thereby selected from the first array in
sequence so as to form a third linear array, this third linear array

forming the volatile identification code.

A system as claimed in claim 1, wherein the specific electronic communications

device and the at least one electronic communications device are the same device.

A system as claimed in claim 1, wherein the specific electronic communications

device and the at least one electronic communications device are separate devices.

A system as claimed in any preceding claim, wherein the specific
communications device is a mobile telephone, a pager or a personal digital
assistant.

A system as claimed in claim 3 or claim 4 depending from claim 3, wherein the at

least one electronic communications device is an EFTPOS terminal or the like.

A system as claimed in any preceding claim, wherein the permanent identification
code is supplied in the form of a card bearing human-and/or machine- readable

indicia.

A method for identifying a specific electronic communications device or user
thereof to an electronic computer having stored therein data relating to the
specific electronic communications device or user thereof, including a permanent
identification code, a mask code and an identification code enabling
communication between the electronic computer and the specific electronic
communications device, wherein the permanent identification code is input to at
least one electronic communications device and transmitted thereby to the
electronic computer, the electronic computer associates the permanent

identification code with the identification code enabling communication
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therebetween and the specific electronic communications device and generates a
pseudo-random string before transmitting this to the specific electronic
communications device, the mask code is applied to the pseudo-random string in
accordance with predetermined rules so as to generate a volatile identification
code, the volatile identification code is input to the specific electronic
communications device or the at least one electronic communications device and
transmitted to the electronic computer where it is compared with a volatile
identification code generated therein by applying the mask code to the pseudo-
random string, and a positive identification is made when the volatile
identification codes match ; wherein:

i) the pseudo-random string comprises a first linear array of
characters, each character having a given numerical position in the
first array (first, second, third etc.);

ii) the mask code comprises a second linear array of numbers, each
number having a given numerical position in the second array (first,
second, third etc.); and

iit) the predetermined rules for applying the mask code to the pseudo-
random string so as to generate the volatile identification code are
sequentially to select numerical positions in the first array on the
basis of the numbers in the second array, taken in positional order,
and to return the characters thereby selected from the first array in
sequence so as to form a third linear array, this third linear array

forming the volatile identification code.

8. A method according to claim 7, wherein the pseudo-random string contains at
least one character that is representative of some condition of the data relating to

the person.
9. A method according to claim 7 or 8, wherein the specific electronic

communications device and the at least one electronic communications device are

the same device.
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10. A method according to claim 7 or 8, wherein the specific electronic

communications device and the at least one electronic communications device are

separate devices.

11. A method according to claim 9 or 10, wherein the specific communications

device is a mobile telephone, a pager or a personal digital assistant.

12. A method according to claim 10 or claim 11 depending from claim 10, wherein

the at least one electronic communications device is an EFTPOS terminal or the

like.

13. An identity verification secure transaction system comprising:

i)

iii)

a host computer for storing a user code associated with a user, for
supplying a pseudo-random security string for a transaction,
wherein said host computer determines a one time transaction code
by applying said user code to said pseudo- random security string ;
and

at least one electronic device in electronic communication with said
host computer for administering said transaction by receiving and
displaying said pseudo- random security string and for receiving a
user transaction input code, wherein said user transaction input code
is determined by applying said user code to said pseudo- random
security string displayed on said at least one electronic device and
said user transaction input code is sent to said host computer;
wherein:

said host computer verifies that said user input code matches said

one time transaction code.

and wherein
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iv) the pseudo-random security string comprises a first array of
characters, each character having a given numerical position in the
first array (first, second, third etc.);

V) the user code comprises a second array of numbers, each number
having a given numerical position in the second array (first, second,
third etc.); and

vi) the user code is applied to the pseudo-random security string so as
to generate the one time transaction code and the user transaction
input code by sequentially selecting numerical positions in the first
array on the basis of the numbers in the second array, taken in
positional order, and returning the characters thereby selected from
the first array in sequence so as to form a third array, this third array
forming the one time transaction code and the user transaction input

code.

14. The system of claim 13, wherein said at least one electronic device is an
Electronic Funds Transfer Point of Sale (EFT/POS) device.

15. The system of claim 13, wherein said at least one electronic device is comprised
of an electronic Funds Transfer Point of Sale (EFT/POS) device for administering
said transaction and receiving said user transaction input code and a wireless
device associated with said user for receiving and displaying said pseudo- random

security string.

16. The system of claim 15, where said one time transaction code is received and

displayed by said wireless device instead of said pseudo-random security string.

17. The system of claim 13, wherein said at least one electronic device is a wireless

device associated with said user.
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18. The system of claim 17, wherein said one time transaction code is sent to said

wireless device instead of said pseudo-random security string.

19. The system of claim 13, wherein said at least one electronic device is comprised

of :
i)

a user computer, in electronic communication with said host
computer, for receiving and displaying said pseudo-random security
string and receiving said user transaction input code; and

a merchant computer, in electronic communication with said user
computer and said host computer, for administering said transaction,
wherein one of said at least one electronic device relays said user
transaction input code to said host computer for user identity

verification.

20. The system of claim 19, wherein said user computer and said merchant computer

communicate via the Internet.

21. The system of claim 19 or 20, wherein said one time transaction code is received

and displayed by said user computer instead of said pseudo-random security

string.

22. The system of claim 13, wherein said at least-one electronic device is comprised

of :

iii)

a wireless device associated with said user for receiving and
displaying said pseudo-random security string ;

a user computer, in electronic communication with said host
computer, for receiving said user transaction input code; and

a merchant computer, in electronic communication with said user
computer and said host computer, for administering said transaction,

wherein one of said at least one electronic device relays said user
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transaction input code to said host computer for user identity

verification.

23. The system of claim 22, wherein said one time transaction code is received and

displayed by said wireless device instead of said pseudo-random security string.

24. The system of any one of claims 13 to 23, wherein said host computer upon

verification allows completion of said transaction.

25. The system of any one of claims 13 to 24, wherein said host computer upon

verification allows access to a database.

26. The system of any one of claims 13 to 25, wherein said host computer upon

verification allows access to account information.

27. A method of verifying an identity for conducting secure transactions comprising

the steps of:

i) storing information about a user pin associated with a host
computer;

ii) generating a pseudo-random security string by said host computer;

iii) determining a transaction code by applying said user pin to said
pseudo- random security string ;

iv) transmitting said pseudo-random security string to at least one
electronic device;

V) displaying said pseudo-random security string on said at least one
electronic device for use by said user to determine a user transaction
input code by applying said user code to said pseudo-random
security string;

vi) inputting said user transaction input code on said at least one

electronic device;
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transmitting said user transaction input code from said at least one
electronic device to said host computer; and

determining, by said host computer, whether said transaction code
and said user transaction input code match; wherein

the pseudo-random security string comprises a first array of
characters, each character having a given numerical position in the
first array (first, second, third etc.);

the user code comprises a second array of numbers, each number
having a given numerical position in the second array (first, second,
third etc.); and

the user code is applied to the pseudo-random security string so as
to generate the one time transaction code and the user transaction
input code by sequentially selecting numerical positions in the first
array on the basis of the numbers in the second array, taken in
positional order, and returning the characters thereby selected from
the first array in sequence so as to form a third array, this third
linear array forming the one time transaction code and the user

transaction input code.

28. The method of claim 27, further including the step of completing a transaction

when said transaction code and said user transaction input code match.

29. The method of claim 27 or 28, further including the step of providing access to a

database when said transaction code and said user transaction input code match.

30. The method of any one of claims 27 to 29, further including the step of providing

access to account information when said transaction code and said user

transaction input code match.
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32.

33.

34.

35.
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The method any one of claims 27 to 30, further including the step of transmitting
and displaying said pseudo-random security string on an Electronic Funds
Transfer Point of Sale (EFT/POS) device.

The method of any one of claims 27 to 30, further including the step of
transmitting and displaying said pseudo-random security string on a wireless

device associated with said user.

The method of any one of claims 27 to 30, further including the step of
transmitting and displaying said pseudo-random security string on a user
computer wherein said user computer is in electronic communication with said

host computer.

The method of claim 33, further including the step of communicating between the

said host computer and said user computer via the Internet.

The method of claim 15, further including the step of transmitting said transaction

code to said at least one electronic device and displaying it thereon.

55





