; rstuvwxye3elLdLal 6TCe"1 DESCRI PTI ON I nformati on Processing System Techni cal
Field This invention relates to an information processing nethod and
apparatus, an authentication nmethod, a sem conductor I C, an infornmation
processi ng system and a program furnishing nmedium More particularly, it
relates to an information processing rretlhod and apparatus, an

aut henti cation nethod, a sem conductor FC, an information pro Wﬂ#mmwm,m'm”m
system and a program furnishing gsm I f\}orl ng pre-set d

perform ng pre-set processing. Bac AP Recently, a device 1y
digital recording and/or reproduction of nusic data, such as CD (Conpact .
Di sc) or alnfo ﬂan%gn,lg ¥stPm wi despread use. As a result” ﬂm m me
possible with relative ease to nake illicit duplication of dm m mmﬂ)
data, by enploying the device for digital recording and/or reproggpskon of
music data in conbination with e.g., a personal conmputer. Thus, a variety
of met hods Treakmeichldéieldor oposed to prevent such illicit duplication of nusic
data as a copyright protected work. For exanple, it has been proposed that

reci procal aut h¥his itértion reRitesae anliftforeRitioh Peodessliy RS arEappadatas @y i ce
of the copying destination, under control by 2 the software controlling

t he copyi nﬁuﬁféﬂﬁéﬁwrﬂﬁdthbﬂaé serhicoRdRRG 1T, 88 YhfoPmBMiorPprod B gCdlistedn, Adea
acquired, nusic data is encrypted to the device of the copying destination,

whi ch thenpé@g%%qﬁnamn m&ﬂ%m 19%@1%% bRt BhARI e cREPRPS ed

that reci pr ocal aut hent T cat1 on et ween the copyling source and a

devi ce of élﬁ)af'@cﬁ& 'aﬂ%‘lﬂﬁﬂu%}i\/@rﬁe@tﬁo&] éjse%cgilﬂﬁlcit&qm hd 1148Lh&Fon

|nformat|on store a pre-set
processing system, and a program furnishing medium for storing pre-set data for

performing pre-set processing.

Background Art

Recently, a device for digital recording and/or reproduction of music data, such
as CD (Compact Disc) or a MD (Mini Disc), is in widespread use. As a result, it has
become possible with relative ease to make illicit duplication of digital music data, by
employing the device for digital recording and/or reproduction of music data in
combination with e.g., a personal computer. Thus, a variety of methods have been
proposed to prevent such illicit duplication of music data as a copyright protected
work.

For example, it has been proposed that reciprocal authentication be made

between the copying source and a device of the copying destination, under control by



It has |ikew se been proposed to execute the authentication, encryption and
decodi ng by the hardware of the hard-wired | ogic. However, if the
aut henti cati on, encryption and decodi ng are executed solely with the
software, there is a risk that the software be analyzed and nodified to
make illicit duplication of nusic data. Also, if the pre-set IDis stored
on the hardware so as to be read by theysoftware on the personal conputer
and used, there is a risk that the ID thus read out be read out, analyzed
and nodi fi i : HES hSSk O o] e; rgpver,
A isBfilafke CONERRIMY thi co?mgggﬁb, hnldo tHAE if trgtdS‘@L PesulB’ 6P

if the authentication, encryption ing are exec y the hardware

hovever {?“"ghﬁﬂ%n"’.ﬂic%fi%ﬁgﬂéﬁic'?*y*%f ?dgaa:{sﬁegf%é%’&?‘*n*g“fiﬁeeﬂﬁaﬁ‘éfn%‘*ﬁ%% it
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obj ect of the rovi de .an i nf.or matj cessi nmet hod

: o
and appar at us, %ﬁgggﬁsﬂg’%ﬁ? BH%H%E?A ﬁ@?Fﬁ?&Em&alsaé’m%ﬁm ﬁ?lqlla%,g_ 5quﬁ1[{g‘? mat i on

processi ng system and a_ program furni shing di um,in ich it,  is.ppssible
to prevent CYDBRS FOYELSa apd Gin &Cﬁgoﬁuﬂl“? &PPY‘?g;TE%%ImB%?n d’f’mf&éﬁgf’y“’z‘éd?’f Itﬁeone
aspect, the present jnvention provides an _information furnishing nedium
connect ed Higafifigation ipdenmationstered in 2 pre-patherdivatén processi ng appar at us,

i ncl udi ng conmmuni cation_neans for receiving a pre-set programfromthe

i nformati on pr okdwsilikgwigspheeatnrepesed to sxeeute tenpetherficatioa, proypten pAd an
encrypted formto the information processing apparatus, and encrypting
means for derndimg by thethaedwaregefahe handewiredlagye.t he communi cation neans. In
anot her aspect, the present invention provides a nethod for furnishing the
i nformati on by Hawewdroifntheianthehticaticghiengryptidn and decoding etk enesnted sedelyor k t o
sa preset information processing apparatus, including a conmunication step
of recei vi withaheseftwete, theve isanritk that theesoftwaoe bmanayzqdrandevedifigd appwkat us
and for transmtting the programin an encrypted formto the information
pr ocessi ngilhgip doplicationarfonasic datar ypti ng step of encrypting the program
received by the conmunication step. In still another aspect, the present

i nventi on proviAbs, # thepre-sehlD g sodd omtediardware sohuis tgbaread iy thesoftveadabl e
program for executing the processing including a conmunication step of
recei vi ng en iecpeasdnapcoppater hndmdditherenk arivhthatheoidthas ssadgutppreadious and
for transmtting the programin an encrypted formto the information

pr ocessi ngamgipzedandsmodifibdan thacourpd ofugs shmyicfion e thepdoftware.ne program
recei ved by

Moreover, if the authentication, encryption and decoding are executed by the
hardware of the wired logic, it is possible to prevent analysis and modification,
however, if authentication, encryption and decoding are to be made anew, it is
necessary to e;(change the existing hardware with a new hardware or to add a new

hardware.
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4 the conmmunication step. In still another aspect, the present invention

provides a information processing apparatus for reciprocal authentication

wi th anot her information processing apparatus to execute pre-set

processing, including selection neans for selecting the processing for

reci procal authentication being executed fromone or nore reciprocal

aut hentication procedures in keeping wi¥h the pre-set processing, and

reci procal authentication neans for executing the sel ected reciprocal

aut henti cat i on Ipisothesefoes ahobjdee of ¢he ptdseint #weaison topaividd ammefohantias pect

t he present invention/provides a nethod for processing the information by

an i nf or masroeesshigafiethod Add appaaaisUsn htherntdGiioh dcthod! al RAfIédrdctR ICMG h

anot her information processing apparatus to execute pre-set processing, in

whi ch the FRifRRidaldERInE siebACEhR poBfd fufBlIEAL EibASnPRBRESIRO for

reci procal authentication belng executed™fromone of nore reciprocal

aut henti cat(d j i WEITE - sing, and a
5ds9ﬂ)lllé)fo%%g%ﬁtes§oﬂe{f dﬁﬁef?blﬂ%e‘m& ﬁhcﬁﬁf ﬁéydeoﬁ ok an%l%eetf .

reci procal authentication step of executi ng e selec reci procal In

byt he. ser ect i A CHERTHEEE TR e Rl eiiaBp RtidsE B ReBhATHABRM Ry BARRE, " °°

provides a_flunishing nediumfor furni.shing.a conput.er-readabl e pragram for
Execut i ng. TIRECRED EYBE R TRt tock i st BfouiiSh PERRSHiBs “Defahs, yludide
processing_for recL@%ocal ut henti cation bein gxe%ﬁtgg from one or, nore
reci pr ocal “OSHHRIcARIINEERS {0F EF@@H’H?%WFT?"&%‘Q&T‘%%E] e pjerpationgrecessing
processing, and a recgiprocal, authenticati,on step of _executing the selected
r eci procal appagatawrf@ 1 tganspsting the pERgra® inan energied rpte theaptormagiony j | |
anot her aspect, . the present .inventjion provides a method for authentication
i ncl udi ng RJERRSSHNG aRpagatps,and ensrypsing meaps for encayptinesthe preerpm; rgseived by
transmtting an I D, the key attribute information and the first random
nunmber oftbﬁéommwgnmﬁggumamus fromthe first apparatus to a second
apparatus, generating a second random nunber in the second appar atus,

recei vi ng the IIbanpther aspact.ihe prasemtaprentionrpranides Remethodifor Araishingtheer of
the first apparatus, transmtted fromthe first apparatus, by the second
appar at us, mgqymamnﬂvg anpeformatipm furhishingooedivameanasted overgretwerkdepanrari but e
information, generating a third random nunber fromthe key and the first
and secondet ifgonatinmbracsssing apparatys,dncludinga conysunicatiens step of neceiving a
information on the second and third random nunbers and the key fromthe
second appaesetiprogoam feorhithe infoppation processing apparatus land forf wansmitting &e t he
second and third random nunbers and the key transmtted fromthe second
appar at us progtane ihiars encnyptadafarsy tgdhe niaformgtivh epreegssingoappanatus,ndnd rmat i on
on the key in the first apparatus, generating a fourth random nunber from
t he key arshcryyinfg step ofiescrgpitgtherprogiam received byithe toranfunicatioasper. at us,
transmtting the fourth random nunber fromthe first apparatus to the
second appar at da stiladofliendipegt,ahé prasentdnverktion provides b dutnishirn medivio fort h
random nunber and the key in each of the first and second apparatus. In
still anotfoedishinpertompieraesdubdid ptapramt foprexecwing e procedshgdirfobuding a

aut henti cation including generating a first random nunber in a first

appar at us, confirdifiichtibh B@paT rbdivihglaftelset proghRRdFcih dse infiendtidn prbtédshigt e
information of the first 6 apparatus, the key attribute information of a

second ap Fk}ygg}dtﬁs iﬁﬂjférht?ar{shﬁﬁﬁlﬁr BB PPERrAHTIRS EdPPptbd $orink f5thedRPGIRIt6N T O

t he second paratus, generating a second random nunber in the second
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apparatus and the first random nunber, transmtted fromthe first
apparatus, in the second apparatus, conputing a first key in the second
apparatus fromthe key attribute informati on of the second apparat us,
conputing a second key in the second apparatus fromthe key attribute
information of the first apparatus, generating a third random nunber from
the key and the first and second random nunbers in the second apparat us,
transmtting the information on the second and third random nunber and the
key fromthe second apparatus to the first apparatus, receiving the
information on the second and third random nunbers and the key transmtted
fromthe second apparatus in the first apparatus, generating a second key
fromthe information on the key in the first apparatus, generating a fourth
random nunber fromthe key and the first and second random nunbers in the
first apparatus, transmtting the fourth random nunber fromthe first
apparatus to the second apparatus and finding a transient key fromthe
third and fourth random nunber and the second key in each of the first and
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downl oaded by the information processing apparatus and data required for
settlenent, fromthe information processing apparatus, and settlenent neans
for maki ng settl enent based on the data concerning the use of the data
downl oaded by the information processing apparatus and on the data required
for settlenent. In still another aspect, the present invention provides an
information nethod for furnishing to anginformation furnishing apparatus
pre-set encrypted data and a key encrypting the pre-set data, including a
comuni cat kesih@BnRhtibEe@bVIi Ng data concerning the use of the data

downl oaded by the information processing apparatus and data required for

settlenent, fro &ﬁﬁnﬁ i J 3 . nt
step of making £Hett ercr)g{ne? E%lg{é Oﬁegﬁgﬁﬁgp goxggﬁb?g(%%i‘dﬁ%fo?ﬁgnﬁnsgﬁtgﬁs dat a
downl oaded j rmat § o [OCRSS] ragu n n.the required
For sett I oRBraitR P ol S alREEaT kiR FRBE AR T RON BRI AR B
fluni shing,nedi um for furnishin 0 ter-readahl e progr adapted to
cause. an i SroRi B et rocessing heuiREbeamrnnp el tp e BRE8RE | ot oo
data and a_key encrypting the pre-set data to execute processing inc]uding
a conmmuni c&9f aﬁcwf%%f)oautﬁ@&gamﬁgbaagaew@@r AT9R PHE Cfsdmote (RUPERSE

downl oaded by the information processing apparatus and data required, for
set t | ement authegheation pracsdwas ip ﬂsegplagésgh ﬁ@e PEp8etaprasesswggd apd Jeeipresabnt
step of naking settlenent based on the data concerning the use of the data
downl oaded aBtheptieationrmeanstfprexegnivegtheisplgcted yeeintagal anthenginationeprgaeduresqui r ed
for settlenment. In still another aspect, the present invention provides an
i nf or mat i ohy theedeationgnear8. appar atus including first execution neans for
decodi ng and executing an encrypted program and second execution neans for
furni shing t he brsilamther aspestfthe presentaoverition prevides a thethod fiog pravessrg r ypt ed
program and for executing the program based orJ1 the results of execution of
the first thecinbormutiondyren informetioh pravestingappasytes for red¢iprqsakbadhenticatiemt i on
provi des a nmethod for processing the information of an infornmation

pr ocessi ngvathmaothen nformsatioh prgeeasihig mpparetus toiexesntegiresetqfrockssing) ingvidcll
executing an encrypted program and a second execution step of furnuishing
t he progr athd methel frolsdesex selettiam sepepl,  shdentihignihe t processingyfor edeipraxgal am and
for executing the program based on the results of execution of the first
execut i on stthenti¢ationttieing exeotted froas peeor, moteaepipaehiuthentieatiompraeedwiesles a
furni shing nedium for furnishing a conputer-readabl e program executing the
pr ocessi ngin ketpidgngith the rpe-sek @eodessing,s brg aofecimocali aghantatmecsttp of an
encrypted program and a second execution step of furnishing the programto
the first exemtingahe sé¢legted desiprdcaldnt dnethenaspget,atle presgutanvannfprovidzeaut i ng
the program based on the results of execution of the first execution step.
In still aaotheaticatitmgirbeedunés B theaslectity aitiahen provi des an information
processi ng apparatus having a sem conductor |1C | oaded thereon and adapted
for furnishing dnptilahathet Sspeet, theqsivied itvéntibe pasides @ fetuishéig hediuinfoshi ch

t he apparatus includes communi cation neans for transmtting the programfor
executi on Bymidhéng 8o adat1& p £t @Bl teOproSésdingOihchitihgd ar
receiving the encrypted program 9 fromthe authentication station,

recordi ng ggadfor Wép 6£696G RIS focEi o/l FldigtoPliagthehBERiondidg exchtea

aut hentication station, and transmtting neans for transmtting the program

recorded ORoi{1gné %9%&%*}9%;5&@9&‘5&%&&@%%?&1&84 &rkéeg'%ng' With thé preafiqt her

aspect, the present invention provides an i nfornmation cessi ng net hod for

an i nf ormatj cessl nd.: rapus..havin ] t
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sem conductor IC, in which the apparatus includes a conmunication step of
transmtting the program for execution by the sem conductor 1Cto an

aut hentication station and for receiving the encrypted programfromthe

aut hentication station, a recording step of recording the encrypted program
received fromthe authentication station, and a transmtting step of
transmtting the programrecorded on the recording neans to the

sem conductor |C.




In still another aspect, the present invention provides a furnishing nmedi um
for furnishing a conputer-readabl e program adapted for causi ng execution of
a processing by an information processing apparatus having a sem conduct or

| C | oaded thereon and adapted for furnishing a programto be executed by
the sem conductor I C, in which the processing includes a conmunication step
of transmtting the programfor executi®n by the sem conductor I1C to an

aut hentication station and for receiving the encrypted programfromthe

aut hent i caputhentidatioh Proceduf By the RelesiGPmehng, ecor di ng the encrypted program
received fromthe authentication station, and a transmtting step of

transmtting thg @fiﬂ%ﬂ@@h@@%@@ﬁ? {88 B&%eﬁteqﬂ&&iﬁeﬁ st @ b{fhod for
[l anot her as

sem conductor IC In sti ect, the present invention provides

an infor m%ﬁtﬁgntﬁ)éa%ﬁsﬁiﬂﬁ%n(ﬁj g%l?ﬁrﬁt\[(@ Ak ?aﬁﬁ&ﬂgmﬁﬂbérn %”ﬁlts't ?bpglﬁa%fsg ng

apparatus having a sem con I"oade ereon and adapte

furni shi ng a e.execut ed .by the sem,co t | C

aut henti c a?'lﬁ%sgﬁlg&aﬁ iﬁ})p?’ f?‘ﬁ k\% Fﬁﬂ{)’tl%én foﬁ'ﬁlgﬁﬂ%taflg ﬁh%ﬁ%’sg é&qo%n%rgggrr At uS

i ncl udes c nicati op neans.for transmttin he pr.ogram for executi,on by
the sem coflbucPBRat o 18 Tt PREFAESET Biseiohd AERFEING SOPB8d WARB: he
encrypted pragram from the authentication statio ecor.dj ng .ngans _for
recordi ng %’Fgg@n’?:‘?‘?%?re‘ﬂ 8 appREse Ieceling the Daﬁfﬂ‘l éﬂf‘*’ﬁ%tlgg’ﬁ“?flgpi on
and transmtiing neans for transm {ting the programrecorded on the

recor di ng ‘ili'§%t‘§¥ TW&"% ewmberefithe Brst ppparatys, trapsptedirom thefrstanparatys.i on
station includes communi cati on neans for receiving the program executed by
t he seni cobyithe second apparates, commuimgtthe kgy tin dhasroopd appatstusofram the keye
information processing apparatus, and encryption neans for encryptin
program rait@bute infoymatien, gencrating athisirandemauniber fropythe key alyytélpéﬁstan |
still another aspect, the present invention provides an information

pr ocessi ngsesppdrandem numbars in thesacond apparaus,| tensouitiog thafemmationdomthgpt ed
for furnishing a programto be executed by the sem conductor IC, in which

t he appar asesondnot thicd randany mynbeys and thee keyr fiog the segandppperatemigshe first
command queue contained in the program executed by the sem conductor |C,
recor di ng appamatuf,oeceieingrthié mdornniasiopramghe sedomdaind ¢lird raadomrmvembetrg aedithehas
been re-arrayed, and transm ssion neans for transmtting the program
recorded okey teansmittedifroo the sesondapphmtsein the fulstepparan, gemerating thedeayt her
aspect, the present invention provides an information processing 11

met hod f or fram thefinforatation oprthe ke imife firplaappavatudiavi ng a semni conductor | C

| oaded thereon and adapted for furnishing a programto be executed by the
sem conducgeneratihg a foutth cindone nomiben dronn che kieys amd the- first ayd secaidemandbm
re-arrayi ng conmmands of a command queue contai ned in the program executed
by the senhwabersdhahe fifit appiraan) tangnistigptheffoneh sardiongntindepfrogr thefirst whi ch
t he conmand queue has been rearrayed, and a transm ssion step of

transm t ti agpdris ps hesecondppaas, ad filding @ tansicikeydrms theahird and fourth

sem conductor IC In still another aspect, the present invention provides a

f urni shi ngradeiiurnmbér dnd thie kel M eaclCONRBY iRkt driadobiEape@uam adapt ed for
causi ng execution of a processing by an information processing apparatus

having a sem copdygflohnbfhet ORGPBE, Fﬂl@rﬁ&@e&”ﬁ}%ﬁﬁ_ﬁﬁ eprolvifest & NingtHod fér

programto be executed by the sem conduct or in which the processing

i ncludes agfihe 'éﬂbh“&cﬁiﬁ%(gengﬁgﬁgré‘ﬁ@@re&%ﬁf‘%ﬁﬁb@? A £ HTEPRSpAHRNE
cont ai Pe?el n ' the programre C}J ev\/niyhtte sem conduct or IC,. a recordi ng
eop Py eoahdnitinb 25 B3 SRIATKLG ApRatiug e KATARARAURKSGISR e first, |

the recording nmeans to the sem conductor IC. In still another aspect, the
present invention provides an information processing apparatus having a
sem conductor | C | oaded thereon and adapted for furnishing a programto be
executed by the sem conductor IC, in which the apparatus includes
rearrayi ng neans for re-arraying conmands of a command queue contained in
t he program executed by the sem conductor |1 C, encrypting neans for
encrypting the 12
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program recording neans for recording the program which has been encrypted
and in which the command queue has been re-arrayed, and transm ssion neans
for transmtting the programrecorded on the recording neans to the

sem conductor IC. In still another aspect, the present invention provides
an information processing nethod for an information processi ng apparatus
having a sem conductor |C | oaded thereog and adapted for furnishing a
programto be executed by the sem conductor I1C, in which the nethod

pr ogr a execu ser condu
cont i nad PREAGSHe ey SRRkl RO ek ARt oAU IIRE TR

t f t t di t f di th
ot e has. Buivek R 0F o aRhARsAa i b fnd oo SonbEio) s Ruln it r V0

and a transn ssion.ste f transmttin h rogramrecorded on the
Fcordi ng PBRET Hothe secse ppack Fetenvigs the T oG Rt aRowhar. kSrutbute e
present invention proyides a furnishing pediumfor, furnishing, a

conput er - r SHEEBAMOLPIAE Avist ApRptates, they agtanbgreﬂgfmeen i%%%ﬂecgncbmvé%%w ng by
an information processing apparatus having a seniconductor |C | oaded

t her eon an@nddbpiisst rapdomy mpsber, fraaspittegr &ﬁmt thefirsb appareig, inythentecond

sem conductor IC, in which the processing includes a re-arraying step of
re- arrayi ngpparatisen demphiting @ofirsérkey ducthe ssoondiiappatatus frora the dipyastirdageut ed
by the sem conductor IC, an encrypting step of encrypting the program a
recordi ng snfepmafion eftbe décupdtappamtusycamputinghsdrasd keem theseoppt eppaatisi n

whi ch the conmand queue has been re-arrayed and a transm ssion step of
transmtti fign ltkee keyattabnte écformeatowof thecfirseappatitng gererating @ thivd randdén

sem conductor IC. In still another aspect, the present invention provides a
sem conduchoambef ffendhe key aid thef irstednd vequndc amdomgnampersainutheasstoadapt ed
for executing variabl e processing based on commands fromthe i nformation
processi ng apparatis tansmiktingthe infohaatiandr thedecémy andGhird eanddasniirabenstandn
means for receiving an encrypted first programtransmtted fromthe

i nf ormat i othekeaCc Aohi the seqopdappatatusde dadiinRfapfhedias, rédeidfg ad nfbrinatdohiohst
program recei ved by the reception neans, hol ding neans for holding a second
program adéggs e€tbondr and ©GRISREindend hembefsSdndpitedtyM teieenties Boni fe: skeoadi ng
means, executing nmeans for executing the first program processed based on

t he second appagtiaiih e firsb x;f)ﬁdﬂ@tub,cg&leﬂﬁingaases@nd ke Gomtthé idoriaih diothe
transmtting the results of execution by the execution neans to the

i nf or mat i oReP D ARSEHitsh SpFHrRATsAEetferatii}fa fhurEKRARbMOIRE FrdR theksyf aidiheg t he
t une- keepi ng operation and for correcting the current tinme based on the

time infor Fédadd sééHdrhdforh HiMbERTA He MEQHPaSII) raRdnitiigthe fouitiitahdbm
anot her aspect, the present invention provides a nethod for processing the
i nfor mat i opufifbed AATIHeORMAH ahHirathbtéd BRARLoMN aphratit AhIFHnldAY PHraB€aES Iy
apparatus and adapted for executing variabl e processing operations based on
command {1 giirh B dhHIGRTEOAAR rRIREFASHOE: ARNAE LN e iHBhaTof (he FR i
i ncludes a reception step of recelving an encrypted first program
transnittegegédyg thdf ormati on processing apparatus, a decoding step of
decoding the tir program recei ved by the reception step, a holding step
of holding a se I I I .
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based on the tune information fromthe informati on processing apparatus. In
still another aspect, the present invention provides a furnishing nmedium
for furnishing a conputer-readable programfor causi ng execution of a
processi ng by a sem conductor |IC | oaded on an information processing
apparatus and adapted for executing variabl e processing based on conmands
fromthe informati on processing apparatus, in which the processing includes
a reception step of receiving an encrypted first programtransmtted from
the information processing apparatus, a decoding step of decoding the first
program recei ved by the reception step, a holding step of holding a second
program adapted for processing the first program decoded by the decoding
step, an executing step of executing the first program processed based on
the second program held by the holding step, a transmtting step of
transmtting the results of execution by the execution step to the

i nformation processing apparatus and a tinme-keeping step of performng the
ti me-keeping operation and for correcting the current tinme based on the
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an encrypted programto the sem conductor I C first reception neans for
recei ving output data which is the result of processing of the program by
the sem conductor 1 C, second reception neans for receiving data and the
time information from anot her apparatus, storage nmeans for storing data
recei ved by the second reception nmeans, and correction nmeans for correcting
the tine informati on of the sem conductDr |1 C based on the tine infornation
recei ved by the second reception neans. In still another aspect, the

present i njewhloadedtyate ﬂﬂﬁnﬁdtidu‘jfr@édﬁ%@@ﬁ?ﬁﬁ@ﬁﬁﬁé e reqiifeddof ttlément,
i nformation processing apparatus adapted Tor outputting variable commands

to a | oadefoffhé QRfHrmalbn ! oé%sj{n%g ﬁg#&ﬁg, Lh§' elemdr? igigw o8 endiBhé 0d

i ncludes a transm ssion st tting an encrypt programto t he

sem conduc I3r t] - [l ecelvi o) Lch is
t he resul téég?elgrg%tcgassjsepn%& Blﬁee?%g %O?lgaﬁgﬁrﬁog% ?%eegfs?('gﬁrﬁ @g‘%ﬁ%ba@ Blél\qis}{:acond
reception | receiving data and the ti info ti f rom anot her
appar at us, 1%.‘5&2@3{036)38@8% P2, Sﬂ*g' %‘a’l%g #g‘égﬂ%‘?}d g‘?f spﬁ%n&e@@.ond reception
step and a correctj,on step of correcti.ng the ti i nf.opmat j.on _of. t

sent conduct or | 1B S18BeReAwR, e pESEIMBToROR sre vz at By tioRmedud Ry
reception step,.In still another aspect, the present inventjon proyides a

f ur i shi ngfiFRShingtp g RfArFRAGAR fyrms AP0 PEETALY SICEVRIEH AHA B £ K6¥T ng an
i nformation processi ng apparatus to_execute a processing, the informtion
processi ngCsEyRing the Pes-sef da@ptineludingor toommynieation stepopfrapepiving data

sem conductor | C | oaded thereon for execution thereby, in which the

pr ocessi ngeansering theauserafitberistaidownioadeddry the informatiomprogassing eppasetus pt ed
programto the sem conductor IC, a first reception step of receiving output
dat a whi chendsdatagequirad for settlement skomghe infohmatiomprasesding apparssi @tt.&gduct or

| C, a second reception step of receiving data and the tune information from
anot her apseétlement step ofimakine settlement based pix the diva conasoning gt usg aflthe dataond
reception step and a correction step of correcting the time information of
t he semni codewmlpaded by itlas sxfounatidreptagassingh apparsins and raacthievdsda wgquited Hecond
reception step. In still another aspect, the present invention provides an
i nf or mat i osetihemendssi ng apparatus for outputting variable conmands to a

| oaded sem conductor |1 C for execution thereby, in which the apparatus

i ncl udes st or ade stilansteo aspecqrtheprests ipvagioapravidesia fianishing mediufrofor
executing the program control neans for controlling storage or readout of
t he pr ogr afursishinglascaimpieef-readable progmagelapedts cafise st informatjzin fumniskmgs f or
encrypting the programwth a first key supplied fromthe sem conductor IC
and secondappaeatup fordirnislang ptexetenciypiéd daa hhé adkay enwypling tleomrersdt Haty
supplied fromthe sem conductor IC In still another aspect, the present
i nvention torexecoepracessingdncibtingna pooeagtcapnrsdpefirekeivimddta toncahingn
processi ng apparatus adapted for outputting variable commands to a

sem conductherusk Gfl thad@ath dowhRaded By thy @efotrmationt pRiceiiing appavatesahddataet hod
i ncludes a storage step of storing the program and data required for

executing fekfirdd 66 RMlerdertOftbitthe ShfPmafio ?Wc@@dﬁ% BfpavhtOE 26 Diettl@agaut of
the programand the data for the storage step, a first encryption step of

encrypti ngstg;hsflﬂma QBB l?as%ii ba thd<Bi¥a é&ﬁehiiggtﬂerlegbm% dagidoraigatedor 1 C

and a second encryplion step of encrypting the data with a second key

vent on B g AR TR RRGUELAE spEaralfh akd or 0 Nele RuRSREE sctdifelt. J3obl ¢
B ovi d | didm For” g 8 cor _
o1 oceasi ng. appaP anieigRt SRRk huiveflidt BETRRA AR Rr R R Bk, "

sem conductor | C for execution thereby, in which the processing includes a
storage step of storing the program and data required for executing the
program a control step of controlling storage or readout of the program
and the data for the storage step, a first encryption step of encrypting
the programwith a first key supplied fromthe sem conductor IC and a
second encryption step of encrypting the data with a second key supplied
fromthe sem conductor IC. In still another aspect, the present invention
provi des a sem conductor | C adapted for being | oaded on a pre-set

i nformation processing apparatus, for receiving a program supplied fromthe
i nformation processing apparatus and data necessary for executing the
program and for executing the program in which the sem conductor IC

i ncl udes storage neans for storing a first key proper to the sem conductor

| C, key generating neans for generating a second key fromthe first key
stored by the storage neans and fromthe attributes of the program supplied
fromthe informati on processi ng apparatus, first decodi ng nmeans fox

o r

1




1g | oaded on a pre-set information processing apparatus, for receiving a
program supplied fromthe information processing apparatus and data
necessary for executing the program and for executing the program in
whi ch the nmethod includes a storage step of staring a first key proper to
the sem conductor 1 C, a key generating step for generating a second key
fromthe first key stored by the storagg step and fromthe attributes of
the program supplied fromthe information processing apparatus, a first

decodi ng st ié%ﬁﬁ L i I

decodi ng stagga%?usﬁggrggl g tﬂgx%gﬁ gﬁ\?é@taﬁb ?ﬁe&gggigﬁ%ﬂg%@ n s?} | | ﬁggher
aspect, th e i i on..RLavi de i Shi I furni.shing a
conput er - 1 LRSS R B e e ol RlrRh kBB S B biebiB %,y
a sem conduct or éc gd%ﬁ%ed forf@eing_load on a .r?@get infBrn%;io
processi ng Bar $1AQEIEIBP Ry RiadinTgera! B AE EileHPIOSEAR LAY A F mat i on
processi ng appargtus and data _necessary for executing the program and for
executing ﬂﬁgﬁﬁﬁgﬁﬁﬁﬁﬁmmﬁﬁﬁ%Pgmﬁﬁﬁémﬁﬂﬁbﬁg§ﬁng includes a storage step of
storing a first _key proper to the sem conductor IC, a ke enerating step
for generating & ydémmﬁkregspwtoﬂaetmsem myentienyprovisies 8 msthed forawrerasgiagst ep
and fromthe attributes of the programsupplied fromthe information
processi ng thp peanation ef &1 infermpsion direesssing pppdrate derlndigs t RLirpt expeationi t h a
third key and a second decoding step of decoding the data with the second
key. In yetstepefidesodingpadiexecitogmamesenyptedpragriamandr aviedennd execitibmstept i on
processi ng systemincluding an information processing apparatus for

suppl yi ng affumishamg e prograch toythe fiest sxedution dtept decodingathel encrgpted progitamt or | C
adapted for being | oaded 19 on a pre-set information processing

appar at us, ahdforeeeutitigthe progragy taased ap id resulfs affexedaidnndfaherfitst erequtionessi ng
appar atus and data necessary for executing the program and for executing

t he programstep.n which the information processing apparatus includes storage
means for storing the programand data required for executing the program
control neans-f du stilbaiisthéd aspacts i mgseno inveatisiopiovides alfarmishogs adamd férhe
data for the storage neans, first encryption nmeans for encrypting the
program wi tfhrmising atcolipmtauepdaldd progamt bRecgitithe frivessing Mchrkis®adirst
encryption neans for encrypting the data with a second key supplied from
the sem corstaitin stepasitidédddihg cadnestcGaig @i dRaffted Program) At 4 ise¢pridne
encrypted program and data necessary for execution of the programto the
sem conductextcitionagtep odrfuiskingi the prdy@ai tosthe itk GRRAtION kRYs décoding tie

sem conductor 1 C, in which the sem conductor |IC includes second

comuni cat iefBryFesisroffiin A6E RirékBehtindeh&propydih Bascdioaghérasaltslofialedutigcessar y
for executing the programformthe information processing apparatus and for
transmtti ﬁgeﬁme;(gélﬁ;onadisb.second keys to the information processing
apparatus, storage neans pre-storing a third key proper to the

sem conduct or | G stPdhARGGHsPEItNEe B?e%eﬁtiﬁ%ﬁ%@%ﬁ&émiﬁf&ﬁﬁﬁ&é?kﬁwssiﬂg)m t he
third key stored in the storage neans and fromthe attribute of the program

suppl i ed fraamaiafies hdVifg avsfemasblﬂrugf&%i RAJEPRRTEN End hadpibd FECREhIBRINRANS

for decoding the programrecelved by the second comrunication nmeans with a

first key n%ﬁg%gfﬁﬁﬂe gﬁ&ﬁﬂéd‘BY h’lﬁ{‘ﬁéﬁ&c%ﬁdﬂcﬁ%@%l@%?@@g g%éﬁﬁﬁis‘iﬁ&uﬁéfs the

second co Ion neans w e seco I nvention gives
rise to the fol | ow L tordous effects: )e~d N Lypted tais
recor ded o% i e"ﬁ%%%é#ds tf;?g éﬁ?"?b&'ﬁ‘%n ei’g?é’m;'l sfSFeﬁ’ée%%‘E’ }e{dbgnéﬂea
recorded on the HDD 2 so that,.if. the .contepts recorded on HDD 21 are
Copted. t hagwondnsior iG 1Sk sulBiticatian AEHEE S s SedsRESE 8 cuPBPle b BAnl on
duplications frombeing distributed in large quantities. (2) If a pre-set
air is copied once, the air and the recording date and tune are registered
on the air database, in order to prevent the air frombeing copied for a
pre-set tune, such as 48 hours in the above instance, so that it becones
possible to limt the nunber of tinmes of copying and hence to prevent
duplications frombeing distributed in large quantities. Mreover, since

t he hash values of the data are conputed and saved each tune the database
is updated, it is easier to prevent database nodification. (3) If the
contents are delivered to an external equipnent, the contents on the HDD 21
is erased. Thus, the contents, as original digital data, is not left in the
HDD 21, so that the duplications thereof can be prohibited from being
distributed in large quantities. (4) Since the air database is provided in
the HDD 21, and the entire hash val ues are checked each tune, the source
data can be reliably erased even if the contents of the HDD 21 are backed
up directly before the novenent and the backed-up data is |listed on the HDD

B Y T o o
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21 (6) Since it is checked by reciprocal authentication processing prior to
data delivery fromthe external equipnent to the personal conputer 1

whet her or not the software of the personal conputer 1 is authentic, it is
possible to prevent the contents from being delivered to the unauthorized
software. (7) Since the ISRCis used for verifying the identity of the
music airs and, if the ISRC is not acquyred, the TOC is used, the nusic air
can be verified as to identity even if the | SRC cannot be acquired. (8)

s execut e R e REHch Ak ltn statfors RO i lictol Boldiph ffe AER RO R 21 |
it cannot p v

i ch pracessing,. s being executed. if 0 . ftware
of the per se(;ecﬁlé)lga\(l%oﬁﬁ ee?utﬁglﬂgzﬁg?xglE@gpn,@%atrzﬁggﬁ@% 'ﬁ?mﬁgéro £ 'q‘%itgglt to
nodi fy the_software t.o.achi eve the intended functiaqgn. eover, since the
o twar o | BRI pRastion P b P b st orthe SHROATIGIEE Ton st ati on by the
EMD servers 4-1.t0.4-3, it is re difficult to dify the software. (9)
Since the progrllérﬁrlil@neﬁ@rmeea nrasest jvpntionprevides an infennation nsecssHEg,  and
data necessary for executing the programis encrypted by the inherent key
gener at ed Bigthadfosangnformagion precessing apparatusdayingy spmispndusienks loadadt er 26
as only the programis rendered distributable by a nmedi um such as CD- ROW
may be pr oflieb¢ansandradapteddotfurnishyng g prapraBitebe excsntdddyhe sémicondusctonIG, he
time of downl oading the key used for encrypting the contents such as mnusic
dat a, the utowhiehitke appavatusimchales adatenuméation stepuafitransmittig@ theyprogradufos, can
be downl oaded pronptly. In the context of the present specification, the
syst em neaexecatiornibyithe sepjzondactor I tteaniguthéntidation Istatieniand for veseiingeieum f or
furni shing the conputer program perform ng the abovedescri bed processing,
communi cat emsryptedipgograns from the anthewticdtionrstatiung b lredordingayeposf reserdingithe
addition to recording nmedium such as a magnetic disc, a CO-ROM or a
sol i dst at eem@ypted prografiireceinédfront the suthertidasioh sgitior] dnddh teaigdnapingsadpust and a
program furni shing nmedi um of the present invention, described above, since
a pre-set panghittihg the mogianetechfded dihthe iredadingithedhspo decsmiogndrparld us,
whil st the encrypted programis transmtted to the information processing
apparat us, and Inhgill ffothetedpést Qe prasehit iBRetioH mevideb aifernixhisgd Mlediunofgr event
the stored data frombeing 1llicitly read out for analysis. Also, in the

i nf or mat i ofurhishitigongpuiBitfadatiid froppin hdipted fordadsing S@cativd ofd1irdbessingmedi um
of the present invention, the reciprocal authentication processing to be

execut ed i py aRirfelRstidd PHECORMeUppARING Ha®fiighl REAt orinttie IC 1 Geded BerdUnRa@ssi ng
procedures, and the reciprocal authentication processing procedure thus

sel ected i gd4pted Firmidting 8 pRIRPah B Be &R cRfA MR the sdhicaidicR IdainaviitRthebei Ng

illicitly read out for analysis. In the information furnishing nmethod and

appar at us ribedsiig AAIEsaoRmihibSi SESEY OF fhndtiRtifg 8R$bgraly fitlekesutisiat a
concerning the use of data downl oaded by the 23

by the semiconductor IC to an authentication station and for receiving the encrypted

i)

program from the authentication station, a recording step of recording the encrypted
program received from the authentication station, and a transmitting step of
transmitting the program recorded on the recording means to the semiconductor IC.

In still another aspect, the present invention provides an information processing



i nformation processing apparatus and data required for settlenent are
received fromthe informati on processing apparatus, whilst a key is
transmitted to the information processing apparatus, and the settlenent is
made based on the data concerning the use of the data received fromthe

i nformati on processing apparatus and on the data required for settlenent,
it becones possible to prevent stored dgga frombeing illicitly read out
for analysis. In the information furnishing nmethod and apparatus and a

program f Ufsgi%%ﬂi R LA Y orﬁlgﬁotpg?&% i %?ﬁﬁ%g‘fggmat a @&ﬁfcﬁﬂhﬁ&opﬁ@gr am

i s decoded execut ed, the programis encrypted programis

decoded, a i n esuhkts e ution,
it beconesqg%%@?gﬁgagé%%@eégﬁggf#épgyéﬁéggagtgkﬂﬁgﬁl%%J%geg%g%%bgﬁxﬁﬁ
illicitly for.anal ysi In the information furnishing. rethod and apparat us
and a prog rsﬁml(f%ﬁ?#é)ﬁ ?ﬁg’mﬁj&ﬂ hetication siption, in w”’r’l‘?‘éﬂ? F’gﬁfmﬂf’@ RSPB“&E&‘H]
executed by the sem conductor |Cis transmtted.to the autheptication
station, tHPPARERSABCRIGCSFIPPIRIcaLon 8%9@11%&! tyangiitting the program fofexesition,; i on,
and the encrypted programreceived fromthe authentication station is
recorded arlty the semisonduetor IC totheautheatisatiss ssatiqnand; for reeivineshp eaarypied o
prevent the stored data frombeing illicitly read out for analysis. In the
i nf or mat i orPrpgesEfemile gythentination stationgeeerdinganenns Serrecondingthe spcrypiedce t he
program executed by the sem conductor ICis transmitted to the

aut hent i catnregras aecaved tihemether guthentiqatioyr stations andc tiangditfing rmedns for

aut hentication station, and the received programis encrypted in accordance
with a pre-teasnsttgigahe pragram rposdedbr theareco@ingmesento thtreemiconddctdai@, f rom
being illicitly read out for analysis. In the information furnishing nethod
and appar atand inwhich fhecapthenticution statioginchdies cominunieationasems forreeeaivingn, t he
command queue contained in the program executed by the sem conductor ICis
r e- ar r ayed,theé ipeograngexerutedvbyn the $egnicomduetmnidC antbfr tramsarittimgetle ieacryposar ded
and the recorded programis transmtted to the sem conductor |IC, thus

pr ohi bi t i ngproftanciotthe mfickmetioaptocssdihy spimraths,tahd esdroptich siaims fof enciryysting

i nformati on furnishing nmethod and apparatus and a program furni shing nmedi um
of the preshaprogramnidceivedttyahe oomBiichicition neanblifiafe-setsyistedn.pr ogr am
executed by the sem conductor ICis re-arrayed, the programis encrypted,
the command queulgstilaidthérdspyedhe predeitigvedrion paividesphdgioadation procedsiled and
the recorded programis transmtted to the sem conductor |IC, thus

pr ohi bi t i ngapphtdted haviagdosemissstivets Isicaded tlidreorshnd adapied for furnishing a

i nformation furnishing nmethod and apparatus and a program furni shing nedi um

of the pregabfrantuehé extutddsy the SédhidBhdRErdd, n WRlthIhE hypdratus dicdeddsirag t he
program are stored, the programand the data are controlled as to storage

and r eadOUtandylﬁl% Blcdls 01 r&-aftBfiny Rogthaidshoft HRofinifild fednesstmpdihed in tiggn t he

sem conduct or and the data is encrypted with the second key supplied

form the Seqibsmndebited Gy A SerkicBhiitér 1T, edor@ing mEAROR: RBSARAKNSI S Of

the stored datfa. Also, in"the information furnishing nethod and appar at us

and a progriBfatt i 9RichheemkEnal quef hRd B&E Ye-drii{Ra] A trarshfs e feRhed
first progranmt transmtted fromthe I nformation processing apparatus, is

recei ved, t [ ' i 3 SARd: am
for pr ocesshaRREIHER i piterdth PRISRA on the rap HRERFand (ThE SEAIROBLAGH
processed t he second programthus kept is executed, the executed results
are transm'tted to the informati on processi ng apparatus, a tune-keeping
operation is perforyed and the current .tine.is caonrect.ed based on the tine
i nf or mati on froJ{‘F{\@EaP?FﬁSWFRF% eBF??SE%‘QY%"M%?Q?W m?WEBPBﬁqCB%ﬁ%g
illicit readout and analysis of the stored data. Mreover, in the

i nformation furnishing nethod and apparatus and a program furni shing nedi um
of the present invention, the encrypted programis transmtted to the

sem conductor | C, which then processes the programto generate and out put
the results of processing, the output data is received, data and the tine
information are received from anot her apparatus, the received data is
stored, and the tine information of the sem conductor 1Cis corrected, thus
prohibiting illicit readout and anal ysis of the stored data.




Furthernore, in the information furnishing nmethod and apparatus and a
program furni shing nedi um of the present invention, the first key proper to
the sem conductor I1Cis pre-stored, a second key is generated fromthe
stored first key and the attributes of the program supplied fromthe

i nformation processing apparatus, the programis decoded by the third key,
and data is decoded by the second key, thus prohibiting illicit readout and
anal ysis of the stored data. In addition, in the information furnishing

met hod and mgthed fioruan mfickneationqroesssingrappstatwsohaving aiseroicontactpr KS dorded

i nvention, the program and data necessary for 26 executing the program
are st or ed,thérben pdgtaprediod firhishilptapregranciobe ertdutet astht semicondgetorit)
readout, the programis encrypted with the first key supplied fromthe

sem conductigrwhith thBanétiba ihsluges b ielehyigt iep T FeabaglinkeoorsvBRdd 6F af Or m
the sem conductor 1 C, the encrypted program and data necessary for

executing 'cbhﬁnaﬁfcpgﬁa{a &slﬂagl%gria% hg'g%l'gﬂ'; Eﬁ&gﬁmy Qllaei Yehonlifetof €, g.i rst

and second keys are recelve rom-t m conductor 1 C, the encrypte

program a”qe&cf}ﬁiéﬁistggas&g yécording éf%’ko%&figﬁ 't'vﬂgclli tHe SRR e Haf Ly £ the

first and secon ornmati on"processi ng

appar at us, ird .k roper the sem.co ctor |C | restored.,. the
cbbond key a8l el RbnBhRSEneled iR TRR I BELG s e PAF R AR OhOT (e
program supplie rom t.he jnforpption processing apparatus, the received
program i s"geeagﬁg%h‘wnflﬁ%mhc&gtl ey and the received data i s decoded by the

second key, thus again prohibiting illicit readout, and. anal.ysis of the
stored data. Br FbftPaRetherspech the Trprenbimyptigrpraviies o fupushine medin otrrent
of a contents.nanagenent system accordi tQ.the present .invgntion.,K Fig.?2
11 ust r at eduEnisinggeomputer-eadablesoammadapia or Causing grosutipp ofiraseising
structure Qof a.portable device 6. Fig.4 (s a block dia mfor illustrating
the struct é‘%&%mét‘?‘}meﬁmﬁg gppatays W}m%ﬁﬂe%?éfqadpg&eseon and
illustrates an instangiggf a displa% oper at i on, conmand, Wi ndaw, 27 Fig.6

i 11 ust r at e@dapiedfosfwmashing apragram o uted by dhe W?W@F‘gﬂpai?"ﬂychﬂ? audi o

recording program 113. Fig.7 is _a flowhart for illustrating the_processing
of copyi ng PEResEIRg ingludasamganapingstemel rpmTaying commands of a command queue

fat

contained in the program executed by the semiconductor IC, a recording step of
recording the program in which the command queue has been re-arrayed, and a
transmission step of transmitting the program recorded on the recording means to the
semiconductor IC.

In still another aspect, the present invention provides an information processing
apparatus having a semiconductor IC loaded thereon and adapted for furnishing a
program to be executed by the semiconductor IC, in which the apparatus includes re-
arraying means for re-arraying commands of a command queue contained in the

program executed by the semiconductor IC, encrypting means for encrypting the



Fig.8 is a flowhart for illustrating the term nal database. Check
processing of step S 12 of Fig.7. Fig.9 shows an instance of a term nal
database. Fig.lOillustrates watermarks. Fig. | | shows an instance of an
air database. Fig.12 is a flowhart for illustrating the operation of
nmovi ng contents fromthe HDD 21 to the portable device 6. Fig.l3,
continuing to Fig.12, is a flowhart fqgp illustrating the operation of
novi ng contents fromthe HDD 21 to the portable device 6. Fig. |4,

Lk o e
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Fig.12. Fig.18 vvchart for illustrating the operatlon of copyi ng
contents fromt peet, the RresenbipveBIPIQRides ANl g OrFTF"é‘OPQmQ?éﬁPg nui ng
to Fig.18, is a row:hart for illustrating the operation of copa/

contents f Psthed ormpnformaion psogsssing Bppargaigihaying a semiconductor IC loaded

thereon and adapted for furnishing a program to be executed by the semiconductor IC,
in which the method includes a re-arraying step of re-arraying commands of a
command queue contained in the program executed by the semiconductor IC, an
encrypting step of encrypting the program, a recording step of recording the program
which has been encrypted and in which the command queue has been re-arrayed and
a transmission step of transmitting the program recorded on the recording means to the
semiconductor IC.

In still another aspect, the present invention provides a furnishing medium for
furnishing a computer-readable program adapted for causing execution of a processing
by an information processing apparatus having a semiconductor IC loaded thereon and
adapted for furnishing a program to be executed by the semiconductor IC, in which the
processing includes a re-arraying step of re-arraying commands of a command queue
contained in the program executed by the semiconductor IC, an encrypting step of
encrypting the program, a recording step of recording the program which has been
encrypted and in which the command queue has been re-arrayed and a transmission

step of transmitting the program recorded on the recording means to the



Fig.20, continuing to Fig.19, is a flowhart for illustrating the operation
of copying contents fromthe HDD 21 to the portable device 6. Fig.21 is a

flowchart for illustrating the operation of noving contents fromthe
portable device 6 to th.e HDD 21. Fig.22 is a flowhart for illustrating

t he operation of copying contents fromthe portable device 6 to the HDD 21.
Fig,23 is a flowhart for illustrating the operation of copying contents
froman EMD server 4 to the HDD 21. Fig.24 is a flowhart for illustrating
detai |l s of senneogduwgomI@cessi ng of step S204 of Fig.23. Fig.25 illustrates a
charging log. Fig.26 is a flowhart for illustrating the processing of

copyi ng cont entkn stifl ahbehetb¥pede, tHepréRemtinyExtidti16vide €4 sBntiddndréfor ’C1dMded
personal conputer 1 of Fig.2. Fig.27, continuing to Fig.26, is a flowhart

for illust ; . ; i i onn an
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a flowcharte b obndidtSPic Blchits trggep?%%rxgée{n% For’ rfeceiving an encrypted first program

transmitted from the information processing apparatus, decoding means for decoding
the first program received by the reception means, holding means for holding a second
program adapted for processing the first program decoded by the decoding means,
executing means for executing the first program processed based on the second
program held by the holding means, transmitting means for transmitting the results of
execution by the execution means to the information processing apparatus, and time-
keeping means for performing the time-keeping operation and for correcting the
current time based on the time information from the information processing apparatus.

In still another aspect, the present invention provides a method for processing
the information of a semiconductor IC loaded on an information processing apparatus
and adapted for executing variable processing operations based on commands from the
information processing apparatus, in which the method includes a reception step of
receiving an encrypted first program transmitted from the information processing
apparatus, a decoding step of decoding the first program received by the reception
step, a holding step of holding a second program adapted for processing the first

program decoded by the decoding step, an executing step of executing the first



outputting contents fromthe HDD 21 to the I EC 60958 term nal 24a. Fig.30

Is a flomhart for illustrating the processing of checking replay
conditions of step S275 of Fig.28. Fig.31 is a flowhart for illustrating
the operation of outputting contents fromthe HDD 21 through the portable
device 6. Fig.32, continuing to Fig.3l, is a flowhart for illustrating the
operation of outputting contents fromtje HDD 21 through the portable
device 6. Fig.33 illustrates the function of a non-volatile nenory 34.

7 .35 snott et ARl bt 9 I b RrRESl B0 EhAdaE dip
i GG . . j 4. Fig, 37
anotner 11 1rspPfpe BtpitFibgrfliot I A8 T Shono Bk adthunb fe BT 5" o

is a flowhast for illustrating fhe recj.prqcal. authenticatian ocessi ng
bet ween t h&" @ ProcgRYing ARPHAMS SRd 2 ERGeRIng SteR-PE P ?‘“&‘8&3\[‘% Mg to
Fig.38, is.a flowhart for, illustrating the reciprogal authentication

pr ocessi ng KGEPREOReTakion 794 forsorrecting tﬁ%@“%‘é]‘é’é‘?’r’a‘l’ase RBihe fime mEqragion
continuing to Fig,39, is a flowhart for illustrating the reciprocal

aut henticatﬁ%ﬂ%@é@?ﬁ“@@ﬂi@@%ﬂam@aﬁﬁapter 7 and the personal conputer
1. Fig.4l, continuing to Fig.40, is a flowhart for illustrating the

reci procal aut h&nstilbanather gspessetheipresentinyention previdds p fumishinggedive % sonal
conputer 1. 30 Fig.42 is a flowhart for illustrating the processing of

encrypt i ng fardghing e cpmpytearreadable program for causing execution of a processing by a
semiconductor IC loaded on an information processing apparatus and adapted for
executing variable processing based on commands from the information processing
apparatus, in which the processing includes areception step of receiviné an encrypted
first program transmitted from the information processing apparatus, a decoding step
of decoding the first program received by the reception step, a holding step of holding
a second program adapted for processing the first program decoded by the decoding
step, an executing step of executing the first program processed based on the second
program held by the holding step, a transmitting step of transnﬁtting the results of
execution by the execution step to the information processing apparatus and  a
time-keeping step of performing the time-keeping operation and for correcting the
current time based on the time information from the information processing apparatus.

In still another aspect, the present invention provides an information processing
apparatus for outputting variable commands to a loaded semiconductor IC for

execution thereby, in which the apparatus includes transmission means for transmitting



Fig.43 is a flowhart for illustrating the processing of the adapter 7
executing the encrypted source program Fig.44 is a flowhart for
illustrating the processing of encrypting an object program Fig.45 is a
flowchart for illustrating the processing of the adapter 7 executing the
encrypted object program Fig.4fi is a Fig.47 is a flowhart for
illustrating another exanple of the prggessing of encrypting an object
program Fig.48 is a flowhart for illustrating the processing of having a

portion of | r ' | _ ted by
Phe crU 12" 5FRANRIeSIRIERR KR enlfoRiRRE 1T, Sinecirtotingis or foctriny

L Ustrat | BB B DR OBl L BroR e ATRAL piRiy bR AR O o TR o1 1

downl oads an“encrypti o “serve rrying
out the In iQn Referrin 0. the .drawm.n t d nt ..l i.onsw.l 1 be
expl ai ned 1650pdAErqPioR oA &f che¥fitk AMTHRY it igP RERh bR Koty afgnth
managenent _system _A person conput.er 1 i.s conpected,to a.network 2

Conat ¢ at cHPU G 5tOaB gt or HBEY drtharaeead b3 B Socd FeRePOIRERIA A o
conmputer 1 converts data of music_sound received from an (Electrical
Musi ¢ Di st wrseﬁt}oa'rf}w%@rﬁ%é Ferracting the gune nfprtagiog of the %%ﬁ?@@&ﬁfﬁ&&asaﬂsc
(CD) as later, explained, into a pre-set conpressjon system such as ATR AC3
(regi st er et thetme infosmation gecgiied hyrthaseqondgecaptiongmeasserred to bel ow as
contents. The personal conputer 1 also encrypts the contents in accordance
wi th an appr oprinstill aspthey pspieot; theynresent inyemtionepropides dnfinfermation ppedessing

standard), to record the encrypted data. . _
method for an information processing apparatus adapted for outputting variable

2

commands to a loaded semiconductor IC for execution thereby, in which the method
includes a transmission step of transmitting an encrypted program to the
semiconductor IC, a first reception step of receiving output data which is the result of
processing of the program by the semiconductor IC, a second reception step of
receiving data and the time information from another apparatus, a storage step of
storing data received by the second reception step and a correction step of correcting
the time information of the semiconductor IC based on the time information received
by the second reception step.

In still another aspect, the present invention provides a furnishing medium for
furnishing a computer-readable program for causing an information processing
apparatus to execute a processing, the information processing apparatus being adapted
to output variable commands to a semiconductor IC loaded thereon for execution

thereby, in which the processing includes a transmission step of transmitting an



The personal conputer 1 records use conditions data indicating the contents
using condition in association with the contents recorded in the encrypted
form The data of the use conditions indicates the nunber of. portable

devi ces, sonetinmes abbreviated to PDs, that are able to utilize the
contents associated with the data of the use conditions sinultaneously,
that is the nunber of the PDs, that can @e checked out, as later explained.
Even if the contents in a nunber indica%ed by the data of the use

condi tions ve been che d, the pers | computer 1 is able to reproduce
Che cont entSeHREERAEaR ) e semonBiSEl AR dondian of o MAB BN ha
data can be,copi,ed..!f the contents have been copied,to the portable

devi ces 6- 1d63%%1§} iy thg rgelt gharocesving of they progragh by th sr%%?%@f}e@rﬁhea
recorded contents. There are occasjons wherein |[imtations are inposed on
the nunber FORG Feeepdipn cen) iof Jeemvingedaty pndrthe type tinformation drampunpthess 6- 1
to 6-3. In such case, the nunber of tines of possible copying is not

i ncreased. appapetwy, aestoragé step pf stomegdiatmreoﬂvcdmgy thresecondireceptien sigpiandae t hat
the data can be noved to anot her personal conputer. After noving the

cont ent s t ccartestipn stephfeotteviimgthedinie infordaiontdfdhe samientnduatarcls? basddon t he
personal conputer 1 cease to be usable. Specifically, the contents are

del et ed, orthttimeméoramtidnirecsisedbethendidridadeéprionesteter t he contents
unusabl e. The data of the use conditions will be discussed later in detail.
The personal copstiltanctheaisped, thbpresaitirehion pRvides dn infoAnattoinprppésethglf or m
to be stored in the portable device 6-1, connected in circuit, over a USB

(universal gfpataths ois bufablify Tadiable! &itmhddtslat Baded SemidondaciohdCe gsit ent s,
such as title of the air or the reproducing conditions. The personal

conputer 1 &lesatiotd earélsy, tih Qvitiah e hppdrud SAcIGASH kol£8 SmasHiOfor At@thgMiteh t he
stored contents in keeping with the storage of the contents in the portable
devi ce 6- 1-;?{5@@:1 QRE B reduited fof eRBEhtMBREK pRIgram Mynfrod BRahE Fsraddn¥rol1RiE
checkout, the nunber of tinmes of possible checkout of the data of the use

condi ti ons, st6Ree ofRhdbit éfBe PRSI ARANATREBIHE Eor the sforARSAEAN] firlfetWriftidnhe
contents, ' is decrenented by I. If the nunber of tuhes of possible

checkout | smBans'fBEer@Pbtaipthe progdif il it Bk MupPRe FREMKBSsdisiconddioriley Sonal

conputer 1 causes the contents recorded in an encrypted formto be stored
in the portafl @cOeVikeyfion Eﬁ@%ﬁé&@%ﬂt& Ghé Gath withQ'Rbod KBuppRed #baA!
serial bus) cabfe 7-2, afoﬁg w t h dat rglevant to theoconte#?g. The
personal cogput@icohdaépIcpdates the data of the use conditions associated
with the stored contents in keeping with the storage of the contents in the
portabl e devi ce fizdy d&ﬁex%;)émﬁk féaeil&%&énu%nprﬁéd&'aﬁ%fsm%ﬁ@nfnlz)%eé% ents
recorded in an encrypted formto Be stored in"the portable device 6-3,
connected | ' It IS Ve, ri inb” variabldnNg
wi th data rlgfgi\(/)gﬁ%&t%l ?h\fgﬁ%%}#eﬁ{é&% aggérI sa(ﬁgﬁaifﬁége?upﬁ%re?ﬂ?hgﬁnéo%ﬁat es
t he data of ondi:1 1 J : , I
iR ifio s d R IEIh T st fof RN BB RERRR o

keeping Wt e storage O e contents In

ot her hand, r ' o
connect od | EALBARERORR st GRER oBlor NPT picfoc Bhl B Red e TEr Bpmipe,
t he person o uter 1. over the USR.cable 7-1, ¢ pdati e { he d t he
use bond ¢ BRETORERE P eoaiiol FeR of ReseolisE s cFest & ehouf IS ploklerlahd B
ternmed check-ip. Mre specifically, on check-in, the nunber of tine f
bosst bl o orAR Bt SragE Stk & 553t hiPloR Stearientuine Rutspaed Mt arst
personal conputer 1 in association wwth the contents, i s increnented by 1.
The per sondfeycmplied from gscqw@cmﬂ@a@aaea §Eeon¢ enQsYPUOTLHEP OF CREYYPHNS
circuit, to erase or nmake unusabl e the contents checked out by the personal
conputer 1, over the USB cable 7-2, to update the data of the use
conditions associated with the erased contents. The personal conputer 1

al so causes the portable device 6-3, connected in circuit, to erase or nmake
unusabl e the contents checked out by the personal conputer 1, over the USB
cable 7-3, to update the data of the use conditions associated with the
erased contents. The personal conputer 1 is unable to check-in the contents

checked out by the portable device 6-1 of another personal conputer, not
shown. The personal conputer




34 1 is unable to check-in the contents checked out by the portable device
6-2 of anot her personal conputer, not shown. The personal conputer 1 is
unabl e to check-in the contents checked out by the portabl e device 6-3 of
anot her personal conputer, not shown. Wen the personal conputer 1 starts
acquiring the contents fromEM servers 4-1 to 4-3, the EMD server 3 is
responsive to the request by the persongl conputer 1 to transmt to the
personal conputer 1 an authentication key necessary for reciprocal

aut hent i Cam@ﬁt&%@x 4 &%Oggﬁ(ﬁfg‘géplﬁgw ?{e S]W?Q&tdhtugﬁéﬁﬁpsser vers 4-1 to 4-3,

while transmtting a progra connectlion ervers 4-1 to 4-3
to the personalyc ut 1..Th VD ser.v -1 | S espaonsiy . equest
by the personal Inc rrp?ﬂo rerfsP%ct,gt]G}EBregﬁx}'ttlgﬁ{ngfép gP r{)}gllggs;%?lggﬁgn %cntéér;%u Zfro{'l,
over the network 2, along w data relevant.to.the content such .as the
CVtle of 1Rt oq Attt hiE Biotrasp A fob iR R LT OF OSSR s 5o
responsi ve_to the request by the persopal corr_puter.&*to send, cont e ta to

t he personé’VaEé%%GPéFqur%QW&W%‘t‘ F Rutputtinigsagiapyercr SIt%P‘iQPgﬁ to
the contents, ,such as_the title of the air or limtations on reproduction.
Similarly, semicopiurctorl dor exeputien thesghynisy which the processiigineludgs t he per sonal
conmputer 1 to send contents to the personal conputer 1, over the network 2,
al ong wi t hadtarage stepwéstoring the pragrement dlatasieghired fartexeeutingsthe pregramapr or
limtations on reproduction. The contents supplied fromthe EMD servers 4-1
t o 4-3 haveohiehstep it estrilingstatageratanadoutioftthe peogyameanck thei data famthe
conpression systens. The contents supplied 35 by each of the EMD servers
4-1 to 4- 3stosage stopea fiestenyrypadn step af encrgipingetheipr dgramewistaafirss keyl shppdiednt
encryption systens. A WAWV (world wi de web) server 5-1 is responsive to the
request by fidne theesentooddueesd@ £1d alseicond endypladiastap o enaypringvlieldatheithD, t he
contents of which have been read out, such as the nane of the CD al buns or
the CD prodieesnd kaydsuppliad Goni tepemdioiduttori@e contents read out fromthe
CD, such as the title of the air or the nanme of the conposer, over the
network 2 to thi pell s@motHer GRpEst! e presenthiaveMiitins providesSa demicondagondCve to
the request of the personal conputer 1 to send data of the CD, the contents

of whi ch hadgptee €or bed@goadéd oﬁ&@r@ﬁtmmﬁﬁmmﬁsﬁdemghﬁpmm féragté&vingad out
fromthe CD over the network 2 to the personal conputer 1. The portable
devi ce 6- 1 agir6gam supplie@ Rogiihe iﬁfd)hﬂhﬁ@dprb&éb@lﬂg'h?p&%hm' datdiigveb ey for t hat

i s checked-out contents, along with the data relevant to the contents, such
as, for exagphflingithé hRogdm! iR ft Exddutih the propiad, 0Whichithé sgnieehductaIC The
portabl e device 6-1 reproduces the stored contents, based on the

cont ent s- r ghahi@sh Hdtage thOarRUbP HorihBR ARPLEY pesiér @6 The BdrfiicohductdOIC k@l €,

attenpts are nade to reproduce the contents beyond the nunber of tines of

repr oduct i @Bn&atidd@ehdd ok %Eﬁé?ﬂﬁn?ﬁ' sé6RRHREY FdnP the MHrsPkFstafedtyahe storage ,
contentsrelated data, the portable device 6-1 halts the reprdduction of the
correspondi o} SQrilh t : r @dUERotidti

cont ent 5. beyamg e Hcin, e uribte LIS Rropldn RERIRE AR, B ifomittion

r eproduct i ﬁ%ﬁ%ﬁ%@?ﬁ%ﬁﬁ%’?’%g Qggogmggg%ﬁ{é%pge&@%n?é ?Foé}%t‘g-i@ gudrRykge 6-1

halts the e corres ing cont e user I's able

to di smount,hRE AR §Blfhedf¥in Fof ddeodifthdUatd itk AY &dbad kP! €

In still another aspect, the present invention provides an information processing

method for processing the information of a semiconductor IC adapted for being



therein, fromthe personal conputer 1, and to carry it to reproduce the
stored contents to listen to the nusic corresponding to the contents over a
headphone. The portabl e device 6-2 stores the contents supplied fi omthe
personal conputer 1 along with the data relevant to the contents. The
portabl e device 6-2 reproduces the stored contents, based on the
contents-related data, to output the reproduced contents. The user is able
to di snount the portable device 6-2, having the contents stored therein,

fromthe . (WX Vel d
contents {0oeifla TR Sorebuio Biod i Ehimtrishe. f pRAVEEN PR AR S0
headphone.ﬁgﬁﬁg%o‘rn%ablag. devi ce 6-3 storeséng\?%cﬁontents spppli ec{.fr m t he
personal co r IOrANON RIOCESSIg. aRpATatus § DEEESEHY 105 fFERTEE e
portabl e device 6- eproduces the stored, confents, haseq on the
cont ent s- r Ot 3&‘34{? g’ieﬁu‘é‘éﬁ Pre$am, wamgéé"dméﬁ’r?péﬂ? g_gesmgowgg,stqps abl e
to di smount the portable device 6-3, hayi ng t he_contents stored therein,
from the peh SORRE 2 SWsfker Propen o) the, sermicopdpator IC, a ey AsRerating stenferd
contents to listen to the nusic corresponding to the contents over a
headphone. ganeratingr & s¢epndckeaydtemshe firstdeyditered bythe stonaget step pod fioipr thedevi ces
6-1 to 6-3; these device are collectively termed a portable device 6. Fig.?2
shows t he atibitesofthe pregrampuppbedifromahp mformationpropessingsappatdtup aduessi ng
unit) 11 executes variable application prograns, which will be expl ai ned
subsequentdecoding step Bdcodingathe progrpmtveth) a thirdXay, and adecoridydevedimgysiepl 2 has
basically fixed data, anong the prograns or conputing paraneters used by
the CPU  &fdecbdingtthe datatvich thersecdndIV. (r andom access nenory) 13 stores
prograns used in the execution by the CPU 11 or paraneters which will be
changed i n t he Iax6atluhobther asjeet ¢hdipebént diventioh preddesecfretislong imalila$or bus 14
constituted by a CPU bus.

furnishing a computer-readable program adapted for causing execution of a processing

=t

by a semiconductor IC adapted for being loaded on a pre-set information processing
apparatus, for receiving a program supplied from the information processing apparatus
and data necessary for executing the program, and for executing the program, in which
the processing includes a storage step of storing a first key proper to the
semiconductor IC, a key generating step for generating a second key from the first
key stored by the storage step and from the attributes of the program supplied from the
information processing apparatus, a first decoding step of decoding the program with
a third key and a second decoding step of decoding the data with the second key.

In yet another aspect, the present invention provides an information processing
system including an information processing apparatus for supplying a program

executed by the semiconductor IC and a semiconductor IC adapted for being loaded



The host bus 14 is connected over a bridge 15 to an external bus 16, such
as a PCT (peripheral conponent interconnectlinterface) bus. A keyboard 18
is actuated by a user inputting variable commands to the CPU 11. A nouse 19
is actuated by a user commandi ng or selecting a point on the screen of a

di splay 20. The display is made up of a liquid crystal display device or a
CRT (cathode ray tube) to denonstrate vagiable information as text or

i mge. A HDD (hard disc drive) 21 drives the hard disc to cause it to

record and/ gr I ce the proar. X € cp

i nformati o, aﬁé rgﬁeelgfo@ﬁpggggcegﬂﬁg] Bﬁl?*’ig@‘? g’F g%crekﬁig gpﬁg&%ﬂ?ﬁpﬁ&gﬁa%%gt iC
disc 41, an, optdcal.disc 42, inclusive a CD a net o~ opti cal disc 43
or *a seni cSHURIPBRAARIPpesbing appatibin e athngcrseity THOPFE GURAIHE HHBEHE RAM
13 connected . in circyit _over an interface 17, an exterpal bus 16, ~a_ bridge
16 and a h@ud feyiexequtingthe pragemnggmhichthe mfsrmationproeessingappyrma BIcdudesyi ce
6-1 over the USB cable 7 1. The USB port 23-1 outputs data supplied from
the HDD 21 stazpge means foristoringnhe programandsdatorequired for exconttagthe prograne
portabl e device 6-1, to the portable device 6-1 over the interface 17,

ext ernal bwentré] meansifpe costraltinigtstoragroet readeutiof. thd prograsg@ng the da3-for the
connected the portable device 6-2 over the USB cable 7 2) The USB port 23-2
out put s datstoragppiecians] finrsbeandrippticiDBedns faxRbchyiptirg thheprelein wil d Sirstskeyh as
contents or conmands of the portable device 6-2, to the portable device 6-2
over the i suppliabfeorhthe sontieondictdrl€, S&zonl encigptididmenns fohendrpptingths dath To a
USB port 23-3 is connected the portable device 6-3 over the USB cable 73.

The USB powiitldscdondkérduppliad fofitthebdiidohdistot Ibarndisibmrfiiiiicdtiornheddie RAY
13, such as contents or cormands of the portable device 6-3, to the

portabl e dew ¢RnemittidgCthet diRrypié® pEcE8mldnd WAiaChélREsaRY Forl @xedtitiofdsf #fe and

the host bus 14. An audio inputloutput interface 24, having an | EC

(I'nternati affl ©Ghé KiBRkbANSRbr YOO for rQRIGAPER firf A dRbomioys T Hices

di gital speech input/output or anal og speech T nput/output intérfacing

oper at i ons geicRRABKRE 1¢3iPWhRH! the RERI &SRR ICinckiBES SBARA Conndifcdtith
contents, based on speech signals supplied over the audio inputl output

interface #deanthor EQAGHEhE %H@Hrp@éh”ﬁﬂ{)g‘?ﬁﬁsandf &&Q‘ché‘ss&%rﬂﬂaéx@c&ﬁl_/é g he

audi o input/output interface 24, are connected to the 1nterface 17, which

inturnis : ‘ j : 16,
bri dge 16 gﬁ%@ﬁﬁfoﬁ%&i@ Y 1%:31‘1 prbcQiéfly dppardtid Sid RF Faddmitfing Slo st AP

second keys to the information processing apparatus, storage means pre-storing a third
key proper to the semiconductor IC, key generating means for generating a second key
from the third key stored in the storage means and from the attribute of the program
supplied from the information processing apparatus, first decoding means for decoding
the program received by the second communication means with a first key and second
decoding means for decoding the data received by the second communication means
with the second key.

The present invention gives rise to the following meritorious effects:



A communi cation unit 25 is connected to the network 2, so that data
supplied romthe CPU 11 or the HDD 21, such as registration requests or
contents transmitting requests, are stored in a packet of a pre-set system
and transmtted over the network 2, so that data stored in the received
packets, such as authentication key or contents, are outputted over the
network 2 to the CPU 11, RAM 13 or to t HDD 21. A CPU 32 for an adapter
26, formed nonolithically as a sem conductor |IC and which is | oaded on the

personal c r o) t ] t 1

Computer 1 (OVSREeRGVBERANAR B el bri e S A% 8 il EnprygfloR R 1l
execut e var| abl rocessi,nNg operaty . _The 33 .st.ores ta . pr gr ams
ecessary BPNRT EARES BT BB APL IF so i T ohe SR SRR B DY
non-vol atil,e nenory 34 stores data thaf need to.be held evep after power
Gown of t he TP Somlet thsnp Grgrotbe derofeth RMENIeES 1t roogies POSTBledd BEHRqr am
for decodi ng ihe,encrypteﬂ pr.ogramtransferred, fromthe personal conputer
1. A RTC (duplicatinns frimg bringshistakuted in large aramiitisper ati ons to supply the time
information. The communj cation device 25 and the adapter 26 are connected
to the CPU@Ifanse-setair isxopied anct tise aisandtheaerording date and tmegse ragistered . | f
there is no necessity for distinguishing the USB ports 23-1 to 23-3, these
wi |l be si oplthe agrdatabase, isBrarto ppaensthe dinfiom béing copied forsa pre-seddimessi ty
for distinguishing the USB cable7-1 to 7-3, these will be sinply terned a
USB cabl e Bucliaed&howrs inthe abbvé instapce, sakhat ithecomes possibletmdireit heaivmalebrwi t h
reference to Fig.3. A power source circuit 52 converts the power source
vol t age supmfitinest dficopyingaiy hertd topretent doplicHtions flonpbeing distritatql in-lampe
voltage to supply the power to a CPU 53 to a display 67 to drive the
portabl e demanttiés.in its entirety. If a USB controller 57 is connected over
a USB connector 56 to the personal conputer 1 via the USB cable 7, data

i nclusive of thderesteniificd thahash vdlest dfitherditharpesmputad acd sgvet @ach tifns
supplied over an internal bus 58 to the CPU 53. The data transferred from
t he personahe AaabaKeas updated TRibeasier & pedeltydatalhsé modéficapeniket, and is
transferred fromthe personal conputer 1 at a transfer rate of 12 40

Moi t s/ sec. (IPH theéontértdneiRIivadd t®@al Sbteiti Eqlip@eniSticcdntentSoihd@IDD 20f a
header and contents. The header includes contents ID, filenane, header

si ze, cont efgrasdk Y hs! the cohtents, 69SREInALAiRAM dabi i ndteft fif 6 FHDID AN, sol that
addition, the header 1ncludes reproduction [imtation data, necessary for

reproduct i QRe Hiplidatioh® thersdfdah béqirBhditdd ke beBBUistabeted it 1dr g Guantiti®h t at i on
on the nunber of tunes, and a counter for the nunmber of tines of

reproduct i @n) SiHe 5O R Patabased B 1266168 th SRATDNCT M, B8 dhd ¥ntirehaSh Gakles are
system such as ATR AC3. The header size denotes the data length of a

header, suGhedited3shcRMES thibbireé dhfa&ahileGeRARP cFRBPERM #illfe SeHtdnth 0t Of
the contents, such as 33,636, 138 bytes. The contents key is used for

decodi ng t EDHES ¥eALKEPES b cilyBiotetht hitRHeht &1 the BARKeBSpRANFRNRted

conputer 1 to the portable device 6 in the state in which it is encrypted

based on aoﬁ%@@ﬁﬂd@%ﬁée‘ﬂ%’hﬁeﬁ”ﬂian{ﬁ%ﬁm@ﬁnerat ed in the reciprocal

aut henti cati1 on processi ng between e personal conputer 1 and the portable

e
Pt < raci pABE gt SR, bR PEEE i ImBhy OF pRRERNe BB IS BORCC:
f th hal. | [t i dth he DSP 59 of th
gortaglg gJV$888§L§§Q§G§§Ea§é®§§%?9%@h%@gg%gin;)a&hgneperfo?nigg Ehg

aut henti cati on processi ng of the challenge response system




The chal | enge response systemis such a systemin which a response to a
certain 41 val ue generated by the personal conputer 1 (challenge) is nade
with a value (response) generated using a secret key co-owned by the
portabl e device 6 and the personal conputer 1. In the reciprocal
aut henti cati on processing of the challenge response system the val ue
generated by the personal conmputer 1 isychanged from one authentication
processing to another, so that, if the output value of the portable device
6 generate i ng.t. i . ' S- :

F61'8in0d itlib EheGE ?&f'?@%rdct%l é@ﬂglg?ﬁ%gmﬁgg%&é?é;gg Pﬂoxato ity ?Eﬁ\%}y

"di sgui sed™ ‘aggressi on, a en ecl proca

aut henti catd on 4 n the next. reciprpcal authentication processiin o_t hat

t he person 0 g}&?ﬁtgpafjeqtgprgsﬁltetgttge B%rtg%r&l cpwgufqulixglﬁtﬁ%rsosr_no?ﬁ%eq%o Y8Kts 1D
is a contents:-associated |ID used for specjfying the contents. The codec ID
s an | D aQfdhe BEENG) GIMPYEr L i ruREROG dcisdoRls, O mRTCTE e SOnAR dFomn
codec ID of "1" is assocjated with ATRAC3, whilst the codec ID of "0" is
associ at ed hmrtaﬁqlpereéwp@@ m@m@ﬂépﬁwewhe filenane is data
corresponding to the contents file recorded by the personal conputer 1 in
associ at i of7hidincethe ISRGiswed fanverifiiingthtidentitya theomusic nisg andyikthe BBREASC |
(Armerican National Standard Code for Information |Interchange) code. The
file infornemétacqitged, bee TOO ieusdd, theanudic aic oan bs purfitidag to olenhity eventifthes,
nane of an artist or the name of a conposer, as converted to the ASCII
code. The A8RCockmobi bmadquitelati on data is data indicating whether or not
the all owabl e contents playback tinme period, that is, start date and tine
or the end (8pSincanrdpiiers¥e pottior bfthel soffvaire Functiod hietheydpsonabtoinpates lofs
reproduction, is set. As for the reproduction 42 limtation data, "1",
"2" and " O'exatifted BY thd adabter Provided ektetnallgofithethérdénad Bomputeell, itichntidtebe

all owabl e reproduction tine period is set, and if neither the nunber of
times |inm tabwanwhizh stlaees%iﬂgomaséiﬁ% leRBEREWI CHf| sily tthéBoftMat0df itlse Peisonal
respectively. If the reproduction 'imtation data is "2", the start date

and time ar@nipiteraddndBiL6ed.and 4 rdFRltIRMCBmMEN AiffchR b mddifihtheadd fowald &

reproduction tine period. Far exanple, if the start date and tine is

"00040F" andhiche tiey intbridal Fusdtidnt | M8 i s "00070F", the associ ated contents
can be reproduced as fromApril 15 until July 15, 2000. Likew se, if the

reproduction |i Midr3biésiled thelsdftwhre Erenéx%;ri])teéc;}%hﬂmmfy #afb ailentitalidmt i on
denotes the pre-set nunber of tines for the contents, whilst the nunber of

times countsgftiohd Rl e ENID M- Ofo 4-8NR$s MorS BiffiSult RARbEHy Be ddTBvaEYU 53 on

reproduci ng the contents and whi ch denotes the nunber of tinmes the contents

have been, (bysﬁﬁ@gs]g@ﬁo%gaﬁ i€ t8d m&l&iraée‘y A44BOREdRbitl HRGrobiall, LA A, | S

"02", the nunber s the contents a reproduci ble i's Two, whereas, if

are 1 epr onler P SRURTrbBrantls nprypl Oty E ALKy PREri R g IR 2o
s "2", t headﬁf)t%f' t26,dé5ze%uﬁ&q oi"’d{éeprogram by another adapter 26 as only the program is
rendered distributable by a medium such as CD-ROM may be prohibited from
oceurring,
(10) Since settlement is made at the time of downloading the key used for encrypting

the contents such as music data, the contents of voluminous data volume, such as



is "O0040F", the end date and tine is "00070F" and the nunmber of tines
limtation is "02", the portable device 6 is able to reproduce the rel evant
contents twice a day as fromApril 15 until July 15, 2000. Also, if the
reproduction limtation data is "1", the start date and tine is "000000",
the end date and tine is "000000", the nunber of tinmes limtationis "Qa"
and the nunber of tines counter is "OS'95there is no limtation on the

al | owabl e 43 reproduction tinme periodz%ar the rel evant contents, with the

nunber of tﬂiﬂﬁédQﬂca @Adgg\moagagﬁ'e@gigﬁ)g&on being 10 and with the nunber of

tines of previous teproduction "If the portable device 6 has
received a wit d, o he cqantenks...al on iLth the content fromthe
per sonal conput erl &%@Hﬁﬂ%{t % gn\g’sergag%cilfé%at{og, @&3&%’%‘8 TReges %?nﬁfrg ?%éap'% r ead
out fromthe 5? tolt he. RAM 54, receives the wite comuand and controls
a flash rrerm?g%ﬂ PIBFalEEViSES-t 0 cause the contents received from the
personal conputer 1 to be itten.in a flash nenory 61. . The flash nenory
61 has a recor diftfg® Sgsiemior fernishing thenearapyfers RragrmcRerfoyming the abgye-
contents. In the flash menory 61 is pre-stored a code for playback fox
expandi ng tdesciibas rrpeessingapemawaisatian mediums; suck anmatwork ersate)litecmay be
Meanwhi | e, the flash nenory 61 can be nounted/di shrounted as a nenory card
in the por tusedl in atlditientogecdrding mediyhs,skcle aramaghetic sissi 2aCBIRMM pr aisalidr ust i ng
operation by a user of a playback/stop button, not shown, is sent via an
actuating ketgteomamoryl | er 62 to the CPU 53, the latter causes the flash
menory controller 60 to read out the playback code and contents fromthe
flash menory 61 In thetinforsfation tiwnishémgrimethiodand appardtus antl apiregriam funsshisp 59.
The DSP 59 detects errors in the contents in accordance with the CRC
(cyclic redonedlamxf thdpekdntipention, destitdabotd)since dré-set ppdbguinds keceived
transferred fromthe flash nenory 61, and reproduces the contents, to

suppl y t he foapr diudefdrdation procésemige dppdratus44viilst the drogyedt program is
digitall anal og converter circuit 63. The DSP 59 is constructed

monol i t hi catdngmistéd t@ thie ifstmaRnoprocedsing hppdiatus shnlvthe reeived edogrami iss

i nsi de, and reproduces the contents based on master clocks MCLK fi om an
external quakctyptéd, dnfsrpddsitle &P Preveht the stéred datd fromobding ilEitlH reak suldrK, bi t
cl ocks BCLK of a pre-set frequency, generated by an inner oscillator
circuit andnafefsati ng cl ocks LRCLK, nmade up of frame-based L-channel and
Rchannel clocks LCLK and RCLK, to a digital-to-anal og converting circuit
63. Also, in the information furnishing method and apparatus and a program

furnishing medium of the present invention, the reciprocal authentication processing
to be executed is selected from one or more reciprocal authentication processing
procedures, and the reciprocal authentication processing procedure thus selected is
executed, it is possible to prevent the stored data from being illicitly read out for
analysis.

In the information furnishing method and apparatus and a program furnishing

medium of the present invention, data concerning the use of data downloaded by the



When reproducing the contents, the DSP 59 sends the above-nentioned
operating clocks to the digital-to-analog converting circuit 63 in
accordance with the code for reproduction. Wen not reproducing the
contents, the DSP 59 halts the supply of the operating clocks in accordance
with the code for reproduction to halt the digital-to-anal og converting
circuit 63 to decrease the power consurddtion ofthe entire portabl e device
6. Simlarly, quartz oscillators 53A and 57A are externally nounted on the
CPU 53 and mfnrmaieonm‘ecwhtgrayphmtumd datg papitied doysettiament acateseived from
processi ng based on the master clocks MCLK supplied fromthe quartz

osci | | at or theSidforamtioh phocessmpappanaalsy whilst 4 kéys isnametitted toethp dnforinlaionlevi ce
6 is not in need of a clock generating nodule for furnishing clocks to

circuit bl prikesdihg dpyraratdl) dnd thdRtiGHert s nade biRd oAth¢ @lth E6ndering théuse

simplifying and mniaturizing the circuit structure. The digital-to-anal og

conver ti Ngofithe data R3eRRH\IBSth Sthb NBFIAIAHBH USiBEe GRIY Sipafatus 4Rd Al thedith O
speech signals to transmt the converted speech signals to ~an anplifier
circuit 64 daPleid i ' B &gﬁ% 1.9, send
t he anpl i flree speec éttiséfng%natt’lcl EB%Héﬁ F?asqﬁ’ggggﬁgﬁ& &j%gglag%egﬁgg&goﬁl‘ea lé(thlg?’ not
shown. We C op button, not shown, is thrust, the portable
device 6 rg%f;ao l}?e{#s)&?%ﬁ%ontents stored in the flash nmenory 61, under

trol by th n_the.pl.aybagk/.st but LS th t .
cont ot P e S BB ok O ki
| ayback/ st op. hut i in th t aft hal t of t tion,
D YK R0 o505 i M n SRS SR 0
th t iti d trol by the CRU 53., If ds h
L 5L, PO o O b TSt SRR TR,

thrusting {he pl ayback/.stop, button, th ortabl e,.device 6 automatigally
turns of f PREEARA S TEeHfeal the exerilions i bebimrs Bessitliin PentB Aifked dat {
after povvehpdo , the playback/stop button is thrust, the portable device 6
r epr oduces ™t ‘E‘Bﬁfm‘gutéﬁlq YR EM_YESr st air, without reproducing the
contents as fromthe previous, stqop position. The CPU 53 of the_ portable
device 6 controllir’]éﬂ%ﬁf“ emationdpayshing pethed aeéegearaﬂﬁiagaaafy%rmﬁﬁws g
denonstrate the information such as the state of e playback, node, .
i ncl udi ng Mg 03 m@a@éwtdpvqwmwpmwsweign she seEmcoRueiariChis,
i ncludi ng gai n adjustnent assocjiated with the frequency,range of speech
si gnal s, ag’FmﬁH’fﬁ%‘rtPﬂM aythentigation stition gthe caprypirs-progrm bﬁf@ﬁelé{%(?ﬁloéﬂl ck
stop, fast feed . or fast rew nd, sound 46 vol unme, or, resi dual jcapacity of
the dry cepwthenticatipnssiation, sid the engryptedrregrmay ressiveddrumdhe aubgntieationy FAT
(file allocatjon table) to be stored in an EEPROM 68. The FAT conpri ses
vari abl e nBiEpY is renordps and wanmmitted to thecsemigondnetor i ét besoresospidle 1y i t t en
ina flash nmenory 80, the position of blocks of the flash nenory 61 in
whi ch t he Pesygatthiestored datmfremdreingillicitly neadseut for analysiairi abl e nenory
storage information. Meanwhile, in the present enbodi nent, 64 bytes of the
contents are hahuthednfesmatiph prdcessingisystem labcardingdeithe present snvshtionsinge h t he
contents of a nmusic air is stored in the FAT. If, in storing the FAT in the
f1 ash menothe grbgrathexearted by thetemiventlictet I@iis tranenittedtto éhe anthehticdtics h
menory 61 under control by the CPU 53, the bl ock position

station, the encrypted program is received from the authentication station, and the

received program is encrypted in accordance with a pre-set system, it is possible to



associated with the contents of the first air are witten as FAT in the
flash nmenory 61 and, if the contents of the second air are witten in the
flash nenory 61, the block positions associated with the contents of the
second air are witten as FAT in the sane area of the flash nenory 61 as
that in which was witten the first air. In this manner, the FAT is
rewitten each time the contents are wjgten in the flash menory 61 and,
for data protection, the same data is witten in redundancy tw ce as spare

data. If t i ' ' ; h f th
ata ye\gefﬂ_ ﬂiesstWthtfaﬁ‘%%rﬁtﬁvaﬂ% ﬁlkd'i’tg}(]réi‘a%rt?tf%tgahgleﬁﬁ.e same area o e

flash neno IS re-wi e ea t1me tents are witten

once, so that t L . of Y i [ . menory
61 is reached w W%%?@%ﬁ{’?%ﬁﬁ@&%b%ﬂgﬁgﬁfﬁ@é o&gg%)%éﬂ%ﬁﬁﬁ% ng to
render rewriting of .t he flash nory, 61 inpossible. Thus,, the portable
ovi ce 6 c TedilR, g e ressHavaTRe b ol BepsteRicoB NP i i BRE AR
frequency of revxﬁ'htitgg of . the flash nenory 61 associated w th each iting
of the contt¥fitwed by the semifoninetor Ky isre-Arayed, the REosEam hawipgritsssommand of
rewiting to be stored_in the EEPROM 68, the portable device 6 is able to
i ncrease t (MO FBwTayed tis nxssoxsied pans ithg ée%qsd@(gmrggnm iy Aepnpipitteds s the of
tens or nore as conpared to the case in which the FAT is stored in the
fl ash nenosymépndyetios s ethus prohsbiting dlicibeestout andanalysicofithy stoseddatar i tten in
the EEPROM 68 in an overwite fashion, the frequency of witing in the sane
area in the EEPROMedsfarmatibe furaishingomethod end epparatus end alpregram sling the
EEPROM 68 from becom ng unable to be overwitten in a short tinme. Wen
connect ed enediumhef eBpEadrteinventinn ke pemsemd| queorongained irbthenprpgofmt he
USB connection, the portable device 6 recogni zes that the USB connection
has been nmedecuted dy the semicohdatonICsis greadrrayedptliceprdgram it emctypied; aher ol | er
57 to the CPU 53. On recognizing that the USB connection has now been
est abl i shedponmmmduprenedire-atayed; andtheentnhtdd roptaneis pevosdedand tioempooed 1 wi t h
t he external power of a preset current nagnitude over the USB cable 7. The
portabl e derogramGisatsigmined toolhe seniexsliuc®e UCE thusipiehibitingdllicit readdut tahd
supply of the power fromthe dry cell 51. On USB connection, the CPU 53
hal ts t he phnakkessifike storedegutoduci ng the contents of the DSP 59. Thus, the
CPU 53 performs control to prevent the external :

' In the information furnishing method and apparatus and a program furnishing

medium of the present invention, the program and data necessary for executing the
program are stored, the program and the data are controlled as to storage and readout,
the program is encrypted with the first key supplied from the semiconductor IC, and
the data is encrypted with the second key supplied form the semiconductor IC, thus
prohibiting illicit readout and analysis of the stored data.

Also, in the information furnishing method and apparatus and a program
furnishing medium of the present invention, the encrypted first program, transmitted

from the information processing apparatus, is received, the received first program is



48 power supplied fromthe personal conmputer 1 from exceeding the
prescribed current nmagnitude to enable the external power of the prescribed
current magnitude to be received at all times. Thus, on USB connection, the
CPU 53 switches fromthe power supplied fromthe dry cell 51 to the power
supplied fromthe personal conputer 1, so that it is possible to use the
external power fromthe personal conputd® 1 with |ow unit cost to reduce

t he power consunption of the dry cell 51 with high unit power cost to

el ongat e t Gecddedsthekedond prbgrafifiol prokessiipMvabe Rled ifrstiphSgramliSkdit thofivgr i s
suppl i ed over tehe USeB cal??egf? frolr)n t ﬁses per sonal corr?ahp?er 1,1 tﬂg’ CPU 53

halts the i t A LAk Sih i adl from
the DS S0P TP ol AR Re i Pl Rl e R R
personal c ] : i oo dl | . di f.or

Tl st rat | oy aBmided B HEIRRRIaRBh broces b pPpBiisy fR Bebinl PUSRLRL |
A contents nageyren rogram.11L is de,u f an EMD.selectio rogram
131, o chelRapfred o @R ime s brraRsd bk don B me it e
conversion.grogram 135, a conpressipn s em cquv.er si.on program 13 an
encrypti on“B%Hﬁ?téﬁﬂ H@??ssépwaﬁﬁﬂﬁitﬁ oi‘gﬂ‘i’r%g gﬁ%‘ re&dggtrzgm a%l?g’,mao &

condi ti on managenent program 140, an authentication program 141, a decoding
pr ogr am 148tor tAver for PD 143, and programs for purchase 144, 145. The
contents managenent program 111 is stated with shuffled or encrypted

i nstructions anbforeovesinithe nfemmationfumishing methodand anparasws 2t & progsm
outside to render 49 decodi ng of the processing contents difficult. For
exanpl e, t Remishingmediumofihemsesenpinygntion, the enarypted paogrewds srgnsmitteddouser
directly reading out the contents managenment program 111 cannot identify

t he i nst r uthe semscondustaiNG, ydlidctheorprpeassesahe pagram togenenate atichenphinthenhe
contents managenent program 111 when the contents nmanagenment program 111 is
i nstal | ed resulthof prowssing, the muipe data istraceived, datreandetheftinperindornEiion are

regi stration server 3 over the network 2 in the course of the EMD

regi st r at i vecepveddesniangthahapparatub,|théeeceivet] datadsistordds enpihetinye infdrenaEoD

sel ection program 131 sel ects connection to one of the EMD servers 4-1 to
4- 3 to causfthe spmicomdsetoa PP is coateicted, thits prohibiting filicictread eutand gnalysit 4fither 142
to execute conmunication with one of the EMD servers 4-1 to 4-3. The
check-i n/ cktoecéd dath. managenent program 132 sets the check-in or check out
and, based on use condition files 162-1 to |62-N, recorded on a contents
dat abase 114, cRetlheimom, i the icfonhatiéisfushishiag methddendappakiatisand hipkegrath62- 1
to 162-N to one of the portable devices 6-1 to 6-3 or checks-in the
contents sfuhéshingmeditine ofie iprévent inlvestick Thelfitsokdyqtoper to tesemiconductor
check-in/ check-out managenent program 132 updates use condition data stored
in the uselCanphetsteradfa bexond &y is gemeidied Honeherstieed first kb and tHeamtributkeat abase
114 in association with the check-in or check-out processing. A copying
managenent of tigg M Juppid Efrof e GRfUrMALISN Pkétessing Appdiatud StheGRBgHak 0
files 162-1 to ?L??N i nﬁgﬁée of the portabl e§)devi ce% gﬁl to 6- ?o?ﬁl copi es

a 22 cgnt eguécéddarw iR BRdteR Sndl@XiaCis deboded 6y firedsebond Rey, Citk §rbRibiRigabase
) asea on

illicit readout and analysis of the stored data.

In addition, in the information furnishing method and apparatus and a program

furnishing medium of the present invention, the program and data necessary for



SO the portable devices 6-1 to 6-3 recorded in the contents database 114. A
novenment nmanagenent program 134 noves the contents stored in the condition
files 162-1 to | 62-N recorded on the contents database 114 to one of the
portabl e devices 6-1 to 6-3 or noves the contents fromthe portable devices
6-1 to 6-3 to the contents database 114, based on the use condition files
162-1 to 162-N recorded on the contents )gat abase 114. The encryption system
conversion program 13 5 converts the encryption systemfor the contents

recei ved by ek&ﬁxtﬁgrtﬁé?%grﬁﬂ Rlelskibd, e %r%graflﬁ 248 the atk ke dnirolledsd t8REorsgk

system for the contents received by the purchase program 144 fromthe EMD

4-2, or the 1{0 Y, £ i . C e
program 145???%%8{)%%%?@?%{ gée%&m%]ne‘?l%rﬁbé ?%-@% g(t%g ?‘ﬁ)ghggnﬂé&gn@?f/pti on
system as t ed in. the condit.jon fjl 2-1 - N

recor ded ongﬁﬂiéc%glgﬁ&tg?lt@t’ gfé? gﬁ S8 ejn%ﬂp%f? Weﬁlec%’é%l i(gy 33?51?‘?%?0 tﬂéent s to
the portabl e deviges 6-1 to 6-3 e _encrypti,on,system conversi on pr.ogram
13°5" conver FERaRBIERENC, e Enstyelrdcprontan i BT ISHERDN B SERIEHAECan be
used by the portable devices.6-1. to 6:3. ' The ressi on .,system conversi on
or ogr am 136 PERETORY 146 FARsTliag fo b SAmiSpEducior IE. Bira s ARdriceord eV e by

t he purchase appljcation 115 fromthe EVMD 4-1, conpression systemfaor the
contents rekesensd fgmtheseprisendusior fr.dhe enanptad program thwgaf&nzs:esgwwffa&
conpression systemfor the contents received by the purchase program 145
from t he Evexecutingdhe progiampze vrsekved, thefirst andesesondkevsmse sanmmpitted tgtheyst em
as that of the contents stored in the condition files 162-1 to 162-N
recorded oninfpEmatien pracessieg appasasus, phird key prapey st the sepicogdeston K7 ispreodes
the non-encrypted contents, read out fromthe CD and supplied froman audio
recordi ng ppogedirthd s@ond key icgengratedkfroimtthe storedsthird key ond thegtisipatesmiabe t-hat
of the contents stored in the condition files 162-1 to 162N recorded by the
cont ents daptigiaa suppliedfromthe sdeimationppocedsing appavatus thd Bgevnd pregamlie

non- conpressed contents read out fromthe CD and supplied froman audio
recor di ng pdecpdadblitbe first key anditha cereivietlidataiedxaded ntho decopddkpy; thus again hat

of the contents stored in the condition files 162-1 to 162-N recorded by

t he cont ent pralubitingsbicitiréadotitend engdysis of the/ stoxedddiang pr ogr am 138 expands
(decodes) the encoded contents. The use condition conversion program 139
converts data indicating the use conditions of the contents received from
the EMD server 4-1 by the purchase application |15, or the so-call ed usage
rul e, data BmefiDegctipkoneftheddaimtingsns of contents received fromthe EMD
server 4-2 by the purchase application 115 or data show ng use conditions
of contents receFigeHsHovwrmart émbddifdestofiaarontends tagndgemeptsystenas acqordigg tothd 45
over the network 2, in accordance with the sane format as that of the use
condi ti on dateseat mvenkiom t he condition files 162-1 to 162-N recorded by the
contents database 114. \Wen checking out contents to the portabl e devices
6-1 to 6-3, the Bie2 ilhiRthates @bt@otury 6f § personslrcoaipueerll39 converts the use
condition data into use condition data that 52 can be utilized by the
portabl e devi cesFfg.3 illostfatés a structure of a portable device 6.

Fig.4 is a block diagram for illustrating the structure of the functions of the
personal computer 1.

Fig.5 illustrates an instance of a display operation command window.



Bef ore executing the processing for copying, novenent, check-in or

check-out of the contents, the use condition nmanagenent program 140 detects
nodi fication of the use condition data based on a hash val ue associ at ed
with the use condition data stored in the condition files 162-1 to 162-N
recorded by the contents database 114. The use condition managenment program
140 updates the hash val ue associ ated wyth the use condition data in
association with the updating stored in the in the condition files 162-1 to

162- N recorded Hiy 6t ififsteqBd Ex’_ﬂ%ﬁarﬁgfeakﬁ’aasﬁin%év ddnSfaid o theldsglileby BRY 1 NY,

novement, check-rn or check-out of the contents. The aut henticdtion

progra. ~n ddio S&&tl essing of reciprocal authentication between
the contents ?ranagengi)tra rglgfrl(a'b’(r':n 111 and the purchase application 115 and

managenent or o B 1 posipete i ShRERine 30 pEReliorRR IRk iR RNN on °

program 14&;@{@&:‘@&@ aut hentication key used in the processing of
u

reci procal on between the EMD server 4-1 and the purchase
application 1 15, that, betwee e EMD servei, 4- nd tfje purchase ogram
T30 and that  bJRiEEHR Ao oAt IGbHIRSETRELDS erHiAg é@i@ﬁ%éﬂﬂeﬁﬁa&c&ﬁﬁ%gf The
aut hentication _key used in the processing of reciprocal authentication by
t he aut henﬁtieﬁgtliz(ﬂﬂ“&@gram 141 is not stored in the authentication program
141, when the contents nmanagenent program 111 is installed on the personal
comput er |, andigd shopisiandostanesrefiatermivpl datgbaser at i on server 3 and stored
in the authentication program 53 |41 when the registration processing is
execut ed regul dfigylOpllustratesyhteymanker at i on ; ommand program 112. Wien the |
contents stored in the use condition files 162-1 to 162-N recorded by the
contents dat abdéig. 11showsanneganatuafea diydathlasper sonal conputer 1, the
decodi ng program 142 decodes the data. \When the pre-set contents are
checked out t o KFigd2gsa flowichax dor itlestgating the operation bf moningvostentsfromdb&ed i n
fromthe portable device 6-2, the driver for PD 143 sends a contents or a
command f oHDIX@¢ uo iregpartablepdevise6. processing to the portabl e device 6-2.
When the pre-set contents are checked out to the portable device 6-1, or
pre-set cont entBigdBe cohidmking to Fig. i 2,nistehflowohdralforeiltistating €hel ppérhtoml o ver
for PD 143 sends a contents or a command for executing the pre-set
pr ocessi ngmoving cenéme fidm therHDDR2 11to tHé porthble devizeset contents are checked
out to the portable device 6-3, or pre-set contents are checked in fromthe
portabl e devi ceFig-13, cohtinglhg teFig. 03, iR fldRchandsr dlwaatiegtilse operatiommfand
for executing the pre-set processing to the device driver 116-2.

moving contents from the HDD 21 to the portable device 6.

Fig.15 is a flowchart for illustrating the check processing of checking replay ,
conditions of contents selected at step S55 of Fig.12.

Fig.16 illustrates replay conditions managed by the portable device 6.

Fig.17 is a flowchart for illustrating details of the format conversion processing
at step S58 of Fig.12.

Fig. 18 is a flowchart for illustrating the operation of copying contents from the



The purchase program 144 is a so-called plug-in programinstalled al ong
with the contents nmanagenent program 111 and is supplied fromthe EMD

regi stration server 3 over the network 2 or supplied as it is recorded on a
pre-set CD. Wen installed on the personal conputer 1, the purchase program
144 transmts or receives data and the contents nmanagenent program 111 over
an interface of a pre-set fonn owned byoghe contents managenment program
111. The purchase program 144 is stated with shuffled or encrypted

instructi onyrsN9a1 ¢ %e'ggmﬂgéygﬂ gt 0 hide the processing contents from
outside to render 8eco Ing of the processing contents different. For

exanpl e, the pur odr: ke to . . e fectdy
readi ng out the gigfchgg h {I%}%ﬁgﬁg’ é%wét%?‘ g@r@f’fl@gﬁé%% %@td’rpl?g tl{og'néfl. The
pur chase program 144 requests erver. 4-2 to send pre-set contents
over the nef gf?“‘iﬁﬂﬁ’%"‘?i‘&?eﬁ@ﬁ@?% ed’(?ﬁt?l%ﬁ;rt VFESm the END server 4-2.
When receiving the contents, from,.t EMD server A4- t he pyrchase, program
144 charges the Fi&20, Trentmupingto ggsodﬁérﬁ%ﬂémsfoéﬁbﬁsgﬁ SRR U0, ong
with the contents managenent program 111 and requests transm ssion of
pre-set confepYisgcentents fropmtheH{l} 2 ) tathgporigbledsyice i ng the contents from
the EVD server 4-3. \Wen receiving the contents fi omthe EMD server 4-3,
t he purchase pr obigahh is a5laytehag dor lhetrating the pperatiepetmovips cantents ftumieand
program 112 causes an iage of a pre-set w ndow on the display 20, based on
a filteringpagablefdevise fod thaHDBBlay data file 182, picture files 183-1 to
183-K or a hysteresis data file 184, while instructing the contents
managenent pr ogr Big. 221t atfloveshartforilnbteatpngtbe spémgos oftdopymgaiontekitsi frororthe
check-out based on actuation of the keyboard or the nouse 19. The filtering
data fil e 1ptrtableidelicesntorthe BEDId1a for wei ghting the contents stored in
contents files 161-1 to 161-N recorded on the contents database 114, is
stored in the HOEg2B is dHkowbhartifayilliatratidg the op&Ationbf cdpyimmeoritens fidat an
corresponding to the contents 55 stored in the contents files 161-1 to
161- N r ecor EddDaervend toahé HDI3 28lat abase 114, is stored in the HDD 21. The
picture files 183-1 to 183-K, which nenorize pictures corresponding to the
contents stored Fig.24ie adlowohaitSor illhetfatibg delails of dlpdtgitg pesessiag odstep 8204
contents database 114, or pictures corresponding to a package as | ater
expl ai ned, affig2hired in the HDD 21.

Fig.25 illustrates a charging log.

Fig.26 is a flowchart for illustrating the processing of copying contents to the
HDD 21 form an IEC 60958 terminal 24a o the personal computer 1 of Fig.2.

Fig.27, continuing to Fig.26, is a flowchart for illustrating the processing of
copying contents to the HDD 21 form an IEC 60958 terminal 24a o the personal
computer 1 of Fig.2.

Fig.28 is a flowchart for illustrating the operation of outputting contents from

the HDD 21 to the IEC 60958 terminal 24a.



If there is no necessity of distinguishing the picture files 183-1 to |
83-K fromeach other, they are sinply tenned picture files 183. The
hysteresis data file 184, which nenorizes hysteresis data such as the
nunber of tines and the date of check-out and check-in of contents stored
in the contents files 161-1 to 161-N recorded on the contents database 1
4, is stored in the HDD 21. The di spl @p operati on command program 112
sends a pre-stored ID of the contents nanagenment program 111 at the tinme of

registration prp Wh@ﬂmﬂ%ﬁ% hchi. | ¥ igNJowBiearP Wr ikt stitle B8 dfRYatidiflof he EMVD

sel ection program 131 fro regi stration server 3, to'send the

authent| Lk BnFADIESD00 o5 BRI Il ue contents
Dy cLure of & PRl s HRNchy SRR IRL PR Ring ) B Sy

me
drive 22, based on fhe ariLon of the keyboard 18 or the nouse 19. 56
The audi o PRRBRERY, Sﬁ?%g?ﬁ?é&‘@%equests a ww server 5-1 or 5-2 to
transmt data cqQrresponding to the CD, sych as npanme of an al bum or, an
artist, or dat ‘8&%‘%3&’”@?%} f%‘l]lc“ﬁ@a%&érﬂpgrqt’@ég’%@é‘@‘ﬁﬁn& sRtems oy a5 a
title of a_nmusic air, over the network 2, based on the audio recording tine
of the conthedBD 2k diraugh the noseblesleviges, the audi o recor di ng program 113
recei ves data corresponding to the contents recorded on the CD fromthe ww
server S-1 or SFig32reentinming te Eig? Hi kga Povgharfon Bluseatirg tha apereier oondi ng
to the received contents recorded on the CD to the display operation
command pr oytpattingiconterits fieth thiethiDP 2lothrengh the portabledevsed: di ng, the audi o,
recordi ng program 113 reads out contents fromthe CD which is the optical
di sc 42 | oaded Big. 33ndlustriteeti@Xunctioueiamon-welatikademoty 3bnt ents to the
contents managenent program 111. The contents database 114 stores the
cont ents suppl i Eig . ¥ris m fldvechaonfoe dhstrating theneperatfomosfranadbpter i26. a f or m
conpressed and encrypted in accordance with a pre-set systemin one of the
contents files HigB3Sishooskalinhérf structiere of diengglapter2ibe HDD 21. The contents
dat abase 114 stores use condition data) corresponding to the contents
stored in the cBigt3ndhewsidndHudifative itmerkGhetire bfithenmnedolatile msrorydddi t i on
files 162-1 to 162-N associated with the contents files 161-1 to 161-N
menori zi ng t he BigB7ashbwshaotheeillsatating interistractufddfAlie nbh-volatifkanambhye34.or t he
contents database 114 to wite the contents files 161-1 to 161-N or the use
condi tion fil esFip®% it 4 flodCRartfasillusestingsthe reciprocahmithentidation procassitigt | on
data. corresponding to the contents stored in the

between the adapter 7 and the personal computer 1.

Fig.39, continuing to Fig.38, is a flowchart for illustrating the reciprocal
authentication processing between the adapter 7 and the personal computer 1.

Fig.40, continuing to Fig.39, is a flowchart for illustrating the reciprocal
authentication processing between the adapter 7 and the personal computer 1.

Fig.41, continuing to Fig.40, is a flowchart for illustrating the reciprocal

authentication processing between the adapter 7 and the personal computer 1.



57 contents file 161-1 is stored in the use condition file 162-1. The use
condition data corresponding to the contents stored in the contents file
161-N is stored in the use condition file 162-N. Meanwhile, the data
recorded on the use condition files 162-1 to 162-N correspond to data
recorded on a term nal database or data recorded on the air database, as
| ater explained. That is, the contents ggtabase 114 is constructed to
enconpass the tenninal database and the air database, as |ater expl ai ned.

[fthere is no negg i: ?%HF 1 f E.,?pa] gl- N,
t hese are sinpl ;??gg?rlréeé @‘fg)vr% en g&?{lllhgtga%gﬂl%ﬁé}&g%ﬁslgdf:%& er gjal g&r{%
necessity (r)ég gl%i@rcati ng the use condition files 162-1 to 162-N, these are
sinply ter G5t condition files 162. The purchase application 115 is

supplied fi ointhe EMD.regj stratjon server 3 over t network 2 or.
Subhl 1 6d Bs 1t FETAES Tontht BheRERb s pdetsoaotife MRS Lefrchling; on 11
S requestst\i}he EMD server 4-1 to send pre-set contents over the network 2,
whi | e receithf ARCYRESISONISRIGEIAbm t he EMD server 4-1 to send the received
contents to the_contents_ nanagenent program 111. The purchase application
115 charges t he Figd4inaflovwechart foigllegratingtthe prenesting ofwpcayptipg anmpbject The
manner of associating the data stored in a display data file 82 with the
contents fipregramgl-1 to 161-N stored in the contents database is
herei nafter expl ained. The contents stored in one of the contents files
161-1 to 161- N [ag.d4hgs a Bowchare farallugteatinggbe provessingotihe adhpter Rexpatingge i s
one of the original package, a ny-select

the encrypted object program.

Figd6isa

Fig.47 is a flowchart for illustrating another example of the processing of
encrypting an object program.

Fig.48 is a flowchart for illustrating the processing of having a portion of object
program executing processing of the adapter 7 executed by the CPU 12 of the personal
computer 1.

Fig.49 is a flowchart for illustrating the processing of fee settlement when the

personal computer 1 downloads an encryption key from an EMD server 5.

Best mode for Carrying out the Invention
Referring to the drawings, the present invention will be explained in detail.
Fig.1 shows an embodiment of a contents data management system. A personal

computer 1 is connected to a network 2 constituted by e.g., a local area network or



58 package or a filtering package. The origi nal package enconpasses one or
nore contents and is associated with the classification of the contents in
the EVMD servers 4-1 to 4-3, such as a so-called album or a CD. The
contents belong to an original package while it cannot belong to plural
ori gi nal packages. The original package enconpassing the contents cannot be
modi fied. The user is able to edit partgjof the information corresponding to
the original package, that is to add the infonnation or to change the added

| nfor Mt ofeiRe THE pEkSSH RRFEHGC EARARIBACST MibicYouiRTEoGNH BBlPan

optionally selected y a use of the contents ongs to the

ny- sel ect bgrﬁfecﬁ‘i’é}l %&@Px@ﬁﬁﬁé&fs@ﬁeﬁs% '?3{ ?Sr@%d th{!forﬁ%”éo‘[?@a%t can

bel ong to one nor e ages sinmu taﬁeou

possi bl e f t nt s ne of t.he sel e The
P T tering faa(eh) ﬂeﬁeﬁﬁégta&e%ibfﬁf%ﬁrs-s EPGaplestin sl e%lnﬁ‘hi* pRATEREE qat
stored in the.fil i,n 181. The filteri dat rnlshed over the
net work 2 krtegwqr ‘i%Eﬂbg 5/2‘:}? ka? ‘5}5“‘151@. S%‘}“‘iﬂdﬁ?ﬁ"ﬁ“é{ %‘@ra\?é’f‘m@ S or

5-2, or is ecordeg.on a preset CD and furnished in this form The, user can
edit the fi Pasrse éommntedl #lsp enaypts theesontegtsdngoqrdarceuith angpprepniate | ng
data serves as a reference in selecting pre-set contents or in conputing
the wei ght cB¢yBteR 8ystem: suchasddBh(data paeryptiamptredard), to reqosd thrpensayptedor t he
Jpops (Japan pops) best-ten for this week is used, the personal conputer 1
is able todafgecify the No.l or No.10 contents of J-pops. 59 The filtering
data file 181 includes filtering data for selecting the contents in the
order of the diThe peshhalcompriter 1 oécordsress whditons idatuindivating ghe bententst one
nonth, filtering data for selecting the contents with the |arger nunber of
tunes of chsing-conditidnnn agsochatiopasith theldonteatsrrecorded én fliel énerypted fatm

sel ecting the contents containing the letter "love" in the title of the
air. In this nafhedata bf thomsecoaditibng edifdtbd ¢he mgmbec ledfgeoriables dewicesd as
the filtering data is associated with contents display data 221 as soci ated
wi th the ceometitngs abbreviasidae RDs, thut ackaible toaitiliby thieltenteney associated withnthent s

di splay data 221, or with the hysteresis data file 184. The driver 117
drives t hedatactifahe opuiddmlitign simoltandonsly, 8t isithel anmbendf the RIYs, et canibeent s
managenment program 111, to input contents as digital data supplied from

out si de, t ohéakediont) ak hetercexplaiidds Even iffilee comdreslinsa manbrandichted byghadathll.
Alternatively, the driver 117 outputs anal og signals associated wth the
content s suofthed conditivhdlkavebeer ohéckda thé ng&@oﬂaléoﬂipatetr Nds sblaterdpsoduce
managenment program 111. Fig.S shows an enbodi ment of a display operating
command W feoseriténtshi ch t he di spl ay operati on command program 112 is
denonstrated on a display 20 on startup of the display operation command

program 112. | nAlibatively e Qe bRtithd GseCoditRidns Whdigsd/thitiatLcdi be espisdiged a
button 201, for starting the audio recording program 113, a button 202, for

starti-ng {heheEdEAERS Qﬁ%%eﬂr&,g{eﬂ%léé oRtaBlél a&ace%OélferseeW§éfsahmng the
field for setting the check-in or check- out and a button 204 f

dermonstrat g ggtefr 116k dbfedo x%gl‘otdueg e RcoRied BbRChtsPTRERG R e occa@ﬁbﬂsfwﬁé}@mb utton

205 i s sel ect data correSponding to the original package is displayed on

the field fiitatiohs WREiMPEdA P BE hinb§ GHufis of BbFYiAZ DIGhEbEAtelsth tHRE MY

portable devices 6-1 to 6-3. In such case, the number of times of possible copying is

not increased.



sel ect package is displayed in the field 211. If the button 207 is

sel ected, data corresponding to the filtering package is displayed on the

field 211. The data displayed in the field 211 is package-rel ated data

exenplified by name of the package or the artist. For exanple, in Fig.S,

t he package name "first" and the artist nanme "A-taro" and the package nane

"second" and the artist nane "A-taro" age, displayed on the field 211. In

the field 212, there are di splayed data associated with the contents

bel ongi ng 10t NARAEHKAGE, BRIdAEI Ahd fielddRditofl R As ATRDGs BhPbEbRbayed | n

the field, there are, }§’|’ exanpl e, iti'sletle gfo tﬁe atlEr, g?ay time or nunber of

tinmes of p i r I COL ondi ng
43 3ot GHSHA Anpulcl” AREEHRBye B Dot T BREARPIRAGH 8T

Eg thefpaﬁkage nar 'S ? = e e air
Cﬁ?? e_‘s’plo%dﬁaé '?é%%r&@%?#sgm%?@%@[ 8@&]‘%5’%?%'1&{188‘3%@{?&139@ c%z%é@gﬁ%sggbend-- and
t tit t "t t th' t ne.

possi bl e cIBSRIGATY-dhe g ayabietitocs die e angiions i adiied Gfebdgtthe  or

exanpl e, each quaver corresponds to one check-out, such that two quavers
denot e t wo SORERUS WansableThys a quaver as the number of possible check-out,
di splayed on the field 212, denotes that the associated contents can be
checked out oncdheAlatasef;theyseconditionsevifl herdiscugsed; later n detaibossi bl e check- out
di splayed in the filed 61 12, denotes that the associated contents cannot
be checked out, Thepersonakdemputerd ¢austsshe eontprts s¢asrdedsinaplenonyptesl formppwever
the personal conputer 1 is able to reproduce the contents. On the other
hand, the &eotered imtheportabladpwce 611, comestadfin pirswit.isiver ¢ H8B(upiversaliserpil ay ed
on the field 212, indicates that there is no limtation on the n~unber of
tunes of clhwskcahle 7ok, aldng with date pelavint do teromtenss, suttasas fitte ofithe atherctheout

can be perforned any desired nunber of tunes. Meanwhile, the nunber of

ti mes of paeepiodheinglveplitions. Thy patwoabeomipwet hpksd upidatesehe glata ofithe sk s,
instead of with pre-set figures, such as those of circles, stars or

nmont hs) . | wonditions syskaniategd ewith Henstometneoidents ol keeping ovith tle storagegefothe fiel d
208 for displaying pictures associated with sel ected packages or contents,
such as wi tcontemés i ¢helperthbleedevide36-1. tThid ®PetitioA isuetmed 2b&cki-sutc| Mdred when
reproduci ng the selected contents, that is when outputting the speech
associ at ed spetificalhy onahiedtus, the nambpeaftimesId possible checkout of the data of the

use conditions, recorded in the personal compl.lter 1 in association with the contents,
is decremented by 1. If the number of times of possible checkout is 0, the contents
in question cannot be checked out.

The personal computer 1 causes the contents recorded in an encrypted form to
be stored in the portable device 6-2, connected in circuit, over a USB (universal serial
bus) cable 7-2, along with data relevant to the contents. The personal computer 1 also
updates the data of the use conditions associated with the stored contents in keeping

with the storage of the contents in the portable device 6-2. The personal computer 1



If the button 205 is selected, such that data associated with the original
package is displayed in the field 211, and the title of the air of pre-set
contents displayed in the field 212 is selected to effect erasure, the

di spl ay operation conmand program 112 causes the contents nmanagenent
program 111 to erase pre-set contents stored in the contents database 114
in association with the selected titleg3lf the button of the w ndow
denonstrated by the audio recording program 113 (button 255 as | ater

expl ai ned) als6 cales theBontditd rbbGtde@ il S bAcrySRd fBih 16 be Rdré¢ i Meaiditabld2

recorded in the contents database 114, the display operation coirunand

progr am 11eARBS bhETedin/ Gkl Gict US| @i REril 1l offle 08 dttg Of the

contents nenorized In a pre-speci ne o orta devi ces to
6-3. If theg: ] d rake L r i

or ogr am 107 et Ak Brialls; IR PRl b Conbo b E B Bpe b BRIGNTHE (o,
the CD havg been recorded in the cantentg database 114, t.he.di spla

oper ati on BSTRRAGRGARS arsosipsd it e Fhed cpRieARSRdtats it el Gald ofne
field 213 ennnstraI%S t he ﬁi%%e.ofé%he air of the contents stored in the
pr e- speci f ES0BIFBtHIN the popable dsvice fatri ces 6-1 to 6-3. If the button of the
wi ndow di spl ayed by the audio, recording program 113 is sel ected, and the
contents read &g@ ths gther handihe PETSOBBISQIBRUIER 11qgESeEde APl %@ﬂi 14,

t he display operation command program 112 denonstrates the field 213

di spl ayi ngCammectednin Qifcuity do capRecorn make: wpnsable) thencentpmts -cheeked pagby the of t he
portable devices 6-1 to 6-3. If the button of the w ndow denonstrated by

t he audi o Pereenalicompptesds averthaUSB cablest-1 o9, update the datefthanss condiionst from
the CD are recorded on the contents database 114, the display operation
comand prasgeeiated] withthe egasedecantents ntlhisrepexationrs tpmoed aﬁed&m. t oMgiteck out
the contents, recorded in the contents database 114 and read out fromthe
CD, in thespecificallzcon catkeanetheimuntber pHtitmab bEpdssibile ebedkont ofthe data dfithe he
field 213 is displayed a synbol indicating whether or not the contents can
be checkeduserconditidns, eostedan theopapsdnat cdmputer 1 $n hssohiatish vailohe cBotenescanpl e,
"o" lying 63 in the | efanost side of the field 213 indicates that the
content s cisringepentidiy 10 the ~tle of the air of the contents can be
checked-in in the personal conputer 1, that is that the contents have been
checked out fr dhhe persmenl sompluter dnqausesrthd postable devioe 162, doanegted it cirquiyg on
the leftnost side of the field 213 indicates that the contents

cor r espondéoneyasecortthekeamizableahe tdtents chedket! lvait by thepdrsorah nomputee 1 coverked- i n
in the personal conputer 1, that is that the contents have not been checked
out from tthe UiSB sabla!7-2,aompidate the dutslofthe asdeanditibecassociatet witlothe nasetier
personal conputer 1. Wen the display operation command program 112 has
di spl ayed ¢dierits. eTe petsonal domgpriersbalay capes tie matabbardavice v3ndaniectddan

di spl ay operation cormand program 112 denonstrates, in the display !

operating ¢igduit) &6 erase B fike anfisdldthe toneéhtdhaikéeonttsy the pertosdl coipuper t abl e
package to which belong the contents stored in the prespecified one of the

portabl e dpvivepthe@ISB LabIE 73, té ipdats theldata HPGK AYE coibhLabsbeiheadvitthe
contents stored in one of the portable devices 6-1 to 6-3, a button 210 for
closing t hgafd®bshtédtd, and a button 215 for executing the check-in or
check-out. Al so, when the display operation conmand program 112 has

i Spi 2y oper ot | I Rerkinl clmplfs 115 Rhdple RARICRLflihd QRERN] a8 ¥L il | 210

di spl ay operation 'tconunand program causes

to be arr i S oper atj 0 n L ndow. 3 216,
037 2np NS dbyIge 8L SRS BERph oSN Sot A T BEREnRhige 2
with the title of the air selected in the field 212, to set the check-in of
the contents associated with the title of the air selected in the field

213, to set the check-in of all contents associated with the title of the
contents




64 displayed in the field 213 and to cancel the setting of the check-in or
check-out. If sinply the check-in or check-out by the actuation of the
buttons 216 to 219 is set, the personal conputer 1 cannot execute the
processi ng of the check-in or checkout. If, after setting the check-in or
check-out by the actuation of the buttons 216 to 219, the button 215 is
clicked, the display operation command g4 ogram 112 causes the contents
managenent program 111 to execute the processing of check-in or checkout.

That is, if]idimableith@Aeddi théc&h ﬁ?tla‘eﬁieckw% g? rﬁQEr&McQ%-EBFﬁEH?Hc

program 112 operates, based on the sett| ng c heck-i1n or check-out, to

cause e ROSSBERRe S AT | ke ?“tw"ﬁbp“ b afle °2‘§§%§¥2%623
Stored in bttt phEE T kP FOBIPRIE dpPie BLFE 390'&26 Bl S oo g o

use conditign data stored in the use condition file 162 associated with the
transnitted tofttrand or contents. If check-in or check-out is executed, the
di spl ay operati co nd program- 112 u dat es f he hysteresj ata stored
in the hyster esiq&h nersopakepmpyter ] stapts Pﬁmttﬁ%tsg'r%gﬁélgts@wers
contents or,co The hysteresis data i s made up of the information
speci fyi ng 4116‘%“ » EMI seivped agspansiyie t@lﬂ&:‘l@ﬁﬂ*‘f%bﬁ’ the persepal commputesdck- i n
or check-out of the contents, and the titles of the portable devices 6-1 to
6-3 on whi ct® tﬂi@“@@i‘?ttbﬁpgrsﬁ@?«léoﬁl@éwl’dWé@MﬁEHQQQtIOEQfQYG@CGﬁérYpf%é@@BWQ@g f or
setting the check-in or check-out can be executed in 65 ~ shorter tine,
the user catnthentivationmith thppersonal compuiter kand thediMBY sasxers dt 1 6, 403, white
processi ng of the check-in or check-out to decrease the nunber of tunes of
ti me; , onsunirarFuRttingss piogeam fer connestiondd the EMD isarvers 4 de k-Doiet theesdopat en
the time necessary for the check-in or check-out, inclusive of the setting
and executiempreyls illustrates an exanple of a window in which the audio
recording program 113 is to denonstrate on the display 20. For exanple, the
audi o recor di ng Tredgdviihsertd 4l syrespamnsivedo OB requdstby theplersasal' cayputhr bt zed"
in the field 251, based on the CD information received fromthe ww server
5-2. The austind costeatsdp iy gersoaboonipiBerdk wwersthe atteork Realongwithfdagaredevians t |
such as "Quaff", in the field 252. Based on the CD infornmation received
from t he wiw thecoatents; uclt dsahetitle of thecair di- hmitations emreptSdutitiopl e EXD
titles of airs, such as "heat", "planet", "black" or "soul", inthe title

i ndi cati on geoverideRisalsd teepdnisive tb the Bequsitrhiyl the pgrsondl eompdieo 1 tesardiiongents ogr am
113 displays the nane of an artist, such as "Quaff", in the arti st

i ndi cati ng tpotitei persarial tdoenpfuker! H A%B.thé&\hkeeworke?,calong gvitth datar mlaant @D the
information, the audio recording program 113 stores the CD information in a
pre-set di.remitenty, suichtdsahéiiitle F.thé hir dryliitatiods ek iepgodiictiohe Birhilady,2bd, t he
audi o recording program 113 is instructed to acquire the CD information,
the audi o rEMD derv@r @-Ddd se¥pdisivée ité she fjuebehe thd persoral-coaipuliér £ad aend of
the HDD 21. If the CD~ information is stored in the directory of the audio

recordi ng pesagéedsd fii périchab bsthputer ¢ 06¢kr e RERGTRT dlbBg Hithdaay Selavalitad 09
box, not shown, to permt the user to use the CD i nf onnati on st ored

the contents, such as the title of the air or limitations on reproduction.

The contents supplied from the EMD servers 4-1 to 4-3 have been compressed

in accordance with the same or different compression systems. The contents supplied



66 in the directory. ' If the button 256 commandi ng the start of the
recordi ng of the contents arrayed in the w ndow di spl ayed by the audio
recordi ng program 113 is clicked, the audio recording program 113 reads out
the contents fromthe CD stored in the drive 22 to furnish) the read-out
contents to be routed to the contents nmanagenent program 111 along with the
CD information. The conpressi on/ expandi3sg program 138 of the contents
managenent program 111 conpresses the contents supplied fromthe audio

recordi ng by eactasf the EMD @ridire4Skto 4-3Have beéwencryplednin atbsrdancd withither
program 137 encrypts the conpressed contents. The use condition conversion

program 138af€peadteent tnbrypfibfisjitesdat a associ ated with the conpressed and
encrypted contents. The cdéntents managenent program 111 sends the

conpressed and nwnwf : I 1 : Lt o the
contents dat aba§e 114. @g@@%ﬁ?éﬁb@s Q}t%a\g'aisgs &%@ogéﬁgﬁgﬁggg%ﬂgsggﬁﬁgﬁs
file 161 a use condition . file 16 as, i aked W L he, con t

recei ved fﬁgrrsr%){']%ec 08’(?#%5 thd‘S 8 @%‘8&8%‘?‘%?%8?@@5&@?: gfeomé?c }‘ﬁﬁ?{@“%‘gﬁygm s in
the contenys file 161 ile storing.the u conditi data in the,yse
conds ¢1 on Pratbterdsutyansll v Beciathe AP SEER ERutEE' o T Proheal i etBe: ot e
with the contents have been stored in_the contents database.114, th

Cont ent s nETRERABANESP SbF SAPHanS Fad RS Bogh (e, Sishap eBne ! OF Axrilna
program 112 the CD information received fromthe aydi o recaqrdjng ram
113 and ¢ hBamE Of doeRTmpeseTcRNea theneiaorba toRee pessoRpl SORPUIES gﬂ*ae W Wse
condition data associated with the 67 ;ontents stored in the contents

dat abase 13ervex ¥rd igrespragivaisdhareqiestehthapersonelpoamuter bagend dataef tiepspl ay
data to be stored in the display data file 182. In the w ndow displayed by
t he audi o FEbdheirenients of whichihaye hegnread entaandidae associnted with thigcongentset t i ng
whet her or not, on recording the contents read out fromthe CD on the
contents degada drom the €Reoven themstworke2itp thgtpetsasal edrapwter $houl d be checked
out automatically in one of the portable devices 6-1to 6-3. If, for

exanpl e, the buTK@PDlMS devies 6-& ktonigs thitveordents suppdied fidnmdie pexsgnal gompgter

di splays a pull-down nenu indicating the list of the portable devices 6-1
to 6-3. |f 1ithat isseheckesl-euttntants, @longhwitly e dash eeleeant tetheccohtenss, ugh As.om t he
pul | -down nenu, the personal conputer 1 automatically checks out the
contents r Eoxdeyld, tithmof He aibor the lindtagieheon saprodustion. Thepgrtableddvicaleli ces
6-1 to 6-3. If the user has selected "riot checked out"” fromthe pull-down
menu, the pepredmeis thespored rcofitenits; banart onfthe lcontentsriadated atata, do neptpifethe
contents fromthe CD. Thus, if only the button 255 of the w ndow
denonst r at egprbgudedecontatitssy r ecor di ng program 113 is rendered active, the

personal conputer 1 is able to cause a pre-specified one of the portable
devi ces 6-1 to K freramplecttemiyits hfeanadetd eeproduneeetie coritents beyond the number ,

of times of reproduction as the limitations on reproduction, stored as the contents-
related data, the portable device 6-1 halts the reproduction of the corresponding
contents. Also, if attempts are made to reproduce the contents beyond the limit term
of reproduction as the limitations on reproduction, stored as the contents-related data,

the portable device 6-1 halts the reproduction of the corresponding contents.



fromthe CD. Referring to the flowhart of Fig.7, the processing of
transferring the contents reproduced fromthe CD | oaded on the drive 22 to
the HDD 21 for copying by the CPU 11 executing the contents managenent
program 111, di splay operation command program 112, audi o recordi ng program
113 and the contents database 114 is now 68 explained. If the user
actuates the keyboard 18 or the nouse 18to i nput a command of transfernng
the contents reproduced fromthe CD, not shown, |oaded on the drive 22, to

the CPU 11 via tTiR isef RabRAS distdudt tiePoYiabe delits 6 Having feodichis si6redr am
113 at step S 11 denonstrates a GUJ (graphical user interface) shown for

exanpl e in fhekif & ﬂfega&g&drapao eFPAhE R Wtﬁ?re?%u@@ﬂ&%téﬂ%ﬁ c8hteffsay 20

via the interface 17 pecli filca , t’he audi 6 recofdi ng program 113
reads-in t t . of .t e drive 22 to
acquire thgﬁy [ %ﬁ%&@?%ﬁl Sgcfncq[qﬁ%bg%ﬁn@%ﬁ ﬁsleccgﬁ%egg n(ie\%?lgglg?cﬁgm ) f or

denonstrati on onpyt he di a Al ternativel augi o i rogram
113 reads out t@@@gﬁ%@%ﬁ%}%ﬁ%ﬂr e(’PWF&%ﬁé?ﬁﬁ?@%‘“’é&‘ﬁﬁ&éf?’%%éggg‘ rng
Code) contajned in.the CD tp acquire the infornmatj.on on content§g which
then is denl)ﬁ@f‘géf‘f‘ght%ﬁtﬁlaw&ﬁéfp%tg?% %.w%‘ﬂjé‘rerpgﬁab]@%}“cﬁ/ﬁgr %‘i‘l’fﬁf n 254
is clicked, the audio E)ecordi g proqrarp 1é%ﬁaccesses t he server S-1 or
5-2, t hr ougHoredeontants based onthe contents-gelated data; toquiput ghe rspradused eontentts of
the CD to deponstrate the nunber of the air corresponding to the

cont ent s' onlRpaser 15 ghloga dismenngdhe partablgtdeyiqener2k %aartge rontsnts flerethyse
19, using the GUl of the display 20, to select the contents to be copied,
such as by wereir; ﬁ@nah%mmaggmnwer bavditaramy itdo repeoduce the spredicontgngs

di spl ayed on the field 253. Then, at step S 12, the audi o recording program
113 causes toHistersto the mansi entrespandioginthemontanahover @ headphpsiek a t enni nal

dat abase stored in the HDD 21, corresponding to the use condition files
162-1 to 162- N ofhepnstablaterive$-Fistorgs thesontentsshpplied frormthe persopa] epmpiptes nal
dat abase check processing is shown in detail inthe 69 |owhart of Fig.B.
At step 531] along withethedlath releyantrtatlyeonsents. prhegrastableadevicg|6c 3 Fepredugesghtas h
val ue ofthe entire term nal database to conpare at step S32 the cal cul ated
val ue to t hstoresisiontenits) bassdemabic podentowelated dataa tohitput the fepnadutad qomntents.
recorded in the term nal database, the use condition managenment program 140
does not colbemeethissable ab uksmnovitahe ipprtableedavices 63 davingdhe rconbenty-Bored t he
term nal database in which the I SRC of the contents recorded in the past
and t he dat thepein, fromuhe pérsamgd gomputer ¢, aiddo edrry it to keproduradberstored ¢onteniait | on
managi ng the contents recorded on the HDD 21, as shown in Fig.9. In this
enbodi nent , tat listen estheahusie corséafoadingitd ¢hedainteras dverianieadphariee copyi ng are
stored as to three itens of fromitem1l to item 3. The hash val ues of the
entire term nal Itithexbisam neckssity far distimgiistang fheqportable dévices #rtta 6-Fptheke
copying and the I SRC of the entire contents stored in this term nal

dat abase ar devdcsretcailebyvely erfietd a3driabld devicediipt er 26 and stored in the
non-vol atile nmenory 34, at step S38, as will be expl ai ned subsequently. The
hash val ues are FEipakheds die sttt oftthe peasdnal woaiputsr 1.0 ANEPIAYeentrhibe
hash function is a unidirectional function which maps a nessage of an

processing unit) 11 executes variable application programs, which will be explained
subsequently, or an OS (operating system). A ROM (read-only memory) 12 has

basically fixed data, among the programs or computing parameters used by the CPU



optional length to a conpressed value of a short fixed length, and is
characterized in that back conversion of conpressed data by it is rendered
di fFcult. The hash function is also characterized in that collision of the
hash values with each other is not likely to occur, that is that it is
difficult to allocate the sanme value to two different nessages. 70 The
hash function is occasionally used as axtheck sumfor verifying that the
nmessage has not been nodified in the course of its transm ssion, or used in
a digital qllg%aéeartﬁ reiﬂ?(eAlK’lﬁbl (eaifonh Sekes ARy CIF B ds prSstakd uSkiin(thecur e

; - /
hash al gorit and MD (nessage digest) 5. The ‘use condition managenent

execut ed 12‘3"?‘%‘*{‘%&% @%&P‘i{?"‘?ﬁ?@?fﬁﬁﬁﬁg %%%‘&P%‘?%%"ﬁ%%nageﬁé‘ﬁ% T3S gr am
140 . CPU 32 . i
non-vol at WAt g te Bk Sl RGNS s TR 605 oo hach val ue 1o

t he hash val ue ich the CRU 32 has, co ted. (At step 53 t us

condi tion mnagﬁﬂﬁﬁ?s%g}%ﬁﬁfﬁwcge{d%‘fegg%ggﬁeéﬁ QRBC E{iB}JS Eg’ %Fafﬁe hash
value it has conputed coincides with the previaous hash value of the

t er mi nal d}t(%?ggéeélpg‘ta@lléﬂmpﬁn?‘ﬁénﬁfﬁ?p\??ﬁ '?eFéc y 34. If the result is
NO, the use condition managenent program 140 verifies that the terpnnal

dat abase has beérkaybawg; s a6 aveer inputtipg yarighle gommands ko Fl'é‘a‘gi)ﬁg:
"the term nal database has been nodified and hence cannot be copied" for
the use coddi tA meusabddeaetnatedbygy user canmagdingtqsseleeting ajpoiat ont die SeEaeBage
over the interface 17 to the display 20 for display. The use condition
management ofacdjsplay 200 Theedisplayis matdevp ofie ljguid exystah displpyatevios oria{CRA| s {
case, the processing of reproducing the contents recorded on the CD and
copyi ng t hécatbpdamiy tel) tmdermoristratavariablelibforRiatios as teit di itage. AHDDdhargs h

val ue conputed at step S31 coincides with the previous hash val ue, the
progr am novés dove)t2dpdrSes thelherd dise to caaketit trreoendzgdlemeprpdocy theptd@amauses
71 he audio recording program 113 to acquire fromthe CD the | SRC of the
cont ent s sekeaited basheGRUehk or thennforymationy, specified at step S 11. If the

| SRC has not been recorded on the CD, the use condition nanagenent program
| 40 causes the Audiiver22aeads ovg dptaagpeograths stoved BeaimapghetichdiscT4X; anadpgicef t he
CD to apply the hash function to the data to acquire data of a suitable

| engt h, sudliscd2, BcliNivsof 4 GDYaendgnieto-oistical disc g a¢ @ sefidondudtbRaiembry dd2p
536, the use condition managenent program 140 checks whether or not the

| SRC acqui nedemd thetdaf rdbe pidgadms to the ® A ISadondected irecitcuit dvay an ireerface
registered in the term nal database of Fig.9. If the I SRC has not been

regi st er ed 1170 ah ketekh®l Busdb, §btideat6 and Ahosoiniselt.s have not been recorded in
the HDD 21. Thus, the program noves to step S37 where the use condition

managenent progmam U8B popdizs] fconhéited Hdpopfablddevice 8- over the WSHealde!+ ent
date and tinme in the term nal database. Meanwhile, the use condition

managenent PMHNISE bok 25-1 bufhes dad shpslicdWrétthe BEBP 2aNAPU IMEor (R AW ue
outputted by the RTC 35 of the adapter 26 transferred fromthe CPU 32. At

step 538, e shdfalOitiidth OF cCORMRIRTDT thd p R tdviBe 6ER4S i PortibiedéVicd he
term nal database at the time point to transfer the read-out data to the

CPU 32 to gdlg g@glaﬂlte%te?ﬁce ;fz,ee)ggxldaﬁlgu§ e ll%%dhﬂéﬂﬂé’t@ungf the

transferre ta to store e conputed hash~value in the non-volatile

uti i ¥e§4'at St BB EY Ria Roep R it SRYR RS URIRRYeT. °, |
iti 40 i [
Unat the scb dYPQISH BT L RAEE Hoa spacied BGmiBR FHADI AT, ERU  ERp RARARED, 10

database. This flag is used at step S 13 of Fig.7, as |ater explained, when

verifying whether or not the selected contents have been registered in this
term nal dat abase.

i



If it has been verified at step S36 that the | SRC of the selected contents
has been registered in the term nal database, these selected contents are
the contents previously registered at | east once in the HDD 21. Thus, in
this case, the program noves to step S40 where the use condition nanagenent
program 140 checks, fromthe date and tine of the selected contents
registered in the term nal database, whgther or not the current date and
tune, that is the current date and tine outputted by the RTC 35 of the

adapter 26,13i € .
registrati c} r% ’ %ﬁfﬁeéogﬁg%@nﬁ%@ﬁfihgégﬁé@é? gﬂci& ﬁezt’ ggrtlfeeé’dﬁa r?g#ag‘g?%base.
I f the curr, . ti LS ol der npt Jl.es han 48 urs than the
date and t i@eg}#ﬁgb‘lﬁg&w&t oﬁfit%&%gpﬁég’%@ﬁeml%% té? ﬁ%t%a'{‘ls Irig\'/ved, for the
reason that, altho th ntent s rere ded.at least o t .l ess
than 48 hours hi%‘ B%‘gag‘ il%f&m?ﬁéﬁﬂewg?a%i%g%%?- ioveE W&%P&ﬂ?g' are
again copied,. c ing of the contents j.n larg uantities is virtually

| mpossi bl 3 THEUSH REt g putmmissetsupplied omsthe HIAG:2J, CRY AL er sRAM o
managenment program 140 changes the date and tinme of the term nal database
fromthe ddBesushcstdortents ongoapands ofshe portable davice 6rhdo the pertabledeviceind
time outputted by the RTC 35. The programreverts to step S38 where the use
condi L on 1bshavefbe intetes Wexteona hus 46, tidgediuargzthe bosdmsiide { he hash
value of the entire term nal database to save the conputed hash value in

t he non-vol ati | Anneawdioy Byput/abtpst et&Sace t24 deeingorah tIEG (etergetienal
program 140 sets an unregistered flag in the contents. 73 If is has been
verified aEledtapechiral hEonmiiesion)6025R ttaménahnd44,uneexesutest digitbr spmech ot

| ess than 48 hours than the registered date and tune, copying of the

sel ect ed camputfonspuitrort frealdfDEpétthi imputihitput dderficing loperatiane, At fpeeaRends am
noves to step S42 where the use condition nmanagenent program 140 sets a
regi st er ed ohtpags fpo¢-séthepeseh, ecdrfsdpomdihg b sthel dontéxtts,t basedesnllspeerh sighals
processing at step S40, pre-set dine has not el apsed, new copies of the
contents canppliedeveg dieqrliethpul/buput teg¥ice@4of the contents for ordinary
use other than the illicit use is not unduly prohibited, while copying of
the contents neThsSaoyerhétitionkdi €rhpothlkst fiofh Ahe dkeybbarddutiiBoro hieoamdio
virtual ly inpossible. Although the criteriumof decision at step S40 i s not
l'ess than 48pmiv@utput interfi®y24q hfeonfeddd to thetekfict 170 Whivhiinean id coricted 68
hours, without being limted to 48 hours. Thus, by the term nal database

check pr oces ghe QPUdES6Ver fasintdifice .1 7acktefal bixdll 6,dridae 16haidthe host tigtl4t he
sel ected contents have been registered in the HDD 21 is set. Returning to

Fig.7, the copyAnébniBiRGeIRMnIPLOW coiindS3d b tied RitwSrid B, sohhiskdatibepgirg or
not the selected contents have been registered in the term nal database. |f

the sel ect gebnt RIGPFUI16AMR HIBDR I %h%%?%@ﬁraﬁd@ﬁe@i&w&%ﬁ&%%ﬁt@;ﬁ&ﬁ@ S 14
where the copyi ng managenent program 133 causes the audi o recordi ng program

113 to de ”‘?&?ﬁg&%ﬁ 8reQfork n & gﬁdﬂ&@ﬁ £ BrédsdiR5 SBAIC an PRehdMitted OheSthBinetwdk NOt

been copi ed nore than 43 hours, so I1t” cannot be copied". This apprises

the user of (Hhakt 3G orelin Hﬁ%&ég@él&éﬁ'%cﬁe&? tas ufealaicsﬁoﬂaee;r Secdiitiatgl-

74 If it has been found at step at 'the selected conténts have not

been i Sl Gikphiled Beer 6 HbARLL 93 FABPY | IR RNLE AIMKEIOBO 1S P S 15

where the audio“recording program contrd ver to read out

are insertod at A eUOARATRURRRES Rl olRTREAY S Sl BlPICoIr ol
Content st e 1 [Fadpt oR X el eomileh T, eBopeS it B D Ao '

i ndi cates copy inhibition. If the water nmark code indicates copy

i nhibition, the program noves to step S 18 where the copyi ng managenent
program 133 causes the audi o recording program 113 to display a nessage
readi ng: "copying inhibited" via interface 17 on the display 20 to

term nate the copying processing. If conversely the water mark at step S 17
does not indicate copy inhibition, the programnoves to step S 19 where the
audi o recordi ng program 113 causes the conpressi on/ expandi ngprogram 138 to
conpress the contents by software processing in accordance with e. g., the
adaptive transform acoustic coding (ATR AC) 3 (registered trade mark). At
step 520, the audio recording program 113 causes the encryption program 137
to encrypt the contents, in accordance with data encryption standard (DES)
systemor the fast enci phennent al gorithm (FEAL), using the pre-set
encryption key stored in the nmenory 13. The encryption key, generated based
on the random nunbers, generated by software, o'r on the randoi m nunbers
generated by the CPU 32 of the adapter 26, may be used. By executing the




At the next step 522, the audio recording program 113 causes the encryption
program 137 to encrypt the pre-set encryption key stored previously in the
non-vol atile nenory 34 in accordance with the above~nenti oned DES or FEAL
systemto store the encrypted encryption key in an air database of the HDD
21, corresponding to the use condition files 162-1 to 162-N of the contents
dat abase 114 shown in Fig.4. At step 523’"9 the audi o recordi ng program 113
groups the infonnation concerning the saved file, encrypted encryption key,
the information,an th ontents and .t h l,enent f I t f the
nunber of " wPi0n! Rmpes Tyer o Sy Bfattls o6 S i hfor Rof 4B oREug
regi ster the .Sﬁt inthe air databg.ﬁe of, the HDD 2£’L, that is to I’eCOfd t he
set as the VAGSRDIE BRRRCESTIBA OpFTations. she RAMY R stRres AataQranrogmms feqessaryioy
recordi ng program 113 causes the CPU 32 to conpute . the hgsh val ues qf the
entire air the E8LHAL 40 gxecute vatiable Rraeess@BAPEERIONESA w—x@gtrﬁerfnmew 34
non-vol atile nmenory 34. In this manner, the air database, shown for exanple
in Fig. | mstorpsdatatiiatneaddd beheldryvenmfieppowendawzokthe personalposauternk. Int he
filenanes of the itenms 1 to 3, the encrypted encryption key, title and

| engt h of tieROM B6zhemiis storesks prograontiirdecoding theehcryptedqiregrandransfesreds
start, date and tune of end and limtations on the nunber of tunes, nunber
of tines offrqwh theqreesonabemputer k haRFICgeal dimbs ¢lock)sS3 Saaxepitay timikg opdratia@spyi ng
conditions, such as the nunber of tunes of copying, nunber of times of
copyi ng coyskepplane g@pVhfogmatosli tions, are recorded. For exanple, in the
system prescribed by the SDM (secure digital music initiative), the nunber

of tines the coThegbfnfiiicaiontRefe@d ddithe &dgkér 26Guré borgRcied todeCPULIloN |
with the contents copied fi oma CD. If pre-set tune has el apsed as from

the tine ofoveritel expdrhMbudf 16, BEIES N6 Ahd thd h¥ibuke4.CD to the HDD 21, it
becomes again possible to duplicate the contents, so that a few tines of
duplication is pahérdit o heteskitefdtdistmbBisimg thy USBHo#ED3-1 {d 23R8 bR wilbr e
made to duplicate the contents in large quantities, much tune is required

to render YReifApRItbRdd #USH gort?d | SinkiBPY ST BER is hb nkbQsREferidingatimyg er 1

is mal functioning such that the contentS recorded on the HDD 21 are erased,

it is possitﬂé@s@cﬂw-h@@ves,mbwms%aﬁfla@nﬁwapwc&&mr | apse of a

pre-set tinme for recording on the HDD 21. "It 1s also possible to co-own the

contents of. therigiif@ke SfthdPoitable deticd 8%s 6w bRflaldd with febéren@toFig3, the

network 2.

A power source circuit 52 converts the power source voltage supplied from a dry cell
51 to an internal power of a pre-set voltage to supply the power to a CPU 53 to a
display 67 to drive the portable device 6 in its entirety.

If a USB controller 57 is connected over a USB connector 56 to the personal
computer 1 via the USB cable 7, data inclusive of the contents transmitted from the
personal computer 1 is supplied over an internal bus 58 to the CPU 53.

The data transferred from the personal computer 1 is made up of 64 byte data

per packet, and is transferred from the personal computer 1 at a transfer rate of 12



In the foregoing, explanation has been nmade of the case in which the date
and time of duplication is stored in association with the ISRC. If the
information discrimnating the contents or the CD, other information, such
as the title of the air or albumor conbination thereof may al so be used.
Referring to the flowhart of Figs.l2 to 14, explanation is nade of the
processing of transferring the contentsgfromthe HDD 21 to the flash nenory
61 (such as nenory stick, registered trade mark) of the portable device 6
and the proﬁﬁﬁéh%@ of check-out, by the CPU 11 executing the display
operation command program 112 and the contents managenent program 111 and
the CPU 52 execCu N program  Eihrst,. . progessi f_contents
novenent is expijf(;lllienng%t.5 q‘)eﬂ"g@“}eé& @5 ,e Q%ab%?gw‘g%{%e Wa'hﬁé%”@nqqgapﬁszfﬁﬁrﬁn 34
causes the use condition, man ment . pr 140 to conpute the hash.val ues
of the enti ?(Bﬁ%ﬁtﬁ' ﬁh? ;‘53‘1% .m‘i&‘??tcé’ﬂte%@gﬂit ﬁn%?fé’ﬁ@ﬁi‘?r n SERUFRES e g r am
134 conpares, the copnput sh values with_the hash valu onput ed .

previ ousl y ﬁﬁe,t%ée‘tﬁtnﬂyggh&:@e yfprmafion, Ing dlﬁeaﬁbsflaﬁ/%l .rsprsaucmorl t he
two are non.coincident, the movenent managenent program 134 advances to
step S53 t oliHatien data neresspmforspraduction imitation s aandtimesenddiataandy a
message reading; "the air database may have been nodified" on the display
20 to terni Hmeelimitation oodhe nnmberrpf times,oansks caunters fartthe aumben of timegs féf t he
processing of steps S31 to S34. In this case, contents novenent fromthe
HDD 21 to tteprosuctiom| Eheleoritends rei encoded avdeanetygded by thetengoding system, suvhenent
managenent program 134 causes the contents information, registered in the
ai r dat abasas AT®ACREd on the HDD 21 as a part of the ~8 contents database
114, to be read out therefromto cause the display operation comand
program 112 to dHmiratendiz: dénetes drdiatiiengthof ahtsddrysuoh as B2 boies phlaist 12 as
the GUI for selection. Based on this GQUI for selection, the user selects

t he cont ent flensizeederfotasrthe detaHERZR bf the doneentg shelbhe331686,888 bytey. cl i cki ng t he
air title displayed on the field 212 of Fig. S or the button 216. The
nmovenent manage i conteags lesyid B¥kdabr ddoedingihe edtegptad thigtenits phdis tanslittédons,
replay conditions and on-pl ayback chargi ng conditions of the contents

sel ect ed at fretretheShetsonbhicompuag elS& thg portdblddevixplGaimed statediatwahich it ish
reference to the flowhart of Fig.15. Then, at step S56, reciprocal

aut hent i cat emmpyptedclesed neh ias sesdioneHey Wtrahdene key)t Gencratebeint tipakedpropalogr am
141 of the personal conputer 1 and the CPU 53 of the portable device 6,
wher eby t heauthsnticatioss provesdis@béteen thegRrravnabsbmpmeér Exaitht porthbile devias6uned
that a master key KMis previously stored in the flash nmenory 61 or in the

EEPROM 68 of t hewhen tadpsrtdbty 1686 inbshrebRd dveetaUSBRrablekeyw 4BSBRsbrt he | D
are previously stored in the RAM 13 of the personal conputer 1 or in a

pre-set fil23h tﬁéﬁﬁekal%bmp]it& ICithé ?Mﬁe_&iépwci&‘shd iR Perishab dbiiitdraiat i on
program 141 with the ID previously stored in the RAM 13 and applies the

hash functi@techfe tHeSprbbeaitg éMRciPRedaR aultRtikdMdn) i Fdefitbédl autimtivaee am

141 itself owns to generate the Key which is the sane as the personal key

of the per spRabssHPFRUhE authdHEERIdT fidcbddind 6f {fRNKAR fd@isPftem? [§ HIMTON
personal key issco-omneémby both t ecperégnal conpﬁ#gﬁe%gands hgmbortable

e, o BBH 16 ROk B, TS WA Lo L =

previ ously i A I |l e the I D of
t he portabléﬁgggﬁgg%g;gﬁggﬁ%%&%% %g%gﬁg§Siﬁ%ﬂgﬁggggggégﬁ?%s¥%%hfIash menory
61 of the portablye deyice 6. The respectiye | and.the master. ke e
reci procal ly trg#é EREIES RSP sgﬁeégb%sugﬁgsh%ﬁp wgh%qrﬁgpqqsgg%a%y 61
applies the hash function to the ID and the master key to the other to
generate the personal key of the other to generate a transient conventional
key further fromthe personal key. As the nethod for authentication, the

| OS (international organization for standardization) 9798-2, for exanple,

may be used. If reciprocal authentication has not been carried out
correctly, the processing




is termnated. However, if the reciprocal authentication has been carried
out correctly, the novenent managenent program 134 causes the contents

dat abase 114 to read out the filename of the selected contents fromthe air
dat abase to read out the contents of the selected filenane , encrypted by
the processing of step S20 of Fig.7, fromthe HDD 21. At step S58, the
novenment nmanagenent program 134 execut t he processing of converting the
conpressi on encodi ng system (processing at step S 19), encryption system (

processi ng S , aENCLyption s e [RCESSI: . S2 and

t he format v@é‘? gé.e?lgwg%fﬁ@ gv'sﬁ#mflo?on?ﬁ&c g] n@ﬁﬁiﬂg}i lgiq'ﬁ&ieal%‘hﬁg?avaﬁé%d out
fromstep 857 into those.of. the portable devi.ge 6. Th|s,conversio

pr ocessi ngUCEPORsR) gsnsEated Hﬁ@g(ﬂﬁq%fqt °Bf°f°é¥%¢flrc'?yn8’°tp°6{a?’#e8?‘?% fREf the ¢
Fig.17. At step,S59, the vepent managenent, pr.ogram | 34 causes driver
for PD  sBoreanslominuigic o in the Tecipfos t@%wgve%ar%@ssg%e?%cm%n@ss por t
23 to the portable device 6. On reception of the contents transferred via
USB connecfesposs system, tr yabue ganerated by thepsrsenalcpmputer Lis cheanged fromene t he
contents to be menorized directly in the flash nenory 61. At step S61, the
noverment nawtheivation prasgssing teanatherssesthaty if the eutputiciiled ofthe pastableidewicpr ogr am
139 to convert the replay conditions of the selected contents registered in
the air da6genemted msingathet seerett eyt isdaad oandnd iused iwadscdedledaldisguised” or
limtations on the nunber of tines, into the form supervised by the

port abl e daggressi¢h, adiffaieapvdltis usédforpaciprocy anthemgeationtin theagxktweciptdcalauses
the use condition conversion program 139 to convert the SCMS infonnation in
t he copyi nguthendcdtionprocesding, esce that thé persanil cahpitesd Bf alilbaosddtent thd
contents into the form supervised by the portable device 6. At step 563,

t he novenefllicitmzagenent program 134 causes the driver for PD 143 to
transfer the replay conditions converted at step S61 and the SCMVS

i nformation conyke éditerts IDtiSRA coftentPadsbeiafe@TDaNed foeieetying thoeokiehtsdo3 of
the portable device 6 saves the transferred replay conditions and SCVS

information in Thecdd&SID T8 HR 1D @dsoched iR th8tonidnes bys@h agegrent
program 134 al so causes the driver for PD 143 to transfer the driver for PD

143 to traggfiple! the co88 BY of OMdiddseittate @With ATRACK, GAALHS Body D bf @S of
copying conditions, registered in the air database of the selected

contents, {hskdGate@WitPMPTEUPES fudid TaybAS).form in which the CPU 1 |

handl es themin the air database, for Storage in the flash nenory 61. 81

At step 565, they, i At $ESordEPbyF R pRfkofal
dat abase 114 to r%ﬁﬁggﬁﬁggﬁgr p?(eug&gﬂgfr%%ti 0%1 key ofr the}ggle ected

contents. AmpheR PhbassbBiaLtRGIERe FHRAGCHRINVhIRhIN: Bk 3nGiitdtntd HR

decodi ng program 142 to decode the encryption key wth a key for storage

dint : : L

ncr ypt | o R Gyt RO SR ERRCUR DA Thich b FRReY The B8P
13 ; ' . | -

program é‘l}./fﬁltq‘%%t?(ﬁlel% e 6 $fthe b cofrbpbidink o P‘{c]sgéb?rc]ég{tfi‘; %@ﬁxe%’f%xmt QPgey

encrypt ed or col rununtca [ron program 137. At

step 565, enent r 4 causes the contents database
114 to reahg}gﬁgﬂéﬁé’",ﬁé%g?ggﬁiﬁerdﬁsgﬁ%%%ycoo ‘the selected contents from
t he air databas At step. 566,. the venent. age roaram 134 codes
the encryption f’é?/rqm?#‘;%ﬁg?ﬁ?@?q%‘u‘ﬂgatlﬁ Hgtﬁémgg{‘}gﬂk‘?ﬁe%?fgor ﬁ%ﬁﬁffh%vagguse

t he encryption program 137 to, encrypt the decqded key with the key for
communi cat F%‘H.cngt?i*%ﬂ%% ﬁ‘ﬂ?ﬂp‘?%ﬁ{;&@x@nf%ﬁé@ %ﬁ%é{?ﬁg@i@m{d—(ﬁl’é&% or PD
143 to transfer, the encryption key encrypted py the key for co ni cation
to the por thedimitaion emthe numher obtimes of reprpdugtion; et gé\f;‘i’f e ECRIEREHN ¢ he
encryption key transferred fromthe personal conputer 1 with the key for
conmuni cation co-owned with the reciprocal authentication processing and
encrypts the decoded key using its own key for storage to store the
encrypted encryption key in the flash nenory 61 in association wth the

previ ously saved data. On conpletion of the saving of the encryption key,
the CPU 53 at step S68 82

—~n]




advi ses the personal conmputer 1 of the fact that the encryption key has
been saved. On reception of this notification fromthe portable device 6,

t he novenent managenent program 134 of the personal conputer 1 at step S69
causes the contents database 114 to delete the contents files 161
associated with the contents and to delete the set of elenents of the
contents, that is the use condition fil 162, fromthe air database. This
produces novenent instead of copying. At step S70, the novenment nanagenent

program 134,. hewGPRW»32 4Qfs t he er tQ.1r fer e of the
ai r dat abaglé],&ﬂ#@&ig Utle’ tiném nti P& ngﬂ%mlﬁ]égr 3&(5‘%‘?%@%@0‘% i}eseggfn%ﬁt ed
hash val ues .in e non-vol at.il e negory 34..The hash val ues,. t hus .obt ai ned,
are used atldblsEHR o ing oo ks ad ifaharB0 UTLRP TSR e

val ues. The procegsi of checking out ;the contents fromthe personal
conputer 1 lf‘g' @ﬁ@ﬁgwgbﬂasmomoaéuee Period iy ek sPeHBYEYY - The processi ng of
checking out the contents fromthe personal conputer 1 to the portable
device 6 is basiléBiergprodnstionlimuationsdate isce's Serstprtdateend tinge endthesnddates fr om
the personal conputer 1 of Figs.12 to 14 to the portable device 6. That is,
t he check- cand timeclenetierthe extentwefithe elowablietrepnodnetimmetime papiod.e Forlexaymplee
check-in/ check-out managenent program 132, and is simlar to the processing
for novenenif tha stapt datx @od ttinng is H0H040BE end itheyemd date dautdi tirge tis L0GNANFE) thef

ti mes of check-out of the checked-out contents, (or nunber of tinmes of

possi bl e chasskaate catenecamdedreprodubed as froteAptibEeuntiltiubt Ep 28660. of Fi g. 14,
in place of the processing of deleting the contents. Therefore, the
processi ng is ndiikexpé,df thedeproddetian limitation damlhis ti”tor *2”, tBSmithbercdftikes
processing for checking the replay conditions, such as those of contents

sel ected atlimit@or586ndés the Pre-bet imbdnof Ghilds ¥ar ¥ 6nlfehigwhilst thoRuMBESOf
managenent program 111, is explained with reference to the flowhart of

Fig. | S Afimst epudi dehdies TRy aiEber SR MRAGRAichPisQidarBd1By e TCPRE 58 hen
contents database 114 to read out variable conditions fromtha air

dat abase. TRproducaifEhe cFRRAGCARI WhizhQithates B4 naibet 6Ptim8s theeddntd s het her
or not the nunber of tines of copying has exceeded the |[imtations on the

nunber of tihdBaSsrepfoduesd i P&k exwhiptd) if the bR of ifey BiiahbieisC'opdithé ambeead
out at step S81. If the nunber of tines of copying has exceeded t he

l'i m tati onsoffimdaethd Ustdifént®fard 8D AREILIORY tvs), whEHRNd, 1§ thé niithbeP W times

al  owed. Thus; the program noves to step S83 where the novenment nanagenent
progr am 134imai6s is 108 the RliAbePBE RS b SRS Sretepddasiblelid one. di spl ay a

nmessage readi ng: "the nunber of tunes of copying has already surpassed the

limtations on tlg RUARE, ifhe répedudtiorBRithiich d&1 i Y22, HieSRirHaté dnll Yime

terminate the processing. If it is verified at step SB2 that the nunber of

times of CcogyhhgIrS tH A add Bk i{P 00870 P fn Pthelmigabiel BP Rime? linitatidg s Of

copying, the programnoves to step S84 where It 1s verified whether or not

the currentepat ?bg'ta' V€ iP5 E\;fﬁﬁ he @Ak L W As

the current dafgle n H%@hﬁ% ou?Sﬁ'{%ﬂggdg‘lyea%Eggl C %gﬂt%ﬁ%t he adagfgsr 26

i s used. ThﬁﬁnPAEMFgﬁ?nHﬁﬁiPiStiﬂﬁodate and time corrected intentionally by
t da ¢

the user to a pa e ari'd t'une as being the current date and tine. The
novenent nmanage P 4. . suppli .10, the qur t t 1 e
fromthe CPU 32%%3%%&%3?{%%3%%0?1& Ontaggn\gaéaplss 4’ ?l%r §t|§{-}s<(ia;ﬂ€’a§g?tﬂgaé%l i es
t he replay | hhh QNS read out, from, i, at abase ...84 at.step. »tO
the Cru 35 PePhh" he shdRete i s 0P L uBmBE o imcn BhifhSHIs P o o
step S84. If e current .date and ti.ng | ast.the pl.ayback end fti t he
program m)\/%"é‘i B%F ayg, ersgg,tmme‘%%que‘gﬁnﬁézn&?fe FaB& np‘?’b&e’aﬁl{l‘l‘ﬁﬂ%auses
the selected contents to be erased fromthe HDD 21, while erasing the
information of the selected contents fromthe air database. At step 586,

t he novenent managenent program 134 causes the CPU 32 to conpute the hash
val ues of the air database to save the conputed hash values in the

non-vol atile nenory 34. Then, processing is term nated. Therefore, in this
case, the contents novenent is not executed. If it is found at step S 84
that the current date and tine is not past the playback end tune, the
program noves to step S87, where the novenent nanagenent program 134 checks
whet her or not the on-playback charging conditions of the selected
contents, such as fee per each replay, has been registered in the air

dat abase. If the onpl ayback chargi ng conditions have been regi stered, the
novenment nanagenent program 134 at step S88 causes the driver far PD 143 to
have communi cation with the portable device 6 to check whether or not the
portabl e device 6 has the charging function. If the portable device 6 has
no charging function, the selected contents are not allowed to be

b T I o — o - " g, o




86 those for the itenms 1 or 3 are not registered. Thus, if the contents of
the item2 are the selected contents, the replay conditions for the nunber
of tinmes of playback can be observed, however, those for the nunber of
times of replay cannot be observed. Referring to the flowhart of Fig. 17,
the fonnat conversion processing at step S 5 8 of Fig.12 by the CPU 11
executing the contents nmanagenent progrgm 111 are explained in detail. At
step S 10 I, the novenent managenent program | 34 checks the format of the

?ﬁLFﬁé?ﬂgc?%éﬁ?%%oéiﬁ%%ﬂﬁﬁédﬂﬁ%f‘tﬁaSrgfétx%rﬂ&?q ié %%bﬁﬁﬁctg%ﬁﬁzb%EB : P Et
S 102 . 134 iti

can be set M RE B pHetORq AP BRoR)  SE Pty tho BRI o5 dulies, BE PrEvIoRRar 1,
t he novenent nagenent program 134 inquires into the conditions that can
be set on f%g%ﬂ‘}oﬁgﬁﬂgghe portable device 6 to acquire its response. At

step S 103, the nopvenment nmanagenent program| 34 determ nes the condition
that can be setlfdhe ppetablgdevicefabas reepiveshe mrite semmpndof thopentensnalosg t he
format registered in the air database, based on the condition checked at
step S 102withithe contests| from thegpensnelheomputemb dea€RU 573, adaptad tBexecte thees
whet her or not there is any condition that can be set. If there is no

condi ti on tiadin prograh eeabdut fiomethe RONMHH tosheR AM 541 repeitesiths wirite corhirtant t he
processi ng of noving the contents to the portable device 6. That is, since
t he port abhed dentrole abflash meailore controactV o tdise the doritenn secebgidsfromethei n t he
air database, such portable device 6 is inhibited fromnoving the contents.
87 If it i pefsonalccompuiéreDtdShd Qfitlehad atflash eneinforgt®yl. condi tion that can be
set, the program noves to step S 106 where the novenent managenent program

134 causes the Theflasiietrio?y 6¢ BAY 8 k€dobding cBBHoMy ofAPpioxirtRRoe Migtesaedi tion
to the condition of the counterpart equi pnent, for exanple, the condition

stored in gobediteeombani. tInothel fdshi REMbREG T e pRNtdrdda tddde [F6F pRbECKIRH ce 6.
At step S 107, the novenent nanagenent program 134 sets the changed

condi ti ons ePhriditgy e WonRIRAESmPRYAATR Alpre At orhebdibn sydtémpor t abl e device 6
is able to reproduce the contents under the so-set conditions. Referring to

the flowchart offegh@ile!tBe Hﬂsl%ﬁembﬂ% AR firduned/ BEmeRREH R¥a BforPBaraNnt S
fromthe HDD 21 to the portable device 6 by the CPU 11 executing 1he
contents Na@RYBRRLILIAIESS 111 and by the CPU 53 executing the main
program The processing of steps S 111 to S 127 of Figs.18 to 20, executed

by the copying Wgagﬁsaé cHhARRHARsdotiated %viﬂﬁ@tl&h@ﬁﬁ‘%ﬁbé}gﬁ&& BV laddisel @ftahat
fromsteps S51 to S67 1n now ng the contents fromthe HDD 21" of Figs.12 to

14 to the Bﬁ&baai/aog%hsﬁ, ot sRERh, ik §%ntivfh dl¥chud egtclaﬁtr@lilér 633b IRACPU S

checked as t0 whether or not 1t has been nodified, and subsequently repl ay

condi ti ons 58f b igtet Shiisdstfle ARG M2 %ﬁ&ﬁd}@gk@%r Etgﬁ%tgr@§gdr¥gﬁa€@$de and

aut henti cati1on between the portable “device and t conputer

t he conten L | I Bﬁalll l1to

the fl ash Err(?anrrttg){r‘l%?s ﬂgéﬁgﬁé?lﬁéﬁglgﬁa I6gq§g\a9§g?él%o%ga??5?§%e eorng(?ﬁr;{.g)vérﬁgn, at

step S 129 Stphﬁgcopyi ng managenent program 133 causes the CPU 32 to conpute
the enti reDh ‘val ues of the air database to save the conputed value in

t he non-vol atil 4. Referri to the .flowchart of. Fi .t he
processi ng of n@bﬁgﬁé&{ %%gﬁ%ﬁtfé’ﬁrﬂs ¥y %contgggt'ﬂé‘cf%p%% ‘glﬂa&?%géééCY%llct he
HDD 21, by the ,CPU 11 ecut i t he contents agenent .progtam.11 nd by
The U SrediBdaredhiechbemiam, Masedrniie deor Cor PlErR ok, e o hadefng e
contents is explained, At step S 161, the novenent managenent  pyogram | 34
request s t Fenspy ¢dgand repsadysss thapantents te supply she eepiodnped data, Nf#‘?f"rg‘?ét“i on of
the contents stored in the flash nmenory 61. The CPU 53 is responsive to
this request to transmt the information on the contents stored in the
flash nenory 61 to the personal conputer 1. Based on this information, the
novenment nmanagenent program 134 causes the QU for selecting the contents
stored in the flash menory 61 to be denonstrated an the display 20. The
user actuates the keyboard 18 or the nouse 19 to designate the contents to
be noved fromthe portable device 6 to the contents database 114 of the HDD
21. At step S 162, the novenent managenent program 134 causes the

aut henti cati on program 14l to execute the reciprocal authentication
processing between it and the CPU 53 to effect co-owning of the key for
comuni cation. This processing is simlar to that perforned at step S56 of

Fig. 12. At the next step S 163, the CPU 53 causes the authentication
program 141 to




read out the encrypted selected contents, stored in the flash nenory 61, to
transfer the read-out contents to the personal conputer 1. The novenent
managenment program 134 at step S 164 accords a filenane as a file to the
contents transferred fromthe portable device 6 to store the file in the
contents database 114 (HDD 21). This storage is nmade by according the
position information of the fil enane, %Hch as the nunber of 89 Bytes from
the | eading end, as a portion of a sole file. At step 5165, the CPU 53

reads out H,S encr y.pt encryptign key.of, the selected contents stored
inthe fla lﬂ?ﬁgpyoﬁégﬁg?wﬂ%%ﬁvfeﬁﬁrm ed key to the personal
conputer 1. Thig e i.on key has been _.saved in the flash nenory 61 by

t he processing @Pe &C@%QQG? CBPStF‘F“é‘?‘iﬁ‘?"“&E‘ﬂF%)LﬁS’thHrP Gensmissign SIReHy BOt key
fromthe picture data_ 6, .the novenent nanagenent program 134 at step S 166
decodes t h&hewaRrpYided ik i ipside, andarepegducey thegrpntnnty Based ooy masta eleckne
encryptionhfrﬁgran1l37 to encrypt the key with its own key for storage. At
step S 167MGRR fiomeaneexternah qyarie tranpmiter H3HA1 whileHzansmidingmastemelgekent
program 134 causes the contents database 114 to register the fil enane of

t he cont enMCEKy bit coclst BELE 664 predset fraquencpt generased byiendonereoscdlatohe
title of the air inputted by the user via the GU and the encryption key
encrypt ed aircwgt apd Spkédtingnclvbles BRCLKlamadaap off frathe-baiid Dichaified amdvRheNt
managenent program 134 at step S 168 causes the CPU 32 to conpute the hash
val ues of themnehtlotks BCLKO@&idRAEK, by a digttat-eorandlo® commpirgpecirouit G8. ogr am 140
to save the conputed hash values in the nonvolatile nenory 34. At step S

169, the noveneWhefbRpaRIRilg Heogoants3theaDEPSE9 dehds phy tabbleniavioned 6 t hat
t he encryption key has been saved and requests the contents to be del eted.

| f request eferating BRI CREISMIB BigitditahSog boherflg Sircuit 6RirCaRbAIAMSe withehe
novenment nanagenent program 134 at step S 170 del etes the contents stored

in the flasbdarBsrreprdifhction.9ONREE nBl AGREGIdNE e Edheaits, e IDBH B9 HaliBttRat S
fromthe portable device 6 to the personal conputer 1 is explained. The

pr ocessi ngs@ipl¢ Beei operatinglchtks AiRakdanté Rith i ode FéraepR ddedrc® HaltltRe t he
personal conputer 1 is the processing simlar to the processing of noving
t he cont enfifital-fithhd16g OHVeARM EIFRNI 6380 edrBadeiBe P GRBAS RGN L Bie chtird
Fig.21. That is, the check-in processing is executed in the personal
conput er lp8paBlB@erid€@k- i n/ check-out management program 132, as the
processing fromstep S 162 to step S 166 in Fig.21 is omtted. Al so, the

personal conmput §iinilarRe GhAtEBsAIRATZIS A5 7 Vi Cdktdrhally BrobAE @SthkTPU
processi ng for novenént, except that it updates the nunber of tunes of

checking oy} aﬁ@%n?ﬁ@gbﬁ%ohﬂoﬂgﬁf'ﬁ,'?EsZyecﬁ@&ﬁrtg%QeJu?e pre&efproclatiinged oRt Step
S 167 of Fig.2l, to delete the contents file after the processing of step S

170. "Ther ehf) gnastit dok ARANRNE Bork & 63 dMatbs 9TAL bl 577

sunplicity. Nbéﬁmhiﬁ%,ﬁgpﬁ?ﬁg'Pﬁ@%&mheé%ry %%io tﬁe portabl e devicg£6 can
be nDuntedn%hmghgﬁpunted as a nenory card, the personal conputer 1 executes
t he processi hg of Teciprocal authentication at step S 162 of Fig.21 in the

check-in procesgjg. r -

comput er aro. actybl B patgaRRECER sk o RBE SoBEERAREABRIAOARL |

t hat theregj Sst.ep, 18 [ e-DIOCesSs) e - ' in
wnich, 1 Cno R el B BiPrP PRSRT S B8 v SAnSESY LR RIS SOt e
check-in ig-,not perf.ormed, as.when the contents marked X in the field 213
of Fig.S asz’t?‘}}s E@ﬂ%%qmm%zﬁg&%gg?%ftﬂfm&%yi ng the contents from
the portable defkc .6 to the HDD 21 by the, %PU 11 executin t%f CCD vi deo
canmera 1 | and "e%@@i'% 88 FenYRytipg gircuid 63 gonyerts Bisrgproduced FOMENS by
referring to the flowhart of Fig.22. The processing fromstep S 181 to
step S 188 shown in Fig.22 is simlar to the processing at steps S 161 to S
168 in the processing of noving the contents fi omthe portable device 6 to
the HDD 21 in Fig.2l. That is, the copying processing is basically simlar

to the processing for novenent except that the processing of steps S 169
and S 170 in Fig.21 is omtted and hence is not explained specifically.




Referring to the flowhart of Fig.23, the processing of copying the
contents transferred fromthe EMD server 4 in the HDD 21 by the EMD server
4 and the CPU 11 executing the contents managenent program 111 is

herei nafter expl ai ned. When the button 202 shown in Fig.S is clicked such
that accessing to the EMD server 4 is commanded by the user, the purchase
program 144 controls the connunication4gevice 25 ~to access to the EMD
server 4 over the network 2. The EMD server 4 is responsive to this

and t F}Ll”?i o %ﬁ?@éﬁ?ﬁ%@h g f RBHEE B cDVerfieoBB Tl | éﬁgﬁeﬁfi@f 0"t he
The.. 144 isiti )]
ot or mat 1 ORGHEOL rEhe SRR R b i thehch SERH i enf o araplthéd  or

command pr ogr 112 tqQ denonstrate the information via the interface 17 on
the di spl ajPeseh stgmals jdap §@dl§¥>§6]@i‘(ﬁ5 t9ehegd phene.met shoMent s desired to be
copi ed by exploiting the GU denonstrated on the display 20. This,

desi gnat ed i nf oWhgni a playbaek/stap flaitiond net showmeisntbrysty theopartable digwicend
server 4. At step 5203, the purchase program 144 executes reciprocal

aut hent i carepoeduseothesontegtosteredtih thefashonemaryé k, mndéreorivbl bethedtPU 530
co-own t he key 92 for comuni cation. The reciprocal authentication

pr ocessi ngWlenfthe piaybbek/stop butthe igthrst the ponalaidevice 6 dualis theaefitddustonver 4
can al so be perfonned using an open key and a secret key provided in e.qg.,
| SO 9798- 3of flre dontentssase, the personal conputer | owns the own secret key
and the open key of the EMD server 4. The EMD server 4 owns its own secret
key to performWhenr ¢ri pphgdhclasiopebitteatis ipafii AbRSs iafigr Hale ofpsontésety of |
t he personal conputer may be transferred fromthe EMD server 4 or a

certificat eppodudtions]the forthbile Henieslo f@sﬁhgﬂﬁ%g.@aaéﬁmmhe Edntdnts R ftin
transferred fromthe personal conputer 1 to the EMD server 4 and confirned

by the EMDleatoepositién vadeptdhtid! By GREOPHSS. £ fotisetonds Bdve dlhsed Withtas e

program 144 executes the processing for charging between it and the ENMD

server 4. agxﬁﬁaﬂrby thBQsBL AREARR PIRBASMIs Ha R by Hifis ePIeFbEcRFstbpe

processing for charging between it and the EVMD server 4. The processing for
char gi ng Whhitto)&he pRk@bIREGEVIEE 8 @ufirhath4lly $hlk dP the fowdiesdut @MNive Wk
Fig.24. Next, at step S205, the EMD server 4 transfeers the encrypted
contents, pewkOERs8fhpaibnStep S202, over the network 2 to the personal
conputer 1. At this tinme, the tine infornmation is also transmtted as

appropriate. TheleRWWR{IIASE aftE m&&ﬁ,m&m},&w&%@%&wfﬁa&&ﬁ,mwaﬁméred
a so i1le 161

contents in the HDD 21 ‘as | e contents as it accords a fil enane

to the fi |§cvi€é6§égﬁ9d1§?c8£l}e %Jﬁ?elﬁé\@ £EM RS fifst &i?,%ﬂ%%rebmuﬁﬁ@w@&&ﬁendsey of

the contents using the or conmmuni cation co-owned wth tThe personal

conmputer 1 I fer the encrypted encryption key to the
Rl R aretious Rob AR

93 personal conput ase program 144 at step S208 causes the

decodi ng. pr ogr afhd éB1) 63 BERATEHLNR EURPLIRMEGYLEDAREREESS [d sk e EVD

server 4 either by 1tself or fI'n cooperation w apt er
26 to causg; g tg s i

ot ai nod olisBiAT SHREPAR R QR nkotfneiSy ST e i SIFE BB e
purchase prograrn_ 144 cayses the contents. dat abase 114 to store,.the..
Content s | MOREPEreeaLARYCR of FrcErRpPcTOn, Cquprioqe D S EnG e using fain
contents, information on the contents, the title of the air ingutted by the
user and t uémaﬁwaé?éw& §iTqaugcyTanee sPesth sigalsn U SUHRSEr BEY) 44 at
step S210 causes the CPU 32 to cqonpute fhe hash values of the entire air
dat abase tBMeadiate pbrepsaduation, %haﬂ/ﬁlaﬁb%ci stopp £ash deed o Hast 1 niupd3s. At
step 5205, the EMD server 4 transmts the tune data along with the contents
to the personal conputer 1. This tinme data is transferred fromthe personal
conputer 1 to the adapter 26. On reception of the tine data transferred
fromthe personal conputer 1, the CPU 32 of the adapter 26 at step S211
corrects the tinme of the RTC 35. Since the tinme information of the RTC 35
of the adapter 26 is corrected in this manner based on the tinme information
obtained fromthe external equipnent recognized to be a correct equi pnent
as a result of reciprocal authentication, it becones possible to maintain
the correct time information in the adapter 26 at all tines. Referring to
the flowmhart of Fig.24, the processing concerning the chargi ng at 94
step S204 of Fig.23 by the CPU 11 adapted to execute the contents
managenent program 111 and the EMD server 4 is hereinafter explained. At
step 5221, the purchase program 144 reads out the price information of the
sel ected contents designated at step 5202, fromthe price information
transferred at step S201 fromthe EMD server 4, to wite the read-out price

1IN N A - o




At the next step 5222, the purchase programl| 44 reads out the charging | og
witten at step 5221 fromthe HDD 21 to transfer the charging | og over the
network 2 to the ENMD server 4. The EMD server 4 at step S223 executes the
char gi ng conputing processing based on the charging log transferred fxom

t he personal conputer 1. That is, the EVMD server 4 additionally updates the
charging log transmtted fromthe user of the personal conputer 1 in the
encl osed dat abase. At step 5224, the EM®Pserver 4 deci des whet her or not

t he charging,log should be settled at once. If the log is to be settled at
once, the produmsersesidunl capasityof dxodryvgell'Sd. t he EMD server 4 transfers the
name of articles or the anmpbunt necessary for the settlenent to the
settlement ser vdnaddisionsthoportable deviep 653208 atshecalied FASY{file allnsatien tabledcut es
the settlenent processing for the user of the personal conputer 1. If it is
verified attosbestoredin mn2BEPRAMtG8e JhetFATeovmprizes variablel enahorynsteragehe
processing at steps 5225 and S226 is skipped. Thus, this processing is
subsequent | infaxetiohgshchas thedivedier yf catieits weitten &1 yflaghrhémoiydoetheipogition t he
flomchart of Figs.26 and 27, the processing of copying of the contents

reproduced dfflotia éRhel fishmerioty Ghivwhichithé R&pEtidedonbentd AR waftter, laind
executing the contents nmanagenent program 11 |, is explained. At step 5241,

the user cofiRECysidbembepP HotadeGhfordtion4a of the CD player to an | EC
60598 term nal 24a of the "audi 0 i nput/output interface 24 of the personal

conputer 1. At %@&\?ﬁﬂﬁgﬁﬁg?@é enﬁﬁ}d‘iiﬁb@é@ Bﬁﬁl‘@'&@%&el&é a%JD hégﬁfemuse 19

to enter the title o rcal air to copied fromthe ayer (or

t he nunber j . Hith he: uat es
a button ofept Eﬁ’sé%ﬂgﬁ %93’?1‘?’ gglisl?%?%%iﬁemrep 25“3’ ?&_ﬁﬁ%@@ng%lg%gtiﬁtﬁ@f%ere
is aline igLeepnnecting the CD player and the personal conputer for

sendi ngfrecelving the control signals, it is possible for the CD player to

3?2:’? e keyboar 4o “hruieTATS 68 din BRFGH, B RRRESBE iy SPRE O
ol ayer at SvaueEdn e ASH MRHGEL ynb SR B BeTbO s We AT diffide) |\,
per sonal cobliBleatyialihe ShRRnRcH . BS AR LARCTRORAT TR O ALAMAMR] Teads

SCMS (seria manag syste rom i nputte the | EC

6095 8 term 4a. Thi data_cont ai t.he, ¢ ' i nf [ such
as copyi ngr%nﬁlkfb%‘[e%’r?}-ﬂggﬁg%seﬁS%@%I & erffnolﬁglée g?%%%%o 8? ’;@tg.b?&:fk step
S246, the . verjf.ie her .or. n 96 the S da Hdi

copy ng | niigitons AR BT APl B lhesstd sy RECH RN PR ahNef,
program noves_to.st S247 where the. copying manage .ogram 133 causes
t he di spl ayargf)g?gﬁ @%hﬁ?ﬂﬁﬁ’ ?%g’?gﬁﬂ%htv%sd?%%'s@?ﬁ: %tpaélg nmessage readi ng:
"copyi ng i nhi bited,. on the displ 20 to ternj.nate the copying. nracessi ng.
Thus, in this cégilflse%m%gtﬁﬁﬁ‘%ﬁé TR SR cRgl fitfthe paetR i RriBh SRS O
at step 524 hat the .S informatign read out at st .S24 oes .not

i ndi cate co@ﬁhﬁﬁemﬂﬁ?%% ,r%f’ﬁlé’re??ﬁf}?lh %ﬁ%"g‘i%ﬁt %ﬁﬁ‘é q"%%“%’cf\‘/‘%ec es to
step S248 to read,out the water nark code to verify whether or not the

wat er mark 308G §MAcat es copying inhibition. If the water mark code

i ndi cates copying.inhibitiagon, th rogram noves to step S247 ere the
pre-set message I?@?ﬁ@ﬁﬁa‘y@ﬁ?n E’s‘ﬁP asthwemogy @1.¢he game greg 8% éﬁﬂ&ﬁ mary
copying processing. If it is verified at step 5249 that the water nark does
not " i ndi cat@ sggywritien tivichicasclotimetthe contonts are woilten onge,spdhatshegumber ef t he |
term nal database check processing is executed. If, as a result of the

t enni nal ddimesefoviitieg preperteeln itheflasheersotyet is teached with $hewwmalleznnebey been
regi stered, the processing cones to a close with the processing of the
steps S251 and S252. This processing is simlar to the processing of steps
S 13 and S 14 of Fig.7. If the selected contents are those not as yet
registered in the HDD 21, these contents are registered by the steps S253
to S258. Since the processing of the steps S253 to S258 is simlar to the
processing of the steps S 19 to S24 of Fig.7, except that the SCVS

information supplied fromthe | EC 609S8 term nal 24a also is registered in
97




the air database, the explanation is omtted for sunplicity. Referring to
the flowhart of Figs.28 and 29, the processing of outputting (reproducing)
the contents fromthe HDD 21 to the IEC 6095 8 term nal 24a by the CPU 11
executing the contents nmanagenent program 111 is expl ained. At steps S271
to 5273, the hash values of the entire air database are conputed, as at
steps S 111 to S 113 of Fig.18, and veynfied as to whether or not these
hash val ues coincide with the previously saved hash values to check as to

whet her or offiines Bﬁc&&t-énﬁﬁﬁrﬂh?t% r@ﬁ'&erfis’ﬁﬂtiﬁgéﬁﬂeeﬂiash'nﬁedl&yiﬁ infioReiblehat the

ai r database has not been nodified, the program noves to“step S274, where

he di spl j
Erﬁgggifﬁ?{ (to B RS EE AV el e gt :ﬂeﬁ%ﬁtﬁ%&‘i??‘@ﬂﬁv. PR e SRES
1 . ' . . ; .
therenn t oot BB aieac SErlRERE Ak Bt ey 1 e Bt HefiebiLc,

views the displa 0 actuate the keyboard 18 or the nouse 19 appropriately
to sel ect Pﬁ’z‘?’gcﬂ%ttéﬁf‘%“tl’@sbe reproduced. At step S275, the display

operation co d program 112 checks e.g,, p]ayback cqnditions of th
sel ected conte XPQW t@ﬁ@é@ e%mme%mumia@ ofdimes &W&%F@ﬁ‘i etc
w Il be explained subsequently with reference to the flowhart of Fig.30.

At the nexin thedfFRROM 68 fhe postabls\denicetaisiable todnersate the aymbsr ofibmeagles t he
contents nangggnent program 111 to read out the encryption key of the

cont ents sPpasthle gontentstvaitirgrty/m factomof tens oF mogie asieempared tathe isasaciorwhigh s

dat abase 114 to cause the decodi ng program 142 to decode the key for
storage. AthesFAR isstred irhthedlash insgmanydtlat Moneavenrsine the €A 4B ransasdbees t he
contents managenent program 111 to 98 read out the SCVS information of

t he sel ect EAdTatorbeavritterfindne EERROM 68 &t atbmvsewritetfashidrg theofneqprensy dbweibage 114
to determine the SCMS information outputted fromthe | EC 60958 term nal 24a
i n accor dainthewamb ardadn thd EEPROM 68 8aiMee sedatedio render épasgible to pfevehithe i s
placed a limtation as to the nunber of tinmes of replay, the nunber of

t unes of r ERPROM®SS fromeeentrdn byabler o boogsrweittehdn agho®@ie. i nf or mati on. At
step 5278, the display operation coimand program 112 causes the contents
managenent pr ogWdrenkbihnéaed evet the USBheatl SR die pdisormd campadr dpby eay off r om
the air database into the contents database 114. At the next step 5279, the
di spl ay optheaUSBrconnettivim) tis potable dévice usesgiibes thantheISB ramagtionritas
program 111 to read out the filenane of the selected contents fi omthe air
dat abase i been inade basddedri an dkatbabpsdgdal 4uppliedefionothe USE conediert$7 fo them t he
HDD 21. The display operation command program 112 causes the contents
managenment OPp§B.am 111 to read out the encryption key corresponding to the
contents fromthe air database, while causing the decoding program 142 to

decode the readoayécopiidingthhGie KWSB ddnhbctidithdsRow ben etabligrd] the poaable t he
encrypted contents using the decoded encryption key. The

conpr essi ogeexB R fod iR Fhé PrrsdRaladorHGCPUieh the-extér )oft d16preset
conpression code of the contents. At step 5280, the display operation

command pr garrame :ﬁﬁ%ﬁﬁﬂb‘ 98 thOeISH ¢abed 7. 1Fie h&‘t&’dl& BENicé BalsoWhiblss zp@vser_t he
decoded digital data, to be outputted at the I EC 60958 term nal 24a n

accor dance%@ﬁp cﬁ%t?%@ﬁ?@%%%ﬂp@%@fﬂ@%ow& @.owglelpcrﬁgtgeh rfior mat i on read out

at step 52 Al'so, rati on conman ram 112 actuates a

ELQ?LSTZSFEQ o SHVE colthify, g G 39 RUBER srb SRRoB N Sepr AL,
A ot op sostnenROHEEE SET AT Ry RS Bk p

tlput put inter 24.
ol forBvens B S itha
contents managenent program 111 to increnment the value of the playback
nunber of tunes counter in the air database by one in the contents database
114. At step 5282, the display operation command program 112 checks whet her
or not the on-playback charging conditions have been added to the sel ected
contents. If the on-playback chargi ng conditions have been added, the
program noves to step S283 where the display operation command program 112
causes the contents managenent program 111 to wite the correspondi ng
charge to be witten in the charging log. At step S284, the display
operation conmand program 112 causes the use condition managenment program
-140 to conpute the hash values of the entire air database by the CPU 32 to
store the conputed hash values in the non-volatile nmenory 34. If it is
verified at step 5282 that the on-playback charging conditions have not
been added to the selected contents, the processing at steps 5283 and S284
i s skipped. Referring to the flowhart of Fig.30, the processing for
checking the replay conditions at step S275 of Fig.28 is explained in
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100 nunber of tunes of playback has exceeded the nunber of tines of
limtation, as anong the conditions of the air database read out at step
S302 by the use condition managenment program 140. |If the result of check

i ndi cates that the nunber of tines of playback has exceeded the nunber of
times of limtation, the program noves to step S303 where the use condition
managenent program 140 causes the conteﬂgs managenent program 111 to delete
the selected contents fromthe HDD 21 in the contents database 114. At step

5304, the (] erati command progr 112 causes,the us ondi tion
managenent Oﬁ’g‘iﬁ %ﬁﬂﬁ'ﬁ%é?‘l}c{ﬁ%%fé ?‘éa.li cf’ﬁ.'(?uﬁé a/r?ﬁ%@ ﬁxeﬁflﬂﬂgsﬂlﬁ 13 r‘?sﬁ%g‘?ﬂc? abase
by the CPU 32 t. ve t onput ed hash values in the non-vol atile nory
2% Th Chr snsgtfidecsnabla H FRicmal Rowet At atesoed sutend appamtpe i BE

i ndi cat es that_tge qgnber of times of playback has not exceeded t he nunber
of times offeFPINE¢ ak3oMme.he program noves to step 5305 where the use
condi ti on nmanagenent progran114p verifies whether or not the playback end
date and time hddwsaenE8Biosanestionethe GRYY 83 awitchdsfrom tire naveer gupplisddrorand
date and tune has passed the current date and tune, the selected contents
are del et edhe r(bmebﬁe’i IHRDtR 1povetr spphiedInny thes pensondieontpuier L awethatiitdisal so
fromthe air database. At step 5304, the hash values of the new air

dat abase arpossiblgptotvsd thektemabpbwdrfrdrhiitse pasmmal pdmpiierckwithgwngicosttar |y i s
inhibited, If it is found at step S305 that the replay end date and tine
has not passdacd the power estsuthiption afithetdryreell § heith highnaio poves sosteo sloapats306
where the CPU 32 checks whet her or not the on-playback chargi ng conditions
have been atlddifie bbtHehdry sell 8¢t ed 101 ;ontents. If the on-playback charging
condi tions have been added, the program noves o step S307 where the display

oper ation conmaMediiviilleaif thé%xc&ﬁmgmwat@%uﬁmdnﬁ@ﬁﬂﬂmstaaﬁblehﬁﬁ@ﬂr fheayback
chargi ng conditions have been added and the fee on the iisplay. If it is

found at stpiscmdlCoipaiert1NeheO TP 83 haRK thdplagbidk $r@0&NsingONBthadYSP 39ttopeen
added, the processing at step S307 is skipped. Referring to the flowhart

of Fi gs. 31 diffhidthelri@iaR6®HBaShE DSH 5Pty RUhidd the rddi/RnOEsIGItRddntirB 8ystemt ent s
fromthe HDD 21 via the portable device 6, by the CPU I 1 executing the

content s NHASKEAIR the PeRBHANBoHphtd HodtYedpBAdiaRl. 53 executing the main
program is explalne?. At steps 5321 tg$8325, it is checked as to whether

or not the air gaakRasWs ABRCIOERPraPHriNE ratif (et oighiaibn 8F tHRGhnéttsh of

sel ected contents have been specCified, and asS to the reproduci ng conditions

of the sel ahb perseRM@Mputerd. MCoortéifis RIaAGER I Prdgdari 1T isthadduy &¥ah BNIDt he
steps S271 to S275 of Fig.28, the corresponding description i's onmtted for
si npl i ci t%seﬂcti%h??bg?é%@_ﬁl! @&ie@k%/@he&%&i%ﬁdaﬁ%&&’br%%qgﬂ MerlcByptigac ut ed
bet ween the portabl e device 6 and the personal conputer 1 so that 'the key

for conunury i beSal t j I
Comparer 1 YAt B6hlcfoiaR PR 1St B SRR Ay M hvereRi probfnP £46 B

commands t%cﬁ@{)&o@%@@ﬁil@? @ﬁé’c&ﬁ&ﬁ%%ﬂv&r&%ﬂ%&ﬁt% GORMe St L O

be sent. At s e di splay operation co program 112 causes the

contents 1 , fi41€ ygnat ed
el coted oalPREEltnt BRALATA dn bk SRS prbctin’ LAITRORRdRg DABLAR TS
program 11 . st tQ.read t he cont.gnt f the filename fromthe
HDD 21. ]1%@5‘,&% @?g@%@zg,ﬁdpﬁ@raﬁgg?r&ng%%spz}??bﬁﬁgomnd program 112
causes the contents nagenent program 11l..t0 exequt g the..nnLocessin f
converting the %ﬁgﬁgé‘?&ﬂa&’&‘a‘gﬂé’ﬁ%’ailﬁ% l%%%@ﬁ?"%éﬁ]&‘f 98 FREDP or
the format .into those for the rtabl e device,6. At st 533Q,, the display
oper ati on &WS&PG@%%SHQ@&%E@@ the, prossssineganisnt g@r%ﬁ@%g" EGBQanrypt
the contents converted at step S329, with the key for conmunication, to
transmt the encrypted contents to the portable device 6. At step S331, the
CPU 53 of the portable device 6 decodes the transmtted data with the key
for communication, in association with the command transmtted fromthe
personal conputer 1, at step S327, to output the decoded data. At step
5332, the display operation command program 112 causes the contents
managenment program 111 to increnent the nunber of times of replay count of
the air database by 1 in the contents database 114. At step 5333, the

di spl ay operation command program 112 checks whether or not the on-playback
charging conditions have been added to the selected contents. If the

on- pl ayback chargi ng conditions have been added to the selected contents,
the fee is witten via the contents managenent program 111 at step 5334 in
the contents database 114. At step 5335, the hash values of the entire air

dat abase are newy conputed and saved by the CPU 32. If the on-playback
charging conditions have not been added to the selected contents, the
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103 cal l ed tanper-resistant software in which the sequence of execution
thereof is changed from one executing operation to another. Al so, as

expl ai ned above, a portion of the function of the CPU 11 is taken charge of
by the adapter 26 as a hardware, so that the two will execute variable
processing in cooperation with each other, thereby further inproving the
safety. For exanple, as descri bed abovg the hash values of the air

dat abase are not stored in the air dat %ase itself, but is stored in the
non-vol at i 34 of adapt er. 268. That i a hash val ues, used
for conpar (s EEEAEthitoBseindafieRR et FolSrorply P ShnteS mabediitiess3 oy
Fig.B, are stored.in dhe non-valatile fenpr 4. | for,_exanple, the
entire recHP&?aHb?H)ﬁtfé’ﬁ?‘élaYeﬂéPalﬂtﬁ@secrﬁ‘ge‘[crtgﬂ)lééi'f‘g OE{%P 8@@5\%{%@%@1 are
backed up before pyi ng.or noving to other recordi ng nediuns, and the
contents cﬂﬁmég?f’m é‘?“-‘r"é‘(@bﬂlﬁlﬁmﬁl&nts backed up in the HDD 21 are
re-stored, after copying or noving the contents saved in the HDD 21 from
the HDD 21, it Tihe sed¢ationpregrameld1 is net enntaingd inrthe pontpnts mavegement or
novenent is enabled without Iimtations to the disregard of the use

condi t i onsprogam ¢k hwbier the ¢ontents mahagemeatprogram d 14 asiastalled inthe pBBofAdl, as
shown in Fig.33, the hashed val ues corresponding to the information of the
contents Accmpiiter hrimit sareeeived fioheamBMD oégistrdtmnmsenyer 3 i34r themetwork Xinat e)
part or all of the recording data containing the contents A and B of the
HDD 21 i s thackexe of the EMIRrdgdidtratibn pkdcessihg edictinillbe bplained subsequéntlgved in
the HDD 21 along with the contents B are noved to another recordi ng nedi um

272, the cDind EMD3 s¢lectivnindgaim 131 SclédtiEoiRictién tdode o thEEMI servé@s i ¢p 104
the contents B, so that the hash values of the non-volatile nmenory 34 are

changed t of-Bh@cainea puadHaeSapplich@SPPIFbritHe perchi® prOgYafil4 d3.147 Boiéxecuie after

part or all of the recording data containing the contents A and B of the

HDD 21, basgp@flubidation With diRGTtHS BMIDREEFS £110 423, re-stored in the HDD 21,
to save the contents A and B again in the HDD 21, the hashed val ues

conput ed from tiR dhetlRnDehd R %&ﬁ@mﬁ@ﬁﬂ;ﬁ‘ﬂ 130 SetStHRIALCk-Th érf'éheck-
non-vol atile nmenory 34, while the hashed 'values conputed fromthe

i nfor mati afut@hd [ BHRed A UENEMALGHID189-8 1§ 252-N, QAL 6 £bdhtert8 databade L hi S
time point, the hash values derived fromthe contents A and B stored in the

HDD 21 ceapd, ERedk8 obPIHRCoflRREs stbrell it i JRRaitionanbs V6U-165 163-8 Bbnkdrihe

non-vol atile menory 34, thus detecting the nodification of the air

dat abase. pijable devivds by ' i 1 ' o SRRl eyse of

t he conterﬂs Aeand B tssglv%cf‘ ib’ ?g%kﬁ%ﬁ%‘f@ﬁig@f%é@fgg%@g@gﬁcgggﬁ?ﬁté%g ngZpt er

26. has engl,qgeant herein the RTC 35, the value of which corrects the tine

informati on based on the tine data transferred from anot her device, such as

EMD server 4, e r t“EEE” El%ﬁ i j .

obt ai ned. As tﬁg@?&%%pc a e‘ﬁgn e“‘?L’rrkrksltﬁttIﬁ-te) cur?%?b%%%de&a}n ﬁ%@r?gq%& putted

by the RT E I . f I ar {t is
Seoted Pt R oA Gt H1R 165 1A 184G ko Y ink REnddif datab RS 114

not possi b or a user 0O correc e curren

per sonal . i u t. h ast eand tine to evade the

deci si on gﬁrﬁ?%%c%rueob ‘2@1 g&edéﬂcfék'égé%8%%?@”&%@%3&5@I ay conditions. The
adapter 26 is cqQnfigured to decqode and cute the programtransferred in
an encrypted f ohriIY e mepaRsTent program 133 Sonics the cbitgs Sired IINGRE 36 (o
assure 105 ,hi r ty. IS point wll xpl ai ned referring to
the flowc wgrlf‘ﬂts’%h@ﬁ@i@ﬁ itgo in bng O’%i@giﬂoéﬁgﬁ’dﬁ’d&eﬁérﬁ?%&‘%ﬁ‘éicﬁpﬁﬁ&%ssi ng
on the adapter Zg, t he personal conputer 1 at step S351 encri/f{)ts t he

progr am t Foptentsem thg neontablecdeayires et to6-3 todhe gontantsdatapasy b, baged on
pre-stored in the RAM 13, to transfer the encrypted programto the adapter
26. In the ROM 36 of the adapter 26 is pre-stored the program for decoding
and executing the program adapted for decodi ng the encrypted program
transferred fromthe personal conputer 1 and for executing the decoded
program The CPU 32 at step 5352 decodes the programtransferred fromthe
personal conputer 1 in accordance with the program stored in the ROV 36.

The CPU 32 at step S313 devel ops the decoded programin the RAM 33 to
execute the program at step S354.




When causing the adapter 26 to conpute the hash value of the air database
of the HDD 21, the CPU | | of the personal conputer 1 encrypts the data of
the air database with the encryption key to transfer the encrypted data to
the CPU 32 of the adapter 26. The CPU 32 applies the hash function to the
data of the air database transferred thereto to conpute the hash val ues.
The conputed hash val ues are stored in e non-vol atil e nmenory 34.

Al ternatively, the hash values are conpdred to the previously stored past

hash I i h t f j whj f d
Cransi t1 on BERoabR dayfen 82 Hia f3 Heo el LR PulRl el "3 °H 6 35 showe
a nore detail ed jnner structure of the adaP:%ﬁr 26 configured as .a

seni conduct or | ¢ THAVETRG Jpanagsment, program mOYSH #the goptEnEs ored: b thece 31,

CPU 32, RAM 33, .nop-vaol atjle ry 34, RTC 35 and {he ROM 36, a

control | er %dmoﬁgl?sf]éa'ic%llgz‘ﬂ){eﬁ’ﬁf%é’ {CANtTR ciaéai}gsq)&{f fopng E@éM‘?AM 33,
and a logic circuit 302. The logic circuit 302 is used when decoding the
encrypt ed clpitable devigeg 6l o8 oy mayep therqontentizomdhoprrtabledericasdrl taker3
adapter 26. The conponents fromthe interface 31 to the ROM 36, RAM

control | er t3Che eontents databgsec! 1, basgidion3pusgrcenditinn filasHi62 | oyl 62 meprded i n a
sem conductor ICto frustrate an effort to disnmount it fromoutside. A
quart z oscién titeovongents databased Idor generating reference clocks by the
adapter 26 executing variable processing operations. An oscillator circuit
312 is used for TpemetyptipntshsteiOn8&rsiof ppagramrl3 S3ddvestsid resypition spsramr f or
backup to the oscillator circuit 312, non-volatile nmenory 34 and to the RTC
35. O her cforcthet coménts receided brthe puacleast epplicdtiont hES fiowethd EdMDad-power
source supply circuit 321 of the personal conputer 1. The non-vol atile
menory 34 nencrij@ticioiisteghl fecithd\coatenty ieeeived 3§ tROPlrchaseproprant 144 fidm the
non-vol atile nmenory 34 is formed by a RAM backed up by a backup power

sour ce fronEMIR4iRor teenddption bystem Iorsthe bbstehts réiveddyhop@ehasepragrdiil NUM

| ayer 351 on the non-volatile menory 34, and to forma power source pattern

352 flush wi4hfrohethe/ENEC43y 6véll thenetworka), Shtodhd sdfle Shdippiion §RtdINWE khd I OM
the battery 313 to the non-volatile nmenory 34, as shown In Fig.36. By so

doing, if idoritentalfofetin®lk échditedittiles 1672106 DERRrbydded siihB YohteAldatabade t O
nodi fy the non-volatile nenory 34, the power source pattern 352 flush with
the protectide alum numlayer 351 is also deleted to interrupt power supply
to the non-volatile nenory 34 to erase the data stored therein. 107 This

structure descriWagnadiR¢RingUbhth e tHREMISVOStHeAPRIbIE Feliks BLPRETE-BEShe
E~eferring to Fig.37, wirings 401-1 to 401-3 for data wite and readout for

t he nonvol adrdrPptid®/svend oAV sibR), a0l FScdrRveY el dhRcIR0ARt SGHEMS intb fhd he
up- and-down direction (depth-wisé direction) in the registering positions.

Wth this Séﬁdﬂﬁstitr@sysw?ﬁﬂw%ﬁb%@émgfﬂé%r&bw%vf&gﬂl ffed. to be renoved

if desired to Tead 6ut data fromthe 1Tower wring |layer 401-3, such that

data cannot be r i . . WAL = A401- 3.
BRdcshés i%f#gg&%léycér{v@f%&?go%‘réiﬁal36‘@3hb&9§th%%1ﬂpﬂe&1&9

The non-volatile nenory 3 construc to render the wrings 401-1

to 40l -3 re%vfg t ®r thE %nﬁ%i‘x&%&éive&nh gﬁ?ﬁ%&?gﬁ@rﬁ%ﬂib& 119 M e EMDPYJded in

t he inside e non-volatile ne to i nterconnect thé

o e T Ly PR B8 AR B
e O oo o U S e % R e 08 8L
001D i, HOEaRaL B B SRR Y ek 950 RSPl R EA0F

wiring. Wth a dedicated circuit, designed for reading out the data from
the non-vol atile nenory 34, and which is enclosed in the adapter 26 as the
sem conductor IC, data stored in the non-volatile nmenory 34 can be read out
as normal ly by setting the inpedance matched to the parasitic capacity.
However, if a probe is connected to the wirings 401-1 to 401-3 to read out
data stored in the non-volatile nenory 34, the conbined capacitance of the
parasitic capacitance and the probe capacitance operates




108 is an influencing factor to render it difficult to read out data as
normal | y. The reciprocal authentication processing in case the portable
device 6 receives pre-set data fromthe personal conputer 1 is explained by
referring to the flowhart of Figs.38 and 39. At step 5401, the CPU 11 of

t he personal conputer 1 generates a random nunber Na. At step 5402, the CPU
11 of the personal conputer 1 transmts_the ID of the personal conputer |,a
category nunber G of the key and the raﬁ om nunber Na to the portable
device 6. At step 542 the CPU 53 of fhe .t ap] e iC enerates a
random nunb¥) Is?%gs 'i?t é}}tgf,c@ggg,s sfoﬁ\’éﬂﬁéi‘? S‘P?P‘gt‘%gieé ég‘é' \irtggég-\}\ggecpﬁgdﬂg of

t he personal conputer 1, category nunber G of the key and the random nunber
Na, t r ansmi heean Eﬁrﬁmsﬁéﬁ%onal conputer 1 over the interface 17. At step
5423, the CPU 53 of the portable device 6 finds the key nunber j of the
master key Kva fFhsenctyptienpragraradd? gnendebthe non-encryptesicoptents, reddoutfons3 of
the portable device 6 finds the jth master key Km[j]. At step 5425, the
CPU 53 of tthe GIdmandistipplitevfrom #n aypdib iresorting praghanf Li; tin @ccordamde wigh A,
derived fromthe master key KMa[j] to the I D of the personal conputer 1 to
find the kesankedncodingsysemadiifat ofthe céittehfstoréd inthe parditidnl filed @62-detoB62ppl i es
the hash function, such as SHA, derived fromthe key Kab, to the random

nunber Na, WNasetrded byides cotergpdatabadeiEl4l D of the personal conputer 1 to fnd
a random n~. unber Rl1. At step S$S427, the CPU 53 of the portable device 6

generates a r a”d@%ﬁﬁfé@ﬁbnﬁ&gandiﬁ@ﬁro‘g&mﬁtlgﬂ eRdades tﬁ&@@&n%%sﬁd doents

portable device 6 transmts the random | unbers Na, Nb and Sb and the key

nunber | torech@CnRefrsmtle €IS Eupblie! fidhe Bn S rEQRdiRE! Sgfdm COIWM er 1
recei ves thg random nurrbeers Na, Nu alr?d Sb and the I{ey nurgrber | over the

interface lgccpﬁiaél%% ﬁﬂflﬁ@él s%tl&lg:%gg{ﬂn% és}y?t{%u{ B§ (RR OB cnBEY slred ih 'thES Pe

key Kab contai ne eln Ia, based on the key nunber J. Al

step 5405, édﬂ?iitﬂ?t’fﬁés Gk2!1% ﬁﬁ”ﬁg&ﬁ@pgﬁgﬁi‘g#ﬁﬂ 1t% ﬁ%tziﬂ%@ehﬁ ) fgpetion,

such as SHA, to the random nunbers ey nunber |, to

find th . f I

comput or 1 e B SREpditing bropt R 138 dRpad AT gCeD/ B ent IRRERARE. a1 10

th d nmb . G d
e random nunbefy R QARKALPLordb? Byt 119 cbRert AMPIAURRG' o he 1

R2 are found to e 0 eac e portable device~is not an
aut hentic Po n [ I eul C i t 48Ut i to
Form nato tRACHTIRCEE M SBplcif PRENES SoRCHCEND SR, 43 by RER wiRbERe
nunbers Rl . I8 <€ t e t deyi Y

authont i o datsatoRscathe ne-<BRES uheChe, s BN BoR Eohdibls B8, |,
of the pers Ut ers 1 n es th ngom. n r 8,
the cru 11 St SRR rom R ENED SGrlag s B U RHERR sen oy, P €8 it
SHA, derived fr.omthe Kab, to the ra m ne~. rs h ind a
random nunber Ras i cogx?lg%org §ontey rweﬁﬁ%P%%gﬁﬁzfeﬂ%gﬁgggF%ﬁu@%ﬁafg
causes the interf 17 to transmi the.random punbers Ra an b.1,0 the

or tabl o deioBEA 145 vel Hienesine 5, dnspadhitt o (i aage Tudh e du ot Peg
applies the hash fynctions, such as. 0 , ived fromt ke ab, to
t he random ‘f‘ﬂlﬁ‘i‘éﬁ’%H@é Sgﬁag %ajet‘i?namﬂi‘ cf ﬂgﬁﬁ @ﬂfé%@fe%rde%ygﬁ%ﬁoxéggg t he
CPU 53 of the portahble device 6 receives the random nunbers R3 and Sb. At
step $430, afabaspd 143 of the portabl e device 6 applies the hash functi ons,
such as SHA, derived fromthe key Kab, to the random nunbers Nb and Na, to
find a random nuWben cherking outcepfeatsia thenostabludeyires -k tod-pdhe vsgiconddionce 6
checks whether or not the random nunber R3 received is equal to the random
nunber R4 geniversion pedgrame3oca@erts the useicondisiondlathinto nsrecondlidomdatathasr R3
is not equal to the random nunber R4, the personal conputer is not an

aut henti c personal conputer and hence the personal conputer is not
authenticated to termnate the processing. If it is found at step S431 that
the random nunber R3 is equal to the random nunber R4, the personal
conputer 1 is an authentic personal conputer and hence the program noves to
step S432 where the CPU 53 of the portable device 6 applies the hash

function, such as SHA, derived fromthe key Kab, to the random nunbers Sa
and Sb to find the transi ent key Ks.




The personal conputer 1 and the portable device 6 authenticate each other
to obtain a conmmopn transient key Ks. Meanwhile, it has been expl ai ned above
that the hash function such as SHA is applied at steps S425, S426, S$405,
$408, S410, 5430 and at 5432. Alternatively, DES, for exanple, my be
applied. Referring to the flowhart of Figs.40 and 41, the reciprocal

aut hentication processing in case of trﬁfsnitting pre-set data fromthe
personal conputer 1 to the | 11 portabl® device 6 is explained. At step

$451, the 11 _aof the pers | ,co I enerates a random nunber Na.

At step 54%;% l}eh 8?2’3&@? p?@%ﬁﬁ#ﬁ\“@%’?%éfﬁt s the I D of the personal
conputer 1, cat ry nunber of the key of the personal .co ter 1,

cat egory number %O%fe"?ﬁg BYOCEFFHIEIOF YRS, IAYErIEnG © ‘f?&"f‘ﬁgaﬁ?ﬁ?ﬁﬂﬂﬁ
nunber Na to,{he portable device 6. At step 5481, the CPU 53 %é t he

portabl e delfitbe conigaisetheruse candisinn spavagement pperam 144 detects gaodifiqptiop 9t abl e
device 6 receives the ID of the personal conputer 1, transmtted via the

i nterface 1theuseponditiopdatadrsed onahasievalue associnjed yiththp ase cpndition deta
personal conputer 1, category nunber Gs of the key of the portable device 6
and t he rardorednorthe conditiondiles H2-pew 362N recorded thyrthd comtentstdaabsssBl4.t he
CPU S 3 of the portable device 6 finds the key niunber j of the naster key
Kma fi om tHee uset capditionGrandgetient pmgran 140 apdates thiel lmshl ealue asshciated withp

5484, the CPU 53 of the portable device 6 finds the jth master key KMa[j].
At step 548he uséeohditiob datif intassodimidnabikiethdaypdatn® stapgd inabe ihthelvaadition
function, such as SHA, derived fromthe nmaster key KMa[j], to the ID of the
personal cofilesitléR-1lto 162N recdried ke \thdabntefts duitshasd438,intdoafdehlityotd die t he
portabl e device 6 finds the key nunber k of the master key Kia, based on

the cat egor%p?mépﬁxovaiwﬁt, chBek-fitbrsehieak-oGOMME @bntkntsAt St ep 5487, the CPU 53
of the portable device 6 applies the hash function, such as SHA, derived

fromthe master MRy asNednticatid® grogralie M4 Kabxecufesf thed ﬁfdb‘éséiﬁy &f adviprdtalst ep
5488, the CPU 53 of the portable device 6 applies the hash function, 112

such as SHAwthiticasien fEedrtél) thek 8dntknts Bnardagemendpidgearh aNdogad uidpirckdse At
step S489, the CPU 53 of the portable device 6 generates the random nunber

Sb. At st epapphi@ftiont PES SRbedufs thé ro@@ish%%ﬁeéﬁ?iﬂcﬁﬁaﬁhmﬁﬁﬂﬁ%bét@%eﬁjﬁﬁ

controller to transmt the I D of the portable device 6, random nunbers
No, Rl and dtdifls ilifa, ﬁ{e%gﬁﬁJ ﬁﬁwy&xﬁmépuﬁhaﬁlﬂegéﬁﬁﬁ4.maaﬁfeﬁﬁe@ton
conputer 1 receives the ID of the portable device 6, random nunbers Nb, R

and Sb and #agrdfey 40 ¥idiRbrikesVdrPadthéhticatiOn ke Bseli’in the ppéRsiag of redipocePU 11

of the personal conputer 1 applies the hash function, such as SHA, derived

from the magikdndtatol¥Biwded the EMDNRrid 21 ahh%@gﬁfcﬁgieeaﬁﬁi&ﬁ&l 15! tBaf i nd
the master key Km At step 5455, the CPU 11 of the personal conputer 1

finds the jgdiwees &ﬁwgﬁéﬁ&h%arﬁthé%ﬁ?}&é‘éi o%rkﬂﬂﬁpai{dﬁiat%tv&&ﬁﬂﬁwa'

conputer 1 applies 1 a I es the has ncti1 oh, such as SHA, derived from

t he key Ki %gﬁ%f_g?ngﬁgg&?cﬂ Bgrah'ﬁlzf’d“d Nb, to find the key K ab. At step

5457, the rson onputer 1 applies the hash function, such
SHA, derived . '
find the random Hsiihétfichite Rey Bied fyInt Bioce PR RERLAT HhARCadll by ©
t 1 i th th i i I

Co The r andifeuiisBBr A 8kl £l Ao° Sk 8N AIRR{caln REGEMITA1LENER' |
found not to be e 'Esal to the referegi?.nuneagais % t he gorta Ie1 degi.ce 6
is not an al ant & THavAREeRL RPN isdngraged,on TR RUEH RS t he
Phe T andom MFRLEH g therMBeeBPUoR T B4 ot it e OHEPHCRAN RORahd

hence t he
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113 program noves to step S459 where the CPU 11 of the personal conputer 1
generates i random nunber Sa. At step 5460, the CPU 11 of the personal
conputer 1 applies the hash function, such as SHA derived fromthe key
Kla, to the random niunbers Nb and Na, to find a random nunber R3. At step
S$461, the CPU 11 of the personal conputer 1 transmts the random nunbers R3
and Sb through the interface 17 to the 5%ortabl e device 6. At step 5462, the
CPU 11 of the personal conputer 1 sendsthe random nunbers R3 and Sb to the
portabl e deyice 6 Lhrou .he interface 17. St 462,,.the CPU 11 of the
per sonal cg}ﬂ) J’Yelé‘?n @‘ea'ﬁggﬂéémf RECHYSURE fﬁjﬁ’é“tciu&eﬁf regﬂﬁlﬁlygly %Iqiﬁplfﬂe???fg Brom
the key Kla, to the rand? nunbers Sb and Sa, to find the transient key Ks.
At step 5499mmand nregramslid. the portable device 6 receives the random
nunbers R3 and Sb. At step S492, the CPU 53 of the portabl e device 6

appl i es t he hasWhemthe centents gtoredhia thy-pse coaditipadiles k-1 trol 62 rregsded by t he
random nunbers Nb and Na, to find a random nunber R4. At step S493, the CPU
53 of the e eensents databess bldvaeireproducddehyhthe personal campntemhdbendeceding R3
received is equal to the random nunber R4 generated at step S492. If the
random nunipeogra® 142 dezodes thetdatao be equal to the random nunber R4, the
portable device 6 is not an authentic device, and hence is not

aut henti cat ed, Wieh thdpre-seheontérms airssheckadout &y thie paitable defict 6, bapriesat nunber
R3 is found to be equal to the random nunber R3, the portable device 6 is

an aut hent icen@aws £€ chédkdd i fioen tHeopfably dvidenLes thediver FoSPDA 48wnds hhe CPU
53 of the portable device 6 applies the hash function, such as SHA, derived

from the keyntéats orlaQohiifand fbidxecaiif®MeProRiprocRsiap t e poit@blededict B,

transient key Ks. In this manner, the personal conmputer 1 and the portablé

device 6 aut hentyieiitBe ALt @bMRhAtslafe Sfcdkéd @ut@o&ﬁj%ﬁﬁbl%ﬁ%@ﬁb%ni,okﬁye-&ﬁ- The
procedure shown in the flowhart of Figs.40 and 41 is stronger than that

shown in 1 REnfeh@VrBRIRECIQN iff'fibin AR RIALRIddvicd §-3, S §R6R fBORDNES3 dcids a
"di sgui sed" attack. Meanwhile, it 'has been expl ained above that the hash

function sughiefss %dnﬁn@ﬂ@f&ﬁe@%@tﬁ@gre’s@?mﬁﬁﬂ tof @&vicedider 13470
S457, $S460, $S462, 5492 and at 5494. "Alternatively, S, for exanple, nmay be

applied. As des wﬂ&qﬂ%ﬁ%}ﬁéeé%g%ﬁtgﬁtsﬁf‘é%ﬁ@ﬁéd SRR e ortf]a mviééﬁ-@,%réﬁ%g?en ty

device 6 can cope wt I sgui sed” aggression efriciently an

by sel ect i y@hignelt OHLORNSdE BOESERe ALGBERLS, GAL UAMOPPEP P Gends o

procedures wt renti al I on power I n'keeping w e processing

per f or med %Bﬁ{%htstci}eaJoﬁﬁﬁ%f&;@g%ﬁ?c&nhagﬁ{réﬁ@% Cgc{%&gﬁé ﬁfe%%iéé%%r PIELY pting

the source programis ex ere l'owchart of Fig.42.

At step S501, t g _rg@igﬁ' ¥ i SQU amto
an authenticati gﬁeg’tﬁ;a%%g‘?\#m%&g%géﬁ#séica lhgéﬂmprﬁérﬁg %’QS? on dfa@f)g%% At
step S502, ent. [ ' verq fi . i Q%E;][e,
whet her or %?0'?‘%&s’§%¢%%h§?‘gé’?‘ﬁ]&hg@ lb%r{ednfsrmipy?‘g%sﬂf %t%lgﬁ)r Zégl ve nsoursce
programis foun 0 ve bee di fi the .processi ng cann i nued,
and hence £ ﬁ%%f)goé‘éeg L}Fﬁéleggor?(egoﬁf ﬁ'é?@ldfd iRi ﬁtlﬁé&fog@%ci \(/’]gc? ér%ugeéeégr g@?eglm i's
found at ste 502 pot to ve bee difiged, the pr m noyes to.step
5503 wher o MSTRTGH R g o Ao e et LA reCeifl
program w th the encryption key of the aut tication station. At ste

5504, the SatHt (S P PARTSenL RS | eV oy R ERse o6 e St B ¢ o
t he personal ~gnputer 1. At step 5505, the personal conputer 1 records the
recei ved sOUed byrthgcantents maragepnpprogsamdidi nate the processing. The
above is the manner of encrypti ng the source program Meanwhile, the EMD
servers 4-1 to Zheporchaspprogeam 14hisstated with shuffledios enesapieddustrustiontandt t he
source programto take the place of the authentication station. The
processi ng of the adapter 26 executing the encrypted source programis

expl ained with reference to the flbwhart of Fig.43. At step 5521, the CPU
32 of the adapter ~ 26 decodes the encrypted source program received from
t he personal conputer 1, with an open key of the authentication station
pre-stored in the nonvolatile nenory 34. At step 5522, the CPU 32 of the
adapter 26 starts the interpreter to execute the decoded source program At

step S 523, the CPU 32 of the adapter 26 verifies whether or not the
results




obt ai ned on executing the source programare to be transmtted to the
personal conputer 1. If it is found that the results be not transmtted to
t he personal conputer 1, the processing is termnated. If it is found at
step 5523 that the results be transmitted to the personal conputer 1, the
program noves to step S 5 24 where the CPU 32 of the adapter 26 encrypts
the results of execution of the source Baogran1mﬁth a pre-set key. At step
S525, the CPU 32 of the adapter 26 transSmits the encrypted results to the
per sonal cojyg

or .1 enni ] proc ' . | bove,
t he adapter grz)‘b glgé t}{’ g%&ettﬁg Pgﬁé"%fr‘%gga“‘s& “‘rsi?;(zﬁ‘p%r% Bsé(ri%#%rl}é?r ?ﬁ@o;duﬁpé’ gfjgl gt
case, encrypts the results.obtained to transmt .the resul tq th r sonal
conput er 1. ll'o[cefgn%f:%xﬁe%éﬁgp@t OF EXETI6: H&’%Bf%%‘f’%%@;‘?%ﬁ%ﬁn@?@r f or
the adapter 26 to execute the encrypted object program, Fig.44, sh t he
flowchart f8 %?qanracﬂm&ytrﬁ ing qbb i Reyobpsed B 1 sanBobilenaty the
program At step .S 541, the personal conputer 1 conpiles the source program
t o gener at eMSHECHPRS. set obj ect program The processing fromstep S542 to
step 5546 is simlar to that fromstep S501 to step 5505 and hence is not
expl ai ned speci f Thalpugchase pragains 144 freqwstsathe EMD iserves tdritt ragnd ipse-set
processi ng of executing the encrypted object program by the adapter 26. At
step S561, ¢onteBlOVEP thefnativerka? aytiiterre@bving dloxiemntente fron theiMD seipyerct-2.
program received fromthe personal conputer 1, using an open key of the
aut hent i cat Wirensteativing theecontemte froinnthe HEMBoserverl 422 the prechasy paegradt 14t ep S
562, the CPU 32 of the adapter 26 devel ops the decoded obj ect program on
t he RAM 33 thargzethetfeet he program The processing fromstep S563 to step
S565 is simlar to that fromstep S523 to S525 of Fig.43 and hence is not
expl ai ned speci fTBalﬂuychaiél?régrB@f 145 o€ 898 brgnDinseilied yudéng withnide wdintedtd
programis explained by referring to the flowhart of Fig.46. At step S 5
81, the CPUmhiaaEéméxk@r@@faﬁDDBﬂ arigudsey transhi SRGS bBprichvet astaprite ko &z KD ssue
an application key Kab and an individual key Kidv through the interface 17

At step SS Sdwet H3 Widlst Covalvirghip bbiftént? ot e BMDLsBA ea M. Wiadn refeilty thab and
t he 117 ndividual key Kidv, generated based on the key Ks proper to the

adapt er 26, ca@ntsffbhthé EMIDQERLr 443, tHerureliks¥ R aiirhin€l 452 BRMrifesithe @ée. t he
adapter Z6, fromthe adapter 26 hrough the intertface 17. At step 5584, the

CPU 11 of t heTlpedisplaglopealiBH t8imhndPestainsl 12RAueRjafGapé 884 piE-d2Y widdow
application key Kap. At step 5585, the CPU 11 of the personal conputer 1
encrypts t hgnfRsdi 1%@9,3%&6@531&% atﬁlﬁlermg@aispmywatﬁleubz,piadta/ﬁleyal
key Kidv. At step 5586, the CPU 11 of the personal conputer 1 records the
obj ect progngsiiensr ygs-Rd obYa tHitefRR idadt iHRD 1182y WiaR m@uwﬁ%(rmstwm&ﬁy KMo
contained in the context encrypted with the individual key Kidv in the HDD

21 to term ﬁ%ﬁg&hen@%&gﬁaﬁﬁ 179 t0 bRedufd &e%ﬂé&%ﬁg@i@h RE'chedlaln GOkl s
able to encrypt "the obj "ect program and t'he context with the application

key Kap andb?&% 6&9&3&5@&?‘&&1@!@%&%Ef‘ﬂﬁlﬂ'l@&kefl@c’mthe adapter 26. The

processing of the adapter 26 executing the object program encrypted in

accordance with [ hﬁ‘f’l“ bt ; i | Sorftéik ai ned
with reference tghtg#g{eﬁﬁg%ﬁagg% 0 ’%hﬁgmkbggﬁag%%%e@‘%é%gu ollﬁi o? t he
personal co [ Ly S o) h

Bopt i cat i on oL cnldh EELICLA P CRAGEL LSO LR iba R L {0 B tored
encrypted b he!_er?ﬁj% i dual key Kidv. At step S602, the CPU 32 of the
adapter 26 !beh"'. ' hash function to the key Ks and the application key

Kap pre-stored ip,the pon:volatile nenory 34 t enerat e .t he individual key
Kidv. At step 56%@? Sﬁg‘y@@ é‘% ]tg‘}z’ Which mg Fs a%eﬂpgdmgo rtﬁgg?q}g%.s

obj ect program by the application key Kap. At step S604, the CPU 32 of the
118

mr—"

D




adapter 26 decodes the master key KMo with the individual key Kidv. At step
5605, the CPU 32 of the adapter 26 executes the object program by
exploiting the context containing the decoded nmaster key KWb . The
processing fromstep S606 to step S608 is simlar to that fromstep S523 to
step S525 of Fig.43 and hence is not explained specifically. In the
processing shown in the flowhart of Figg47, the adapter 26, which has
transmtted the individual key Kidv of the flowhart of Fig.46, is able to

execute theyspg Ei/ﬁlgec@nfbmseﬁfes 6 P—qrtﬁgﬁil ﬁg Y%Oéggfoxﬁ‘gg%ﬁffﬁt@&ﬁﬁaes& Pim fshe

adapter 26 whic s transmtted t I VI Kidv 1n | olchart

of Fig.46 is?or@@kﬁ?feﬁé]éme t he object program however, is unable to

decode t he contex hat it is unable to execute the encrypted object
program Referri tQ the fl har Fig.48, the processing of ,causing
Phe cou 11 of t HES ghstutsfies a8 IBCIa3TK ybiicpemanae PeRF EordSimipiiaiing
when the a ter 26 exegutes the object programjs.explained. At step S65
I the oPUTAS cgReptscstarsd i dhe senieat les 404-bie J 6L reskdadaon thteowientsne
obj ect pro%&rg in_accorgdance with a pre-set rule. For exanple, in the
processi ng ape hEhor RiFtungs corresnonging fo enagkage as fatgicexplyined arg stotgd Wr e, as
in the case of _a DES encrypting or decoding program this conversion

execut es B&iﬁ%@ﬂati ons a pre-set nunber of times on a 48-bit enl arged
key and on an appropriate random nunber used in the so-called Feistel
function, to re retis sodiecendity of distinpaiskeing dheypidtice filadi 83+ b td 183-Kl &om i n
the case of a program decoding a | arge 119 anmount of data in the DES CBC
(ci pher bl ®ath otterthey premiply tetedprowsdilegl8F. the iterative structure is
not executed sequentially, but the processing of plural iterative
structures is efhediysteresisrdhtaafileol, ywitioch anéraoxeescatdrediy dafa siathaad ther ender
the decoding of the enlarged key difficult. . Al so, the code correspondi ng
t o the i nstmmeterafstimés ad tieodate @f pheck-aot asd charkeiadfamnternts sored i shecode
is such a code in which the code denoting addition is "1", while the code
denot i ng t lventenks filek 16241 tonl 6deNresqrdedion tige cohitentd\databsye 13d51, stéred iCEe 32 of
the adapter 26 transmts the converted conmand queue to the personal
conmputer 1HDB2he interface 31. At step 5653, the CPU 11 of the personal
conputer 1 executes the deshuffled command queue. At step 5654, the CPU 11

of the personal mrtﬁ(sj;ﬂ@y opetation o¥hifiand prégeaml 112 grfndprao?es&mﬂ Iohbaited on
executing the command queue. At step 5655, the CPU 32 of the adapter 26

conti nues t&ﬁtﬁft@@ﬁ&ﬁg@ﬁeﬁﬁ%ﬁﬁrﬂﬁ theat asd/kinie 6f rédicraticBCRosbdiing, edkily ed
fromthe personal conputer and the cornputed results conputed and hel d by

the CPU 32 redeiting tAél aitheritichion ey dndthSBMD sélbstideaPtogran®f 31 RentdrIERID 26

verifies whether or not the personal conputer 1 is to execute the

processi ng.regiktrafion Serv@B1do séxad the hatRAtISAIH kSO HRIHIRIENID Seléttonifogiedeut €
the processing, the processing cones to a close. If, at step 5656, the

personal comYb8he goﬁtgn&%%gglgﬁﬁtg‘gﬂggra%qqgssi ng, the programreverts to

step S651 to repeat the proc causi ng the personal conputer 1 to

execute the pro g‘h%%iuﬁﬂy eregﬁ?%gg‘ﬂgﬂgraﬁ?‘f %3 &ém&ﬁb?ra?és?ﬁ@ﬁiﬁﬁﬂ@opﬁ ]Extetk%t Q&KL

program executed by t ersonal conputer e adapter 26 1s able

to execute ¢ e PLARESIRA a8 ah S rO0IrBE (RhOYE AT IRARE fdmIMCPAhBlN is an

optical disc 42 loaded on the drive 22, based on the actuation of the keyboard 18 or the

mouse 19,



The adapter 26 converts the command queue contained in the object program
to transmt the command queue to the personal conputer 1 to render the
decodi ng of the object programdifficult. If the adapter 26 encrypts the
coi mmand queue contained in the object programto transmt the encrypted
command queue, the object programis rendered nore difficult to decode. If,
in the processing of encrypting the obj program whi ch the personal
conputer 1 sends to the adapter 26 as explained with reference to Fig. 46,

obj ect  pr ogr am | QGRS R TR iy ﬁarf?fe%—f#ﬁ%%%“ e
Gown oaded 14268 SHFeBRRAgtE ta B O HRh B e, & b@?@lﬁ””xﬁts W8 R o

EI\/Dservers41to43and of maki ng t(ﬂ i S. ex Ialned,b
referring t CHTREPPIAINE Rthe comteptsgecpadedion §wé§f>§m asaﬁ'éle AIBHG ESHSTL er 1
performnms reciprocal authentication with the EMD servers 4-1 to 4-3 over the
network 2. Ahegeeyprk@ybasedign tigpandiq resprdingtipe pf aqonte@tﬁm@ided onthmGh t s
data specifying the replay conditions of the nusical data to the EMD
servers 4-1 Alsoathg antiooneghrdingprogranuhi 3 aeceimesidats carrepondingdo she s@Rentst he
EMD servers 4-1 to 4-3 transmts the data of the paired anbunt to the

per sonal corgoerded ipnskelChnfromeahe aveimservedathor 7di cati ng t he repl ay
conditions. At step 5674, the CPU 11 of the personal conmputer 1

denonstrat es t he Tietaudis recoﬂcﬂﬂg peogramdl 13ngends dataeceriespanding o theerderived
servers 4-1 to 4-3, on the display 20. At step Q75, the EMD servers 4-1to
4- 3 request ddmemerecorded ohathp Oleto the displayespemationccognmandiprograrhdi20f t he
user's credit card. At step 5676, the user actuates the keyboard 18 or the

mouse 19 to i nputlf éat with domdsaridfr andidirtcsrding, therdudio tedoidisg pRypsandll3
conputer 1, which then transmts the data such as the credit card nunber to

the EMD ser weads dutkohtents fomAhe EDePhioR Is/the topticAiMicsEY Moaded dn thetd?ive-22 to
execute the settlement processing based on data received fromthe personal

conputer 1. citputthp r&‘Sut dohntND tBEEMRESs Mahaf@nmdntPrégransm L, the pre-set
encryption key to the personal conputer 1 over the network 2. At step 5679,

the personal coneeéonterits @atabase 1 stires 8RE cAREity Ruppiek Bom ithadshehised
fromthe EMD servers 4-1 to 4-3 over the network 2, to term nate the

processi ng. rthhnd cipf &%Fﬁ 1¢ 0D EsHn éo:ﬂﬂ%ée@aﬁﬂ &B@p@é&ﬁﬂd@bbﬁ@n&&wlﬁﬂaom
t he EMD serverséé%ﬁl b 3, and the EVD servers 4-1 to 4-3 execute the

processi ng fp}é-s‘éﬁé)tsltﬁﬂﬁﬂénc dftBie RbACRETIB01 613 16BN FirabéGlingtitthyHIDDN or
settlenment i's unnecessary to perform when the personal conputer 1 downl oads

the nusic dai@a THeQ hicnes JaMBasE! MedtSrefude dondftiondath céﬁ‘é’époﬂﬁﬁig% fdrtRAnfmnts
rel ati vely vol um nous data can be downl oaded promptly. In the foregoing,

the portabl est&%ﬂ'lﬁ%eﬁcdxﬁclﬂ§ﬁﬁesq55131 AR RoEEsH tHuse! EshdRiGB A 16DVERY | ON
can, however, be applied to transferring or copying data to other recording

medi uns. Al tioumlsk 8. 058 R 1418 btigkhe RS Eshtits 45t 2
such as credlt carsd n%n%ersﬁéﬁ%tgg?t enent may aw%age mage by theS

procedure syg (trade mark). It is also possible for the
per sonal corrput er“l% aﬂ%% servers 4-1 to 4-3 to performreciprocal

aut hent [ cation US| A EBRIAPLACH Sl BGRLMASE LatL d aiant figrhocal) 2o

provi ded by the | rior rocessing sno art of
Fi g. 49. 161-N or the use condition files 162-1 to 162-N as records.

,..4

For example, the use condition data corresponding to the contents stored in the



In the foregoing description,

the portable device 6 stores the individual

key at the outset. Alternatively, the individual key may al so be downl oaded

frome.g.,

the EMD servers 4-1 to 4-3 after the user has purchased the

portabl e device 6. The data may al so be picture data or other data, in
addition to the nusic data. In the foregoing description, the portable
device 6 is used as a recording nedium _The present invention can, however,
be applied to noving or copying data t 054t her recor di ng medi uns. The
contents may be plﬁgure data or, other datga, in addition to nusi.c data,

as musi cal Zomtends

1-3 dysteradsinghe use condrien fle 162-hn The e fardifign data

furni shing nedi um connected over a network to a pre-set information
processi ng eopfsspending ta thepeansents stores i herdonteats ﬁlﬂ hekrhkiststored de dha/hsey a
pre-set programfromsaid i nformati on processing apparatus and for

transmitti nepnditich filed$2edh i n an encrypted formto said information

processi ng apparatus; and encrypting neans for encrypting said program
received by sai Memiwhils, ahtiduta Fecurded dn theeusendonidividr Gitespl 62-@swi DER-N
apparatus according to claim1l wherein said programis a source program

execut ed bycorespBid®tddatLrecobded B o HrRtinddabibabé OF Wtd PELOrDRPOAIME air
according to claim1l wherein said programis an object program

database, as later explained. That is, the contents database 114 is constructed to
encompass the terminal database and the air database, as later explained.

If there is no necessity of demarcating the contents files 161-1 to 161-N, these
are simply termed contents files 161. Likewise, if there is no necessity of demarcating
the use condition files 162-1 to 162-N, these are simply termed use condition files
162.

The purchase application 115 is supplied from the EMD registration server 3
over the network 2 or supplied as it is recorded on a pre-set CD-ROM. The purchase
application 115 requests the EMD server 4-1 to send pre-set contents over the network
2, while receiving the contents from the EMD server 4-1 to send the received contents
to the contents management program 111. The purchase application 115 charges the
fee when receiving contents from the EMD server 4-1.

The manner of associating the data stored in a display data file 82 with the
contents files 161-1 to 161-N stored in the contents database is hereinafter explained.

The contents stored in one of the contents files 161-1 to 161-N belong to a pre-

set package. In more detail, the package is one of the original package, a my-select

such

P



4. A nmethod for furnishing the information by an information furnishing
medi um connected over a network to sa pre-set information processing
apparatus, conprising: a conmunication step of receiving a pre-set program
fromsaid informati on processing apparatus and for transmtting said
programin an encrypted formto said information processing apparatus; and
an encrypting step of encrypting said prggramreceived by said

comuni cation step. 5. A furnishing nediumfor furnishing a

conput er - reﬁg%gep&gfgﬁémgﬁc#gg&cuti ng the processing conprising: | 24 a

comuni cat i rec a pre-set programfromsaid information
processi ng appar sn.t.tl ' | form
to said informt ?I‘(%llr%%p océé&kﬁéé g%cr??%ﬁa# %J%%ng%glggé g%{é%gapé&nlggsssggféwwﬁg
encrypting said, pragramregcei ved by. i nmuni cati o tep. 6. An

i nf or mati on %Pﬁlgé?&%%mb%% 598?“‘%&?%@@88’3@%%{1 Iji%gfics&@? 852 PIALE ot her
I nformati on ocessi paratus .to execute pre-set progcessing,  conprising:
sel ect i on mellwny gra CB) dbe Pﬁ@tepﬁs@eﬁm&eg pﬁg@@&acﬁwp wﬁ@wca%nﬁtheﬁpgé%t i on
bei ng executed fromone or nore reciprocal authentication procedures in
keepi ng wi t HPlusal grigmal packageso dbe original package epeRRRASFing thenteacamet heans

for executing the sel ected reciprocal ) ) , .
modified. The user is able to edit part of the information corresponding to the original

package, that is to add the information or to change the added information.

The my-select package encompasses one or more contents optionally selected
by auser. Which of the contents belongs to the my-select package can be optionally
edited by the user. The contents can belong to one or more my-select packages
simultaneously. It is also possible for the contents to belong to none of the my-select
packages.

The filtering package encompasses contents selected based on the filtering data
stored in the filtering file 181. The filtering data is furnished over the network 2 from
the EMD servers 4-1 to 4-3 or from the www server 5-1 or 5-2, or is recorded on a pre-
set CD and fumished in this form. The user can edit the filing data stored in the
filtering data file 181.

The filtering data serves as a reference in selecting pre-set contents or in
computing the weight allotted to the contents. For example, if filtering data for the J-
pops (Japan pops) best-ten for this week is used, the personal computer 1 is able to

specify the No.1 or No.10 contents of J-pops.



aut henti cati on procedures by said selection neans. 7. A nethod for
processing the information by an information processi ng apparatus for

reci procal authentication with another information processing apparatus to
execute pre-set processing, said nethod conprising: a selection step of

sel ecting the processing for reciprocal authentication being executed from
one or nore reciprocal authentication procedures in keeping with said
pre-set processing; and a reciprocal awPhent i cati on step of executing the
sel ected reciprgcal, authentication_procedures by said selection neans. 8. A
fur ni shi ng medi The fleringdata filei184 inchedes Silteaing datadexsetecing gheaontants imthe ut i ng
125 the processing conprising: a selection step of selecting the processing
for reci pr ouigr ofthe:diminishing numbengf times of ehedk-ouh duringdhe pastconeswopthocal

aut henti cation procedures in keeping with said pre-set processing; and a
reci procal filtetihg datadat selectitgethe cdnten@ovith thg latger amnber eftimecofcheckiout

aut henti cation procedures by said selection neans. 9. A nethod for

aut hent i cathuring thepast lslNear gahefibérinpdata §dléctingthdctmenisicdigining the ldtfest
apparatus; transmtting an ID, the key attribute information and said first
random nuntigye’oin thak®leldfiths ampparatus fromsaid first apparatus to a second
appar atus; generating a second random nunber in said second appar at us;

{ ﬁgei ving the |1 thisShamidr B bhtehid T HRSItOnSPAKaPE i delcRied AnHemRHAREr Of
datais associated with contents display data 221 associated with the contents, inclusive
of the data set by the user in the contents display data 221, or with the hysteresis data l
file 184,

The driver 117 drives the audio input/output interface 24, under control by the -
contents management program 111, to input contents as digital data supplied from
outside, to furnish the contents to the contents management program 111,
Alternatively, the driver 117 outputs analog signals associated with the contents
supplied from the contents database 114 via the contents management program 111.

Fig.5 shows an embodiment of a display operating commaqd window in which
the display operation command program 112 is demonstrated on a display 20 on
startup of the display operation command program 112.

In the display operating command window, there are arranged a button 201, for
starting the audio recording program 113, a button 202, for starting the EMD selection

program 131, a button 203 for demonstrating the field for setting the check-in or

check-out and a button 204 for demonstrating a field for editing the my-select package.



first apparatus, transmtted fromsaid first apparatus, by said second
apparatus; conputing the key in said second apparatus fromthe key
attribute information; generating a third random nunber from said key and
the first and second random nunbers in said second apparatus; transmtting
the information on the second and third random nunbers and the key from

sai d second apparatus to said first appg(? atus; receiving the information on
t he second and third random nunbers and the key transmitted from said-"

o ormatton on dhangBgte 2053 sAERE ST colPBRA SRk pRORERT ] o,
nber f i d f d d 1 d nb, ' id
first apéﬁféfsﬁléyfﬁw‘é‘%;ﬁ?ﬁg I?ﬂ%e&%a?@ﬁ?é‘aamﬂ?ﬁa a”ﬁ%%%m@{tfﬁé H‘YFZ?L
ChrTa and s Rrom dionBurd i AEOGELLT B thechiat N prlstiedndBecond
apparatus. 10. A nethod for authentication conprisi ngl: 2ﬂenerati ng a first
random nunb‘éqrquﬁogmg ta thedffigramainackagena displayed ap thenfield 244 t he first
apparatus, the key attribute information of said first apparatus, the key

attribute infor ndiedsta displayedsoshalficld At ispackagecrelnsgdidata expmplified by name
of the package or the artist.

For example, in Fig.5, the package name “first” and the artist name “A-taro”
and the package name "second” and the artist name “A-taro” are displayed on the field
211.

In the field 212, there are displayed data associated with the contents belonging
to the package selected in the field 211. Among data displayed in the field, there are,
for example, title of the air, play time or number of times of possible check-out.

For example, since the package corresponding to the package name of “second”
is selected in Fig 5, the title of the air “bar of the south” and the number of times of
possible check-out, corresponding to the contents belonging to the package name of
“second” and the title of the air “tomb of the north” and the number of times of
possible check-out are displayed in the field 212. It is noted that, for example, each
quaver corresponds to one check-out, such that two quavers denote two check-outs,

Thus, a quaver as the number of possible check-out, displayed on the field 212,
denotes that the associated contents can be checked out once.

A rest note, as the number of times of possible check-out displayed in the filed



random nunber fromsaid first apparatus to said second appar at us;
generating a second random nunber in said second apparatus; receiving the

I D of said first apparatus, key attribute information of said first
apparatus, key attribute information of said second apparatus and said
first random nunber, transmtted fromsaid first apparatus, in said second
apparatus; conputing a first key in said second apparatus fi omthe key
attribute information of said second apghrat us; computing a second key in
sai d second, apparatus, fromthe key attribute infor i pon of said first
appar at us; b@n%ﬁ?"i"ﬁdh% f?lﬁi%ﬂép%tﬁé&mlm%%nmﬁ @ﬁ@ﬁ%dgg% dhat sbat thest ang
second random nunbers [n said second apparatus; transmtting the

i nf or mat i onURber R Ressihiel chegkouhiy . Howeyes, thainrarsonsh gompater b 357 ah’@ytof rom
said second apparatus to said first apparatus; receiving the information on
t he second @pepdune the contanin QurtbeothexrtundhthekEyclef; asshe number of kinaesi of
second apparatus in said first apparatus; generating a second key fromsaid
i nf or mat i orpossiblehehekkyout,digdayddfanrthe fislddzi2; indicatepcthat therenig na linsitation arandom
nunber from said key and the first and second random nunbers in said first
appar at us; the ansibet 6f thigesef dhetloont of theosieesponding cofitents) that  thaticheclappar at us

to said second
can be performed any desired number of times.

Meanwhile, the number of times of possible check-out may also be displayed
with e.g., numerals, instead of with pre-set figures, such as those of circles, stars or
months).

In the display operation command window, there is arranged a field 208 for
displaying pictures associated with selected packages or contents, such as with the
picture files 183-1 to 183-K. A button 209 is clicked when reproducing the selected
contents, that is when outputting the speech associated with the contents on a speaker
4s.

If the button 205 is selected, such that data associated with the original package
is displayed in the field 211, and the title of the air of pre-set contents displayed in the
field 212 is selected to effect erasure, the display operation command program 112
causes the contents management program 111 to erase pre-set contents stored in the
contents database 114 in association with the selected title.

If the button of the window demonstrated by the audio recording program 113

(button 255 as later explained) is selected, and the contents read out-from the CD are



apparatus; and finding a transient key fromthe third and fourth random
nunber and the second key in each of the first and second apparatus. 11. An
i nformation furnishing apparatus fox furnishing pre-set encrypted data and
a key encrypting said pre-set data, conprising: comruni cati on nmeans for
receiving data concerning the use of said data downl oaded by said

I nformati on processing apparatus and d

said informati on processi

required for settlenent, from

ng apparatus; and settlenent neans for making

i o 1 ni onddEgrd I gRRBHHE! dygaRE Y. & el
Fur ther corfrrantigfesahabo T ARNayitadhe Hud B BR¥S
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receiving data concerning the use of said data downl oaded b

sai d

i nf or mat i oris gelocted ghatds agbivated: ansl the contemnts readauit from the Clskavebspwracordedom

said information processing apparatus; and

in the contents database 114, the display operation command program 112 causes the
field 213 to be displayed. The field 213 demonstrates the title of the air of the contents
stored in the pre-specified one of the portable devices 6-1 to 6-3.

If the button of the window displayed by the audio recording program 113 is
selected, and the contents read out from the CD are recorded in the contents database
114, the display operation cbmmand program 112 demonstrates the field 213
displaying the name of the contents memorized in a pre-specified one of the portable

devices 6-1 to 6-3.

If the button of the window demonstrated by the audio recording program 113
is selected, and the contents read out from the CD are recorded on the contents
database 114, the display operation command program 112 causes the contents
management program 111 to check out the contents, recorded in the contents database
114 and read out from the CD, in the pre-specified one of the portable devices 6-1 to
6-3.

In the field 213 is displayed a symbol indicating whether or not the contents can

be checked-in in the personal computer 1 on its lefimost side. For example, “0” lying



a settlenent step of nmaking settlenent based on said data concerning the
use of said data downl oaded by said information processi ng apparatus and on
said data required for settlenment. 14. A furnishing nmediumfor furnishing a
conput er -r eadabl e program adapted to cause an information furnishing
apparatus for furnishing pre-set encrypted data and a key encrypting said
pre-set data to execute processing conpgising: a communication step of
receiving data concerning the use of said data downl oaded by said

[ nf or mat | onypiROERBLAISRPRIARHA 239du lBhAs LEAMY AR PG AIERL dd O

said i nformation process n aratus;

sett| enent de % tté e Inﬁ‘%}i‘gﬁ“ g ate glgl)vgn ged by
sai d i nfonnalTl on p?%g)gg} %3‘ }g%garn © gli ai CORRR ‘iri]e' 48

xecut | on n@ﬁfygn?%ﬁ Beddthy ?aaﬁed‘éceiﬁq aﬁﬁf‘séﬁt §<a§§u %hlogr e e
execution ogr econd
execution “er furni 3@ gg sai d f gaé (LI rst execution neans,
decodi ng th cprb@’ég snde dektmast ?‘ ? ddl3am C?Jtteééh‘a'rr&ﬁa‘é’é’&e%ﬁ t he
129 results of execution of said first executlon means. 16. The information

processi ng eEePanding e dbn number of theainef therrontsnis sannet b checkeddngadbad
execution neans are provided on respective independent hardwares. 17. The
i nf onnat i orPgyeerRd sempyteapp dhattis shatdbe cahteyts: ave| not thees chickedi ontSfegrd the ogr am
IS a source program executed by an interpreter.

personal computer 1 and have been checked out from another personal computer 1.

When the display operation command program 112 has displayed the field 213 {
in the display operating command window, the display operation command program
112 demonstrates, in the display operating command window, a field 214 displaying
the title of the portable package to which belong the contents stored in the pre-
specified one of the portable devices 6-1 to 6-3, that is the package to which belong
the contents stored in one of the portable devices 6-1 to 6-3, a button 210 for closing
the field 213, and a button 215 for executing the check-in or check-out.

Also, when the display operation command program 112 has displayed the field
213 in the display operating command window, the display operation command
program 112 causes buttons 216, 217, 218 and 219 to be arrayed in the display
operating command window. These buttons 216,217,218 and 219 are adapted to set
the check-in of contents associated with the title of the air selected in the field 212, to
set the check-in of the contents associated with the title of the air selected in the field

213, to set the check-in of all contents associated with the title of the contents



18. The infonnationprocessing apparatus according to claim15 wherein said
programis an object program 19. A nethod for processing the information
of an information processing apparatus conprising: a first execution step
of decodi ng and executing an encrypted prograny and a second execution step
of furnishing said programto said first execution step, decoding the
encrypted program and for executing sai gqprogram based on the results of
execution of said first execution step. 20. A furnishing medium for

furnishing g 4} ﬁferf?eﬁ’ﬂjg% Exa&’%dé&ﬁaﬁgi @éé@&@#%@ﬁe@e@ﬁ-‘ﬁ??&%@ﬂ-&?mri si ng:

a first execution step 0 ecodi ng an encrypted progran and
q . £ uni shi ' ot . . ti
St ep, decodi ng tHeTpEpPoIRoR dhRk G b R 8RR SRR LROM Bl B ea”
th Lt i f idfirst ti tep. ,21. . A
oot §on et e BHRGAL e e bt W SRR AT it con

and adapted for furnishing a programto be executed by said sem conduct or
I C, said ?4b apparatus conprising: comruni cation neans for transmtting
sai d program for_execution by said sem conductor I C to an _authentication
station and for Hedltarsptige thechsakin pr checkoytbwtheractusting of theduttean1&ta i on
station; recording neans for recording the encrypted progra.~n received
from sai d adiPdhe g@mnwlscléaldednbedis@ ayroperation comgand pregravrl 12cansasitha i ng
said programrecorded on said recording nmeans to said sem conductor |C 22.
The i nf or matentanismuaregeineyt @pgmnal Uk teaoeonttithg prasessing of thevkrén ef cheskd d
programis a source programfor execution by an interpreter. 23. The
i nf or mat i onopt. dbats; ifithedpamat 1i59s abckeddthe gligpdayod perati oD@ oninsared progaind 1 14 ogr am
is an object program 24. An information processing nethod for an
i nf or mat i onoperatsssbasad oa pixasating ofithei checkainsarchedadug toocavkEtHeanaiegenteat eon
and adapted for fwnishing a programto be executed by said sem conductor
| C, said appargnamsl 1d aopransiitgthe @ontentsitbionatof die géregblodeticartsbitd B-hor sai d
program for execution by said sem conductor I1C to an authentication station
and for rectausmi 4 pee-svcouphad svsodiatd Witk the chatkdn! irvhtdscatdommantabr on; a
recording step of recording the encrypted programreceived from said
aut hent i cat exsingt the ippé-setadthténtt sRAETL bhd1f Bleeporaibld daicey 6-1it8%-3awiile
program recorded on said recording

allowing to update use condition data stored in the use condition file 162 associated

with the transmitted command or contents.

If check-in or check-out is executed; the -display operation command program
112 updates the hysteresis data stored in the hysteresis data file 184 in association with
the transmitted contents or commands. The hysteresis data is made up of the
information specifying the contents as checked-in or checked-out, the date of check-in
or check-out of the contents, and the titles of the portable devices 6-1 to 6-3 on which
the contents have been checked out.

Since the processing for setting the check-in or check-out can be executed in



131 neans to said sem conductor IC. 25. A furnishing nmediumfor furnishing
a conput er-readabl e program adapted for causi ng execution of a processing
by an informati on processi ng apparatus having a sem conductor |C | oaded

t hereon and adapted for furnishing a programto be executed by said

sem conductor I C, said processing conprising: a comunication step of
transmtting said programfor execution ?y said sem conductor ICto an

aut hentication station and for receiving“the encrypted progran1fron1said

aut henti cat i a recordin of. r di ng the encr rogram
ecei ved " T bATRITA Qi s Fper 2 b OmRLIY GBSt S &Frs&ﬁg AiteR irGudon B
transmtting said pr am recorded on sai d_recordi ans _to sald
sem conduct HPC?S@‘ngzﬁpgﬁnch‘ﬂﬁdﬁr%tq pk-gEb b degragse §tn§m ebrp times o timer
i nformati on processi ng apparatus_ having a sem conductor |C | oaded thereon
and adapt ed>oSHIming presessige opsraipnanef chesk-iax er ¢heck-ot waskpriconihe fimect or
I C; and an authentication station; said information processing apparatus
i ncl udi ng caaerssary firitbe chedkrAia draheck-auts mdlusivigofthie detting gnd exéamtioaxecut i on
by said sem conductor I1C to said authentication station and for receiving
t he encrypted prigb6alindtratenanaixamplet dfanyindatviio widdlathe andiorecadahignyogmans f or
recordi ng the encrypted programreceived from said
113 is to demonstrate on the display 20. For example, the audio recording program
113 displays the CD title, such as “asynchronized” in the field 251, based on the CD
information received from the www server 5-2. The audio recording program 113 ;
demonstrates the name of an artist, such as "Quai”, in the field 252.

Based on the CD information received from the www server 5-2, the audio
recording program 113 displays the titles of airs, such as “heat”, “planet”, “black” or
“soul”, in the title indication portion of the field 253. Similarly, the audio recording
program 113 displays the name of an artist, such as “Quai”, in the artist indicating
portion of the field 253.

After receiving the pre-set CD information, the audio recording program 113
stores the CD information in a pre-set directory of the HDD 21.

If, by the clicking of the button 254, the audio recording program 113 is
instructed to acquire the CD information, the audio recording program 113 first
retrieves the pre-set directory of the HDD 21, If the CD-information is stored in the
directory of the audio recording program 113, the audio recording program 113

displays a dialog box, not shown, to permit the user to use the CD information stored



132 authentication station; and transmtting neans for transmtting said
program recorded on said recording neans to said sem conductor IC, said
aut henti cation station including comunication neans for receiving said
program execut ed by said sem conductor IC and for transmtting the
encrypted programto said information processing apparatus; and encryption

means for encrypting said program receiyed by said conmuni cati on neans,
irr a pre-set system 27. An informati o processing apparatus having a
sem conduct.gqr, I@I!gcgaded t hereon and adapted for furnishing a programto be
execut ed bﬂnélé? Mconductor | C, said apparatus conprising: re-arraying

nmeans for re-ar Il ng. co nds of _.a ¢ommand, gueue gontained in said program
execut ed by sai iﬁéé E?P@%%@%mnﬁ@ms g@é‘?"tﬂ ?féﬂ?rﬁﬂ&ﬁ ‘P%)?&i’é EB’P“&PW@“?XF‘S
programin whjch said command queue has been re-arrayed; and transm,ssion
means for tiRdhe window displaved bydhe andiogeerrding priostam d 13 ¢ elickedgtheetndiot o
said sem conductor IC. 28. The information processi ng apparatus according
to claun 26@eoprding progrind 1 b3 vgdaiont ﬂlea;osmtscéolprtbg Chhstbred ioxthe drivod2 19 an
interpreter. 29. The information processing apparatus according to claim26
wher ei n saifdmgslotrearsad-out contents to be routed to the contents management program 111
along with the CD information. The compression/expanding program 138 of the
contents management program 111 compresses the contents supplied from the audio
recording program 113 in a pre-set compression system, The encryption program 137
encrypts the compressed contents. The use condition conversion program 139
generates use condition data associated with the compressed and encrypted contents.
The contents management program 111 sends the compressed and encrypted
contents along with the use condition data to the contents database 114.
The contents database 114 generates the contents file 161 and the use condition
file 162, associated with the contents received from the contents management program
111, to store the contents in the contents file 161, while storing the use condition data
in the use condition file 162.
When the contents and the use condition data associated with the contents have
been stored in the contents database 114, the contents management program 111 sends
to the display operation command program 112 the CD information received from the

audio recording program 113 and the use condition data.

Based on the CD information and the use condition data associated with the



133 is an object program 30. An information processing nethod for an

I nformati on processing apparatus having a sem conductor |C | oaded thereon
and adapted for furnishing a programto be executed by said sem conduct or

| C, said nethod conprising: a re-arraying step of re-arraying comands of a
coi mand queue contained in said program executed by said sem conductor |G
a recording step of recording said prog%inlin whi ch sai d coirunand queue
has been re-arrayed; and a transm ssion step of transmtting said program

recorded on _said recordi ans.to sai.d sem.conductor. | C _31. A furnishing
redi um for | 1R RIOR. 1 BOATFGs dHEhREH4 BF SGP LK CRacRen GomBind RreP AT
execution o rocessi ng by an jnformation_ processi g paratus having a
sem conduct L%fg%lqr%raaaﬁp G bentioreddn thedisplay Bﬁarﬁlgﬂggg a programto be
executed by said sem conductor I C, said _processing conprising:. a
re-arrayi ng stepnghe window digplayedynthgsudiogecerdingpiegramgSudcrisesianged i n
sai d program executed by said sem conductor 1C a recording step of
recordi ng sabuttpn3§P don attingnivbibthen dprincto onacebrdimgike perdente sendrautfromyhel; and
a transm ssion step of transmtting said programrecorded on said recording
means to saCil) serthe @odtentsodathbase3P14, Ahe i cohtembsatdad oy rfome sthe €D ahpaldabals
havi ng a sem conductor | C | oaded thereon

checked out automatically in one of the portable devices 6-1 to 6-3.

If, for example, the button 255 is clicked, the audio recording program 113
displays a pull-down menu indicating the list of the portable devices 6-1 to 6-3. If the
user selects one of the portable devices 6-1 to 6-3 from the pull-down menu, the
personal computer 1 automatically checks out the contents recorded from the CD in
the selected one of the portable devices 6-1 to 6-3. If the user has selected “not
checked out” from the pull-down menu, the personal computer 1 does not check out
when recording the contents from the CD.

Thus, if only the button 255 of the window demonstrated by the audio
recording program 113 is rendered active, the personal computer 1 is able to cause a
pre-specified one of the portable devices 6-1 to 6-3 to check out the contents read out
from the CD.

Referring to the flowchart of Fig.7, the processing of transferring the contents
reproduced from the CD loaded on the drive 22 to the HDD 21 for copying by the

CPU 11 executing the contents management program 111, display operation command

program 112, audio recording program 113 and the contents database 114 is now



134 and adapted for furnishing a programto be executed by said

sem conductor | C, said apparatus conprising: re-arraying neans for
re-arrayi ng commands of a command queue contained in said program executed
by said sem conductor 1C, encrypting nmeans for encrypting said program
recordi ng neans for recording said programwhich has been encrypted and in
whi ch said coi mmand queue has been re-argayed; and transm ssion neans for
transmtting said programrecorded on sgsd recordi ng means to said

sem conductor _J C. .. The infonnation.pro Si appar,at us according to

o i m 31 whEFRiRed f she ptss awates the Eesuioad B 3 A wiRBE 188 e & fomy
interpreter. .34. The information processi ng apparatus acgcording to,¢claim31
wherei n sai BfH%gPﬁmﬁtge 8ﬂnt6bﬁsé’éﬁr°BWf‘g‘rféﬁﬂ1%@ él.%’ pot ﬁ'ﬂﬁWBF ﬁ’&tii"i)ﬂn theoliesi xi g
met hod for an information processing apparatus having a sem conductor |C

| oaded t her édntodhelCRERD! wia the intérfacei Khiongopyipg.che avdie seansdiagdeegrem bi3 sai d
sem conductor I C, said nethod conprising: a re-arraying step of re-arraying
commands of atstepfhhdemqostratescoGlUa (graphical useri intepface)showefecerample in Eigicd

sem conductor IC, an encrypting step of encrypting said program a

recordi ng sfasetdcting tloy cintents e be popied amthehdisplanas vizaha ierfagept 2d and i n
whi ch said command queue has been re-arrayed; and 135 a transm ssion step
of transmtting Specifigiligy Itl&ﬂhﬂidiﬁ%d@dir@“p@?fﬁin rdeoredishth tRaOd (tabRi 6f

sem conductor I C. 36. A furnishing mediumfor furnishing a

conput er - r eaghiteh®) Bf BGICIDIGIRALAGhS BfiveEZMD A0Guitx®6 i fofRatidn én fHeORESItNg by
an information processing apparatus having a sem conductor |C | oaded

thereon andcestaieddn iR CDdH dRidiuatdt 89 i uispladye2 (e X ARBERAVEY, fRi dhdio
sem conductor I C, said processing conprising: a fe-arraying step of
re-arrayi ngr&pdiBp Proghn £ REHRE Gufl HRHE ARE-BLRNISRT (International Standard
Recording Code) contained in the CD to acquire the information on the contents which
then is demonstrated on the display 20. Alternatively, when the button 254 is clicked,
the audio recording program 113 accesses the www server 5-1 or 5-2, through the
network 2, to acquire the information of the contents of the CD to demonstrate the
number of the air corresponding to the contents ‘on the field 253.
The user actuates the keyboard 18 or the mouse 19, using the GUI of the display
20, to select the contents to be copied, such as by clicking a check box corresponding
to the title of the air displayed on the field 253.
Then, at step S12, the audio recording program 113 causes the use condition
management program 140 to check a terminal database stored in the HDD 21,

corresponding to the use condition files 162-1 to 162-N of the contents database 114

shown in Fig.4. This terminal database check processing is shown in detail in the



sai d program executed by said sem conductor |IC, an encrypting step of
encrypting said program a recording step of recording said program which
has been encrypted and in which said command queue has been re-arrayed; and
a transm ssion step of transmtting said programrecorded on said recording
means to said sem conductor IC. 37. A sem conductor |C |oaded on an

I nformati on processing apparatus and ad%ﬁted for executing variable
processi ng based on commands from sai d "nfonnati on processi ng appar at us,

conprising: ,receptippn. neans for receiving an encrypted first program
transmtted l‘?‘?’é‘?&%ﬁﬁ‘gﬁf ormati on processing apparatus; decodi ng nmeans for
decoding said first progran1receimed by said reception neans; hol ding neans
for holding a sedboyepr 9 bgtheisa sapdisan mnagemenisprpgram K0 paleulates thabasly ogr am
decoded by said decodi ng neans; executing neans for executing said first
pr ogr am pr otdesefthe gotite torminal dntalase taicqmpage atrstapa3 32 the calauldted yhaltietg theeans
transmtting nmeans for transmtting the results of execution by said
execut i on neashwaluwe stafed pravioustpt i on processi ng apparatus; and
Meanwhile, if no data is recorded in the terminal database, the use condition
management program 140 does not compute hash values.
That is, there is provided in the HDD 21 the terminal database in which the
ISRC of the contents recorded in the past and the date and time of copying are stored {
as the management information managing the contents recorded on the HDD 21, as
shown in Fig.9. In this embodiment, the respective ISRC and the date and time of the
copying are stored as to three items of from item 1 to item 3. The hash values of the
entire terminal database, which are derived from the date and time of copying and the
ISRC of the entire contents stored in this terminal database are computed by the CPU
32 of'the adapter 26 and stored in the non-volatile memory 34, at step S38, as will be
explained subsequently. The hash values are obtained on applying the hash function
to the data. 1
The hash function is a unidirectional function which maps a message of an
optional length to a compressed value of a short fixed length, and is characterized in
that back conversion of compressed data by it is rendered difficult. The hash function

is also characterized in that collision of the hash values with each other is not likely to

occur, that is that it is difficult to allocate the same value to two different messages.



ti me-keepi ng neans for perfonning the tune-keeping operation and for
correcting the current tinme based on the tune information from said

i nformation processing apparatus. 38. The sem conductor |IC according to
claim 36 further conprising: non-volatile menory nmeans for storing data
used by said information processing apparatus. 39. A nethod fox processing
the information of a sem conductor IC Iﬁfided on an information processing
apparatus and adapted for executing variable processing operations based on

commands frgm.sajd i nfor.mation ocessi ng, appar at.us onprJd si.ng: a
reception s]ﬁ'@d’%#‘ Pog ﬂ?gcaélﬁngﬁ%\‘%?gtaé &%F&Ef% %Qfg‘{”ﬁ ‘SB él?f’i ﬁl?e?qlgg{sag? om
said infornation processing apparatus; a decodjng step.of decoding said
first prog bbésnymedi gd anthe conrse of its fragsmission, Wdlsﬁﬁh‘baét%tﬁfﬁgn%ﬁ{%i ng a
second program adapted for processing the first program decoded by said
decodi ng st} hash gwe@mmwbqepemph by tSHYY (seeuee haghsalgprihgr)aandMRessed
based on said 137 second program held by said holding step; a

transmitti {nessage digestyansm tting the results of execution by said
execution step to said information processing apparatus; and a tine-keeping

step of perf ornilihg usheohditien keapiganenp@ogtane h4&atstbpS3d aonguiténthet iash
current tune based on the tune information fromsaid information processing

appar at us. véfuesAnfthe sinsdWwagaswesh exetiited by tHe CRUB gA BstepBI) tisy use eanditior
program for causi ng execution of a processing by a sem conductor |C | oaded

on an i nf orf@idgeeRt rogdih 190 2RRER the CRUB RARb¢ duf e haxlevalhengordlinabl e
processi ng based on conmands from said i nfornati on processi ng appar at us,
sai d proceghé A8nivatdtiisihiehory 34 to compare at step S31 the transferred hash value to the
hash value which the CPU 32 has computed.
At step S33, the use condition management program 140 at step S31 checks
whether or not the hash value it has computed coincides with the previous hash value
of the terminal database stored in the non-volatile memory 34. Ifthe resultis NO, the
use condition management program 140 verifies that the terminal database has been
modified and generates at step S34 a message reading: “the terminal database has been
modified and hence cannot be copied” for the use condition management program 140
to output the generated message over the interface 17 to the display 20 for display. The
use condition management program 140 then terminates the processing. That is, in
this case, the processing of reproducing the contents recorded on the CD and copying
the reproduced contents on the HDD 21 is inhibited.

If the hash value computed at step S31 coincides with the previous hash value,

the program moves to step S35. The use condition management program 140 causes



a reception step of receiving an encrypted first programtransmtted from
said information processing apparatus; a decoding step of decoding said
first programreceived by said reception step; a holding step of holding a
second program adapted for processing the first program decoded by said
decodi ng step; an executing step of executing said first program processed
based on said second program held by said holding step; a transmtting step
of transmtting the results of executi oﬁlby sai d execution step to said

i nformati on_processi ng _apparatus; and a tine-keeping step of performng the
t une- keepi n§esperoarecording prageem dddrte acnwige fiom ther¢Rkhe MEG af4he govigntshe
tune information fromsaid information processin 138 apparatus. 4l. An

i nf or mat i onselecterbas confentsfar sopng,osp ﬁLﬂttStQPgsglar Ifatbe dSBE hamndisbeen a

| oaded sem conductor |1 C for execution thereby, said apparatus conprising:

t ransmi ssi orcamtedsorf tre €Datemget dongition macagepteat ppgean dd0 toausesi the audio

sem conductor IC, first reception neans for receiving output data which is

the result etorligreogtaig 103 teihd onrthe TOT Bata 9ild CId o appishded kushifGictigcond
reception nmeans for receiving data and the tinme information from

to the data to acquire data of a suitable length, such as 58 bits, to use this data in place

of the ISRC.

At step S36, the use condition management program 140 checks whether or not
the ISRC acquired at step S35, that is the selected contents, have been registered in the
terminal database of Fig.9. If the ISRC has not been registered in the terminal
database, the contents have not been recorded in the HDD 21. Thus, the program
moves to step S37 where the use condition management program 140 registers the
ISRC of the contents and the current date and time in the terminal database.
Meanwhile, the use condition management program 140 utilizes, as the current date
and time, the value outputted by the RTC 35 of the adapter 26 transferred from the
CPU 32. At step S38, the use condition management program 140 reads out data of the
terminal database at the time point to transfer the read-out data to the CPU 32 to the
adapter 26. The CPU 32 computes the hash value of the transferred data to store the
computed hash value in the non-volatile memory 34. As explained above, the hash
value, saved in this manner, is utilized at step S32 as the hash value stored previously.

At step S39, the use condition management program 140 sets an unregistered

flag representing that the selected contents have not been registered in the terminal



anot her apparatus; storage neans for storing data received by said second
recepti on neans; and correction nmeans for correcting the tinme information
of said sem conductor |1 C based on the time information received by said
second reception neans. 42. An information processing nethod for an

i nfonnation processing apparatus adapted for outputting variable convnands
to a | oaded sem conductor |IC for executign thereby, said nethod conprising:
a transm ssion step of transmtting an encrypted programto said

o conduet Hadfise 21hid ﬁa% ﬁ&%&é{ 5 181907 BeTale o A b SR BN | o

the result processin sem econd
reception s rec fhe,tinme forma r.O

npparat us: - e g GOEINS sfbehedcd engs[laarver?aew%s R g ey B B
reception step; d,.a orrec on ste rr i nf ormati on of
sai d sem conduct f Ih@sgﬁ‘%‘b&e d ateste %@Mmﬁh@ﬁfﬁgﬁﬁw&ﬁwgy 4%econd
reception step. 43. A furnishing di um fqr furnishing acorrp ter-readabl e
program f or Sﬁ§9ﬁ§t"§‘ﬁ1 Wn&'@ ﬂg?fﬂbﬁﬁés@%ﬁ Sﬁlﬁﬁt&}gﬁoﬂé"r{t%a@( eQaLtets
processing, said information processin gar at us bei ngmadapt ed to output
vari abl e cor¥@yigusly gegisterad atdeastiones in Bedl t Hapse inthis easex the program

t hereby, said processi ng I ncl udi ng a transm ssion step of transmtting an
encrypt ed pragyesio stop S4Y whemthe usechondisionngynagement program 140 checks, from the

date and time of the selected contents registered in the terminal database, whether or
not the current date and time, that is the current date and time outputted by the RTC
35 of the adapter 26, is not less than 48 hours older than the date and time of
registration of the selected contents registered in the terminal database. If the current
date and time is older by not less than 48 hours than the date and time of registration,
copying on the HDD 21 is allowed, for the reason that, although the contents were
recorded at least once, not less than 48 hours have elapsed since that time, so that, if
the contents are again copied, copying of the contents in large quantities is virtually
impossible. . Thus, the program moves to step S41 where the use condition
management program 140 changes the date and time of the terminal database from the
date and time of the past registration to the current date and time outputted by the RTC
35. The program reverts to step S38 where the use condition management program
140 causes the CPU 32 to compute the hash value of the entire terminal database to
save the computed hash value in the non-volatile memory 34. At step S39, the use

condition management program 140 sets an unregistered flag in the contents.



a first reception step of receiving output data which is the result of
processi ng of said prograrn by said sem conductor |IC, a second reception
step of receiving data and the tune information from anot her apparatus; a
storage step of storing data received by said second reception step; and a
correction step of correcting the tune information of said sem conductor 1C
based on the time information received % sai d second reception step. 44.
An i nformation processing apparatus for ‘Outputting variable comands to a
| oaded sem condugt I,C for .executio hereby, sajd a .atus c rising:
storage neans f ‘&@heﬁﬁ V§‘a‘ﬁ8‘?ﬁ Hep S‘?r(f g‘ﬁ{dﬁ’ﬁﬂlﬁre}le&ﬁ B‘g@{q‘ i BQ&E@’H t he
program contr ol an or controlling storage qr, readout of_said, program
Bnd t he dat 40t lessi§hamod8 hames Den @éemtawé;éaw aud BRG r§APYINENC reeldaged
encrypting said programwith a first key supplied fromsaid sem conduct or
| C; and secaeifertidn yhe HD 2dqisdnlibitedn dn yhis icasp, sk proggam mgyes tg starcdhdl key
supplied fromsaid sem conductor IC. 45. The information processing
appar at us aeheredtheguseocaidition ahnapeneitrprogias fl4P stetk eyregisteded dlagi foedhdy
attributes of said program 46. The information processing apparatus
accordi ng t eeledted oodkdhtswher ei n sai d second key is detennined by attributes
of said programand a third key previously stored by said sem conductor |C.
If, as the result of the processing at step S40, pre-set time has not elapsed, new

copies of the contents cannot be generated. Thus, copying of the contents for ordinary

use other than the illicit use is not unduly prohibited, while copying of the contents {
necessary for illicit marketing or distribution becomes virtually impossible. Although

the criterium of decision at step S40 is not less than 48 hours, it may also be any time
duration between 12 and 168 hours, without being limited to 48 hours.

Thus, by the terminal database check processing, described above, a flag
indicating whether or not the selected contents have been registered in the HDD 21 is
set.

Returning to Fig.7, the copying management program 133 at step S13 checks
whether or not the selected contents have been registered in the terminal database. If
the selected contents have been registered, the program moves to step S14 where the
copying management program 133 causes the audio recording program 113 to
demonstrate on the display 20 a message reading: “this air has not been copied for
more than 48 hours, so it cannot be copied”. This apprises the user of the reason why

the contents cannot be copies on the HDD 21.



47. An information processing nethod for an information processing

appar atus adapted for outputting variable conmands to a | oaded

sem conductor | C for execution thereby, said nethod conprising: a storage
step of storing said programand data required for executing the program a
control step of controlling storage or readout of said programand the data
for said storage step; a first encryptL? step of encrypting said program
with a first key supplied fromsaid seniconductor I1C, and a second

encryption step.af. enc ti.ng ,said d ith a second ke uppl i fi om
sai d sem conductlgrlt ﬁ@ {’géjnl gat step @Si'gﬁ‘i FFiﬁﬁt CPBWK?SLS}P&ES‘}H? 2t
conput er - readabl e _program adapted for causi ng executi on_of processi ng by

an i nf or maticgtered srths;ternia age, the pregremuneyesdo iepi Hisl wherg thaswdiot o a
| oaded sem conductor | C for execution thereby, said processing conprising:
a storage steeprditg progranmd 13 soutrpls dhe driveitd 1¢ad qut eaptente fronpthedda deadedg t he
program a control step of controlling storage or readout of said program
and the datthefein. ahesesboteatpewateeprark codes are inserted at pre-set positions, as shown

in Fig.10. The audio recording program 113 at step S16 extracts the water mark codes
contained in the contents to verify at step S17 whether or not the water mark code
indicates copy inhibition, If the water mark code indicates copy inhibition, the program
moves to step S18 where the copying management program 133 causes the audio
recording program 113 to display a message reading: “copying inhibited” via interface
17 on the display 20 to terminate the copying processing,

If conversely the water mark at step S17 does not indicate copy inhibition, the
program moves to step S19 where the audio recording program 113 causes the
compression/expanding program 138 to compress the contents by software processing
inaccordance with e.g., the adaptive transform acoustic coding (ATRAC) 3 (registered
trade mark). At step S20, the audio recording program 113 causes the encryption
program 137 to encrypt the contents, in accordance with data encryption standard
(DES) system or the fast encipherment algorithm (FEAL), using the pre-set encryption
key stored in the memory 13. The encryption key, generated based on the random
numbers, generated by software, or on the random numbers generated by the CPU 32
of the adapter 26, may be used. By executing the encryption processing not only by

the personal computer 1, but also by the CPU 32 of the adapter 26 as the hardware,



a first encryption step of encrypting said programwith a first key
supplied fromsaid sem conductor 1 C, and a second encryption step of
encrypting said data with a second key supplied fromsaid sem conductor |C.
49. A sem conductor |C adapted for being | oaded on a pre-set information
processi ng apparatus, for receiving a program supplied fromthe information
pr pcessi ng apparatus and data necessary_for executing said program and for
executing said program said sem conduct/ér IC conpri sing: storage nmeans for
storing a first key proper to said sem conductor .I.C, key generating neans
for generat Pﬁé“’ ghdy device tathe parsansl; Gompugaryd, s&bﬁce@ebyw&ﬁa e eXACHtfe
means and fromthe attributes of said programsupplied fromsaid

i nf onnat i onthgresewpsion gvhaghpisrmoregdifficuitsto desodeli ng neans for decodi ng said
programw th a third key; and | 42 second decodi ng neans for decoding said
data with sai d sEenpat skep/S215the atwdid ret andirgg prograpr bietsaistieys thetehaypfedrdata
processing the infonnation of a sem conductor |IC adapted for being | oaded

on a pre-sefo thefcont@its databhec £54 ke gavepiher ditalas o file (contunvd file A6 Py thad
supplied fromthe information processing apparatus and data necessary for

executing sfileflaieogr tig) HOT X101 AdeeptativeRY theiddtadiag i Tsavedi 48 1Rt p&Xition
conprising: a storage step of storing a first key proper to said

ST oMUt ok, o, oot g or foutmato g g angrtaved o,
program suppiied ofith@816 Fidl

This saving operation may be executed simultaneously in parallel with or {
separately from the above-mentioned compression encoding processing and the
encryption processing,

At the next step S22, the audio recording program 113 causes the encryption
program 137 to encrypt the pre-set encryption key stored previously in the non-volatile
memory 34 in accordance with the above-mentioned DES or FEAL system to store the
encrypted encryption key in an air database of the HDD 21, corresponding to the use
condition files 162-1 to 162-N of the contents database 114 shown in Fig.4.

At step S23, the audio recording program 113 groups the information
concerning the saved file, encrypted encryption key, the information on the contents
and the elements of the information of the number of airs inputted by the user through
the GUI together as a set to register the set in the air database of the HDD 21, that is
to record the set as the use condition files 162-1 to 162-N. At step 524, the audio

recording program 113 causes the CPU 32 to compute the hash values of the entire air



i nformation processing apparatus; a first decoding step of decoding said
programwith a third key; and a second decodi ng step of decodi ng said data
with said second key. 51. A furnishing nediiun for furnishing a

conput er -r eadabl e program adapted for causi ng execution of a processing by
a sem conductor |1C adapted for being | oaded on a pre-set information
processi ng apparatus, for receiving a programsupplied fromthe information
processi ng apparatus and data necessary?for executing said program and for
executing said program said processing conprising: a storage step of
storing a ffatabased) stare e comepused uss el theton-vatatila mesyorySder at i ng st ep
for generating a second key fromsaid first key stored by said storage step
and fromthe at tinitbistresnnet, thaait detabgsea showmp firiexampleamFigi b i refgistenad ionn
processi ng appar at us; | 43 a first decoding step of decoding said program
with a thirthekHPD &1d Ia theqreséntdembddingers| the filensiacodf dg dans 1dat 3, thiet h
said second key. 52. An information processing system conprising: an

i nformati onenwr?p@a%hegpﬁaﬂ_ﬁe)a,ttu& dnidrlesath P Yhdeusicsl =0 Fephyes@diticid, fychsai d
sem conductor | C and a sem conductor | C adapted for being | oaded on a

pre-set i nfof gk aAd teQTREH, A8tcARAFH Sfendia8H lihBfEoHSs DY IR Mt afimepp! | ed
fromthe information processing apparatus and data necessary for executing

L S T T

apparatus including storage or s
required fop,eaGHE 15A6h L0 §hd HBRHBIBS times of copying, number of times of copying

counter and copying conditions, are recorded,

For example, in the system prescribed by the SDMI (secure digital music
initiative), the number of times the contents can be checked out is set to three in
association with the contents copied from a CD.

If pre-set time has elapsed as from the time of duplication of the contents from
the CD to the HDD 21, it becomes again possible to duplicate the contents, so that a
few times of duplication is possible for the private use by the user. If attempts are
made to duplicate the contents in large quantities, much time is required to render the
duplication virtually hnﬁossible. If the‘personal computer 1 is malfunctioning such
that the contents recorded on the HDD 21 are erased, it is possible to duplicate again
the erased contents after lapse of a pre-set time for recording on the HDD 21.

It is also possible to co-own the contents of the terminal database recorded on

the HDD 21 through e.g., the network 2.

In the foregoing, explanation has been made of the case in which the date and



control neans for controlling storage or readout of said program and the
data for said storage neans; first encryption neans for encrypting said
programwith a first key supplied fromsaid sem conductor |IC;, second
encryption nmeans for encrypting said data with a second key supplied from
sai d sem conductor |1 C and first comunication nmeans for transmtting the
encrypted program and data necessary for7 execution of the programto said
sem conductor IC and for receiving said ?i rst and second keys fromsaid

sem conduct | G Ld..sem condyctor | C i.ncl udi ;
conmuni cat i tg'%w n%%aﬂiﬁf(%@ﬁ 8 eﬁ%ﬁeﬁgmt ﬁ%ogﬁbpé p‘#@b qg? (}8 #g‘?n Iiﬁﬁg 3 g‘f%{“ﬁa&? Bssar y
for executi the program form said_jnforngtion.processi . at us and
for transmi &??W‘%%%@P[%fég%mOk&g%Bn%‘ﬁ%sv %r‘ﬁ% lﬁ‘gﬁ? s ng
appar at us; or age ans, pre-storing,a third key proper to said

seni conduct%b“m(‘?,rqﬁ’ patiny thereptmag akse Bedisedener ati ng a second key from
said third key stored in said storage neans and fromthe attribute of the
progr am suppl i edReferring tmithe fowshamtafoRigeddctes 44.nexplppasiont igsmage ref the

decodi ng neans for decoding the programreceived by said second
communi cat i pnecessingofitiankfeariig ths coitents feomlthe HDD 21 to the flash memory 61 (such

as memory stick, registered trade mark) of the portable device 6 and the processing of
check-out, by the CPU 11 executing the display operation command program 112 and
the contents management program 111 and the CPU 52 executing the main program.

First, the processing of contents movement is explained. At step S51, the
movement management program 134 causes the use condition management program
140 to compute the hash values of the entire air database. At step S52, the movement
management program 134 compares the computed hash values with the hash value
computed previously by the CPU 32 and stored in the non-volatile memory 34. If the
two are non-coincident, the movement management program 134 advances to step S53
to cause the display operation command program 112 to display a message reading;
“the air database may have been modified” on the display 20 to terminate the
processing. This processing is the dame as that of the processing of steps S31 to S34.
In this case, contents movement from the HDD 21 to the portable device 6 is not
executed.

At step S54, the movement management program 134 causes the contents

information, registered in the air database provided on the HDD 21 as a part of the
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Then, at step S56, reciprocal authentication processing is carried out between
the authentication program 141 of the personal computer 1 and the CPU 53 of the
portable device 6, whereby the key for communication is co-owned.

For example, it is assumed that a master key KM is previously stored in the
flash memory 61 or in the EEPROM 68 of the portable device 6, and that the personal
key KP and the ID are previously stored in the RAM 13 of the personal computer 1 or
in a pre-set file in the HDD 21. The CPU 53 is supplied from the authentication
program 141 with the ID previously stored in the RAM 13 and applies the hash ,
function to the ID and the master key KM the authentication program 141 itself owns
to generate the key which is the same as the personal key of the personal computer 1
memorized in the RAM 13. By so doing, a common personal key is co-owned by both
the personal computer 1 and the portable device 6. Using this personal key, it is

possible to generate a transient communication key.
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143 to transfer the contents converted at step S58 via USB port 23 to the portable
device 6. On reception of the contents transferred via USB connector 56, the CPU 53
of the portable device 6 directly causes the contents to be memorized directly in the
flash memory 61.

Atstep S61, the movement management program 134 causes the use condition
conversion program 139 to convert the replay conditions of the selected contents
registered in the air database, such as the start date and time, end date and time or
limitations on the number of times, into the form supervised by the portable device 6.
At step S62, the movement management program 134 causes the use condition
conversion program 139 to convert the SCMS information in the copying conditions
registered in the air database of the selected contents into the form supervised by the
portable device 6. At step S63, the movement management program 134 causes the
driver for PD 143 to transfer the replay conditions converted at step S61 and the
SCMS information converted at step S62 to the portable device 6. The CPU 53 of the‘
portable device 6 saves the transferred replay conditions and SCMS information in the
flash memory 61.

At step S64, the movement management program 134 also causes the driver for
PD 143 to transfer the driver for PD 143 to transfer the replay conditions, on-playback
charging conditions or copying conditions, registered in the air database of the selected
contents, to the portable device 6, in the form in which the CPU 11 handles them in

the air database, for storage in the flash memory 61.
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0) step @65 the movelet management (program 134 causes the contents

database 114 to read out the encrypted encryption key of the selected contents. At step
566, the movement management program 134 causes the decoding program 142 to
decode the encryption key with a key for storage saved in the RAM 13 to cause the
encryption program 137 to encrypt the encryption key with the key for
communication. The movement management program 134 causes the driver for PD
143 to transfer the encryption key encrypted by the key for communication to the
encryption program 137,

At step S65, the movement management program 134 causes the contents
database 114 to read out the encrypted encryption key of the selected contents from
the air database. At step S66, the movement management program 134 decodes the
encryption key with the key for storage saved in the RAM 13 to cause the encryption
program 137 to encrypt the decoded key with the key for communication. The
movement management program 134 causes the driver for PD 143 to transfer the
encryption key encrypted by the key for communication to the portable device 6.

The CPU 53 of the portable device 6 decodes the encryption key transferred
from the personal computer 1 with the key for communication co-owned with the
reciprocal authentication processing and encrypts the decoded key using its own key
for storage to store the encrypted encryption key in the flash memory 61 in association
with the previously saved data.

On completion of the saving of the encryption key, the CPU 53 at step S68
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advises the personal computer 1 of the fact that the encryption key has been saved. On

reception of this notification from the portable device 6, the movement management

program 134 of the personal computer 1 at step S69 causes the contents database 114

to delete the contents files 161 associated with the contents and to delete the set of

elements of the contents, that is the use condition files 162, from the air database.

This produces movement instead of copying. At step S70, the movement management

program 134 causes the CPU 32 of the adapter 26 to transfer the data of the air

database, to compute the entire hash values and to save the computed hash values in

the non-volatile memory 34. The hash values, thus obtained, are used at the above-

mentioned step S52 as the previously saved hash values.

The processing of checking out the contents from the personal computer 1 to

the portable device 6 is now explained. The processing of checking out the contents

from the personal computer 1 to the portable device 6 is basically similar to the

processing of moving the contents from the personal computer 1 of Figs.12 to 14 to

the portable device 6. That is, the check-out processing is executed in the personal

computer 1 by the check-in/check-out management program 132, and is similar to the

processing for movement except executing the processing of updating the number of

times of check-out of the checked-out contents, (or number of times of possible check-

out) as recorded on the air database, at step S69 of Fig.14, in place of the processing

of deleting the contents. Therefore, the processing is not explained in detail for

simplicity.
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The check processing for checking the replay conditions, such as those of

contents selected at step S55 of Fig.12 by the CPU 11 executing the contents
management program 111, is explained with reference to the flowchart of Fig.15. At
step S81, the movement management program 134 causes the contents database 114
to read out variable conditions from the air database. The movement management
program 134 at step S82 verifies whether or not the number of times of copying has
exceeded the limitations on the number of times of copying, which is one of the
variable conditions read out at step S81. If the number of times of copying has
exceeded the limitations on the number of times of copying, copying is no longer
allowed. Thus, the program moves to step S83 where the movement management
program 134 causes the display operation command program 112 to display a message
reading: “the number of times of copying has already surpassed the limitations on the
number of times of copying” on the display 20 to terminate the processing. If it is
verified at step S82 that the number of times of copying has exceeded the limitations
on the number of times of copying, the program moves to step S84 where it is verified
whether or not the current date and time have passed the playback end date and time.
As the current date and time, that outputted by the RTC 35 of the adapter 26 is used.
This prevents use of the date and time corrected intentionally by the user to a past date
and time as being the current date and time. The movement management program

134, supplied with the current date and time from the CPU 32, performs the decision

of step S84 for itself, or supplies the replay conditions read out from the air database
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at step S81 to the CPU 32 of the adapter 26 to cause the CPU 32 to execute the

decision at step S84,

If the current date and time is past the playback end time, the program moves
to step S85, where the movement management program 134 causes the selected
contents to be erased from the HDD 21, while erasing the information of the selected
contents from the air database. At step S86, the movement management program 134
causes the CPU 32 to compute the hash values of the air database to save the
computed hash values in the non-volatile memory 34. Then, processing is terminated. {
Therefore, in this case, the contents movement is not executed.

If it is found at step S84 that the current date and time is not past the playback
end time, the program moves to step S87, where the movement management program
134 checks whether or not the on-playback charging conditions of the selected
contents, such as fee per each replay, has been registered in the air database. If the on-
playback charging conditions have been registered, the movement management
program 134 at step S88 causes the driver for PD 143 to have communication with the
portable device 6 to check whether or not the portable device 6 has the charging
function. If the portable device 6 has no charging function, the selected contents are
not allowed to be transferred to the portable device 6. Thus, the movement
management program 134 causes the display operation command program 112 to
display a message reading: “the destination of transfer has no charging function” on

the display 20 to terminate the contents movement processing.
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If it is verified at step S87 that the on-playback charging conditions have not
oeen registered, or if it is verified at step S88 that the portable device 6 has the
charging function, the program moves to step S90 where the movement management
program 134 verifies whether or not other playback conditions, such as the limitations
on the number of times of playback, have been registered for the selected contents. If
the other replay conditions have been registered, the program moves to step S91 where
the movement management program 134 checks whether or not the portable device 6
has the functions of observing the replay conditions. If the portable device 6 has no
function of observing the replay conditions, the program moves to step S92 to cause
the display operation command program 112 to demonstrate a message reading: “the
device of destination of transfer has no function of observing the replay conditions”
on the display 20 to terminate the processing.

If it is found at step S90 that the replay conditions have not been registered, or
if it is found at step S91 that the portable device 6 has the function of observing the
replay conditions, the check processing for the replay conditions etc is terminated to
return to the step S56 of Fig.12.

Fig.16 shows an example of replay conditions supervised by the portable device
6, that is, those that can be observed. The playback information shown in Fig.16 are
memorized in e.g., the EEPROM 68. In the present instance, the replay start date and
time and replay end date and time for each of the items 1 to item 3 have been

registered, however, the replay conditions are registered only for the item 2, while
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those for the items 1 or 3 are not registered. Thus, if the contents of the item 2 are the
selected contents, the replay conditions for the number of times of playback can be
observed, however, those for the number of times of replay cannot be observed.
Referring to the flowchart of Fig.17, the format conversion processing at step
S58 of Fig.12 by the CPU 11 executing the contents management program 111 are
explained in detail. Atstep S101, the movement management program 134 checks the
format of the selected contents recorded in the contents database 114, such as formats
including the replay conditions, use conditions or copying conditions. At step S102, (
the movement management program 134 checks the conditions that can be set on
counterpart equipment, herein the portable device 6. That is, the movement
management program 134 inquire.;, into the conditions that can be set on the CPU 53
of the portable device 6 to acquire its response. At step S103, the movement
management program 134 determines the condition that can be set on the counterpart
equipment, among the conditions of the format registered in the air database, based on
the condition checked at step S102.
At step S104, the movement management program 134 verifies whether or not
there is any condition that can be set. If there is no condition that can be set, the
program moves to step S105 to inhibit the processing of moving the contents to the
portable device 6. That is, since the portable device 6 is unable to observe the

conditions registered in the air database, such portable device 6 is inhibited from

moving the contents.
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Ifit is found at step S104 that there is any condition that can be set, the program
moves to step S106 where the movement management program 134 causes the use
condition conversion program 139 to change the condition to the condition of the
counterpart equipment, for example, the condition stored in a header when transferring
the contents to the portable device 6. At step S107, the movement management
program 134 sets the changed conditions on the counterpart equipment. As aresult,
the portable device 6 is able to reproduce the contents under the so-set conditions.

Referring to the flowchart of Figs.18 to 20, the processing for copying the
contents from the HDD 21 to the portable device 6 by the CPU 11 executing the
contents management program 111 and by the CPU 53 executing the main program.
The processing of steps S111 to S127 of Figs.18 to 20, executed by the copying
management program 133, is the processing similar to that from steps S51 to S67 in
moving the contents from the HDD 21 of Figs.12 to 14 to the portable device 6. That
is, in this case, the air database is checked as to whether or not it has been modified,
and subsequently replay conditions of the selected contents are checked. After
reciprocal authentication between the portable device 6 and the personal computer ,
the contents are transferred from the HDD 21 of the personal computer 1 to the flash
memory 61 of the portable device 6 for storage therein. Then, at step S129, the
copying management program 133 causes the CPU 32 to compute the entire hash
values of the air database to save the computed value in the non-volatile memory 34.

Referring to the flowchart of Fig.21, the processing of moving the contents from
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the portable device 6 to the HDD 21, by the CPU 11 executing the contents
management program 111 and by the CPU 53 executing the main program.

First, the processing for moving the contents is explained. At step S161, the
movement management program 134 requests the CPU 53 of the portable device 6 to
read out the information of the contents stored in the flash memory 61. The CPU 53
is responsive to this request to transmit the information on the contents stored in the
flash memory 61 to the personal computer 1. Based on this information, the
movement management program 134 causes the GUI for selecting the contents stored
in the flash memory 61 to be demonstrated on the display 20. The user actuates the
keyboard 18 or the mouse 19 to designate the contents to be moved from the portable
device 6 to the contents database 114 of the HDD 21,

At step S162, the movement management program 134 causes the
authentication program 141 to execute the reciprocal authentication processing
between it and the CPU 53 to effect co-owning of the key for communication. This
processing is similar to that performed at step S56 of Fig.12.

At the next step S163, the CPU 53 causes the authentication program 141 to
read out the encrypted selected contents, stored in the flash memory 61, to transfer the
read-out contents to the personal computer 1. The movement management program
134 at step S164 accords a filename as a file to the contents transferred from the
portable device 6 to store the file in the contents database 114 (HDD 21). This storage

is made by according the position information of the filename, such as the number of
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sytes from the leading end, as a portion of a sole file.

At step S165, the CPU 53 reads out its own encrypted encryption key of the
selected contents stored in the flash memory 61 to transfer the encrypted key to the
personal computer 1. This encryption key has been saved in the flash memory 61 by
the processing of step S67 of Fig.14.

On reception of the encryption key from the picture data 6, the movement
management program 134 at step S166 decodes the encryption key with the key for
communication to cause the encryption program 137 to encrypt the key with its own
key for storage. Atstep S167, the movement management program 134 the movement
management program 134 causes the contents database 114 to register the filename
of the contents saved at step S164, the information on the contents, the title of the air
inputted by the user via the GUI and the encryption key encrypted at step S166 in the
air:database of the HDD 21. The movement management program 134 at step S168
causes the CPU 32 to compute the hash values of the entire air database by the
condition management program 140 to save the computed hash values in the non-
volatile memory 34.

At step S169, the movement management program 134 advises the portable
device 6 that the encryption key has been saved and requests the contents to be
deleted. Ifrequested by the personal computer 1 to delete the contents, the movement
management program 134 at step S170 deletes the contents stored in the flash memory

61.
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The processing of checking-in the contents from the portable device 6 to the
personal computer 1 is explained. The processing of checking in the contents from the
portable device 6 to the personal computer 1 is the processing similar to the processing
of moving the contents from the portable device 6 to the personal computer 1 in
Fig.21. That is, the check-in processing is executed in the personal computer 1 by the
check-in/check-out management program 132, as the processing from step S162 to
step 8166 in Fig.21 is omitted. Also, the personal computer 1 performs a processing,
which is the same as the processing for movement, except that it updates the number {
of times of checking out the checked-in contents, recorded in the air database, at step
S167 of Fig.21, to delete the contents file after the processing of step S170. Therefore,
detailed explanation of the processing is omitted for simplicity.

Meanwhile, if the flash memory 61 of the portable device 6 can be mounted or
dismounted as a memory card, the personal computer 1 executes the processing of
reciprocal authentication at step S162 of Fig.21 in the check-in processing.

The contents checked out from a pre-set personal computer are adapted to be
checked-in in only the personal computer, such that there is a step, as a pre-processing
of the check-in processing, in which, if the contents are verified to be not checked-out
from the PC, the check-in is not performed, as when the contents marked x in the field
213 of Fig.5 are to be checked-in.

The processing of copying the contents from the portable device 6 to the HDD

21 by the CPU 11 executing the CCD video camera 11 and the CPU 53 executing the
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main program is explained by referring to the flowchart of Fig.22. The processing
from step S181 to step S188 shown in Fig.22 is similar to the processing at steps S161
to S168 in the processing of moving the contents from the portable device 6 to the
HDD 21 in Fig.2l. That is, the copying processing is basically similar to the
processing for movement except that the processing of steps S169 and S170 in Fig.21
is omitted and hence is not explained specifically.

Referring to the flowchart of Fig.23, the processing of copying the contents
transferred from the EMD server 4 in the HDD 21 by the EMD server 4 and the CPU
11 executing the contents management program 111 is hereinafter explained. When
the button 202 shown in Fig.5 is clicked such that accessing to the EMD server 4 is
commanded by the user, the purchase program 144 controls the communication device
25:to access to the EMD server 4 over the network 2. The EMD server 4 is responsive
to-this accessing to transfer the information on the air number, title of the air and the
like information of the contents it owns over the network 2 to the personal computer
1. The purchase program 144 on acquisition of this information via the
communication device 25 causes the display operation command program 112 to
demonstrate the information via the interface 17 on the display 20. The user at step
S202 designates the contents desired to be copied by exploiting the GUI demonstrated
on the display 20. This designated information is transferred over the network 202 to
the EMD server 4. At step S203, the purchase program 144 executes reciprocal

authentication processing over the network 2 with the EMD server 4 to co-own the key
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for communication.

The reciprocal authentication processing performed between the personal
computer 1 and the EMD server 4 can also be performed using an open key and a
secret key provided in e.g., ISO 9798-3. In this case, the personal computer 1 owns
the own secret key and the open key of the EMD server 4. The EMD server 4 owns its
own secret key to perform the reciprocal authentication processing. The open key of
the personal computer may be transferred from the EMD server 4 or a certificate
previously distributed to the personal computer 1 may be transferred from the personal {
computer 1 to the EMD server 4 and confirmed by the EMD server 4 to obtain the
open key. At step S204, the purchase program 144 executes the processing for
charging between it and the EMD server 4, Moreover, the purchase program 144 at
step S204 executes the processing for charging between it and the EMD server 4. The

processing for charging will be explained in detail by referring to the flowchart of

Fig.24.

Next, at step S205, the EMD server 4 transfers the encrypted contents,
designated at step S202, over the network 2 to the personal computer 1. At this time,
the time information is also transmitted as appropriate. The purchase program 144 at
step S206 saves the transferred contents in the HDD 21 as a sole contents file 161 as
it accords a filename to the file. At step S207, the EMD server 4 encrypts the
encryption key of the contents using the key for communication co-owned with the

personal computer 1 at step S203 to transfer the encrypted encryption key to the
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personal computer 1.
The purchase program 144 at step S208 causes the decoding program 142 to
decode the encryption key transferred from the EMD server 4 either by itself or in
cooperation with the CPU 32 of the adapter 26 to cause the encryption program 137
to encrypt the encryption key obtained on decoding using its own key for storage. At
step 5209, the purchase program 144 causes the contents database 114 to store the
contents in the air database of the HDD 21, with the filename of the contents,
information on the contents, the title of the air inputted by the user and the encrypted
encryption key as a set. The purchase program 144 at step S210 causes the CPU 32
to compute the hash values of the entire air database to save the computed hash values
in the non-volatile memory 34.
At step S205, the EMD server 4 transmits the time data along with the contents

tothe personal computer 1. This time data is transferred from the personal computer
1 to the adapter 26. On reception of the time data transferred from the personal
computer 1, the CPU 32 of the adapter 26 at step S211 corrects the time of the RTC
35. Since the time information of the RTC 35 of the adapter 26 is corrected in this
manner based 01'1 the time information obtained from the external equipment
recognized to be a correct equipment as a result of reciprocal authentication, it
becomes possible to maintain the correct time information in the adapter 26 at all

times.

Referring to the flowchart of Fig.24, the processing concerning the charging at
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step S204 of Fig.23 by the CPU 11 adapted to execute the contents management
program 111 and the EMD server 4 is hereinafter explained. At step S221, the
purchase program 144 reads out the price information of the selected contents
designated at step S202, from the price information transferred at step S201 from the
EMD server 4, to write the read-out price information on a charging log on the HDD
21. Fig.25 shows an example of this charging log. In the present instance, the user
copies the items 1 to 3 from the EMD server 4. The area for item 1 and item 2 is 50
yen, with the fee for item 3 being 60 yen. The hash value of the charging log at this

time point is also computed by the CPU 32 and registered in the non-volatile memory
34,

At the next step S222, the purchase program 144 reads out the charging log
written at step S221 from the HDD 21 to transfer the charging log over the network
2 to the EMD server 4, The EMD server 4 at step S223 executes the charging
computing processing based on the charging log transferred from the personal
computer 1. That is, the EMD server 4 additionally updates the charging log
transmitted from the user of the personal computer 1 in the enclosed database. Atstep
S224, the EMD server 4 decides whether or not the charging log should be settled at
once. If the log is to be settled at once, the program moves to step S225 where the
EMD server 4 transfers the name of articles or the amount necessary for the settlement
to the settlement server, not shown. At step $226, the settlement server executes the

settlement processing for the user of the personal computer 1. Ifit is verified at step
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S224 that the settlement be not made at once, the processing at steps S225 and $226
is skipped. Thus, this processing is subsequently executed periodically, such as every
month,

Referring to the flowchart of Figs.26 and 27, the processing of copying of the
contents reproduced from a CD player, not shown, in the HDD 21 by the CPU 11
executing the contents management program 111, is explained. Atstep S241, the user
connects the IEC60958 terminal 24a of the CD player to an IEC 60598 terminal 24a
of the audio input/output interface 24 of the personal computer 1. At step S242, the
user actuates the keyboard 18 or the mouse 19 to enter the title of the musical air to
be copied from the CD player (or the number corresponding to the contents). At step
S243, the user actuates a button of the CD player to start the replay of the CD player.
If there is a line interconnecting the CD player and the personal computer for
sending/receiving the control signals, it is possible for the CD player to commence the
reproduction of the CD by entering a playback start command via the keyboard 18 or
the mouse 19 of the personal computer 1.

Ifthe CD replay is started in the CD player, the contents outputted from the CD
player at step S244 are transferred via the IEC 60958 terminal 24a to the personal
computer 1. At step s245, the copying management program 133 reads SCMS (serial
copy management system) data from the data inputted at the IEC 60958 terminal 24a.
This SCMS data contains the copying information, such as copying inhibition, copying

possible only once or copying free. At step S246, the CPU 11 verifies whether or not

*$10%4| & () -
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the SCMS data indicates copying inhibition. If the SCMS data indicates copying

inhibition, the program moves to step S247 where the copying management program

133 causes the display operation command program 112 to demonstrate a message

reading: “copying inhibited” on the display 20 to terminate the copying processing.

Thus, in this case, copying in the HDD 21 is inhibited.

If it is verified at step S246 that the SCMS information read ouit at step S245
does not indicate copying inhibition, the copying management program 133 advances
to step S248 to read out the water mark code to verify whether or not the water mark i
code indicates copying inhibition. If the water mark code indicates copying inhibition,
the program moves to step S247 where the pre-set message is displayed, as in the
above case, to terminate the copying processing.

If it is verified at step S249 that the water mark does not indicate copying
inhibition, the program moves to step S250 where the terminal database check
processing is executed. If, as a result of the terminal database check processing, the
selected contents have already been registered, the processing comes to a close with
the processing of the steps $S251 and S252. This processing is similar to the processing
of steps S13 and S14 of Fig.7.

If the selected contents are those not as yet registered in the HDD 21, these
contents are registered by the steps S253 to S258. Since the processing of the steps
S253 to 8258 is similar to the processing of the steps S19 to S24 of Fig.7, except that

the SCMS information supplied from the IEC 60958 terminal 24a also is registered in
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eferring to the flowchart of Figs.28 and 29, the processing of outputting
(reproducing) the contents from the HDD 21 to the IEC 60958 terminal 24a by the
CPU 11 executing the contents management program 111 is explained. At steps S271
to S273, the hash values of the entire air database are computed, as at steps S111 to
S113 of Fig.18, and verified as to whether or not these hash values coincide with the
previously saved hash values to check as to whether or not the air database has been
modified. Ifitis found that the air database has not been modified, the program moves
to step S274, where the display operation command program 112 causes the contents
management program 111 to access to the air database of the HDD 21 via the contents
database 114 to read out the information on the musical air registered therein to
display the read-out information on the display 20. The user views the display to
actuate the keyboard 18 or the mouse 19 appropriately to select the contents to be
reproduced. At step S275, the display operation command program 112 checks e.g.,
playback conditions of the selected contents. The check processing of the reproducing
conditions etc will be explained subsequently with reference to the flowchart of Fig.30.
At the next step S276, the display operation command program 112 causes the
contents management program 111 to read out the encryption key of the contents
selected at step S274 from the air database into the contents database 114 to cause the

decoding program 142 to decode the key for storage. At step S277, the display

operation command program 112 causes the contents management program 111 to
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read out the SCMS information of the selected contents from the air database into the
contents database 114 to determine the SCMS information outputted from the IEC
60958 terminal 24a in accordance with the rule of the SCMS system. For example,
if there is placed a limitation as to the number of times of replay, the number of times
of replay is incremented by one to give the new SCMS information. At step S278, the
display operation command program 112 causes the contents management program
111 to read out the ISRC of the selected contents from the air database into the
contents database 114. (
At the next step S279, the display operation command program 112 causes the
contents management program 111 to read out the filename of the selected contents
from the air database into the contents database 114 to read out the contents from the
HDD 21. The display operation command program 112 causes the contents
management program 111 to read out the encryption key corresponding to the contents
from the air database, while causing the decoding program 142 to decode the read-out
encryption key with the key for storage to decode the encrypted contents using the
decoded encryption key. The compression/expanding program 138 also decodes
(expands) the compression code of the contents. At step S280, the display operation
command program 112 causes the driver 117 to output the contents, as the decoded
digital data, to be outputted at the IEC 60958 terminal 24a, in accordance with the
IEC60958 rule, along with the ISRC information read out at step S278. Also, the

display operation command program 112 actuates a program, such as a Real Player
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O (regl/stergzi trade mark), not shown, to analogize the contents, as digital data, to output

the resulting analog data at an analog output terminal of the audio input/output
interface 24,

At step S281, the display operation command program 112 causes the contents
management program 111 to increment the value of the playback number of times
counter in the air database by one in the contents database 114. At step S282, the
display operation command program 112 checks whether or not the on-playback
charging conditions have been added to the selected contents. If the on-playback
charging conditions have been added, the program moves to step S283 where the
display operation command program 112 causes the contents management program
111 to write the corresponding charge to be written in the charging log. At step S284,
the display operation command program 112 causes the use condition management
program 140 to compute the hash values of the entire air database by the CPU 32 to
store the computed hash values in the non-volatile memory 34. Ifit is verified at step
$282 that the on-playback charging conditions have not been added to the selected
contents, the processing at steps S283 and S284 is skipped.

Refetring to the flowchart of Fig.30, the processing for checking the replay
conditions at step S275 of Fig.28 is explained in detail. At step S301, the display
operation command program 112 causes the contents management program 111 to
read out the variable conditions of the air database into the contents database 114. At

step S302, the use condition management program 140 checks whether or not the
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the conditions of the air database read out at step S302 by the use condition
management program 140. If the result of check indicates that the number of times
of playback has exceeded the number of times of limitation, the program moves to step
S303 where the use condition management program 140 causes the contents
management program 111 to delete the selected contents from the HDD 21 in the
contents database 114. At step S304, the display operation command program 112
causes the use condition management program 140 to compute the new hash values
of the air database by the CPU 32 to save the computed hash values in the non-volatile
memory 34. In this case, playback output is inhibited.

If the result of check indicates that the number of times of playback has not
exceeded the number of times of limitation, the program moves to step S305 where the
use condition management program 140 verifies whether or not the playback end date
and time has passed the current date and time. If the playback end date and time has
passed the current date and time, the selected contents are deleted from the HDD 21,
at step S303, as in the above case, and also from the air database. At step S304, the
hash values of the new air database are computed and saved. In this case, playback
output similarly is inhibited.

If it is found at step S305 that the replay end date and time has not passed the
current date and time, the program moves to step S306 where the CPU 32 checks

whether or not the on-playback charging conditions have been added to the selected
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;ontents. Ifthe on-playback charging conditions have been added, the program moves
o step S307 where the display operation command program 112 demonstrates the
nessage that the on-playback charging conditions have been added and the fee on the
lisplay. If it is found at step S306 that the on-playback charging conditions have not
seen added, the processing at step S307 is skipped.

Referring to the flowchart of Figs.31 and 32, the processing of outputting
(reproducing) the contents from the HDD 21 via the portable device 6, by the CPU 11
executing the contents management program 111 and by the CPU 53 executing the
main program, is explained. At steps S321 to S325, it is checked as to whether or not
the air database has been modified, as to whether or not the selected contents have
been specified, and as to the reproducing conditions of the selected contents. Since the
processing is similar to that of the steps S271 to S275 of Fig.28, the corresponding
description is omitted for simplicity.

At step 8326, reciprocal authentication processing is executed between the
portable device 6 and the personal computer 1 so that the key for communication is co-
owned by the portable device 6 and the personal computer 1. Atstep S327, the display
operation command program 112 commands the portable device 6 to reproduce the
encrypted contents now to be sent. At step S328, the display operation command
program 112 causes the contents management program 111 to read out the filename

of the designated selected contents from the air database into the contents management

program 111 at step S324 to read out the contents of the filename from the HDD 21.
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At step S329, the display operation command program 112 causes the contents
management program 111 to execute the processing of converting the contents
compression encoding system, encryption system, or the format into those for the
portable device 6. At step S330, the display operation command program 112 causes
the encryption program 137 to encrypt the contents converted at step S329, with the
key for communication, to transmit the encrypted contents to the portable device 6.

Atstep S331, the CPU 53 of the portable device 6 decodes the transmitted data

with the key for communication, in association with the command transmitted from (
the personal computer 1, at step S327, to output the decoded data. At step S332, the
display operation command program 112 causes the contents management program
111 to increment the number of times of replay count of the air database by 1 in the
contents database 114. At step S333, the display operation command program 112
checks whether or not the on-playback charging conditions have been added to the
selected contents. If the on-playback charging conditions have been added to the
selected contents, the fee is written via the contents management program 111 at step
S334 in the contents database 114, At step S335, the hash values of the entire air
database are newly computed and saved by the CPU 32, If the on-playback charging
conditions have not been added to the selected contents, the processing of the steps
S334 and S335 is skipped.

In the present invention, a variety of techniques are used to prevent illicit

duplication of contents. For example, the program for operating the CPU 11 is a so-
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called tamper-resistant software in which the sequence of execution thereof is changed

from one executing operation to another. |

Also, as explained above, a portion of the function of the CPU 11 is taken
charge of by the adapter 26 as a hardware, so that the two will execute variable
processing in cooperation with each other, thereby further improving the safety.

For example, as described above, the hash values of the air database are not

stored in the air database itself, but is stored in the non-volatile memory 34 of the
adapter 26. That is, past hash values, used for comparison with the previous hash
values saved at steps S32 and S33 of Fig.8, are stored in the non-volatile memory 34.
If, for example, the entire recording contents including the contents stored in the HDD
21 are backed up before copying or moving to other recording mediums, and the
contents contained in the recording contents backed up in the HDD 21 are re-stored,
after copying or moving the contents saved in the HDD 21 from the HDD 21, it is
possible to prevent the situation in which copying or movement is enabled without
limitations to the disregard of the use conditions.

For example, if contents A and B are saved in the HDD 21, as shown in Fig.33,
the hashed values corresponding to the information of the contents A and B are saved
in the non-volatile memory 34. In this state, part or all of the recording data containing
the contents A and B of the HDD 21 is backed up in the HDD 21. If subsequently the

contents A saved in the HDD 21 along with the contents B are moved to another

recording medium 272, the contents recorded at this time point in the HDD 21 are only
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the contents B, so that the hash values of the non-volatile memory 34 are changed to
the hash values corresponding to the contents B.

Thus, if, after part or all of the recording data containing the contents A and B
of the HDD 21, backed up in the recording medium 271, are re-stored in the HDD 21,
to save the contents A and B again in the HDD 21, the hashed values computed from
the information on the contents B are stored in the non-volatile memory 34, while the
hashed values computed from the information of the contents A and B are not stored
therein. Thus, at this time point, the hash values derived from the contents A and B (
stored in the HDD 21 cease to be coincident with the past hash values stored in the
non-volatile memory 34, thus detecting the modification of the air database. Thus,

from this time on, limitations are imposed on the use of the contents A and B saved in

the HDD 21,

As described above, the adapter 26.has enclosed therein the RTC 35, the value
of which corrects the time information based on the time data transferred from another
device, such as EMD server 4, from which correct results of authentication have been
obtained. As the current date and time, the current date and time outputted by the RTC
35 is used instead of that supervised by the user. Thus, it is not possible for a user to
correct the current date and time of the personal computer 1 willfully to the past date
and time to evade the decision of the replay end date and time as the replay conditions.

The adapter 26 is configured to decode and execute the program transferred in

an encrypted form in accordance with a program pre-stored in the ROM 36 to assure
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That is, if desired to perform certain processing on the adapter 26, the personal
computer 1 at step S351 encrypts the program to be executed on the adapter 26, using
an encryption key pre-stored in the RAM 13, to transfer the encrypted program to the
adapter 26. Inthe ROM 36 of the adapter 26 is pre-stored the program for decoding
and executing the program adapted for decoding the encrypted program transferred
from the personal computer 1 and for executing the decoded program. The CPU 32
at step S352 decodes the program transferred from the personal computer 1 in
accordance with the program stored in the ROM 36. The CPU 32 at step S313
develops the decoded program in the RAM 33 to execute the program at step S354.

When causing the adapter 26 to compute the hash value of the air database of
the HDD 21, the CPU 11 of the personal computer 1 encrypts the data of the air
database with the encryption key to transfer the encrypted data to the CPU 32 of the
adapter 26. The CPU 32 applies the hash function to the data of the air database
transferred thereto to compute the hash values. The computed hash values are stored
in the non-volatile memory 34. Alternatively, the hash values are compared to the
previously stored past hash values to give the results of comparison which are
transferred transition probability the CPU 11 of the personal computer 1.

Fig.35 shows a more detailed inner structure of the adapter 26 configured as a

semiconductor IC. The adapter 26 includes, in addition to the interface 31, CPU 32,

RAM 33, non-volatile memory 34, RTC 35 and the ROM 36, a RAM controller 301
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for controlling the write and read-out for the RAM 33, and a logic circuit 302, The
logic circuit 302 is used when decoding the encrypted contents and directly outputting
the decoded data from the adapter 26.
The components from the interface 31 to the ROM 36, RAM controller 301
and the logic circuit 302 are monolithically assembled in a semiconductor IC to
frustrate an effort to dismount it from outside.
A quartz oscillator 311 is used for generating reference clocks by the adapter
26 executing variable processing operations. An oscillator circuit 312 is used for (
operating the RTC 35. A battery 313 supplies the power for backup to the oscillator
circuit 312, non-volatile memory 34 and to the RTC 35. Other circuits of the adapter
26 are fed with the power from a power source supply circuit 321 of the personal
computer 1.
The non-volatile memory 34 may be configured by a write-erase ROM.
However, if the non-volatile memory 34 is formed by a RAM backed up by a backup
power source from the battery 313, it is possible to form a protective aluminum layer
351 on the non-volatile memory 34, and to form a power source pattern 352 flush with
the protective aluminum layer 351 to supply the power from the battery 313 to the
non-volatile memory 34, as shown in Fig.36. By so doing, if it is attempted to delete
the protective aluminum layer 351 to modify the non-volatile memory 34, the power

source pattern 352 flush with the protective aluminum layer 351 is also deleted to

interrupt power supply to the non-volatile memory 34 to erase the data stored therein.
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This structure described above further increases tamper resist properties.
Referring to Fig.37, wirings 401-1 to 401-3 for data write and readout for the non-
volatile memory 34 are formed so as to overlie one another in the up-and-down
direction (depth-wise direction) in the registering positions. With this structure, the
upper wirings 401-1 and 402-2 need to be removed if desired to read out data from the
lower wiring layer 401-3, such that data cannot be read simultaneously from the plural
wirings 401-1 to 401-3.

The non-volatile memory 34 may be constructed to render the wirings 401-1 to
401-3 redundant. For example, if the wirings 401-1 to 401-3, provided in the inside
of the non-volatile memory 34, are used to interconnect the elements making up the
non-volatile memory 34, such as transistors, the path is not designed to be linear, even
if this is possible, and is designed to be of a pre-set length. By so doing, the length
required for the wirings 401-1 to 401-3 may be longer than an inherently required
length, such that the parasitic capacitance is larger than in case the length of the
wirings 401-1 to 401-3 is a minimum length required as the wiring.

With a dedicated circuit, designed for reading out the data from the non-volatile

MLO%

memory 34, and which is enclosed in the adapter 26 as the semiconductor IC, data -

stored in the non-volatile memory 34 can be read out as normally by setting the
impedance matched to the parasitic capacity. However, if a probe is connected to the
wirings 401-1 to 401-3 to read out data stored in the non-volatile memory 34, the

combined capacitance of the parasitic capacitance and the probe capacitance operates
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1s an influencing factor to render it difficult to read out data as normally.

The reciprocal authentication processing in case the portable device 6 receives
pre-set data from the personal computer 1 is explained by referring to the flowchart
of Figs.38 and 39. At step S401, the CPU 11 of the personal computer 1 generates a
random number Na. At step S402, the CPU 11 of the personal computer 1 transmits
the ID of the personal computer 1,a category number G of the key and the random
number Na to the portable device 6.

Atstep S421, the CPU 53 of the portable device 6 generates a random number f
Nb. At step S422, the portable device 6 receives the ID of the personal computer 1,
category number G of the key and the random number Na, transmitted from the
personal computer 1 over the interface 17. At step S423, the CPU 53 of the portable

device 6 finds the key number j of the master key KMa from the key category number
G.

At step S424, the CPU 53 of the portable device 6 finds the jth master key
Kmalj]. At step S425, the CPU 53 of the portable device 6 applies the hash function,
such as SHA, derived from the master key KMa[j] to the ID of the personal computer
1 to find the key Kab.

At step S426, the CPU 53 of the portable device 6 applies the hash function,
such as SHA, derived from the key Kab, to the random number Na, random number
Nb and to the ID of the personal computer 1 to find a random number R1. At step

S427, the CPU 53 of the portable device 6 generates a random number Sb.
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At step S428, the CPU 53 of the portable device 6 transmits the random
wmbers Na, Nb and Sb and the key number j to the personal computer 1.

At step S403, the personal computer 1 receives the random numbers Na, Nb
and Sb and the key number j over the interface 17. At step S404, the CPU 11 of the
personal computer 1 finds the kéy Kab contained in the individual key Kia, based on
the key number j. At step S405, the CPU 11 of the personal computer 1 applies the
hash function, such as SHA, to the random numbers Na, Nb and Sb and the key
number j, to find the random number R2.

At step 5406, the CPU 11 of the personal computer 1 checks whether or not the
received random number R1 is equal to the random number R2 generated at step S405.
If the random numbers R1 and R2 are found to be not equal to each other, the portable
device is not an authentic device and hence the portable device 6 is not authenticated
to terminate the processing. If it is found at step S406 that the random numbers R1
and R2 are equal to each other, the portable device 6 is an authentic device and hence
the program moves to step S407 where the CPU 11 of the personal computer 1
generates the random number Sa.

At step S408, the CPU 11 of the personal computer 1 applies the hash function,
such as SHA, derived from the key Kab, to the random numbers Na and Nb, to find a
random number R3. At step S409, the CPU 11 of the personal computer 1 causes the

interface 17 to transmit the random numbers Ra and Sb to the portable device 6. At

step S410, the CPU 11 of the personal computer 1 applies the hash functions, such as
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SHA, derived from the key Kab, to the random numbers Sa and Sb, to find a transient

key Ks,

At step S429, the CPU 53 of the portable device 6 receives the random numbers
R3 and Sb. At step S430, the CPU 53 of the portable device 6 applies the hash
functions, such as SHA, derived from the key Kab, to the random numbers Nb and Na,
to find a random number R4. At step S431, the CPU 53 of the portable device 6 checks
whether or not the random number R3 received is equal to the random number R4
generated at step S430. If it is found that the random number R3 is not equal to the ¢
random number R4, the personal computer is not an authentic personal computer and
hence the personal computer is not authenticated to terminate the processing,. If it is
found at step S431 that the random number R3 is equal to the random number R4, the
personal computer 1 is an authentic personal computer and hence the program moves
to step S432 where the CPU 53 of the portable device 6 applies the hash function, such
as SHA, derived from the key Kab, to the random numbers Sa and Sb to find the
transient key Ks.

The personal computer 1 and the portable device 6 authenticate each other to
obtain a common transient key Ks. Mean-while, it has been explained above that the
hash function such as SHA is applied at steps S425, $426, S405, S408, S410, S430 and
at 5432, Alternatively, DES, for example, may be applied.

Referring to the flowchart of Figs.40 and 41, the reciprocal authentication

processing in case of transmitting pre-set data from the personal computer 1 to the
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portable device 6 is explained. At step S451, the CPU 11 of the personal computer 1
generates a random number Na. At step S452, the personal computer 1 transmits the
ID of the personal computer 1, category number Gp of the key of the personal
computer 1, category number Gs of the key of the portable device 6 and the random
number Na to the portable device 6.
At step S481, the CPU 53 of the portable device 6 generates a random number
Nb. At step S482, the portable device 6 receives the ID of the personal computer 1,
transmitted via the interface 17 from the personal computer 1, category number Gp of
the personal computer 1, category number Gs of the key of the portable device 6 and
the random number Na from the personal computer 1. At step S483, the CPU 53 of the
portable device 6 finds the key number j of the master key Kma from the category Gs
of the key of the portable device 6.
At step S484, the CPU 53 of the portable device 6 finds the jth master key
KMalj]. Atstep S485, the CPU 53 of the portable device 6 applies the hash function,
such as SHA, derived from the master key KMafj], to the ID of the personal computer
1, to find the key Kab. At step S486, the CPU 53 of the portable device 6 finds the key
number k of the master key Kia, based on the category number Gp of the personal
computer 1. At step S487, the CPU 53 of the portable device 6 applies the hash
function, such as SHA, derived from the master key KMal[j], to the key Kab, to find
the key K’ab.

At step S488, the CPU 53 of the portable device 6 applies the hash function,
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such as SHA, derived from the key K’ab, to find the random number R1. At step
5489, the CPU 53 of the portable device 6 generates the random number Sb.

At step S490, the CPU 53 of the portable device 6, causes the USB controller
57 to transmit the ID of the portable device 6, random numbers Nb, RI and Sb to the
personal computer 1.

At step S453, the personal computer 1 receives the ID of the portable device 6,
random numbers Nb, R1 and Sb and the key number j via the interface 17. At step
S454, the CPU 11 of the personal computer 1 applies the hash function, such as SHA,
derived from the master key KMP, to find the ID of the portable device 6, to find the
master key Km. At step S455, the CPU 11 of the personal computer 1 finds the jth
personal key Kla. At step S456, the CPU 11 of the personal computer 1 applies 1
applies the hash function, such as SHA, derived from the key Kla, to the random
numbers Na and Nb, to find the key K’ab. At step S457, the CPU 11 of the personal
computer 1 applies the hash function, such as SHA, derived from the key K’ab, to the
random numbers Na and Nb, to find the random number R2.

At step S458, the CPU 11 of the personal computer 1 verifies whether or not the
random number R1 received is equal to the random number R2 generated at step S457.
If the random number R1 is found not to be equal to the reference numerals R2, the
portable device 6 is not an authentic device, and hence is not authenticated, such that
the processing is terminated. If the random number R1 is found to be equal to the

random number R2, the portable device 6 is an authentic device, and hence the
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rogram moves to step S459 where the CPU 11 of the personal computer 1 generates
rrandom number Sa.

At step S460, the CPU 11 of the personal computer 1 applies the hash function,
such as SHA, derived from the key Kla, to the random numbers Nb and Na, to find
arandom number R3. At step S461, the CPU 11 of the personal computer 1 transmits
the random numbers R3 and Sb through the interface 17 to the portable device 6. At
step S462, the CPU 11 of'the personal computer 1 sends the random numbers R3 and
Sb to the portable device 6 through the interface 17. At step S462, the CPU 11 of the
personal computer 1 applies the hash function, such as SHA, derived from the key
KIa, to the random numbers Sb and Sa, to find the transient key Ks.

Atstep S491, the CPU 53 of the portable device 6 receives the random numbers
R3 and Sb. At step S492, the CPU 53 of the portable device 6 applies the hash
function, such as SHA, derived from the key Kab, to the random numbers Nb and Na,
to find a random number R4. At step S493, the CPU 53 of the portable device 6
verifies whether or not the random number R3 received is equal to the random number
R4 generated at step S492. If the random number R3 is found not to be equal to the
random number R4, the portable device 6 is not an authentic device, and hence is not
authenticated, such that the processing is terminated. If the random number R3 is
found to be equal to the random number R3, the portable device 6 is an authentic
device, and hence the program moves to step S494 where the CPU 53 of the portable
device 6 applies the hash function, such as SHA, derived from the key Kab, to the
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-andom numbers Sa and Sb, to find the transient key Ks.

In this manner, the personal computer 1 and the portable device 6 authenticate
sach other to acquire a common transient key Ks. The procedure shown in the
flowchart of Figs.40 and 41 is stronger than that shown in the flowchart of Figs.38 and
39 in its defence against the “disguised” attack. Meanwhile, it has been explained
above that the hash function such as SHA is applied at steps S485, S487, S488, 5454,
S456, S457, S460, S462, S492 and at S494. Alternatively, DES, for example, may be
applied.

As described above, the personal computer 1 and the portable device 6 can cope
with the “disguised” aggression efficiently and potently by selectively employing the
reciprocal authentication processing procedures with differential detection power in
keeping with the processing performed after the reciprocal authentication.

The processing of encrypting the source program is explained with reference
to the flowchart of Fig.42. At step S501, the personal computer 1 transmits a signed
source program to an authentication station, not shown, via the communication device
25. At step S502, the authentication station verifies, based on the signature, whether
or not the source program has been modified. Ifthe received source program is found
to have been modified, the processing cannot be continued, and hence the processing
is terminated.

If the received source program is found at step S502 not to have been modified,

the program moves to step S503 where the authentication station encrypts the received
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source program with the encryption key of the authentication station. At step S504, the
wthentication station transmits the encrypted source program to the personal
somputer 1. At step S505, the personal computer 1 records the received source
program on the HDD 21 to terminate the processing.

The above is the manner of encrypting the source program. Meanwhile, the
EMD servers 4-1 to 4-3 or a pre-set safe server may also be used to encrypt the source
program to take the place of the authentication station.

The processing of the adapter 26 executing the encrypted source program is
explained with reference to the flowchart of Fig.43. At step S521, the CPU 32 of the
adapter 26 decodes the encrypted source program, received from the personal
computer 1, with an open key of the authentication station pre-stored in the non-
volatile memory 34. At step S522, the CPU 32 of the adapter 26 starts the interpreter
to execute the decoded source program.

At step S523, the CPU 32 of the adapter 26 verifies whether or not the results
obtained on executing the source program are to be transmitted to the personal
computer 1. Ifit is found that the results be not transmitted to the personal computer
1, the processing is terminated. If it is found at step S523 that the results be
transmitted to the personal computer 1, the program moves to step S524 where the
CPU 32 of the adapter 26 encrypts the results of execution of the source program with
a pre-set key. At step S525, the CPU 32 of the adapter 26 transmits the encrypted

results to the personal computer 1 to terminate the processing.
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106G As described above, the adapter 26 executes the encrypted source program and,
in a pre-set case, encrypts the results obtained to transmit the results to the personal
computer 1,

It is also possible to encrypt the object program in order for the adapter 26 to
execute the encrypted object program. Fig.44 shows the flowchart for illustrating the
processing of encrypting the object program. At step S541, the personal computer 1
compiles the source program to generate the pre-set object program. The processing
from step S542 to step $546 is similar to that from step S501 to step S505 and hence l
is not explained specifically.

Fig.45 is a flowchart for illustrating the processing of executing the encrypted
object program by the adapter 26. At step S561, the CPU 32 of the adapter 26 decodes
the encrypted object program, received from the personal computer 1, using an open
key of the authentication station pre-stored in the non-volatile memory 34. At step
5562, the CPU 32 of the adapter 26 develops the decoded object program on the RAM
33 to execute the program. The processing from step S563 to step S565 is similar to
that from step S523 to S525 of Fig.43 and hence is not explaiped specifically.

The other processing of encrypting the object program is explained by referring
to the flowchart of Fig.46. At step S581, the CPU 11 of the personal computer 1
requests the adapter 26 to issue an application key Kab and an individual key Kidv
through the interface 17

At step S583, the personal computer 1 receives the application key Kab and the
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ndividual key Kidv, generated based on the key Ks proper to the adapter 26, and
which is stored in the non-volatile memory 34 of the adapter 26, from the adapter 26
hrough the interface 17. At step S584, the CPU 11 of the personal computer 1
:ncrypts the object program by the application key Kap. At step S585, the CPU 11 of
the personal computer 1 encrypts the master key KMb contained in the context with
the individual key Kidv. At step S586, the CPU 11 of the personal computer 1 records
the object program encrypted by the application key Kap and the master key KMb
contained in the context encrypted with the individual key Kidv in the HDD 21 to
terminate the processing.

In this manner, the personal computer 1 is able to encrypt the object program
and the context with the application key Kap and the individual key Kidv supplied
from the adapter 26.

The processing of the adapter 26 executing the object program encrypted in
accordance with the procedure shown in the flowchart of Fig.46 is explained with
reference to the flowchart of Fig.47. At step S601, the CPU 11 of the personal
computer 1 transmits the object program encrypted by the application key Kap and the
master key KMb contained in the context encrypted by the individual key Kidv.

At step S602, the CPU 32 of the adapter 26 applies the hash function to the key
Ks and the application key Kap pre-stored in the non-volatile memory 34 to generate

the individual key Kidv. At step S603, the CPU 32 of the adapter 26 decodes the

received object program by the application key Kap. At step S604, the CPU 32 of the
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adapter 26 decodes the master key KMb with the individual key Kidv.

At step S605, the CPU 32 of the adapter 26 executes the object program by
exploiting the context containing the decoded master key KMb . The processing from
step S606 to step S608 is similar to that from step S523 to step S525 of Fig.43 and
hence is not explained specifically.

In the processing shown in the flowchart of Fig.47, the adapter 26, which has
transmitted the individual key Kidv of the flowchart of Fig.46, is able to execute the
encrypted object program. Thus, the adapters other than the adapter 26 which has
transmitted the individual key Kidv in the flowchart of Fig.46 is able to decode the
object program, however, is unable to decode the context, such that it is unable to
execute the encrypted object program.

Referring to the flowchart of Fig.48, the processing of causing the CPU 11 of
the personal computer 1 to execute part of the processing when the adapter 26
executes the object program is explained. At step S651, the CPU 32 of the adapter 26
converts a pre-set command queue of the object program in accordance with a pre-set
rule.

For example, in the processing for repeating the basic structure, such as Feistel
structure, as in the case of a DES encrypting or decoding program, this conversion
executes Ex-OR operations a pre-set number of times on a 48-bit enlarged key and on
an appropriate random number used in the so-called Feistel function, to render the

decoding of the enlarged key difficult. Also, in the case of a program decoding a large

10BB
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amount of data in the DES CBC (cipher block chaining) mode, the processing of the
iterative structure is not executed sequentially, but the processing of plural iterative
structures is executed simultaneously on a large quantity of data to render the decoding
of the enlarged key difficult.

Also, the code corresponding to the instructions of the source program is
changed each time. This code is such a code in which the code denoting addition is
“1”, while the code denoting the multiplication corresponds to “2”.

At step S652, the CPU 32 of the adapter 26 transmits the converted command
queue to the personal computer 1 via the interface 31.

At step S653, the CPU 11 of the personal computer 1 executes the deshuffled
command queue. At step S654, the CPU 11 of the personal computer 1 transmits the
results of processing obtained on executing the command queue.

At step 86535, the CPU 32 of the adapter 26 continues the processing based on
the results of the processing received from the personal computer 1 and the computed
results computed and held by the CPU 32 of the adapter 26. At step S656, the CPU
32 of the adapter 26 verifies whether or not the personal computer 1 is to execute the
processing. Ifit is found that the personal computer 1 is not to execute the processing,
the processing comes to a close. If, at step S656, the personal computer 1 is to execute
the processing, the program reverts to step S651 to repeat the processing of causing
the personal computer 1 to execute the processing.

By having part of the processing of the object program executed by the
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The adapter 26 converts the command queue contained in the object program
to transmit the command queue to the personal computer 1 to render the decoding of
the object program difficult. If the adapter 26 encrypts the command queue contained
in the object program to transmit the encrypted command queue, the object program
is rendered more difficult to decode.

If, in the processing of encrypting the object program which the personal {
computer 1 sends to the adapter 26 as explained with reference to Fig.46, the
conversion shown at step S652 is executed for the source program, the object program
is rendered more difficult to decode.

Finally, the processing of downloading the encryption key which encrypts the
music data downloaded free of charge at the outset by the personal computer from the
EMD servers 4-1 to 4-3 and of making the settlement is explained by referring to the
flowchart of Fig.49. At step S671, the personal computer 1 performs reciprocal
authentication with the EMD servers 4-1 to 4-3 over the network 2. At step S672, the
CPU 11 of the personal computer 1 transmits data specifying the replay conditions of
the musical data to the EMD servers 4-1 to 4-3 through the communication device 25.

At step S673, the EMD servers 4-1 to 4-3 transmits the data of the paired amount to

the personal computer based on the received data indicating the replay conditions.

At step S674, the CPU 11 of the personal computer 1 demonstrates the data of
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Homm number of the user’s credit card. At step S676, the user actuates the keyboard 18 or
the mouse 19 to input data such as the credit card number to the personal computer 1,
which then transmits the data such as the credit card number to the EMD servers 4-1
to 4-3.

At step S677, the EMD servers 4-1 to 4-3 execute the settlement processing
based on data received from the personal computer 1. At step S678, the EMD servers
4-1 to 4-3 transmit the pre-set encryption key to the personal computer 1 over the
network 2. At step S679, the personal computer 1 receives the pre-set encryption key,
transmitted from the EMD servers 4-1 to 4-3 over the network 2, to terminate the
processing.

If the personal computer 1 downloads the encryption key from the EMD servers
4-1 to 4-3, and the EMD servers 4-1 to 4-3 execute the processing for settlement, the
processing of authentication, encryption or settlement is unnecessary to perform when
the personal computer 1 downloads the music data from the EMD servers 4-1 to 4-3,
so that music data as relatively voluminous data can be downloaded promptly.

In the foregoing, the portable device 6 is used as a recording medium. The
present invention can, however, be applied to transferring or copying data to other

recording mediums. Although the processing of settlement is executed based on data

such as credit card numbers, the settlement may also be made by the procedure such
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15 smash (trade mark).

It is also possible for the personal computer 1 and the EMD servers 4-1 to 4-3
to perform reciprocal authentication using the protocol on http (hypertext transport
protocol) as provided by the ISO09798-3 prior to the processing shown in the flowchart
of Fig.49,

In the foregoing description, the portable device 6 stores the individual key at
the outset. Alternatively, the individual key may also be downloaded from e.g., the
EMD servers 4-1 to 4-3 after the user has purchased the portable device 6.

The data may also be picture data or other data, in addition to the music data.

In the foregoing description, the portable device 6 is used as a recording
medium. The present invention can, however, be applied to moving or copying data
to other recording mediums.

The contents may be picture data or other data, in addition to music data, such

as musical air data or andio data.
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Claims

1. An information furnishing medium connected over a network to a pre-set
information processing apparatus, comprising:

communication means for receiving a pre-set program from said information
processing apparatus and for transmitting said program in an encrypted form to said
information processing apparatus; and

encrypting means for encrypting said program received by said communication
means.
2. The information processing apparatus according to claim 1 wherein said program
is a source program executed by an interpreter.
3. The information processing apparatus according to claim 1 wherein said program
is an object program.
4. A method for furnishing the information by an information furnishing medium
connected over a network to sa pre-set information processing apparatus, comprising:

a communication step of receiving a pre-set program from said information
processing apparatus and for transmitting said program in an encrypted form to said
information processing apparatus; and

an encrypting step of encrypting said program received by said communication
step.
5. A furnishing medium for furnishing a computer-readable program for executing the

processing comprising:
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a communication step of receiving a pre-set program from said information
processing apparatus and for transmitting said program in an encrypted form to said
information processing apparatus; and

an encrypting step of encrypting said program received by said communication
step.
6. An information processing apparatus for reciprocal authentication with another
mformation processing apparatus to execute pre-set processing, comprising:
selection means for selecting the processing for reciprocal authentication being
executed from one or more reciprocal authentication procedures in keeping with said
pre-set processing; and

reciprocal authentication means for executing the selected reciprocal
authentication procedures by said selection means.

7. A method for processing the information by an information processing apparatus
for reciprocal authentication with another information processing apparatus to execute
pre-set processing, said method comprising:

a selection step of selecting the processing for reciprocal authentication being
executed from one or more reciprocal authentication procedures in keeping with said
pre-set processing; and

a reciprocal authentication step of executing the selected reciprocal
authentication procedures by said selection means.

8. A furnishing medium for furnishing a computer-readable program for executing
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the processing comprising: a selection step of selecting the processing for reciprocal
authentication being executed from one or more reciprocal authentication procedures
in keeping with said pre-set processing; and
a reciprocal authentication step of executing the selected reciprocal
authentication procedures by said selection means,
9. A method for authentication comprising:
generating a first random number in a first apparatus;
transmitting an ID, the key attribute information and said first random number
of said first apparatus from said first apparatus to a second apparatus;
generating a second random number in said second apparatus;
receiving the ID, key attribute information and the first random number of the
first apparatus, transmitted from said first apparatus, by said second apparatus;
computing the key in said second apparatus from the key attribute information;
generating a third random number from said key and the first and second
random numbers in said second apparatus;
transmitting the information on the second and third random numbers and the
key from said second apparatus to said first apparatus;
receiving the information on the second and third random numbers and the key
transmitted from said second apparatus in said first apparatus;

generating the key from said information on the key in said first apparatus;

generating a fourth random number from said key and the first and second
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random numbers in said first apparatus;
transmitting said fourth random number from said first apparatus to said second
apparatus; and
finding a transient key from the third and fourth random number and the key in
each of the first and second apparatus.
10. A method for authentication comprising;:
generating a first random number in a first apparatus;
transmitting an ID of the first apparatus, the key attribute information of said
first apparatus, the key attribute information of a second apparatus and said first
random number from said first apparatus to said second apparatus;
generating a second random number in said second apparatus;
receiving the ID of said first apparatus, key attribute information of said first
apparatus, key attribute information of said second apparatus and said first random
number, transmitted from said first apparatus, in said second apparatus;
computing a first key in said second apparatus from the key attribute
information of said second apparatus;
computing a second key in said second apparatus from the key attribute
information of said first apparatus;
generating a third random number from said key and the first and second

random numbers in said second apparatus;

transmitting the information on the second and third random numbers and the
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key from said second apparatus to said first apparatus;

receiving the information on the second and third random numbers and the key
transmitted from said second apparatus in said first apparatus;

generating a second key from said information on the key in said first apparatus;

generating a fourth random number from said key and the first and second
random numbers in said first apparatus;

transmitting said fourth random number from said first apparatus to said second
apparatus; and

finding a transient key from the third and fourth random number and the second
key in each of the first and second apparatus.
11. An information furnishing apparatus for furnishing pre-set encrypted data and a
key encrypting said pre-set data, comprising:

communication means for receiving data concerning the use of said data
downloaded by said information processing apparatus and datarequired for settlement,
from said information processing apparatus; and

settlement means for making settlement based on said data concerning the use
of said data downloaded by said information processing apparatus and on said data
required for settlement.
12. The information furnishing apparatus according to claim 11 further comprising:

reciprocal authentication means for effecting reciprocal authentication with said

information processing apparatus by exploiting a protocol on http.
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13. A information method for furnishing to an information furnishing apparatus pre-
set encrypted data and a key encrypting said pre-set data, comprising:

a communication step of receiving data concerning the use of said data
downloaded by said information processing apparatus and data required for settlement,
from said information processing apparatus; and

a settlement step of making settlement based on said data concerning the use
of said data downloaded by said information processing apparatus and on said data
required for settlement.

14. A furnishing medium for furnishing a computer-readable program adapted to cause
an information furnishing apparatus for furnishing pre-set encrypted data and a key
encrypting said pre-set data to execute processing comprising:

a communication step of receiving data concerning the use of said data
downloaded by said information processing apparatus and data required for settlement,
from said information processing apparatus; and

a settlement step of making settlement based on said data concerning the use
of said data downloaded by said information processing apparatus and on said data
required for settlement.

15. An information processing apparatus comprising;

first execution means for decoding and executing an encrypted program; and

second execution means for furnishing said program to said first execution

means, decoding the encrypted program and for executing said program based on the
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results of execution of said first execution means.
16. The information processing apparatus according to claim 1 wherein said first and
second execution means are provided on respective independent hardwares.
17. The information processing apparatus according to claim 15 wherein said program
1s a source program executed by an interpreter.
18. The information processing apparatus according to claim 15 wherein said program
1s an object program.,
19. A method for processing the information of an information processing apparatus
comprising;

a first execution step of decoding and executing an encrypted program; and

a second execution step of furnishing said program to said first execution step,
decoding the encrypted program and for executing said program based on the results
of execution of said first execution step.
20. A furnishing medium for furnishing a computer-readable program executing the
processing comprising;

a first execution step of decoding and executing an encrypted program; and

a second execution step of furnishing said program to said first execution step,
decoding the encrypted program and for executing said program based on the results
of execution of said first execution step.
21. Aninformation processing apparatus having a semiconductor IC loaded thereon

and adapted for furnishing a program to be executed by said semiconductor IC, said
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apparatus comprising;

communication means for transmitting said program for execution by said
semiconductor IC to an authentication station and for receiving the encrypted program
from said authentication station;

recording means for recording the encrypted program received from said
authentication station; and

transmitting means for transmitting said program recorded on said recording
means to said semiconductor IC.

22. The information processing apparatus according to claim 20 wherein said program
is a source program for execution by an interpreter.

23. The information processing apparatus according to claim 20 wherein said program
is an object program.

24. Aninformation processing method for aninformation processing apparatus having
a semiconductor IC loaded thereon and adapted for furnishing a program to be
executed by said semiconductor IC, said apparatus comprising:

a communication step of transmitting said program for execution by said
semiconductor IC to an authentication station and for receiving the encrypted program
from said authentication station;

a recording step of recording the encrypted program received from said
authentication station; and

a transmitting step of transmitting said program recorded on said recording

10 10
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means to said semiconductor IC.
25. A furnishing medium for furnishing a computer-readable program adapted for
causing execution of a processing by an information processing apparatus having a
semiconductor IC loaded thereon and adapted for furnishing a program to be executed
by said semiconductor IC, said processing comprising:

a communication step of transmitting said program for execution by said
semiconductor IC to an authentication station and for receiving the encrypted program
from said authentication station;

a recording step of recording the encrypted program received from said
authentication station; and

a transmitting step of transmitting said program recorded on said recording
means to said semiconductor IC.

26. An information processing system comprising;

an information processing apparatus having a semiconductor IC loaded thereon
and adapted for furnishing a program to be executed by said semiconductor IC; and

an authentication station;

said information processing apparatus including

communication means for transmitting said program for execution by said
semiconductor IC to said authentication station and for receiving the encrypted
program from said authentication station;

recording means for recording the encrypted program received from said



104] 104| 104|5M 10%}| & () - 4&; & &&&2' O dEbC 10 1°$10%m & ()-1! 10%m& ()
-10%& ()- #10%1&' ()- L!10%m& ()- s10%m& ()- O (T((((0)dEbC = 10

1, & 10%1& ()- s*10%m& ()- F(!10%m& ()- & 10%m& ()- #& 10%1& () -

“$10%1& ()-10)P)))-*.*/*0*4*xnbC 10 1l 109%& ()- 10m

132

authentication station; and

transmitting means for transmitting said program recorded on said recording
means to said semiconductor IC;

said authentication station including

communication means for receiving said program executed by said
semiconductor IC and for transmitting the encrypted program to said information
processing apparatus; and

encryption means for encrypting said program, received by said communication
means, in a pre-set system.
27. Aninformation processing apparatus having a semiconductor IC loaded thereon
and adapted for furnishing a program to be executed by said semiconductor IC, said
apparatus comprising:

re-arraying means for re-arraying commands of a command queue contained in
said program executed by said semiconductor IC;

recording means for recording said program in which said command queue has
been re-arrayed; and

transmission means for transmitting said program recorded on said recording
means to said semiconductor IC.
28. The information processing apparatus according to claim 26 wherein said program
is a source program for execution by an interpreter.

29. The information processing apparatus according to claim 26 wherein said program
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is an object program.
30. Aninformation processing method for an information processing apparatus having
a semiconductor IC loaded thereon and adapted for furnishing a program to be
executed by said semiconductor IC, said method comprising:
a re-arraying step of re-arraying commands of a command queue contained in
said program executed by said semiconductor IC;
a recording step of recording said program in which said command queue has
been re-arrayed; and
a transmission step of transmitting said program recorded on said recording
means to said semiconductor IC.
31. A furnishing medium for furnishing a computer-readable program adapted for
causing execution of a processing by an information processing apparatus having a
semiconductor IC loaded thereon and adapted for furnishing a program to be executed
by said semiconductor IC, said processing comprising;
a re-arraying step of re-arraying commands of a command queue contained in
said program executed by said semiconductor IC;
arecording step of recording said program in which said command queue has
been re-arrayed; and
a transmission step of transmitting said program recorded on said recording

means to said semiconductor IC.

32. An information processing apparatus having a semiconductor IC loaded thereon
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and adapted for furnishing a program to be executed by said semiconductor IC, said
apparatus comprising;

re-arraying means for re-arraying commands of a command queue contained in
said program executed by said semiconductor IC;

encrypting means for encrypting said program;

recording means for recording said program which has been encrypted and in
which said command queue has been re-arrayed; and

transmission means for transmitting said program recorded on said recording
means to said semiconductor IC.
33. The information processing apparatus according to claim 31 wherein said program
is a source program for execution by an interpreter.
34. The information processing apparatus according to claim 31 wherein said program
is an object program.
35. Aninformation processing method for an information processing apparatus having
a semiconductor IC loaded thereon and adapted for furnishing a program to be
executed by said semiconductor IC, said method comprising;

a re-arraying step of re-arraying commands of a command queue contained in
said program executed by said semiconductor IC;

an encrypting step of encrypting said program;

a recording step of recording said program which has been encrypted and in

which said command queue has been re-arrayed; and

10G



10G5M 10968 ()- 3' 10%6& () - Y1:!10%G& ()- /1098 ()- , M 109%& () -
-919Y999: P: dEYNC 10mm 109& ()-!109%& ()-, 10%&' ()- 109%& ()- &L0%& ()-
MLOY&' ()-P::::> ::dEYNC 10mm mlO%&' ()-!109%& ()- y10% ()- |910%& () -
H#10%&' ()- !'109& ()- ; <<<L===dEYNC 10mm 3S109%& ()- 19! 10%& ()-
S/T109& ()- & 109& ()- *& 109& ()- 3"$109& ()-=> >>>> >>>bC 10nmm " 10%
U& ()- 10% U& ()-
135
a transmission step of transmitting said program recorded on said recording
means to said semiconductor IC.
36. A furnishing medium for furnishing a computer-readable program adapted for
causing execution of a processing by an information processing apparatus having a
semiconductor IC loaded thereon and adapted for furnishing a program to be executed
by said semiconductor IC, said processing comprising:
a re-arraying step of re-arraying commands of a command queue contained in
said program executed by said semiconductor IC;
an encrypting step of encrypting said program;
a recording step of recording said program which has been encrypted and in
which said command queue has been re-arrayed; and
a transmission step of transmitting said program recorded on said recording
means to said semiconductor IC.
37. A semiconductor IC loaded on an information processing apparatus and adapted
for executing variable processing based on commands from said information
processing apparatus, comprising:
reception means for receiving an encrypted first program transmitted from said
information processing apparatus;
decoding means for decoding said first program received by said reception

means;

holding means for holding a second program adapted for processing the first
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program decoded by said decoding means;

executing means for executing said first program processed based on said
second program held by said holding means;

transmitting means for transmitting the results of execution by said execution
means to said information processing apparatus; and

time-keeping means for performing the time-keeping operation and for
correcting the current time based on the time information from said information
processing apparatus.
38. The semiconductor IC according to claim 36 further comprising:

non-volatile memory means for storing data used by said information processing
apparatus.
39. A method for processing the information of a semiconductor IC loaded on an
information processing apparatus and adapted for executing variable processing
operations based on commands from said information processing apparatus,
comprising:

a reception step of receiving an encrypted first program transmitted from said
information processing apparatus;

a decoding step of decoding said first program received by said reception step;

a holding step of holding a second program adapted for processing the first
program decoded by said decoding step;

an executing step of executing said first program processed based on said
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second program held by said holding step;
a transmitting step of transmitting the results of execution by said execution
step to said information processing apparatus; and
atime-keeping step of performing the time-keeping operation and for correcting
the current time based on the time information from said information processing
apparatus.
40. A furnishing medium for furnishing a computer-readable program for causing
execution of a processing by a semiconductor IC loaded on an information processing
apparatus and adapted for executing variable processing based on commands from said
information processing apparatus, said processing including
a reception step of receiving an encrypted first program transmitted from said
information processing apparatus;
a decoding step of decoding said first program received by said reception step;
a holding step of holding a second program adapted for processing the first
program decoded by said decoding step;
an executing step of executing said first program processed based on said
second program held by said holding step;
a transmitting step of transmitting the results of execution by said execution
step to said information processing apparatus; and

a time-keeping step of performing the time-keeping operation and for correcting

the current time based on the time information from said information processing
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41. An information processing apparatus for outputting variable commands to a
loaded semiconductor IC for execution thereby, said apparatus comprising:
transmission means for transmitting an encrypted program to said
semiconductor IC;
first reception means for receiving output data which is the result of processing
of said program by said semiconductor IC;
second reception means for receiving data and the time information from
another apparatus;
storage means for storing data received by said second reception means; and
correction means for correcting the time information of said semiconductor I1C
based on the time information received by said second reception meaus.
42. An inforrgation processing method for an information processing apparatus
adapted for outputting variable commands to a loaded semiconductor IC for execution
thereby, said method comprising:
a transmission step of transmitting an encrypted program to said semiconductor
IC;
a first reception step of receiving output data which is the result of processing
of said program by said semiconductor IC;

a second reception step of receiving data and the time information from another

apparatus;
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a storage step of storing data received by said second reception step; and
a correction step of correcting the time information of said semiconductor IC
based on the time information received by said second reception step.
43. A furnishing medium for furnishing a computer-readable program for causing an
information processing apparatus to execute a processing, said information processing
apparatus being adapted to output variable commands to a semiconductor IC loaded
thereon for execution thereby, said processing including
a transmission step of transmitting an encrypted program to said semiconductor
IC;
a first reception step of receiving output data which is the result of processing
of said program by said semiconductor IC;
a second reception step of receiving data and the time information from another
apparatus;
a storage step of storing data received by said second reception step; and
a correction step of correcting the time information of said semiconductor IC
based on the time information received by said second reception step.
44, An information processing apparatus for outputting variable commands to a
loaded semiconductor IC for execution thereby, said apparatus comprising:
storage means for storing said program and data required for executing the

program;

control means for controlling storage or readout of said program and the data



310938 ()- #10%G&' ()- #1098 ()- SH#109G& ()- FrlO%G& () - FSOSSST! TMTAEYNC
10mm ! 109G& ()- 1096& ()- ! 1096G& ()- mLOY%GE ()- ! 1096G& () -

109G& () - MTTUU: WAVAEYNC ~ 10mm 31096& ()- F1$1096G& ()- /:!109G& () -

, 10968 () - $' $1096G& ()-! MLOYGE () - WAMWAWWOWMDC  10mm #1092Z& () - #109%Z& () -
109@& ()- YnmLO%Z& ()- 10G 10G 10GBL109%G& ()- W&XzXXX$YsYdEbC

10mm s#109@& ()- F!109@& ()- 109@& ()- 109@& ()- #109@& ()- 3Y#109@Z& () -
SYYYZ[[:\dEbC " 10mm Y1& 109%Z& () -3, H}g%Z& ()- &$$109Z& ()-! 10%Z& ()-

109@& ()- 109%&& () -

for said storage means;

first encryption means for encrypting said program with a first key supplied
from said semiconductor IC; and

second encryption means for encrypting said data with a second key supplied
from said semiconductor IC.
45. The information processing apparatus according to claim 43 wherein said first key
is determined by attributes of said program.
46. The information processing apparatus according to claim 43 wherein said second
key is determined by attributes of said program and a third key previously stored by
said semiconductor IC.
47. An information processing method for an information processing apparatus
adapted for outputting variable commands to a loaded semiconductor IC for execution
thereby, said method comprising:

a storage step of storing said program and data required for executing the
program,

a control step of controlling storage or readout of said program and the data for
said storage step;

a first encryption step of encrypting said program with a first key supplied from
said semiconductor IC; and

a second encryption step of encrypting said data with a second key supplied

from said semiconductor IC.
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48. A fumishing medium for furnishing a computer-readable program adapted for
causing execution of a processing by an information processing apparatus for
outputting variable commands to a loaded semiconductor IC for execution thereby,
said processing comprising:

a storage step of storing said program and data required for executing the
prograin;

a control step of controlling storage or readout of said program and the data for
said storage step;

a first encryption step of encrypting said program with a first key supplied from
said semiconductor IC; and

a second encryption step of encrypting said data with a second key supplied
from said semiconductor IC,
49. A semiconductor IC adapted for being loaded on a pre-set information processing
apparatus, for receiving a program supplied from the information processing apparatus
and data necessary for executing said program, and for executing said program, said
semiconductor IC comprising:

storage means for storing a first key proper to said semiconductor IC;

key generating means for generating a second key from said first key stored by
said storage means and from the attributes of said program supplied from said
information processing apparatus;

first decoding means for decoding said program with a third key; and
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method comprising:

a storage step of storing a first key proper to said semiconductor IC;

a key generating step for generating a second key from said first key stored by
said storage step and from the attributes of said program supplied from said
information processing apparatus;

a first decoding step of decoding said program with a third key; and

a second decoding step of decoding said data with said second key.

51. A furnishing medium for furnishing a computer-readable program adapted for
causing execution of a processing by a semiconductor IC adapted for being loaded on
a pre-set information processing apparatus, for receiving a program supplied from the
information processing apparatus and data necessary for executing said program, and
for executing said program, said processing comprising:

a storage step of storing a first key proper to said semiconductor IC;

a key generating step for generating a second key from said first key stored by

said storage step and from the attributes of said program supplied from said

information processing apparatus;
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a first decoding step of decoding said program with a third key; and

a second decoding step of decoding said data with said second key.
52. An information processing system comprising:

an information processing apparatus for supplying a program executed by said
semiconductor IC and a semiconductor IC adapted for being loaded on a pre-set
information processing apparatus, for receiving a program supplied from the
information processing apparatus and data necessary for executing said program, and
for executing said program,

said information processing apparatus including

storage means for storing said program and data required for executing the
program;

control means for controlling storage or readout of said program and the data
for said storage means;

first encryption means for encrypting said program with a first key supplied
from said semiconductor IC;

second encryption means for encrypting said data with a second key supplied
from said semiconductor IC; and

first communication means for transmitting the encrypted program and data
necessary for execution of the program to said semiconductor IC and for receiving said
first and second keys from said semiconductor IC;

said semiconductor IC including
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second communication means for receiving the encrypted program and data
necessary for executing the program form said information processing apparatus and
for transmitting the first and second keys to said information processing apparatus;

storage means pre-storing a third key proper to said semiconductor IC;

key generating means for generating a second key from said third key stored in
said storage means and from the attribute of the program supplied from said
information processing apparatus;

first decoding means for decoding the program received by said second
communication means with a first key; and

second decoding means for decoding said data received by said second

communication means with the second key.



