1 SYSTEM AND METHOD FOR REMOTE DEVI CE REG STRATION 2 3 4 FIELD OF THE

I NVENTION: 5 6 [0001] The present invention relates generally to the

manuf acture of devices having 7 sensitive data therein, and particularly to
remotely controlling and nonitoring the injection of 8 such sensitive data
into such devices. 9 10 DESCRI PTION OF THE PRIOR ART 11 12 [0002) A
device that participates in a cryptographically secure comrunication
system’ 13 will typically have sone téne of _uni que _and inmnut abl e

UM ormht i on { hAYSHEM ANPALEBAOP HOR REMOH DEYIcE BEGISTRATON . of

manuf aéturi ng. This information could be a cryptographic key, a shared 15
secret-or_s 1at may be cryptographically bound to an
inhereﬁtlﬁlﬁﬁ%ﬁtﬂg@%ﬁ%te of the device. Such information may be
generaltly referred to as a "key", and the 17 injection of information may
be genér aldogi]r ef Brempedent qrversio kebyas gerierallh & themirgéactyre ofldewced Bavingj ecti on”. 19

[ 00031,Th - Lni eGt oS0 a6 . vice is
accept gd geggg{]eo{%%%éeg{l%émn({ ?zgﬁ%daa% ?02?%3);% %%r?%glhgecurée%g%l{ mmlﬁl% %g){l iggn system
at sonB peichsensive duta iftgsuphdeviesft er the 21 devi ce has been distri buted.
However, the producer of the device will often wish to ensure 22 that

devi ce8 are manufactured legitimately and thus wi shes to protect the keys

that gne BEscrirgadiedFiTHEPRIDR Akavi ces. The producer will typically aimto
protect the keys in order to 24 protect future revenue, since

aut hedti cation of the keys may be used to provide conditional 25 access to
t he sacur @o83st emndevict thett partopriedmt a @yogrdpheallyjeact ehnkeicaticn sgdtegg | npor t ant

as it ;26 enabl.e . . - e lcHe i

B ocedir eSHAHERy ByfiShORRs o inalp le ibubf SRS R BAA BIBD e
grant éd sdelreethdiimg ofrdnuaciosss Thipinfhimatopsoddbbasariogsiphzder mphralgr aphi ¢

aut heng P@cheg%} sBPxQBthErhﬁtalﬂlgalymh)sbéJr}b?&gﬁghic;[@'b%uﬁdrtb'§ﬁ inhefer@3fduon the fact

that it is exceptionally difficu to'reproduce the trusted data
out si dé otttk ofthadpvaest Griviloprasiereay be generally referred to as a “key”, and the

17  injection of information may be generally referred to as “keying” the device or “key

18  injection”.

19 [0003] The purpose of injecting the keys is to ensure that the device is accepted as an

20  authentic participant of a secured communication system at some point in the future, after the
21  device has been distributed. However, the producer of the device will often wish to ensure
22 that devices are manufactured legitimately and thus wishes to protect the keys that are

23 injected into the devices. The producer will typically aim to protect the keys in order to

24  protect future revenue, since authentication of the keys may be used to provide conditional
25  access to the secure system and its contenl etc. The injected key is also important as it

26  enables a customer or user of the device to avoid tedious procedures required to register the
27  device.

28 [0004] The device may be granted such conditional access to the system based on

29  cryptographic authentication that the key is trusted. This trust is based on the fact that it is
30  exceptionally difficult to reproduce the trusted data outside of the manufacturing process.
31  Systems that provide conditional access include, e.g., satellite television and radio, those

32 systems that continnously broadcast information but wish to control access to their content
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31 Systens that provide conditional access include, e.g., satellite
tel evision and radio, those 32 systens that continuously broadcast
information but wish to control access to their content - | | and thus
revenue for providing such content. These systens rely on the nmanufacturing
2 process and the Oiginal Equi prent Manufacturer (OEM, in particular, key
injection, to 3 provide a root of trust for the devices, and ultimately
for the entire secure conmunication 4 system 5 [00051 Keys that are
i nj ectgqd imggﬂu;rg@nm}ﬁgamag ach Qi Mihsseafstansgelp peithe habecins and 6

r

pur chased from a gover.ni ng .body, far_ ex . F!J'.-Qéihlap‘i‘( | RjekdnioCont ent
Pr ot ectZi oRrCHOEIs! e@ﬂ&%gg“%‘%’%h"aﬁ %““J%‘gggt@% ot ect’ alth;a as _iot i s sent
over a ;cabl&iderestt ¥kt Biht devicey endirhatdy for Seantisp ecwe REPTYHIAHYS . The

governi ng body thus also has an interest in ensuring that the keys 9
di striHut é6'% the device's producer are protected and not lost. This

creates a liability for the 10 producer, thus increagi { nportance
for protedoiosy t Keysithytectinieriadayre the davices Afg sugdies Ottcalfgangafél]gﬁl% %gﬁ%er can be

fined for éju\%&gsg(gﬁ% a%%mi@g,ohﬁy& erdigbld, HidhlmefinmonQomtent Broteetput(HPLCBh f or 12
negl i genc en handli ng keys, the governin LGEioPr severe
the di striksys whish o used 0 prajgctdaigas it l@/g?nﬁi"ffir F%éebt?q%lg&?g?gﬁ%%{%%% is often
i mport ant f.ont BRerRkiREU TRE goveraing Gbdy thys alsh & anInferedhn deaying ietdhaieyn st andar d

format needed for the deviceg to be co ' hiB RLbE 88w feeBe 15 and/ or
i nf rast$ ucdigiiutted|ip the fvee S REGEUOS) fIF ﬁgjuetc{%%iwnlglt%g\l,\gh? S use a pgjrti ul ar key,

the deyg Cepridukér, thiGndiebingvhe kmpstaica fapeeetting e npoedieyr NN EOHDEHET BUsi ness
climate co isin er =i ncr i L SR iEQRRIcExietaYepdtlon b8
sophi st} cat" ‘Ei’ﬁ?r eleﬁé“e%g)fn%lﬁg?%%ogfl%%%ﬁ dual g%?jsi to b?‘ﬁ&?%ﬁm ir ed and
keyed by ofegligefcemetru handling keys, theigoveanieg body SeRBFY 1Sy SHRHG d¥Acturer. In
such ‘a, sityagls nxaafa,ﬂ & 605k SlafionsRD iCifeh AhbriERGaihé hipdice bipedidlly vhen when t he
producé o?‘e%?e' evﬁ@egor theorgvm%er of the 2:]6 C%ﬂ!g%lt&ﬁeﬂd% ige%em i s not
the devi cetherheyatmeof urterdard formatiiceded SrdtegPych8 PREVEIBURT  OF 4 22 devi ce
producge tQ eRSihEntie IhBekde] Witholt Heltg atlanulsas pariduhgkeythe devicetilht are
responsible for 23 the integrity of the producer's device. 24 [00071 \Wen
consi défi naottieek 3si@Yed t y of the manufacturing process, of particular 25
concern are issues related to the confidentiality of secret inf odr']mati on
that i37us@®o6]0 26 anmderh Ausinessclittats coBDsNg VeI NGREFINS 48108 AUTRITHY *hat t he
manuf agturer  correctly. i SndiiGualarts B9RablEGuranahdkBed Byoier of units
manuf aggur éod’his%ca %néltbsrcggﬁ@gr. I déalallz%l, t he producer .of .t I{he .

19  manufacturer for later assembly by another manufacturer. In such a situation there exists
20  certain securily implications when the producer of the device or the owner of the
21  communication system is not the device manufacturer. Jt can therefore be paramount for a
22 device producer to ensure the integrity of the manufacturing systems that are responsible for

23 the integrity of the producer’s device.

24 [0007]  When considering the integrity of the manufacturing process, of particular

25  concern are issues refated to the confidentiality of secret information that is used to

26  manufacture the device, as well as ensuring that the manufacturer correctly reports the

27  identities and the number of units manufactured to the preducer. Ideally, the producer of the
28  device should try to obtain assurances that a manufacturer is not creating and distributing

29 “grey” or “black” market parts or devices. For example, a manufacturer that ships a certain
30  number of keyed products back to the producer, but still has leftover keys, may then

31  manufacture and sell devices with those extra keys. The producer has thus lost revenue since
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28 device should try to obtain assurances that a manufacturer is not
creating and distributing 29 "grey" or "black" market parts or devices. For
exanpl e, a manufacturer that ships a certain 30 nunber of keyed products
back to the producer, but still has |eftover keys, nmay then 31 manufacture
and sell devices with those extra keys. The producer has thus | ost revenue
since -2 1 the manufacturer is the one who profits fromthe sale. O her
actions such as cloning or theft 2 of keys may al so arise. which is

di ffi cul t the manlédcactr istheloreovib poifitsfiranthe bate. Kabhdr agiopy sodesssloning 3r deft sour ced. I n
sone Cﬁsegfkeﬁ%x agg%s%_ PY B GREaR, énh_%mhm @ﬁaa%e_ﬁegngmpés&susers to gain
4 acceSs to a conditiohal access system w t hout payin or such a servi ce.
5 100081 dutsdictd. olmabing cases, keyoehulddre published op thedplempti@ enails ¢8rs 8 &dri ng t he

i nfor ”B_“ﬁyaessfb4dahﬁﬁédapaeceéé@a@m%hanmﬁgﬁp;umm%&i te has little choice
but to inplicitly trust that a 7 manufracturer is operating in a manner that

gi ves due consideration to the producer' evice. 8 and. system security.
Prot ecti viP/MRc haﬁ?‘gﬁ‘fg‘a@r ép’i‘?g‘ffé?‘g?tllilwﬁwg,agquxseflﬁ% ﬂféé}f"ﬁ%ﬁ?%f ormation is 9
t ypi cabl yinkulide sepestypiadfaanthgsontias tioletchecertmnofiagicutyemst thdher e, upon arrival ,
all of _the keying. 10 jnf.ormati i ed . -

manuf aét uP? u?%%ur%ﬁseor? eﬁf*{r“fs}?%é}’ nng([){ﬁfuﬁ ‘ggrﬁr‘}%%%’%gm%tg%%%dﬁﬁg d%)‘%%i‘ nf or mat i on.
12 [ 0089 lafdsgstenescaaily. tPootectise mechanismscesgsnerd hkaalye iy thatepngmfdrmationds t o use an
on-ling client-, 43 ' At SUeh.Rn MBeham Fheibviftl ace, the
client sat lﬁ?ﬁ%{yr%’ﬁ‘ue %ﬁ%f%ﬁlq%?@@% 'iﬁlmtuyzl 17 “woul dﬁ'l:})e connect é:d?}t“(l;')g a network,
and wa0l dinfaketiondedeespisd ftonce andithamimfagiureaisitish tefiedoplecomprsmigaifece basi s,
to a nenol 8y kEXrRLR¥Ldi Ng server under the control of the producer. 16
[00101 There are a number of problens with inplenenting a manufacturing

o ovi dés. R§fing DRFETRANT BneA-Sth o e TG PR o AL B auThe f or emst
pr obl em i sertchaikechanisof Wilsiuckea siechasism geplacache digstrapthe wenwach@erviagilival ser vi ce

| evel .or re nse ti t j ! [ blic shared
20 paéget b g@ﬁ? %ﬁoﬁe%gﬁﬁgwggoﬁ%gﬁg%ﬂ%féﬁEﬁﬂﬁlfgtlﬁf%nﬁﬁ%ﬁ?%cﬁﬁri ng |line,
a cer tlai ndévinedhsiofo a Brhots sayvireadinmserver wiletthe ¢aatredpE the afeduaehr ough- put i s
optimal. G ven nodem nanufacturing 22 realities, where production |lines

exi st 1N [RIBL € THeFd S8 GlbRAST pFodleas Wit ihflerhéhBnds ReieRuingtehm (28 guar ant eed
network availability can he %)r.opei’é&: ti Vﬁ%{ ex eRsi. ve.. 24 .10011]]hA

manuf ddt uFsRpYR Qe Jeatey nE LTS MOt P RoreSBRART S wi t hout

all ofig 2fustinQinkeess Ths Yreimtiribidnsis cit dnailkite seredr wdi nogzwdesh@e st eri al s.

Q her VYIQS € i'rm¥1rr111 slérlvﬁ:lé legfél op}‘egp%gs%tnlm%r}o the manufacturing line if it uses a public shared

20  packet-switched network. To prevent problems in the manufacturing line, a certain level of
21  service in terms of latency and through-put is optimal. Given modern manufacturing
22 realities, where production lines exist in remote jurisdictions relative to the producer, such

23 guaranteed network availability can be prohibitively expensive.

24 [0011] A manufacturing facility will typically not begin a production run without all of
25  the necessary materials on hand, including data materials. Otherwise, the risk to production
26 line delays would be too high. Any keying system used by a manufacturer, should be able to
27  substantially guarantee service availability and provide a suitable response. This requires
28  local availability of all data resources and keying information before commencement of a

29 production run.



26 |line delays would be too high. Any keying systemused by a manufacturer,
shoul d be able to 27 substantially guarantee service availability and
provi de a suitable response. This requires 28 local availability of al
data resources and keying informati on before conmencenent of a 29
production run. -3 1 100121 G ven that all data resources nust be |ocally
available to a production line, 2 possibly existing on conputer systens,
and nedia that is not under direct control of the 3 producer; the producer
must ansliggﬁrl N QYW daQh £ AP M EreldiR e 0NN belloBilll abdilkble pf2 panlyctoedinet keying 4

n.

informati 5 100131 Enough data shoul e local | j to the
manuf aZt upassibly exsise @i ForpRyter 8*/5@%?@%8153‘5 a‘b‘é%‘ﬁp“{‘%{ !g}/eg?‘c \érﬁ%(ggsgathlgon run. In the

event §hap, e B RUERF mak Seeuansw o enauttopifslediabindf goneardbesing | y

obj ectionabl e behavi our by the manufacturer, the producer 8 should al so
consi dér WERME®prevent such a rogue manufacturer from producing grey or
black 9 market product, after the termnation of a contract. 10 [00141
Anot hes proobdjem Erehgit duth shouldbedptaiy 2veiletestofthedraoBloeish Bt f%n, a specific

type of | 1 &loni BEY 3 oiSion WRI &lhé Svelfthddak piodudepdiscoomcer n to producers
of sil Fcoﬁongﬁ?nﬁés)&d%gm%/er roduct i on can oceur v\,heﬁf Lhe % %"dﬁ%é of an

i nt egr 4t ednanihogssi end qomyachiplsehipcienable Behayn ey Me PRS- tREl T 1 C desi gns to
one or gmoge i Ao RALINGW B PRERE fudh b RgueBifARIues frofipedudut perpobek of
outsourcing certarn or all panufacturing steps is to | ower production costs

by 15 Sel swtkergjodict pis e FImipgianole CQEA%sf fer the best price for perforning
a particular stage in the 16 manufacturing process. For e agvgl e, a fabless
desi gnohoysa4| e. gnoteer probidmaenipd fwesonine stems Gom pyerpeMcie f SRFGEF =

manuf acturjng facilitj.es. I gk ShieRSo bitatcetsheyiidoavepdesi gned. Such 18
overs js ﬁkﬁ%ﬁﬁ%%raﬁ?op’n% é‘gb(:’)flpéaltﬁices are offen chosenéﬁg_the are able to
i

producie el(setprainiton cadoow mpehbnpredycel of e Fiaeipted SERPLH YT 20 100151
However, %‘&ﬁﬁ&&@i NG 196 REHRlchYioloRE 5ARS ©hirkl patyrhdlfatiivats campaniesi Tudl ar

cont ract or nay t over produce product, that. t]e h%\éea}ggg%tsqﬁntract ed to
bui | d, 14 n porpgesrof pusaiEgis] cprian @;‘ra@ﬁ@?ﬁﬂﬁ?‘}géf@“ﬁ St oé‘?(rgrrp}le, I't the contracted
manuf agd urs@l'éctﬁigta%hidgm@)aﬂatfc&i biter 8 Gedd piide fprpedorod® alp@sicul23tage wihe he desi gn

provided by the producer, but does not . infor e that, such 24
over pr bBducrnsRcER racess; Fier TR %ag?béﬁﬁ%‘?glg?goug%/%ﬁ 3@%@?‘2%% sold in a grey

mar ket ;€ hapf@let rsead maneiaiiing focaities tobnild dips thatthey| i@se devighed. hetows the third
party {]ginugvgrcséalél I;neat{lu a&ﬁiné a%hi!tiezzsearee %(f{eﬁ%hosen as they are able to produce electronic

19  components relatively inexpensively.

20 |0015§ However, outsourcing generally increases the nisk that a particular contractor may
21  overproduce product, that they have been contracted to build, in order to supply a grey

72  market. For example, if the contracted manufacturer acts in bad faith and over produces ICs
23 from the design provided by the producer, but does not inform the producer that such

24  overproduction occurs, the extra product is available to be sold in a grey market channel as
25  “counterfeit” or “cloned” ICs. This allows the third party manufacturers to realize extra

26  revenues and earnings at the expense of future product demand and revenues for their

27  customer, namely the producer/designer.

28  [0016] The above may occur because, in such scenarios, often the producer does not ever
29  handle the product aside from receiving engineering samples at the beginning of the

30  production phase. Accordingly, at each stage of the manufacturing process, subsequent to
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26 revenues and earnings at the expense of future product demand and
revenues for their 27 custoner, nanely the producer/designer. 28 100161 The
above may occur because, in such scenarios, often the producer does not
ever 29 handle the product aside fromreceiving engineering sanples at the
begi nni ng of the 30 production phase. Accordingly, at each stage of the
manuf acturi ng process, subsequent to -4 | design, there is an opportunity
to steal parts and product. In sone cases, enpl oyees of a good 2 faith
Contrﬁpt &Eﬁwfﬂaféxblﬁx%pgmmbe) gtdallememd roduel dh Sheicaka geploreayofogeed , where an
3 enpl oyee steals uct h i l.ine. This can be
det ri ment itk TOB“?F('J{“ ‘tfﬂtr?f“taﬁg B‘l‘%?fuc 1dtsﬂ§ g tqéag%%&lr}ta&r?gﬁ‘eggturer due to

| ost rﬁveaﬁ&ovebuéalsqirsdncttr@htdféofmeﬂm@u@ﬁsmﬁlnewtrt%tabtpéﬁhcer and t he

manuf actur r for cond cting f Buel QA hidd ol ike reiridnligp ef ore an
obj ect 4 of “hike BRaLELP F%Wéﬁtﬁgﬁgtﬁ' H%h?gfée%r mtigate the éboge- 7

descrlQedmﬂw&adtea:ntda@emd&MWr@CWB\I@EPWP‘@Q&"Q (0018] The present
i nvention provides a system and nethod that enables a producer who 10

Wi shes 1 ojgdpf @ ﬁﬁﬂﬁFc@ér@m%tﬁéctMtﬁeq:ﬁresadt idveamh, ta opdad ¢rowitigafe thdwbormnuf act uri ng
process [o monitor 1 and protect production of devices froma renote

| ocati @n. dqﬁ@b@ééli@la‘Wés present invention also provides a means for
separating the addition of 13 sensitive data to a product between separate
entities FBOMMARN OFITIEGNYERTIONr ket product due to 14 overproduction and
yield shrinkage. 15 (00201 In one aspect, the present invention provides a

met hod ,f 0; ﬁﬁmtﬂéﬁr&%tx{v&h oh P vilss 4 9Qerh BjcEGsthanhpEnaBlensproduwee what a into a
devi ce du

production thereo The .net hod conp 7 teps of a
cont r dPI ewsbe%eaﬁ %@%nﬁtyfﬁ‘t%[ff’%ﬁﬁ?'@%ﬂ ?’{;heﬁt’antl “‘?%S"%?‘ﬁ%s t‘s}grzfgtut%l ve data in
a datg; 18nd 5608 Flodadionof detieesdont 4 embe tocsidndi ng the data transmission to a
server, the server having a 19 secure nodule for perform ng cryptographic

oper atl:zgﬂi?%ﬂ’]s' O'%ﬁ'\e plilésgnt?ﬁgrﬂ ofi afs& fnro%%s aHkahd¥Br scpBathB ﬂﬁlaﬂdtﬂcﬁl dgtat a f r Om t he

data t e servel providing the senS|t g @ :
equi priBnt sémsitivé detaie Biptdugt h@tmﬁtnﬁg)a@éﬁﬁn%es f%‘l’é"r‘@f"’& Wﬁ’émé TR s I ocat ed

renot g ,f r%%h £u u@;?anﬁ%fel’ﬂhrmlége 100211 I n anot her aspect, the present
i nvention pr system for renotely controlling 24 the injection of

sens t1|5ve [dat ]a | Pr;[ o?]e aspect tlle(:: ;%es%rlljtrulwre]: i nrp%‘l-t‘ﬁ 59\@1115&15F f%ﬂlfotefgregntﬁ)‘ﬂﬁgem conpri ses
16  the injection of sensitive data into a device during production thereof. The method comprises
17  the steps of a controller preparing and cryptographically protecting the sensitive data in a data
18  transmission; the controller sending the data transmission to a server, the server having a
19 secure module for performing cryptographic operations; the secure module extracting the
20  sensitive data from the data transmission; and the server providing the sensitive data to

21 equipment for injection into the device; wherein the controller is located remote from the

22 server.

23 {0021] In another aspect, the present invention provides a system for remotely controlling
24 the injection of sensitive data into a device during production thereof. The system comprises
25  acontroller having a first secure module for performing cryptographic operations; a server
56  located remote from the controller and connected thereto by a forward channel and a back

27  channel, the forward channel used by the controller for providing a data transmission to a

28 sacond secure module of the server, the data transmission cryptographically protecting the

29  sensitive data, the second secure module extracting the data from the transmission; and an
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25 a controller having a first secure nodule for performng cryptographic
operations; a server 26 located renote fromthe controller and connected
thereto by a forward channel and a back 27 channel, the forward channel
used by the controller for providing a data transm ssion to a 28 second
secure nodul e of the server, the data transm ssion cryptographically
protecting the 29 sensitive data, the second secure nodul e extracting the
data fromthe transm ssion; and an -5 | agent operating wth equi prment
used fpr loohepthing vilieqdahen uoor eidcrinché ma fpoomitabion fdntthansni ssi on, the
agent obtaining the dat(zbf.r.on%t h«% tzec ngec%eucs‘é&ﬁe%@x‘l' e. 3 100221 In yet
anot het aSHERISon, thegeff Pwipe AT BT FS P RE I REEYT 1 on of sensitive data
into a 4 device at a plurality of stages is provided. The nodul e i ncl udes
a crypsogioagdii c In veinsdtor ppsett Haeduiefprappeqiing tiaeseition ASTRYHE J#a° 41 ow i n t he
devi ce, an r I,Ce : F I i ARFWio 4nkfoiin Of t he

1o B B G B I ey

sensitive a ) y@t_ographl c key a# eageH,stage, 7 the
crypt ofjr afhiiateicenys dpé irargfamsedetao Rdhededpsd AP BB BEEF Y EI06H 1 her eof ,

wher ei p t he &Gl ppicRGE AR BinSitit ¢ @RS TRt BEEIploRirhR sy dthechdaga f| ow upon
successful 1 nSertion of the 9 sensi EI v? data.l%ﬁlogz\’i‘;%miln%eyet anot her
aspect 7 athwetpegraphic key beingiagd Puine FERIrBIITPRY BT RE ST T8N %0f 11 sensitive
dat a i pt 0 guegYitEAransihen EREARALEONPHS BSw Ufie satcepsil Dferinef i ng a nodul e in
the 12 device,, 6 the nodul e having a cryptographic transformfor

i nt er c&pt PRI r ansfornming data 13 flow in the device; and adding a

portion of the sensitive data to a cryptographi c,keg stored in 14 nenory
in thaomo@eesl at Ineetcinotbér aspepll amethpd i pisvided fapeatrolingIPMRFIMSA of the devi ce;

wher ei\n the ;i d2aabli APHHE b hANShRESs 8RkeeCH inthdlnk e hddiibR wat a f1 ow upon
succes}%f ulse(?]lslﬁéee%at%&c{)tgtag?ﬁ%ﬁe ?Lrél ser_lsiiﬂtai ve dgtegSC&l?,BRlni%F SCRI dPTI ON OF THE
DRAW N@S  tevideohe apdulghaxing 8 gvaiosapiag ranpfarm fof B FeBwradnt FARSiMBeWescri bed by

way ofy 3eXAERLEHO Bvike; 2hQ aliddh fobfoRLERE Sentitivd daa tap pepdgrabhitrieystoigs invher ei n: 20

100251 Figure 1 is a schematic bl ock diagramof .a r te deyi

regi stlfat MsAosya the oduls gt eg G’fP Ui éta%ggi”’sprg‘?“%?lneor@}%i%gﬂ?eeg)f{ééés;lg}1 Fation of
t he griaphicgplogdsies trivbloh tareny dBels the daf fiolvlupet suatesl inserfipradite 1; 23 ] 0027]
Figure 3 is a schematic representation of a distribution imge; 24 10028]
Fi gur é%4 s8¢ ¢8Ry chart illustrating a key injection and reporting

procedur e;
17 BRIEF DESCRIPTION OF THE DRAWINGS

18 [0024] An embodiment of the invention will now be described by way of example only

19  with reference to the appended drawings wherein:
20  [0025] Figure 1 is a schematic block diagram of a remote device registration system;

21  {0026] Figure 2 is a schematic representation of the graphical user interface (GUE)

22 illustrated in Figure 1;

23 [0027] Figure 3 is a schematic representation of a distribution image;

24 [0028] Figure 4 is a flow chart illustrating a key injection and reporting procedure;
25 [0029] Figure 5 is a flow chart illustrating a provisioning procedure;

26  [0030] Figure 6 is a flow chart depicting a credit instruction procedure;



25 ]10029] Figure 5is a flowchart illustrating a provisioning procedure;
26 100301 Figure 6 is a flow chart depicting a credit instruction
procedure; -6 1 [0031] Figure 7 illustrates a nmapping schene for another
enbodi ment supporting 2 nultiple products; 3 [0032] Figure 8 illustrates
an exanple of a filtered log report; and 4 [0033] Figure 9 is a block
diagramillustrating another enbodi nent of a renote device 5 registration
system 6 [0034] Figure 10 is a schematic bl ock di agram of an enbodi nent
for key imp®gti aniguss] itlgstratés oy sehestedfgemmother eqbodimertt supportingng pr ocess. 8

[ 0035] . Fi &ul:i}e1 11.is. a schematic representation of a mask incorporating a
regi st fat POAPEE I e for separating key injection stages using the

enbodi ment of Figure 10. 10 [003%]fe Fi gure 12 is a schematic representation
of a sBagl08HowFizue § Rasteis aarapple obt tered lpg Wb ™%, 12 [0037] Figure 13 is
a flowhart showi ng steps taken in producing a device using the 13

enbodi genteosd] Fimpures kQ.blctd dfaSAa Fjustritigy retibdemimdanesolie madtedavicock di agr am
of an exa@I e product produced fromthe 15 nask shown in Figure 11. 16
DETAI LED @&@%ﬁ%‘&@ THE | NVENTI ON 17 [0039] Referring to Figure 1, a
renote device registration or trusted key injection system 18 is generally
denot ed byd0anerEigure b0 is Asgematiscdiqck dingrgm of apyaighodigentor ey fSFHO YSHE ser vi ces

of a 39 §ERAAEsSNS kdifaciing foses¢ase an outside manufacturer 14, for the
injection of "unique and 20 i mutable information into the devices 22. The

informati y be a. cryptoagraphic - ef . Oor some ot her
data  Rat (BT betigrs b GYPaRRr Rar BBt s (RRRR B ERE R 8| =000

at t ri bt e nofulé e saparwiingcke? By catich swigkd using theiembpdiment pEFigwe t.red to as a "key".
The step of injecting 23 the key into a device 22 wll hereinafter be

referngd {@s@s "h?M'L P95 aQfhemk®repriieRaidn@Ra stagdhhd R4 Qe elbodipepdiicer 12
utilizes a controller 16, which is a conputer systemthat is 25 renote to

t he mdduf &8¢ri8r' s facility. The controller 16 includes a hardware security
module 26 (HSM 11. The HSM 11 is a protected device used by the
cont r dkl efookd t oFigee 1 dismniR¥clartyshivong sgphitaker ihprodecng adeppersngitens, such as

encrynyi 0 SERLY BEfille AND ST gNing. The HSM

14  [6038] Figure 14 is a schematic block diagram of an example product produced from the
15  mask shown in Figure 11.

16 DETAILED DESCRIPTION OF THE INVENTION

17 [0039] Referring to Figure 1, a remote device registration or trusted key injection system
18 s generally denoted by numeral 10. A producer 12 of a device 22 utilizes the services of 2
19  separate entity, in this case an outside manufacturer 14, for the injection of unique and

20  immutable information into the devices 22. The information may be a cryptographic key, a
21  shared secret, or some other data that may be cryptographically bound to an inherently unique
22 attribute of the device 22 and will hereinafter be referred to as a “key”. The step of injecting

23 the key into a device 22 will hereinafter be referred to as “keying” or “key injection”.

24 [0040]  The producer 12 utilizes a controller 16, which is a computer system that is

25  remote to the manufacturer’s facility. The controller 16 includes a hardware security module
26  (HSM) 11. The HSM 11 is a protected device used by the controller 16 to perform

27  cryptographically secure operations, such as encryption, decryption and signing. The HSM

7 -



-7 1 11 may be tanper resistant (e.g. physically difficult to access) or
may be tanper reactive (e.g. 2 erases data if tanpered wth). The
controller 16 is responsible for packaging and conveying 3 keys and ot her
information to the manufacturer 14 as well as for nonitoring the
distribution 4 and usage of the keys by the manufacturer 14. The producer
12 typically obtains bulk 5 quantities of keys (not shown) from an outside
source such as a governing body, e.g. 6 producer of HDCP keys. The keys are
stored1|nuangakam@kﬂ@agandgyp@emﬂﬁwhﬁkthmhsv)aﬂ@W¢©“E@@"WMﬁW§?£ibuted to a

particul ar cture 8 Ladvie can be 8
noni t of ederasfﬁ) 1"f ngﬁ%wﬁughec‘%n \t (OL g onéﬁegdgg?%%%?é)ﬁ!s IZ\‘/Vé’P}gﬁ%r aphi cal

user |31t elEefyﬁﬁﬂ oftEtUnjorm®iot B tha‘h@ntﬁgturqé“ F%Wﬁtu)ﬂﬁlﬁlfat}opl)‘fo%‘g%fdf B%ppl i cati on
t hat pl agffth%g léy%g ﬂnyfﬂlhhmﬁir&ﬁcal@ 1c§lgfro%fhﬂ@|bu&0”pUt er (not

shovvn) er 16 is connected to a server 18 residing at
t he nnﬁuf@.mhmneepﬂ@zﬂs (nq_@hm@u@wnautﬁlﬂﬁ@uwﬁéﬂ@?aa%mwﬁfi% rfi& 23 includes two

forWarg C oM Q;'h %Fdd@%&h%ﬂ@ﬁéﬁm%t%rdamwa@orﬁgam&ﬁmlsmhﬁmmlaxeaaband a
distri on channel 25, and a backward c 14, control channel

26 is ﬂse&ﬂbvﬂﬁﬂea@@ﬁ?ﬂ%ﬁ?@#mTEmﬂé ?%?"?EﬁﬂﬁﬁﬂﬂﬁPw%¥mﬂé§%b?hat the 15
manuf afit UL Bhitotd, H@Mﬁéﬂsﬁd s sRR6IAYy @k qmdtonumg a graghicahsser ifadacd (@YW i but i on
channel 25 1s used .16 t he control S ed bl ocks
of Key8 ¢ &t GHidaihnes ppampptgtged A 3alabl LHeaREALEE 5] D

syst eny10, h&sonakembiier (@skoved.| er 16 aware of key usage for 18 reporting and
audi ting purposes. The channels 24, 25 and 26 may be arbitrary

conmmu ' ca 8 1ol J?Wﬁ dt hebenehidieridrel i abl e or
securg loﬁgb I]J%Eecm%ggjs%éﬁérbﬁ?i{eo&er h 26 c anr?el S g‘“’ﬁ %5 and 26 are

provi déd ttfswgg a gipeloe 3B ndhe ronelieg 23 iadvies E‘éﬂ R TURE ISR

procesges/ %@f@%&%mﬁarzs%@mhﬁbuﬂoh Ranfi® 95, aA€2 Setbardviennd b Ther war d
channel’ 26 t0 the 22 nodul e 18 t be ﬁm{&lel s corrupt, a

user ridy ﬁ%ﬁ?bcweb%ﬁéﬁ geopy e c‘f“leéﬁ“éﬂg t‘“e‘ﬁ?‘eréé’y ook rrog?[f hodul e 16, and have
t hem sgnd ,gagﬁadﬁﬁgﬁag&v@gﬂvﬁenﬁ{g &éﬁﬁ%lm&ﬁbﬁ IThe bbb ition eh!anilﬂl 2fisiubddzes one or

nore server ut e st m t c t he
nmanuf aét urbéiheé“’*ft%?@?llﬁﬁ?ilgﬁ.@t%\%gg% RRVIY t%%e%fﬁ?%gllr@d%%%&het ered 26

t hrough m%ﬁ@ages1sseatbyhyestyhanemutma;)detﬂercomﬂerﬂﬁ@wsrep@@ﬁua_%eglfso reports back
to the controller A, Smb@inicabnl Nl udes
an HSM®2g "HpEne pd "’éﬁ%\zﬁ %urpc{sgs ﬁu&%ﬁ&\ﬁ%%m% nf ea;mw contr

8 11 utilized t he conhroller
The HSM Z&haarnasasi@ermtmnetﬁﬁetdbmtédlr@hab‘é@lfSES‘GEV\%F?"E‘Hh‘éha FEHLY OV8HIR oy many

keyts g{q Enuels Sti UK Gld Zjé%e.rmé(w&é%%smé% & ¥inalibiEo @ WSicdl fedBhighegdby t he
contr
processeslprocedures For example, if a message sent over the forward channel 26 to the

22 module 18 does not decrypt because it is corrupt, a user may phone an operator of the system

23 controller module 16, and have them send the message again.

24 |0042] The manufacturer 14 utilizes one or more server 18, which is a computer system
25  that is local to the manufacturer’s facility and whose activities are monitored and metered

26 through messages sent by the controller 16. The server 18 also reports back to the controller
27 16 over the back channel 24. The server 18 includes an HSM 28 that is similar to the HSM
28 11 utilized by the controller 16. The HSM 28 stores a protected credit pool 30 which dictates
29 how many keys the manufacturer 14 may use. Use of the keys is metered by the controller 16
30 by monitoring data reported by the server 18, and adding or subtracting from the credit pool

31 30 accordingly. The credit pool 30 is an abstract concept representing the number of keys
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30 by nonitoring data reported by the server 18, and addi ng or subtracting
fromthe credit pool 31 30 accordingly. The credit pool 30 is an abstract
concept representing the nunber of keys -8 1 that nay be decrypted by the
HSM 28 before the server 18 nust request and obtain nore 2 keys fromthe
controller 16. The controller 16 distributes keys to the server 18 over the
3 distribution channel 25, and the server 18 will store the keys in a | ocal
data storage device 17 4 as will be explained nore fully below. 5 [00431
The rrahuftammmér:dwmﬂlbﬂhgé'@%??eb%qﬁP‘Pﬁﬁ%"e‘éﬁ%%ﬁéﬁt‘“?@dﬁgéﬂ B¥einject the 6
crypt ogr aphi ﬁoﬁﬁﬁ%oﬁtmfa ﬂsh@héﬂ&wra@m?@smﬂmm@}%'tdﬂse!mekmsgm@f:thurs during a
testing phase o manuf act uri ng pr cess t pment 20 is
of ten & t&sibyiign pheend B aphtheserigs Lo sipre 1ge "1‘3’?15‘3 r?ﬁ?@ﬁ‘f’%ﬁa i ncl udes a

key agent 5241 Wkghides mbiedingadelow. a sof tware programor 9 toolkit that is
| oaded into the eqw prrent 20 used to administer key injection at the

20T G2 oy 10 ke AN TAE e F DROUIUALRSS 6301 i server 18 to

reques t he “ar & %l ically, the server 18
will pé ovcrgkﬁogmwgdayslqay@etd@wtdﬂé-? kEypicallekeying peirs dygng plewips phagooidhesy upt t he

timng,of Lhe R Rgg,%‘}gn@m@g £58uipHONOY & ofick PRHEMASHincld MiakskmBIGt pr ovi de

an 13 unnecessar S SO0 as to restrict the usage of the keys
until Keylimg Tépp]ﬂmmhtﬁosﬂd@-ﬁs ey et Bhich mapEahta Sitvar PSR Nt er ed

through ttbslkﬁﬁlﬁﬂﬂsﬁoaﬂéa%m eqtipmdd BHkld fE)bﬂinﬁﬁltérYsy 1hjb@okth@@@rﬂauéhl will have
threshold lev i ndi cate when a new, _16 batc e needed by

that par t sidel He keragep fb aroppcates wifl the geryg! 8 rﬁ%ﬁﬁ”"p‘%&%@%f ?fﬁﬁey 17 Since
the coptr glehgsied 8ylp§altyymle Gatbdr Y8 Rl prbmmmams tethakeynigea i onaswi adt t he

server 18, the onjroller 16 may u I ensure t hat
enougszeWWﬁ“Hf'a‘F%‘W%‘FJ“?E" ‘@f’eﬁv!ﬂa PVJS‘[:‘? tthesgw ﬂg ‘@?ﬁgtgﬁﬁ% 0 through the
servens 18umié‘€ﬂs§aﬁ_{ mﬁ:urafﬂgrsrsmaatm mtnctttb@usagwrﬁtﬂeé&yysuzﬁlkdﬂtlaanpsp‘fﬁleﬁ eased by the
server 18, re the y usage reports from 21
the séfveP™ ’gfg %"folmr%f%r exp Inée?errledg}gm &q?ée)gé[dztlpgdﬂg?all bel ow. 22 100451 The
key agent 21 will preferably include an a i cation pr aminterface (API)
23"t hdf r iled4lon Tymicabydhefmptgent2d vilh hasg dises OIQ?‘F"?}E)@F‘H’ECE?&‘ g“f’ beP RS qui prent

i tsel figtoy %m%ts al@ié@ded b¥ thalabthefar dyRIpHBHtI2Y, s@ras tohoedisra podwdien fashi on. The

key agent 21 i|s ‘used provjde a |evel of rot.ection dat a passing
bet wegﬁ tﬁ@%@?%ﬁ‘mll%léﬁaypt‘%y B SPREAE corﬁrﬁ'ﬂ“cﬁﬂ ‘b‘iht houg [ h}e 26 as a

si mpl igki e@orﬁ@ﬁémenﬁl?@diﬁ 35 pagypesierd B Shsureen meuph keminh etatwedns mt@ server 18 and

ggglnf mégt @Z@% godhebe@uipment ZB%Ht?'tP Rgheecsér%rqg Iri']% ns[;1§[§gqmi%§15tocp&ﬁmkg§ ing, the key

20  datais released by the server 18, before the controiler 16 can obtain key usage reports from

21 the server 18 as will be explained in greater detail below.

22 [0045]  The key agent 21 will preferably include an application program interface (API)
23 that runs on the equipment 20 to enable an operator of the equipment itself to request keys,
24 ejther manually or in an automated fashion. The key agent 21 is used to provide a level of

25  protection for data passing between the server 18 and the equipment, and may be thought of
26 as a simplified secure sockets layer (SSL) connection between the server 18 and equipment
27  20. It will be appreciated that resources permitting, the key agent 21 may also be

28 implemented using an SSL connection between itself and the server 18. The key agent 21 is
29  also responsible for generating report records as keys are used, that are sent back to the server

30 18 for reporting purposes.



28 inplenented using an SSL connection between itself and the server 18.
The key agent 21 is 29 also responsible for generating report records as
keys are used, that are sent back to the server 30 18 for reporting
purposes. -9 1 (0046] The controller 16 is the command center for
nmonitoring and nmetering key 2 injection by the manufacturer 14. In order to
control keying froma renote |location, the GU 3 13 is used by an operator
to nonitor and configure each manufacturer 14, server 18, and 4 equi pnent
20 that i B04fderThelventobert!dd thafontohaad eeter fosrogiforng andapetEiag kil e GUI 13 i s

shown in in%ctﬁng) e ufbBEreCH. ]I]’§!‘d-b§§) E’(in\%ﬂ\%gipjg AbA aerkRé BESoNHHRARYY 2_00, a
control l er”wi ndow 204 and an_ 6 equi pnment w ndow 202. The server w ndow 200
i ncl udés 3 isiused by Ao eeEatarimmeTBier Bt spufiznie eaghdnanylatiiigs! % SReves Ly % s 18 that are

controll egclumfnehm R Ruh@dr MR ok offhecon@difet Call AT exaaptt GUI I B sikbmiis 8 _
indicated I'n the controll er w ndow 204 The qgper ect a particular

iher w : at can s
manuf aét uFigrreg. The GUT Reindirided tiogyseraerundoy :%%“ﬁq%hwd% ?(LL% M he
equi prgnt ¢RkbridRekindSy ABS T8é @hetwintishzdoiacludbda hanfthactufenrasl4dnd pl ayed i n
t he equi pnent w ndow 202. 11 (0047] |In the | i igure 2, the
server 7 at THaREFRETLY atﬂeémﬁlf é’st;‘eacomfﬂgw 6‘;3@\%8 %rﬁ?uza??ér{\%c’!i%flgﬁsnati on
r egar digNgirgRaENE®M tHe costeiiewin@ovari. e weratd carbalett agertivear thassfacttr@r cert ai n dat a
associated with it. For jnstamnce. .as | UL LoociB@S RS BLVer
i ncl udés ge‘g' T&“‘fﬁ?%‘&?réﬂ‘s%s SE%“rm “s‘ﬁl utenzg’ a{‘?ﬁ@?%‘é‘@a?@%ﬁe‘ storage space,
avai | abl e maméstintrerandisphayadie theehuikmys widswaoai | abl e for each of keytype | and
keytype 2. Each tester w ndow al so displays |log 16 information, such as

dat es 19N \Riafh PGl QuSpls GRALLSFINGE 2, 1R R6eSA atlhufpunesti Ousipisseported 17
credit, previous refill anpunt, and data rgggrdln 3 gzgggﬁkog records. The
opt1ons

serverl2wi HeRARE offeune niernalipnipeiding 1Evep P ST 1 % and 216 for
renot ghy ¢athd Gtardsdgadd ditlglit SBdlinstfce, 3Fhdvrein Feguwed, edbB sdrveomclubl acont r ol | er

16. 20 (00481 The .controller, 16 has the ca it el.y configuring
the sdfvePLBies bapfoging heirayi| \g/\lrgs?haée ot %vélﬁ @%@éﬁ%@%ﬁuﬁ%{@%&lﬁey types, add
or delist e aksible Rpeshafkbyypnt aral keppiesy. E2oh everfviiefomealso dhvlaptivons. This is

pr ef er gbl cc Lished by sendi i i , al ong the
Cont r i cHTEr OBl Ao e i A B e e e T he. 24
conf i gur atciedit preEsaysi ament rebjatsseasdienRissipg oA fIceds RS SHFE &Pyl t he

behaVil%urraﬁ%g}oblggﬁ\?iomgﬁth PBchs Q1 NSl 29O Y HBHHA! doRficiBS 2AGESRbRIE Sent to

the serve guration nessages 26 sent to the server 18 via the HSM
28, usling theseyerisifipgdbe eatollkef$ t o ensure that the server 18

20 {0048]  The controller 16 has the capability of remotely configuring the servers 18. This

21  allows the controller 16 to change key types, add or delete key types and control other

22 configuration options. This is preferably accomplished by sending configuration messages,

23 along the control channet 26, to the server HSM 28. The HSM 28 may evaluate the

24  configuration messages, whereby some configuration messages alter the behaviour of the

25  HSM 28, and other configuration messages are sent to the server 18. Configuration messages

26 sent to the server 18 via the HSM 28, using this method, can help to ensure that the server 18

27  attains configuration instructions that are trusted and known to originate from the controller

28 16

26 10049] The controller 16 may remotely configure the system 10 at the server level or the
30  equipment level through the key agent 21. The controller 16 can also force polls of the

31  servers 18 and can adjust the intervals for regular pelling. Typically, the servers 18 are

-10 -



27 attains configuration instructions that are trusted and known to
originate fromthe controller 28 16. 29 (0049] The controller 16 may
renotely configure the system 10 at the server level or the 30 equipnent
| evel through the key agent 21. The controller 16 can also force polls of
the 31 servers 18 and can adjust the intervals for regular polling.
Typically, the servers 18 are -10 1| polled at a fixed interval, and the
controller 16 can use a forced poll to obtain infornmation 2 between the
intervalks agsllabtedésed Iﬁawalemwcentrdkmwcanmef@a%ﬂ rioh toegbyed) infopaiogont r ol | er

16 may 3 NGRALHRE fhud ud R e BllmPRMA Sk Qb Piich il (RIGNoIGNE nlaUS _Can

force a pol servers to n such may” al so
i ncl ude 1 owed datd tp eqpmémmadm@tsrreﬁr raﬂrqdew%thwén @reerppll af qﬂéﬁr"% 9o

aut omat i gal Ly, Cont @& 180 GRE M Rheiii AhdidelaRo¥lEQARI GhionUIBHANGES, such as 6
decryption or distribution failure at critical production runs. 7 100501

Each keyd t Heeptrolisr i te pytpialically CPBta‘E‘ﬁ’éa‘g‘@P‘\?‘éarmri%e"érﬁ’Be F*Fﬁ“’é‘é‘f“&ﬁs BN 8Yui pment 20
into 8 glevie®pda ot RikEBRios feafdfimichipghdaaRaR@s. at certain events. The GU
13 can be used to search, 9 sort, conplle and anal yze the | og records and

to viewa cystom Haghd eén%r ﬂls{n-%&g{ b tééOSQ Qee@bmuﬂng@ In this

exanpl e, there are ree cor t are nerate A | | key
to serves Id}agicdwmg&‘rsg:enenalgeeﬁovdheweamlkwﬂfﬁsTlm(é‘ﬂrlﬁt?@ﬁ'efdlSWOﬁW@hproducer 16

to a seryer ilt, comp A‘gana Ve iR lg%g%dslaﬂgﬁ‘k% 4 élstgﬁlr&%tﬁid%q rtb@asHSM 28 at

t he poi nt wher e rel eases ey agent 2 , and a key
i nj ecti bh |sahgv~fme€1wq3 lbéll-“g%‘ﬁ@?l&tﬂéﬁt!le ﬁ?t}ﬁﬁ"@ﬂw 1ogyeprdsshpt gyp geperited; Aj ect i on

of the key. LeE@&J%rvleﬂg n@qeg&emumwu@le caamumérmbme pRfdudesl eoiafoyivirg s,
|nformat|on |nc%

udi n manuf act ur.er qui prment
et e Tz Do kst S b MR ReHIU TEahT B8 Ve Egore bl (41 Lot at es
? key t@sSeKe‘gfagen{ﬂgafo%eyK@éu&rao@mwnbegenéﬁ&dayldlek@yagerﬂl ulsqnectl on | og 406
or havi n S =.001, T ese I et e used to 18
ok «ib | g gEiE R ToRtoR By B ingtan s el Brt RS T W
be appreti aiheddibdidttyped Sintelsearnpe pomtifad Gr, nmxyprimt:ettude t‘rarsyamnlmbmrt sbéwir ecor ds
and may,be filter bas I < iapls, a report
400 sho&\ngngmg %urekgetgere 1-P‘fe!)((?t(:)l géf?ﬂé/s aﬁh%/ %Q]lvgrlo %)zé‘t(gngaagEE?‘g?@énanug acturer A
coul d bé&7 compptioedbwéfquatkeyha’vglga@wpw HYy =01 alhgsetrecords ey thamble wsed cat i on

field. &%9%%&%@5%@&%%,@ Quick b b &icSID ﬁd&@oeprmﬂperapﬂr@mmthaac kage a

bul k set of eys in a Sécure data transm ssion using di stribution

i mge 489t hihe repgrt 409 rrry inchile amonuprher of gqegidy anlgnay bg filiered @S%“Whﬁﬁﬂ?@e
encrypt b®n. fdferdd bshdpiebatehQudorROGnd Y 18AAR8S S MapyOsuger 260 | ncl ude keys

21 manufacturer A could be compiled by filtering accordingly, a date field and a location field.

22 |0051]  Referring now to Figure 3, the producer 16 may package a bulk set of keys in a

23  secure data transmission using a distribution image 40 that is to be sent to the server 18,

24  preferably using encryption. The distribution image 40 enables the producer to include keys
25  for muhtiple products destined for multiple servers 18 in one transmission. Each server 18 is
26  then able to decrypt and obtain a certain number of keys, but only after authorization has

27  been received by the HSM 28, from the controller 16 via the control channel 26. The image
28  401is a collection of data records, each record contatus a type 58, ID 60, size 54 and data 56
29  field Where data 56 will typically contain the key data of an arbitrary size identified by size
30 54, Type 58 and ID 60 fields are used by the HSM 28 to identify the kev data, possibly being

31 used to filter certain keys, depending on the HSM’s 28 configuration, as previously instructed
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25 for nmultiple products destined for nultiple servers 18 in one

transm ssion. Each server 18 is 26 then able to decrypt and obtain a
certain nunber of keys, but only after authorization has 27 been received
by the HSM 28, fromthe controller 16 via the control channel 26. The inmage
28 40 is a collection of data records, each record contains a type 58, ID
60, size 54 and data 56 29 field. Were data 56 will typically contain the
key data of an arbitrary size identified by size 30 54. Type 58 and ID 60
fields qre asedoRiol ttagneHEM 128s inay beckabdpsilated saeh ti@yhedmplamenpes déss yotbei ng 31
used to filter certai eys,. dependi ng.on the [ tion, as
previ ougl yc?fﬁé”f’?‘ﬁéffféfagly-o < m‘elqo@\eéal% t'grhg’o“ﬁ ¥ol ﬂ?%ﬁaﬁéﬁxt%g@eﬁg%é&my be
encapsuhat egdusig breibsah fireachineplkenept dhé wnpplodoudoentans as.sizomt a key
really | ooks like.t he .t ar . I it j ensi bl e

wi t hout 4 3 P8HPr PR Odtélsr%’(sﬂtéaéslggltr?e ga?b%ﬁléﬁgwnﬁ@éﬁ%g!t.dasl"lg}g@tv\rﬁg%per shoul d
cont ai nsa tyyasced Kamess Sikelodgingr qariblePssigntventyael thejabstragat ifagk . The wr apper may
al so contain elenents to support nore 5 advanced features |ike |ogging or
~vari abl § as§isgnMefe indtiotih@cABSd (AR hethapmga2. BhelfARAty The uidthge 40 is
encrypted wth an | mage key 42. Thg 'rr.aﬁgekkey ﬁz. iseys%gisblédf? t he server
18 to décr ystsenverd 8iodrgeryhy imiee Y iohta‘f’ Ry 4" FRE° THaG8 'Rey 42 is itself
8 encrypt eQndrfficdBCAcSRIVETS ahd staddl asd @rvecheader ¢8. serallestiohddofoervad. A

coll ection_44 of server,.9 header,s 48._.are _Stor i i 46. To

decrypt % h&e¥sE ¢ 2£605%H P HBHE ?‘Fd?rﬁé' Flgcéiligscpp{ %%f%%%ggg#@fgﬁ\?gs’e%ﬁosen by

the sermer hifiepdids tisclde thepereet 1Bynd i dediPhdd 28 thediSdbL%ip nbipindhejimpggdekey 11

42. The | e.key 42 is,the he i mage 40. 12 100531 As
maR r :Fﬁetlﬁrélgeéi%ﬁ?, 15}%}133.11%%%%& 8@8%%%%%46 g

noted eHrl i tri'bution 1 m y be used to support nmultiple

13 products. Referring also to Figure 7 a nappjn f product. es and data
bl O(F:)ks 1% JIP5h. Mn?f‘g@ea@i@éﬁ&ﬂd@?nb{%w@‘B}a%"ﬂﬁg&g?&%'%ﬁcg@s&?f’%gmbﬂp%égcts, nanel y

gamme ufq | i zdaers KRSferfind HaMb Riguiel7latn@ippind b grafcttypes beltdatablocksiizshngn.key 2

(having filter tag 2) and an.accompanying configurafi.o : al so
havi ng ¥4 | t%F W‘E’Q%Q‘j‘? p’&ﬁﬁera]{%ﬁ‘ﬁsafgﬁ??ﬁogg Fn “'@yg ) aklg@zl%rkaeggﬂ%ﬁgéﬁh&

conf i gurat inn)bbeandilizifgiesy 2 Favingeitrer dH2)rmag ar avodnerdeying dokfigyersing blodkes  of
keytype. | d keytype 2., .and the ga n Sl be | ess
sophi st {¢at' @ ?ﬂé‘ﬁ%ﬁﬁéaga?l)pﬁ?galﬁ?ao‘ﬂ%@mﬁr ogeﬁ?ga%&ihgjccaﬁ %acoéé%le('ng%si ngle 19
i mage 407 Wi itnhgedtmaayfimlude bulky quaniities pf ke50pe binddariipes. andidhe sgpeaapy/bee cert ai n

obt ai n 111 oD R e B S Pt ocuct
al pha. Anotimege 40esthelata(fer, g fifts NS 2yh Bredf. werebp @ CTRRIAT s aGED 22
Fﬁ;mi rsni %(g n 4%&’ p?@%ﬂg%tﬂ%ﬁfa@tﬁg, Al uSs R St fifd G¥) 50 19k 1fhd 2 0% tag | from
21 pn’:nducing fifty of product alpha. Another tester {¢.g. tester 2) may at the same fime have
22  permission to manufacture and thus obtain fifty (50) of filter tag 1 from the image 40, to
23 produce fifty of product beta, and fifty (50) of filter tag 2 to produce product gamma. An
24 image 40 may contain all of the keying data, possibly including multiple type of keys, to
25  produce a single product of any product type. A tester identifies to the server 18 the type of
26 product, or product model, that it is being programmed. This model information is sent to the
27  HSM 28 with the encrypted image 40, so that when the HSM 28 decrypts the image 40, the
28 key data 50, can be filtered and only the key data needed fo program the identified product
29  model is ever release by the HSM 28 to the tester. Therefore, the producer 12 can support
30  multiple products with a single image 40 whilst taking steps to ensure that the manufacturer

31 14 can only manufacture the products that they are supposed to be manufacturing.
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23 produce fifty of product beta, and fifty (50) of filter tag 2 to produce
product ganma. An 24 image 40 may contain all of the keying data, possibly
including multiple type of keys, to 25 produce a single product of any
product type. A tester identifies to the server 18 the type of 26 product,
or product nodel, that it is being programred. This nodel information is
sent to the 27 HSM 28 with the encrypted i nage 40, so that when the HSM 28
decrypts the inage 40, the 28 key data 50, can be filtered and onlz t he
key data heet®84lt o Sresgrempged chriamport Maldiplp podises the g rorpre e pEeddy Bk ol ease

by the HSM 28.4.0,4R& ihRsf berfobRE] ﬁftl%rt&tertthﬁch%@@@&@l’am%r@ﬂiﬂy selwost 30
mul tiple products wth a single inage 40 whil st takrn F ?L&ensurethat

t he manuf dct Ypeking tpoggcqsdsna Bfﬁti‘iﬁern]érfﬁ’? affept e detRL 1) p"r%cﬁfﬁft“é‘ hey are

supposed 40 P&urﬁ@émfrﬁ H&HtLﬂﬁnamslé’adbfi@&t%ﬂu&lamﬁe(vthnﬁmemebé@xpaarno support
mul tiple pr oduct e

| og ar sed to track act key
i nj ection pePF’SF?ﬁe‘H e5gby f*r?é‘:ttﬁ@@%’r W?fdc ﬁﬂ"fiu%é t%?{‘p*rgﬁ ok E%I y bel ow.
By 3 tracki nguéhhatidcganceeay dsna}awptreoﬁhlncens tbincancad taeﬂrpteaiooatdigertletmﬁedf
e.g., a mnufacturer 14 4 returns 50 of product gamma instead of 50 of

product al;phg, é)%g;g' C%t B}Q@%hf}é'@%fe o%%yt?@rhrtsttanblﬁloprseﬁ&raatuu\sﬂaraemzttate,y coul d

al so have sol uct” beta on a g market. 6 Such a
di screpan@y thay SOt 2gveporisdn thp eontralier df oYeS %tchqnnelaﬁys %la%mcFawr%‘b Teasonabl y

i denti fi eq. héhﬂéﬁ%%iocﬁ ih F%hn(eaflreﬂrésteﬁ M&Jtﬁ) @rfcﬁm&ﬁd_ﬂy skdueyodutes dt'arﬁ&l? thgut i on
over distribution channel unti | M 28 e Orts‘]’ftsfﬂgﬂﬁﬁfg controller

16 over H&ckf@%ﬁn@fi the JISM 28. s%\ﬁ?Pt’ioHerr—lfs gbtgns R ¥l ocks in

Figure 4 1rtepm%ﬁ%fou&1h@§@p1&ten&ceard‘uerrmralentpysssﬁeﬁwees mldutm,n raamhky the 10
HSM 11 and th % 1§ﬁ gptrol I %6 ftr r.st _obt ar 1tv uantr ty of
st andar d Reyd! M“fffnf)‘ﬁt“aho £ H@eﬂ‘pebb‘f P aHR? TERYF ‘ilufa'ér &R passes
t he keys 130 tkbeypeSwill be pptkcihted thatliBe kHSMnhy dlsoerwn&pncsynwdomhsbloglfs hlmyg each
bl ock co tarnrn ne ed be
appr 6ci anid PIATRHEE hay W Bkl 18 ef St b S RY AR oy bl
mor e t hanl 50ndctk®yl Stuypiet reéEheS mﬂm of dther Cg_lﬂm@ﬂdendl@tlm@%i atblpek piHeks leﬁvchﬁy pt ed
keys in the si 15 device 15 until it receives an order or other
comand |nd| ca |ng that a block of keys is to be 16 distributed. 17 [0056]
When t he producer 16 distri ute bl ock it first obtains bul k
encrypted’ 18"5pbck WaRdy: 58@8 “%TESC?IPPOPIC)O %S Hgf@f ibiamslarf’é’ﬁ‘l% da

decrypts tghe bhlcoadd panes tﬁl@bfbﬂCfcyiﬁH}SSMIQ TieHSM OT decobts ke ck aid :’e-reamﬁm ssi on
with the jm i hn'tself, . ed for
each ser v‘le)r %@bﬁ%}(ﬁﬁe&ﬁ%‘%ﬁm}s f’n Hﬁ%l/trhau'%ﬁge h%?h@e Y- Lﬁ){%g e he: 11ééeﬁr s 48 are

encrypted for each server 18 to producer the individual headers 48. These headers 48 are

14

21  stored in the group 44 of the main header 46. At this pomnt, the HSM 11 generates a key to
22 server log 402 for the keys that have been re-encrypted for distribution. The log 402 1s stored
23 locally at the producer 12 for later analysis. The re-encrypted block of keys is then

24 distributed over the distribution channel 25 to the server 18.

25 [0057]  The server 18 passes the encrypted block of keys that are included in the image 40
26 tothe HSM 28, and the HSM 28 then decrypts the image 40. The HSM 28 first selects iis

27  particular header 48 from the group 44 and decrypts the image key 42. The image key 42 is
28  then decrypted to obtain the keys from the image 40. The image 40 is then preferably

29  validated, e.g., using a secure hashing algorithm, MAC, or digital signature, and filtered. The
30 HSM 28 also then re-encrypis each key that is obtained from the image 40 for storage. The

31 server 18 then stores the re-encrypted keys locally for later use by the equipment 20. It will
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21 stored in the group 44 of the main header 46. At this point, the HSM1 1
generates a key to 22 server log 402 for the keys that have been
re-encrypted for distribution. The log 402 is stored 23 locally at the
producer 12 for. later analysis. The re-encrypted bl ock of keys is then 24
di stributed over the distribution channel 25 to the server 18. 25 10057]
The server 18 passes the encrypted bl ock of keys that are included in the
image 40 26 to the HSM 28, and the HSM 28 then decrypts the inage 40. The
HSM 28 flﬁStb§ﬁb&ﬁh&dﬂmSmﬁﬁmpaybf&uﬁm@%ﬁ@&d@ﬂmwsb&m@wﬂ@%@“@ﬁéﬂﬂﬂﬂﬂcand

decrypts the e then 1glethatkadest 0 obtain
the keys ]aroms?n;ﬁgnq Ifjfﬁ%/f : dkﬁ'ﬁlg}e?%n%?e&e[ye rfzar)gtré't’li%ia]n@%geferabl ye 9 vgﬁsl dat ed,

e.g., USing shas@charebetvashicanpeapuysteret hypentpence @ sucggsgfihinieerdy HK5t Sre, and

filtered. ,The ncrypts each key that is obtained
na9 didgn 15 F&NCryp y
fromthe |rra§%ff%e4_‘§y a%@of?gage EEF y 1 server 18 then stores the

re-encrypted keys locally for_later .use b u -13
1 be appr éci 49058 t h&fhe‘éﬁlﬁ et %?cﬁfestah%%iﬁ&rg&m%% 63”}581;2%%%% as ed on the
uni que SYRETelhinBer o2kl Gl Nikifsh, aie HSM 88 isgivamtl Keys2o dérape dA bettoezent lehe

controller 16 and serve o WVBEHd yean be
consi der ed aﬁ?‘t‘i@n"to“bsﬂEﬁ’i’@Sneéat%du#qrceeags?ﬁ?&?}?ﬁyé%raﬁ?ﬁ&gﬁthm?hﬁ% perfg;}ﬁrred e.g.

after a sha- &eﬁlaggsatssettcmrtbafqetpnﬁnt[zomﬁ&]Jedvlhlethihep@@in‘tl? kivh @ “pdbercdei ves a
request fromt for a certain 6 nunber of keys (e.g. N
& eih 58 T AT Rk

keys), Pven eys to decrypt. A key to agent log 7 record
404 is then generated for each . of the dec e HSM
28 and the d00&88Ys étheeqe@e%@ﬂﬂl@@%%%?ﬁg% “%dhef 3 €"rrtlg %10 eﬁgatQSVaA{e

poi nt, the Keyisctdh fog réddrd 406 féile@ilkey thik iinfictad. eTHeHIdM zfe\airuwommmllymb@mttheon 10
[0059] The e u rrent 20 in ach. of the nt 21
gener at esld ?Bint 19% ré“t?f gﬁi ‘7”83‘% esHaR 19ﬁf§cof[&%§ m{ﬁﬁ]qu?ﬂ 1 1;‘d‘%l&lufghgél nj ect ed.
The HSM 28 vmthéseedams intoad thagteplot edport Rhileat is kéht kaoy 1 be eqgeralier | ogver BeB#Ys 404 and

key inj ectl onhl Iﬁ[: cords 406 and preferably concatenates 13 these records
into a mabter F‘Hg eport R that is sent back to the controller 16 over the

back 14 channel 24. 15 [0060] The indivi dual g%s r.e{ﬁgg ftsrta({ﬂtyfes

concat enat®d 0% a Thi indrviduplilpgs arehreferably eaneaienales Mo FPRARNEAE 'That= the file
was prodU?@d thJ Ezft'e mn&rm@wﬁ Ré Rl aﬁefea&tsmﬁeﬁtexeabecéndwypwm thiSNENE88 17 w. th
encryption k

returned to napllcatlon runpin nth)e grver
18
to be sent? 1‘8‘%\?@‘1’5{?&1% El?fé‘é?d’d(fﬁt&’ﬁ‘ﬁ(g h’f‘ﬁ‘ém maing S 18 Seg‘ig 2 %‘en decr ypt
the reporfg R @RemY8idkdrinfel IEThe contro]ler 16 may then decrypt the report R and vahdate the
19  individual logs (e.g 402, 404, 406). Each log may be tagged with a monotonically
20  synchronous number. If all the record ID values, put together, are not a contiguous set, then

21  the operator of the controller 16 will know where to track the missing logs in the sequence.

22 [0061]  As explained above, the controller 16 had previously stored a number of key to

23 server log records 402 for the N keys when they were distributed. Therefore, the controller
24 16 expects at some time in the future to receive the report R that completes the lifecycle for
25  eachkey to indicate that the keys that were origmally distributed have been decrypted and

26 injected into the correct device, by the correct server 18. The controller 16 is thus able to

27  evaluate log reports as they are provided. The controller 16 can then determine if any action
28 should be taken, such as intervening in the manufacturing operation (e.g. stop distribution), or
29  providing more keys. The controller 16 may also require further information before

30  distributing a further block of keys. In this way, the controller 16 can meter the distribution
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19 individual logs (e.g. 402, 404, 406). Each log may be tagged with a
nonotoni cally 20 synchronous nunber. |If all the record ID val ues, put
together, are not a contiguous set, then 21 the operator of the controller
16 will know where to track the mssing logs in the sequence. 22 100611 As
expl ai ned above, the controller 16 had previously stored a nunber of key to
23 server |log records 402 for the N keys when they were distributed.
Therefore, the controller 24 16 expects at sone tinme in the future to
recei ve the adpalyprdRideate lepniptherasufaduge] is snstayies i@ speft faitlpmddgich key to

i ndi cate fhat the keys f inally distributed have been decrypted
and 26 i je%({ngsgemlﬁtpyw %@Qgg%}ﬁ?é r%cfh\%l ce, by the correct server 18. The
controller 16 is thus able to 27 eyal uaeFe % ebti)ortgdCr tshg are

provi ded. 3 ThO6Znt rBefagreopais s HopeiioWR P HE PIARICHET DR 28 shoul d be

t aken, sugh %%cohﬂiuﬁ{eymhqueﬂcetdﬂﬁ) ﬂiﬂﬁuisa@bnjnsmge Wpamaﬂnarmﬁ keve hgﬁ beno p
dlstrlbutlon) providin

‘
require fart H‘é‘Pb‘l“ﬁ’f%‘F PR P‘E}ﬁ“’pﬁ’é‘?‘h g‘bag(#é’f key e%{‘énl% agnﬁ'a of keys-
In this way, hivesclamtkeol Tharcolia mla:tatergmyerbladkenmﬂies@OﬁIW@utln@Wﬂlet SEmaﬁoéhﬁj only

d K f ) d has 2
e Tk PR AR ity 8P ook aiuand s

consi ste orts he 1og records (e.g.
t hose shoen key. Aihgusse idjcaeri@bibe peblemodgiaed 41@1833}96*9“@ eﬁl’lﬁ’@%qu?ﬂﬁi“tgiﬂé“s in the

sequence 8f %ev T Iﬁnqﬁan%e HEa?l[lfalflﬂl%I' fwifs@lf tHereford WRIuR bt YVEmBAKE ulaRn 5

di stributed not reported (}ltoaent or. key to injection |og,
t he manufl@ct lagaeportal for@utmﬂgepum?éets a’th”utﬁt‘ REY interp! SN AUHUFLHER grey or

bl ack market ﬂ%ﬁﬁéﬂi’l'{s rHationShiA R M6 prodeR@NBY IThe lifeRecle of cacpney feqﬁireﬁaybpbm’lcl ude a
key to agent but

ut not a key jnjectio rticylar 8
key. Thi s‘ZWBWCP%&F@a’W’“H‘:ﬂéFg% plersy Bbqyéﬁ?pﬁfafea OHa?léeﬂeq%F t@) mdp‘)lgr tll5 léatfﬁhar
equi pment; 3r egeRshiviotraBon 19 ideRfy fndkibdd @fobleha havie hesemandib dvea pfEnts lodvards s el

Therefore, the manufacturer r for
audi ti ng Wur ﬁ%‘%%gnga‘?’iﬂl“f“ﬁmf@éﬁéhlweinﬁtg %D%ﬁéhf?odglr&ggdsg[%ﬁdgﬁgﬂk%gﬁ as to 1 |

mai ntai n st s pedisidd ALY aweqmndehernpertﬁ@tmlméaev b2t alsPifee ey fype. clyéhl@n@mfeach key
requires %n %%P dé,%ﬁgéa%f etet AT ré)lrci[_tli ?{ ﬁ§E&&ﬁisM§& Sel ARms &Y | S

oper at ed ! tcer? 13 necessary information
to identiffry \bhmp@dymmbiyémselfrawpmmten and to direct efforts towards 14
correcting or elimnating such problens. Preferably, the |og records

i ncl ude inf ongwRs| onTﬂécgr%{)&&lpmm tﬁélnfﬂﬂﬁatleimoyboﬁl cmqmamms ouRBkikalhgs t he
key, but also the ke pe. In ”‘183 manner cer. 12 can al so

det er ni nel% f basHRER %Efﬁfc]t"'sa“%‘i"é’ e??lt%ﬁvéld'a‘e '15’ “%‘éqg%a "7 bet a
product s 4Ry hay@cern4 piddsle ®trovide evidence of any undesn'able activity. The use of

21  tangible evidence in detecting undesirable activity allows the producer 12 to confront thg
22 manufacturer 14 with something more than a suspicion, which, in a case where the illicit
23 activity is occurring at the tester level (e.g. by an employee and not the company itseif), may

24 salvage an important relationship between the producer 12 and the manufacturer 14.

25 [0064] In addition to distribution, the controlier 16 uses the control channel 26 to control
26 the credit pool 30 and thus meter the key injection stage. A credit instruction procedure is
27  shown in Figure 6. The HSM 28 must consume credit from the credit pool 30 when

28  decrypting a distribution image 40 and obtaining keys. Over time, the credit pool 30 will

29  diminish and need to be replenished with a credit instruction file sent by the controlier 16.
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18 [00631 The log reports provide the information to both deter malicious
or unethical acts 19 by the manufacturer 14 and provide the neans to
evaluate the integrity of the existing 20 manufacturers 14 and tools to
provi de evidence of any undesirable activity. The use of 21 tangible
evidence in detecting undesirable activity allows the producer 12 to
confront the 22 manufacturer 14 with sonmething nore than a suspi cion,
which, in a case where the illicit 23 activity is occurring at the tester

| evel (e.1g. [0B§5lan Twpinpbes 1anuly pesds @Wéo%ﬁmlrﬁléﬁﬁﬁgelct@é}}efsfr"err}gﬁt3'295"‘ Y& vage an

important,re Qéﬂ%sb@hy\@f%b Berah Uﬁﬁrﬁlé%olﬁﬂﬁ%dhﬂﬂusﬁﬁdﬂuéaﬁTakife&;lt 14. 25
[ 00641 | n2 adgﬂr#lgﬁ&to distri butl%rona ?ﬁéea co | 1er use‘si‘l t he. control

channel 2% t oststantds Thedile ¢a be perarrigd g Pt SPRATS SHEEE® Hh8 Kkey

i nj ectiongst agQeprefufihedis 1m§)tardﬂéaﬁm@aum@cmwreﬁn irStrucidn sdmws, dqhkd gure 6.
The HSM 28 nust consune credit f omth %redlt D30 when 28 dg:cryptl ng a
i B s B! i

di stri but ?onsqﬂﬁld@@bﬁﬁ’fﬁ‘ﬁé{s%%&d?“ﬁ ORSFriER s theggi iy s FREVEIR I G001

he'"cre
will 29 di i ghiigntunesd cbighetisroglethiathhed] ekt figred b}f thelcentrpMes flé.uct i on f| | e
sent by the controller 16. -15 1 [00651 The controller 16 only sends one

control m?ssftﬁgﬁér ab‘? &R \ﬁ%rc]pﬂtﬁ)l Hosseeld, TR H-'SK@ES dedryp@ e Rl mBaRrn&] 26.

One of the pre req urr l'es contained in this message . is a credit
3 instruc8i odaté frpre thE'Fbiéml lnli%a%zgnmﬂe‘/ahﬁ‘?teéﬁ@r%gﬂ%“éfﬁ Eha HYM 2%1%1?%“’1“6?35&11‘33 pecific

server 18t hali i RinfbedRE foxed Brashy o%ﬁ'@f JﬂﬁMa@g Atvﬂuﬁtuﬁfcﬂ?dletse@&&%hhtﬁﬁekﬁn The
credit |nstruct| on contains, e.g seri @&ﬂ unber of

and/ or séfyefhen gerfopel. Jbe frghense ?‘B‘},&PéhShP‘EBi SEERY SATTE imm@f’ gsfﬁd credit
anount, gad goRd U8t badk vdedatd, &hHSMmsmmh;bdatee@ mtesnaqudenbg/nmﬂber adudtr ol | er

16 7 100661 Upon recei v contr ness HSM 28 decrypts the
credit ingtrdevpignot be ‘iﬂ%i{‘]tg‘o?lgﬁrﬁ ?‘ﬁgegb}’ﬁhfedlf ?%5%"3 A0, hd val i dates t he

signature. The HSM 28 al so validates the 9 serial nunber and token ID as
its own, 13f 409671 caBhedISM2§ aill thert irensssahy edndgusalipn Exesasss b sonfre! mesees hen

per f or med,, The,, DA Gifferil m%nééﬁ%uh%d%?to%&@étﬁé cdnfi@ler 161 pa@quence

internally store 11 1n .. Once validated, the HSM 28 wi || update
its interial C@é@%m@ammﬁefzﬁﬁég Shgh as ypdatep for fligring relgs. keyios FpergRtionn ool 30 to

the credify vali@nid eflcDgs SHEMAES atiodShé181ch @the &8I ilmﬁmgafmnaa%aa&ew Il then
process any configuration msssaglﬂs in the control e?&ekéfac o] updat e

its interial weed GUPSEENES. MpPEiGHn peping AR T Ri! F8 o push 15
confi gur afgi orhelBER A8QodkRfor Sﬁﬁ“g@:hmikﬁnes@g&hf aﬁeﬂmpﬂezbem pfunessiheint ering rules,

keying informatjion,. 16 credit etc, 2XR) ation
{o the G 1 EekigiienTRuteg s e o e oo e Bl BB b B
appl i catizon reumniledbyahe Hénd 28er ver 18 or even the key agent 21.

21  |0068] A credit report Cr is the server’s response to processing a credit instruction in a
22 control message C. The credit report Cr may contain the serial number and token ID of the
23 HSM 28, the current sequence value, the current value of the credit pool 30, number of refills
24  todate, and an error code that is set to zero if no errors occurred during credit instruction

25  processing.

26 [0069]  The credit report Cr is preferably signed by the HSM 28 using its signing key k.
27  The report Cr is then encrypied for the controlier 16 using the controller’s public encryption
28 key ks, The report Cr is then sent to the controller 16 and stored with the log reports R for the

29  above described auditing purposes.
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18 The HSM 28 | ooks for configuration nessages of a defined type to process
them 19 Configuration nessages can be marked as private or public, and
access thereto would then be 20 controlled by the HSM 28. 21 100681 A
credit report Cr is the server's response to processing a credit
instruction in a 22 control nessage C. The credit report Cr may contain
the serial nunber and token ID of the 23 HSM 28, the current seqguence

val ue, the current value of the credit pool 30, nunber of refills 24 to
date, and, anjero)or peede dishbtiigkesethe poduer B 4nf thenaswfacierer ey ARG | ng

credit instruction 25 c eflielprdvRRAIE pfotedufe
preferably S?TQH%‘&"‘W“?%% ?—@ E@gﬁg%%g*&%g‘?é’?g@nﬁ% e k2- Z?E‘Ip'heereport Cr

is then encry p}ioe.d ik Bigurt e Tho$ M @R prduckgandspidy 2 P’fﬁ’é‘“&%‘ﬁ% 'feB‘i‘qS%‘Fes?gf)ﬂ Mic

encrypti on h%%éHalﬁnﬁnHeh@ftﬁdHﬂMka&:ﬁ 16 and
stored with FI@O“I%XH ?% %-r sEs ? E)trDﬂa(t%mﬂl?cotnt}iﬁ]rs]t g

29 above descr bed. ahd%t
pur poses. s - 1ﬁsedbﬁm@§d@\f@rﬁ‘r|WHW%§§DW‘BUP?W@’%@§P§’&F &Py (eéz and the

manuf act uger pd k%}%uy&qﬁéf%b@usn?g dﬂiﬁﬁvb&w@?ﬁ@rﬂhﬁ(EWH enet(wfwnreaeaingze the
HSMs and he sServer rovi si_onj ng Fr ocedur e P 3, |n Fi gure 5.
% TE. erag)P

The HSM 28 penstiirted Sessagss S“E@ﬂﬂg‘hear (9 ¥ SR PHEP TS nessa 4 the

control | eg 1ﬁmmhﬁem%m%oapmwl@%ahwpmm pliysisallyventetied awlrmm%‘r of the
HSM 28 being 5 used f}‘i servgr Jdé?( The HSM 28 generates the two
crypt ogr aphi é“%@)}*“i)%‘idi‘@g JEKPE S PCRB RSA key pairs or pref er abl y usi ng

elliptic curve cryptogr aphy (ECO)), one (k1) for recejvi g‘% ﬁg{ ypt ed
messages 1and [@nbit heWhérkiag co&lbollesi@rwmfs BUPFRYISKgEEGUEhEY TRsEFE Bl v, the 8

manuf act Ligere zjt'szsles Iﬂ§e T cLu)éQ rtoocgé BN 1§ At ¥ndROK S fntedinh Qfkht eBagehiyd iherbdskiyns

controlle VIronme during this exch e of ke ) and kz. 10
100711 Wién theenapuipsturet 1I4e*r“t°1<6ﬂ chgwégystpfgfa ﬁ%ﬂ‘%‘?ﬂﬂ%@% aﬁK&( From the
server 184 | tagvdhcdd BREBAS stmﬁafa eAESIbysh. caretémertd&\/lﬂhesk kuys@renh beissd bie
integrity of the nmessage and ena

| 12 t f "t oken
|0 - o Wy somierianabiep s rBriraoRuyaovel e 1T YRGSl athen
Encrypti o Stanglehsliof ApSs Keyhy backward gmes] a4 esdnenﬁbmdebd«eys are to be used
by the 14 controller 16 and server 18 to protect the distribution inages

40 on the di u Jhéﬁﬂ ARiohi é??ﬂseﬁﬁd@ﬁ & 5 1t O dxdaaplbackwar d
channel 2% ai&{rzgﬁt i one agg\gﬁh gef%éi %§‘[7) 'IQhIeEr M 11 t hg gﬁnei ates a
provi si oni'ng coesipohsssigeddeige I PUHW&\‘FYS fo&he P%ﬁﬁ‘}cg'p“o“la? AN PR
assi g ”Ed 10K €04 & DespPiitbil Ghd B Soibn EaeabiSM Sch@ersyRink®in ke t; sidini, mgnekey
pairs 19  initial configuration data, and a hash digest for integrity. Similar to the provisioning request

20  message P, it is assumed that the provisioning response message P’ is handled within a

21  physically controlled environment (e.g. using HSM protection).

22 [0073]  The provisioning response message P’ may then be sent to the server 18, and the
23 server 18 may then perform initialization operations upon receiving its first provisioning

24 request. The structure of the provisioning response may contain a member that decryptsto a
25  separate structure that contains symmetric keys for the forward and backward channel

26 communications between the controller 16 and server 18, It shall be noted that these keys are
27 distinct for each HSM 28 (and thus each server 18), and are not shared amongst a group of
28 HSMs. Once the provisioning procedure is complete, a nogmal exchange of distribution

29  images 40 and control messages C may commence.
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18 and k4 respectively, the distribution and backward channel symmetric
keys k", and 42, sonme 19 initial configuration data, and a hash di gest for
integrity. Simlar to the provisioning request 20 nessage P. it is assuned
that the provisioning response nessage P is handled within a 21 physically
controll ed environnent (e.g. using HSM protection). 22 [0073] The
provi si oni ng response nessage P may then be sent to the server 18, and the
23 server 18 may then performinitialization operations upon receiving its

first provisijgiuNg fumb@ertembdimbheshstn ndtigned, dfe syt Hrow birgffief Pesponse
may contain a nenber .that dec ts.to Bt Usbtbdife tho ady

cont ai ns Sy meEEiResoligns tephavp h%egf%?lﬁg?nae dabﬁgﬂe%g%%g%rgr chaﬁﬁetl _UZ%

conmuni caty ongjefdh Wee i e ebutiment $hewn IeFigel9.dike dlepentsgue giyendike pymgsds not ed
that these keys are _ 27, distinct for a2t sofaahireey ver 18),
and are ndt sHH! %F“gﬁorargg‘%mﬁ"aﬁlrp%eu%)glg?u(?%g’gﬂﬁw%sﬁ &%gvihe pr ov‘ir?éironi ng
procedure § s iaaugel @t@amiderné farednverkahasives FHCATIRIABGu PRI EeY ééss 40 and
control mafgsa‘%ﬁ% toC acrtr:aﬁf A%%B@?r{a%gtﬁ%:ted'kl)z Tk diPR4thds, IfmheaBOtHEL” iembledomment , shown

in Figure system eretrofittedto2§xi§%%ingscorlretions t hat
have been T nphispiest.ctwiblyot wik Fa terdgdse f2a becpuse s SR YPE A K "t e key 3

| i ectlon gt agg . 1 b dylo Mifntent, S tipidddy miemedingy ar e
given |i ke§nﬁg}e@Fea4t€sgmB%§t\/ﬁq%EE&§%%’ e adyTlo rhrant

e suffix _"a". For ex I ] rer 14,
may have efjui mterideasuitbiatevelof palgions By APRpRLains %g?ué: rT_BTOgBrC Z}Hl% g}gklﬁ
conve [ t :A\g %0 a §(% ﬁgﬁged'@gﬁ;oghiu o /&Blgqui?m/_m e Mhﬁuﬁmﬁdiw@@g@ Se;“g% hﬂsot I
accep as the injecte y _thi s.nanner Ya b is stolen
or 7 nisplacdepady ‘Iee’?/\in}plle“ﬁﬂtf"?'\/\%‘f‘cﬁrr&f“g Y> taﬁcém%lgl\e;ﬁogéé é@rg&gglcauge_ the scranbling
_hasI not ogeur {ngglemegﬁ@lylggan ab t@nsphgoimi. iﬁh@te@ditimgb%ﬂ_nséiy‘sema‘ll Pﬁgggﬁﬂlléﬁ%yl tof
i npl enent, _are typica nai ve ar WRYH Heurd i bake | evel o
protection3 Bjd dﬁ%@é{efi’rf’éw gﬁ%ﬁc Xlﬁ?l %[g%:tls]%n, the[syst%am 10 10 may

then be retrofitted to the equi pnent 20a w t hout undoi an i g
sol uti on tiHat (048 1 oasder waaSPrISROERE PHIING ﬁé\nh‘tf’@a %*EAE%%IF %‘f]%‘b‘ﬁ"y"‘, S%Q‘;cig‘fgﬁaonal

cost to mgRuf apLUr 8F , & sErod 18 vtidiRkEnBNEdiog o Sysduabte TBs Sarerbesseoiaiddéd. The
retrofit may be I npl

enented until a conplete 3 redesj ' anted, at
Whi €h 11 B hain EgerERt STBNET B G Beroey HERhE v plBRLEY P
order to aGCORUDEAK & k&Xhilpioeo%e) ijettns In thiavasytistkeyishersd orpemanodie hef
signed 15 objects 72 at

execut abl ¥ i Ieéi§ti%ﬁ%ﬂﬁ%rvg%hggggegﬁagﬁéaﬁ%% ‘\Qg&lg(l:a% a%;?‘ts ?‘?ﬁ@gé ﬁggﬂﬁ ?ghngat 20a and
perform t he exb&tdiadesabilt finnnesd beeyueht eteouttiellHBK) I8 hanty uped|bEdei ng a key,
? Rg prior ZtOO kegz){iprlng tg&;[ 0 8rr(])'vid|e Gletezmtﬁ'lg\é@ﬁ{ﬁont RRe KfMolles 1@ ddRildRen Rssacmenodat e

21 70 to the HSM 11a. The HSM 1la would then sign the exe 70 and pass the signed exe 70 to

22 the HSM 28a. and the HSM 28a may then store the signed exe 70 as a signed object 72. In

23 operation, when the equipment 20a requests a new batch of keys, the server 18a will validate

24 the exe against the exe’s signature, that is stored in the HSM 282. Once the server 18a has

25  verified the exe 72, it will send the exe keys 1o be scrambled.

26 [0076]  For examnple, equipment 20a requires a key BCA to feed to scrambler 76 in device
27  22aso that the key ABC is injected to product alpha. The HSM 28a determines that product
28  alpha has a signed object exe A, for modifying key ABC. The signed object exe A is

29  verified, and applied to key ABC resulting in scrambled key BCA. The scrambled key BCA
30  is then sent to equipment 20a, and the scrambler 76 modifies key BCA so that jt injects key
31  ABC. The equipment 20a does not realize that the key BCA (that it received) was stored by
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18 exi sting solution wthout the equi pnent 20a being aware. As shown in
Figure 9, the 19 controller 16a would first need access to the executable
file (exe) 70 that is used by the 20 equi prent 20a to provide the existing
solution. The controller I6a would then pass the exe 21 70 to the HSM I |
a. The HSM 11 a woul d then sign the exe 70 and pass the signed exe 70 to
22 the HSM 28a, and the HSM 28a may then store the signed exe 70 as a
signed object 72. In 23 operation, when the equi pnent 20a requests a new
bat ch ofl kelsservehBagies petecttdBarmps ABG.alt wdlatte@pprzmat@ atéb@é\eww%@tth% he exe's

si gnat urg, i REchHSMARS @hich B @Rn 8iisCh el BEGaohas 25
verified th S%legh%§h%&qnh rsend t he exelcke snto lble gcranbl gg 26 100761

For exardbl escramblingsmiin b?@&"%@ﬁ?ﬁ%‘é*’%‘%‘;"’% ch geapeTBYy it P kRt AR 76 in

device 27 13%@st§£ha¥dl%ﬁn&ia%d§ﬁién{%ﬁ@eﬂ% dumme@mdg§dmﬂaﬁaﬂaet:Aalvﬁhmnthe HSM
28a determ nes that product 'bTF ha_has a_si ect exe A. .for

ob
nodi fyi ny Ke#pegpied astthgekeyj E}I‘Féft'fmﬁ gned obyecss 129 W‘gﬁ(’%’? |pé‘%§rmhrﬁ‘é}“r§mﬂ ied to
key ABC desdéb&ﬁrﬂtgiaie%e&ﬁiéﬁk@%bﬁdodﬁﬁmleﬁgﬁed Bheuipmes2bi, ecH tkhesxaB@A 30 is then
sent to equi t 20a, e scranbler 76 nodifies key BCA so that it
i nj ects &eyprg‘g%%ﬂgl’feml“‘ﬂgggaﬂpﬁﬁﬁthvtepﬁﬁgseﬂloes not realize that the key BCA
(that it received) was stored by -18 | the server 18a in a protected form
as ABC. &t #0171 bdhappredobiatted? aitednhibinmaliciops eads frer bpe topded igo B8r ver 18a may

al so be ¢ n s%rvfep{]ﬂlf&%alfﬁﬁg B Reys w%rq@mje'éu&n,hﬁﬁbem;@e@&eéu@abreeadt}BQéuyf or 3

scranbl i ng converted t C for  injection. ég( g case may ari se
when ke}® CABﬂﬁad fosthe keys tor bervelensed t?éherwaalﬁae Ii’ﬂ?éfo bsws aprbed Padey o 'E’&YSE‘*

exi sti ngy so]gksh s WRAELanGARAMAULE STQEcurily vafistac@aRiodekingSn E)hﬁmgﬁyunoﬂf.her efore,
the signed objects 72 will contain any programrequired to 6 accommobdate

the exi Ziab %‘?l Ut“]"ho folre”&f th%ntv?(ije e §&%Q%§lerzlg§epagﬁqfo% SYAMp e 7

provi de ve'is so I've purposes 100771 The Si gned
obj ect s1¥2 e pwdicahiZds 4b1€ntalmoommi$ @M@Sﬁf@mnbmfﬁgwf dadadmewt gedithe 9 server

18a for mdﬁ%% h@ﬁdfs e @g&&&; I%Qst'hﬁga%{%ttb%gm%hé]%@ctioﬁ%ﬂ&'gﬁ@ed execut abl es

are typi cal verli he keys to rel eased t he machi ne pri or
to bei ng’ apqun@@lotﬂ@ﬂﬁieldé‘g}ces Thén exgertieprsup thit themagifacturgid4 BISEIFEPOSR i ner eased

| evel 0f ¢ SefblideliticVHd iR nuA®GUNTRE Mah iidcraad B ihs }oﬂﬁbeﬁm uus@ﬁhblesﬂt@ [00781
Therefore, by utilizing a renote system controller i@gﬁate fromthe

server 18, pipducehd iphayaswancepibpia I%”SF%CTISI lrf'dﬁf"{téirreatf“ﬁém e g ¥t t he
manuf act &ir eplackdnaried proftser dsiedzd 14 through the HSM 28. The producer 16 is
thus able to govern the injection of keying 15 information on the devices

22, in Qpdefyohgy eNGHE fie hEAL plolRuiB B PRI T B plide, PIJRGE | ¥cah GRS

20  production at 2 manufacturer 14. The producer 12, using the credit instructions in the control
21  messages C, can meter the production of devices 22 by adding or removing available credit

22 for use by the manufacturer 14.

23 [0080] It will be appreciated that the system 10 is not limited to one manufacturer 14 as
24 shown in Figure 1, nor is each manufacturer 14 limited to one set of equipment 20. The

25  system 10 is also not to be limited to the use of a single controller 16. The HSM 28 is most
26  preferably trusted hardware in order to protect key values and the integrity of the credit pool
27  30. Moreover, keying information contained in the distribution image 40 does not

28  necessarily have to be keying information, but can also be any data element that requires

29  confidentiality and authenticity, A requirement for keying data is typical of a system 10

30  which wishes to enforce granularity of device activation.
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16 the identities and the nunber of units manufactured for the producer 12.
This enables the 17 producer 12 to have assurances that a manufacturer 14
is not creating and distributing grey or 18 black narket products or
devices 22. 19 10079] Wth the above procedures and system 10 in place, a
producer 12 can nonitor 20 production at a manufacturer 14. The producer
12, using the credit instructions in the control 21 nessages C, can neter
t he production of devices 22 by adding or renoving available credit 22 for
use by the W@as1f adt ar demiuve ABngkOOBCkerhplifigd ol Figgsesdfpd aed des@lied at t he
system 10 | g‘ezﬂé?td i g@l&v?%véfﬂr ?m: %}H{ i@ by ibfto@Ring 4 depafAWM brialkis gure 1,

nor i s each nanu act ur ér o one_set of equipnment 20. The 25
system 19 i withif the sifiern or devise nrarmfw@algtpwﬁ% eTyR@!pt Pf&d%%'& vall EIFESISH er 16.

The HSM 28 {h§ vé}Rﬁst staggsﬁof%aﬁlfxf%t@rmgxo ﬁnﬁM?ﬂe%&iﬁﬁ&BQV\B{@ndrﬂ Sop ion bmulaésot ect key
values and the integrity of the credi 27_.30. Moreqv

i nf or mat $ onlﬂb‘ﬂYﬂ‘S armesiln Sﬁli’ﬁ’ét“tﬁ IE%“Pf‘lE)‘H'E“?géf‘PgPWQ &liops gLy ‘Eef§ g‘b essarily

have to pe ieMhd@id brlisdi ARbiheve beliitougRad” &b&&hbﬁac&ﬁmcﬁﬁﬁxmrédrmmtend hat
requires_ 29 confld qélall%yh d authenticit gﬁ rement, for keying

data is {ypPedctighe Incg gy Ay a@‘ﬁ“\?&ﬁe OPBH P(S’F%ém%r BhtI%rity of
devi ce agtlﬂﬂ&kﬂﬁasm@gbﬁi@ﬁ@&ﬁkmﬁﬁnﬂﬂe@hﬁéﬁﬂﬂhgdamaﬁnamgamsﬁt exenplified

in Figures 10-14 and describ i te t roducti on
may be Bh B‘i“f%"é‘”f){} PR BHSETR s ‘mpéeé%gar?@‘t"u‘%nmggefsai’ad"?‘% o s oy e si [ con
or deviae rmgamfstabetmndunglp,rzmodslsto s@bla@dylrwr@t mtbwt@wplwsuhﬂpmp%ﬁ%ract out

4 the vayi Oblrsdegl %g%ﬁe Q\gp%{}&faﬂgh% h@&nﬁpﬁa?éﬁw ShRtl dCeomPRle’A GlaRrRmrnd g€neral,

separation of I nvol ves pur pose separati ng manufacturing
st ages, 1for stede fodwhllyimstonst lpepreral @Wﬁ&e%aﬂa@bﬂgweﬂﬂw&fﬂdtl%%ﬁd product nust

have begp " B%ﬁgweducgiyw&ﬁﬁﬂhﬁ)mﬁﬂe&ﬂlﬁﬁéﬂ bre rdquir&¥ 18 estluli®in otdeeroefdd. 7 product
to be fully functional. Since grey narkets are typically supplied by a

single p0|n u e bad-faith.c he

manuf acttir i L“ﬁgjt]h ai thefpé?défti'?ﬁ 0551 cof' 3 rSQSevo%t £a§%stt¥ﬁmﬂ? é&%c Eeh;“)l{af’trée[l;lflte;r} sequence
i mpl i es 1t h aﬂn tdedarangsresverabihivd partyrmaent aetgrersu sitprasiubdr ig é‘iatl@Slagaq chigt witlhe
producen (12,1026l i QaS4'RR Y mByflt Bta Ry | K8bn Wkl 005 Gl IBP e ne

sub-co | Ces uct S sub corrponents
shoul d d@rrphmcentamldemnmmguatgemgthe &ozmgf @Rg@gtet gpdp or fnsirgcling afied pBwal . | n

general 3t hg,f io%fodaf: @‘ﬁx&sg? iR ﬂ?ﬁucxkggwgfepﬁuﬁ%n Eémivhich3n it @stical ly

reduced mhen nmul e sub-contractors are required to collude in order to
steal . 124 m@@&@iamhhﬁﬂ%mﬁroductlon of silicon wafers, several stages
typically occur, that are often

20  [0083] For example, in an illustrative manufacturing process, the mask may be sent by

21  the producer 12 to asilicon fabricator who manufactures the silicon wafers from the masks.
22  The wafers may then be sent to a wafer testing facility where individual chips are tested
23 directly on the wafer, and electronically marked so that, when cut, only the individual chips
24  that passed will be forwarded to the packaging facility. The packaging facility will bond and
25  package the silicon into a chip package, and again test the final packaged chip. The finished
26  chips are then typically sent to an OEM, where the chips are mounted on a printed circuit

| 27  board, which is part of a finished device product, and the finished device product is sent to

28  the distribution channel, and eventually a customer.

29  {0034] The above illustrative manufacturing process generally comprises multiple stages
30  that occur between design and integration of silicon chips into devices, namely fabrication,

31  testing, packaging and installation. It will be appreciated that all of these stages may
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15 divi ded anongst several third party manufacturers. A producer 12 that
designs a chip, will 16 create the design in a data file or multiple data
files, often referred to as a "net list". The net 17 list contains
description | anguage in the formof conputer code for instructing a third
party 18 how to produce a mask for in turn producing a wafer of silicon,
fromwhich an ICis 19 packaged and distributed. 20 ]0083] For exanple, in
an illustrative manufacturjng. process, the sk may be sent b 21 the
producdr PIeTpYiIvEly 8pquf ?&ﬁ‘“ﬁ'ﬁg E%%l’&ﬁh%ﬁsfem%?&@t ‘E?P’é@otrﬁﬂa%?’ 4P ig’oaﬂ waf er s
fromthe mdf@}Nnﬁx%bihestmﬁ eAscafipf teheshghe iheerkists an eppaaingy fdresting facility
Wnerelndlwdu i retes ed 23 directly on the wafer, and

el ect r ohi cé{FrW’ %&%%Shfﬂléalge AHER cut, only the individual chips 24 that
passed will be forvvar ded to the packaging facility. The packaging facility
wi |1 bonhd [6¢8§] 2Befoankage tq Figure i, itheprrdpeer &2 desighd sk ERathe mashp Bigai n t est
the final @@%@%‘sﬁcﬁghpemt@% dbditd BhRGhis aémpialmcaime debeddMapgkal |y sent to

an CEM where e chips are nounted on E‘ ed circuit 27 board, which is
part of6 aspmﬁf%m@é]seaewcpélw%ﬁwﬁ"&mnﬂﬁ qutﬁ”%q%'ad’&étéfiiségnp‘i“gduct is sent
to 28 1 heyrebably thHdtiopetae RaRARuch @éﬁ@lneyﬁmhh@ﬂohymma&@msomr&% {0084] The

above i I | ustrative manufacturi cess ene es mul tiple
st ages § 30 ﬁﬁ’fnp@cﬁ‘ﬁﬂrﬁ’@fﬂﬁgﬁpaﬂgg’iﬂ@ﬁ ackge rﬁ‘t“& %r(; NF 1588 chi ps into

devi cesy rtadmlegaufnabmfh@ae bmmcem mméimgwmmhaganmgctm stapstcml 4 ation. It
i at d that al fer natively occur

il f th
\z,avlt a sﬁ%gl &” g(‘}’ia?‘l PR 28 Iggo?ﬁ‘te?"esﬁg ﬁ%s nga\émn?ﬁ/smr%o?% stages, up to an

2 arbitrary N nunber of stages. At each of these stages, there exists an

oppor t bini t1903sbr Thepredyserodiistribyes Be mppket0pvetiiredegigistibytigedanoel 89. 100851

Ref er ring ﬂ{a%ahpgoﬁbgafl{eu;le%tmufmt g@ﬁéeﬁ}a WRsd HRsuA offask 90. The mask 90
is 5 used f prodUC|ng a registered device 22, in thi exanple, an | C

The deld ce“?lEfaPHEWQIEi‘éép gy, %’P@ Rresfugtionrof & silicanpyafrs Gnoe; ¥ 8B P& or mat i on
t_hath it Q:oﬁ@letenﬁb tk@iﬂﬁntllia?iallﬁﬁrdﬂﬁd Qﬁducﬁﬁden?tgﬁh@sfe&fnglﬂ'layufmmﬂgbta@per at8 e o

W t hout such sensitive informt roducer cont in this
ot 15 * U8 B FHRRieY Sreonan oy R himtr e 0P PG S Tesole BRES T Roy

speci fi&€ skpges for Bach Sagen g tothe aebkttaryeth Wfage tvbiick uitifadB\shipea &ipldidligur e 10 shows

afirs uf.act ur i , manuf act uri ng stage 102, up
to an gr lr)r?f?rcélfm I{E%Stergr%d?f}tf e utrolartlhsg]b tlone%%ésjggll 10086] The producer 12
di stributes the mask 90 over a product di stribution channel 80. 12 The

mask OBB i Sl0@8Tht dmomrderdo prieyest andpgorplettnieodupiyr sybsgaransets fppdeies dveidt i on of

t he 19 to a grey market 110 at one of the manufacturing entities 100-104, a “separation of duties” is

20  applied. The separation of duties is a division of manufacturing and data programming duties
21  of each manufactuning stage, such that all duties must be performed by the intended

22 contractor in the intended order, necessary to complete production of an un-crippled device.
23 Inthis example, a sensitive task such as the injection of cryptographic data is injected in

24 mualtiple stages, each of which is carried out by a distinct manufacturing entity, during a

25  distinct manufacturing stage. In order to separate the sensitive task(s), the producer 12

26  incorporates a registration module 92 into the design defined in the mask 90. The module 92
27  is used such that when the mask 90 is compiled to produce the device 22, a mathematical

28  transformation intercepts critical signals and data flows within the silicon chip, such as a boot
29  signal, and if the mathematical transformation cannot operate, the device 22 is crippled. The
30  mathematical transformation i1s preferably a cryptographic transformation that makes

31  extensive use of Exclusive-OR (XOR) operations, for performance reasons, however this is
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13 manufacturing takes place, such as production of a silicon wafer. Once
the first stage 100 is 14 conplete, the resultant partially finished
product is sent to the second manufacturing stage 15 102, to conplete a
second portion of the manufacturing, such as testing of the wafers. This is
16 repeated for each stage up to the arbitrary Nth stage, which ultimtely
ships a conpletely 17 functional, registered device 22 to a distribution
entity 106. 18 10087] In order to prevent an inconplete product, or

sub- conponsnkseqhiramnb di nyetfovibe matiematigal trgnsioTEAIAR QR L BIBPNT*hne of the
manuf act ur P,P ﬁﬂfﬁﬂe\ghﬁa irgyg:gbﬂsQﬁ]' addtions SRFiad 125 seth adlptirii@s bf drgptog2Phiappl i ed.
The separa [off 0 utres Is a division of nanugactu%ln andddaha

progr anfi nkevihgtdeasat ezl stage of ermaReAT e g Iy gaY: ! SPRSECAM duties

must be4peﬁé‘ﬁfs@&%ehﬁ@}i%e?‘fﬁdﬁ&d% APpika@ s graCiudket stages Dehrough@ndéds or der
necessary to conplete pro i

P uction. of. an un-cri.ppl ed,  devi.ce. . nthis
exanpl 5~ ashoandn Fipye 19.dwpredygd 135 0{151@64, H’jpggl[yibgga“%efﬁ}éaf §cﬁ)ttr§c§1rv %%ﬁll Jg data is
injected i fhe2éhuitd dipideeaphic d@e that ieaqhiredfto popasly opgatear ri ed out by a distinct
manuf acturing entity, during a 25 distinct manufacturing stage. |In order

t o separat e sensitiv g@hkt(q,) F DenmplQsiFieqt 1d 2 infeRRoah e a
regi strgti Eﬂr%}ts du rg%tfgiyi%ts% t ey dagiiﬁgtgddgfi ngd in teﬁ(g_y.rrask.%. The nodul e
1t

92 27 i8s dewdbeduabdveitRigurehlehmee pibpie, BReING WhCI EPEEBAIEE the devi ce

22, a mgthenmd RS h T PREHANs b1 LR i pleSever if bil eahiesirgimal s and dat a

flows vn\?t h%ﬁal%%e?oéié%geé%{;\@dchi p ’ such@?g:a [Elootl %@}g\s}*}gna@ecﬁ&g abileih NE

mat henst0i ¢ aplusion e Sy ket AREUGH JRe RIpceT i EFFGTEEDPl ed. The

30 mat h@rfatdh@ﬁlincbﬁ@@ﬁf@r@wdsgnd if Bedessafyairalil tie distabuyipt offodliphkeyingrdaast or mat i on

that makes 31 extensive use of .Exclusive- OR. (X | f

per f or ngncdt WE&%%?Claﬁgm\t/gP“?W{%g‘ﬂ F’éam-@fm ylbg H%?)a%a?;?g{é{gt?e'rr gfrrr%r%%sagﬁn or der

for thejsmatisaimt baakd it eahsf ayvrmLd 0 nlLt Poropemdy e s¢opnd Bage 04 BOEFEE 2 t hr ough

incremental  injections or diti cLi Ll &h mMERwA gtions of

crypt ogtap H]i‘ecsyét%mﬁgg‘f fet %%atg?r &él?é?gia%vﬂefgf %ﬁg(%lpsoe?ér?ﬁggarmnr}uf act u?g! %% process.

I n° t hi s1anaywill irclude waifedornpof seiimpemlocadure, 4t it broefiqal irncomagRie sYHEM 1P &%y er produced

and sup 'gﬂﬁ%ﬁgé%e%dp%1%%9?&%{15%%%& dpbtt asia Surmpehenedomd Fi gure 10,
uc [ A

]
the pro critppled, typica because it, has nolt. received all of
6 the rEquisted it wifirlodgeapmeceaadton the megulp 82 paykh Pe YR Pt P oper ate. 7

100881 Fy efs%t?rp b and@ay 3O YRRl mWANacRiring %a@denb Bnpldinetd Qofen bOthe kfvingkey

i njection system 10 g descri bed abgve in Fi.lﬂgres 1-ne9enr£r1:%yha %eused to

di st ri biR e, Proretse i 2T S ERioBYGPIHAG O ERE"S REY® FheCt I on st ages at
each magyif aetddNdfosh@idn, dnfhdimivg, ©a6RessBllesupply seely madetivithegodagter fuh- 10
collusion to distribute grey market product, the producer 12 will be able
to deteét tHFEOEEE vity

22 [0089]  The mask 90 is shown in greater detail in Figure 11. As discussed above, the

23 registration module 92 may be incorporated into any mask design, and the mask 90 is then
24  programmed to iraplement a set of instructions or lines of code etc., that will, in part, insert
75 the contents defined in module 92 within a path (preferably one that is critical to the device’s
26  operation) between one portion of the customer code 120 and another portion of the

27  customer’s code 122. Data that enters the module 92 along path 124 is applied o a

28  cryptographic transform 128 and is output to the portion 122 along path 126. The output

29  present at path 126 will preferably only be usable if the cryptographic transform 128 is

30 successfully applied to the data mput al path 124. The cryptographic transform 128

31 preferably works with a memory 130, processor 132 and cryptographic key 134 in order to
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11 due to inconplete log reports, and if necessary inhibit the distribution

of further keying data 12 It will be appreciated that alternatively,
system 10 nmay be used at any number of stages and 13 need not be used at
each or any stage at all. For exanple, the second stage 102 may utilize 14
the system 10 but not any ot her stage. However, since preferably each

manuf acturing stage 15 will include some formof testing procedure, it is

beneficjal to incorporate syste i nto he producer 12

in thi s{ sc%eﬁfo '% © rggrtvqgéﬁreo Ssﬁé%ga"étfﬁptném{’ i¢ pegelé%_na 17 stage. It

will alzo d:meﬁgp@ir prefeablgdsibfite kéyhajecnod aiseaB20 pmsentre eagh ednviactdrogt rel ying on

t he 18 S te 0.and i npl enment a
YR ity Mt ?AM%&@@@&W&%Seﬂ%&hqgge el | 1P

portlon of eyl ng process ‘situati"ons,” by splitting
r espons# bi ¢0|rrtpn% keyirg roatiabthatiis zycmz%atttdtﬁeef@@ stpascrssferably threrizh pREtioon, on t heir

own, 1058 U&sﬁggﬁ%iggﬂﬂgﬂa 164 SR kﬁghl% 191 bREPHIIHE keyqBa R 221

corrponents 90 i's shown I n greater detail in Figure 11.
As di sctissiaigctindigns to ergere thaghe wafpriy being sspumhiled '8 mgporyd §O Beomprsg or at ed i nt o

any mask dk:'e?'lgf‘lsa@tﬂgmt:hﬁler@ﬁkﬂ%ﬁb%atpﬁﬂm keﬁéndofh@g:r aayeet bk aeddpImRENt a set
of instructions or lines of code etc. sert 25 the

content$ deempledhs WMI’@YQ@YM“E}WFHh%k% dt"h 3 ‘B‘? %‘Tt"é‘f‘aﬁ&/ O%“ﬁﬁ‘e Elﬁséfs is

criticab teraii ihembes oy ndfocapoalib @ hai@iagiu@ne2. portion of the customer
code 120 and anot her portion of the 27 customer's code 122. Data that

enters.the ul hi c
t ransf o$r) m [fg%ﬁ g gé‘e%lutaﬁ 9%1{31?139%1%%3%% ﬁ@&%ﬁe'fggs %Ft o %grgt Syi%lgw e out put
29 pr edént beatg addadro kg 31/\@tl epachystags eﬂtbﬂynw’eﬁwngjeomsaﬁpeexmplﬁ 98¢ cr ypt ogr aphi c

transfgesm éaﬁldhxéwo@i@béﬁd%ﬁ&? %ﬁ&h L na%ﬁ&lvh@l%és&%gé #eeovd@taaeabmmge ifhe Pat h 124,
The crygtograp Ic transtorm re er ab iﬁ works with a nmenory 130,

proces3dr TIMAHEL PRFED LA 1é4 E’L@&d for¥ ¢ qigjtal signgture, Bedomgy m j t s

oper at ijgn %h&ewmewd@&@mgmm@ﬁsme alraessa'gadlapcrommaeggeam;ey bawatlaad are 2
configured,  pref eéabl usi ng the ﬁ% ection s rr; i;o resent at each
manuf a&?urfchﬂ“e Bt ey ioe dag, 0 HEHGY ‘13§6ry|p?‘i’§'ia Eey ALt Er ypt ogr aphi ¢

key 13|16 WeafaPle, \krcﬁhrl](glﬁ:ﬂ@téraﬂﬂoy alﬁy@mgfdng eemk@ejh Wigrepdcey dfatle crypagraplic )
accunul at e eac a Ira | usi ng a Key
i nj ect i g‘?’ %Mﬁ fﬁfk’ié’ Iﬂ%‘(ﬂﬁ{% v Egu 8™t g“rgesft% Cvf/}ke%'a} hfgmlkey 134 is used

at 6 ing ecmmmfractlmngsmgahmm@ntpmd mhelemr_WéB@ aintableﬁmvgplamm.ﬁhatt@d in nmenmory
130 tolsowg%ﬁadw%ech&%%%g%&eﬁ%edd@ e%%get E T%pkﬁ Yoyl MRy be a public

key the nodul e 92 may wor k

WlthOUt t he key 134, at the Potentlal risk of sone cla}is ﬁ
20 [0091]" An example of the first manufacturing stage 100 is schematically shown in Figure

21 12. Asnoted above, the producer 12 preferably utilizes system 10 for distributing keying

22  data and for monitoring reports generated when keying occurs. Key injection into a silicon
23 chip typically occurs at wafer test, or during a post packaging test. In this example, stage 100
24 includes a server 18 and key agent 21 operating with testing equipment 20. The stage 100

25  also includes production equipment 139 to, e.g., produce a silicon wafer. The production

26 equipment 139 uses the mask 90 distributed over channei 80 o produce a partially

27  manufactured Devicey 140. The subscript 1 in this example is used to represent the first

28  portion of sensitive data that is applied to the device 22, where, preferably, the first portion of
29 the sensitive data is injected using the key agent 21 of equipment 20. Preferably at this pomt,

30 the Device, is not vet fully operational, for the reason that the transform 128 does not have all
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9 of attack that may or may not be relevant to the particul ar producer 12.
10 [00901 In general, the sensitive data used by nodule 92 is split into
portions, each portion 11 being added to key 131 at each stage of the
manuf act uri ng process. For exanple, one 12 technique would be to inject
digital signatures with nessage recovery at each stage in the 13

manuf acturing process. The key 134 nay be used to validate the digital
signature, in doing 14 so; the validated digital S|gnature produces a
message t hathe oaverisaty fréoraieat t perfork dly orpeatipy aThiedipvicads benayalablefp b exi sti ng

data in genpry, éiomtﬁegecgﬂh%fa%mﬁﬁgﬁég@gbﬂpm c key 131. Another 16 exanple,
woul d be to enp oy a key shadow ng techni que, Wnere pi eces of the

crypt ogr aphi ¢ 7 ke 31 are dde [0 nenor acturing
st ages. ?/\hewo?ﬂe it ﬁé‘? Sgt gfﬁ &Wm% age aﬁgs “belg%c%é{ oggfoe%ggw t he
menory 130 ﬁl@lﬂﬂé@ltmchﬁﬁ@ugdmuﬂaﬁlmg ssged (ha™N=CheAt sk Sk hephddenld echni que can

b d l e of
Che Tir st niTmaey fF P oc S Ot 8 tulifarof e Br et Mo L UBEPI 5 00,
As not eds abmyae:ed titvehispraoiie &=21 At perefodr tebprydugeri lrzupzeé%abé)y@tablrﬁh@m Kpr

di stributing, ect?%é s@geng 2o Bt A0, &%uf%ﬂhé QﬁéeQ(gitJeﬁB%r kR cHRRAL 24 ad aben

keyi ng otcur's jection into a silicon 23 chip typ|cally occurs at
waf er test, Z@rAsctimmngi Foysoith iisteRergP Riguiedsthe P‘Pﬁ“ﬁ%‘izé“"ék‘é?ﬁﬂ“ég ®stage 100 24
i ncl udesya %&&r\s% 14% 2pthukMe AL RLGE s&&% m R Ghiscuhip 16, @elprat@ee g prent  20.
The stage al so includes producti ment 139 to, e.g., produce a
si | i con Waf @’ﬂ“ld‘ltﬁ@bb%mi’éf“i 2 recoipe léﬁ[f’f’?f T’f{gseﬂ?é% the mask 90
di stributed over channel 80 to produce a partlally 27 manuf actured Devi ce,
140. Thaisulmesfi pt Al stdprsod,hepreduasrp? xcorporasedresigratiopmeddnt inh s flisiggr 28
por ti on gf SIS b SRR TAkack S0 AR LEeioh@ b HE Hahdrer 1008GC,
preferaﬁ i portlon 0 he sensitive data is in ected usi ng
the key lagenrtxplﬂllenm‘lg mygll [ofvthn mapgactping preeshipen 04, Badsiags | frexecu®d 2t he Devi ce,
Is not ygt fsea.f, koe %eﬁéx%m@ A firstlrufafiEref SMTORIENAVafé@edif@itss@an 128 does
not have a necessar% information to Hsrforn1|ts 0 egptlon
The Devﬂée CP@OWHIGM 9 Fusing yalgptestthgnapfaclyer ¥ ?W‘P‘%arg%"é‘berﬁ
manuf actyyr i Reyisdt A& 1A% m&n&@%ﬂ“hﬁlpwwc:ﬂtﬁe déﬁ.«ﬂWed@tS 1sanséﬂtem/ut ﬁﬂs;am} showi ng
an exanpl e nmanutfacturi n%@ #\%E $S t hat @3 % 5\/0S SLinet o
manuf actidr i Ao &¢ sgyEd 8 (ouy. %yremﬁtgtﬂ&pf & ai & %r B(ﬂnﬁcer 5ot er i nes
t he nunber @ﬁtxlﬁédaag@& Aaadaﬁvlausstag’ee rniwmeiandié thp pijeciions anf schoitivie dgla.cad a t hat
will be _ 6 %ected in f% exanpl e aNE2 o, Step 502, t he producer 12
pr ef er abl®y 3% ﬂ%??%%@?”gakfvogyehfec? ShedY8tem 10 that |inks each
manuf acturing stage to itself over the channels 24, 25, and

20  [0094] Once the first portion of the keying data is programmed to the chip or device, the

21  product contains only partial keying information, not sufficient to operate properly. Figure
22 13 is represented by Device;, wherein the subscript 1 represents the first portion as described
23 above. The partially produced, partially programmed Device; is then distributed to stage 2 at
24 step 514, for execution at step 516. The manufacturer 102, at step 518 will then inject a

25  second portion of key data. For example, at step 518, the second manufacturer 102 may

26 program additional keying information, or may derive cryptographic keying information

27  using partial key data stored tn memory 130 during step 510 and new key data from the

28  system 10 used at step 518. This derivation step could be based on a hash, or possibly a more
29  sophisticated key shadowing technique. Preferably, at step 520, the second manufacturer 102
30  reports back to the producer 12, indicating that the second key portion was successfully
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8 26. As discussed above with reference to Figure 1, the producer 12 may
use a single 9 controller 16 to conmmunicate with nultiple servers 18. In
this exanple, the producer 12 10 would distribute, nonitor and receive |og
records fromtwo servers 18. 11 100931 At step 504, the producer 12
incorporates a registration nodule 92 into its design, 12 defined in the
mask 90. The mask 90 is then distributed to the first manufacturer 100 for

13 inplenentin t of the manufacturi cess,. at 5 and st age
i s oxocht oeted T P KAy 1o OSSR LR SRS PG EEL OF RS AL i ||
produce a2 wabeefi sucCkdallyl ingrial) brplscat hetthid foe@ation knmobmgtot inreqwrdsk 90. Duri ng

wafer test, the manufacturer will then programsome partial 16 keying
material §nt ! Bosgpr0 %cé‘ﬁlgsec&m Rrihlo th@iae Jaﬂt?s REASH He\evidAhaings | nserted at
step 510, e sever erably report to the producer at

step 512 #isi ergmplads prserieialy §ﬁ§“°e@=8n4ﬁ9mpieﬁéfdea5@¥9@(e gA!eﬁt%dr wdprckaged IOst age |

may not handhg if ﬁguﬂe ) gq&ﬁr@&z&fbywmag %ferteln\'fﬁe ﬂagcapt IQVB%{Iesén% thdompRReEr ati on
may then be sole executed duri Hﬁ% 2. é&g094 ce the first
portion of t ﬁ’é"%@y?ﬂ@ “Efa?i)éld*?t%p"ﬁ‘i‘ﬂg greeenh G IPEOTIEeS P Re 21
product cent @kAsutidn khanfd kisied|s2K @NdrO1E eveRfuiydidived i, themnktoﬁlbrfafs k@bl t 0 operate
properly. Flﬁyre 22 13 is represented by Device,, wherein the subscript 1
represent § t Fadyet ?§?pﬁ%rt|on as described 23 above. The partially

produced, partially programmed Device, is then distributed to stage 2 at
24 step 534, [0094] extscalroiilbustraied nsf@resiﬁf fortemarppids thedisst eryfactge 10Qor gt ep 518

Wil theno i NiffibydgroR REARK PBLHLANSR! mibM Aot £87526XBERNGN afimdd Cp 518,

t he second manuf-act ur er %} prog ram addi ti onal eyl ng i nformation,

or may déti vesEPYen shpnegh A stepOé |aﬁgpﬁlff¢fl%5?4ﬁ‘ﬁ‘t‘? Qi beprovided W@herfélft?‘i“%flat ¥By data
stored i n2MERRY Yinck AR mimcblnﬁlysiomnéﬂagﬁ@ﬂpbrmﬁ;vuf&eyesd@a&aaaﬁdﬂmmmm@n&&nsyst em 10
used at step 518. This derivat.i Og“%g l(%]gw %ﬁe based on _a hash,

possi bl y 13 mbAFannobpIiBnp g orepion, g’ 5t Ayt ReHIrigE s Et?’r”éafyé’Fabl y, at
st ep 520,14t hperResaint gepmufiactays B nrheldditiodOkdympdhth & nogmkvided, Andeéhuptheducer 12,

: ndl cat | qut E%EUCE% Ol‘rlllgnu Ft\I:Y é%?g&‘tlﬂgtn(:{)%lvals (7] y:{éﬁ%ﬁ £r ciren ﬁgtcn?ql' dn}lteCt ed The

pr oducer y Nnow pos ess reco e key data
has 2 beén siCepsbaitédsthitiswenddeld, 92 snkefgrably ingpdéentehied suChﬂIaramattarmrmg) noni t or

its records d portion of the keying data is

i nsertedlgt hggﬁé\%ggég%ﬁ%& nﬁleﬁlg Qd;xarrpl e, Iis corrpl etely produced, and
conpletelé regi stered (e.g. tested and packaged, | 5 and in Flgure 13 is
r epr esent'éd Bev.%eé%ﬂngweifbéigﬁretlﬁeasgmwwpﬁ F‘?‘p‘?’%‘éé&‘ﬂ“éﬂe{l’f@ ®bnpl et e
6 set of key2maindorpdramelaynodalt 82400 sHokw@ whereiitlodhdd @2 oy Ibdi@manifedttdnBeVi ce12

then co ntZiO : u%% pL)%icgl layout for module 92 shown in Figure 11. In Figure 14, like numerals may be

21 given the suffix “a” for clarity. The product 22a, using the implementation of module 92

22 (e.g 92a) is able to apply the cryptographic transform 1282, being part of an enforcement

23 block 150, to the product’s critical data path between code 120a and 122a. The path is

24 decoded through the transform 128a so that the customer’s logic 122a can properly function.
25  In this example, a verification 132a, which is an implementation of processor 132, is

26  performed. The verification 132a uses a one-time programmable (OTP) memory 130a and an
27  wdentity portion 1344, which is an implementation of the key 134 of Figure 11, The key 134a
28  and memory 130a are injected with sensitive data using, e.g. the procedure outlined in Figure
29  13. It will be appreciated that the product 22a is only one implementation incorporating the
30  logic provided by module 92 (e.g. as module 92a), and that the example shown in Figure 14

31  is for illustrative purposes only.
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7 distribution channel at step 522 where it eventually arrives at the
custoner as a working 8 product at step 524. 9 [00961 As also illustrated
in Figure 13, if. for exanple, the first manufacturer 100, or an 10

enpl oyee thereof, attenpts to distribute grey market product at step 526,
through an alternate | | distribution channel at step 528, a crippled
product would be provided to the custoner at step 12 530, since the
Device, only nt ai the first rtion of the ke ata, and.t hus the
Cranstormi 146035° Hinset pepkSr ibtew Gubat viieliileds st Biitiough e
testing, paclagbdiged ariohBiyodificatidnsplerdod mitetek appargu @ythasaskkiet isthage 2, t he
addi tional keying data is not provided, and thus the 15 product 530 is
fully manufactured, but not conpletely registered, rendering it crippled.
It 16 will be appreciated that the nodule 92 is preferably inplenented
such that anti-tanpering 17 nmeans are considered and inplenented. 18

[ 00971 Referring now to Figure 14, a schematic exanple of a finished
custoner product 19 22a, incorporating a nodule 92a is shown, wherein
nodul e 92a is a logical manifestation of 20 the physical |ayout for nodule
92 shown in Figure 11. In Figure 14, like nunmerals may be 21 given the
suffix "a' for clarity. The product 22a, using the inplenentation of nodul e
92 22 (e.g. 92a) is able to apply the cryptographic transform 128a, being
part of an enforcenent 23 block 150, to the product's critical data path
bet ween code 120a and 122a. The path is 24 decoded through the transform
128a so that the custoner's logic 122a can properly function. 25 In this
exanple, a verification 132a, which is an inplenentation of processor 132,
is 26 performed. The verification 132a uses a one-tine programuable (OTP)
menory 130a and an 27 identity portion 134a, which is an inplenentation of
the key 134 of Figure 11. The key 134a 28 and nenory 130a are injected
with sensitive data using, e.g. the procedure outlined in Figure 29 13. It
wi |l be appreciated that the product 22a is only one inplenentation
incorporating the 30 logic provided by nodule 92 (e.g. as nodule 92a), and
that the exanple shown in Figure 14 31 is for illustrative purposes only.
-25 1 10098] Although the above has been described with reference to
certain specific 2 enbodi nents, various nodifications thereof will be
apparent to those skilled in the art. -26 Wat is clainmed is:
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1. Anethod for controlling insertion of sensitive data into devices, said
met hod conprising: arranging a controller to be conmuni cably connectabl e
to a server being located renote therefromand configured to be

comuni cably connectabl e to equi pnent responsible for injecting said
sensitive data into said devices, said controller being configured for
distributing said sensitive data to said server to enable said server to
provi de said sensitive data to said equipnent, said controller conprising
a secure nodule for performng cryptographic operations; said controller
usi Nng SWhat eélainfed®@dul e to cryptographically protect said sensitive data;
said controller sending a cryptographically protected data transm ssion
conprising said sensitive data to said server to enable said server to
extract 1sai dAsesisdd foveonttaliag inbetied oisansitigadata crndmtieviddsesaigpmettiodi ng a credi t
value to_said server indicative of a nunber of sensitive data insertions

t hat arféorB%rfleHgtted before requesting nore of said sensitive data fromsaid
control | er tarrangiigl secodroiter d@be eominonioplntenneaiatilede edetverbdinglogatedr di ng to
anmount s ' { L1 ' j Qd[}ﬁm '

control Teg'ﬁoggggﬁfﬁ'ﬁéﬁa‘%\&%ﬁﬂggﬁféﬁ%gﬁ%@%"s@?‘%&g@g\lt/Her, sa‘?"é?%%&ﬁ%‘!’&gm | og
per t ai nfanipjecting haid sensitiveideta iofo said davisentsaist contiplier seing iconfigaragfen i nt o

[ eSPECt bkibig ERPsdNiilsla 10k BITE 10 URBHe SBSeREHORIBIGe O dritiiog Sai d
amount of sensitive data fromsald server upon request, sald equipnent |og
havi ng Beteo siid aRviemenlysaid rentioliencomprispgasaride spdujsfamrerfopminghe net hod
accor di ggpiographidiopkrationdr ther conprising receiving a request from said
server for additional sensitive data, and providing said additional

sensitive datald sprolierHsing saiksscure aedule opnpiegrarhicali protest sgifl sensifiveod
accordi ggat o claim 1 further conprising receiving a server |log report

prepared by said server and indicative of recej f said sensitjve data
rom sai d coffd GG seRdng AR ALY Brolcies dete BRmarRssion franrind 3d

secur e saritive datactd Bait Sefrehamhable salicdende tb exirasbdaitl skaisitivé data tmarsfesnon t o
protect a key,  said key enabling.sal d.server ta decryp said transm_ ssion
PG ext ract - Sie BoHE e AR RBbE S S oyt EndEalvtilt o pibe GBMATS®S
cl ai m 1dathungettons tratpre mimijted beforateignestiag prave bbsaihsengitipe date diemesaid

controller to enable said server to update said credit value according to amounts of said

sensitive data provided to said equipment; and

said controller receiving an equipment log from said server, said equipment log
pertaining to the insertion of an amount of said sensitive data into respective devices by said
equipment upon said equipment obtaining said amount of sensitive data from said server upon

request, said equipment log having been obtained by said server from said equipment.

2. The method according to claim 1, further comprising receiving a request from said
server for additional sensitive data, and providing said additional sensitive data and a new

credit value to said server.

3. The method according to claim 1 further comprising receiving a server log report
prepared by said server and indicative of receipt of said sensitive data from said controller.

4. The method according to claim 1 wherein said secure module encrypts a header

included in said data transmission to protect a key, said key enabling said server to decrypt

said transmission and extract said sensitive data therefrom.
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executed prior to sending said sensitive data to said server, said
provi si oni ng procedure being wused to initialize said server and said
secure nodule. 6. The method according to claim1 conprising sending said
data transmssion to a plurality of servers. 7. The method according to
claiml further conprising said controller sending a credit instruction to
said server indicating an update for said credit value. 8. The nethod
according to claim1 further conprising said controller sending to said
server, an object for inplenenting an existing data injection solution,

sai d exbBst i nJhesmkethod aocording td gtaimg!, Srthebr dahprisirgginitiatiriy) segrovisianing grdeedure si gned
to be pI’OVI dto . a s l i ryv. Laned

obj ect | “GHIPrioEiobeBfiEaf SRR Jol iy Alrer iR prb dnEhY frodBafra BeRE

accor d| u@dtoim'ﬁalide eaadsenvﬂgambda;tsem:nra modisé.d si gned object is verified. 9.
The met hod according to claim3 wherein said data transm ssion includes a
plurality of types of sensitive data, said nethod further conprising said
secure ﬁDduI €Ehgmathod gceasding knclaipneorarisingi agndipg eaid detadramsmigsioo tpar i ssi ons
establ i Sg,%g controller. 10. The method according to claim9 wherein
said se ver Iog report includes an indication of which one of said types
has been provided by said secure nodule to said equi pnent. 11. The nethod

accordi Rg t OTRd RletRod abtbrting fo ASAPT fubthBcohfriding %amrcehdr@rer SSHWHgWPerddit
configuration nessage to said server for use in nodifying settings in a

secure P%Hﬂﬁt'@“é‘?sﬁ‘&?%f"e"s'@‘?'%ﬁng ap pipdaig dorRgid Radibtd ding to claim 3 wherein
sai d equi pnent and server |log reports are received by said controller in
response to oll initiated f said server sald controller.

13 P TheBret hio et arHRsars L edim] BB e OO itio Sk er | og

r epor t sséwer, ah ebjectfadimplentanting aoakistingldata ﬁpr:tmtﬁowtmn,r@wei@bthg gdlatiorsensi ti ve
data, wher seryv

f d
log 1 epmﬁﬁv i Soig 456, P64 ha VG RPN S0t to bl fMes 8 3Bfte FRGUR o i
and sai gergartbistdré esid signels obbject swritly sadd sigmed ehjedt,restd mudify saidtsensitiveidatt  f ur t her

ext ractl &r&i{lﬁ%g%agd gﬁ%ﬁg Sﬁjﬁm”ﬁg%/?%@éﬁx&%ﬁd& §l%§5| on if said log reports

are not? avo acco o claim1 wherein said
sensitive data conprises a plurality of keys, said data transm ssion

i ncl udi gg a ﬁH@R\%ihtC)ﬁ a%orﬁiﬁb ?o &?H}ﬁSS %H&Fe}f%aﬁf’dé%é{ trafdrlsSGFHEGdes a plurality of

types of sensitive data, said method further comprising said secure module sending certain
ones of said types according to permissions established by said controller.

10.  The method according to claim © wherein said server log report includes an indication

of which one of said types has been provided by said secure module to said equipment.

11. The method according to claim 1 further comprising said controller sending a
configuration message to said server for use in modifying settings in a secure module at said

server.

12. The method according to claim 3 wherein said equipment and server log reports are
received by said confroller in response to a poll initiated by one of said server and said
controller.

13.  The method according to claim 3 wherein said equipment and server log reports are
received by said controller for obtaining additional sensitive data, wherein a further data

transmission is sent to said server if said log reports are favourable and additional sensitive

28



nodul e to enable said server to decrypt one or nore of said keys as

i ndi cated by instructions provided by said controller apriori. 15. The

nmet hod according to claim 14 wherein said secure nodul e encrypts said
quantity of keys to enable said server to individually re-encrypt each
key; wherein certain ones of said keys are decrypted for use by said

equi pnent upon a request nmade by said equi pnent. 16. The net hod accordi ng
to claim1 wherein said secure nodul e contains a symmetric key for

comuni cating over forward and backward communi cation channel s bet ween said

server gdad (ijss:ahatysapaﬁd sdid ecﬁntroﬂgr.s_egd§t)bss‘a&fﬁdr\£€rr, roingtruetion mgntiimfert?fron gf
sensitiv ta.nto deyvices, sai stem. conprising:. a contro r device
communi SIS ARt gy aregieps E¥ SRy SR S rE RO e m and
configured to be comruni cably connectable to equi pnment responsible for
injecti sai.d nsitive . a_i.nt I, V| ' traller. ice
bei ng cgﬂfi g eerﬁgtpﬁ? Eicc ?dslﬁéifob%?"inn@v@egﬁlg s%@nsseﬁgﬁ\{/eeéa ag%rﬁé)"% eégipgﬁ é@? §fgr to
enabl e kmysdsaiddate trahonipsiavindieding adiusetity of $aikkeyd @nerypled dyisdidegourpnent , sai d
control V] CQIPLI S ] : raphic
opor at i ERuE B AR 19 48T SR Sy MO el Yoy bS8 Iy sERUBIRI TE L o
nmodul e providey py srjd apitroien apyiofir ot ect sai d sensitive data; sending a
cryptographically protected data transm ssion conprising said sensitive

data to said server to enable said server to extract said sensitive data
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said sensifive data fromsaid controller device to enable said server to
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17. A system for controlling insertion of sensitive data into devices, said system
comprising:

a controller device communicably connectable to a server being located remote
therefrom and configured to be communicably connectable to equipment responsible for
injecting said sensitive data into said devices, said controller device being configured for
distributing said sensitive data to said server to enable said server to provide said sensitive
data to said equipment, said controller device comprising a secure module for performing
cryptographic operations;

said controller device being configured for:

using said secure module to cryptographically protect said sensitive
data; sending a cryptographically protected data transmission comprising said
sensitive data to said server to enable said server to extract said sensitive data
therefrom;

providing a credit value to said server indicative of a number of sensitive
data insertions that are permitted before requesting more of said sensitive data
from said controller device to enable said server to update said credit value
according to amounts of said sensitive data provided to said equipment; and
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server fromsaid equipnment. 18. The system according to claim 17, wherein
said controller device is further configured for receiving a request from
said server for additional sensitive data, and providing said additional
sensitive data and a new credit value to said server. 19. The system
according to claim17, wherein said controller device is further configured
for receiving a server |og report prepared by said server and indicative of
recei pt of said sensitive data fromsaid controller. 20. The system
according to claim 17 wherein said secure nodul e encrypts a header

included in said datarééeﬁtmg”%ﬁéqlmfmérﬂudgrfﬂirﬁgéad@eﬂveusaua@qdphem|a@abl i ng sai d
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nodul e. 22. The saes&eelfrbmcxa&mhumnetm claim 17, wherein said controller
device is further configured for sending said data transm ssion to a

plurality of servers. 23. The system according to claim 17, wherein said
control igr dehw systersadoorditgeto obaimi7 gunagein shigrcosteolttir dgviee is figther configuedct i on
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wherein said controller devi ce is further configured for sending certain
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21. The system according to claim 17, wherein said controller device is further configured
for initiating a provisioning procedure executed prior to sending said sensitive data to said
server, said provisioning procedure being used to initialize said server and said secure

module.

22 The system according to claim 17, wherein said controller device is further configured

for sending said data transmission to a plurality of servers.

23. The system according to claim 17, wherein said controller device is further configured

for sending a credit instruction to said server indicating an update for said credit value.

24. The system according to claim 17, wherein said controller device is further configured
for sending to said server, an object for implementing an existing data injection solution, said
existing solution modifying said data; said object having been signed to be provided to a
secure module for said server to store said signed object, verify said signed object, and modify

said sensitive data according to said existing solution if said signed object is verified.
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for sending a configuration nessage to said server for use in nodifying
settings in a secure nodule at said server. 28. The system according to
claim19 wherein said equi pnent and server |log reports are received by
said controller device in response to a poll initiated by one of said
server and said controller. 29. The system according to claim19 wherein
sai d equi pnent and server log reports are received by said controller for
obtai ning additional sensitive data, wherein a further data transm ssion
is sent to said server if said log reports are favourabl e and additi onal
sensitive data is required; and said controller sends to said server, an

instruction to inhibit further tracti f i d dat f
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equi pnent upon a request nade by said equi pnent. 32. The system accordi ng

to claim 17 wherein said secure nodule contains a symetric key for
communi 24t i nghesxstent acopeding terathith 47 kwiereln saiseomiratiar dayicedhivthen eonfigiragen sai d

server ghdesdhda EHHGLRLISEMessibe to said server for use in modifying settings in a secure

module at said server.

28. The system according to ¢laim 19 wherein said equipment and server log reports are
received by said controller device in response to a poll initiated by one of said server and said

controller.

24. The system according to claim 19 wherein said equipment and server log reports are
received by said controller for obtaining additional sensitive data, wherein a further data
transmission is sent to said server if said log reports are favourable and additional sensitive
data is required; and said controller sends to said server, an instruction to inhibit further
extraction of said data from any previous transmission if said log reports are not favourable.

30. The system according to claim 17 wherein said sensitive data comprises a plurality of
keys, said data transmission including a quantity of said keys encrypted by said secure
module to enable said server to decrypt one or more of said keys as indicated by instructions

provided by said controller apriori.

31. The system according to claim 30 wherein said secure module encrypts said quantity
of keys to enable said server to individually re-encrypt each key; wherein certain ones of said
keys are decrypted for use by said equipment upon a request made by said equipment.

32.  The system according to claim 17 wherein said secure module contains a symmetric
key for communicating over forward and backward communication channels between said

server and said controlier.
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