. 1 "#e3e4?4889t <| <, ?26b?T?p SPEC! FI CATI ON ACCESS RESTR'CTICN‘%EEP@@;N@9GC)

ACCESS RESTRI CTI ON METHOD, COWPUTER M STORAGE MED

" RECORDED ACCESS 5 RESTRI CTI ON PROG?Asm MWESTRI CTI ON PROGRAM
TECHNI CAL FI ELD The present invention re access restriction

apparatus, a access restriction method, a"@¥uter readable 10 program

storage nediumin which a access restriction programis recorded, and a
access restriction program BACKGROUND ART Recently, image data with regard

to, for exanple, an 15 i mage phot ? 1 a digital canera or an inmage
read with an optical character regg%¢? f%ﬁé#?nhave cone to be exchanged

t hrough a network such as the Internet. A cellular phone equipped with a

di gital canera has asﬁfared, and it has conme to be possible to exchange
i mage data BECKSE RACTION @P%W%OME%ﬂRﬁRRT&HQW,MW%gr egat e

e udi ng. | FOPHRERCREAIRELE Hibiael BRAH Spin R BRI BocRsty i on

of the istage) RESBRIOVION PREGRAMJIEANBOAEOESSXRRBIRIC2SORNPROGRAMFI gure 24,
conventionally, first inmage data 161 and the information 157 relating to

the i mage data 161 have been nmanaged as one file; second image data 162 and

t he inforna%#ﬁgggéggrgiﬁééng to the inmage data 162 have been nanaged as one
t

file; third and 30 the information 159 relating to the inmage

data 163 have beefnhdyiaaetht23nQBAthbhere 2Rt 0L td) doREe dakaribfisnd the
1J713J information 160 relating to the image data 164 have been

managed as apeafates. & agogisgr abstyiotiphmeyhaddi & icomputter sradpbde copi ed
5 or deleted, it has been necgessa rocess each qf .t binary data ( a
ile ) 100, PEpotAll Rharads Popd AR o WL Phe 37 € a5 Tt e2) BEPUFR: oy

the directofy }ecoﬁﬂbd,'én&-@!&éééééYréﬁtPiéﬁiMndﬁ£é?t§mPrOce$sed by bat ch
processi ng, the batch processing has not been conplefed sonetinmes owing to

an om ssion of the 10 processing of a part of the binary data. And, because
bi nary BACKGROUND ART
Recently, image data with regard to, for example, an
15 image photographed with a digital camera or an image read with
an optical character reader (OCR) have come to be exchanged
through a network such as the Internet. A cellular phone
equipped with a digital camera has appeared, and it has come
to be possible to exchange image data between plural cellular
20 phones. Conventilonally, an aggregate (image data) of binary
data such as image data 1s managed as a file including
information (e.g. the information concerning the resolution

of the image) relating to the image.

25 For example, as shown in Figure 24, conventionally,
first image data 161 and the information 157 relating to the
image data 161 have been managed as one file; second image
data 162 and the information 158 relating to the image data
162 have been managed as one file; third image data 163 and

30 the information 159 relating to the image data 163 have been

managed as one file; and fourth image data 164 and the
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data such as inmage data cannot include character information in the binary
data, keys for the sake of retrieval or the like with respect to a certain

“‘matter for such binary data are only their file names , their creation

dates and their update dates . 15 Therefore, the binary data have the
problemof the difficulty of their handling. Further, owing to the recent
advancenent of the information industry, data comrunications of , for
exanpl e, 20 docunent information including such pIuraI bi nary data

mtornet . ERomAtfod! FOYTELe Ry 00 (P " IRMIE BRLIPLAR, B45E BRAbi Gur oo

to read dalmaﬁ&ggdlagdoﬁy fEBEs of a mark up Ianguage cal l ed as Hyper Text
Mar kup Language ( HTM. ) 25 for performng a display corresponding to the

description. The markup | anguage can describe a site desired to be |inked

and the like, anddhe mggﬂt&a&g%%%%ff)gg&%p&gd ttoof%ec:%{)nﬁ écjpossqggl § t hat

the browser softwaré accesses ion i hforma uch®

Uni f or msResgr@ea eltedat OF hﬁbﬁléexbﬁbﬂ@s@ak?% gestieBatddth okt Bih@kyOW Ng
descriptions, 2 "URLs" wlll be exe ied. In the conventional file
liking or tmtai(@fbgneoremxsemlM@maw ﬁarknprfamgmagethe [peroicielsisngyor t he

like h f i dj | i h f
URS by challf i 8o PR e dsPeGtoRes Y, et TR Beurandey e nIReEr L on of
a docunment {seg Mb%be@%@ﬂ”ﬁgtbalﬂch( 1 &Y s 0 Ve bhk chapRrpssss Pagent

Lai d-open Publication Hei (page 5, section 0012) However, since

the URL is mgmtbbéebycmnhst@d smtidmsamnmtpsammilgsmmdexfstbed

V|suaII t he URL il d. Co t he UR as a

bt bl et0: n REREAFEY 9T08 RATOPE, Wik PARBTH, H8C ool 400 SO AN BDURTE nal URL

may easily dorRAGRESES- :LnT eP'dfatlatc&lQﬂGf %ﬁ!%dé%@ﬁ%’c‘%ﬂ 1akofmdFlon
"http://ww. aaa. ne. j p/ 20010101. ht mL" has originally been 20 designated, the

above- nent |m¢hepbbbaEWMr keys fidre thensaké cfiertirhgvahecot/Rbet bike
esti mat ed {}##Jnt /[ www. aaa. pe

20010102. ht on the jntention of
Cot el oy (e BekBiert T & Coriath Rt en For i biBAsH Gake RIm RN o
person havi In n
ChE b | s e eyndrlysty ShES e LA At 88 chld Enetr update dgtps.

(" ht t pah/ with et owee | ph2001040¢% dattial hanve m@mmbabmomrﬁlth)e, diffiaslty

i i bl r ohi bi racin
mpossible to grop it {{ASi N9

Further, owing to the recent advancement of the
information industry, data communications of, for example,
20 document information including such plural binary data
described above, are frequently performed though networks
such as the Internet. For example, in the Internet, browser
software 1s configured to read data described by means of a
mark up language called as Hyper Text Markup Language (HTML)
25 for performing a display corresponding to the description.

The markup language can describe a site desired to be
linked and the like, and the markup language is adapted to
make it possible that the browser software accesses link

30 position information such as a Uniform Resource Locator (URL)

being a link destination. In the following descriptions,



a URL other than the originally designated URL. If the 3 prohi bition was
dared to be tried, it was necessary to perform conplicated processing such
“as alteration of the file designated by the URL in advance. 5 Mrreover, if
a URL to be kept in a secret is transferred by electronic mail, there is a
probl emin which anyone who receives the URL can easily access a file at a
URL other than the transferred URL, which can be assuned fromthe
transferred URL. 10 Accordingly, the present invention ains to provide an

access rest fygfs ORy1ANPBE M KSmp P AL ES I BAEM ESAvORE 1BAAP G113 §ORRHES
readabl e program storage nedi'um having a recorded access restrictio

program anortthee ddkesbyrmsans cifi dhel BTML auarekup cepspiagef thel Yikdnghe
probl ens descri bed above and of allomjng atermnal to refer only to

managenent PRf Bhfatith Ba%i2ckPREEIGR of pBRRRILAIdBSAGARLEY by |1 nk
posi tion i nkorpaLy, | Jérrléfgfﬂjgsprow O OkEs 'DNVENLLONNACE Wi of BriNE

present invention, ed an access resfricCtion apparatus, an
accessr & sttoéocthenthihdRL aadymdtemg eagalsic iprogifas dbeuagatnmédeam
having a recorded access restriction program and the access restriction 25
program caPabeRt oMM ny) a terninal to refer only to management
information that exists at a position designated by |ink position

i nformati on. BRI EF DESCRI PTION OF THE DRAWNGS 30 Figure 1 is a system

bl ock di agr am shoppawert odungeriati pn exanpl e of a data nanagenent system
to which 4 a data managenent apparatus is _applied as a preferable

embodi nent of t hel3RaANRER Rm&%ﬁi&ﬂdmw ePyblication\fieholl no @98

configq&ftgpﬁ?géagpl§é8{139¢0@¥520rity i nformati on managenent table of

Fi gure re"3 7sa view'showi ng an exanpl e of the docunment group
managed by the docunment nmanagenent section of Figure 1. Figure 4 is a view
showi ng a configuration exanpl e of
However, since the URL is described by means of text
data which 1s easily understood visually, the URL may easily
be altered. Consequently, the URL has a problem in which
15 files other than the file designated by an original URL may

easily be accessed.

To put it concretely, supposing that a URL
"http://www.aaa.ne.jp/20010101.html"” has originally been
20 designated, the above-mentioned problem occurs at the time
of amending the URL to a estimated URL
"http://www.aaa.ne.jp/20010102.html" on the intention of
referring to the next file.

25 That is, there is a problem in which a person having
an evil intention can access the file
("http://www.aaa.ne.jp/20010102.html"”) other than the
original file ("http://www.aaa.ne.jp/20010101.html").

30 Conventionally, it was impossible to prohibit tracing
a URL other than the originally designated URL. If the



t he docunment of Figure 3. 10 Figure 5 is a system conceptual view show ng a
dat a managenent nethod by a managenent server conceptually. Figure 6 is a

" flow chart showi ng an exanpl e of the data managenent method by the
managenent server. Figure 7 is a system configuration di agram showi ng a 15
configuration exanple of a data nmanagenent systemincluding a server
conputer to which a access restriction apparatus is applied as a second
enbodi ment of the present invention. Figure 8 is a block diagram showi ng a

simpl e Congégbn'%'ighif’{‘oﬁ%@égré’& ttohﬁ?scgri , EORRH ﬁéc@ésﬁkgt’t{&apéfﬁégmﬁ gure

9is ada oW ng an exanple o I rectory structur

managenent oémphicabyd aprccessingsstcht asnaptegadionf ofi gheefBleFi gure 10
is a diagram showi ng_an exanple of data stored in a first docunent
directory ofeflgrated bysthe jURk in,ad¥€aBCq;i agrans showi ng a data
configuration exanple of the actual file in Figure 10, and Figure 11B is a
di agram showi ng a data configuration exanple of the index file in Figure

10. Figsre 12 is Mofeguse, SEOAURY 86 X Repteiwfa s8erdatias 80aherarteal the
index file of Figure 11. Figure 13 is a diagran1shomﬁn§pan exanple of the 5

processi ng &Y @ERFReeRIRdeaiht £haneydse a1 prodlenyilagwhachhanyaget KRoexanpl e
ot he Pr 0ol 1o 0T A0HRRI AN B dTAP alRbs £ Y& atda e oY BRSOV N0
the transferred URL, which can be assumed from the transferred
URL.
10
Accordingly, the present invention aims to provide an
access restriction apparatus, an access restriction method,
a computer readable program storage medium having a recorded
access restriction program, and the access restriction
15 program, capable of solving the problems described above and
of allowing a terminal to refer only to management information

that exists at a position designated by link position

information.

20 DISCLOSURE OF THE INVENTION
According to the present invention, there are provided
an access restriction apparatus, an access restriction method,
a computer readable program storage medium having a recorded
access restriction program, and the access restriction
25 program, capable of allowing a terminal to refer only to
management information that exists at a position designated

by link position information.

BRIEF DESCRIPTION OF THE DRAWINGS
30 Figure 1 1s a system block diagram showing a

configuration example of a data management system to which



5 processing of adding the inmage data. Figure 16A is a di agram show ng a
configuration exanple of the index file before the addition processing, and
" Figure 16B is a diagram showi ng a configuration exanple of the index file
after the addition processing. 10 Figure 17 is a diagram show ng an exanpl e
of the processing of deleting inmage data. Figure 18 is a diagram show ng an
exanpl e of the processing of deleting inmage data. Figure 19A is a diagram
showi ng a configuration exanple 15 of the index file before the deletion

processi ng, aQ+E Y &e%'?é ' 1] W B81 Re§ONRd QAT Bl | e of
t he i ndex f?le afﬁer f%e dé+€t?8§hg?ggeségﬁg.ﬁg%gﬁ§e%'Oq¥sggbg?§§§g%P
show ng an embofiirent odhetheopeeseny bhventidnhng i mage data. 20 Figure 21

is a diagram showi ng an exanpl e of the processing of dividing i mage data.
Figure 22 is a di Bt shdh AgVaRv I # qorTEf%&‘HiaeTésqfh@XéF"Pd@vP& ng

| mage data. +£LQ I, S+ | S ] opfigur ati Q& | e 25 of

t he i ndex fFﬁ% %%F%%ng%elg?g#@?gﬁg%r@%@%Q?ﬂg?eagébgggé%eﬁgggégggé di agr am
showi ng 5a confi gurbguos EXanpl eielw shewindean fédtamplé erf the dovumeam
processing. Figure 24 is a diagram showi ng an exanple of a conventi onal

access rest 9FeHP AR PY I adorunants MeoRIeNINY RechienTrE FAYEREI ON 6
1.

Figure 4 is a view showing a configuration example of
the document of Figure 3.
10 Figure 5 is a system conceptual view showing a data
management method by a management server conceptually.
Figure 6 1s a flow chart showing an example of the data
management method by the management server.
Figure 7 is a system configuration dlagram showing a
15 conflguration example of a data management system including
a server computer to which a access restriction apparatus is
applied as a second embodiment of the present invention.
Figure 8 1s a block diagram showing a simple
configuration example of the server computer of Figure 7.
20 Figure 9 is a diagram showing an example of a directory
structure for the management of data by a access restriction
program of Figure 8.
Figure 10 is a diagram showing an example of data stored
in a first document directory of Figure 9.
25 Figure 11A is a diagrams showing a data configuration
example of the actual file in Figure 10, and Figure 11B is
a diagram showing a data configuration example of the index
file in Figure 10.
Figure 12 is a figure showing an example of the data
30 format of the index fille of Figure 1l1.

Figure 13 is a diagram showing an example of the



Hereinafter, preferred enbodi ments of the present invention wll be
described in detail on the basis of the attached drawi ngs. 5 Incidentally,

" since the enbodinents to be described in the following is a suitable
concrete exanple, various technically preferable Iimtations are added to
it. However, the scope of the present inventionis not limted to the forns
of the [imtations as long as a description indicating that 10 the present
invention is especially limted to the forns is not made. First Enbodi nent >
Figure 1 imgg&m ) o cka i rja[ﬁgfgqﬂﬂg. a 15 configuration exanple of a
dat a nmanag nt system1l to ch & data nanagenent apparatus as a

pref erabl e enbodifmenireofl4 hes @ ellagramehdwiory | thepatammpile Td#e tisd a
managenent system 1l is tprovi ded with a docunent 20 nanagenent server

conput er 2PYREIFHEMRT RIGEg the iagedipirers 23A, 23B, 23C and 23D
(clients) as tert[pg] ra 1% Q.:sls"?.réﬁta%oxaé?rp ﬁdmidr%sﬁ{é’eé:§% (¥ ife (i |

server). In the OW ng criptions, perso operating the client

conput e6s AHoceSBing 6T addi Uy Soyeimddey qata. be called as, 25 for
example, "M. A", "M. B', "M. C'" and "M. D', respectively. All of them
will be called aFftu®iShds pdiiagrem shpWingnd HIUFEtion exampler ovi ded

Sect i on 14 ShdTE Hiek TSR BRI Pidebe Al CRRRR RAG0TTEN

the managenesy ises \Elagiansho@#ifge cohf ilgRira®idiwbrampde. ofl i@ eaiidiexi ty
i nformati on managenent table 16 1s a table for nmanagi ng the access
authority ofilteaflierrthe addiiiien PrBFeSHFNG0 on, which the access persons

operate.,. The authgrit i]&r rmat i on managenent tahl e 16 na t he access
Sithor Py 1o the iink TLASH A SR And 3 fedl i A AAL'S OP0CP,
exanmpl e shoywoddsd ey fdOWELetMng Antege tderaccess authority of "3", M. B
has the access authority 10 of "2", and M. C has the access authority of

"1". The documentFigureydiedis sedtiagram shawlqis aparamnke tof ddiest ored as
shown in Figure 3 as a do n roup 19. .The docunent group 19 is managed
under a cl &5TFTE I?%noﬁqn‘f%;?i:#g%ﬁ?ﬁe adoa_'cttﬁ‘r’ent group 19 is classified into
docunents 19A, 198 @ik 19% i35 apaaei®Bhowlher Aelon® gulria tionSeanses t hat

t he document group 19 has a document group nane "AAA", for exanple. It is
al so sdpposef] theaindey Toke befioregBha ate ke Yoo mawcasmign 9.bbbd. F2aumer eover)

t he docune 9B h docunent s . conposed. . of es, for example, froma first
page P1 tontlgéilftﬂ 485S oglﬁgtnéoglo' ;}%’Fpa% é’@egxwpgﬁi?@ﬁ:ﬁ%ﬂ}‘%’fon ) as
shown in Figii e drtePderpditdoidtdod P ¥s@dd oy 37 is attached to them The 25
authority information 37 is the access authority set in the authority

i nf ormati on manadgsiraune t2blis k6 dlagman shawine 8 exanle cfutthe ity
I nformat | Onpz?)gcésss‘,il{g(;)rotexﬁw.cﬁng 2j.rr'lage data.

20 Figure 21 is a dlagram showing an example of the

processing of dividing image data.
Figure 22 is a diagram showing an example of the
processing of dividing image data.
Figure 23A 1s a diagram showing a configuration example
25 of the index file before the division processing, and Figure
23B is a diagram showing a configuration example of the index
file after the divislon processing.
Figure 24 is a diagram showing an example of a
conventional access restriction method.
30
BEST MODES FOR CARRYING OUT THE INVENTION



The ‘access managenent section 14 acquires the access 30 authority fromthe
authority informati on managenent table 16 to every accessed client such as
"the client 23A and so on. 8 The access managenent section 14 is
configured to supply the client 23A and so on with a docunent conposed of
set pages such as the docunent 19A and so on when the access managenent
section 14 fudges that the client 23A and so on have the access 5
authority. On the other hand, the client 23D in Figure 1 includes a
notification cont j j éﬁ%b i f he
notification cont%%eég#t?%' :Ig%étfléé)fnk%% as %é?ﬁﬁc{)?ﬁ%ﬁ%gﬁgeet&%gg i nk
posi tion i nfnvention B911 nbé udesgribedi bhodetaidbnonntheabasdgsaofi tkeng
destination such as the document 19A and so on as the contents intended to
be notifi ed@i5a¢Reddrayirgs- 23A and so on. To put it concretely, in the
link position information 39, for exanple, "a" as a server nanme, "AAA' as a
docunent group, "bbb" as a docunent nane, "pages 2-5" as page

speci fi gation, anthé{dénEsl By, alihcdebthe eribd>@idlientas tolpeddstHingd en5. The
link position information 20 39 nmay be adapted to encrypt not only the

i nf or mat i onthadfeblewing hts| akspytaele i parrbate paxampPie. aWgrdaBsof or a
conbi nati on S Pl | .hor i t he
artribut e, BECHREORLEY Bratiitd SRR LLEebh e CRRARY Bt Iv@RBEL 1D g

the functi ofhefscvpehapadinpebeeht dtiver®idn Wstiot handtted t6/timRNEsrAsA and
so on by utilizing mail boxes 21A and so on of the mail server 27. The mai

sof twar e 330€dhe ifatliea sdasuieng sad @A deserdp tdernc dmgdsad 18 thatpages
30 correspopding to acgess _authority fro e nagengent .seryer 25 as wll
be desdD; beit dtkd et ARYERtAaN 1) fspeliba iy LEREPEHTES 35 ¥Rma1E° ans

of the datapgpnmaecation is not limted to the mail software, but other
means nmay be used. The client 23A includes a docunent acquisition section 5
31 and mail software 33. Since the mail software 33 has functions simlar
to those of #ge gbgve-gﬁntifped mai | software 33 of the client 23D, the
description< &¥ 2o m?% ed. The docunent acquisition section 31 can
acquire the docurp_géf@rel% f2Yq[0 sg;,ﬁb,@qmqifggﬁa@rm;ﬂ@@ed pages 10
received by the mail software 33 to display the docunments 19A and so on,
for exdi¥pl econfitgaemt bon exagipdeeof he ddtiaenanageBeatds2sStehalvéo which

configuratio and functiops simlar to those of . the client 23A, e
Gescr Ut o Sasa PepAaRneRE BHaAns 58 G RESTeRanttortoadibert S HAE  he
confi gurati gRes&Rt | Deeh e eis Neppri&dgures 1-4 are referred while an
exanpl e of the data managenent nmethod of the nanagenment server 25 is

described. 20 Figure 5 is a system conceptual view show ng the data
managenent net hod,,of ,t he managenent server. 25 _conceptua .. Elqure is a
fl ow chart show n eaﬂag§§ “l%q%d‘}e q:n_ﬁyag?lg ]hiﬁé’d'é’ e#’g#l%(? g?g'tnﬂ%n@_
ManagenNt RERNGEmSRt déride tohpOver R sleaRinRyeRESt $8fvEL) Snél Lt | S

called as "M . A"
computers 23A, 23B, 23C and 23D (clients) as terminals, a

network 8 and a mail server computer 27 (mall server). 1In
the following descriptions, persons operating the client
computers 23A, 23B, 23C and 23D severally will be called as,
25 for example, "Mr. A", "Mr. B", "Mr. C" and "Mr. D",
respectively. All of them will be called as "accessing

persons” .

The management server 25 is provided with an authority
30 information management table 16, an access management section

14 and a document management section 18. It is supposed that



25 t'he client 23Bis called as "M. B" ; the client 23Cis called as "M.

C'; and the client 23D is called as "M. D'. As shown in Figure 5, it is

" supposed that the docunent 19B conposed of six pages fromthe first page P1
to the sixth 30 page P6 shown in Figure 4 is prepared in the docunent group
19 (hereinafter, referred to as "docunent group AAA" ) shown 10 in Figure
3 together with the access authority "2" on the managenent server 25 having
the nane "a" (Step ST1l). Moreover, it is supposed that the pieces of access

5 authorit ey mandgenltt 'de i t A\ggér Ar 5}1@ respectively,
as the acce%l}segétfﬁrh%qelty, a%e%‘ﬂ%ﬁn%n EI gegre (%‘ft'ep %]l_fr%z?,p W, MQ Dis
going to notify Messrs. A B and C of the 10 |l ocations of the data of the
pages of the docunent 19B havi ng the docunent name "bbb" fromthe second

page P2 to the filhéh @HFeHEY infignmatipgeanagemant Fabkfurkd 49 & showi ng

t he pages t S D. .| i ege f .ppsiiion

i nformati oné)a(%fe;.f%'? oﬁ%‘ﬁ%ﬁgrt\%ﬁ ]Eg%ér\ges oal%ﬂg&d%%ncgﬁt&h%n% J)é}(l:%(i)ncer ni ng
the | ocati cdofutidrss dsIid sk9Bnhywhgehsthk hbBeeBSst pérsahs oopspatent
setting section 35 as shown in Figure 5. Thereby, M. D perforns page

setting as The@uherimvinierrpision maragement ridpple loNnanage g, the
attribute indicates t.0 celyer . a t | i ke) _havi ng the
sas Pgﬁ-ng%itx{#% tliu;%n%:%f%?g tpﬁaMsoré, Jﬂ.sg J}?anﬂ%i(e) a]s %1(1:

a
access aut hch’?% Y, exa an a cer In prece o S

authority (sutFiQfure/ 2NUNPAT $hé adk AHPYS sHdWh dor Wi 148Beaf 118l Ahgas
confirmation of the existence of the authority of the 25 receivers at the

time of "ONhe angeassaputheoridyepfel3” cdfr bibhes the deocessmutls@rityardl ess

of their access. ,authori i t hout, .t he confirnmat.ion, of the.,exi stence of the
aut horiL'LPy acffet He ‘ti%‘{ J&/ g'tl'—ha.‘s 3¢ RIFSH a%oﬁjftifh tiﬁe' of the
performance of these settings ( it is preferable that M . D has the
authority for 11 referring to at |east the docunent 19B havi ng the
docunent nane "bifiie decumeats@anaggmepthedstdpnt he managestdocymentexanyl e,

ot Hana . Joot ed Josi e Al Lo il o
gi <t of ol 1 hPRGE EAER AR PRAVACLE RASTE At RaT ETHRE G R LPr ket Do
adopt ed. AfdSsunidifr GRIRIpeLH Ok HanklyRraS8habPth ¥1dda fiidat RS Lhi Wl ch

information 39 as such notification information, M. D encrypts, for
exanpl &5 t hshegadgsuneadi biroapi 8 bhdldss ilflied tintpudeciimenie LPAKk Wi ti on

information 3 shown in Figur b ans the notificatjo ont ent
setting sectidd s asrianabeneity SrSomtatTone Jsrt: SHOPRPBATEEADA A | s
di stri but edyduurs tgrbhpnsdthhsed aB¥uhBR t&S5Ip faing TBIA " | @olhexdmple POXeES
28A and so on of the mail server 27 by neans 15 of the mail software 33 to
be notifiedtdsMlsd sumbessedihast tpe SRumeyt 1ABamals sodogumpstaiang he
client 23A,%r}) S0 on, respectively ) to refer to the electronic nail
pertaining t :

20

Moreover, the document 19B has documents composed of

pages, for example, from a first page Pl to a sixth page P6

(a plurality of pleces of unit information) as shown in Figure

4, and authority information 37 is attached to them. The

25 authority information 37 is the access authority set in the
authority information management table 16 shown in Figure 2,

and the authority information 37 1s, for example, "2".

The access mapagement sectlon 14 acquires the access
30 authority from the authority information management table 16

to every accessed client such as the client 23A and so on.



20 the link position information 39a, and initiate to access the nmanagenent
server 25 (Step ST4). Accessing the nmanagenent server 25 first initiates
the checking of the attribute (Step ST5) . As descri bed above, the
authority is set so that, for exanple, M. A has the access authority "3",
M. B has the 25 access authority "2" , and M. C has the access authority
"1" . Although the link position information 39a is automatically encrypted
in the nenories of the client A and so on severally, the access authority

of M. A and so on is 3", which is Lar t t he. above- ntioned "
Conseauent 1Bhe Beebasapnago Bt e amld The %@&%r%t%ﬁpp Yi8he  ang

cannot bro Cr. ni4PASkt r 8B 9 si nce
the attri b\@@%ﬂ}em al)ﬁhl?t "t%%ebh %Egog ??gﬁh?%?o %)Ieg?la ct) e FI en@e%SA and
S0 on seversaldlyas thefdagounidne: d0Aemsd &t bnrwneyn rhecasaegsfmanagément ng to
t he docunent 19B havi ng the docunent nane "bbb" in the managenent server
25, and kndRatHan 1igludgemphat theechiert23aRG§Q pnhave $heaaceessy. 10
Si nce Mgssr, hcf%ei | B have the authority nunber larger than the authority
"2" severally, rs. A and B do not have the access authority to the
pages fromthe second page P2 to the fifth page P5 of t he docunent 19B. On
the contrary, since M. C has the authority nunber "1", it is known that

M. C 15 has theORcEBesothendiand, the ceienti P e FH@UE&gesJ-I(CJS%%S ST6) .
I dent al | t f t
i 21(‘: Ior rergt ?o a}’gxg?:lig q‘%%ili‘pp‘egﬂgje%}c{)ﬁf? r ma{h% (faéjtchde%g%ggsmég?hodr{%g?ol t IhOn

managenent xerver 25 is not perfornmed, and Messrs A and B having no proper
access 20 authori ty al so can refer to the pages of the docunent 19B havi ng
t he do&lment nane bbb fromthe second page P2 to the fifth page P5. The

transm ssi on of 05| t.i on infor a onc r_ni n t.he
docunent 19B havi Grif-‘é'ﬁtn ﬁé’h‘é:e e%fq;ri%‘r% ﬁrec c>tno%lér a% t§1 nhotified
to M. C (Sﬁtﬁn:t&m of\/\EeF&t%g §1ﬁEC§§§£§ibhelﬂE6ﬂﬁ&ﬂE6ﬁ SerMRE1ERIfYy nmeans
of the contents of the link position information 39a as a key, M. C can

br owse onl whqwénﬁag‘egtépnttmdmmme 1dpkingrAesiclnaiion s3ehpageti® to the

fifth page P5, Th the mana Dt 3 rvr 2 i gure that M.
C cannot brd(:))c{/vsumetnn lgggaes SPherfa © &Fan ’?B‘\?\ggéﬁemopg q:sjuf'(b)jh £s t he

first psge 3l thed diend 26 aaaeSBGOnConﬁ@qp@ﬂtiw,cctxheré\@émsgermttr%rver 25
is configured to be able to nake the document 19B intended to be browsed

secret or BrigisBesd tdornedafprpagdons3pn farserampleit "as W@Q@m@that
t he page nunber5| catlngthefl st e P mdthe i xth

ver oty "R, Ba Ay Bek Bqaoshpent SorBRB o TRE | o [ dedinh e

and so on, Q\A@edabhﬁaﬁé%i%IﬂdQﬂgﬂ% RO YONZ€a k hn J&@&bﬁt@ce of
t he not browsa | e pages such as the first page P1. In this situation ,

Messrs . A anedsBteaamehowaf tn Ftitgltrlﬁ?eSdocThﬁaﬁtimkamS!lbbgn Je(l;fqltﬂtﬁg‘-ﬂam their

1 be K | h
ok pAGIt o 1ol SR etbd Y AR Y G PR " OrE (o

encrypted ismdilcatomd tee D.Qkﬂ.h@%e@@ﬂﬁ@ﬂﬂ@ﬂ“b’ut id1dcs a@@sahel 8fter rmke the
respective clients 23A and 23B of Messrs . A and B, which have no access

aut hority, dompdfatdian f Hagws @2 Eheh @agisc sraalfigm tdfon.haamassgenment

server 25 sev rall an be kept. According to the first
enbodi nent ‘%1‘ té eaggl%?]eh\?eq%ﬁ 3’ is possible that the client 23C can
access only 25 the partial pages of the docurent 19B which the client 23C

is allowed to access . Moreover, even if the access authority to the
docunedd 19B is Fbe nadhgeftvare §3p§bQWlentlblgtm@e laigpedee fdaf iwarson ref er

posi 1 on 1 AR 06 Sumes 165 Serexcngpgtndcs LePRrontc bhitath YR ri bed-
above, the duHuf cAAdniRe29H e ¥ ey Lke19Z1hemBRECSoRES IEA and
so on of the mail server 27. The mail software 33 can receive
the documents 19A and so on composed of the pages
30 corresponding to access authority from the management server

25 as will be described later. Incidentally, it is needless



14 docunent 19B, for exanple, fromthe send page P2 to the firth page P5
~are limted to be fixed. Mreover, since the link position information 39a
is 5 encrypted, it is difficult to alter the link position infornmation 39a
including the linking destination. If the alteration of the |link position
information 39a is perforned, the decoding of the information 39a becones
i npossi ble, which nmakes it inpossible to use the data. Mreover, if the 10
docunent 19B at the linking destination is transferred w thout previous

notice, the_termnal, having. no Ss, aut hor.i t LC h cu t 19B
hos been trihSPH Pkt ARE MPadl SCERS hth Bt 1 EetB0 T U, LERHIER
authority ito s@ie el O Ed 1] - buld oGO R AP ARy e ~us@ure 7 is a
system confi guration di agram showi ng a configuration exanple of a data

managenent systemla including a server conputer SV to which a access
restriction 20 apparatus_as ecqnd enbogdi nent_.of the present invention is
fppl i ed. The dat AATRASLERErA A JOEANEE R AICHIED t RSWEPIEA CBoRPEE Ln SV,
networksll fndhfd i1 GURUWES 43 88 deS théd il PR Hiabe 33CHFRUL €T
system enpl oying the so-called client server system The server conputer SV
i s capabl e ingiricres s3imyl Jae dss erhosee dHridoe ssesveimentiged peetdl | n
response to a 30 demand of a client conputer % Fo e%rrpl e, é)red_etern‘i ned
basi ¢ sof t R Spt Aedifh et e iis) ®e ot Ghereod iTht
comput ers (my {a X3kl doc PO AL R GUR 561 16H 3T L BEGRILR {hle Sever

conputer SV. Predeterm ned basic software is operated on the client
conput er s @ocumidret ha9x aaoi tswaran icompaesed aff aal msedet apetietd Mmpgast em
(0OS) which has 5 the function of data conmuni cat1il10n hy the use of_ a

prot océP sucgrelved bystre Madd ephtvarestbtocdt FPARE R ARFUMERGF Yo% cpr 1P
) or the I|i e , 1 y

restricti onahg% %%r gﬁ1 vﬁ:\ﬁg\?\ﬁpﬁ%ﬁe glggjé{ril gﬁgligf eérh.%gl' I?{gcgéggﬁreg?ﬁl? ction
progr am mayard\asd havieucohfdguiatdohst anti Ahhgtdans atmibarbétsithesd t war e
so that the program perforns w thout the basic _software. The data
managenent fydhenriliens 23y dhedeasFint 1t aboidgdhent aFar Irheisdn
corresponding to the docunent 19A of 15 the first enbodi nent and the |ike
is managed in the following way with or instead of perform ng functions of
t he datta managenmie sysiagyemkndf sieherefd RS hensbadiereinf iwtatiion t he dat a

managenment system | a perforns nmanagenent processing on data aggregate that
i s integrat®RPbienethidtavigy aNgKlraFHOPTeF dattaare RSteE TRy "Rd18ePPni t er
informatio o t | f i i

managenent TP Gt Gabh Heledeheds e Aoa W £l GARRLENNT dqiver

i ntegrated 35 oMegumiberi pl urality of related information, each of which
respectively relate to those plurality of data. 25 The network 11 incl udes
a router 5 and cables 3. The network 11 has the function of data
Comm”?%a“ on bet o 84§65 &if s (G eg%\éa%.n@itebeesﬁb{vﬁﬂg RIS S CL

t hrough network cards or the |li'ke provided to the server conputer and
the 30 cli emnaysmmitemetbod séviiielhianagEmeableesyed 25 ecodaeprucliyt £, for

10-BASE-T or for 100-BASE-T. The router 5 has the
Figure 6 is a flow chart showing an example of the data

management method of the management server 25. In the
following descriptions, the client 23A is called as "Mr. A";

25 the client 23B is called as "Mr. B"; the client 23C is called
as "Mr. C"; and the client 23D 1s called as "Mr. D",

As shown in Figure 5, it is supposed that the document
19B composed of six pages from the first page P1 to the sixth
30 page P6 shown in Figure 4 1s prepared in the document group

19 (hereinafter, referred to as "document group AAA") shown

10



16 ~ function of data exchanges while controlling the data passing through
the connected cables 3. Figure 8 is a block diagramshowing a sinple 5
configuration exanple of the server conputer SV of Figure 7, The server
conputer SV includes an operation section 15, a central processing unit (
CPU) 13, a nmenory 9 and a hard disk 7. 10 The operation section 15 is
operation neans such as a keyboard or a nouse. The hard disk 7 is a large
capacity information recordi ng nmedi um capabl e of recordi ng various data and

pr ogr ans. %lmy | [ [ t di g '
capabl e of]iss,r%orl g varitootqj%é%ééta%ﬂ% tlblrgesia(r:&géo t\/\é/algﬁc;hgnd pir]ogégg?ntﬁgn
t enpor ari | ynandweneit ISy rEs dgnrizey ofes atamas" T (SeeppsThHY | on section
15 and can execute a predeterm ned 20 process, also can read a access
restriction program 17 stored in the hard disk 7, and wite into a work

area of the nenor f e t] q§ﬁ§ r ri4Cld 7. By
the way, descri pt%g%sovgr't )rél:tcolipée%gltp%%eg e cﬁqféér#f%&oe%qpuﬁ?dg{%:g%re

om tt edsbecaugotity S@~ver2cogndt 81 " Srdagivde t25 Mugsisanii, abl ynaage
configuration as the client conputers CL except that the processing of the
CPU 13 operzgsRechively gias thgesacefsmuRoritEntag GhaWedd Blgureglire 9 is
a di agram s{%vgg%,ﬁﬁ) exanple of a directory 30 structure for the managenent
of data by e access restriction program 17 of Figure 8. Figure 10 is a

di agram showi ng an 17

Now, Mr. D is going to notify Messrs. A, B and C of the
10 locations of the data of the pages of the document 19B having
the document name "bbb"” from the second page P2 to the fifth
page P5 (public pages) shown in Figure 4 for showing the pages

to Messrs. A, B and C.

15 Mr. D inputs pieces of position information (e.g. from
the server name to the document name) concerning the location
of the document 19B by means of the notification content
setting section 35 as shown in Figure 5. Thereby, Mr. D
performs page setting as described above, and sets the

20 attribute "ON". Hereupon, the attribute indicates that only
receivers (Mr. A and the like) having the access authority,
for example, smaller than a certain piece of access authority
(authority number) can browse the document 19B after the
confirmation of the existence of the authority of the

25 recelvers at the time of "ON", and that the receivers can
browse the document 19B regardless of their access authority
wlthout the confirmation of the existence of the authority

at the time of "OFF".

30 Incidentally, at the time of the performance of these

settings, it is preferable that Mr. D has the authority for

11



exanpl e of data stored in a first docunent directory 25 of Figure 9. The
_access restriction program 17 of Figure 8 nmanages 5 a plurality of data
stored in the hard disk 7, for exanple, in a way shown in Figure 9 by using
the nenory 9 as the work area. Specifically) the access restriction program
17 has a docunent group directory 20 as a root directory, and has the
function of managing a plurality of image data read with, 10 for exanple, a
scanni ng apparatus such as an optical character reader (OCR) as the
plurality . i di dif,ec an STG
directory %eg%ﬁﬂ%%%é%t%%&S ﬂgngbg:ﬁ[?(l\é/@éd?% EC?SP%HO%‘% g?é%%%ﬁed at a
| ower | ayernaiie t HeblDC umsNtthey @Gt tdinge aiediho d20 .o £THheg ramtthorsirtsy Orf ot r ect ory
21 is a di rector%for storing the version inforpation of created docunent

group di r ec@%ANPLR), dipectchrawtigpuitingymay beadoptedy fdt A8R1gRAELPRI ng a

plurality aof i t.a | { d _f.qr c n , 220,40 the
DOC direct gjfri/ %% ocutﬁ@r?tﬁ e%h%dgti%t t%gg@&g@gﬂﬂ?négg gg%gmgﬁda hEllﬁ%nai I
i mage data e SOrEdh t Inqdsh tH0d 11k& Urdy | p@OLdsBESd. A first docunent STG

directory 32 and a second docunent 25 STG directory 34 are fornmed at a
| ower layer of the STG directory 29. The first docunent STG directory 32

stores attached fjl.es ich_ar.e na in ne-t Q- CoLr ondence base
to the informati ts cﬁﬂgf‘%%éﬁg)&ggﬁ&ebseggfﬁ?%&%l ﬁﬂ%%&nﬁ §§$l§:g%rﬁnent
STG di r ect ofnfFodmatidd 89 ,as3(sudh HeElf Leatide BifeehaenénfiMe. ip stored

not for each page in the one-to-one base but for each docunent if the
attachment er°ryphs e for exanplei nthpaghtspecibiortiemard thet he

-t o- b The above- i bed, at tachment file includ f | e,
Onh eo1807 ARRFIES AP s PO R 0 SOt 6 3 L Do T mal Lo
such as i ¥l 8 9F sl bf ShdndeeeiBat 168h! s B8t 38t thitgeseé&ffon

attachnent file is an attribute data existed not for each pages but for,
f or exanpl 635 ea@regoc kipentescrypded ddnkd pogdiddiondilindommat izh X% ds, f or

exanpl e, electronic docunents that ar riginals of i e data attribute
ot Tor varateib Al B Hesne T apgisdes? RVdthecespftianie fafl & 4 ning
i ndices to QgL MM RAEN 28KEANANEL! &n IdIRGh SAda1 5evEW 28I bPChOaNs 40 1S
for storing data tenporarily. The TMP directory 40 is a tenporary directory
to be &Sed dhghgempt bgofitavaimer 33 ftor bexnotpl Bied diot Mng A agdisp onheste®r ds |
the TMP dirgetory 40 has a functionality for storing data being edited. The
first docu :)'di rectory 26 and a second docunent directory 28 are forned
at a lower layer of the DOC directory 20 23 . In the first docunent

directory 26 , for exanple, as shown in Figure 10, an index file 41 (a
rel ated i nformat iMn dg@arsyatce on aperateadthealclfidnt £BX andisa caaggr egat e )

are stored. Preferably, thunbnaj |l file 45, a taqg file 47 age_summary
e 51 andoRPeRtotaity fhq EORPE. tp 108 Bl nia mattnereratnEBd TR " Accers
restrigpl oncp A9 dd1 FEORAeForht 92994 €. ardl PhitahitbtOhcragerg@t a as
the index file 41 and the actual file 43. Preferably, the thunbnail file

45, the tagndndgemeEnt tdervyeayd s idkepy STi)e SAcaessing the auimagement | i st

file 53 30 I d, 19, T tual, fil 3 i.ncl I lit
of i mge dAevan S ATEeY Sty aresitfe athunaof i afErdbaEe Rt 21 )
The index fagpg) 41 AisndbsatreBeliEhdvd OrtiR! hathbehiaiedstset i aphvaledile 43.
For exanple, if the actual file 43 I ncludes

example, Mr. A has the access authority "3", Mr. B has the

25 access authority "2", and Mr. C has the access authority "1".

Although the link position information 39a is
automatically encrypted in the memories of the client A and
so on severally, the access authority of Mr. A and so on is

30 "3", which is larger than the above-mentioned "2".

Consequently, Mr. A and so on do not have the access authority,

12



5 a plurality of image data, the index file 41 includes the information
pertaining to the resolution or the like of the inmage data. The details of
the index file 41 will be described |later. 10 The thunmbnail file 45 stores
reduced image data of the actual file 43. The tag file 47 is for handling
the index of each of the image data. The tag file 47 is, for exanple, index
information. Here, the index information neans a |ist of data consisting of
, for exanple, heading positions ( 1-4 ) , 15 index titles and pages . The
page summary file 51 is text data indicating the sunmmary information of the
actual fil @anBcanmpathrpwsa fharangnyriedlipkeesliiiopiatornatienm e,
extracted frominmage data by the OCR or the like, or, included in inage
data and registered by another tool. The attached file list 20 file 53 is a
figure indicatingelretipdongf stiheeatthac et fitue Sisoren i e ilrisik docunment
STG directory 32. Figure 11A is a diagramshow ng a data configuration
exanpl e of RAfE e dinfiqumatdpnos theygldent Z3 PG FEe B erally di agram

show ng.a data..confiqurati ex e of the i fi f _Figure 10. The
access Postamgingh chibobPhnsl ARBLELY peskhadty st faphrThoctighie

i nt egr at ed &Jdusfdnt 29B8hHHNY the dd@uhén bame3Obbpr X &AB!ifand qutien frEgE
data fromfirst inmage data 61 to fourth inage data 64 are conblined with

tags 66 , GRrveds26,68ni kmeerthat 2For exanpde .t hbecatoage althonmkty
delimter i,gl,,orrration. Concretely, the tag 66 is provided between the first
i mge data afd md i mage data 62; the tag 67 is 5 provided

bet ween the second i mage data 62 and the third image data 63; the tag 68 is
provi ded between the third i mage data 63 and the fourth i mage data 64.
Conseqiént |y, thé&imnicesMesruge Al@and Blhave e hotherddy sumbey Yargmpar at ed

by the use qQf the tag 66 d.sq forth ref erences be e the first 10
“rage dat & R A PR RER 2 GBPTRFRCIY by TR ng: B8O ACSBOF JHE
respectivelghe AtceRARAutRoFL B € ¥H8 phbesi pesy fnd %e%%dwghgeeﬁz adreader
55, a first body 57, a second body 58, a third body 15 59 and a fourth body

60. The heatsr £55thpadePbrddHthetdorunient i1@8nt | Opitle canhrangexsindee 41
fromthe other index files pot shown in the The first hody 57 and

fi A
so forth af¥ -d&t Qaisn&PEaPPﬁBf’FﬁFéfr REPPSR rééalr gﬂlgst]ﬁ'éoﬂ"i‘ rhat Me Gata 61
and sop5or iy Ptnb e Edalithbketd Por £6PEELINE! 00 thllpages (Step sT6) .

Incidentally, as described above, when the attribute of the
link position information 39 1is "OFF”", the confirmation of
the access authority to the management server 25 is not
performed, and Messrs A and B having no proper access

20 authority also can refer to the pages of the document 19B
having the document name "bbb” from the second page P2 to the

fifth page P5.

The transmission of the link position information 30a
25 concerning the document 19B having the document name "bbb"
from Mr. D to Mr. C is notlfied to Mr. C (Step ST7). When

Mr. C accesses the management server 25 by means of the
contents of the link position information 39a as a key, Mr.
C can browse only the pages of the document 19B £from the second
30 page P2 to the fifth page P5. That is, the management server

25 is conflgured so that Mr. C cannot browse the pages other

13



20 exanple, the first body 57 includes the related information such as a
resolution and the |like concerning the first imge data 61. Figure 12 is a
figure showi ng an exanple of the data 25 format of the index file 41 of
Figure 11H The second body 58 and so forth except the first body 57 in the
index file 41 showmn in Figure 11B are omtted in Figure 12 for the
sinplification of description. 30 The index file 41 chiefly includes an

"I NDEX" tag, an "I DX HEAD' tag and an "I DX BODY" tag. "IDX HEAD {1 DX_BODY} "

21 foll owing the "INDEX" i_ndi cat gS th t here areo re of the
" DX_HEAD'% e PR < Bees, §§¢ SﬁgwﬁheD’hri EJFEag? BREThRe
of fset fromitig, tpmy&@é aeengaqh@htthy," @ﬂéGmQQdUEr'neh'%d's%%%% blge yjgunber of

the tag 66 and so forth shown in Figure 11A. By referring "DTAG COUNT" , it
i s possi bl e:ctnfig;tmﬁ ttiee beupbde dib nakef thet dpgagental 2B Glintenided tort h.
These vari us ta geor mat i.on it possible to access desired i nage data
with a hi g s‘ﬁ*‘ FeCHSARST Sr?cﬁice s TYFBERAS from the head of

the pagg summary file 51 of Figure 10. "DABS_LEN' indicates the nunber of
bytes of the page summary file 51 of Figure 10. The 15 nunber of the bytes
in this place isInumpdtsedaset, it Lacpueferabléctbat time tiageaygunbsamsrary
file 51. The " | DX BCDY' i ncl udes .a " DE "ACT_W DTH' , an
ACT DBI t o nGLERTLAF thert bep Expadq § 1 and &%ﬁaﬁgﬁérpeﬁﬁ" 6 HEVOHRLRY
"ACT_OFF" t PRSI\ t5 HUMB OFF
tag, a " THlj'ﬁ/d.I%mIPEIq G—#’g- 1o a " Tg%l\j?BSa%JVP FLrsiis, ﬁ'/%°£ig’l&tﬂa§%%AG OFF"
tag, a "TAG HON' sbagn, avhd AowEed thagbrawsahlllu pwg@staggc@gniﬁe&rﬁ:F" t ag,
an "ABS LEN' tag, an "ABS REGD' tag, a "RESV1" "RESV2" 25 tag, and a
" RESV3L tage"1ﬁ¥€nq$@f thg PobiRERwEaRR R ?’eésth?n‘E’g‘ésHeRa(ﬂeand t he
like. The "ACT WDTH' tag and the "ACT HEI GHT" tag indicate the offsets
fromthe head of the page summary file 30 51 of Fi gure 10. The "ACT DPI"

tag indicates the resolutions of inage data ( actual inages ) . The "ACT

CVWP' tag indicates 22 an exanpl e of the conBr essi on nmet hod of inage
data. The "ACT_OFP thig shehabil, MassHs st ar Fndairatei8ter Wlet%t ual

file 43. T ﬁ]ﬁ%é— ol Nndi.c ata. 5
The " THUMVB tgginan 1?1 g‘sﬁﬁ/@ﬁ; t%égelgén |cglt%2:ltﬁ'igot seldze of
the thusbnaid bki 2" 4 mbhe SEMOVBLINVR" ot ags i Iutig atse she hki mlomurssissicaan r at e

of the thunbnail file 45. The "THUMB OFF" tag indicates the offset 10 from
the head ofinfiFrmatiashaicp \(fFée4]51n]The‘“ LB 2EEGIPHERcREE” thie nunber

of the bytes &{Yé}% rgy}ﬁ{ ‘?n"Té EEueh?gy Ndicates the
of fsets from atc.]L t eé"fage -H;éo forg‘ﬂ ﬁg\%/n ? FidLléur% 11A. The
"TAG_NUM' J;iiastsagammtlomthé&eupdwwwtllhatsagapﬁanarEBEOfflwsdrs
A and B, which have no access authority, impossible to browse
20 the document 19B of the management server 25 severally. Hence,

secrets can be kept.

According to the first embodiment of the present
invention, it is possible that the client 23C can access only
25 the partial pages of the document 19B which the client 23C
is allowed to access. Moreover, even if the access authority
to the document 19B is not changed, it i1s possible to make
a specific person refer to the information of the document
19B by setting the attribute of the link position information
30 39 to "OFF". Moreover, in the embodiment described above,

the input and the output of the file of the pages of the

14



The "ANN_NUM' tag indicates the nunber of annotations . The "ABS OFF" tag
.indicates the offset fromthe head of the page summary file 51. The

"ABS LEN' tag indicates the nunber 20 of bytes of the page summary file 51.
The "ABS REGD' tag indicates whether the sunmary file 51 has been

regi stered or not. These tags nmay be used by an OCR or the |like. The data
managenent system | a has the configuration 25 descri bed above. Wth
reference to Figures 7-12, an operation exanple of the data nmanagenent
system|a ascRsRt! Rl £of Lhanpob| PHdM cARSEERID AL PASLEIRXRIRLG Of the
operation of the data nmanagenent systemla, an operation of data

communi cat pagef Pbnatrbelsmited tonpetfix&F.as a 30 transm ssion term na
shown in Figure 7 to a client conputer CL as a receiving termnal is
exenplified. 23 1 <CREATI ON PROCESSI NG OF | MAGE DATA> The data to be
objects are rea 1 | 4i I 4 iE Jr tSldne C ut er
CL, and the inf ??%%?%%Ps%% aiﬂb:r%irdgfgﬁs%\r?lgﬁglié{f a rgg'(ﬁnu?ibgn?gg

conpr essi oendeypoddandtt he Gikeiohlantomajeersthewllynigepesatédnt o be
recorded in the index file 41 shown in Figure 11B. In addition to it, for

exanpl e, thefprOABAEAR| 392 | tnabuding g hitking de ek tigr be 1ér EBfed by,
|n ot her ‘“Qigéra{:f&q!o@tggﬁ%‘?ﬁ%ﬁgﬂti‘oﬁ%{%%mé@i&{ 3521%@ gﬁ?_«fo?{n for

exanpl e, by reading inag printing processing o vir ugF'printer

driver, orthy¥ destiing bFagrs iMFarmat ofx3dmbgeonk si 1Mges i be Wwhhichnot her
progranms. <GENERATI ON PROCESSI NG OF ACTUAL FILE BY COVBI NI NG | MAGE DATA 15
MUTUALLY> makas iheimpagsibhgetpsugadeheodptar hdekeesrfitfe We as it will
be de ib . e_si a ike 43 _a nail file
25, ‘bath paPRgReRb.adBraE €8 Ppkiie2abUElnnkaBy ia REah ok PUE )

" THUMH_LENgiehotbeptradesusi het28e41tB80vErnAnklgHA®1hg, nbeapeeksvel y. And,
ina full-text keyword retrieval index retention directory 38 shown in

Figure 9, reyherdityfbe whéchuthetdgeukentiol 8Br bapi bean tiransfespeét to the
actual file_43 are stored. These k s are, for ex | e a,kn text
format. FuPRRBPE BREVERdthe (PammroaEte s e SERERer aptBREtkP.. s
index filejghabti sosepargt 8hyenrnaged for the full-text retrieval. For the

mut ual conbi nation of the imge data, the information of the tag 66 and so
forthli:n the actual file 43 30 shown in Figure 11A is changed. As a

concrete ho o erformance, the data of "DTAG COUNT" in the index
file 41 22§§esﬁ8§néwﬁgé?6§Péglz is increased by the data of "DTAG COUNT" of

the image data tpiferé npeid el sydtemeopithiguiaidn dlagtemashualingi he 43, as
shown in Figure 11A for exanple, both of the tag 68 to be inserted and the
fourth i nagenfidguratiianecegamnde 05 decdatacmanagamapt gyabeMedaafter the

third i mage_data,63. The._server ¢ . SV. has the, functi of..mmnagi ng a
plurality gpcggﬁéngsa &858’%%88‘“88@%%%‘?‘}1{8 ‘glélrm\c/:glra %ocr?ﬁége%re%gré_e/tﬁgﬂag_es,
for exanpl gpphbetdatas &f sbeshadisdindint BEYeRedSrésén 8 Alni@n tfiidne143 i n
whi ch the inmage data are conbined wwth the tag 66 and so forth as the

delimter &npdiedition for each of the inmage data fromthe first inmge data
61 to the fourth inage data 64 shown in Figure 11A as descri bed above.

The data management system la includes the server
computer SV, a network 11 and client computers CL, and is,
25 for example, a computer system employing the so-called client

server system.

The server computer SV 1s capable of processing
predetermined processes at a high speed in response to a
30 demand of a client computer CL. For example, predetermined

basic software is operated on the server computer SV. The

15



15 Because the first inage data 61 to the fourth inmage data 64 can be
managed integrally by managing the first inage data 61 and so forth in such
a conbined state, the trouble of the managenent for the prevention of the
separation of these inmage data can be saved. 20 As the conbi nati on nethod,
in place of the above-nentioned conbi nation nethod, for exanple, in the
case where the first inmage data 61 includes a not shown first unit of imge
data and a second unit of inmge data, the second i mage 25 data 62 may be

conbi ned W ghibhe Ebmshterstcpf fdm@Ekaiie, Wethanlaes $BCpREaebbim@helmage
data may be conbined after that to formthe conbination of the first unit

of image dapmoeeshessteobllei sayerdaompelber SVe Rursirtemrmined basiye dat a.

30 Th t S\ ' file 4 he inf '

Cegardi g t RREERRERI £1 (R TRret oy biE: GhLERE  faiters qrrn) e BARAC T sei
The i ndexgbftfafd idalddesaiiea Hs ah a®ihd Syshen pOs) mmwhﬁg

corresponding to the first inmage data 61 to the fourth I nage data 64,
r espect iSvel yheafuinettom axfti dha teb cofmunicetionebyi te useiywfHa pyotheoflourth

body 60 5 indicate the i n orggtign congerni n ”ﬂ? rESO| ution and the |ike
cor r espondi AYCR3E hEFRRFELSS AR CORERC 1P{-‘8t8ﬁ8 boFerrehabECl2fat 64,
respecti vel ' ' il st 5, t h body
60 can al SOY@gB&ﬁEg‘H&dﬂP%gg{gﬁp 3{ héfhe Lt 112 ‘il hn ﬁ%ﬁyﬁl‘é‘ufﬁ”is to
Figure 15 aacackess arestdiation programpwhioh wikl heodeseirided latddrng i mage

data severally. In each di a%r:am dotted lines indicate nutual link. 15
Fi gure 16A FB82328ra8f aReShehrhicn PEASFEN BRY oRaBRakReefBRCEARR ndex file

41 before agddbLiRePh | | R waFels @r{nhf%h | he
I ndex %dlee %?bg#:teirzgtﬁggaaglti’agﬁeg?(?c%sis?r%. 0 Thg a%%al iPie%gga%ef ore
addi ng i magpedfibams nelthesti thgebdsia #dftwacetag 69 , i nage data A2 , the
tag 69 , image data A3 and an end-of-file EOF, for exanple, as shown in

Figure 13A. The index file 41 before adding i mage data stores the
The data management system la 1s characterlzed in that

management information corresponding to the document 19A of
15 the filrst embodiment and the like is managed in the following
way with or instead of performing functions of the data
management system 1 of the first embodiment. That is, the data
management system la performs management processing on data
aggregate that is integrated by combining a plurality of data
20 while having delimiter information between those plurality
of data, which constitute the management information, and
related information aggregate that is integrated by combining
a plurality of related information, each of whilich
respectively relate to those plurality of data.
25
The network 11 includes a router 5 and cables 3. The
network 11 has the function of data communication between the
server computer SV and the client computers CL through network
cards or the like provided to the server computer SV and the
30 client computers CL, severally. The cables 3 are, for example,

for 10-BASE-T or for 100-BASE-T. The router 5 has the

16



25 information concerning an order (e.g. "1", "2" and "3") as the first
‘body 57 to the third body 59, for exanple, as shown in Figure 13B. In the
foll owi ng description, the addition of imge 30 data Bl shown in Figure 14
bet ween the image data A2 and the image data A3 of the actual file 43 shown
in Figure 13Ais 26 exenplified. First, the image data Bl is added to the
actual file 43 with the tag 69 put between them as shown in Figure 15A 5
and the end-of-file EOF is attached at the end. That is, in the actual file

43, the image data Bl is not added b eparatin he i.nage . data A3 fromthe
g dat a BCTAoRSE datA SEOBRRGES S CORELPIALBS S IR T RARIEAG: ( he
actual fil h ddi f ielgage data Bl can be processed at a

hi gh 10 spggéguﬁﬁ ?R% ?%%%égﬁq%dé%%%}e%ﬁe'length t hereof is elongated by the
| ength of the added i mage data Bl. The position of a page or the like to
which the image data Bl is inserted iis 15 set to a fourth hody 60 as "3" as
shown in Figure T38Uren8adsi @ Shock dhegzem SheWirge a KiM®lSody 59 is set
as "4" gndi ' 0Si L ' I jfication of
fhe indbx FTE gpmetighoRkbhglete e pUROBE b dtir oy barIBEE: fi7e. T6a
is nodified to the setting shown in Figure 16B. In the way described above,

the addition processing (or insertion processing) is conpleted. 25
<DELETI ON PROCESERRGSeFVgHr eonputeguf¥ dchiide s anyepfr alial mechiadkanpl e

of e, del gty 08 SRS LY A INGR I8! A56Y 412 LinohBep 3 inhl Sq dotted

l'i nes indicat’ ure s "a ‘dragr ans  show ng

confi guratigagkexyanpl e of the index file 41 before the del etion processing,
27 and Figure 19B is a diagrams showi ng a configuration exanple of the
index ¥Ple 41 after the deletion processing. The actual file 43 before

data n2°, the tag's BPSEERESD eteBal oA bRethr oltnt Ble Fren 4 10T

and the enge§bolirde orOa moiseeXathbehadd ahown7i AsFaguaegéd7lapabetiyndex
file 41 before deleting inmage data stores the informati on concerning an

order ( a AinFormgtion' recorddngapmediym capabde offe mEGOFAIRGIVATAONS t he
fourth bodﬁ. Q, r%fgp%tivegy, for exanple, as shown in Figure 17B. In the
fol |l owi ng Sbgrﬁﬁt n O HRE del etion of the i mge data Bl fromthe actual
file 48sshown in Figure 17A is 15 exenplified . The deletion of the inage
data Bl is not actually perforned in the actual file 43. However, in the
index file 41, f&hedsemgre 9 isangekatile infieamadden recording dmedilsmset to

20 the fourth % d 0 corr.espondi;ng ta_the inag ta 0 _be %Ileted
(del ot on (SPHERSE, ) SO TG VABACEEC AT GPoT BB RE S 2k &
speci fied Proyre@Ncefperaeyiyl herseichunys ditiitecBghiger pdat besoEs 25 the
setting shown in Figure 19B. In the way descri bed above,
the operation section 15 and can execute a predetermined
20 process, also can read a access restriction program 17 stored
in the hard disk 7, and write into a work area of the memory
9 for executing the access restriction program 17. By the
way, descriptions of the operation of the client computers
CL are omltted because the server computer SV has the
25 substantlally same configuration as the client computers CL

except that the processing of the CPU 13 operates at a higher
speed than the client computers CL.

Figure 9 is a diagram showing an example of a directory
30 structure for the management of data by the access restriction

program 17 of Figure 8. Figure 10 is a diagram showing an

17



the del etion processing is conpleted. <Dl VISION PROCESSI NG Figure
~20-Figure 22B are diagrans show ng an exanple 30 of the division processing
of image data severally. In each figure, dotted lines indicate nutual |ink
28 Figures 23 are diagrans showi ng configuration exanples of the index
file 41. 5 The actual file 43 before dividing i mage data includes the inmage
data Al, the tag 69 , the image data A2 , the tag 69 , the imge data A3,
the tag 69, the inage data Bl and the end-of-file ECF, for exanple, as

shown in Fi gy dr Hitd Medd e élfaefser 8o umbﬂltnaiwaqergaha gkores
the 10 i nformation concerning an order (e "1, ( "4") as the

first body Bilguwethe fourth body 60, for exarrpl e, as shown in Figure 20B.
In the foll ow ng description, the division of the imge 15 data Bl fromthe
actual file 43 shown in Figure 20A is exenplified . The division of the

_ q Bl | ual d I 3
| rege data Bl St aRpeud LUREiCRBRILAGERR, PRI FIlIdiR BnabigErer |1

the index file 20 exanpl e i ndi ca to be vol

to the Bourd hplhnrd) 163 odr datposdongdt in tttee iragk datka 7B1fbp éradpleded, The
i mage data Bl of the actual file 43 is copied as 25 shown in Figure 22A
and nade to’-’lbé1 HRYaERQUR 1R BLAFraA PHguEhBIcHES JRemeTE @5 hhetWerknd

t her eof . fdexd éh%i%%lrl atgd %S%SEQE g%Hﬁ%‘E«Lﬁft%ﬁ df}?oé'ﬂ?l L g‘?g%g“re

22A is genera ed a own I'n-Figure

i ndex fil e #lddcunent eicih AR WIS @oe avay, rbbe derbtngrgs ahavhasn
Fi gure 23A beconmes 29 the setting shown in Figure 23B. In the way
descri bed aB®&uncid oy of Manppit asRiweplsty ofplepes. da:‘[%‘FRaéOW\EN CATI ON

PROCESSNG 5. LieuthUal bk 43 ket DK od b o 0Ly Bl g ranaged

by the server CO are transm |ent

conput ers Geddeslaf GCRPEBINt e p Diira 1 0 COF ddaree. Wi th, for exarrpl e, File
Transfer Protocol (FTP) through the network 11 of Figure 7. The data
managenment 10 systemla perforns the data communication of the inage data

LL.OP. terdwdlalt ;St Byraa%g Cellarﬁtal oqﬂjﬁg‘ﬁ?t %ﬁe llsj?rrtgh rrageﬁga gggéﬁﬁﬂaﬁe%ht I%ystem
| a can perfgpendite sy Q@mTHnBﬁﬁtdﬂfb@é?oﬂﬁlfd ethdlat aMecauratebyyW ¢ hout
partlaIIy are formed at a lower layer of the document group directory
20. The group version directory 21 is a directory for storing
the version information of created document group directory
20. In the DOC directory 23, the information concerning a
plurality of image data is stored for each document. Further,
20 1in the DOC directory 23, document text data, tag data, index
data and thumbnail image data are stored in addition to such

image data.

A first document STG directory 32 and a second document
25 STG directory 34 are formed at a lower layer of the STG
directory 29. The first document STG directory 32 stores
attached files which are managed in a one-to-one
correspondence base to the information such as image data to
be stored 1n the first document STG directory 31. Further,
30 in practice, the attachment file is stored not for each page

in the one-to-one base but for each document if the attachment
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15 communi cating or any data missing. In the data managenent systemla, the
~image data fromthe first imge data 61 to the fourth inage data 64 may be
transmtted by, for exanple, data communi cation respectively. 20 Hy the
enpl oynment of such a way, the data managenent systeml|a can conmuni cate
each of the data at a higher speed than communicating integrally. Wen each
of the inmage data fromthe first inmage data 61 to the fourth inage data 64
is cut out, they are separated by the use of the tag 66 and so forth 25 as
ref erences i i t t+dD tion,

t he i mage d%jt'g&??) c&)ﬁrjr;i!1 %ﬁiﬂ?o?ﬁﬁé@@&%S%ﬁ%ﬁe fgdf%rb?{\ee;éﬁgggbdgﬁg 64 as
t he plural ibgsef Thd cabere bdedenibbed SOtacisneyt aflbe uinéledeslatfor That i s,
in the data rrananenent system la, for exanpl the actual file_ 43 is made

€,
by conbi ni riRFEEPLe o tAR)EH i GFaphs ARdetRat LR EHA RS SCeRESPARSOf or mat s
each ot her, &pﬂ; [ ne..f Ll e u Youil e e, In
the case wherg éip? uérfall y o ?fn%rgé %J%Jfllé ?Ssqf)l{r‘]% %s‘g%%éagfa %tfé , It
prevent s | edodcurgept abissd tery 0. Hewps | tHe t et achgentiaf Rle Mg eaver,
according to the second enbodi nent of the present invention, because the

nunber of t3heslptefadasenisie@potifer i PRgeriyd fieF a fOF eRRPIRe
decreases, f{i i d t ( ' { NqJ i LLLng n be
decr eased. #rgévoe%&%e}(%'gr gﬁ%ggg%glzh%é%%@%%% rhlj&eeg%lb%% ?rzgsﬁfwékg%hef%?esent
invention, éi@mplepesledtionfs ddcuddes daiat tOrdeofBgigels Cah fifage
decreased. Thus, if the nunber of files to be managed is, for exanple, only
one, the pr@&frareprafcicthnie cdatdcfpervolepdrngmevibeg chicisreyen use each
of a pllpral ity of images to resenble a page and turning themover at a high
speed, “Tor exanple, as shown in Figure 11A, each imge can be accessed at a
hi gh speed and f umHdBIN@HRHVINIBHAOLSR retaika g enantés ad pdefoaanpl e,
for each page because each of the inage data from20 the first inmage data

61 to the ferrI¢h okafe eddtiresimpgecdaad Vi dME H neaedoran 4661iantoxo forth

to be within the s data. If e e f.the . [e rned_over at a
hi gh speed,sY%ﬁf%gg‘é? ﬁ%ﬂ}?%a’éiﬁ’(u %l'?vpoq’i]fe&tgog%?gﬁn% & é%rpp%ﬁaﬂYspl ayed
Wi t hout anyqg fed @oitP t6BE 8sbl IR Pbgans FHO! For Zxaniblld)Ce @bt ng.
managenent systemla, the first inage data 61 to the fourth image data 64
can be lFanabre@therbwpngdscobipe (MP diirectbayt 49 1&6s anflupetfionahity Heras

uni fied dataB nse Lfntl‘%/ i f %ﬁfhdm the image data fromthe first inmage
30 data 61 §O%HY f45e P EUtE 64 is a literary work, the alteration

t hereof can be prevented to keep the saneness 31 thereof. Further, it is
possible to realize a systemthat may easily be used for a user by creating
various forns of Thd ddristodosumght dtrertery ad6 duxtai Bedondodecument

utilizing themin acgardance wt heiy specifi j.&ect iwves.. For. 5 exanpl e,
an over vie %‘?01}?9%3%(13{?3 ﬁ%’i’“%éga\%i %\% ﬁliagﬁ%gg?htgh% P§§b%%??cF?¥%s , or
a hi gh z9peesls seanCthé ¥ 108k @6 SBfleRY ditreldtoiryd2é NEoreakafigle, akhengmesent

invention is not limted to the 10 above-nenti oned enbodi nent. In the first
enbodi nent | irigyredlQ. raa  dridexndiilon 8ba( g aptalied) bnfgrmatione specified

pages and the attrjbutiqn of the.l] i,nfor i_on 39 sh in Fiqure 5is
G atri but ecroaegatel brd at ackiny 1Yol ( BREPRed o datl #o8 P  cren
group nanespRg MR PRRSnABY £29 eChST Wt aE ANk di7Std phdeesumdary her,

the link information 39a may be used in a 20 simlar way as a short cut
file that afilevSlaandmn attachedsfibe tHsthiiidgeh@ aresitozedZehewrinit he |ink

i nfor rrgg on 39a is clicked and view ng of pages ) for exanple, specified in
the dofunent 19B if it is authorized. If the file is created as a short cut

file and such a SpHY hcE¥ksirestiriRtlilon brbgoah A% mdrages ForEpaRsEd Ng such
as decryption, checking of the authorization status and the |ike may be
per formed by pluradddyi af etnagepldadat asnshe index file 41 and the actual

file 43. Preferably, the thumbnail file 45, the tag file 47,

the page summary file 51 and the attached file list £ile 53

30 are also managed.
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Further, the above described link informati on 39a may 30 be encrypted by
enpl oyi ng various encryption codes. 32 A program storage nediumto be
used for installing a access restriction program executing the
above-nentioned series of processing into a conputer to nake it possible to
execute the program by the conputer, may be not only a package 5 nedi um
such as a flexible disk, for exanple, a floppy (a registered trade mark)) a
conpact disc read only nenory (CD-ROM, a digital versatile disc (DVD) and

the |ike, but al a_semco ct.Qr . nenor. a netj.c di and e like, in
which a program iﬁlg’_es?(df'éﬁit %r4 r ?Pﬁgﬁpgﬁe? r@%ﬁ%ljyty f(fsi@aﬂ%aéﬁ ‘?_'or
storing a @RGP st BESener aetagn SEP1a083 RI1L R b& JbsEF 9Ea a4k O

comuni cati on nedi um such as a | ocal area network, the Internet, digital
satellite BHheadads fdlandlt hodichtesayhbeluferdnathdnt helatedrtontiey be

stored in 15 such di a_by i nterposing ri.ous co ication interfaces
such as a PRI FXLRok3m JIRF EHEMPLRe. 1 THS Ao ddt Pl TRASR oG
server 5, £Ig18MHa3143A ANAnddye lddta, Mh e dRaPaGlie/ Y AR tid h 2
drive 20 apparatus at | east capabl e of reading out data such as prograns
and the |i kefgrmatdom perimistiogaye teslirestelarridredmitbeclikearefiathe t he
access restriction program_ havi n. 25 acgces estrictjion functionality
for perforﬁ“}?@qﬁﬁtgbo%’%@ﬂi??gg@ %%P‘i“@ﬁé‘%ﬁ&tw’o]eig?réqsﬁpt%da form
which is stjgied. in the above described program storage nedia, and may,
obviously, be in a formwhich is data-comunicated via various

communi cati on neans such as the Internet. 30 The server conputer SV and the

client_computer CL mag 33 be equi pped with a_drive apparatus capabl e of
readi n§Ct he dat a ThgchPu@PRab) dghlindionStAECH RARFS S tiagse IRt ai of 4the east .
Al t hough, o enfyodi t p t [ ' i ey bed
about the E:a%?él%\?hgiget %'i n’\%‘%tf%% %Qf%p{f?%; fo‘%l— yﬂkgrgf%fhrysﬂe%vg'r cgérrput er
SV managi ngfaepkhr afi tlye dimadat datai.nl Yhe ntdde idrebadi rent£fohanample,it IS
not limted to the _sever conputer SV. The_invention nay be applied to the

whol e of tH&®GHK dnfarAgtieRt Hexemtng 1Bdex rLommatdan mgarst # disto nanage
I lit t | &. ' ' fo t

crbod ment Siagabl SRt S oF, foP Ul ETREARTRG PUEPLLORS 10001 ne

wi th eash dindex titiesdidnidepageswayrie pagehsdimmesy fiileds akieveetd data

arbitrarily.
indicating the summary information of the actual £i1le 43. The

page summary files 51 are text data, for example, extracted
from image data by the OCR or the like, or, included in image
data and reglstered by another tool. The attached file list

20 file 53 1is a figure indicating lists of the attached files
stored in the first document STG directory 32.

Figure 11A 1s a dlagram showing a data configuration
example of the actual file 43 of Figure 10, and Figure 11B
25 1is a dlagram showing a data configuration example of the index

file 41 of Figure 10.

The access restriction program 17 manages a plurality
of data as single integrated structure as shown in Figure 114,
30 for example, four image data from first image data 61 to fourth

image data 64 are combined with tags 66, 67, 68 (69) inserted

20



| NDUSTRI AL APPLI CABI LI TY As descri bed above, with the access restriction
‘apparatus, the access restriction nethod, the conputer 20 readabl e program
storage nedi um having a recorded access restriction program and the access
restriction program it is possible to restrict an access and prevent

I nformation alteration. 34 CLAIMS 1. An access restriction apparatus for
restricting a term nal accessi ng nanaged nmanagenent information, said 5
access restriction apparatus characterized by conprising: supply neans for

suppl yi ng %@ltgeteﬁ.r g'}lﬁé'e ‘i’im%ge' aBE AP RS Heq i FEQY ’]%%tf"o%ait’l@n‘ia“ ng a |inking
destination of said managenent 1 nrormation, sard TTrnk position information
being partially or totally encrypted: and 10 access nanagenent neans for

managi ng access of said termnal to said managenent i nfornmation on a basis

of said |ink posfengretalss nbheokhadce®dksl RELGHIRA thatiern the fimstaccess

restriction_apparatus _accar.di t | ai 1 har.act eri zed rein: said
appar at us F?a§§n9P3§rgg %ﬁdnﬁﬁg §§F§nﬁigb%ggsgfﬁghG?ﬁf%Pﬁh&ﬁ@ﬂ%incFude any
one of ©r ar69IBcA ROl tTHATBe8bnRRadd datal b2 arid) thel thiBd aargant

information including a plurality of pages, access authority set in said
term nal, Zde@tan63arthe thadaBeis rpiasakdeatd) baitmees the thhsdduragaidétaccess

thorit L. . .Th i Cti t di t | ai
T har oot 87 288 R, SPHEBe 1a%e" SRte B4 oncibRanRNELRe PR BB P B ur e Lo
j udge whet hphgeaddtd @ 1MaRal s§FoAUH Rahi EXsi Py B aepaFAted BRI

I nformati on on a basis of access authority set in said termnal or not on
t he basis of &beetsgafbhandtgo storin aninefiesrencrs b3thuse thee figwsdss

et 14T 0, ApRALALUS (RGO DY L 20! AL o1tProa AN Ydg ¥ W o1

so forth, respectively.

As shown in Figure 11B, the index file 41 includes a

header 55, a first body 57, a second body 58, a third body

15 59 and a fourth body 60. The header 55 is the information
for identifying each index file 41 from the other index files

not shown 1n the figure. The first body 57 and so forth are
data indicating information regarding the first image data

61 and so forth of the actual fille 43, respectively. For

20 example, the first body 57 includes the related information
such as a resolution and the like concerning the first image

data 61.

Figure 12 is a figure showing an example of the data
25 format of the index file 41 of Figure 11B. The second body
58 and so forth except the first body 57 in the index file
41 shown in Figure 11B are omitted in Figure 12 for the
simplification of description.

30 The index file 41 chiefly includes an "INDEX" tag, an
"IDX_HEAD" tag and an "IDX BODY" tag. "IDX_HEAD {IDX_BODY}"
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said apparatus is configured to nmake said managenent information include a
‘plurality of pieces of unit information, and to nake said |link position

i nformati on include 5 specification information specifying whether said
term nal can access each piece of said unit information or not. 5 . The
access restriction apparatus according to claim1, characterized wherein:
10 said nmanagenent information is configured to utilize a data aggregate
that is formed by conbining said plurality of data with delimter

i . ind : I [ ¢ : : d
mnagenent TOPSHIAE She SRS a8 Shdictild bHallcflil St 8UMd bilidie B2
formed by o@ribhe rapx pEADY iday @nd and edpxfBoDWt ity . said plurality of

related information being related to said plurality of data, respectively.
20 6. The access restriction apparatus according to claimb5, characterized

wherein: if said_gother, LSo60, be, added t.0 sal ata aggfegat e, ot her
data is added tosglﬁ’wgndg'g?&sgﬁg pjf'l&&ja??E?/s oii'h%a fseg‘n%.ré’w gﬁagfa%fsegai d

pluralisy ehaabarepensai bPidetorita iHE ot JRAMEdubbl 68 the alf) ed

i nformati on aggregate. 7 . The access restriction apparatus according to

claim5 , ®éfacact &0 forbhhebown i FlgutrepdrltA.i nByaréfprydabity of data is
to be del et, 3 | et i rocessi | s perforped tq rel I nf ormati on
in said rel ﬁ%@&ﬁ%}ﬁgﬁlﬁt ?gr#o%gﬁﬁéaéﬁ'g +?15¥5ch BEE&WE%?I_‘ Zfltg]g?(#}"%%t of
sai d part ijfha3l da43f 12886098t forehl d Titd$d afhr 1598 "Bd O A¥¥Ynt 1 on

corresponding to a part of said plurality of data to be deleted from said
dat a aggregexke it possible to access desired lmage data with a higher

10 speed.

"DABS_OFF" indicates the offset from the head of the
page summary file 51 of Figure 10. "DABS_LEN" indicates the
number of bytes of the page summary file 51 of Figure 10. The

15 number of the bytes in this place is supposed not to include

the header in the page summary file 51.

The "IDX_BODY" tag includes a "DEG" tag, an "ACT _WIDTH"
tag, an "ACT_HEIGHT" tag, an "ACT_DPI" tag, an "ACT CMP" tag,
20 an "ACT_OFF" tag, an "ACT_LEN" tag, a "THUMB_WIDTH" tag, a
"THUMB_HEIGHT" tag, a "THUMB_CMP" tag, a "THUMB_OFF" tag, a
"THUMB_LEN" tag, a "TAG_OFF" tag, a "TAG_NUM" tag, an
"ANN_OFF" tag, an "ANN_NUM" tag, an "ABS_OFF" tag, an
"ABS_LEN" tag, an "ABS_REGD" tag, a "RESV1" tag, a "RESV2"
25 tag, and a "RESV3" tag.

The "DEG" tag indicates rotation angles of image data
and the like. The "ACT_WIDTH" tag and the "ACT_HEIGHT" tag
indicate the offsets from the head of the page summary file

30 51 of Figure 10. The "ACT DPI" tag indicates the resolutions
of image data (actual images). The "ACT CMP" tag indicates
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5 8. An access restriction nethod for restricting a term nal accessing

~ managed managenent information, said nethod characterized by including: a
supply step of supplying said termnal with link position information
indicating a |linking destination of said 10 managenent information, said
link position information being partially or totally encrypted; and an
access nmanagenent step of nanagi ng access of said termnal to said
managenment information on a basis of said Iink position informtion decoded

by said tergm '1%5 gPe %o e &6 &ﬁfeéEf&ﬁ'rﬁétﬂé‘d "BE hﬁﬂ?gé‘:&égé”g i, ¢l ai m 8,

characterized conprising: a tirst generating ste generating a data
aggregat e byacnndFmnt tggairdicdegs ahengf iset Erani the Oi‘eadnbﬂ thenaetaali ng 20
said managenent information with delimter information arranged in between

them and afkkechtr gdher apChgLENS tRgr 158acaiesnghe pumkers PhfBYHEESI on

aggregate b nd integrating a plurality of related information
related to %alﬁﬁ%ur&‘%?y 25 of data included in said data aggregate,

respectisvel y. 10. A conputer readabl e program storage nmedi um having a
recorded access restriction programfor performng a function of

restricting a ter'Ifhma'ITl'ﬂB%B_éﬂ:Hﬂg’b" i dh el AR HE B&HT hitargmat i on,
P21 SOMPU Bial SPHR, PRKT SIS G 5o MR EDR fELerdge iy havina sai o
“THUMB_CMP“ tag indicates the compression rate of the
thumbnall file 45. The "THUMB_OFF" tag indicates the offset
10 from the head of the thumbnail file 45. The "THUMB_LEN" tag
indicates the number of the bytes of the thumbnail file 45.

The "TAG_OFF" tag indilcates the offsets from the head
of the tag 66 and so forth shown in Figure 11A. The "TAG_NUM"
15 tag indicates the numbers of the tag 66 and so forth.

The "ANN_NUM" tag indlicates the number of annotations.

The "ABS_OFF" tag indicates the offset from the head of the
page summary file 51. The "ABS_LEN" tag indicates the number

20 of bytes of the page summary file 51. The "ABS_REGD" tag
indicates whether the summary file 51 has been registered or

not. These tags may be used by an OCR or the like.

The data management system la has the configuration
25 described above. With reference to Figures 7-12, an
operation example of the data management system la is
described. In the following description, as an example of
the operation of the data management system la, an operation
of data communication from the server computer SV as a
30 transmission terminal shown in Figure 7 to a client computer

CL as a receiving terminal is exemplified.
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a supply step of supplying said termnal with link position information
indicating a |inking destination of said managenent information, said |ink
position information being 5 partially or totally encrypted; and an access
managenent step of managi ng access of said termnal to said managenent
information on a basis of said link position information decoded by said
termnal. 10 11. The conputer readable program storage nmedi um according to
claim 10, characterized by recording said access restriction programthat
executes: a first generating step for generating a data aggregate by
conbining and integrating a plurality of data constituting 15 said
nanagenent<¢REkﬂIﬂN|RRO®E$$ENEH®FHIMAGErﬂkmmnt|on arranged i n between them

and a second generat.i n ste eneratin rel.ated i nfornation aggregate
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12. An access restriction programtor performng a unct|on of restricting
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plurality of data as described above. The server computer
10 SV manages, for example, the data of four sheets of images
as the actual fille 43 in which the image data are combined
with the tag 66 and so forth as the delimiter information for
each of the lmage data from the first image data 61 to the
fourth image data 64 shown 1in Figure 11A as described above.
15 Because the first image data 61 to the fourth image data 64
can be managed integrally by managing the first image data
61 and so forth in such a combined state, the trouble of the
management for the prevention of the separation of these image
data can be saved.
20 -
As the combination method, in place of the
above-mentioned combination method, for example, in the case
where the first image data 61 includes a not shown first unit
of 1mage data and a second unit of image data, the second image
25 data 62 may be comblined with the first unit of image data,
and the second unit of image data may be combined after that
to form the combination of the first unit of image data + the

second image data 62 + the second unit of image data.

30 The server computer SV manages the index file 41 as the

information regarding the actual file 43 in addition to the

25
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like corresponding to the first image data 61 to the fourth
image data 64, respectively. By such a configuration, the
first body 57 to the fourth body 60 can also be managed
integrally.
10
<ADDITION PROCESSING)

Figure 13 to Figure 15 are diagrams showing an example
of the processing of adding limage data severally. In each
diagram, dotted lines indicate mutual link.

15

Figure 16A is a dlagram showing a configuration example
of the index file 41 before addition processing, and Figure
16B is a diagram showing the index file 41 after the addition
processing.

20

The actual file 43 before adding image data includes
image data Al, the tag 69, image data A2, the tag 69, image
data A3 and an end-of-file EOF, for example, as shown in Figure
13A. The index flle 41 before adding image data stores the

25 information concerning an order (e.g. "1", "2" and "3") as
the first body 57 to the third body 59, for example, as shown
in Figure 13B.

In the following description, the addition of image
30 data Bl shown in Figure 14 between the image data A2 and the

image data A3 of the actual file 43 shown in Figure 13A 1is

26
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5 and the end-of-file EOF is attached at the end. That is, in
the actual file 43, the image data Bl is not added by separating
the image data A3 from the image data A2. Consequently,
because only the image data Bl added in the actual file 43,
the addition of the image data Bl can be processed at a high

10 speed.

In the index file 41, the length thereof is elongated
by the length of the added image data Bl. The position of
a page or the like to which the lmage data Bl is inserted is
15 set to a fourth body 60 as "3" as shown in Figure 15B. 1In
addition to the setting, the third body 59 is set as "4"
indicating the position of the image data A3.

If the modification of the index file 41 is shown
20 concretely, the setting shown in Figure 16A is modified to
the setting shown in Figure 16B. In the way described above,
the addition processing (or insertion processing) is

completed.

25 <DELETION PROCESSING)
Figure 17-Figure 18 are diagrams showing an example of
the deletion processing of image data severally. In each

figure, dotted lines indicate mutual link.

30 Figure 19A is a diagrams showing a configuration

example of the index file 41 before the deletion processing,
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of the index file 41 after the deletion processing.

The actual file 43 before deleting image data includes
5 the image data Al, the tag 69, the image data A2, the tag 69,
the image data A3, the tag 69, the image data Bl and the
end-of-file EOF, for example, as shown in Figure 17A. The
index file 41 before deletlng image data stores the
information concerning an order (e.g. "1", "2", "3" and "4")
10 as the first body 57 to the fourth body 60, respectively, for

example, as shown in Figure 17B.

In the following description, the deletion of the 1mage
data Bl from the actual file 43 shown in Figure 17A is
15 exemplified,.

The deletion of the image data Bl 1is not actually
performed in the actual file 43. However, in the index file
41, for example, a mark "x" indicated to be voidedis set to
20 the fourth body 60 corresponding to the lmage data Bl to be
deleted (deletlion processing).

If the modification of the index flle 41 is specified
more concrete way, the setting shown in Figure 19A becomes
25 the setting shown in Figure 19B. In the way described above,

the deletion processing is completed.

<DIVISION PROCESSING>
Figure 20-Figure 22B are diagrams showing an example
30 of the division processing of image data severally. In each

figure, dotted lines indicate mutual link.
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of the index file 41

5 The actual file 43 before dividing image data includes
the image data Al, the tag 69, the image data A2, the tag 69,
the image data A3, the tag 69, the image data Bl and the
end-of-file EOF, for example, as shown in Figure 20A. The
index file 41 before dividing image data stores the

10 information concerning an order (e.g. "1", "2", "3" and "4")
as the first body 57 to the fourth body 60, for example, as
shown in Figure 20B.

In the following description, the division of the image
15 data Bl from the actual file 43 shown in Figure 20A is
exemplified.

The division of the image data Bl is not actually
performed in the actual file 43. However, in the index file
20 41, for example, a mark "x" indicated to be voided is set to
the fourth body 60 corresponding to the image data Bl to be
divided.

The image data Bl of the actual flle 43 is copied as

25 shown in Figure 22A, and made to be an actual file 43 having
the end-of-file EOF at the end thereof. Ann index file 41
related to the actual file 43 shown in Figure 22A is generated

as shown in Flgure 22B.

30 If the modification of the index file 41 is indicated

more concrete way, the setting as shown in Figure 23A becomes
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the setting shown in Figure 23B. In the way described above,

the division processing is completed.

<DATA COMMUNICATION PROCESSING)>

5 The actual file 43 and the index file 41, both beilng
managed by the server computer SV in such a way, are
transmitted to the client computers CL by data communication
in accordance with, for example, File Transfer Protocol (FTP)
through the network 11 of Figure 7. The data management

10 system la performs the data communication of the image data
from the first image data 61 to the fourth image data 64, for
example, as unified data. By the employment of such a way.
the data management system la can perform the data
communication as unified data accurately without partially

15 communicating or any data missing.

In the data management system la, the image data from
the first image data 61 to the fourth image data 64 may be
transmitted by, for example, data communication respectively.

20 By the employment of such a way, the data management system
la can communicate each of the data at a higher speed than
communicating integrally. When each of the image data from
the first image data 61 to the fourth image data 64 is cut
out, they are separated by the use of the tag 66 and so forth

25 as references.

According to the second embodiment of the present
invention, the image data from the first image data 61 to the
fourth image data 64 as the plurality of data can be handled

30 easily as a unified data. That is, in the data management
system la, for example, the actual file 43 is made by combining
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example, in the case where a plurality of image data 1is
processed as a batch, it prevents leaving processing some
5 part of the image data. Moreover, according to the second
embodiment of the present invention, because the number of
times of accessing each filile storing image data or the like
decreases, file inputs and outputs (I/0O's) in reading and
writing can be decreased. Moreover, according to the second
10 embodiment of the present invention, the number of files of
image data to be managed can be decreased. Thus, if the number

of files to be managed 1s, for example, only one, the program

processing can be performed as a batch.

15 When use each of a plurality of images to resemble a
page and turning them over at a high speed, for example, as
shown in Figure 11A, each image can be accessed at a high speed
and further corresponding data can be transmitted, for
example, for each page because each of the image data from

20 the first image data 61 to the fourth image data 64 is only
divided with the tab 66 and so forth to be within the same
data. If the pages of the images are turned over at a high
speed, the images having a plurality of image formats can be
displayed without any delay to cause the sense of discomfort.

25

In the data management system la, the first image data

61 to the fourth image data 64 can be managed by being combined
with the tag 66 and so forth to be as unified data.

Consequently, if each of the image data from the first image

30 data 61 to the fourth image data 64 is a literary work, the

alteration thereof can be prevented to keep the sameness
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5 example, an over view of lmage data may be viewed by using
the thumbnail files, or a high speed search is performed by
utilizing the text data.

The present invention is not limited to the

10 above-mentioned embodiment.

In the first embodiment, encrypted link information 39a
regarding only on the specified pages and the attribution of
the link information 39 shown in Figure 5 is distributed.

15 However, it is not limited thereto, and any other document
group names or document names may be encrypted and

distributed.

Further, the link information 39a may be used in a
20 similar way as a short cut file that allows automatic access
to the management server 25 when the link information 39a is
clicked and viewing of pages, for example, specified in the
document 19B if it is authorized. If the file is created as
a short cut file and such a short cut is directly triggered,
25 actual processing such as decryption, checking of the
authorization status and the like may be performed by an

associated applications.

Further, the above described link information 39a may

30 be encrypted by employing various encryption codes.
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execute the program by the computer, may be not only a package
5 medium such as a flexible disk, for example, a floppy (a
reglistered trade mark), a compact disc read only memory
(CD~ROM), a digital versatile disc (DVD) and the like, but
also a semiconductor memory, a magnetic disk and the like,
in which a program is stored temporarily or permanently.
10
As means for storing a program in these program storage
media, a wired or a radio communication medium such as a local
area network, the Internet, digital satellite broadcasting
and the like may be used, and the program may be stored in
15 such media by interposing various communication interfaces

such as a router, a modem and the like.

The above described management server 25, clients 23A

and the like may be respectively provided with a drive

20 apparatus at least capable of reading out data such as
programs and the like of the program storage media described

above.

Further, the access restriction program having an
25 access restriction functionality for performing the above
described functions may not be limited to a form which is
stored in the above described program storage media, and may,
obviously, be in a formwhich is data-communicated via various
communication means such as the internet.
30

The server computer SV and the client computer CL may
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Although, the second embodiment of the present
5 1invention is described about the case where the invention is
applied only to the server computer SV managing a plurality
of data mainly in the embodiment thereof, 1t is not limited
to the sever computer SV. The invention may be applied to

the whole of the data management system la to have a

10 configuration to manage a plurality of data as a whole.

A part of each conflguration of the embodiment may be
omitted, or each of the configurations may be combined with
each other in a different way from that described above

15 arbitrarily.

INDUSTRIAL APPLICABILITY
As described above, with the access restriction
apparatus, the access restriction method, the computer
20 readable program storage medium having a recorded access
restriction program, and the access restriction program, it
is possible to restrict an access and prevent information

alteration.
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CLAIMS
1. An access restrictlon apparatus for restricting a

terminal accessing managed management information, said

5 access restriction apparatus characterized by comprising:

supply means for supplying said terminal with link

position information indicating a linking destination of said

management informatlion, said 1ink position information being
partially or totally encrypted; and

10 access management means for managing access of saild

terminal to said management information on a basis of said

link position information decoded by said terminal.

2. The access restriction apparatus according to claim 1,

15 characterized wherein:
sald apparatus 1s configured to make said link position
information include any one of or a comblnation of some of
page indication in sald management information including a
plurality of pages, access authority set in sald terminal,
20 and an attribute indicating whether to consider said access

authority or not.

3. The access restriction apparatus according to claim 1,
characterized wherein:

25 sald access management means is configured to judge
whether said terminal has authority to access said management
information on a basis of access authority set in said
terminal or not on the basls of access authority set in said
terminal.

30

4. The access restriction apparatus according to claim 3,
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ZlO%&f()-f@R&éﬁ@%é) ‘make sald 1link positlion information include
5 specification information specifyling whether said terminal

can access each piece of said unit information or not.

5. The access restriction apparatus according to claim1l,
characterized wherein:

10 saild management information is configured to utilize:

a data aggregate that 1s formed by combining said

plurality of data with delimiter information arranged in
between said plurality of data constituting said management
information; and

15 a related information aggregate that is formed by
combining a plurality of related information, said plurality
of related information being related to said plurality of data,

respectively.

20 6. The access restriction apparatus according to claim 5,
characterized wherein:

1f said other data is to be added to said data aggregate,

other data 1s added to an end of sald plurality of data, and

an order of said plurality of data and sald other data are

25 managed with sald related information aggregate.

7. The access restriction apparatus according to claim 5,
characterized wherein:

1f said part in said plurality of data is to be deleted,

30 deletion processing is performed to related information in

said related information aggregate instead of actual deletion
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be deleted from said data aggregate.

5 8. An access restriction method for restricting a terminal
accessing managed management information, said method
characterized by including:

a supply step of supplying said terminal with 1link
position information indicating a linking destination of said
10 management information, said link position information being
partially or totally encrypted; and
an access management step of managing access of said
terminal to sald management information on a basis of said
link position information decoded by said terminal.
15
9. The access restriction method according to claim 8,
characterized by comprising:
a first generating step for generating a data aggregate
by combinling and integrating a plurality of data constituting
20 sald management information with delimiter information
arranged in between them; and
a second generatlng step for generating a related
information aggregate by combining and integrating a
plurality of related information related to said plurality
25 of data included in said data aggregate, respectively.

10. A computer readable program storage medium having a
recorded access restriction program for performing a function
of restricting a terminal for accessing managed management
30 information, said computer readable program storage medium

characterized by having sald recorded access restriction
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a supply step of supplying said terminal with link
position information indicating a Linking destination of said
management information, said link position information being

5 partially or totally encrypted; and

an access management step of managing access of said

terminal to sald management information on a basis of said

link position information decoded by said terminal.

10 11. The computer readable program storage medium according
to claim 10, characterized by recording said access
restriction program that executes:

a first generating step for generating a data aggregate
by combining and integrating a plurality of data constituting

15 said management information with delimiter information
arranged in between them; and

a second generating step for generating a related
information aggregate by combining and integrating a
plurality of related information related to said plurality

20 of data included in said data aggregate, respectively.

12. An access restriction program for performing a functlion
of restricting a terminal for accessling managed management
information, characterized by executing:

25 a supply step of supplying said terminal with link
position information indicating a 1inking destination of said
management information, saild link position information being
partially or totally encrypted; and

an access management step of managing access of said
30 terminal to said management information on a basis of said

link position information decoded by said terminal.
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characterized by executing:
a first generating step for generating a data aggregate
5 Dby combining and integrating a plurality of data constituting
sald management information with delimiter information
arranged in between them; and
a second generating step for generating a related
information aggregate by combining and integrating a
10 plurality of related information related to sald plurality
of data 1ncluded in said data aggregate, respectively.
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