
·~ r &-Ooos;c 3-o _. o 

({Jf.i'".~ WM! 

) 
PCT WORLD INTELLECJ1JAL PROPERTY ORGANIZATION 

ln~tiooal Bureau 

INTERNATIONAL APPLICATIO~ PUBLISHED UNDER THE PATENT COOPERATION TREA'IY (PCT) 

- '151) International Patent Classification 6 : (11) International Publication Number: WO 99/48243 

H04L 9132 Al 
(43) International Publication Date: 23 September 1999 (23.09.99} 

-(21) Intemational Application Number: PCT/SG98/00020 

- : (22) Internacional Filing Date: 18 Miuch 1998 (18.03.98) 

; . · ('11) Applicant (for all Js1ignated Statu ucept US): INSTITtITE 
· • OF SYSTEMS SCIENCE [SG/SG]; National University of 

Singapore, Heng Mui Keng Temice, Kent Ridge, Singapore 
1 l 9597 (SG). 

j -: ,.(12) Inventors; and 
; ''(75) Inventorsl'Appllcan.ts (for US only): BAO, Peng [CN/SG); 
' - BLK 351, Clementi Avenue 2 t/04-51, Sin~ 120351 

(SG). DENG, Huijie [SG/SG]; 57 West Coast Lane, Singa-· 
pore 127787 {SG). 

~ '{14) Agent: MCCALLUM, Graeme, David; Lloyd Wise, Tanjong 

Pagar, P.O. Box 636, Singapore 910816 (SG). -

(54) Title: A METHOD OF EXCHANGING DIGITAL DATA 

(57) Abstract 

. A method of exchanging digital signatures (sign_A, 
-sign_B) between a fint and a second party {A, B) includes 
the first party (A) encrypting their signatUn: (sign_A) and 
generating an authentication certificate (CcJLA), the authen­
tication certificate (Cert_A) authenticating that the encrypted 

-. s_ignatuie (C_T) is an encryption of the signature (sign_A). 
.The .first party (A) sends the encrypted signa~ (C_T) and 

· the $Ulhentication certificate (Cert_A) to the second part (B). 
The aecond party (B) verifies that the encrypted signature 
(C_T) is an eru:ryption of the digital signature (sign_A) of 
the first~ (A), and if the verification is positive, the sec­
. ond party {B) sends its digital signature (siglL,B) to the first 
party (A). The 1\tst party {A) verifies that the digital signa­
ture (si~) is the digital sign~ of the second party {B), 

. and if the verification is positive the first party sends its un­
•- enc:Iypted signature (sign_A) to the second party (B). The 
• second party (B) verities that .the digital signarure (sigJLA} 
· is the first party's digital signature, and accept& the digital 
signature (sign_A) if the verification is positive- If the veri­

-fication is negative, 1he second party (B) sends the enciypti:d 
digital signature (C_T) and its digital signature (sign_B) to a 
third party (T). The third party en is independent of the first 
and second parties (A, B) and has a decl)ption key to decrypt 
the encrypted digital signature (C_T) of the fiJSt party (A). 

The third party (T) dectypts the encryptecl digital signature 
(C..:.T) to obtain the first party's digital signature (sign_A), 
and verifies that the digital signatures (sign_A, sign_B) are 
the digital signatures of the first and second party (A, B) ~ 
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spectively. If both digital signatures (sign_A, sign_B) are verified as the digital signatures of the first and second parties (A. B), the third 

party en sends the first party's digital signature (sign_A) to the second party (B) and sends the second party's digital signature (sign_B) to 

the first party (A). 


