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the first party (A) encrypting their signature (sign_A) and
| generating an authentication cestificate (Cest_A), the authen-

(57) Abstract
: A method of exchanging digital signatures (sign_A, loo\
sign_B) between a first and a sccond party (A, B) includes Computs

=

“tication certificate (Cert_A) authenticating that the encrypted
| signature (C_T) is an encryption of the signature (sign_A).
{ The first party (A) sends the encrypted signatare (C_T) and

the suthentication certificate (Cert_A) to the second part (B)-
.| The sccond party (B) verifies that the encrypted signature
{C_T) is an encryption of the digital signature {sign_A) of
! the first party {A), and if the verification is positive, the sec-
_ond party (B) sends its digital signature (sign_B) to the first
party (A). The first party (A) verifies that the digital signa-
tare (sign_B) is the digital signature of the second party (B),
| and if the verification is positive the first party sends its un-
| encrypted signature (sign_A) to the second party (B). The
 second party (B) verifies that the digital signaure (sign_A)
is the first party’s digital signature, and accepts the digital
| signature (sign_A) if the verification is positive. If the veri-
 fication is negative, the second party (B) sends the encrypted
digital signature (C_T) and its digital signature (sign_B) to a
third party (T). The third party (T) is independent of the first
and second parties (A, B) and has & decryption key to decrypt
[ the encrypted digital signature (C_T) of the first party (A).
The third party (T) decrypts the encrypied digital signawre
{C-T) to obtain the first party’s digital signature (sign_A),
and verifics that the digital signatures (sign_A, sign_B) are
the digital signatures of the first and second party (A, B) re-
spectively.

the first party (A).

If both digital signatures (sign_A, sign_B) are verified as the digital signatures of the first and second parties (A, B), the third
party (T) sends the first party’s digital signature (sign_A) to the second party (B) and sends the second party’s digital signature (sign_B) to
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