; €3e<pJ6, Tk} a ELECTRONI C | NFORMATI ON | NQUI RY PROCESS 5 Technical Field This
invention relates to a safe security method in recording or exchanainmt
t ual

el’ectronic information, especially an inquiry process for mmmmmmmm Mw
el ectronic informati on nmaintaining the $anme content each o

both parties 1o should retain the sanme information in exchange*ipisst he
elrectronic information or in electronic comrerce. Background Arts Many

conputers are connected to comuniGakirensafeiyor ks 15 formmlﬂmmmlmm)‘uter

systems in recent years, and each conputer may be accessefflil v
uncertified persons through the comunications networks. Thergfg@se, the
electronic information recorded in the external nenory storage of the
conput er such as hard glirgirrdeviccesFoRyATEON aNgUERedPROCESSher s havi ng no
rights. 20 Alterations may be occurred by accidents without wllful ness of
ot hers, and al so even the parties may commt falsification or forgery of
the information. Thus, inportant contents should be al ways doubted whet her
t he elsectTedtimcidaif @iwddi on recorded in the apparatus 25 maintains truth or
not. In electronic conmerce, problens may occur afterwards when someone has
transactions bel i 8ainginwerdlicar sglarestkoi GafRf LML BH RAANGed by an
accident, wllful, or fault which records the contracting condjtion agreed

by each recoming lear exqRAREGIY HESHTPROBI BHOIMAE P r 8FRTT Yo Eonfirm
o e o Slleel Aheesorda el e the bot loparidans the
Ef""i btthpti}h afpé"n?é@éﬁ?iﬁ%ic:ﬁ%%%tbéa?ﬁﬁ%%ﬁ%ﬁ %ﬁ%ﬁf?ﬁ@'ﬁn Siflton |
eIect%oni%&°$¥ax%éiggpo%h?dﬁﬁ%% ?ﬁggﬁgﬁ%gﬁ?%gfggﬁghghagﬁegééf%%eiﬁﬁgﬁ;%j ng

from | cakage,of. 1o, he |87 orIRLiAN I BoRkbeEs, when secrecy of the

information 1§ required. en there is a difference between the contents
recorded by each other, it 'conmes into question which is true and it m ght
becone a futile discussion. It is desirable to be judged by a 15 neutral

third pargyciededuras agtgotary public or an authentication
Many computers are connected to communications networks
\ 15 for forming computer systems in recent years, and each computer
may be accessed by many uncertified persons through the
communications networks. Therefore, the electronic information
recorded in the external memory storage of the computer such as
" “hard disk devices may be falsified by others having no rights.
20 - Alterations may be occurred by accidents without willfulness of
others, and also even the parties may commit falsification or
forgery of the information.
Thus, important contents should be always doubted
whether the electronic information recorded in the apparatus
25 maintains truth or not. In electronic commerce, problems may
occur afterwards when someone has transactions believing an

altered electronic information changed by an accident, willful,

or fault which records the contracting condition agreed by each



authority etc. If full of the information runs through the channels for
judgrent of genui neness of the information, the information may be stol en
al-ong the communications channels. And high ability and long tinme for
processing are required as well as 2o-céngestion occurs in the
communi cati ons channel s because of a vast quantity of the running
information. Especially, an authentication authority or a database center
who has Qgﬁﬁgpnunicate wi th many custoners through the comuni cati ons
channel s,” has ‘such di sadvant ages that the equi pnent cost rises 25 high and
al so nunber of thg, CissiQMBShapeokB&hs | citeds Theueted esoidorifimn object of
the invention to provide an inquiry systemfor confirmng the identity of
the inf orsmideaRntebai figsl dohteachodt hre bycendshaedidnyohhy boparpariiashe

el ectronic information. It is another object of the invention to provide an
i nqui ry systwera batasdod | demangist. heFee manféned sgosgreérmentectf dWiec i nf ormati on
retai ned by one self by asking only small parts of 5 the information
deposist ecelactawniot hehoimadticon headt Yy peth Partigsynéf 68) @RPUdt the
invention to provide an inquiry systemfor obtaining a genuine electronic

i nf or mat i echangsuthengledgamier 10REPAE PR3 Oftﬁre%i éﬂgdt?rﬁ?ﬁ‘ﬁarﬁae the
authority who retained only a part. of tPe el ectroni,c_informatjon_and i@e to

i nf or mat | GIEHIE BYTeFRRI A Withn bR +RIPHR G RePadRFP I8Pt hdBFIErf oni ¢
i nformation. D scl re of l.nvention Accoydi t o _t r pnj ;
: nf or mat :30?1 H%&SFP&%&%&&’ of*éivg‘fettlfcﬁpg i%ﬁgfénclfﬁ?g:rlil,e £ %ggﬁgéﬁgésgﬁ%ﬁrcgneartnlg as a
reference, or, a_collator diyvi.des r LCel.0f 0 i At o
B e N e

ded ones Qf, aE%&Qst{B tddle N QRER 500 D0 e thar Lhesrmaeiot s
ref erencegenérates divi ston/sel éction data recorded with the 2o dividing
manner irgéﬁ&ﬂy%J nformation el enents, the generating nmanner of the

|

transmtta nformati on bl ock and the selected informati on el enents. Then
the reference sengget hehddeansnut §8fference between the contents recorded

by each other, it ‘comes into question which is true and it might
become a futile discussion. It is desirable to be judged by a
15 neutral third party such as a notary public or an authentication
authority etc. If full of the information runs through the
channels for judgment of genuineness of the information, the
information may be stolen along the communications channels. And
" ~high ability and long time for processing are required as well as
20 congestion occurs in the communications channels because of a
vast quantity of the running information. Especially, an
authentication authority or a database center who has to
communicate with many customers through the communications
channels, has such disadvantages that the equipment cost rises
25 high and also‘number of the customers are restricted.
Therefore, it is an object of the invention to provide
an inquiry system for confirming the identity of the information

rétained in each other by exchanging only a part of the




i nformation block and the division/selection data to the inquirer who
requests the collation. 25 A division/selection data is necessary data for
divi ding and conbining to formthe transmttal information block, and the
di vision/selection data is transmtted ®ith the transmittal information
block. The divi sion/sel ection data includes - 4 information of |ocation,
| ength and so on, as well as a sum check data of the individual information
el ement s _j [ rapsmittal information block. The
divisionfggﬁgggﬁg% %hﬁ%}%ﬁgﬁggé acconpani ed with each of the information

el ements. The, 5 infiqr qRLERSr EhigyEA SofMBRebentehOLaH ath Wrtdvialer andom or der
in the information block. The transmttal information block may be forned
W th noreniany0sgstdi Goratbani bhoek, tienddre nendiyi dfiathé nélovatetdndie bl ocks
may be transmitted separately. The inquirer receives the transmttal

i nf or mat ilefobhatkon rataibldcks and $&kf dwiasikangsehbyt smnldgpastdiofi des t he
electronic information file recorded in his device according to the

di vi sk ontsel énfoometdiaira,depeplaedsin han pauthenspjcendonrpasiyttal i nformation
| ocated corresponding to their |ocations, and rearranges and integrates the
i nformation el endift s-sagctrarigr PSR I8E dhei sPPRRER 9 BFWACE RR or der
toretrieve the information content. A transmttal inforqg%$on bl ock is
formed by-NEBHEY n$ R SbrkoTe PRABARENG  Hi I9HHNS SL8FEEPRIC  H TIF s et el v

divided information el enents. Therefopre,_even. a pgrt of infornat'%p 20

bl ock i nBMd&8I skrRe t5R FBEQFPAGTTD HHPISARE FOR e AT i M on.
The t i ttal i nformation block avai t

| ot S A e e b T SRS TheBEr R R e

t ved oS pabet ) . ore,

cannal. utrEe e PR ORI b B R A O By B o e he

infornat%ggcggggigegxgﬁmgggo'nquirer is not agree with the information

recorded Tn the reference, the information content which is retrieved from
the inquirer's - 5 electronic information file partly replaced with the
information elenents in the transmttal information block is seldom or
never equmalsctestbe snfofvaat-ion content recorded by the inquirer, even

t hough the different part of the information is not transmtted.
According to the electronic information inquiry method
15 of this invention, the parties concerned as a reference, or a
collator divides the recorded electronic information into more
than one information element, and selects some elements froﬁ the
divided ones for a transmittal information block. Furthermore,
. 4the reference generates division/selection data recorded with the
20 dividing manner into the information elements, the generating
manner of the transmittal information block and the selected
information elements. Then the reference sends the transmittal
information block and the division/selection data to the inquirer
who requests the collation.
25 A division/selection data is necessary data for dividing
and combining to form the transmittal information block, and the

division/selection data is transmitted with the transmittal

information block. The division/selection data includes



5 Especially when information el enments which are fornmed by dividing the
el-ectronic information at arbitrary physically defined points are used, it
is inpossible to know its content by obtaining sone of the divided '
information elenents. Even if there is dery little difference between the
both information, at |east 10 sone information el enents have a difference .
because the later part of the information differs from each ot her

-_Therefor_eingm{;;gegqio gfy! 1NN, Adnneh BR40BS abieth PYiel18PhaChNgumi Eheck
information elenénts 1 n t I

e transmttal information block to retrieve the

whol e i nf QrAtjORpSOLDALqhd] 1i$ RA%akY oHBEEemdt s ifncladebera thedifference
unl ess conparing the retrieved information with the original. The both

parties COPIRNMi¥-tERY i8EeFRatith AR Visd ati/vdelieaysebeat fot iddty mey bhat
the both parties nmay obtain the sane division/selection neanings if the
sane ar guiefdmpgani@d a&pphi €sch B sheainéormakesn st gt st.h&he,

di vision/selection data to be transmtted, and the argunent itself unusable
by a per shmfahe tdoes eheneknpwmathdealrgdocahad W Humeriagsomy grderr &1 atitg to
the tine of inquiry may be used as the argunment. \Wen the argunent

functi onsimommatime blams, ThentmmsHitspat FBECERE IR PIOGH Pa¥5Pesti mat ed .
because the tine of collation may be confirnmed by each her,. .The argunent
may be sefe@ret widty BEEBNERHY I I OFHEFLSR B¥O ]%'féarnéjngg.e FheL&Hdress

settles the | aw which _ the contract shoul.gggajnf orm us, the inquiry nethod

=
of the i niaFRImFLon. DEOCKS HABhtE £76S ??P?‘%agta dto the result of the
contract, becaus eTb?Zﬁ@@azre‘tﬁ'Ferf ir%%%g'%r[a?hgﬁg nes(?ni\@t%ﬁangﬁgrﬁégférhtsg%ecskcri bed

tract content, € concl usi on, SO oOn.

ve, according tq th - S LN | Gt o L ANSHLSS] Cer
Littl e i J iaﬁfio%hgeémf% Ocjnb/ts}glﬁct§oh éf%f'af(, g‘ﬁ.vﬂdre% $MLS8h @8t phnyery

po?lflbon 0 Fiation 10 Be col |l ated makes. sure of the equal ity of

the i naui 1 e¢d sl (I 810l Orddie 1PhAICAEOLSe | sy a0 ARd the danger
to leak the information as nmeani ngful information during comrunication is

decr easedy; §{s MY LRV 1bACdBt NatkfadelRe thaVEaEt OTby elidl eanbint ttel
capacity of the conmunication channel for collation and little capacity of

the cal cul gtdRghtakin ilbrateq &éhatesporiganiczatheir handaty cmsl,argd nunber of
collations such as a certification office may sinplify its facilities and
enfor ce itsahwnrdfdsn@gnts iabegrdtyes Wien infeormbeton ol amantiso aearrdang ngai ry
met hod of this invention is applied to witten contracts, there are | ess
bur detts the division/selection.data in order to retrieve the information
content.
A transmittal information block is formed by combining
some elements arbitrarily selected from the discretely divided
. information elements. Therefore, even a part of any information
20 block includes some portion relating to any part of the whole
information. The transmittal information blocks are not available
unless they are retrieved as like a paper media treated by a
shredder. Thefefore, the transmittal information is safe because
anyone without a retrieving means cannot utilize the information
25 blocks as a useful information.
When the information recorded by the inguirer is not

agree with the information recorded in the reference, the

information content which is retrieved from the inquirer’s



for comunication and treating facilities and | ess dangers to | eak the
content of contract to the third parties, because an 20 el ectronic
information file is to be exchanged which includes very little portion of
the contract arranged in subtraction or der- or rearranged in random order,
and noreover they can confirmif the recorded content of the contract

mai ntai ns the sanme original content. 25 Wen a systemis used in which a

third or gankzeatholc SUethAs 2o et 14 |G ANEBPELLY Ol cRR! hYophdd &

certificatés saneness of the electronic infornation in order to elimnate

di sput es anRRgntbe; parHd esanoncer Mediniditathbn b s@aniszakieBm or hed s t he
whol e content of the contract and, according to the nmethod of this

i nventiongghihe 06 0end Zaifoenat 0biEcditery aasotdéal by niher MakuBeb) oskerand
transfers it at request of collation, so that small quantity of information
is to be seplghnthé afick fatrehbepdr € omfmutiec dnifornmpiatdn niesy nbe desneasedkd And
al so the organi zation may hold only the first transmttal information bl ock
and co$l at e t hem tHepeughll hewdan sinfitathet dowi slemwnss| abltbnatkt Tormed blyi s
case, the third organization nmay work by maintaining ver%gsnall amount of
i nfor mat i daviddnFuthdealeoteonihelpiermationcat neibittecyoPrhesipatty and/ or
the third party may share separate portions of the divided el ectronic
i nf or mat i 6Rf1aRd PRIz ETEhESeRf obtetd dHPERSHRMRANDP BT &hSnFPRERE the
portion to each other and conbinin he For exanple, a card records_a
part of aSPERLR#REaid¥h Fnfbf n‘a’tYchgF‘is SL“%]QIT"@Eb?r&Ie SR En ?éff%ﬁ%i Eg?ﬁ’m
authority . records,t other. part aof the infor i on,- and, when | J.St

ty inqafr g@Wh@%ﬁenéiﬁ?ifﬁgﬂ%% RCTST Ffﬁef%&%oﬁ féjtrfn%ﬁfo{lheggﬁlt%%r’rtlsty

ds.t he_rest. . the,i ' tQ. | LSt i rst
partyl%onﬁfjﬁéslﬁ?é%ﬁag{l El| %%%@%%%%A%S taﬁggglé%éef rﬁ‘e%r%%%l gﬁgt% %E retrieve

the conpl gggtCSEt?:ﬂ' Ci‘i{foﬁl-@ai:%x?r%gff'% 2B £4én fddrdr PahkYe@aRe cONTITM

truth of a provided certificate by conparing with the retrieved
i nformati gaanYWgRu1 heralpve dRsst ihedyratined by anpldadgt aiehpher keys or

cryptograns, the third parties cannot enbezzle the
information elements in the transmittal information block to
retrieve the whole information, so that it is easily made sure if
15 there is difference unless comparing the retrieved information
with the original.
The both.parties commonly may store the same
division/selection algorithm, so that the both parties may obtain
" .the same division/selection meanings if the same argument is
20 applied. This manner makes simpler the division/selection data to
be transmitted, and the argument itself unusable by a person who
does not know the algorithm. A numerical value relating to the
time of inquiry may be used as the argument. When the argument
functions as a time stamp, time of alteration can be roughly
25 estimated because the time of collation may be confirmed by each
other. The argument may be selected corresponding to the address

of reference. The address settles the law which the contract

should conform. Thus, the inquiry method of the invention



25 information because they cannot retrieve the original information unless
he holds the part of the information which the first party shares and thus
the informati on running on the comunicati ons channel s has no val ue. g
_ Sellers of Software can use the netho@ of this invention to check change
of  the contents during on-line transmtting their prograns and to
periodically check alteration prograns and dat abases delivered to their

users. Tgﬁ?ﬁé}{‘cﬁeée%l%ﬁu{-_é‘%?&?%a%d\/%yt@é feediveloy bReausgevgry, little

portion e el ectronic informat’ion even though the prograns or databases

are vast cOoML R LRSEIDE SrortSig ahReagBehiogh i daldthsobAyenthon, mller
information of the mller servers can be confirnmed to be equal to the one

in the orightedcSioneenby gxehangidnginel yf aclssraddnostiban dfd ofo tdme
information. The nmethod of this invention nay be used as el ectronic check
system The bank RAsstescaibeel ebbreni ecchwetikigodk tbeihstindd et thys
transmtting one part of the check issue information which is divided in
two péartsinwantidm baakshibdsison lnd rersi hi blgle Praicnop Lt heformatriam iten.
When the client uses the electronic check in a virtual shopping mall, the
shop i nqube explliagedanrkes  sure iaff sheaelBal by (e thecéngedreretk is true.
The bank sends the remaining information_other than the check holds to the
shop, andirfrimatien26oshep kirrEmee BrithRrRd iR -0 PEhERe hedka%y *Conbi ni ng
the inforpation in the electronic chec% +;;mgl h inforgation in the bank. In
ot her wayr€3hdghdpLeemasi vheH e LRaty fjd?é%rt“ia&&ofln Pht"Zheck and the

bank confirns t.rutt f.t i nformation. Thus, highly reliable electronic

c‘cks ey B S E‘?gdlﬁh TEHRETGi'ng 25 only very small quantity of
o T BB LT Rl Lieaannd i Fedlies sukige o check
in patientss, MR 2l ABeERmuniRa AN ERhnkl U812 cANdth8R O&eEd Wik
capacity of the calculating ability, so that an organization
having a large number of collations such as a certification
office may simplify its facilities and enforce its handling
15 ability.

When the electronic information inquiry method of this
invention is appiied to written contracts, there are less burdens
for communication and treating facilities and less dangers to

‘ 'leak the content of contract to the third parties, because an

20 electronic information file is to be exchanged which includes
very little portion of the contract arranged in subtraction order
or rearranged in random order, and moreover they can confirm if
the recorded content of the contract maintains the same original
content.

25 When a system is used in which a third organization such
as a certificate authority or a notary office certificates

sameness of the electronic information in order to eliminate

disputes among the parties concerned, the third organization



. g _ apart of his nedical information. Wen he sees a doctor in a

j ourney, for exanple, the doctor inquires the renmaining part of the nedi cal
information to the hospital which nade the nedical sheet and conbi nes the
received information with the recorded % +nformation in the card to
conplete the full nedical information for the new doctor to consult it.
According to the above-nentioned inquiry systemfor nedical information,
even though & LLNGR1 &' AR AAL! LencAl LhecfRdl cild rafc%@aahgntbstm@corded
in a portable card, other persons to cannot know the patienf's secret

because thehdABROEL] §COBRINES ohhetHONG £H 81 AWk ISR misN@heat dafsmittal
information. A permtted doctor retrieves the full record gathering the

nost par tifd fmathen CI skianehdr at-has fepal 1t pat trddusta ofecsanawhen aste t he
medi cal information through the comunicati ons channel. Thus, it is an 15

advant agectoft tshelsygtemity dEciadsemstbnt iiy wf beomeuni eati doad Anfl the
according to this inquiry systemfor nmedical information, the doctor may
sel ect t heompuapertihedigelh tagabredécadédszd coAhdr alag the ¢rgmiwdtden of the
card. Furthernore, according to the inquiry systemof the 20 invention, it
is not raepd heddt onty ovren firistatyansmi teapain At oou §hOESNANA| ek i3S
channel s, so that the hospitals using electronic nmedical sheets can operate
the syst éhehitBagholistRg §iFsdr madroALY e HPRAT LTI atd -c dRMEAL E aCRBfY

net wor ks wi t hout fearing invasion of tients' privacy. 25 The second.

el ect roni®®§ 6Fijra?¥‘iﬁ'fuizﬁ'&&f°f‘ym§¥s‘t’%£3‘?y O SEHRERSG g’ﬁri’ss’&ﬁg Bz ed

t hat an euﬁctronictinfornation is divided in two parts, an inquirer and a
ralher enchdPdOOMREERt and the rest of the part respectively, the inquirer

ds . his - 10 _held part of, the infornmati to.the r Qgg,
ref e?‘gnce conbi nermiEw%‘lhée ef g’ p%tl}? B rr{]yhec%%%feggggfi B%Qa%%ﬁ%ﬁegr e eiabgigoﬁart

to confordchill Do, AlayPLAGEL 0L N OIIBI ks LRechel Eonggychecks i

the conbined 1'n on I's the sane as the original 5 one and sends the

check resdildett-8ntReid AGHabn, EXRA Wi B £Aa5d hefioradheh 6A &4&fadefgf ence
does not keep the original electronic information as it was, one can easily

recogni ze:ddhaini tBend Ny MRirkeBnf ta0SRIH Sotifird @rC RopbhALngr tyematEod rom't he
sanme electronic information, by conbining both 10 of the Information
fragment s¥{ampleet &i evad recoaddi agpéot tdfe 4 mesrdiifocatand chEckmagiord ishe
retrieved electronic information has a neani ngful content. Brief
Desciifpt inmsogtefr andl rays authentication authority records the other part
of the information, and when the first party inquires the
authentication authority for collation, the authority sends the
rest part of the information to the first party and the first
. party combines his held information and the sent information to
20 retrieve the complete certification information, and the first
party can confirm truth of a provided certificate by comparing
with the retrieved information.
When the above-described method is applied to cipher
keys or cryptograms, the third parties cannot embezzle the
25 information because they cannot retrieve the original information
unless he holds the part of the information which the first party

shares and thus the information running on the communications

channels has no value.



15 Fig. 1 is a block diagramillustrating the concept of the electronic
information inquiry' method of the invention; Fig. 2 is a flow di agram
ilfustrating an enbodi nrent of the inquiry nethod of the inventions Fig. 3
i5 a block diagramindicating other exagple of using this invention; Fig. 4
is a block diagram 20 illustrating another exanple of using this inventions
Fig. 5i1s a block diagramillustrating the second enbodi nent of this

| nvention: Fig. 6.l%ad %gvggggéggégn@;n ' +4coRdLABROGE BAL: HbneldnS @

bl ock di agram of usi ng second enbodi nent; and Fig.

is a bl Octl;o 'ae%&ag}a%}é{}%z&rf NG oARaLPST 42pi fx a8 ref tWehag: theng et

enbodi nmen est rrying Qut the Invention The el ectronic

i nf or mat :1&1’ g FMd”@é had i0fithe1y chddk Arvenidion ip&ogramgh@ﬂdf or
g 1

confirm at electronic informati on has not changed during storage or
transm ssiokHfsekhae 81 @SAdD ML thefier taéion ThidesanTkaerpthodhef chéeks
invention is a nmethod to confirmits 5 saneness of the both records when
necessar yve8s pEFeat b ye W e dadieepaetiyesicobe ggored whodl ¢hkaeéetheosire
records respectively, and it enables to confirmthe saneness of the records
by exchangifurmatimal bvearthafght lihei programs opr bdptaimasashessholast enough.
information. According to the nethod, only a snmall amunt of the
information |0 i sFtothremeoxehangedy Birrl sy IEnEAt SapaveRRkaye Bl iSTe
information are elimnated because only a part of the

fornmation runs
t hr ough tiﬁﬁQﬁm@#ﬁﬁncafrﬁﬁt“§Héﬁﬁeﬁ?rTﬁE5n%ﬁ¢mRF(ﬂoqﬁ%§mpﬁv§ﬁggﬁneﬂ% at%o0 be
used in a notary offjce systemin which a rty .concerned de its
agi nal A% @CUABNEDRRFiTIGGtr SETUEF PY | %:gc???ad-ﬁgné}g iofléycgnfgﬁr?imﬁ%ﬁgfon
neessary. It is gn advant age to ease the comuni cations burden and to
reduce tH%fH%E%§§ PFPEtBtd capacity for the notary office. Enbodinents of

the invention willy be dgsar bhedn bty LAl SHeRes ke Ligqanpendad: 4w ngs.
20 Fig. 1 is a blocC J?agran1|EPustrat|ng fﬁe ?bncept of
check system. The bank issues an electronic checkbook to its
client by transmitting one part of the check issue informatiocn
which is divided in two parts, and the bank holds the remaining
15 part of the information.

When the client uses the electronic check in a virtual
shopping mall, the shop inquires the bank if the information on
the received check is true. The bank sends the remaining

. .information other than the check holds to the shop, and then the

20 shop can confirm the truth of the check by combining the
information in the electronic check and the information in the
bank. In other way, the shop sends the bank the information in
the check and the bank confirms truth of the information. Thus,
highly reliable electronic checks may be utilized by exchanging

25 only very small quantity of information. The client can carry a
card recorded with the electronic check and use it in a real shop.

The inquiry system of this invention can be used in

patient’s medical sheets. The patient holds a card recorded with



the invention, and Fig. 2 is a flowdiagramillustrating its procedure.
Fi-g. .1 and Fig. 2 illustrate an exanple of the electronic information
inquiry method of this invention confirmng that the record content
recorded by the first party is 25 the-sane as the record recorded by the
ot'her party. Assumi ng party A and party B once nade a contract and recorded
t he sane records each other as the witten contract. Party H feels

necessi tyag%a%'gn{f- wsgglﬁgllyg PV\.{] {oer?n%rtqgg R ¢ ts%es a égctc?ﬁa l}]rb% Same as

the recor P en party Bis going to exécute his duty

acoordi no,L0u e, GO LaSho) JNeihe Rk: BHaMIdPS AL LKA B coldale i o

recor ded enth erence party A receives request of collation 5

of the recrdrdi:CoRY 15hF8RhANEd RYIthRr hpdpivaB WiSl@Pmide the m&lisance A
deci des argunents (a D, as) to be used in the processing al gorithmfor

di vi di ng bhset e6Rl Ay hd andiselechfagnal iementish( shepr&jordete
argunents (a D, aS) are sent to the inquirer B (step 3). 10 The recorded

copy G A isfehinetdesh iint ehevcErd Han complené ormativddl ekdieal simbaoradiiog t o
the division algorithmD (a D) applied with division argument a D (step 4).
For exanpfier thee rreacaiodéedr copycarsypulise idi-vi ded i nto several hundreds of
information elenments. It is preferable for security of the information in
15 communi cat i onsAceodiiinglea tieepbeveomnt ionesr ARELERY aSYHIRM Fivy¥si cal
points in the'ggeue of bit-data, rather than to divide it according to
bl ocks hamedtCEo it GAsaACAGR Ul SEBhEEPLEN Fhedh&ote T8 RBRESORrYE % ct ed
anong the divided information el enents accordin o the selﬁgtion al%prithm
as) 20MepiFded HorRasEPR s dESrg§Hent %spirs*%@besf?r?heos FedlFFons

N B gY stelathy disteioul sdheoaip, IR el Ropl Sl
E?Lgﬁtfg .ﬁ%sgé§§§%;% %:g%g% ggéﬁéﬂ%ggh'sTbﬁfggkéﬁf%gﬁnht%@Lmig%éﬁrggéﬂy}
retrieves the full record gathering the most part from the card
and rather small part from a person who made the medical
information through the communications channel. Thus, it is an
15 advantage of the system to decrease quantity of communication.
And according to this inquiry system for medical information, the
doctor may select the proper medical treaﬁment after confirming
the true holder of the card.
" . Furthermore, according to the inquiry system of the
20 invention, it is not required to flow a privacy of the patient
through communications channels, so that the hospitals using
electronic medical sheets can operate the system through usual
information terminals connecting communication networks without
fearing invasion of patients’ privacy.
25 The second electronic information inquiry system of this
invention is characterized that an electronic information is

divided in two parts, an inguirer and a reference hold one part

and the rest of the part respectively, the inquirer sends his



original docunent C A, thus the conmunications channel is effectively
decreased with transportation of information a_uantity because it is
rather small than the original information quantity. - 13 And any ot her
person who thefts the information fromithe communi cati ons channel cannot
retrieve the original information because it is missing nost of the
original concept. The selected information el enments nmay be suitably

nbl the 5 f t b Ef th
Sol oot oP el s, Arat P EEE e Qlon B8 ERETRIPGARL, DERSPELILI AR DY (N
communi Caé%’%ﬁic?l%y ha.%r ﬁg?]:lié%rtorof!t@i@eﬁhfgrlﬁat&cjmfaﬁﬁnﬁhéOf‘ecm& tbax¥ be
Ivide the I nfor t

enough to lon into only two. parts when a noderate

security {s &NQugh aTRE1E!SSAY WY GlieBt 0bHBE | DI IMraROUh, | Bhs CfsfdenRe | S
advant ageous to be easy to read. The argunents nay be specified relating to

the tinme @fedihie idi vhei 08mbASEOridi MGmbeibhei aluhee sariehad, théeotigmaaf
collation is settled as a tinme stanp, so that the tinme having maintained

Wi th equabhd yand Isende eheathddk theaud ti soathi sipgueg x5 . about the equality,
afterwards. The argunments may be used with values relating to the place
where the inquireEven ihmes reefser dheeipquistey, ofictbedraferanaahealoppsnem it

w |l be clearly decided the country whose | aw the contracts should be based
upon. Botkeed tthee opaginel edscinaiiangafeomeatiqn &%sditt ¥af, 20n¢ i3 mati on

bl ocks each other to determ ne the equality of their recorded el ectronic

i nf or mat i oSy neFegnéasethat the gndrepablen tfFasmestenkesd RS ati ng

to the tine of collati d t d th ti t o th
B ot ST TR & 28R AR BT G SERACT Pl BRI g enP Y PP RS T t h

h oth t 25 t tnme. he t ittal,_l.nf ti j tt
oD RUCINEL N RAE R R A AN
ti . di t.he t 1.t i i | . .
sare, U1 S5 S NGNS LRSI She DLESTBORMACk B ocodfieTie

(step 8), [PAVANe]: hS ed copy CB at the same points according to
ol Apdrs sl b

t he sane ision a aD) applied with the division argument a D
which is used by the '

Brief Description of Drawings

15 Fig. 1 is a block diagram illustrating the concept of
the electronic information inquiry method of the invention; Fig.
2 is a flow diagram illustrating an embodiment of the inquiry
method of the invention; Fig. 3 is a block diagram indicating

. ~other example of using this invention; Fig. 4 is a block diagram

20 illustrating another example of using this invention; Fig. 5 is a
block diagram illustrating the second embodiment of this
invention; Fig. 6 is a flow diagram of the second embodiment; Fig.
7 is a block diagram of other example of using the second
embodiment; and Fig. 8 is a block diagram illustrating another

25 example of using the second embodiment.

Best Mode for Carrying Out the Invention

The electronic information ingquiry methcd of the



5 reference A (step 9). Assuming that the algorithmused to division and
seleqtion has been previously delivered and kept by each other. The
inquirer B receives the transmttal information block E fromthe reference
A (step 10). Then, the inquirer B 0 seligacts information el ements according
to the same selection algorithm S (as) applied with the sel ection argunent
as" which is used by the reference A (step 11), relocates the selected
information elenments with.the dnfar ' I n ' . ;

transni t tHtSHFSPnED %nmegﬁhooc{ JJ:JI?I:( g?ggﬂir%lfgean rtgtire%:gg%}ég?gleﬂ 15 el%é'(?{lr oni ¢
i nformati | hayi rigi Lof | hifsQr L SQra GRIRALE W th
t he recorkg%d%c?gpgxéﬁfg?é P%r?ﬁfggrsg?lﬁ ‘\Q/e((S:I)JF glegadctror?igég}lnfegrﬁg% iqaoln Cl gﬁg t he
recorded GORYGBiRaSs-Lifference, it can be decided with a probability
tolerable in practical use that the recorded copies CA and CB has no

di fference. 20 Wrene trha-neleekr eRé Cinvdmyiont ienai sethiehted @nfarguete of bit
data and divided physically at any points, if there is a difference between
t he bat h dafcresst banthé o tslceeedingwhed aremssaryel eapatsabfyt athetnhéhe
different position will be affected by the difference. According to the
above netgwtieist chbac@fnahsilopldebrdedthd sdme acicordsenespetiiviadly,dehfler ence
in any position, because the information retrieved by replacing with the

i nf or mat i on eslabdent soi ewiflided the sheeneshs tthel rRAPEEAERY RRAIINILIAGL 2
coincide with the original copy and has no neani ngf ul - 15 concepts as

there | ackerldoppeEnefytha iformasérRipF prd tihenvhehe RFR RIS nay be
used for confirmng a change in cipher keys. Fig. 3 shows an exanple of the
igent i ofSrREGLREr gg E%F‘ier%]ﬁoﬁg Sﬁﬁﬂi?le?{%‘_‘éé' Wogﬂé 8€n)fki‘%c]tn§ﬂr§‘a§l°n

c®tificate authority or notary. offjce. .The rty_A an he party B
depo|§1'°|t tte té’ch) Er SIEFX%W r élr‘?eﬁ%b%zi%e%teratrﬁd?iﬁgsﬁé%g%u?ﬁoérrﬁ yI.o An); of them
has a doubt.in contents of. t. n ftarwar he-c . i . hrough
1o°t he ol BPRRFIORITES ErrinSr e preflad iy 8 Bre e A SO Gt LBROUO

recor ded glacthonly! AOIEELAIALIbhe GaACt 1S the same as the copy
r

deposited 1n the cértificate authority. Wien the certificate authority

receives an inquifye Get®ll 8ki eRef I@BHHONPARYYaCONGRS NAfhd aet & AStary
reference to forma 15 transmttal information block by dividing the

recor ded & e @PkEehm MOWRIChOR phrthecsepasiddedeponitacin iorigyinafior mati on
el ements and sel ecting adequate el enments according to the

di vi sison/dedwmenitoandl goquidey cartisendticen tef tis icoqtener whegetdrgssanh t he
di vi sion/ sel ection argunents. 20 The party concerned as the inquirer

di vi des hits irseeor ddvartagst rioniee sentbe neanrom isasdansnoereep rasgetter m ned
algorithmw th the argunents, and checks if his recorded el ectronic

i nf or mat iZRAYCE the BePRSETY FECOFEcERRARILY fiodr FBEi BACREY r9TEE by
replacing the indicated sel ected el enents. L t he

el ectroni ¢ i nf or NEREYHMEBESr BEATHT Hb‘ferﬁ‘tp}gfltz?"él}fg%%c e(r)srqcf&g'rb?g:]%f')g confirned
O‘y by _e.%(ec eq:rcle icl:e]gto the appended drawings.
20 Fig. 1 is a block diagram illustrating the concept of
the invention, and Fig. 2 is a flow diagram illustrating its
procedure. Fié. 1 and Fig. 2 illustrate an example of the
electronic information inquiry method of this invention
confirming that the record content recorded by the first party is
25 the same as the record recorded by the other party.
Assuming party A and party B once made a contract and
recorded the same records each other as the written contract.

Party B feels necessity of confirming his own recorded copy Cg to



very small part of the information elenments. The above nethod of the

i nvention reduces | oad of the - 16 communi cations and demand of the

i nformation processing equi pnment's capability, and enables the certificate
authority to process nuch nore demands ffremclients. It is safe enough in
conmmuni cati ons, because only a part of the electronic information 5 shall

be  sent. The certificate authority may keep only the information bl ocks

t hat di vi.ded and ted wit t of ' ned, d
Lhat, are fhwiiied ndagelectad Weh sangen ofADS PaRLh oS pAPGETEd, and
can confi (344 INBLEGXL S iRYIECLB Al RFLHANLER BLOLIBEALN, 0t ded Dy
the party”concerned, and Has an-“advantage that nenory capacity required in

the certifiGale Aut BOLLY i, edused: nbediided wagyal so be used in a

nobi | e. conputer opies electronic information froma host conputer

and is carried 15gMéd heie Ye@bredbe MERly MAY-ceellat erédieesd ot r@nileétion
information to the host conputer, and conpare it with the electronic

i nfornpatien tHe theorabd| @mpmidietheSOndutate eyemrtat Ba (seapt ) plase he can
confirmconformty of the recorded electronic information in the nmobile
conput er wéfdrenice ardgcivds iarigumeatisona p20aki) gtodbe susedligckhdi agr am
illustrating the sane collation inquiry nethod used by a software provider.
When dat sphasesiog plogridien doe dévidbnedihmeggrdednmony cahiants channel s,
it is preferable to confirmthat there is no change in el ectronic ,
i nf or mat | TAlasttingeedements el stepeVedTRS HPUMRRLE| i(dws 2 AndLES Segt to _
convenient to nonitor_the software periodically so that the user woul d not
u! a fal 5?9 ile@udspEvRr 8% 3dny reason. But it is difficult in comercial
nfirm genui nen f jth v i ransmttin
;Jhe t100 €0 geTIl\.Je r%c%?:%le% cgg;aeisfg g‘:‘.\;idedasl%t%a%%%et thﬁl cgnea Sr_n tting
information elements according to the division algorithm D (ap)
applied with division argument ap (step 4). For example, the
recorded copy may be divided into several hundreds of information
elements. It is preferable for security of the information in
15 communications to divide the electronic informaticn at any
physical points in the queue of bit-data, rather than to divide
it according to blocks having some meaningful concepts.
Then, some elements are selected among the divided
. _information elements according to the selection algorithm S (as)
20 applied with selection argument ag (step 5). The selected
elements are preferably distributed throughout the whole
- electronic information.
A transmittal information block E is formed by
rearranging the selected information elements (step 6). The
25 transmittal information block is only a small part of the
original document C,, thus the communications channel is

effectively decreased with transportation of information guantity

because it is rather small than the original information quantity.



- 17 whole data, therefore the requirenent has not been satisfied yet. On
the contrary, the collation inquiry method of the invention satisfies the
requi rement of the software providers. A provider priorly inserts a
division/selection 5 algorithmin the-ptdgrans and dat abases which are
delivered to the users. When the provider sends the division/election
argunents ( a Db a S) to the user on command, the user divides the prograns

ded | ect ic_inf ti it - i | ,
el ect s sand Y (dr% Brbncs T e s e B s e Tor e a
sel ect ed 9&&&514%&11;%%5 gggﬁ%é%eéagner\td?:e RV LJer thghgrﬁ%ﬂ'y&ild%ﬁf@'r}ﬁhg§§nt he

ori gi nal copy of prograns Ivered into information el enents

accordi ngpbo, (e sane ahgothd MBs@ngk eRl acegihhe soiupmt itk ekeaepks at
the places 15 selected according to the sane algorithmw th the information

el ement s i pgbaad dnh cliBReSES 6fdy W BaekoEy Fbusmbhed pirayigler retrieves the
el ectronic information. The provider can check if any falsification exists

in progragBramraget bY the ebanenty magnbier spagifliéd drente retleeenothe
retrieved electronic 20 information with the original copy. The provider
can confiahygermimeéndss) of Thee iodpymaptobycaroisamiong skeuredrirved
information with the recorded copy but only by checking that the retrieved
i nf or mat | oPrhEsL Gl omsahy ngt xamvlemoe B, CARBBEERAgER® HHOmERenreAnfokBd
met hod, periodical 25 checks can be executed in practical, because only
very snalFay s efeuodn tquahrids Witodind opBatkenakiyedl. Orfhe e ARG tE| WRERoni ¢
information inquiry process of the inveption is to, confirm genui ne gss of
tgme user s ROYIFE tRe S6FHEHEY LSJQFOQQ?POFHﬁt? fcFrieR_Hops éﬁptﬂFg,out
racterized.in that a user holds . a g@rt of éhe digided originals, and the

h
ﬁser g%ndicfﬁﬂﬁlﬁﬁgfﬁsoFdYﬂ%t??ﬁ?ﬂﬁnﬁﬂ' 7 £8°4 t2rifiTcate authority on
demand of collatigp, 2and tO& Loy becabec AR AP idaGhRekS LigNtity OF the

the division. According to the above method, the time of
collation is settled as a time stamp, so that the time having
maintained with equality will be clear if there is a dispute
15 about the equality, afterwards. The arguments may be used with
values relating to the place where the inquirer or the reference
exists. According to the system, it will be clearly decided the
country whose law the contracts should be based upon.
‘ . Both of the parties may exchange their transmittal
20 information blocks each other to determine the equality of their
recorded electronic information. In this case, it is preferable
to make the arguments relating to the time of collation and to
record them as time stamps, so that the arguments may be used as
evidence that the both contents were agreed with each other at
25 the time.
The transmittal information block E is sent to the
inquirer B (step 7). The arguments (ap ag) may be sent at the

same time as sending the transmittal information block E.



S original information to the information conbined with the received part
and its remain part which is recorded in the certificate authority, and
sends the result to the user. Fig. 5is a block diagramillustrating the
second enbodi ment of the invention, andi Fig. 6 is a flow di agram show ng
to the procedure for using the second enbodi nent. The certificate authority
divides user's authentication information into a part A and a part B (step

21), records the first part A_on an |IC card, for exanple, arslq(j delivers the
card to the user TR§ SRPRFerTReTIBSRHVEUYT'S AERIE SRop 2and 2sHows i §¥X%r d

15 (step 23). The shop transm_ts the i.nformati.on _part A.r rded j I C
card to ttﬁ’ég FEFEFERCRLR {ﬂi%oﬁl)t'yafigt gbvzzq&s' Hie Igeé:rotridelcgg gyagf h%?it%rgee
conbi nes the part A of the infar [ ecelved fr h i yh t he
remai n paf’ralmeB%Pé%Fd%cc’ic?rr?ﬁt% £ %org%é,&%hﬁg#eg%?#?gh@dgﬁtq&t@ (step
25). He c hent c Q.. [ fat 1 ar dsl ihation of
the infor tll%%?]i ﬁ%jécgj}egéﬁ'qﬁl%q{&#eg?%ﬁ%g?g %Hgﬁﬁfg ﬁ'%f grsﬁgt}iggnng&B@i n a nmenory
devi cq resddsnicd hhesosd gnaladsiiengathen. cihachacknkessky £6 transnitted
to the shop (step 26). The shop can meke transactions trusting the check
result. 2f ihecabare ssrdididmauist YedBt Posvinsad, e ltikerddvadedcémt dsyrat i on
is also available in online nerchandising. In an online nerchandi sing, a
menory dexddie odhewser's conputer is used instead of 1Ccards. - 19 1In

t he system of the second invention, the information kept by the user is
only a divided parte dindquieenhsl eecafvesdthicorransmd taal hinfopeatiorcannot
know t he content of the original information if he can access the

i gor mat idrakeEofdeon tie ttef ey anser As (gbsP cE0) AT, thesdpguéketdh in a

C nications traffic because very small portion of the infornmation and
the dleclealestist infpymation rdefivntecacERFdRH ThdhGo R E§tFEhE°®hannel

between the certificate,authority .and the shop., Though fig. 5 indicates the
certificaIORMABriT 219 W%?qré’%ﬁg‘ﬁeﬁﬁ S W’b&f&“ﬁf}eﬁ‘g B HFidrifat i on

fromthe both sides, the shop . itself confirmth enuihn S receiving

the rest H¥e% R¥ itﬁFoFﬁg?l?ed}F rpbngst%ﬁg gg?/tiﬁ;?rhc%?aemeésu?cﬁ%r ist%;@?gggé. 7is a

bl ock di agram show ng.the sec odj i | J 0: L kcation by

2 bank. 13 HRIRSAAR VIS AL Carer oy R T o e A A

del i vers ~ it anWdiknt Beobkr st (Padd 14)t,0 ahlae rdeposié Hrenand

records t‘%leecgcgégﬁg&gg%% itEli{l n a d-ILatnabage helél ir?hi s menory device. Such a

cash jGar kb 1ic-tGRRV Nk Bb i drelT ] eMdinghahe Srifiddennidriatiendasahase

address of the bank where the 20 rest part of the secret key SK is |ocated.
as to compare with the recorded copy Cs . If the retrieved

electronic information C: and the recorded copy Cz has no
difference, it can be decided with a probability tolerable in
. practical use that the recorded copies Ca and Cp has no difference.

20 When the electronic information is treated as a queue of
bit data and divided physically at any points, if there is a
difference between the both information, the succeeding
information elements after the different position will be
affected by the difference. According to the above method, it is

25 easily decided if there is even a trivial difference in any
position, because the information retrieved by replacing with the
information elements included in the transmittal information will

not coincide with the original copy and has no meaningful



When a depositor merchandises in a shop, he provides the card to a term nal
device in the shop. The term nal device of the shop reads the first
fragnent A witten in the cash card and sends it to the bank. The bank
conbines it with the other 25 fragment Bgkept in hinmself so as to retrieve
the secret key SK. On the contrary, the shop inquires the bank to receive
the second fragnment B of the secret key SK recorded in the bank and
retrieves the secret key SK by conbining the fragment B and -, 20 the

ot her fragRBAEPES whi dhsIe A6 Fd@@PQﬂFWﬁ%ﬁ 8Epbat t HiSeTFIEIRARI M t he shop

can exchange information usiqﬁr%he conmon $e ret key SK. Accqrding.to the
above- ment i oned mMEtRodAMEWBSFHD MRt PENU8SF r SYhE P8 oMW S 37 or m

t he secret.k§¥ ﬁg only when it is actually required to exchange
i nformati GAP"Thus®YY" is safe because there is no secret key in usual. The

secret key SK my i 1 9pLaduoedh ustuLl e e AALALAR! hod exehange s

fini shed by freshly?dividing 0 deltvering them again to the
dat abage 95nfbfh$%gw§éﬂﬁQnEH§s§beaiﬁg(EBPEB?EQGPP§'§(Hérﬁlﬁﬁcéﬁé”1nal devi ce

of the shop can te the cash card. is case, it is preferable for

the bank Latrd6s8i¢PYord he nBoElkyWBELid s delivered to the depositor, so that
there is no conplete formof the secret key anywhere for security. O they

15 may reform newrsecpaitey,ari Whie paktandl dépdgiitbtthe tberrdct tdfe parti es,
if necessary. If the secret key is reproduced every after inquiry, security
of i nf or magtesamemnagerotiat cesteff catediuthbeitpt hamy off tthiess baboalidweidt can
forma virtual private '~ traffic in the public conmunications network, so
tdast it map bentéhtsed fthe dehivast mftessvredskdys o clongiomdikreudiut ed

y to the contracted audi ences of such as satellite bnoadcastinqland used
to retei vehe| ebedt iy dnforpatien soquiryanepeodmy itd¢ foverbherrihat
providers to distribute prograns, only to their designated users. 25 Fig: 8
i s a bl ocRi8i BeFeFASd 1aleErEPRRg HHEUFRELORt PENTERS SATERSEN:Br 1Rt i e
delivered by a user is conbined wi.th informatjon_s l.ied froma reference
data cent 8F. FiReSREeFPLEHTE hn\(,:\g?% C\ﬁ’rittltféﬁatxft?lu ddment A of the

A I T L g g T e R e
furni sh C8Eif£££%htf¥aﬂ @ﬁgsparty concerned, acts as a reference to form a

15 transmittal information block by dividing the recorded electronic
information of the deposited contract into information elements
and selecting adequate elements accofding to the
division/selection algorithm, and send it to the inquirer

. together with the division/selection arguments.

20 The party concerned as the inquirer divides his recorded
electronic information based on the predetermined algorithm with
the arguments, and checks if his recorded electronic information
is the same as the electronic information retrieved by replacing
the indicated selected elements.

25 Thus, conformity of the electronic information recorded
by both parties concerned can be confirmed only by exchanging
very small part of the information elements.

The above method of the invention reduces load of the



When a user nerchandises in a shop, the user provides 5 the shop the

i nforimation fragment A recorded in the card. The collation term na

receives the remaining information B stored in the collation data center,

and conbines and retrieves the conplete gnformati on A+B.
avai lable in autonmated teller

Such systemis
machi nes 10 whi ch obtai ns user authentication

by t hensel ves using confirmng facility of genuineness of the cards. The

o Srt L SRS, WU ROt Rh oLyt el BT g gl Loo01 ¢ (o
(e Sect o gD L b BUIEY, Ao BuboTo S mdicy)astagiy ok o

rca ny t

party cannot read the content

of the medigalssheel, RKA6t binddamdhe Leieard. Mo hecpahbagh shows the

IC card t

or "on a ] our ney, e doctor requests col

ation to the

family dogtaf o diSsdeshibsudL 2aLar garthen the dardtnsndect afosantlsord he

ot her doctor the 1 nformation which makes up the | acking portion of the

medi cy

shiegir dheLt-her doctor can certificate the patient and nake an

adequat e di agnosis. and treatnment referring to the retrieved nedi cal sheet.
25 The |1 C card recaedeag-iEidiatal asheetriayamyikegpt onflhethavaniémattias hi gh
confidentiality as anyone cannot read out content of the nedi cal
i nf or mat i ohodk®nuHate acar divinket ianck sadenged helthatdansgntt Ré fbdiparties

information to be recorded in the card, - 22 decreasing quantity of

i nf or mat i opncermas,t rads send ethe hinfirpmathencbhaeki 2at IvHsl chafnerliatifat
communi cation tinme is saved and data is secured in comrunications.

a
[

bge desEyeptihm above MaERed eraraf@nERE™ of FREKR %5 S4Se CHRRFRr Bt

rmati on processing devices, thou he. i nqui rer
10 eleé%ronic inTormation record%g gy thecb

an advantage that memory capacity required in the certificate

authority is reduced.

In the

arty concerned, and has

The method may also be used in a mobile computer which

copies electronic information from a host computer and is carried

15 with a user. The user may collate the electronic information to

the host computer, and compare it with the electronic information

in the mobile computer, so that even at a remote place he can.

confirm conformity of the recorded electronic information in the

. ‘mobile computer with the original information.

20 Fig. 4 is a block diagram illustrating the same
collation inquiry method used by a software provider.

When data-bases or programs are delivered through

communications channels, it is preferable to confirm that there

is no change in electronic information of the software received

25 by the clients. And it is convenient to monitor the software

periodically so that the user would not use a falsified software

for any reason. But it is difficult in commercial use to confirm

genuineness of databases with vast capacity by transmitting the



and the reference may exist in the same conputer in applications of the

i nvention. Making contents un-retrievable of keys of cryptography, ID
signs, passwords, and so on, security of the recorded information is much
inproved. It is preferable for the 10_reference to be a renovabl e nenory
medi um whi ch conputer hackers hardly attack. Qther easily portable, usual
nmedi a such as fl oppy disks instead of I1C cards may be used as the nenory

bar 15 CoMEELarAE e SHPBACRApG AR SPRRLOITT oGP e AREEPEyoRey ot
bar 15 codES&nt"s g Bt dt° AT yERSTEE
or ocess of The | miBhilancos0 Gt nensab o Fha b Iay, BRP RS T e i ion

files kepﬁnbg?ﬁi%hiégﬁﬂsr EsCoik d#ff%ﬁgheegf(¥ﬂ gafﬂd&%%SBEFB%ﬁgrs.

el ectronic information blocks nmade" fromonly small portion o

recogni zed 3|eCtr@PbQOVB&é¥!E¥ﬂd%@y Thee st 91£.qi6ARf bhBELast pst ween the
parties concerned or collation thifough a certificate authority 25 are

hi ghl ys sequgedi agai st Heepkagtan®f andl daiBbheds dilidlg sG@Maent ¢gake@nsoand can
be easily executed with a light traffic |oad of comunications . - 23
CLAI M5 1. tAs etecd ) Whe® Lhé&Oprmiider isefdsr yhaedinack icomeliestignt he st eps of:
connecting an inquirer and a reference through a comruni cati ons channel ;

t he ref er engemeeterha pi ngglartarkhpenmeaer onb ahinwmagidng thef isst @életdeorile
information which is stored by the reference into nore than one information
el ement bRsedrams aatioridgings st psrtirchwcappfeete iiarh igdgiod sgvgudent , sel ecti ng
information el enments fromsaid divided el enents and generating a

tgmansmi t t ARTPARMTIAR icdSIBNBTK TS6ESat FAPS sf dtheeed@meatsl BABRESCr 02Based on

a®gel ecting algorithmapplied with said ar nt, and sendi ng said
transﬁ?ttégd??#kﬁqnﬂ%gﬁﬁlgh%ckf%ﬁﬂf §a?893F§%HQEEOQK)ESaPHdiﬁaﬂg§e+F Gd the
i nqui rer ggceivin. said transmttal information block and said argunent,
di vi di ng &SRR 8 ectronic infornation which is stored by the inquirer
into nore than ong, 15 infq{

al gorithm as used B;? PRe"¥ eefr?;dé'%g'ggégﬁgte#i%%l%%lggfépg?g&agﬁg%%gdésg:{e}gtbleng a
BE7L O SRR RAs) el A IGR b AN SeLel) Sotkgle] L a0p! oo
el ements hngbptadh, Rind@irlpld @ MBret ahrbPhOFIBH iQRments at the places
15 selected according to the same algorithm with the information
elements included in the selection block E. Thus the provider
retrieves the electronic information. The provider can check if
any falsification exists in programs managed by the user, by
. ~confirming difference between the retrieved electronic
20 information with the original copy. The provider can confirm
genuineness of the copy not by comparing the retrieved
information with the recorded copy but only by checking that the
retrieved information has any meaningful content.
According to the above-mentioned method, periodical
25 checks can be executed in practical, because only very small
information quantity should be exchanged.

The second electronic information inquiry process of the

invention is to confirm genuineness of the users or the recorded



20 block to generate a third electronic information, and conparing said
third electronic informati on and the second electronic information. 2. An
electronic information inquiry method conprising the steps of: an inquirer
dividing an original electronic 25 infamgmation into nore than one
information elenment, selecting a part of the divided elenents to forma
transmttal information block, and sending the transmttal information

block to a reference;, the reference, holding said trangsmttal .information
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i nformation mnfh the held information. 3. An electronic information inquiry
method cosprdisiang iA@okhs: SIeR® ehe dh¥odhaty oan cebgheal wetiectreoni c
information into nore than one information el enent on the base of an

ar gument , r&efiareat bagtsand idsvidedinnpartratiioh dlsementsdedtin the parts which
are to be conbined into one body to retrieve the original information, each
of an i nqsrerfiaadeaatnehiarience akdepengs edwh mesalt5tof thaiwseamw parts, the
reference sending the inquirer the divided electronic information kept by
the reference on Feguestis anblonk dirgramedliesErating e S®Ggchal

el ectronic information by conbining the electronic inforpati on sent from

t o ref eremaslizeat, phetlkd dnviemtiony nded nekd -of Répe S}OVH%4?9Eﬁﬂré§QWl?€ 4.

AWPe| ectronic information inquiry nethod, conprj.sing the steps of: dividing
an ori0gi ridhe aracedyarciPhfETigt 6/ Fﬁ??PqnﬁWQOFHEﬁngne i nformation el enent

on the base of an_argunent,, separat.i ng said_di,vided Informmti 2nent s
into two parts V\h?]ﬁﬁg%?’étltf&cﬁg c%%}??%dtn FE3LeRe baay %oa reefl%g\?gltgﬁg
original 25.infarmtio each .o i [ L.er er j each
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el ectroni fJI.f apt iApg?kf‘rPtI'dnéaEB§ EpAUL LRIl d, hankehel eneLs ratd i avwidigd he

original €lectronic infornmation by conbining the
the user (step 22). The user buys items a shop and shows his card
15 (step 23). The shop transmits the information part A recorded in

the IC card to the certificate authority (step 24). The
certificate authority combines the part A of the information .
received from the shop with the remain part B recorded in the
‘. ~authority, and checks its identity (step 25). He can authenticate

20 genuineness of the IC card if combination of the information A
recorded in the IC card and the information B in a memory device
results in the original information. The check result is
transmitted to the shop (step 26). The shop can make transactions
trusting the check result.

25 The above credit inquiry method based on the divided
information is also available in online merchandising. In an

online merchandising, a memory device of user’s computer is used

instead of IC cards.



- 25 electronic information sent fromthe inquirer and the electronic

i nformation kept by the reference, the reference-examning if the retrieved
information is the same as the original information, and the reference
informng the exam nation result to thed inquirer. 5. The electronic
ifformation inquiry. nmethod according to any one of clainms 1 through 4,
wherein said information elenent is fornmed by dividing physically the

el ectronic information having a _bit data format. 6. _The, el ectr.anic
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el ectroni ¢ inforpation Ainto t i i.0 t based on
o i vi di TR GorTEhth EF (a0 AbalT Sho ERaC STl e S Sunsa? ab sel sots 5
| nf or mat 1.1 GLeTenhs; Eramddie Modsded el enpobmaaith ganeiakasia thansnittal
i nf or mat i'6H broc based on a sel ecti ng algorithmS (as) applied with a

sel ecti “glszéxg%”%(rﬁééa 208 isends sbhe bhatshi ihad dddreinTekikoonbdl eearfic

acconpanied with the argunents (a aS) to an inquirer B, and the inquirer

di vi des thesiser ¢dr{OsRiEL giGn RIFOLAB! i oflo Sl tian ke thhachevke
information el enment and selects a part of the divided el enents based on the
sane di vigiig tapelgehest i righaligardd teolghatle , c@nfiasicadd ons edhayyne he
reference A applied with the argunents (a D, as), replaces the selected

el ement s bétWeenhehienter tifiaateelaerpbors tynghd dete isharhe 15 transnittal
information block E so as to formthe third electronic information CI, and
cmr es it with Theugh diied &l éodiearesi HiorgrrGidiceset 8UERFt¥n i dentity

b en two of the electronic information CA angl CB. . .A%u.A@ﬁ.A A

A AN . meEixes. A@UM%’!Q@.W combining the information Irom e both

(ASLE-A ls'iﬁens\f' éhe' él’%bAiS‘ééeAIfY'mégF'céQf:iéﬁ' fhe Agémﬁ.sn(e:n%lés ré‘geg.ving the

rest of the information from the certificate authority.

Fig. 7 is a block diagram showing the second embodiment
is applied to certification by a bank.

15 The bank divides the secret key SK into two parts A and
B, delivers a cash card written with the first part A to the
depositor, and records the second part B in a database held in
his memory device. Such a cash card is convenient for retrieval

. ‘that is written with the database address of the bank where the

20 rest part of the secret key SK is located.

When a depositor merchandises in a shop, he provides the
card to a terminal device in the shop. The terminal device of the
shop reads the first fragment A written in the cash card and
sends it to the bank. The bank combines it with the other

25 fragment B kept in himself so as to retrieve the secret key SK.

On the contrary, the shop inquires the bank to receive
the second fragment B of the secret key SK recorded in the bank

and retrieves the secret key SK by combining the fragment B and
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users.

25 Fig. 8 is a block diagram illustrating an application in
which information delivered by a user is combined with
information supplied from a reference data center. The user

carries a card written with a fragment A of the information, and
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collation terminals.
When a user merchandises in a shop, the user provides
5 the shop the information fragment A recorded in the card. The
collation terminal receives the remaining information B stored in
the collation data center, and combines and retrieves the
complete information A+B.
. Such system is available in automated teller machines
10 which obtains user authentication by themselves using confirming
facility of genuineness of the cards.

The electronic information inquiry process of the
invention is applicable to medical sheets. A family doctor
provides an IC card to the patient in which the doctor records

15 information of the patient’s medical sheet lacking a specific
part of the medical sheet. Any third party cannot read the
content of the medicai sheet exactly from the IC card. When the
patient shows the IC card to other doctor on a journey, the

' ~doctor requests collation to the family doctor who issues the IC

20 card. Then the family doctor sends the other doctor the
information which makes up the lacking portion of the medical
sheet. The other doctor can certificate the patient and make an
adequate diagnosis and treatment referring to the retrieved
medical sheet.

25 The IC card recording medical sheet according to the
invention has high confidentiality as anyone cannot read out
content of the medical information from the card. And increasing

the ratio of the medical information to be recorded in the card,
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Other easily portable, usual media such as floppy disks
instead of IC cards may be used as the memory media recording
divided information. The information may be converted to bar

15 codes and record on paper media.

Industrial Abplicability
As described in detail above, according to the
' ~electronic information inquiry process of the invention,

20 genuineness of the electronic information files kept in the
inquirer can be determined only by transmitting electronic
information blocks made from only small portion of the recognized
electronic information. Therefore, confirmation between the
parties concerned or collation through a certificate authority

25 are highly secured against leakage of information during
communications and can be easily executed with a light traffic

load of communications.
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information block and said argument, dividing a second electronic '

information which is stored by the inquirer into more than one

15 information element based on the same dividing algorithm as used
by the reference applied with said argument, selecting a part of
said divided elements based on the same selecting algorithm
applied with said argument, replacing said selected elements with

. “the information elements included in said transmittal information

20 block to generate a third electronic information, and comparing
said third electronic information and the second electronic
information.
2. An electronic information inquiry method comprising
the steps of: an inquirer dividing an original electronic

25 information intc more than one information element, selecting a
part of the divided elements to form a transmittal information
block, and Sending the transmittal information block to a

reference; the reference holding said transmittal information
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10 the steps of: dividing an original electronic information into
more than one information element on the base of an argument,
separating said divided information elements into two parts which
are to be combined into one body to retrieve the original
information, each of an inguirer and a reference keeping each one

15 of said two parts, the reference sending the inquirer the divided
electronic information kept by the reference on request, and the
inquirer retrieving the original electronic information by
combining the electronic information sent from the reference and

. .the electronic information kept by the inquirer.

20 4. An electronic information inquiry method comprising
the steps of: dividing an original electronic information into
more than one informétion element on the base of an argument,
separating said divided information elements into two parts which
are to be combined into one body to retrieve the original

25 information, each of an inquirer and a reference keeping each one
of said two parts, the inquirer sending the reference the divided
electronic information kept by the inquirer, the reference

retrieving the original electronic information by combining the
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10 6. The electronic information inquiry method according

to any one of claims 1 through 5, wherein said argument is formed

based on a value relating to a time on request of inquiry.
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dividing and selecting algorithms D (ap) , S (ag) as used by the
reference A applied with the arguments (ap, ag), replaces the
selected elements with the information elements included in the
15 transmittal information block E so as to form the third
electronic information C;, and compares it with the stored
electronic information Cgto confirm idehtity between two of the

electronic information C, and Cs.



