1 GLOBAL ASSET RI SK MANAGEMENT SYSTEM AND METHODS
[0001] This application is a continuation-in-part of
U.S.. SPatent Application No. 09/619,245, filed July
19, 2000, the entire disclosure of which is hereby

i ncorporated by reference as if set forth fully
herein. [0002] This disclosurea contains infornmation
subj ect to copyright protection, The copyright owner
has no objection to the facsimle reproduction b
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appears in the U S Patent and Trademark O fice files
or records, but otherw se reserves all copyright rights
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I nvention [0003] The present invention generally
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Further, asset nanagers and security directors mnust

assess and/or mtigate increased risk to assets such as
people or facilities caused by a variety of factors

such as security threats or transportation issues.

These probl ens cBACKGROUNINOHWHE BRHERIEAN)  ves, .
Whenever a travel problemor threat event occurs,

however, typically the information necessary to avoid

i t, ©eldsIhtNelnventions avail abl e sonmewhere, if only the
travel er or asset manager had known about it.. Thus,
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invention more particlilarly relatés fo a method and system for assessing and mitigating

risk associated with one or more assets.

Background Information

[0004] Millions of travelers are afflicted with problems each year, problems
involving their health and safety, the timeliness and quality of their trip, and their
famniliarity with their destination. Further, asset managers and security directors must
assess and/or mitigate increased risk to assets such as people or facilities caused by a
variety of factors such as security threats or transportation issues. These problems cost
time, money, and even lives. Whenever a travel problem or threat event occurs, however,
typically the information necessary to aveid it, or solve it, is available somewhere, if only
the traveler or asset manager had known about it. Thus, there is a pressing need to

develop a system which continually monitors the world for pertinent travel-related




travel ers or asset managers when, where, and how t hey

need to use this information., SUMVARY OF THE | NVENTI ON

[ 0005] the nethod and systen%of the present invention

have nmet the above- descri bed needs by providing a

met hod and system for the automated delivery of travel

i nformati on when, where, and how travel ers need it

[ 0006] The invention provides a nmethod for providing
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source; transformng the acquired information into

information pertinent to travel related-.activities;

using rules for apphyvivigRYISE THEARSIINTRIN L r avel

information to the consumsr speC| fic travel profile;
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collection subsystem for obtaining mforrna‘uon from at least one data source; an analysis

subsystem for filtering the obtained information to identify its travel related
characteristics; and, a distribution/storage subsystem for directing the filtered data to at

least one portion of the system for providing travel related information.

[0608] It is therefore an object of the present invention to provide, in one
aspect, a system based on five elements: a global operations center, which continuously
collects, analyzes, and processes information pertaining to travel from at least one
information source; a data store for holding the information; a profiling system, for

capfuring and maintaining traveler profiles; a rules engine for appiying rules pertaining to




travel based on the traveler's profile; and a plurality
of online products that incorporate and deliver the
rel evant travel information. _[0009] It is a further

obj ect of the invention to provide, in another aspect,
a continuous creation of information in an
intelligence operations center, and its storage in the
data store, to provide travel related information on a
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aspect, to package travel information in an electronic
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detail ed description of the invention when read in

conj %Sﬂ]o%yﬂ}epm&geemc 5 ggﬂatg mlar)]zginclude recetving travel intelligence
from at least one travel intelligence source, receiving asset information from at least one
asset information source, and generating a risk assessment report based on the travel
intelligence and the asset information.

[0014] These and other objects of the present invention will be more fully
understood from the following description of the invention and by reference to the figures

and claims appented hereto




draw ngs in which: [0016] Figure | is a |logical and
functional architecture di agram show ng an enbodi nent

of the nmethod and system of Ehe present invention;

[0017] Figure 2 is a block dragram of an enbodi nent of
the present invention; 10018] Figure .3 is a block

di agram of an enbodi nent of the present invention;

[0019] Figure 4 is a flow diagramof an embodi ment of

the present inBRIEFQESCRIBOPON G HEDRAMINGS | ow

di agram of an enbodi nent of the present invention;

[ 0021 otasgursefifl indeRtanyinp @fiiaiiaghdth odn bh"lga‘éﬂiﬁaldﬁbmﬁmmbéwmg
t he_present .inventjon;.  10022] Figure '7 is_a_System
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8 is a flow diagram of an enbodi nent of
thga(e&ggé e“q?‘gl nvention; 100241 Figure 9 is a system

di agram of an enbodi nent of the present invention;

[ 0025100F6p uFepuid] isa RgRysdndrugtitidgalantitfcare dagani siewing an
of the present invention; h3g26 Figure 11 is a
emhpiimeat efile geod &ﬂﬁd)’%ﬁ?& PISAVERYRSEPRENt of the

present invention; [0027] Figure 12 is a system di agram

of ané(ﬁf}g??ig é 2 ?sfa 151'8%( Bﬁgﬁﬁn&ffan eﬂ%%ﬁloo%? {hQ%?%Lnt invention;

Fi gur ystem am o nment
pr esent inventl on 5 [0029] Figure 14 is a system

di agr po018f afgu@mmh BBk diefratnhd aprea®@diment BIAB presait invention;
[OOBOfw Figure 15 is a flow diagram of an enbodi nent of

the present invention; [0031] Figure 16 is a flow

di agr {0A18} Figuesrh s Rewdiagram plansrebosiment of ehetiresent

%{9}032{; "Figure 17 is a system di agram of an enbodi nent
e{“ﬁé]’pr esent invention;

[0020] Figure 5 is a flow diagram of an embodiment of the present invention;
[0021] Figure 6 is a system diagram of an embodiment of the present invention,;
[0022] Figure 7 is a system diagram of an embodiment of the present invention,
[0023] Figure 8 is a flow diagram of an embodiment of the present invention;
[0024] Figure 9 is a system diagram of an embodiment of the present invention;

[0025] Figure 10 is a system diagram of an embodiment of the present
invention; .
[0026] TFigure 11 is a combined system/flow diagram of an embodiment of the

present invention;

[0027] Figure 12 is a system diagram of an embodiment of the present

invention;

[0028] Figure 13 is a system diagram of an embodiment of the present

invention;




[0033] Figure 18 is a flow diagram of an enbodi nent of
the present invention; [0034] Figure 19 is a flow

di agram of an enbodi nent of the present invention;
[0035] Figure 20 is a conceptual flow diagram of an
enbodi nent of the present invention; [0036] Figure 21
is a systemdi agram of an enbodi nent of the present

i nvention; [0037] Figure 22 is a system di agram of an
enbodi nent of the present invention; [0038] Figure 2:3
i s a $829¢midiuwagilaim odfysem dadradiofantembbditleat pffths erebent
Lnveption; [0039] Figure 24 is a systemdi agram of an
dh5BEHent of the present  invention; and [0040] Figure
25 is a functional flow diagram of a gl obal asset risk

gangggmm ; Ff%%%%‘qs ::%(8% gfag%nf é’f agl #@%ﬁﬁ%ng?fth&pr%sent invention;

gl obal asset risk nmanagenent nethod according to at
| east [(03¢] eFhed Neita ffow [RGAR ofAnGitdddrert S 818 present invention;
illustration of a risk assessnent determ nation
according to at |east one_enbodi ment [0043] Figure 28
is an[@%g}rpf@uye Ebigracystemt b gmem phae cmbedimghingf thopigsent

oPNe  enbodi ment; [0044] Figures 29a and 29b are
exen'pcf ary general interactive pages showi ng general
details associated with a source according to at | east

one e[08d8] nBigure {PV4T]ovligirat FQnietnbadBinghe 5PIh8 pyesent invention;
comments interactive page showing coments associ ated
with a source according to at | east one enbodi nent;

[ 0046]00B#uFwus1lg is adlpvesiegrpmantian gutbadiaent phithe prasentyevention;
page show ng netadata associated with a source
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invention;

[6036] Figure 21 is a system diagram of an embodiment of the present

invention;

[0037]) Figure 22 is a system diagram of an embodiment of the present

mvention;

[0038] Figure 23 is a system diagram of an embodiment of the present

invention;

[0039] Figure 24 is a system diagram of an embodiment of the present
invention; and

[0040] Figure 25 is a functional flow diagram of a global asset risk management
system according to at least one embodiment;

[0041] Figure 26 is a flow chart of a globa} asset risk management method

according to at least one embodiment




[0047] Figure 32 is an exenplary contact interactive

page showi ng contact information associated with a

source according to at | east one enbodi nent; [0048]

Figure 33 is an exenplary sofirce ratings page according

to at | east one enbodinent; [049] Figure 34 is an

exenpl ary additional intelligence page in at |east one
enbodi ment; [050] Figure 35 is an exenplary reference
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one enbodi nent; [052] Figure 37 is an exenplary

anpipdiimsntal intelligent ratings interactive page
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[050] Figure 35 is an exemplary reference document page in at least one
embodiment;

[651] Figure 36 is an exemplary additional intelligent metadata interactive page
showing metadata associated with an additional intelligence source according to at least
one embodiment;

[052] Figure 37 is an exemplary additional intelligent ratings interactive page
showing source ratings associated with an additional intelligence sowrce according to at
least one embodiment; and

[053] Figures 38a and 38D are exemplary pages of a risk assessment report

according to at least one embodiment.




herein, a "consuner” can be an individual, a plurality

of individuals, a conpany, and/or any other entity

that uses travel-related information. As used herein, a
"consuner-specific profile” can include any

information that relates to a consuner's travel

pref erences, such as, but not limted to, any one or

nore of the follow ng: destination, node of travel,

health condition of traveler, travel risks associ ated

with a par tRELAHEROHESGRIPTHN OINBHE E3BODEWENTS
"informati on source" as used herein can be any

electronic, witten, verbal or other source from which
dat aTees Iaprelefdveskicaan®F Ositiehal Ashiteadedier ei n can

refer to a product and/or a service. [0056] Referring
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site fromwhich travel analysis is delivered to the
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in the information transformation |ayer 6, data
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anal ysis step 10, A functional architecture of the
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busi ness rules 14 for treatnment of current and future

mredugbinddertasserdteat ed to  heal th and medicine. The
research and analysis step 10 of the information

S DT aink P B e 1354 okl RGBT Siown, e

method and system of the present invention can be repiesented as five architectural layers

that represent data processing from information acquisition to product/service delivery. In
the information acquisition layer 2, information regarding travel can be acquired from
information sources 4 such as other Internet sites. In performing the function of
information acquisition, these information sources 4 may or may not be partnered with

the home Internet site from which travel analysis is delivered to the individual consumer.

[0057] Referring again to Figure 1, in the information transformation layer 6,

data retrieved from information sources in layer 2 are processed through at least two




findings fromclinic networks 16 that are researching

the status of communi cabl e di seases at a given travel
destination.. In the i nforma§| on transformation | ayer

6, data acqw red is validated and recommendati ons for
further processing of that acquired data through the
travel net hod and system of the invention are
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agaivent o Riayal destinationolbube indamation txdnadhmmﬂymi@eoé,odﬂ&acquued

O A e Sl SR PR ECng of ] SugioRdad tough te
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desirable for a consuner to request and obtain travel
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characterization and distribution list development 24 {discussed in more detail

hereinafter) are produced and provided as products/services for the consumer.

[0059] Referring again to Figure 1, product/service delivery 26 occurs with
regard to providing the travel information to a consumer. In this step 26, the consumer
receives desired information regarding travel to and from a particular location of the
world. The product/service delivery step 26 can be performed through a variety.of
suitable delivery channels 28, including without limitation, the Internet, wireless

communication media and apparatus, business intranets, kiosks or other virtual and/or




varied information sources The information

transformation |layer 6 includes extract, transform

and | oad sub-processes, and uni que, externa

application of expert research and analysis The

i nformati on devel opnent/application layer 18 includes
interactions wth subsystens such as alert and event
nonitoring; extract, transform and |oad sub-
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Travel Information Technology Implementation Architecture

[0062] In summary, referring now to Figures 2 and 3, the technology
implementation architecture of the invention is a descriptive set of a plurality of
technology subsystems or segments, each of which can be considered as part of one of
severa] functional systems: collection 32, back office 34, content repository 36, products
38, internet site 40, and distribution 42. Figures 2 and 3 illustrate the relationships

between and among these different technology segments.




enabl es the determ nation of sites in use that should,
based on subjective or objective criteria, no |onger
be relied upon for accurate, tinely, or val ue-added
content. [0064] Content in t!le i nvention can be
identified by manual nethods perfornmed by subject
matter experts (SME s) 52 or individuals wth donmain
expertise using public search engines; for exanple..
I n anot her aspect of the invention, once a base set of
content sources has been established, an automated
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implemented in accordance with the invention.

[0066] A blanket robot can exist, for example, that combs the web simply for
the word “travel,” then discards duplicate hits or hits outside of <Title> or <meta> tags
Utltimately, these robot processes may evolve to several robot processes that can look for
specific occurrences of the word “travel” in conjunction with other words (e g., “health”)
in very specific structural elements of the document (e g., only if both words occur in

both the <title> tag and in <meta name = keywords> tag). It can be appreciated that the




Cont ent Acqui sition/ Aggregation Segnment (CAAS) [0067]
Referring nowto Figure 5, in the invention a CAAS (71)
defines the processes by which identified content (see
CI'S (51) discussion above) iid acquired and classified

as belonging to a specific domain, then stored in a

format by which the content nanagenent system (see CMS
(131) discussion hereinafter) can use. [0068] The CAAS
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Segnent (ADMS) (181) (discussed hereinafter) is
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notification agents tLor al ert purposes.. |In _another
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Hi;gition agents 72 can be automated and based on the

return information of notification agents 78.. It can

be appreci ated, however, that sonme manual oversight is

desi r@b6% i I atiBlagvqly siegdschatge inGoateands iR#p0sad, tigyracquisition agent

Segnent (CRS). .. .. g . .
72 can be manually initiated to bring in the latest content for a given information source

74. Integration with the Administration Segment (ADMS) (181) (discussed hereinafter)
is required for this process, as an initial acquisition agent schedule 76 is sparse until the
frequency at which site content changes is understood. If a notification agent 78 1eturns
information on a content structure change, for example, content management personnel
can modify the corresponding acquisition agent 72 so that the change content is correctly
acquired. In addition, an environment can be created whereby SME’s can create ad hoc
acquisition and notification agents for alert purposes. In another aspect of the invention,
the modification of acquisition agents 72 can be automated and based on the return
information of notification agents 78. It can be appreciated, however, that some manual

oversight is desirable 1n this process.




[0070] In the invention, the content repository segnent
(CRS) 91 stores, nmnages, and distributes
substantially all acquired travel information that is
consi dered persistent. [OO%&] Referring now to Figures
6 and 7, the content repository can be considered a
"hub" for content and data Although the content
repository 91 includes both relational and object XM
data stores 92, it can be accessed and managed t hrough
a central nmechanismand driven by a single engine 94,
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%I i zed management facility 108. [0072] It can be
appreciated, in an alternative aspect of the invention,
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i ncom ng obj ect processor
112 is included as a conponent to physically store XM

dat a#0v3] hen 38 embodiment of the invention, the content repository comprises

several technological components A component environment is a dedicated content
object layer. An application server 93 is provided that stores and processes data
access/storage components 95. Services are enabled with Java Database Connectivity
(JDBC) and open database connectivity (ODBC) drivers. An object request broker (ORB)
is also employed (an object request broker) to manage object-to-object messaging and
inter-ORB communications. The XML object engine 94 stores/retrieves XIVfL. objects
from data stores 92,102,104 and has functionality based on schemas stored in a'data map
store 102, An XML parser 110 1s included that checks syntactical correctness of schemas
in the data map store 102 and ensures the formation integrity of incoming XML objects.

An object processor 112 1s included as a component to physically store XML data in the




XML store 92, A query interpreter 114 resolves XM

Query Language (XQ.) requests and interacts with the

obj ect conposer 116 to retrlgve XM. obj ects according
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Content Management Segment (CMS)

[0075] Referring now to Figure 8, in the form of the invention shown, a content
management segment CMS (131) can be defined by the processes and technologies by
which content is managed. Content management technologies include content and design
control, contributor/user access control, site control, asset control, publication, and
workflow. A universal (i.e., generic) presentation format can be developed, along with

XML document schema, and content binding to page layouts can be implemented.



XM. docunent schema, and content binding to page

| ayouts can be inplenented, 14 Substantially al

content, including text, graphics, styles, thenes, and

ot her assets, can be stored as objects in a

hi gh- performance rel ati onal database. For performance

reasons, all content provided by the invention, as

presented to a content consumer, conprises static
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section travel categories include Alerts, Entry/Exit
raepmend pE el reletad petivitinsi In ane aERast elohs inventien, desTIR can be

Tt KT ———
mnhong/destl dati Gle) UG ¢rera Midsicepahd Products and Services. Within each section is

a set of information categories, each of which contains several information requirements.

Each of these requirements can be customized to (1) the traveler, based on his/her

personal profile, (2) destination, and (3) related issues such as season of travel.

[0078] The Pre-T1ip section travel categories include Alerts, Entry/Exit
Requirements, and Pre-Trip Health considerations. Alerts may include, but are not
limited to, Safety/Security, Weather, and Transportation. Entry/Exit Requireme.nts can
include all legal, health, and custom issues that are important for entering and leaving a
particular destination. The Pre-Trip Health section can also include required and

recommended immunizations, health risk considerations, and the like.




include all legal, health, and customissues that are
inportant for entering and | eaving a particul ar
destination., The Pre-Trip Health section can al so
include required and reconmended i mmuni zations, health
ri sk considerations, and the |ike, 15 [0079] Typi cal
travel categories and information requirenents in the
Destination section includes, but is not limted to:
[0080) 1. Safety/Security: Social Stability, Crine,
Airliagy R Meat, ROREAL
dim e%ﬁ}gﬁn{g?{f@ﬁl&{aﬁg%iﬁd kls %ﬁc\gf{l? ﬁll}r%nt f\i}\ég% her
Onstiratién E@rtlenam]ud[e&d&Z]S ®t llffntam:xport ation: Air Travel,
Wat er Transportation, Road/ Overland Travel, Taxi, Mass
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Tel econmuni cati ons: Phone/El ectric, |Internet, Contact

| nf or Pﬁ%l Pn2. W@kﬂez@ﬁ@ﬂéxﬁnin@qgl%at@ & g HlﬁllN%

Behav Rel i gi on, Wnen's |ssues, Business urs,
Bokanmadt| Weahs @haﬂ\/&ﬁbmcﬁs@OSG] 7. Legal: Prohibited
Items, Penalties [0087] 8.. Language: O fici al

Langu 0 8

nospi LA2] haal (R PHAIPaH B BRI A [aRGor ARG dapyerand
TeetlTexiOMdshBrahbiR TisintThakel iReng@Calie a hyperl i nked
report. Consuners have the ability to expand or

contract particular information requirements to see
det ai [00683] é&ohkinsy: Gash & Cpaditohaxes,ofoshofjiLivang TI R,
i nformati on which has cone directly fromthe gI obal

7T om WOBTD8 or ek mmkgeions: Eron Bscbis, Tyfinel Copfasibgormation,

MalMRLiEe but it is also "alive" in the sense that a
travel er can return to it online at anytime up to
thirty days after the conclusion of his trip and access
t he IM&S]t 6. Rb@alfustanms: BabadoroReligisn, BV ofeh’s Isshies, Basitess
vent occurs during the life of the

|
1’}8']55“‘% Eﬁl IVII?‘;”/%e PS’QB‘P the transmi ssion of an e-mail

(or other push technol ogy) warning
[0086] 7. Legal: Prohibited Items, Penalties

[0087] 8. Language: Official Language

[0088] 9. Health: immunizations, nearest hospital, health insurance, health risks

[0089] One feature of the TIR is that it can be a hyperlinked report. Consumers
have the ability to expand or contract particular information requirements to see detail or
concise descriptions for a given TIR, information which has come directly from the
global operations center. The TIR can be printed directly from a browset, or saved in a
variety of electronic formats, but it is also “alive” in the sense that a traveler can return to
it online at anytime up to thirty days after the conclusion of his trip and access the latest
information based on his profile. In fact, if an alert level event occurs during the life of

the report it will trigger the transmission of an e-mail (or other push technology) waming




16 fromthe report to the traveler. In this way the
report, and the operations center behind it, becone
the traveler's own personal |nteII|gence agency. [0090]
The IR can al so include a rétlng (such as from1l to 5
in tenth increnments, for exanple), which is a

wei ght ed- aver age of the total risk of the trip
represented by the TIR as deternmined by criteria
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e followi ng information: statlc st or ed per sonal
i nformation; name recognition 152; and, user-provided
information 154, In one aspect of the invention, a

per sonal | zatl on bu3| gess ru engi ne 156 interacts
th i nput from business

ruI es franevvork_s apglled to ISS (351). It can be
appr elfPtedRefmingtin &igundsst ansh hocm n@@}hﬁr parbquatizasion|segragnt (MPS)
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and behavi oral personalization Billing ment (BIS)
Poduryemrice offeringf. the MPg () provides Bmctﬁgsre g‘?ﬁ@%‘t’ targates)
&&&%gﬂféqh@ wﬁﬁp%ﬁﬂﬁﬂ % define the billing and
paymne arc Ftectiure T products and services provided
by the invention.. The BIS (171) can be associ ated

with [ODQZ]TVR&eSM?BQIﬂ)anI@dleS,DfaE toefe, (Bs Bllodinghhfd@btion: static,
TIR). Billable activity can_al so be captured within the

Hered peisonal srowRageRnamEegyenition 152; and, user-provided information 154.
In one aspect of the invention, a personalization business rules engine 156 interacts with

this information, along with input from business rules frameworks applied to ISS (351). It
can be appreciated that the information sophistication level can increase to provide the
follounng processes: content consumption measurement 158; adaptive content and

navigation; predictive modeling 160 segmentation; and behavioral pexsonahzanon

Billing Segment (BIS)

[0093] Referring to Figure 11, a billing segment (BIS) (171) can be employed to
define the billing and payment architecture for products and services provided by the
invention. The BIS (171) can be associated with the TIR’s and channel partners (e g, e~
Ticket TIR). Billeble activity can also be captured within the distribution segment (DIS)




(190) then routed to BIS (171) and CR5 (91) (for
updati ng partner detail records and consuner detai
records [0094] In one aspect _of the invention, BIS
(171) includes, for exanple}7the fol |l ow ng
functionality: rul es-based nessaging to tailor
invoicing fbi specific partners; e- nmail based invoice
presentation, with a secure uniformresource |ocator
(19B)ther kouréd toRI8 (17D and € R néntfoupdatimgparter détnibradcords and
I nvoi ce de}ail g conpr ehensi ve custoner-care system
PYPUMEL{RIE! ¥6¥H5 a5 di sput e managenment: an ability to

i npl enment prearranged paynent plans; and, flexible

Pay ME{pooRY OGEGR! d3fkct bk Bl chBo BRI ) el FoABGmple, the
paynmenht ‘confirmetion- It can al so be appreciated that
tllediing fuacttbnahyymmiesbasahmigssaging ot dningdicingyfot $pecific partners; e-
inyenti,on. .. [0095] ..l n anot her aspect of the inv [
i3 b Bipisd woveniiaf SO0 RRlne BRBED o sl P back
foaBé DiventoCinteaset bild forliBiolceldeiaab; a dodiprélentioE c@fiorBgl daveesyttem
channel s, and (3) type of deljvery channel.. [0096]
far issugssyal as dispuig Managsticah ap pbiliBhicamplement prsprIgRzgd pawast

I ' N{ I.OA; ‘ t ar

ErariG AR fnerl BECH B A PRETERAS o Sa it
endiometido lisoan diso deeppieeiated tthat eraditeerdt jagmenn ebhe bé acostmintcelated
anot her partner nmay choose a vertical (e.g..
?%ﬁ%ﬂmﬁ?lgﬁ requi rement) or horizontal (e g.

geographical) subset to such syndication Al so rel ated

to 31 Wi S [ . W

[ ocal PRT o @ofhel Spel AN R0, CORERBIE Mifhente
devrenimelt based @n fattorhaich ay @ntalettrieved, (2) maabédr oé delivet y ehannels, and
J reig@ country, %urrency consi derations are an

BﬁﬁﬁF Aelvepneiaatiati on. "[0097] In another enbodi nent

of the invention, to satisfy these additiona

requi Nt &z | & i | der .
ol dupag Wi el Id sickhdifolomchy fhbst 198 B delfloped for
the olestiorgto docdrhinndate pradelaasncdidation tediuingnéhs dohetanple, one
activity- based, and bjlling, in advance), .and direct
RREWHEL MAY BRA0SS fongyndicpts theentirg %’F’ﬁ%ﬂqnxﬁém@ﬁ% %&ﬁ@ﬁ?ﬁlel‘cﬁm{lﬂénay
SRR 18, o GO SO S RRETPLER Sibset
to such syndication Also related to CMS (131) are the requirements associated with

localization. For example, if a channel such as the internet site of the invention is

localized for a foreign country, currency considerations are an important consideration.

[0097] In anather embodiment of the invention, to satisfy these additional
requirements, a multi-service BIS (171) considers the following: volume tiering,
discounting, multi-format invoicing, billing-on-demand (including threshold, activity-
based, and billing in advance), and direct debit processing. In an alternative embodiment

of the invention, the billing function can be out-sourced to a service provider.

Administration Seement (ADMS)




[0098] Referring nowto Figure 12, an adm nistration
segnment (ADMS) (181) defines the adm nistration and
reporting necessary to mai ntlgi n a robust, active set of
systens and a proactive approach to determ ning return

on investnment (RO ) on system processes. Managenent of
the systens of the invention can take place internally
such as by personnel, externally by the INFS provider,
and/ of0088}t eRefatring oy ta Friana@é,rmlmdminimaﬁonesegmmli(dWS) (181)

| nt er nal, | structure e, use
s e aemi Bp 08y rborepleteee o FRRRGnF Al FheEfVraeCot
SisleRs ARG PPda21i (O MHr @Rk t® Bete GANTHE MrHURSHIREHOR (ROI) on system
activit paths, and the like) and content acquisition
messesd%m@gmhafﬁhs rstengvofdhminyentipgedn fake placg arg@meldiy such as

data m |n n
SR, el BU et RES e Her B By e
REeGed moliden1gost vs, content use (i'e.., RO of
destination- specific pr oduct s). [0100] Externally,
base qgper.ating stem -l evel functionalit an be
manadé 599(]y Tatsry ai"f”é‘??‘? 80”6%1‘1“? Hesd(18 yreppitg RO of Several
g H&%&ésoﬂ@iuﬂfr% 1ht@ﬁ]eyg{%5an§fgy§1'§ r(ﬁathganoﬁ %Hﬁgmumb@cﬁp activity

bal anci n pl aci ng a nanagenent
;mdmyam.’ethp ﬂl&:w) a:hérconmm a@qmsm@G Ri§dt vddinc mehannﬂmm&@ah be used for

i nter et site appli.cati ervic .188 an

65 Qe Bind AP TS B o TR cb e mibghenism are
th@Héta&tlﬁwwf%ohﬁﬁmqulk%ﬁ EbsthB cReledni Q1T e RO Bf @dstihtion-

of nmetrics can be captured and anal yzed. Process

speqif¢ pduaé) ude end-to-end transaction response tines,
actual transactions: target transaction ratio,

tart ~finish t

Eri‘éégi@ e e ST TS Meve agisbalig o be
@éd bRtbIRzaRdn PERS Retns:(S) BHIS AgickiomklPinkiudss §Rlity,

|nc ude activity response tines, including product (e

reduniippeys loag kglapging,)and (@h%ld@c By GHCHIS MENAgemPRBENage, provider
21%&31' 31% elnpe(g:%l t%‘ér‘%gg tlo%‘k ihid 'r%li (R Aa{ﬁg%ardl%g u% &g&%‘é‘ 188 DPFEDIS

creati on/
(16D ofadanfsoupaRbepropess, tediisictioh ard(ihfigstruciufgisfifeoduct
emai |, etc ). 101021 Infrastructure nmetrics can include

web server netrics, including connection rates,
connd8lMd ds@ﬁléltwm@udmtah@r@fr@tmsmaebe capridred and enalyged. Process

PRI EbAE R P EPERE T e SIS, A REN R BN e
transaction ratio, start-to-finish transaction ratios for key business processes, availability
or service level agreement (SLA)-zatios of partners Transaction metrics can include
activity response times, including product (e g, TIR’s, EAS (201)) production and
distribution, session ID transaction information, performance based on volume of product

creation/distribution, replication updates per unit time (including product, email, etc ).

[0102] Infrastructure metrics can include web server metrics, including
connection rates, connected users, data transfer rates, and number of connections,
database metrics, including database transactions, file sizes, deadlocks, memory cache hit

ratios, memory optimization, user logins, logout rate, and user connections; and, server




rati os, menory optim zation, user |ogins, |ogout rate,
and user connections; and, server 19 netrics,
i ncl udi ng packet traffic, queue size, disk and nenory
utilization, and session erfors. Event/Al ert Segnent
(EAS) [0103] Referring now to Figure 13, an event/alert
segnment (EAS) (201) is responsible for the
identification, selection, managenent, and distribution
gefrlos) ihtladingfpacley enfi®, qudle 3lzerdisk and endASitifiz&ign, eadsession
port both manual and automated systens. The nmanua
@Vgﬁens pernmit an Analyst, for exanple, to generate an
Alert and forward it to the EAS (201) for processing.
The EAS (201) can process an Alert by queuing it in

pri ofijt Algrgggm Q Ba | ecti on system operated by an
Even%mm%% Alerts are reviewed to ensure

t hat syst em does n d the distributiqgn ne r.k
“with fﬂgﬁﬁlg Referiine nogy 19 r*awgﬁ?r@ &ep WS@%H@%M% is
f%lsﬁfn'éﬁyle foTlﬁfe ;A3 Ak atiorf e AR &Xna%@#n@ntt Al ﬂs@fbﬁ?&?ﬁ%{fﬁﬂﬁom of

attri butes (duratl on, region of Interest
atmtstamd aleirteeThe AS WD tcarc:anppbt@ beturhariiatdnd dugorpated gystems. The

wiasaﬁll de%%_’? hat e nﬁ@gsgrbaiysi %of X, r Vléoe%?g e a?ggzg gettarnﬁg’ogxward it to the
mgl(mﬂq 6165188865 aThe/l £9 (2012)51@1 pr0&st 29 AlerfiB} QlidHiryEsint fiRrity

appli cabl e nenbers and establishes the distribution
oderelp @ SEGetighwysigieoreratqthbyan Ryast Reporong An@lyptaéé@tf arpreviewed
S r . :
538 PRUAPA SR Nocb P B B s

othérwiselslatiselg tnsignifisanpApets, Tie ARdlyst cﬂﬂﬁho&iﬂﬂ Bbth&hlet A& ®ontent
connunlcatlon avenues,, [0104] In another ect of'the

AERDI S (dusRHmEasE @%@@%ieasln apsbthg ét&s% _ cAlerisam be sent back
| Salhre aF @y p%é@%]]gteﬁgﬁfai ng%lal%gxe@aatnﬂgl%%egor %ﬁfgﬁ tp'iigrity message.

nti tial ate content
@amethaﬁvm Reldenying rAchabsptetd aasng anedt s EASHR01 )r@teixmmmtln:g

B AR RDpTghe Sy b Cikp RIS BUBAn SRA/8T Hechef s infprmation
i ﬁ%ywx@le Bii libRIAISe grd @cmé)e@s)@ftoﬁﬂﬁhzr@w@gﬁ%ox{i pthe Alert fo

ert reporting are hurr| cane ,
Varikus diGtriporiok ngtworkdssusbab Uy paget,Ledmaid,padiother switalesconfmunication
ag\f(g%]etsri es, airlines, and the |ike.

[0104] In another aspect of the invention, automated systems can be deployed
that perform keyword spotting and category analysis to identify potential candicliate
content for Alert generation. Keyword spotting involves scanning incoming content for
specific keywords or combination of keywords using regular expression analysis defined
in a Keyword Dictionary. Examples of such keywords for Alert 1eporting are “hurricane”,
“strike”, and the like. Other keywords would include specific names of countries, airlines,

and the like.

{0105] Once keywords are identiﬁed, Category Analysis is used to determine

who should review the content. For example, a message with “France”, “United” and




[0105] Once keywords are identified, Category Analysis
is used to determ ne who should review the content..
For exanple, a nessage with "France", "United" and 20
"strike" could be automatical’ly touted to the European
Desk Anal yst and the Transportation Domain Expert as
“"high priority" content for review , [0106] The nethod
and system of'the invention addresses the need to

Pstakd deuldind 4ut@haidaile ndutéEpahd EmgpdamaDesk témabst and thke. .
}his role can be gasseq‘f_rom shift to ?hi‘ft,, and there
LARSRRITANGP L0 EGRATE ARAPT RIRY APISPS I 18V at i ng

concurrently. If there are nmultiple Event Reporting

Anal y p j : ] ] [ e

ol oba PGP e el b Sy R el P AR e 6 provide

Andtipls Eserft Repomiog Kimatystshes agalkee Tk eslt carsbendssealrfesm shift.to shift,
0107] An._i rtant aspect.of this enbadi ment of the

boA B R oF SRS BPRReporsE f}{bﬂixﬁ% qPyaling G PRANTIARY Pnere are

fﬁﬁ‘lﬁtﬁ‘ﬁé E@éhle é’;’{teﬁct)rfrt]iﬁé A@ilaﬁ,%fs c{p@ﬁﬁlﬁé,'tﬂcgsysteﬁ{ EnlRaififth zbﬁ}lf S,e%lobal

or “exa , ree (3) levels of "significance A

work diegh berriegist meyitigiei BveotRepaireng Andpstsifibw waokingdes she Alert
ane. h%sgslcan directly inpact the health, safety, or

Eg]rli%a?ﬁ df the traveler.. Exanpl es of Level 1 Alerts

coul d include weather alerts, flight delays and

cancejol1g) ORS imP6iata kst bkBis eaftoll Mt ofvRE idvagtidd e Mility to
Level 2 .- MediumPriority/VWarning Alert relates to '
identéty neey ieohendrselget evaptsHenAlestireparpag tAlents candame dbr ¢xample, three

I I e el er Exa of.,.Level. 2
SPSHE Rl & oot el R, LR s ptelidus
atbthaiah frectBogipatt tiohesth, saféty) @atkeduRCflthd avehks UBSmples of
and the like,, A Level :3 - Low Priority/Informtional
bt Algrts coplet isgiude weptheioisrs flight delays andsangeiotignsy actual strike
r i . o .
FEGH, SR hge! & 2rePPoMed i bR NI e SR TRRES P ffogpation
thaghyehavdeatimpadtionnhe fidaitanaiay osichedilé ofthe taugdér Bsamples of
ggn§¥ \{al uat.i gn, i ssues, visits of a mmjor head . '
velt AES IaelHde immineRieve e sprditionsn ke adisgsisesopial ymest,
QORI 08 AR RO LG 0oL ORI Pt S
BegfioenstiqpEES)thd 046X sRedld be awgrenud\abtw hidtesr tiig Bxaspleanf Level 3
Kletts can incfade & Jrg%rétve sl?gg}xg %ldtattlg given destination, financial situations

such as money valuation issues, visits of a major head of state, and the like

[0108] In another aspect of the invention, the EAS (201) technology is a subset
of ISS (351) technology (discussed hereinafter).

E-commerce Segment (ECS)

[0109] Referring now to the figures, an e-commerce segment (ECS) of the
invention provides the consumer with the opportunity to purchase travel associated
products, that can be appropriately matched with the consumer’s travel itinerary and

profile. The ECS can be implemented as conventional hyperlinks at the end of a TIR:




i nvention provides the consuner with the opportunity to
purchase travel associated products, that can be
appropriately matched with $he consuner's travel
itinerary and profile. The ECS can be inplenented as
conventional hyperlinks at the end of'a TIR 21 these
l'inks can be generic and/or targeted to the consumer
based on predeterm ned cr a e. - ason,

thfae hnkechEn OB EERH R AT tapale {0ty awgr %S%ff &t BisAstesRpgd
chieﬂ%ﬁ [ QeabBiE deSPUGSRRIAYY %Esef Iﬁﬁs%ﬁepr%%g%nly 11O the
In a her aspect of the invention, targeted contextua
sexrcopnoeideefor dre prafigd be i npl enented on the TIR This
contextual e-comerce can be nenber profile- specific

d ' d th t f
o t § Py TRt espeebof RE et s HRERRBIL ereammesst can
ats? &e ulﬂﬁlefdeﬂﬂéﬁ nNATIR Q'B%?&)hf%ﬂufahé-%&ﬁﬁeﬁﬁ R bé meRidenfietik-

internet site for the invention. It can be .
saq@pﬁcemdapeﬂ:meldamth ﬁrmecaﬁc&iﬁ refoineendagrtisulag praduets éo the

platf or]?;'c%,ecbel | nc Lp g 44 om%%ﬁ?g}ﬂléﬁﬁec%p&aﬂ&}g of

tlﬁtl ifRehevkitd ol iR ﬁeﬁtlbﬂ. 711):an Ee!lap@f?d&la@éd&hithinSteh&MEdledﬂfateﬂ-e-
commerce. This contextual e-conmmerce _can be conbi ned
compif e patfonme prig irqorrereied tHEPIGmRAE HYi RS OSHEAMESIGneontent

g‘%‘g“ ?&%?ﬂ@% gﬁ%?%ﬁwn %e‘ldn ?{ig%tp%ﬁiﬁissﬁﬁ | QhchielB this level of e-

e invehtion can
cemfey. Dhid eontéxtliflic-domantrcasarsbef ammiimadnwﬂnﬂhe smemetsatefozﬁ the

Ry SFDER o 6 BB N LT Al D S B0k Y Rerne
sREG RO tnve T R)an 83 1dy Qe AR 804 BB S AR RBvitOfor the

I nteraction anbng consuners, site users, and internet

censhecust oner  servi ce. The CRMS (221) provides a

forumin which site users can correspond with a

central point of contact (POC) for providing conments

and suggestions on products and services provided by

t he CusipmenBelagonsiip Mangoementoyagment provi ded by

conventional e mail links and toll-free tel ephone

nunb@Nd 1] f drcustoarp Iréanc[rish;pzl]tanw@nmﬁ@n(em@%) £221) of the
virtual la?ont act center

RGBTSR TP T TRE P o poty 50 et g prstomer
s&ORBOMNRE, CRME t128) hidvRies b f&QM iAGvhich site users can correspond with a

central point of contact (POC) for providing comments and suggestions on products and
services provided by the internet site. This feedback can be provided by conventional ¢

mail links and toll-free telephone numbers, for example.

[0112] The CRMS (221) is a virtual contact center, with workflow, routing,
queuing, automated e-mail return, single-click email response, and the like. Incoming
requests can be automatically comprehended and classified using message contc.ant. A
response can be automatically composed with an appropriate reply and data can be
retrieved to complete and personalize the response. Responses can then be either
automatically sent or routed to a review agent or agents who can then send them fo the

consumer after examination.




requests can be automatically conprehended and
classified using nessage content A response can be
automatically conposed w thzan appropriate reply and
data can be retrieved to conplete and personalize the
response. Responses can then be either automatically
sent or routed to a review agent or agents who can then
send themto the consumer after exanination 22

[011 naot h r aspec nve

sei 1106 FA%hERE RRRTEL R Pliph At 8% el ¥Rl Biifp e
BehgpRxRatddaRage@batvohk bi]ﬁn%derbf&i?brﬁmg &Fith MUbeflistomer service
ser VI ce representative [0114] In addition, an online
ERRTANKALVG can be established by devel opi ng dlSCUSSIOﬂ
foruns and a conprehen3|ve know edge base.

or oodttilndreaibd R sl eI RE Y eéfaﬁh%’%ﬁﬁt.dwﬁ?mng

diQutsash fopun®Mmidsa doipretitakiye kﬁov&lﬁdgd mé Us icOnectiont Wih this
content store. [0115] In another aspect of'the

knaviades bese derpBPREH 15 BIOCEss ThgErdY canigat wggestippyasg aytomatically

M5 can be
SRPRE QDR e R RS O e U Pt ng
to custoner activity, retention, and referrals), the
MPS [(18%]) If nothércuspabe of ths irorRtion CRNVSean alspitclale thrgeted
behavi ors for per sonal .zat | on)Thﬁt he MJOS (261) é E
feadbath ‘P%‘Fﬁatﬁ@séa‘éfﬂﬂ%]r@ icitatiopetlibg & Foydp saR h‘h}“ﬁ?%ﬁﬁ Wity ghe
%l?f((}gll))(f&fn‘?émpé xlela'ttﬂg to GHRLRY %Etnﬁ@}/r fokent B dan'iih@fe? VP the MPS
t’0" share techndl ogies and processes) Live person
(1 yIp dtosuppde tu&ttanerajreﬂdtrbimumanédmhmeots dbtt persoaalization), the MOIS

B4l Srahip e eralrerhhdre Stumiey PoBib AL B Piting

cﬂ&tﬁ\anPca&:é)ng@th@ PrRMS (ﬂmf(tb %@f&%]%@ﬁd&ﬂ@é&sse@ Live person
rel ati onship nanagenent segnent

tarcuppas sanbdtdbepaut tspweed dffen @W@tmmgemmbm ofanqilmes are noted.
extended enterprise selling.. The PRVS (241) can be
centered on CHAMPS (Channel and Alliance Managenent
Process) 242 and can concentrate on. two areas

| ni fegngnRelationship Managergent SeamentdBRMMnt can be

I mpl ement ed. This can inci ude part ner profiling,.

par t f&k16] e Redirtingnow t(aﬁaupa]ﬁ irethe pmeﬁtgmmrp@gner relationship

m%géetngernlt geggment @ﬁ%&?{jﬁf‘ca‘ﬁ“ etngon'\l/;%s?bgt?ﬁ paztner lifecycie management
and extended enterprise selling. The PRMS (241) can be centered on CHAMPS (Channel

Lo}

and Alliance Management Process) 242 and can concentrate on two areas Initially,
partner lifecycle management can be implemented. This can include partner profiling,
partner 1ecruitment, and partner performance monitoring. Integration with MOIS (261)
and ADMS (181) is important to implementing this segment

[0117] Enterprise selling can also be addressed. This can include lead
assignment, lead distribution and tracking, pricing/quoting, and literature fulfillment.
Integration with BIS (171), MOIS (261), and ADMS (181) can be required, as billing

customer care and consistent forecasting and reporting can be used:




and ADMS (181) is inportant to inplenenting this
segnment [0117] Enterprise selling can also be
addressed.. This can includesl ead assignnment, |ead

di stribution and tracking, pricing/quoting, and
literature fulfillment. Integration with BIS (171),
MJ S (261), and ADMS (181) can be required, as billing
custoner care and consi stent forecasting and reporting

can ed: 2 11 t, - sj, gni .
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busi ness rul es for bU|Id|ng "deci sion trees" that
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AORhrnMR anA B4 osti ﬁg,gl | ead posting to a pool
of partners [011 artner Profiling - Information

contained in the partner profile database can enable
di st {61} ed nmaRageardnsfilofg - dﬂﬁ)ltmati(mmmﬁﬁeﬁéd tkeqmttaﬁtproﬁle
ner recrul

BiaP R G crle APt Pmr et b (Nt siorbizes Gpignt, push delivery,

aﬁ?@sﬁlﬂﬁ ep'%:tﬁ&d:e&%ﬁhi%ﬁ{ TR GRRbER LR Sore p%ﬁf%ﬁ EAN B RARla]
profile can include information such as industry

phdpusand moRes elegamoattgmﬁ i Amaotiganmiadtiopal profilercen insiwld unﬂormatlon

thorized.to and servic
B SR s et amBraondsteadte PG st (' 32h and
26Rhis fsbi& el ORdlvecnel pro@nd cB¥ @ VioP ganifE, fOnABNER maliéhl 20]
Channel Partner Recr uitment - A chall'enge for channel

cerifigjondeval.andpseheusdetformanee.ui t qual i fied channel
partners. Channel partner recruitnment provides a set

of tgal.s,to litate this It r ocess. .
Chan 8k agef beiniel el REe i A S TRE 55 F et managers
isHahéddite @édx@iﬂ qedlifled rchﬁuﬁpﬁ@!h@isngh&ﬁhel PRmBXlesiuitA@nt provides a
partner profiles as well as the_ current organization

siobtpols tofenibitaty this rpynimentPrecgss. bhannchurpagerme abjh te medify
TR oG R e AR P B RO AR R s e
clivesaid efgaﬁfzatﬂatﬁhéeﬁy‘iﬂmganﬁalf paRRErs can be tracked through the recruitment:

process and analysis can be conducted to determine the optimal way to attract the

maximum number of qualifying partners.

[0121] - Channel Communication - Channel communication can be based
on two libraries: a distribution list library and a campaign template library. The
distribution lists can be created from the partner database and are able to be filtered by
tvpe of partner, level of partner, or other criteria Lists can be saved (either as a
description or as a list of actual partners) and used for future campaigns. The campaign
library can allow the marketing user to create new items, such as product announcements

or event reminders, based on standard designs. Once the literature is created, the system




[0121] Channel Conmmuni cation - Channel conmunication
can be based on two libraries: a distribution |ist
library and a canpai gn tenphate library.. The
distribution lists can be created fromthe partner

dat abase and are able to be filtered by type

of 'partner, |level of'partner, or other criteria Lists
can, be..saved (either ti.on as_.a

GBI AP ey i oE Berep SRRA D L AR REHE prifls Fn ve
SastRaically updJidd hoteAfe alfb@yitibh ecBREl et i 4SRM hbhnitors and
create new i tems, such as product announcefents or
IBPAR OV IEFROMERSr s, based on standard designs.. Once the
literature is created, the systen124 can then

di str e ;the temtoth di s
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and reports on responses, [0122] In an alternative

enbodi nent of the invention, PRMS (241) activity can

be coordinated with suitable marketing or sales

out -RismibuiigmSepmant @PKS) Di stri buti on Segnent (DI S)

[0123] Referring nowto the figures, the distribution

segmg0123) DIRgfertit@ Bpwits the famipatie distrithion isedch g (BIS) (190) is
di strjbution order .and executing it. A D strjbution
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hAGS dlnhR, pades, $Ac8nile. Mdichs)and tHegike[ 0124] The DI S (190)
provi des advant ages wWith regard to error handling.. If

a transmission fails, for exanple, the invention
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aspect of the |nvent|on t he can 1 nclude an
exmneleamamwe)(ivﬁﬂ‘m(é&p“on@éd(erm@) adsiagraipaul @jjet. ddsi’ng an
I VR System for exanple, a nenber can dial a tel ephone

nunb%lZgigO?n ano %961 %gpe%it of t%t 2nv%rr1]uon t e%IS laé)hc%; inclu

interactive voice 1esponse (IVR) capability. Using an IVR System, for example, a

member can dial a telephone number (800, 900 or direct) and enter his/her member
number and personal ID number (PIN) security code to gain access to his/her account.
Using the IVR System and a series of selection options, the member can retrieve Alerts,
TIR updates, etc. For example, “Press 1 for Alerts”, “Press 2 for a TIR Update”, “Press 3
for Options”, “Press 4 for a Person”, etc. If the member presses “1”, the system can move
to a second level, dynamic menu of options based on the active Alerts for the member.
The Alerts can be listed in priority order with unread Alerts prioritized first. The system
can, for example, list the Alerts “Press 1 Air Canada Strike”, “Press 2 Snow Storm Hits

Montreal”, and the like. The member can select an entry at any time without listening to




nunber and personal |ID nunber (PIN) security code to

gain access to his/her account.. Using the |IVR System

and a series of selection opiions, the nmenber can
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pPAAREIS vaRdabe nDnltored and revi ewed by marketing
personnel on a periodic basis, and the criteria which

drives these robots can be periodically validated..
[ 0127412Thi Shisabbdt ppewsess re@m identified dpgerttriify lests. Refinements
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[0128] In another aspect of the invention, multiple levels of robot activity can
be implemented. A blanket robot can be employed, for example, that searches the internet
for the word “travel,” then discards duplicate hits or hits outside of <Title> or <meta>
tags on internet sites that are searched. Another 1obot process can be utilized that looks
for specific occurrences of the word “travel” in conjunction with other words (e' g,
“booking™) in specific structural elements of a searched site (e.g., only if both words
occur in both the <title> tag and in <meta name = keywords> tag). Such robot processes
can also be applied to non-HTML sources, can provide mechanisms for natural language
queries, and can automatically route hit returns to marketing personnel or out-sourced

marketing/sales organizations affiliated with the internet site of the invention




[0128] In another aspect of the invention, nultiple

| evel s of robot activity can be inplenented.. A
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0132(} Referring now to Fi %ure 20, a web (V\EBS)
( 301)J0182] t Referring now to Figure 20, a web segment (WEB )(301) of the

invention as shown represents the situation where the internet site is a distribution

channel for its content, products and services.

Technology Infrastructure Segment (INES)

[0133] Referring now to Figure 21, in another aspect of the invention, an
infrastructure segment (INFS) (321) is provided that includes an operations center and a
staging center along with a collocated site in, for example, the United States, Europe,
Africa and other suitable international locations. In this embediment, the primary

information activity occurs at an internet site headquarters 322 with an operations center




i nvention as shown represents the situation where the
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Mul t4 -1 i ne |Bapdividth 8ervives wor k (LAN) Connecti on

Repos ting Seviviticia® loddl ara hemerk TLAN) Coinaation

Notid i cati orRepoBRgda-dids Reports Network Caching

Managed Mon '1%-8&50& MELVEESSe] Notification

. Bandwidth Reports

) Network Caching

. Managed Monitoring Services
- Network Monitoring
- URL Monitoring
- Reboot Service

. Multi-path Services

. Data Vault Services

. Security Services
- Intrusion Detection
- Vulnerability Analysis
- Managed Firewall

Information System Segment (ISS)

[0136] Inone embodiment of the invention, an information system segment
(ISS) (351) has three functional subsystems: Collection, Analysis, and
Distribution/Storage.




- Network Monitoring - URL Monitoring - Reboot Service
Mul ti-path Services Data Vault Services Security
Services - Intrusion Detectbpn - Vulnerability Analysis
- Managed Firewall Information System Segnent |SS
[0136] In one enbodi nent of the invention, an

i nformati on system segnent (1SS) (:351) has three

functional subsystens: Collection, Analysis,
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tners such as a
Health Information Board (HIB). The Collection subsystem relies on the interfaces

between CRMS, PRMS (241), and MPS: Partner and Member activity history and
itinerary information can contribute greatly as a background to information activity. Also
key to the Collection subsystem is a collaboration network that the analyst/SME
participates in with other analysts/SME’s. Using the collaboration network, queries and

return sets can be analyzed by more than one analyst/SME to ensure validity.

[0139] In the invention, the Analysis subsystern operates with a marshaled
query on information returned by the Collection subsystem. Such queries can be done, for
example, by using meta data searches, with On-Line Analytical Processing (OLAP) tools,
or using conventional pattern recognition technologies. Return sets from these initial
analysis queries are filtered through two pipes: a filter pipe and an index pipe. The filter
pipe applies semantics to incoming signals based on meta data associated with them. If
this approach is ﬁnsuccessful, semantic application can be attempted based on content,
Feature extraction can next be performed to ensure that any semantic application
considers multi-semantic issues. The index pipe attempts to index incoming signals based

on keywords, thematics, and hierarchical clustering.




Heal th Information Board (H B). The Collection
subsystemrelies on the interfaces between CRMS, PRMS
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background to information activity.. Also key to the
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capture patterns and correl ations between
[0143] In the invention, aggregated information is classified again as

supplemental content or as an alert If it is classified as supplemental content, the
aggregated information is forwarded to the CMS (131), where the content manager filters
it through an editorial process. At this point, the supplemental content can be discarded,
accepted as is and sent to the CRS (91), or sent back to the analyst/SME for additional
analysis. If the aggregated information is classified as an alert, it is sent to an alert
framework; along with its meta data. Additional meta data is assigned (e g., data/time,
GIST, alert type) and then concomitantly sent to CRS (91) and distribution list

development.




linguistic elenents that are either too tine-intensive
for humans to capture or practically inpossible

W t hout conputational assisgance. [0142] Once a signal
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[0148] In phase two, a traveler enters the system through one of many
distribution points in the travel industry An example would be a traveler who decides to

purchase a Travel Intelligence Report (TIR) while purchasing an airline ticket from a

travel web site. After purchasing the ticket, the traveler is presented with an online profile

form, which is already populated with the traveler’s client record and e-ticket
information, forming the core profile; he can either accept this profile with a single click,
or supplement it with more information In either case this profile form is transmitted

online to the internet site, where it triggers the application of appropriate rules, and the

retrieval of pertinent content from the data store.




result is an online intelligence agency that both feeds
into and is driven by the global airline reservation
system . [0145] The follow gg exanple is intended to be
an illustration of certain enbodinents of'the
invention and is not intended to limt the scope of the
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facilities. In at least one embodiment, the geographlc location information may include
an objective set of coordinates identifying the location of the asset(s) (e g, facilities,
office locations, or personnel). For example, the geogiaphic location information may
include the current or a recent set of Global Positioning System (GPS) coordinates.
Furthermore, the geographic location information may include the current or a recent set
of coordinates from a Geographic Information System (GIS)

[0151] An analyéis engine 403 may receive intelligence or information from the
travel intelligence source(s) 401 (e g, Source A) and the asset information source(s) 402
(e g., Source B). In an embodiment, the analysis engine 403 may correlate the
intelligence information (e.g., Source A) with the asset information (e.g., Source B) to

determine if one or more assets is proximate to an intelligence event that could impact the
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[0154] Further, in an embodiment, the global asset risk management system 400
may provide a risk mitigation toolbox 405 to assist an asset manager, or a person or
group who is responsible for the asset at risk, to counteract and/or respond to the
increased 1isk environment. The risk mitigation toolbox 405 may include one or more
tools that serve to provide the asset manager with information, which may include

intelligence or intelligence related information, useful in mitigating the increased risk
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Furthermore, the geographic location information may include the current or a recent set

of coordinates from a Geographic Information System (GIS).

[0156] Control may then proceed to 520, at which an analysis engine may
determine one or more impact areas for an event based on the intelligence or information
received from the travel intelligence source(s) and the asset information source(s) Inan
embodiment, this may include correlating the intelligence information with the asset
information to determine if one or more assets could be impacted, in terms of security,
health, freedom of movement, or otherwise adver‘éely affected, by the occurrence or non-
occurrence of a particular event, at 525. In an embodiment, the method may include

assigning at least one geocode to an intelligence event to aid the analysis engine in
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riskpRarosment. Exaginies of sucdutepls ,n@,ude but are not limited to, references to

one or more documents specifying security response procedures, policies or procedures to

be implemented in response to particular security threats such as évacuation plans, maps

of facilities, and the like. Inan embodiment, instead of a link or reference to the

document(s), an electronic copy of the document(s) may be made available for download

by the asset manager using, for example, a computer equipped with a web browser. An

example of an docufnent provided by the risk management toolbox is shown in Figure 35.
[0159] Other tools associated with the toolbox may include a notification

system for disseminating travel intelligence or security related information and additional
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include, but are nat limted to, references to
intelligence events occturing in a neighboring country near an asset in an impact area.
Furthermore, the system 400 may provide additional intelligence by applying the rules
engine to a traveler profile as described herein.

[0161] Furthermore, in an embodiment, a user of the system 400 may be
provided with the capability to determine the reliability of the intelligence used in
determining a critical alert. In particular, the Content Identification Segment (CIS) may
provide the capability for a user to review the source catalog information associated with
an event such as, for example, an event leading to a critical alert. Thus, the system 400

allows the security director or asset manager to apply his personal knowledge in

assessing the reliability, for example, of the source(s) of a critical event to be used in
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[0163] Figure 2%b is a second exemplary general interactive page 2950 showing
further general details associated with a source according to at least one embodiment.
Referring to Figure 29b, the general details page 2950 may further iriclude a meldia type
2906 associated with the source, a lifespan of the article 2907 if applicable, the interval
between visits 2908 to the source using the system 400, the source title 2909, and a




[0160] The additional intelligence may be useful for a
security directoi or asset nmanager to obtain
intelligence for greater cogtextual understanding of a
security threat or increased risk situation. For
exanpl e, such additional intelligence may include
recent intelligence events occurring in a neighboring

country.n an.asset Jin an j.napact .. Further e
sORE legdidiatio THES B olorui 250D Ry e hifoam Ryg e feptor
(BRP) YirRH 10 - forh@%ed witgiage to a traveler profile as
descri bed herein. [0161] Furthernore, in an enbodi nent,
a uséGIGd} Fraare §& is@m A oD Ry COFEIENiY iarersine wrgch3 G0 showing
c&ﬁ&%ﬁ s.a steoé{:aée% xg@{dg Edﬂr&ga&&%u{g% at"‘f%hgt oLé( BO#IH}%}‘H Refemp% to
Ptk 3@ lﬂheazfonuhhﬁs £apRt 3000 niagiémthefr umaide&nnﬁmtmml (aﬁiio&)ated with
may provide the capability f'or a user to reviewth
thesQrce. ShimeBRed Yy hecromeas 0ot aeadbe sriered biranaRaypt such as
sSFUf: as, for exanple, an event leading to a critical

ert. Thus the system 400 allows the security
dir e{ﬁl@SlS] oflmcs.él isrmmagnplabnnatpqﬁtq/inmsctbrerpsgené] 00 showing

e.in sessin e reli
ity s 2 §RRLS e iF ot Gakniont Bopninedh WRnSs
el%&ﬁhféﬁt E’xﬁbtﬁﬁtaaa@ﬂfc%d wilea EQFROMERInclUde iXbrh@RStmAR@ined by
enbodi ment, a user may interact wth the gl obal asset

thej syﬁeme&%gmwtlsgjwdaémﬂw afghe sopresio vRABOUSHRSY enf@mlﬁlo@@l

L SR BP0 B8 bl i SR AMDLBY souce
nlaly Sk iafi@cland with ¢itiefars i@ coOtateddie(d 4. 0RBEeyURA0SM) or
deternmining a critical alert. Referring to Flgure 28

loepiéon/dasHnastpnBigEm ot e ga o) ufier PG Bl P Eures1, the
e T
obthe E:Etegdumaw DD for 2Bdurcanallist of fschtimissil0d do dhich thnshbiore pertains,

rresta . Each of' the.:ﬁ jtens may be entered by an
a‘éjrﬁ} oulss B8P TSmsY¢enter facility of the gl obal

ass efo 166PKFi eg‘iﬁ?@?ﬂi@ R Rkerdpt BP0tk D gﬁ%@f 20 sﬁaﬁn% h

cat al og 2800 may |nclu e a source | og sear
primparbiohtanymﬁaﬂf&non hssociated mithdi sourct actonding duatdeast aneal og

280 t b b
BRSfiment 1 b sueRdgen Bl M i e Tk SoRbCHRE
iRk Qs 8hiRMownb Ok @Rlity! 18sRRsiBIRTOkh B BAlrce 4PPE! aSRKress and

sel ection of a source by, for exanple,
communications contact information for the source owner. Secondary or alternate

contact information may be provided on additional contact pages 3200

[0167] Figure 33 is an exemplary source ratings page 3300 showing one or
more reliability ratings for a source. Referring to Figure 33, the source ratings page 3300
may include an initial reliability assessment 3301 and a system reliability rating 3302.
The reliability rating assessment 3301 and 3302 may be individually assigned a rating
such as, for example, “A,” “B,” or “C,” representing a range of most 1eliable to least
reliable, respectively. The initial reliability assessment 3301 may be a one-time rating -‘
assigned by an analyst or SME based on, for example, the analyst’s past experience

involving intelligence from the source. In an embodiment, the system reliability rating
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(e g., a URL address of the World Wide Web), and an interactive repository search

interface 3409. Upon operator selection of the edit selection button 3404, the system 400
may provide the capability for the user to edit the source information including the data
fields shown in Figure 34 In an embodiment, the system 400 may provide the capability
for the user to search the source catalog or repository by entering various search criteria
using the repository search interface 3409

[0169] Figure 35 is an exemplary reference document page 3500 showing a
plain text document 3501 and an HTML formatted document 3502 of the risk mitigation
toolbox in at jeast one embodiment. ' ‘

[0170] Figure 36 is an exemplary additional intelligent metadata interactive

page 3600 showing metadata associated with an additional intelligence source of the risk




net adat a associated with a source according to at | east

one enbodinent.. In an enbodi nent, netadata associ ated

with a source may include in$ormation maintai ned by

the system 400 representing relationships of the source

to various other informational itens beyond the

intelligence provided by the source. In an enbodinent
her

rgﬁlg%fnot%rgﬁgéa %toaft? _ e emsb\égg neen? ' ?n qhe rnlg dnglﬁ;it aoddmonal

1hﬁﬁ%&h@ﬁh&&@dta mbm@u@d I\\MhCarsdeaide eay(ifclgde, mmﬂﬁhby)nanﬁﬂhed by
exarrP referring to Flgure 31, the netadata p
eng0d Wélrea%ma r¢latdqnspips gf 6‘13@@1"53 W1 GMIoHS BT @é@aianonal

1%’3# g&f‘d o H{té:l erf?:e E)*Oiﬁdedq;y tﬁ@?oug g%? Eka\‘;\fﬁ?@ ]x%ﬁ{llfméj{o Figure

urce, I'ocat’i ons
Iothe caédipenal amta&gema moketadutopage 3600 may idrdeadt 16y of profacas60]

R

Ibé&&@ﬁﬁ%{)‘ﬂ&w@&‘h%é aheek Mifalhsa source aCCOfdl ng to at
| east one nmbodi nment . In an enbodi nent, contact

i nf orféetld orflgss 3¢ issnekewiplary @d@mbmtmhgent iatiplgs theeractive page
ce .owner entityv.re source

By e E el TR AS AT RS PAfub el i B SRR b isE B sk

nﬁlﬁ atidhQosiBEE e cfIMIETo- at BReid@mbodimeat t Boiltgh@iples RiFtiaa} to
ormati on may._ be grOV|ded on additional contact pages

Fea@@f{ dh%aqdlwxghirnéel ZENCE SHICIRERAEA RAY 3 dYlmer inchiderqgater
B3GR PRN, %@%ﬁga%fm&@ gﬂ@%ﬁgé%@%ﬁ frhdstafn %%hﬁz%ﬁcilﬂ;-scaled

a source. erring sour

tinsdiaes336he 3ﬂﬂa/ aimedeidel] ascalediabtwabey sebiedd Yol 4 mlmencally-sca}ed

. ssessment f nd a systemyreliability rating 3302. :
IPRRILER 505 (U §0 %9@1?%‘?900 Bt 3301 and 3302 rray be

|l yigep Im/a@fﬁ%mg[ 1Bast 83d diffbodhi6lt, 82 apdiflis EXAIPAG may

C, " 'representing a range
mahldeem;)mphamtel fabdton 1nerdp@x:at parsginyseekifo traviet foed location adversely

it nt 3 he a.one-tine rat
BEarE R T R anbts DPCRioR THBEa URPACE BieaRUEIE doauire
cl'h% ARl ofsthe %s@ﬁﬁha%épﬁrsb&ﬁﬁ? dirb ek '&Qbéﬂ@% B8 %%ravel to
fron1the source.. In an enbodi nent,” the sysiem

thedpeagion] iThip m@wlﬁmhcs &semmmﬂpe bepatanity t eregraipat thetraveler

stem 400 bas orlt hat.. tak to

nEYRhA R Opel 0L By el 5 o HRentd Bk BN bR o
i Geling RigeraV B dtddist dre)ensiodihient SBisrceMiptighce Fufitiol 8nay be provided in

intelligence to agents of t he systen1400 as descri bed

thedpim ap opkiredes forwhish thedravgles must obtain a satisfactory score prior to be
authorized travel (e.g, prior to being issued tickets).

[0173] It is apparent that the global asset risk management system and methods
described herein may by configured to provide many useful asset risk management
functions in a variety of embodiments for both fixed and mobile assets including, but not
limited to, people, facilities, and containers. For example, the global asset management
system 400 may be configured to provide supply chain management by providing a risk
assessment for a shipping route for assets or goods in shipment to avoid supply chain
interruption (e.g., routing of supply ships around areas of increased risk). In such

embodiments, the asset information may include individual shipping container tracking




may i nclude the existence of' human in the | oop feedback
regarding intelligence provided by the source to

confirm devel opnent of the jntelligence using, for
exanple, a trend line analysis.. The rating algorithm
may assign a mathematical or statistical value to each

of the various factors and then conpute areliability
rating based gn the weighted sum. cqonparing the .
infampgtign spel) ssakr|erayPigss %&Wﬂd%@@ﬁ%f}t%d? H@‘J%lﬁgefjé?ﬁﬂ‘ aset of
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status 3304 may indicate the current status fofr a

#EBeewdinatencl| udi ng, for exanpl e, "in use," "potential,

2506 tasts &R B PR U Rappes BRI, asa%rgwgg&%%. ng

eﬁaebﬂlﬁﬁnlﬁg lshabn [d Bigu@s 3864mt16d, Regafegio Mehy, 38[&Q311@8§sage
gure 34 is an exenplary additional intelli gence
p@&l@@ 3891 ehrisk %SReSSWPP‘i I@ERIF BaY inssids grlextmessage o886y cem@mng
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or each source listed”an e
n&@ag@:pmmnn lmﬂytadm 1850&.:- a mappiag interdae A803 kel 8440Ret cammanhications

lqt%g%ﬁ? &ﬁ ﬁwgappl %%éateg @%@?&%}ghﬁggsgﬁgﬁﬁmw smpy
mcﬁ%tas%qngesaecgﬁ%ewaa xhé&?faor%ﬁ' 8t gd ri‘é’?ﬁ%e%ﬁ@ﬁt Ie\i}@&eﬁl an

dress of the Worl
embodiment; ahen the usepsslsictsdhey mepping interfase ébe?athe aﬁaﬂeas emmmmmay
butt an 3404

operator selection of the edit

PR SRR BREAE Sl PPOD B E RS Ea b RS FRAIRE FEY fisire
ChvB t%dibﬁant) RReIfSsHcE Bnd BifSmiERbh o MelCry 1‘ﬁ%ehé‘r€t1ﬁ?ﬂ1@ map page In
fields shown rn Figure .34. In an enbodi nent

a@ygb@mmwmwth@mw sglectsiike @sa?ta:bmwatmm inteirace) 3804, thg CMS

t he. source I nterin
PP RA B R EPE TR e (rERE) [P o B B e
mieftb gt §RE s IO PO eRicgbiie ndBsdgs ofenSX evEHleadsyet.
reference docunent page 3500 show n% pl ain text
doculfd#?] 350 exampleh amanPage A hl 2ceerdingda pa smbedigpendis shown

TGRSR o P 95 e e 0Bl Ot
artifitcet apregemtngmanatdﬂt@na:emvema&ﬂl il yegraphical artifact representing a
landmark 3812, a graphical artifact representing a first asset 3813 suchasa pers'on on the
ground at a location, and a graphical artifact representing a second asset 3814 such as a
private facility. Further, the map page 3810 may also include a geofence 3815
representing a threat boundary. In the example, of Figure 38b, the area inside the
geofence may represent a safe area, and the area outside the geofence may represent an
area having an unacceptably high threat or risk. Alternatively, the geofence 3815 may
correspond to a threat perimeter of a geocode in which the area inside the geofence
represents the area of unacceptably high risk. The map page 3810 may also include text

information 3816 to provide the user with, among other thjngs, the status of assets 3813




page 3600 show ng netadata associated with an
additional intelligence source of'the risk 39
mtigation tool box according to at | east one

enbodi nent.. In an enbodi nent, additional intelligence
nmet adat a associated with a source may incl ude

i nformati on nmai ntai ned by the system 400 representing

i anshi f th rse t ' f h : .
o e B R o S ety g Rt i Teogl B erhedimenton
183p0h 80 SR HiRE sel&eding @) ABlliBenck @& BB NDort the FhigtiEGve B8 page

the additional intelligence nmetadata page 3600 may.
8¢ (uptns, foriexemplss 2 progpeedavice B ALl SysgssH i rateentpitith thetyser the

SRS S o PRSI bEGERRE S P

upééilydh dthe ih@Nigthceldvart dhud thd Sskedis@xaemlrasort addbhitponalthe user
intelligent ratings.interactive page, 3700 showi ng .

ag dnflication of theg@ilnpayity of ene o mAress ithe epqdgxt of an intelligence
b 8l Liggnce source of the risk mtigation tool box
according to at | east one enbodi nent. For exanple,

ref ef@i76d tWherBdsgpartecuBr embhdinsedd df ithim &lventidretdvi peercdescribed

tings. . 3700 i.ncl yd .

sBasriol PREPSSS st giom flearih evidg o toRt R mthe et o

ndRE RNk VERSIRRPY tHR dRthiTe bf ] plebe MG @ on taf Bk intRIe Svidef €
3703, a nunerically-scal ed accuracy score 3704, a

depaving Gaml the svanter asrdsfiagdindke anpenéedz®s. and sour ce
comments 3706 [0172] In addition, in at |east one
enbodi nent, the anal ysis engi ne 403 may include a
conpl i ance function in which a person seeking to travel
to a location adversely affected by a critical event,
such as a location within an inpact area, nust first
acquire the approval of the asset manager or security
director prior to being pernmitted to travel to the

| ocation. This provides the asset manager the
opportunity to ensure that the traveler has received
proper training in dealing with the increased risk
environnent prior to traveling there, In at |east one
enbodi nent, this conpliance function may be provided in
the forman online test for which the traveler, nust
obtain a satisfactory score prior to be authorized
travel (e ..g , prior to being issued tickets). [0173]
It is apparent that the global asset risk nmanagenent
system and net hods described herein may by configured
to provide nmany useful asset risk managenent



functions in a variety of enbodi nents for both fixed
and nobile assets including, but not limted to,
people, facilities, and container's. For- exanple, the
gl obal asset managenent system 400 nay be confi gured
to provide supply chain managegent by providing a risk
assessnent for a shipping route for assets or goods in
shipment to avoid supply chain interruption (e.g.,
routi ng of supply ships arodahdidseas of increased
risk). In such enbodinents, the asset information may
i ncl ude i ndividual shipping container tracking 40

i nformati on such as, f'or exanple, a container
identification code associated with,a set of

peri odi chl | y YpdamatregReR SR CORYEIME nat es or
identifiers.. Sinila(%y, t.he gl obal, asset risk
managenent sy {58 a0 A iERAtBR S Fidured to provi de
personnel tracking .b associ ating a.persqnal .

i dentifier w fi“t?"a‘%%'é%/yw 29@%8‘6'85’ I?gi"?‘ﬁ}g“tﬁ)ﬂ%t a5gpssment report.
geographic coordinates or identifiers.. In at |east
one enbodi nent, the tracking information may include
GPS or S or di nat.es, 17 , [ _ .
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shown i,n Fi.qures. .. . and_38h.. & ri.n [ ,
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I nc 'trgggneggpléebgﬁa&i&e SAads HBAGLER @;@rm&gﬂﬁ%ﬂﬁ 'ﬁicgﬁcmﬁe risk

and asseét I nfornmati"on associ at e
integlll 7 S 3082 P Ml hRAn BN s84reQand the at
i nc lfaéesgig&rcr‘%ﬁ%&? %I{‘eﬁgafgﬁws an ea{% asset qaé enathed

COMBAL 58 bhRRA1 askdi:FbERESn 3804, andiBeatTBRPERUnfoRh&1oh 36i8ce
3803 may Include a selection nmechanismby which a user

MRY ;RAJIBEH 1669t HHe QM igtRE shiéd i on of the risk assessnent
report. In an enbodinment, when the user selects the
mappi ng i nterface 3803 the anal ysis engi ne may render

a map page such as that shown in Figure 38b. The

anal ysi s3 engine rifnaddsenichetsysteddt tRind Divilieteih BieahdlygesHeemn is
and information fromthe CRS in generating the map
pag@irtheNconBifuRB BOstb O the riek Qe chentWgREt WBREQGhAtcht I Gentification
asset communi cations interface 3804, the CMS nmay

out paimedt) | Nt eracti ve page by which the user may

conpose and cause to be sent a nessage such as, for
exanpl e, an electronic nessage or email, to the asset..
[0175] An exanple of'a map page 3810 according to an
enbodi medit i sTighislumanagement system of claim 1, further comprising a risk

mitigation toolbox coupled to the analysis system and configured to identify related
intciligence maintained using the at least one information source and related

information maintained using the at least one infunnation source

5. The risk management system of claim 4, wherein the risk mitigation
toolbox further includes a notification system that distributes notification messages

according to a set of business rules that include an escalation mechanism.




in Figure 38b. Referring to Figure 38b, the nmap page
3810 may include a graphical artifact representing an
intelligence event 3811, a graphical artifact
representing a |andmark 3812, a graphical artifact
representing a first asset 3813 such as a person on the
ground at a location, and a graphical artifact

repr esént i nGharigooondernas efstcdBdl S QN wAse® thddbHyYidkiQsset
facility. Further, the map page 3810 may al so include a
gdufoematon 38 1ibles gegraphiertdarion afdrinug@t. boundary. In the
exanpl e, of Figure 38b, the area inside the geofence
may represent a safe area, and the area outside the
geof ence may represent an area having an unacceptably
hi gh t Ar eat %ilmri*itmmgeraant Bsieat ificiiing 6, theeigdaf @ogepR815
may .correspond to a threat perinmeter of'a geocode in
whicgtion meormptian inpludege setrnd Glehet Bostioningdpstesentdinzize ar ea
of unacceptably high risk. The nmap page 3810 may al so

i AtSPeigied wathen afsak or mat i on 3816 to provide the user

W th, anong other things, the status of'assets 3813 41
or :3814 with respect to the geofence 3815. Further, in
at |leagt o enPodinent, in response to the user

sel ect'ng ar'&i'lE S1arigaraeyEeBif ci3in g, Wirrdintheignomeritt i ve

age. 3810.(usjng, for exanple, a nouse device),
?ﬁ%ﬁfg%‘gf‘f&fﬁ’%b’ﬁ ‘-‘ﬁ?i@ﬁeagfﬁ&{ cqopdipaies fosepeogmphic defomension system
c . e 2800 (see Figure 28) so that the user nay
rg%%%@g%ﬁgﬁé%ﬁ?§93 underlying the intelligence event

Thus, the risk assessnent report may output to the user
an indication of'the vulnerability of one or nore

assetsin xt_of an intelligence, event or.
event 29 [O;@giﬁ\g\ﬁ’éﬁa 3%“‘3‘3&?%'%?’8 SF ‘g?m‘b(gﬁ‘g’ﬂ*%ﬁ? geqgFarpisi s

| RuaRh 0, ARKE IORERIHBSGH DAl aRpve for purposes of
illTustration, it can be evident t6 those skilled in the

art that nunmerous variations of'the details of'the
present invention may be made wi thout departing from
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CLAIM5 J.. A risk neEnage S em: ¢
l18&8ion IS aBER R L BRI SAW GRovaBRLsser.

11, The risk management system of claim 6, wherein the geographic
location information is associated with a person that is employed by an erganization

using the risk management gystem.

12. The risk management system of claim 1, wherein the information

includes geocodes.




an anal ysis system configured to provide a risk
assessnent report, 2.. The risk nmanagenent system of
claim1, further conprising at |east one physical
asset infornratiurr source ingduding real time physical

asset lgcat Tmlsktﬂﬁﬁgén?@ut éy@{a I dFRIai N, whBEh Bl ik REsessment

anal yS|s systemis c gure to provide the risk

ASSRATAEMes B%Fh%fcal%éﬁgtoﬁ&c'f%% Sh@idhe at |east one
i nformati on Source and the at | east one physical asset

i nf or mat i on, ARMLGEicABTHDRpRkeifRR] infMGched QLp@Ei on
source includes at |east one intelligence source.. 3.

The risk NMBNAgeERhpHAE LaMOkpelatifg 4n asthiedai n the
anal ysis systemis further conf| gured to provide the

risk assessm@@#ene@&@r&edﬂi%g Réhréat GOEHdeRt | dentification

segnment . he risk management system of claim1,

further conprising a risk mtigation tool box, coupled

to the analysis systemand configured to identify

rel atetd. i nhekk ngapemenmalial coeritisg:ng the at | east one

i nformati on source and related information maintained

usi ng t he afkcdigaginf@metiormfran rakaso inesiafonaatidn soiifae; and sk

managenent system of claim4, wherein the risk

m tigati on gehoetidpoxrifkastdenent repbytiesd an thetinfbineaitonon

systemthat distributes notification nessages

according to a set of' business rules that include an

escal ati on nechanism 43 6.. The risk managenent

syst ent®f cThsirisk manograrcet rncthwbofpﬂwmﬂéaﬁmawempnsmg

i nformati on i ncludes geographic | ocation informtion.

7 recgiyingepsek Infetmatiamisen atipest era riwysied! absat ipformpdaneiopree real
geographic location infaormation includes a set of

G“E‘B@W%Ff’csﬁdﬁﬁ’aﬁ@" wykinginogB¥inat es  associated with

an asset., 8 The risk nmanagenent system of claim 6,

wherein t he geographic location information includes a

set of coordi na}\es for a geographic informtion system
associ Hted Wi gFnascaent mghadpd °F‘ﬁ"§l€5ﬂfélﬁ5‘§é‘ﬁ§‘ﬁ‘t‘5‘§%st em

ein eogr
1dent1f%mg mlategl\@ntelhgence m on%at? 8 Lysmal asset information with a risk
mitigation toolbox, wherein the related intelligence information is maintained using
the at least one information source and the related physical asset information is

maintained using the at least one physical assct information source.

17 The risk management method of claim 14, wherein generating the risk

assessment report includes using a content identification segment.

18, The risk management method of claim 15, wherein the physical asset

information includes geographic location information.




| ocation iufvunativn is associated with a fixed asset.
10 The ri sk managenent system of claim®6, wherein the
geographic location information is associated with a
novabl e asset. 11. The risk managenent system of claim
6, wherein the geographic l|ogation Information is
associated with a person that is enployed by an

or gani 2@t i OThe rirkinikghapdieent insthodraNAagNERN wvhesltRMcodphid Ne
ri sk managenent systemof claim11, wherein the

i idcatiorainfiomatiomiotludias sgefciotas Pebikioning SHBRmMdnSkinates
managenent systemof.'claim 1, wherein the risk
asssesisiyemtithmepsset. i ncl udes a graphi cal user intcrfacc
further conprising: a first graphical artifact
representing an intelligence event; a second graphical
artifact representing an asset; and a

geof ender epthegishmangoemeartmethed dfolaimdBywherdid thefgeographic
managenment net hod conprising: receiving information

f SAIAintogaationdrrudes A Setph coBFinaleiot e gecgraphicgefoanaioh mgstem
ri sk .assessnent report based on the information- 15.
TRESTMek ™R ARg®/ent nethod of claim 14, further
conprising receiving asset information from at | east
one physical asset information source real tine

physi cal azﬁgt, Locati on tracking information. 16. The
ri sk rnagemEats metdrsaermethod ofclpsn 4. orhern thedaformationg
identifying related intelligence information and
phSEeegeo Oggﬁt information with a risk mitigation

t ool box, wherein the related intelligence infornmation
is maintained using the at |east one informtion
sour cemand I i cal.- ass information is..
i nt a2ned Hers Pe SRR NG RRT R e i sending

: QB OULCE. § . t hod, of,
' {}ftﬁ&!@tzﬂt(ﬁ@hﬁ%m ﬁmbbja%ersa? Iﬁsrt]aéé E?EOeT Hﬁg gcau@s%ggé%@newﬁ%ﬂeg that

claim 14, wherein gen

I 8004d ad REIMAESHARLRG, @ content ideni:ificatinn

segnent

23, The risk management method of claim 18, wherein the geographic

location information is asscciated with a fixed asset,

24 The risk management method of claim 18, wherein the geographic

location information is associated with a movable asset,

25, The risk management method of claim 18, wherein the geographic
Jocation information is associated with a person that is employed by an organization

using the risk management system.




18. The ri sk managenment net hod of'clai m 15, wherein the
physi cal asset information includes geographic

| ocation information. 45 19, The risk managenent

met hod of claim 18, wherein the geographic |ocation

i nformati on includes a set of 463 obal Positioning System
cnnrriinatcs associated with an asset. 20.. The risk
managelfent Thetiab thaodgetleat mrtldl ofwhirh et Nviidian garghiag hiceisk
| ocation information includes a set of coordinates for
aageemépdhoct funficocompiies system associated with an
asset. 21. The risk managenent nethod of claim 14,

wher ei n t heutpnfting @andpgage forralsardds nge pegediesiu@ag a ghaphicalsk
managenent nethod of claim 14, further conprising
seainkgfaceri ti cal event notification ns ssages to users
according to a set of business rules that include an
escal at i on 'HRERSSBtTIZHMIntplbigerTh evant eiingrafiraowaphital arsifashd of
claim 18, wherein the geographic Iocation information

i s associ af @St 28 afekesineassseand 2aapisel artisRt phagenent
met hod of claim.18, wherein the geographic |ocation

i nf or mat | oFFF S e IEptdURFA U Gl ee asset . 25, The
ri sk managenent nethod of claim18, wherein the
geographic location information is associated with a
person that is enployed by an organi zation wusing the
risk nagenent system 46 26.. The, ri sk managenent

met ho 'ofc%&iaﬁﬁeiﬂ,k’ﬁm‘gpwt@ésﬁ&%ﬁ“?%ﬁ’“ghe ri sk
assessment report fUﬁI her conprises: outputting a map

page to a et “THECHEE 5454 Fncl uding a gr aphi cal

user interface: 8 [ n..intelligence event
using a fi rt§§ g?'%ﬁ%&%aﬁg%’ﬁ{}ﬁ@ggﬁm souree | .cﬁlﬁmg PenT Hine
physical asset location tracking information; and
an analysis engine coupled to the at least one inielligence source and

the at least one asset information source, the analysis engine configured to provide a

risk assessment report.

28. The asset risk management system of claim, 27, finther comprising a
tisk mitigation toolbox configured to identify related intelligence maintained using the
at least one intelligence sourcc and refated information maintained using the at least

onc physical asset information source.

29, The assct tisk muanagement system of claim 23, wherein the risk
mitigation toolbox further incindes a notification system that distributos notification

messages according to a set of business rules that include an escalation mechanism.




representing an asset using a second graphica

artifact; and representing a threat boundary usirig a
geof encer 27. An asset risk managenent system
conprising: at |east one intelligence source; at |east
one physical asset informatiofy source including rea
time physical asset l|location tracking information; and
an anallysi sThengiendskotiakatlent oystofteofataith @ASkhaéia the physical
intelligence source and the at | east one asset

| adsetrinfatrhaivndoudee gedetuphriadation mfcematiore configured to
provide a risk assessnent report. 2& The asset risk
managenent system of claim 27, further conprising a
risk mtigation toolbox configured to identify rel ated
i nt el | lgendcrsictitizki madgeninngysteheof ciim 3@ ashcranhe geographic
intelligence source and related i nformati on mai ntai ned
ulscatpntinfernaation dupludes o pas op Glebpldakitiarine Bydterh opardinaten
source.. 29.. The asset t isk managenent system of
chEpdistebwithpehysioal 48 risk nitigation tool box further

i ncludes a notification systemthat distributes
notification nmessages according to a set of business
rul es that |nclude an escal ati on nechanism 47 30 The

asset 1% sk ﬁﬁﬁéﬁj@ﬁ%‘ﬁf’”@%‘ﬂ"@?ﬁyé'fe"‘d?f&iafﬁ 3%, Whgnein degepgraphic
si cal . asset .infor rmtl €0 raphl c lgcation
-E?%wﬁé?f%wt@ﬁ mdm‘@s %@f’gg chr a?g%ﬁsr?%mg%fw@mvew system

@2 Y L0, t he geogr aph| c location information
|?Fé‘?‘ifc§ Wil §8 3’"°’l:§:fa ¥f%bal Positioni ng System coordi nat es

associ ated with a physical asset.. 32" The asset risk
management system of clai m 30, wherein the geographic

| ocat 'g - b gssnﬂ'isk nanlan c%g‘%gteg zg §bn&|g%’tw Il"eqll‘l ﬁ%tggg’grgpurc

a geog aphlc PR or e

g@xeyogﬁﬁr%og]ga?%seaggqm Ehfwt@asﬁ&hag ok mnagemrent  system

eogr ap | ocati on
information is associated with a flxed asset .

34, The assst risk management system of claim 30, wherein the geographic

lpcation information is associated with a movable asset.

35.  The asset risk management system of claim 30, wherein the geographic
location information is associated with a person that is employed by an crganization

using the risk management system.

36,  The asset risk management system of claim 27, wherein the

intclligence includes geccodes




34.. The asset risk managenent system of' clai m 30,
wherei n the geographic |ocation information is

associ ated with a novable asset.. 35.. The asset risk
managenent system of cl ai m 304gwherein the geographic

| ocati an. | nfTae B¢ inaMbgbBer@ S5e@e af Balmwizt Qh&eﬂﬁﬁiﬁs@c A& ment
ris

is enpl oyed by an organi zation using the

MapEgERprTtvidey stoenthe 36ilysEhegias 68kg & bokenlRBAGRIBN oM SNy
of claim 27, wherein the intelligence includes
genduites gaPhicBiTuser ierfadei fofthoranagemnt system of claim
27, wherein the risk assessnent report is provided from
t he analfiysigspbiogli andfactstpresentingantifaligtdeidnt:i cation
acgrnent and includes a graphical user interface

f ur t hef sesongieghivg artdadt rapedsergingaphigal amr ti f act
representing an intelligence event; a second graphi cal
art i f aggeqfese sepsssenting adhreatdwendanand a geof ence
representing a threat boundary. 38.. An asset risk
manager ucnt net hod conprising: receiving intelligence
fromat |east nne intelligence source; receiving asset

i nf or niti o™ P6th ik magkestepiTeethtd eimpakings s et

information squrce including real time physical asset

| ocati on t rECR Ry SRt b e leasyedntaliigerye aourig k
assessnment report based on the intelligence and the
physi cal adSEtV TSRS FRIPTSHON BRa o lear oh¢ phomigalasiea frdatmation
inte(ligence. and ]op si cal, asset information, wherein
the rel at ed®V'it &FH éﬁ‘??ztlmgp P53t 26P44 desaiies trryking dnfatmation;
| east one iQﬁe%‘i‘,»’ﬁi%%%nEe source and the related physical

asset infofrat ARFFIEITERPT RS Fen the infalligesesand dhee
mﬁicﬁae&lssefﬁﬁo?{nﬁtiém;o& mati on source. 39. The asset risk
rre ]

agenen 0d"6f" cl ai m 38, wherein the asset

i nformati ops.i.fA .aphi ¢ | ocation informtion,
40, he. nomsh ¥ iR FRSTARN S S8l Riet Bomnaipn, wheren

%@Fe%&éa ihtlgﬁigence i« maintained using the at least one intelligence source and the

related physical asset information is maintained using the at least one physical asset

information source.

39.  The asset risk management method of claim 38, wherein the asset

information includes geographic Jocation information,

40, The asset 1isk management method of claim 38, whercin the
geographic location information includes a set of Global Positioning System

coordinates associated with an asset.




geographic location information includes a set of
A obal Positioning System coordinates associated with
an asset.. 49 41. The asset risk managenent net hod
of ' cl ai m 39, wherein the geogmaphic. |ocation
i nf or meitli on Thnesseuhesk namsgineaf mMENEd 6 hAhe9, &R{mlﬁ the
geographic information systen1aSSOC|ated W th an
asgegrarfe locatiten s glonihdikdonm Bage BRMin RS B0H  Qfsrdpl A1 M
39, wherein the intelligence includes geocoaes 43 The
a§§@ﬂn$F@HWﬁﬂnageqmwdnmhmhnﬂdtof claim38, further
conprising sending critical event notification
nessages to users according to a set of business rules
that include an escal ation mechanism 44.. The asset
ri sk néhageRpsstisichpanagemeital sthRINf clatve B8 wherdi@ the
geog®aph|c Iocatlon information is associated with a
gqse icludgsigeocades asset ri sk nmanagement met hod of
claim39, wherein the geographic |location information
Is associated with a novabl e asset, 46. The asset risk
managepent t hod of claim 39, mhereln the geographic
| ocati 6h | nFSrEE [EhmPeegeesaldrd of wrinh3s figthes oymprisihg.

set. risk enent nmethod of clai ui 38, wherein
ge%g?%t h&f‘l et m@%“%@%%%m"*r'é perordingtopseset afibueidess
ent entification segnent and further
ﬁhé}q}lﬁ IT?C?U &P Bffﬁgp%machﬁﬁ] am

conpri Ses: page to a user., the map
page including a graphical wuser interface; 50
representing an intelligence event using a first

gr aphi gal [ resentin .asset using a
second&gr ag‘?. (":lgsgﬁlg?kt'? g on 'ﬁ'atlll"?%%ﬁ%@ear?t Phgreia thenr eat
b@égﬂ%l}f 1déﬁﬁ&ginf"onggt%nq@&gocmtcd with a fixed asset.

45, The asset risk management method of claim 39, wherein the

geographic [ocation information is associated with & movable asset.

46, The asset risk management method of claim 39, wherein the

geographic location information is associated with a person.

47. The asset risk managoment method of claim 38, wherein generating the
risk assessment report is performed using a content identification segment and further

comprises;

outputting a map page to a user, the map page including a graphical

user interface;




30
representing an inelligence event using a tirst graphical artifact;

representing an asset using a second graphical artifact; and

representing a threat boundary using a geofence.




