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Bi OVETRi ¢ PERSONAL DATA KEY (PDK) AUTHENTI CATI ON
I NVENTOR: JOHN J . G OBBI CROSS- REFERENCE TO
WOREL0ANIEBAPPLI CATI ONS [ 0001] The present appl i CEtT/082005/046843
clains the benefit of U S. Provisional Application No.
60/ 637,538, filed on Decenber 20, 2004, and of U.S.
Pr o\BEDMETRIGIHR SONAGDNTA KGEDISEA UTHENTHRATION
February 14, 2005, the entire contents of both
appl i cations being herein incorporated by reference.
FIELD OF THE | NVENTﬂ@(FTWi?HPﬁEeéEBQEem i nventi on
relates generally to conputerized authentication, and
mor e Speci f il rehduRRedd REDIBAA PARCARRARNS ve Lo
bi onetric verification of a user being authenticated.

[000 BACKGROURR b0 3ppGeatiaitlaifiathaisatefawt L8t Prodisional Application
techni ques are designed to prevent a c cess b
No. 60637, 5, ifitedti on Sacemben 801 2008 nand ef USS-tPG‘OVM%{ Appligaipn No.
bei ng aut hentjcatedq t rqvi de. secret credenti al.s, ,. .
60/ 63540, Gl bopasbngrn 4nsid Bt et abbSharhikapipys being
herei%ipéo'y 8}1‘5{9&’5 q,gfbrgl[gcer_ equi red by an ATM machi ne before
2o ng a pgrson 0 perform aut omat ed bank
transactions. A difficulty with this technique is that
It requires the userFitp OPMHEIREENTION her wi se keep
track of the credentials. A uses often has nultipl o
[0002et s ofThemsesantinventian rplatep gencgydo éﬁmmtﬂgyeohﬁat%epﬂcaﬁonf
d can be uile diffic It.to.kegy t rack o%.the
and meysypeciifatifeto A apiietEa AT REBEVASP PFY
Lmeryéﬁ%zﬁ@haﬁﬁgﬂ&ﬁe credentials is to provide the user
Wi an access object such as a key (e.g., an
el ectronic key) that the user can present to obtain
access. For exanple, a B»KGROUNE® provided with a
smal | electronic key fob that allqQws access to a

[0003],i | di feprorensioRal uses @tlenticatignitesiniauen F1e;degignpdomyevent ac-

usi n ccess obje i s, that .authent.i i .
coss 7 A RERG R8BS0 L e B0 T UGV Sttt
provgf%es%cfb‘?tcrééféﬁl'tifaYs ShEH ad BpabfBdld, BRIdte WHBIvihg abi&dsBgSinhidarly, a PIN
access object. fhat is, illegitimte user can use a

numbéralagrbeaeqaieddly #cATM readhéne befoee allewinga peiwm to perform

all e ..
ﬁceveirhfécatlon of a

automated bank transactions. A difficulty with this technique is that it requires the
user to memorize or otherwise keep track of the credentials. A uses often has multiple
sets of credentials (e.g., passwords and PINs) and it can be quite difficult to keep track
of them all.

[0004] Another technique that does not require the user to memorize credentials
is to provide the user with an access object such as a key (e.g., an electronic key) that
the user can present to obtain access. For example, a user can be provided with a small
electronic key fob that allows access to a building or other secured location. A diffi-
culty with using access objects is that authentication merely proves that the access ob-
ject itself is valid; it does not verify that the legitimate user is using the access object.
That is, illegitimate user can use a stolen access object to enter a secured location be-

cause the user’s identity is never checked.
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cause the user's identity is never checked.[0005] Sone
hybri d aut hentication techniques require the user to
wee@soasibot h an access object and credenti al SPCT§2005/046843
user is authenticated only upon providing both itens.
[ooosch; couBeme hytirsd guthentigatiomteshniquasasghire theesgtgmrenide both
o] king the user rize credential,s. ,] 0006 .
an acqesepIdst And CHETIAL. o ot For G RERE iy REPRRISVIdips Poth
. veri fying.a : ' ' '
iemsy S0 P P SR et o dRr Ot i BEV RS Clal A h€aBer memo
rize MUSMHS,, the solution should ease authentications by
wirel essly providing an identifi cation of the user.
[00063UMVARY hebfOT, thdre ipa esed for systerns and avetheds éer Yerifying a user

et R e A TR BT RS 5 Grcpegbore

a_us hei n. ' R ' . . .
Moy s B0y o P BSOS, TRORL S g, Ring an denti
catiok 8fehSYsdr. as a device identifier (ID) and bionetric

data for a user in a tanper-resistant format.

Subsequent |y, scan data collected froma user (e.g., a

fknggrprint or retinal sc¥WYIMARY be conpared agai nst

e bi tric data. Once,the user has been verifi.ed b

10008 e | iR RIESQRUTEOR T et E ANOBE Mo e Lok Y ing ystems
and LRSI LA EAEo b BrkEetc MBS o porbng o
thentdslt&® N 6 e@BolTRHEME a Detraetridieecpesistentdy (orystratnkaily) stores a

authority. The trusted key authority checks a |ist of
code encloh$ edeviceridentite@} and bimeirid datadpes Mepr inprtasppry resistant
o e e Bl it B TG o reinl
scan)gc%%ﬁ)@ colmnpﬁjgat%%ns% @E@g{dﬁ%}?ﬁ’c ddig bmds 'ﬂ‘?@ug&%aﬁ thﬁré verified by

oritytcan ore e as soclated wit

the irfkeSrREH devicytheadd didedrtee waktessineasmitiddetociadicatnttait the user
user inform tion such as nane, "age, account nunbers,
has beeekacensfedly vemifiedne i ke. In addition, the profile

NI TRTE T LR S B—
o RIS LR APPSR B A i ke o -
termirfe Wheth@P tRI& R isUalH. IeMe dodeds vakdherREhéntedation module al-
lows the user to access an application. |
[0009] In another embodiment, the trusted key authority can store a profile as-
sociated with the biometric key having the code. The profile can contain user informa-

tion such as name, age, account numbers, preferences, and the like. In addition, the

profile can describe the status of the key, identify the trusted key authority, and/or

_ contain other information. The profile can also be sent to the authentication module

for use by the application (e.g., an age of user sent to a casino machine).
[0010] Advantageously, user authentication is bolstered with highly reliable
biometric verification of the user in a single key. Furthermore, a keyless environment

relieves authorized users from having to memorize credentials, and of having to physi-
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[001 O] Advantageously, user authentication is
bol stered with highly reliable bionetric verification
w®boobhedssser in a single key. Furthernore, a kByl/esS®05/046843
environment relieves authorized users fromhaving to
cally emtenciedentiabsderikdysl dn addifiast, thelieyigan be phkargigpieyt for an applica-

. gnt,er crede tiak3 r keys. In addition,, the key can be
tion t ﬁftlﬁ&ﬂep_ctﬁttg%lp_f‘ f‘c g‘r?"dﬁpﬂni X O8R S(Yﬁ%{“}-s open to the
0019HUP! | STk €apurdd bfta@Piitak 8082 ¥iBbE Bh thd H%kifldatibRtire not all in-
[ ﬁ anc} ad"{/]a 3

eat ur es ant ages scribed iIn the 'specification

clusivd £hd)Gh pakticilir, Ghatsy ¥édiivthal featps andudvantagesyvill be apparent to
addi tional features and advantages will be apparent to
one ob nediotarpskilliartie skiinlvigw afibe drawingsy spspifidations, and claims.

Mo B g B S0 S LS P Blticas been prin

. nShecl ficatl - Nk Neci )
cipal SRSl R AR R R Lo AEL SRy Aot have been s
lected' &Y 8clgSite SF cirBeieebOtHéghi Bt @nditteg] r cunscri be t he

i nventive matter. BRI EF DESCRI PTI ON OF THE DRAW NGS

[0012] The teachings of the present_invention can be
readi |y under stBRIEF PESCRTEINOF THE DRAWINGS owi ng

etai l descriptipon in conj.unction with the )
[001 gc conp itﬁﬁ&d’i‘ Wﬁ%wﬁfd‘? IRy SIR}QE can #’%reﬁlc@é’ Hdgrtood by con
iderfA@ABlIb W il ' ESnjliR¥EPviB] td ScBhpanyi
side ALY R BRI L RAIGR B 1G c0pansing
drawt@gd.fi ed user according to one enbodi nent of the

present invention. [0014] FIG 2 is a block diagram .
[0013] | ust FIGi his 4 echemasicdiagormiibustiating A bigraeickeyelor pgoviding

key accqrding.to one enbodinent of.the present -
authFaRoh RO OETEP! RIS T s Gl gragiaing to one embodi-

i1 ' ystem for providing authentica tion
mentidgftgg%%egﬁg?\gerrﬁ% i onetrically verified user. [001 6]

[0014] G 4 HIS. 2id h B KIHAgranh llUsstFatrigfgnatioralhaddiites within the bio-
provi di ng aut henticatron information for a

metrivila@ystaconting yo veeieftedlinest of {fegareggntingention.s a f 1 ow
(00185, off16n3 4. Blok EABEAR8 reuisa X TpbLaY dpigau pentioa:
ion gl SIER AR PR et Lo ver i o
[0016]T00di MaEL 464 a oty s ARistiativgt iefhod for providing authentication
information for a biometrically verified user.

[0017] FIG. 5 is a flow chart illustrating a method for enrolling biometric data of
the user with the biometric key.

[0018] FIG. 6 is a flow chart illustrating a method for verifying a subject present-
ing the biometric key according to one embodiment of the present invention.

[0019] FIG. 7 is a flow chart illustrating a method for authenticating a verified

user of the biometric key according to one embodiment of the present invention.

DETAILED DESCRIPTION
[0020] Systems and methods for authentication responsive to biometric verifica-
tion of a user being authenticated are described. Generally, biometric verification uses
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[0019] FIG 7 is a flowchart illustrating a nethod
for authenticating a verified user of the bionetric
wkaye/a@sar ding to one enbodi ment of the presermrCT/US2005/046843
i nventi on. DETAI LED DESCRI PTI ON [ 0020] Systens and
biomdtEkhipgs td ens\avtharthe cat of) foresponsleye bicmétirsrieyy isthe person
~verification of a user being authenticated are .
registdessas aredwnesnBicanetyic dateied igita) 6F ppplogepresentation of charac-

. usesbionetric data t0o ensure a .
teristgS RIS AP USHGE PPEY 1 BY SXamp o SREgpARL o, plff) can be com-
pare%aqmgfrev{%l gﬁp—f%c'o?%&iibﬁ)rﬁétri_% dkHtdraferFicabibal thgt the subject is the
representation of charac teristics unique to the
registefe&l ownBPay thdibnexaake, Thei,ithgbigmetric ldy dsed (itzjreleg authenti-

can be com pared against previously-recorded biometric
cateddata for verification that the subject is the

regi stered o r of the bi tric key, . .t
oned S T U s o
i idf i iReh AW ¥ | 8 RS hibie of
blomeefiacnpﬁlﬂg[%gﬁlggl%%g ;ﬁgl%\@/{é%ilf 1 l(gat iron ucgﬁﬁghgpﬁ?trﬁgigw?%t t,Eo the
preseit (iffen@iBRQdn R nbidinetricherifightion using dthep tygsesrf biometric
i nvention can performbionetric verification usin
data. dfdreaxammypesthefbibinetrie date cantincludg @ Ralampriat, ygBnal scan, an iris
bi ometric data can.include a pal.m pr.int retig .
scan, §@RA,8ERMGHFY EQ8RHIO E?nglgfss 419“? UBbaE %Cﬁ’,g“%qgéc’;‘."a rvolce
recognition, signature recognition, or voice
reco?ét&%‘g'niti on. [0022] FIG 1 is a schematic diagram
[0022) | USt IFG] ek RBCHR*TR @iagfara ilharaing an keymplOof @biometric key
providi ng authentication information for a
100 fdi joroati dinged thentarationein ferseaticacios redriametgealheverified user accord-

g Eopaeoirens e B T DS e
n_one di to pB ' .
10,4 S P BESHASH DO L KRl id st Lef as

smalffb‘i:ﬁl fabadr (h.g.,QEQ she df ahebinobile veinyt€ asritral)l shgh thatsteran be un-
0023] Fra 110 can be fornmed by plastic, netal or
obtrisivdlpearrsad bphlwermaterial . Frane 110 is shaped to

secure scan pad 120, d.includ f [ ; .
(0023 { achdEAma B0 ParbesEREHLYP RS ﬁ%ﬁﬁ&b%%ﬁﬂ:eg Suifig material.

di t 1 i . ' . i
oS Bl 500y 43 PTG 0 i g tchms

to, foﬁ%ﬁgfggﬂ?tﬁ k:ég %grﬁiglkéelgdﬁi( PRSéhd diabudidesity iragnechifpe femted from a

unitary molding to protect biometric data. Accordingly, frame 110 cannot be opened

to expose the underlying components unless it is broken.

[0024] Scan pad 120 can be, for example, an optical scanner using a charge cou-
pled device, or a capacitive scanner. Scan pad 120 can be sized to fit a thumb or other
finger. Biometric key 100 of the present embodiment includes LED 130 that lights up
to request a fingerprint scan from a user. In one embodiment, LED 130 can also con-
firm that user verification and/or authentication has completed.

[0025] Biometric key 100 can authenticate a user for various purposes. For ex-
ample, biometric key 100 can allow keyless entry into homes and autos. In another ex-
ample, biometric key 100 can log a user onto a computer system or point of sale regis-
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[0024] Scan pad 120 can be, for exanple, an optica
scanner using a charge coupl ed device, or a capacitive
waEzEnexs30 Scan pad 120 can be sized to fit a tkUIbS05/046843
other finger. Bionetric key 100 of the present
ter withbotliypeng in aeidedtsls BpstiBanothsar exaghnle, hipmetrie key & can verity
a fingerprint scan froma user. In one,enbodi nent, LED
that a7oeRrBlRd SGhS AR VP AT EHARES G DEPPT RSN TASHRRP JogF S0t ma-

Chlﬂ&%ﬁ%hgagirLOéa glll 88 g%%ﬁ&dﬂe tt? %101&199’?0511?51%&a9es@¥h&9l0010met-

c au hticate a user for various purposes. For

ric veRRIBbA, afkl PSRRIkt & fike¥rprlt san fidrh awisee phBswhenthiymetric verifi-
into hones and autos. I'n another ex anple, bionetric

catio:k:'s/née?aiéddant}h&)gamicul;aerusent 0 a conputer system or point
of sale registe i f hout typing in.credenti al In ..

[0026); i | | kGt hera Bf@gi?—”pvf%gram eﬁgsm%@gﬂag?mférec ken 100 Afqopding to one
that an.gnrol | user. . ri-@al

emoc s B0 ARG 380002 BUMALR 55717 BeffdRofirol mocie

210, 588 go%tﬁbﬁ@f@ RERAAMIRIaYondinedald 230, keysisteRt storage 240, and
operateS w thout bionet ric verification, and request

battesy 250gBioptdtit kegd00 tanivedorrsed fromh p cahdrinkiiomef haxdware and

verification is needed for the partjcylar use. [0026

softwargcompogentsisissisecabeg pRAYS | Iusts %IP}Dﬂéer? fam trwﬁg?]y 100 com-
. 100 acgcordin o0 one enbodi nent of the present

prﬁe?ﬁ&%ﬂ%ﬁ@ﬂﬂ“ﬁ%@ tric key 100 conprises control nodul e

[0027L0, DicRSREA FoB8ll1107082@inatds 1EeWEEN 5&@IrhDfunFEgHS 8f biometric
0, persistent storage 240, and battery 250.

key 1B00 IR bhE @nkydifRat,centiod niatuted16 poovides avierifization cofle upon
hardwar e and sof tware conponents as descri bed above. 1
succasafud verifisniden péHe ussr oMereisperidgalipencs higmeigpgrtion 220 indi-
difi.ed key fob. 27], .Cont r.ol ule 21 -
cates B} i ET Y CERR B ST TP RS FORa B Gp Beseet durjpg enroll-
mentt g&t{b%%ﬁﬁl%h@%er R ufRALR rRéQuRi B0 ff@? t§et31rﬂiing a
e

verification code up successful verification o

code if@icatiVg tiRathecisét wak byrifiedc &n bhother eirbqimenttoaP®l module 210
indicates that a fingerprint scan matches bi gnetri
can witkaint thetoppasite direslior By dletedtig genrasiueshion verifigation from RF
nodul e 210 ri RF comuni cat.j.on. nodule 230.f or ..
comBURAHgRANRURE FRomenhAL EAT I dCUUCAURG! G T gt biomet-
. . i , r | @: s
ric po gt ol Mo BRI mE L0 T Siiragn fiombinglof control

functiGhd in £ adrite) aelaeacRires ananim btiedriepnbodithients, 286 comtndl functions can
then requesting verification of the user from
be difrimed betwerrt sesreraroodnssarewad bimsnetrin kayolld e 210 of

[002@ G 2 éigmr(re?{ig lpgrt?org 5?(5] g(;nq ri(s)tf?s grg'r(])h;r?elnt module 222, validation
module 224, and biometric data base 226. In one embodiment, enrollment module 222
registers a user with biometric key 100 by persistently storing biometric data associated
with the user. Further, enrollment module 222 registers biometric key 100 with a
trusted authority by providing the code (e.g., device ID) to the trusted authority. Or
conversely, the trusted authority can provide the code to biometric key 100 to be stored
therein.

[0029] Validation module 224 can comprise scan pad 120 (FIG. 1) to capture scan
data from a user’s fingerprint (e.g., a digital or analog representation of the finger-
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functions in a central architecture, and in other
enbodi nents, the control functions can be distri buted
whazteeenssever al nodul es around bionetric key BOODUS2005/046843
[0028] Bionmetric portion 220 conprises enrol | nment
printyrddsihg tBQ Scarvdatigealidatiomoehodeleo2ld d@tﬁtmmqswehethér Hgy gser’s fin-
base 226. | n one, enbodi.nent enrol I li[le

gerprigna P% the siersd RiormetHr datd from weRp sy
for cdD erac’rll 3 1?1tg|ﬁ{ior rLtg ChiBe Qfs Hr)]% Qxﬂghféé ﬁgesgﬁf leGshtWirh lbf ridges and

onvenglonal techniques

enro glsters
Valleybd @Fﬂ% I ek]g nt]sQ.QnVMetdb dreds 2 stadistib) mhédelldn be used to deter-
providin e code .g., device ID) to the trusted

mine adtiparisby . reslts d%alﬁiaiﬁiwmoﬁh@ 224ucamesengdutomapamsorceggults to con-
provi de the code to bionetric key 100 to be stored
trol Hthdé#lélzﬁ [ 0029] Val i dati on nodul e 224 can conpri se

[003@82? gilrf\I er r%‘? o% nﬂe)ntg %ﬁﬂBgHﬁ‘fxs cﬁlﬂgrﬁgtﬁgvfbre%hﬁgured to cap-

ture Hl@ﬁfe?ﬁ@ Hﬁf”’at fop Btidr HiliRah bﬁ%&fbfrisﬁké Féiséﬂﬁn}blé?a Q?ﬂal image of a
data, validation nodule 214 determ nes whet her t

retina)$s, #hd for dendmnitingrsdroplescantee eapdnead. bingmsthecedanple, a micro-
fromenroll nment. Cbnventlonal techni ques for conparing
phongicagerpiITARY AighsaBPesed. For exanpl e, the uni que

[003‘@2t Egr gFSéatenﬂ gfacﬁae% I'Fl%ye%élgff stl)psg t{)&&g%@a%ﬁtﬁor‘ﬁa&\e or more
users%ﬁfcﬁ@a@ é(f&’&of'&ﬁ\‘gl tbsstpeM@llchﬂ@ﬂélﬂ@nfmwﬂ\ls e IR 3fle embodi-

an sen nparison results to con trol nodule 210.
ment] R0B83t somodhssrsendrndtorage 826 isad ineatoryrelemednt tha?24n bawritten to

be configured to cap ture bionetric data for oth
once butraandtsukeequansky; Qes,a tqrgd. é’g%pg’c stgrageqp4o4an;i H‘gé‘él efor exam-

ple, a@é@% legeaherl}tr I %l? ﬁgeirr?(r%gyg nﬁ%\g tolr%, é/roggg ﬁ/ %26; nrR)gléV?latlle storage
elemént’ q*&?is&%]@io@a & 983iLlitBH! Sh tst%ﬁ‘és dharinode ta&ﬁﬁer-proof format to

persistently st res bionetric data fromone or hore
prevéi&&fr@r Aingls earhdxofpdodatded aaqmr;ﬂnngngon&pesﬂﬁnehablhty of au-
i npl énentations. In one enbodi nent, at |east s

thentpeativinshesausesit slogg aop akowsary qb@ﬁﬁﬁ@%bl&%{lcm 8&&?18&5 reads
of s SR a8 SR SR SR B R SELTOA Y B Rb GRS e
data gér?ggg or?a i Bﬁ%ﬁcggﬂga)foﬁll\e”em or any ot her t ype of

I'I'e stor el enent. Persistent storage 226
[0032]5 I t sghfoneanfbsdigfieas, perstant staragadpe nlsprsomres tlue owde that is

to prevent a changes to the stored data
provmﬁey thor loayf 1@%9@%3@&81#@18&3%1 V¢mf}caélr0na<ef the user. As described
above, in one embodiment the code is a device ID or other value that uniquely identi-
fies biometric key 100. In one embodiment, the code is providing during the manufac-
turing process and the biometric data are provided during an enrollment of the user.
In other embodiments, the code is provided during enrollment and/or the biometric
data are provided during manufacturing. Further, in some embodiments persistent
storage 226 stores other data utilized during the operation of biometric key 100. For
example, persistent storage 226 can store encryption/decryption keys utilized to estab-

lish secure communications links.
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thentication because it does not allow any changes to
bi onetric data (i.e., allows reads of stored data, but
WOz6MsI3ses to store new data or nodi fy exi stimQr/ustey046843
Furthernore, data can be stored in an_encrypted form
[0033]0032] RadimfrequemcydiRia sommuenishtior module 238 és, 296@maple, a
stores ttgg code that is .@rovi ded by .t h[e k 100 .
trans¢elEFroRtspther MmeChariSBLIr IYIrgIErs fREYTtR e (RE Comgpunigation mod-
r Ve, e i iC Si
ule 24 E S AR B R By R (g IR O e maABE e b Bmagnetic signals.
In onPleBdiirenk F dS8muricith Z100ea besptintinel foedewtpower usage by,
provi di ng during the manufacturing process and the
for exainyplef nsingdhoet-mnge pransrelwersd RE camanirgeatisin medule?30 can ac-
. .the user. In other enbodinments, the code is. provided
tivelygsandeuicianaertiemreqHests oF Pasravely 6@@?9? Fena%&%’pnafﬁéluesets-

[0031@r oV d%%tt%g}; b g JTRDSL %8}1?&“{191211 g%%\’é?%'buré‘enslﬁ%%?e fé)gtt}ée compo-

nbodi ment’s’ per st st ent st orage stores ot her

nentsBfidibgRerid lééﬂl n@o.t B@ct@ﬂelﬁtcbﬁ be@fitHer eoplatéablk oy rekbdrgeable. Al-
For exanpl e,” persistent storage 226 can store

ternatinelyy paitery 2alecnyh ¢érobeddsd wathih kegd 00 sudls thaslthe ey must be dis-
secure conmuni cations |inks, [0033] Radi o frequency
cardedrgm regpetad Mpoa @it atioaafdhe batteyy . | or exanpl e, a

ransceixer . or, pt her. nmechani far. wir . 3 .
oosd o515 01 oIS ML O0R e ot st
catioR ok REELNFoH §‘b?or§1@t-r9:allytv|%?ifi‘éadﬁ)er.aSyé’fEﬂi'B(m %gnprises an authenti-

el ectromagnetic signals. In one enbodi nent,

catioss enavduilie a0 i noR20utiaatidre wotht bivizadcfkey 100va roweed keyagghority
by, for exanple, using short-range transceivers. RF

320, asishamAPpHEatsm ule 230 can a c tively send out

onnectjon r est s, sivel t ] ' . .
100365 oS AL BT es BOES SR S RREL i biometi
key \HQYY?\% 88? i & €, SHtdiaRIReditim bl msigﬁﬂltsﬁ aAld RitAMRsted key au-

key . Battery 260 can be either replaceable or
thoritye8lavigaate 3.2 (Alg. taesetard dataynetwark sugh a6thedarerinet, or a cell net-

enbedded within ke{ 100 such that the key myst be
workgi dagthertdcagionrmeguletl O qaarinegierans Grmere ?ggorbeaﬁp@?lﬁ. a comput-

. [,0035] FI 3 is a.block diagramillustrati

crized GtV ias, BRI G LB FE R TR e R of a7 hdi Tecoder

circull YBNEl A HmERE, tﬁgnt'i’csa@iro:n rﬁﬁahmﬁp&r?&@ﬁ%!aﬁie%per to ap-
authenti cation nodule 310 in comunication wt

plicallbRBD biyGreljaitirdthe @derindicating eycassiub bidmyeBROverdfimtian of the
applicafion 330. [0036] Authentication nodule 310 is

user poigptedllowingaeness tathe@pphicationi Erether,dn one embodiment, authenti-

cation module 310 provides the code to trusted key authority 320 in order to verify that

it belongs to a legitimate key (e.g., when application 330 is security-critical). Authenti-

cation module 310 can send a message to application 330, or otherwise allow access to

the application, responsive to a successful authentication by trusted key authority 320.

[0037] Application 330 is a resource that can be accessed by a verified and au-

thenticated user. Application 330 can be, for example, a casino machine, a keyless lock,

a garage door opener, an ATM machine, a hard drive, computer software, a web site, a

file, and the like. Application 330 can execute on the same system as authentication

module 310 or on another system in communication with the system of the authentica-
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key via line 311 (i.e., a wireless nedium such as EM
signals), and with trusted key au thority 320 via |line
wW®@Bde/e38n , a secure data network such as the raw/es$20031/046843
~or acell net work). Authentication nodule 310 can
tion mﬁdutm dnoime erbobraEns apRiateRanprale Sipyii 2R user ater

evi ce, software ut i.n
recei 436 4 S SF B dEIB AR HERDALP R PRTIer 10T OB BB O ARLRp tion 320
[ 7 ®
L s
thro h@ﬁtibathirﬂﬁ‘bﬂﬁlﬂ@3lﬁéfrdrfcbnahu®dh aafhdritieatisear prior to
al | owi ng access to the a f(g‘ﬁl cation. Further, in one

[003!Hnrbod| ensteddieyrarhpritaddbis atbing-parsy @ughentydhat istRresent in

someREPOTIEETLT Th LT od P UG TP BBy ey g 1 o g wodithent,
trust&@P g{ej* Qﬂgﬁ%ﬁg%@.@ VeSif §%t'at 6 de frdinCAbibmétik W&S)tlé R%tlt'n?uﬁte To do
an sen a nmessage to application’ 33

so, thetthested key aluklewyitg320ssores atlise ofppd dscfat ilegitmfaeebmmetme keys. The
to a successf ul authentication by trusted ke
list carubé baﬂChydmmpqa@@BQqchAp@llﬂacrmW oedd@yiis earqlésio Jrl@éle embodi-

e R S P L R e
The 151%?2& 3§scrf’?)eﬁ ?13(4 8§ Jsg&éatea Vgﬁlﬁ "{’H@kg}? QGhe REG R, R tﬁﬂ%d key au-

Mput er software, " a web sit

thorlﬁy fihd¢or @ﬂ(krtrbl%vbhkﬁtfoﬁﬁ@ﬂldnﬁi alri efe S3bodanery d@&lf@cﬁnnahty of
the sane system as aut hentication nodule 310 or on

trustech bﬁh enthuyrgyR0iin gc?ndad ibya yesviervdn othen eorgbpsnt@mqﬁ deviee.
ut hent i cat I nbodi t
o0aLL e SRt e Tt e b of %q%gg%sg%cgw b e Rlction
a r t
(e.g. é%% ILg)Z %'8@3&81% t'r‘ﬁﬁ r . rStgfg?}z’@ )P@hlle&%?eerrggaﬂbn that a

key JreSbHtir® 4 BakaiaQaadns katti9ate. Eoritugst] g PEssed Hysbeighonly known
y%ut her?tegl cati on nodul Fg%%lo fo?}?{:‘ontl nued W Y

usersaarefiegitinuate (@g., ola@28pf Thostedhkdyusied hoy atyh@y 32§ can be main-
third-party authorit hat is sent in so ..
tainegperilyhand senves & Uiy hap Irskabb Sangnte ane abie limited rumber of

enbodi trusted key authority 320 verifies
userﬁ%‘ﬁf ' e H{sefsygm a bionetric key is legitimte. To do

[004@}) t hquCf Ysé 8 ‘f{lowyhaﬁf@llmfa&ﬁ‘\g&ﬁ\eﬂﬁ&i 860 forl duthe¥icating a bio-
codes for legitinmate biometric keys. The list can be

metrhvatlglvedifiet] used asing etrabtetli oy aaxthewt}um | kethoridy 320). A biometric
enrolled. In one enbodine usted ke thorit
key (e hipmetrie ke 10)s wglftéreai% &E@gem&% iﬁsy aﬂﬁt%ifbf “he code
file.describes t
e Gl BIBLAAS RGBT B BAREAES g Gy o v
is emadmd/ 20 With&he bf‘drﬁc\!@ﬁtkéy"bfsQiéﬁahb&!{‘ beldw Mth pém@ehtmmc 5.
the functionality of
[0041] In various situations, authentication of the key is needed 430 (e.g., by au-
thentication module 310). In one embodiment, authentication can be required prior to
allowing access to an application (e.g., application 330). For example, a user can be
standing proximate to a slot machine in a casino which requires that a user be over the

age of 21. The slot machine can detect the biometric key in the user’s pocket, and, in

response, spawn a conspicuous pop-up window on the slot machine requesting age
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trusted key authority 320 is provided by a server or
ot her conputerized device. [0039] In an open system
wones/e693stknown users can attenpt aut henti cati oPC/ES1Y05/046843
in a public grocery store), trusted key authority 320
verifisadon.d Adteveativaly dhie biomitric keykean Ppindsan{ifhy n etber gmpodiments,
. code is. legitimte. By contyast,.in a.clgsed st.e
biomgiigveriiRAT s MOt BFeestarg Aoy the Ke ifssllnruibntigated.
one) , . . ; ri , i thenticati
00a 3 AT PFTAE R LB BenEE R P PR fbenicaion
mod @R RS v&ﬁo@@&cﬁﬁic&ﬁ:@. I Bhé echbvdiipent, dhe ke g hadtdidheraiiation

use the system [0040] FIG 4 is a flow chart
modilelengagain prelimirery ddtaoahaogesio detarire whg aad/or what they are

O LN RN RN -
ctoc ey B Pt 18 oS A o e

that theDisL¥tHiSks) & dulienititgtibh weddtle ey tidthdvéd gitimate. Further,
Additionally, a user is enrolled 420 with the

in onbieantetdiirenk dye key ded eanthmdicoBbnmad il estbish acecure communica-
. FIG 5. [0041] In variou%,situatioqs,,auggenticagk%n )
tionshanpel. KEhe key perigems 4o biaamefric vgyiticatioR ot the upgrgifl as described
modul e 310). I n odi \ ' '
belofT S P b BT, RIRR MR SORHSRLh 08 shecestl tn
key }(r%VQ:le:s B deCRlel PRe F320ke cHAMBRAARIS chAnkeEr can be
standing proximate to a slot machine in a casino which
[0043FEqui r ehet duale ia utitieed be aottentichie thg biahe@ic k&higsedf 40, 460 as de-
machi ne can detect the bionetricg ke%ﬁin the user's

scribed brlew wittyreference §p5Hse’ angcb RU@fllg ip gtionds ge%ﬁ;cb pResponsive

i nd on. the sl ot chine requestin i i '
o su BTG BbR bt BT S ST LB RIS HRIPRn. 1 e
slot Rh{Ghe BIRAAIITB N Sy p@h%Wih&oWahfﬂe@ﬂaWbd o in@licate a successful
necessary and oniy'the key itself is authenticated.

age Veb#aliorthe bionetric key establishes communi cation
with the authentication nodul e using various

[0044kchni dies b is a flomeckar dinsating a methag, S@htpr enrolling biometric

aut.henti cation nodul e engage in prelimnary.dat :
data Gy s e it B D OTHR G KRR G il oIS O™ Dipby/ G of the present in-
ion: i h file.
I s T T
The k cenbe; foe erampie, di gdvegsmehastiid, ahgtarit &md/ oreardemployee of
the like in order to ensure that the bionetric key and
a thirdipatyitvligh ioparatesithedrasted iep epiEherdty, pegneiherdferm of witness. The

s s PR RO e S S o
stateﬁ%eaq{rg&)errqﬁ:ebgeg R FEBELNG V&I p£s8pb A B db'® d88Blish a true

as descri
identity of the user.
[0045] The profile describes the user and can include, for example, the user’s

name, date of birth, age, passwords, account numbers, preferences etc. In some em-
bodiments, the profile stores no or only limited information about the user. For exam-
ple, the agent might store the date of birth of the user in the profile, but not store any
other information about the user. In addition, the profile describes the biometric key
and/or key authority. For the biometric key, the profile can store a value indicating
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below with reference to FIG 6. If the bionetric
verification of the user is successful, the key
w@emeioehsso it s code over the secure comuni cat i BEIBUS2005/046843
channel . [0043] The code is utilized to authenticate
the stehes of thadeyi s whetdler thiskey isgD-sg5vige oW afrssevicpeaabgRdoned,
wiih reference to F|G. 7 and ofile informatioen.is.
lost, faledideaforte e actity 5 bedp rn SR A A i gH Bin the key
auﬂuhﬂg_key, access is allowed 470 to the application. In
t sl ot machi ne exanpl e, a new pop-up w ndow can be
[0046]pavwned HeQigeRitlhlsalcellacts und gesdistentigatores 620 bdrhetmic data from the
[0044] FIG 5 is a flowchart illustrating a nethod
user. 509 dbep, @ fingetpring & ayegering caabg S@ﬁnrteldeamg epnvgrtad tondata which

is the&&reéi%{éq%lybsg&q Kt ?tli'ldi ?(gl-&tsﬁicolgefyeigggégg%d?&ekg%he agent does
not rxlzlk%ﬁm}'{efﬂi?ﬁ\teltﬁ@ gg'fa. tgi]ﬁcé@ﬁeé’ st@g%cgéltsalm&e?r&%ﬁtt%l ;&té 4 t, the
e agent can be, for exanpl®, a government offici

agenfcdiPbééettaiAlBat the LROmemxt dyasteedavithin theflasyt matdhies the user who
operates the trusted key authority, or another form of

presamitd:d]h desideftié catipnt Thaagém! dlswokiainsdhedode de-gr, sewingrlBy from the

. such as requiring.identificati b t at

oty o i bRl G bEp BT 5 S8 G e coc
Ln_order t i j ' f th .

and th bR st p R AR ar Rl f it pERbERY D 02 PR L.

[004710T ex3pl 8is 4 ABwUERNrt AludaBingdametidd 600 fdt verifping a subject pre-
passwor ds, account nunbers, preferences etc. In sone

sentiegntiobiompitic key laecqudihg keose embodiment obthieyprieserittiavention. In
i nformati on about the user. For exam ple, ta% a erijt 1
resparsge BN B HRUGRIETHSSHA HE4T S5R1 iHEPaussiedi ] 0§ Py a blinking
rQfile, but not ; L her in ' :
LR i e Bt AR AR TE A B0, iRt i

comp¥d 304 HatlLB3RY PRNVEdvsly 5RIrel BforBb@ieddtal IKBkre It match,
profile can store ‘a value indicatingthe status of the

then kesficatirhfadls 660et her the key is in-service,
out - of -servi ce, abandoned, | ost tql en et F h
gi,eg S x '[t'heecode indi-

[0048ky audhthare s 2 madchy the puliegtdn verifed 040 gty user.

. identifyj the key.autherity, T al
cating g qtiskes v ER LY SR Eent Bad opl B PR SIS (.. by RF
comrhlRBatiBR HS&hle 289) do so, a fingerprint or eye retina
can be scanned and converted to data which is then
[0049FT si STRIG Vys & flomechdrhiltuseraingnetetloodk 290 fdrmuthenticating a bio-
enbodi nent, the agent does not retain the hio ric, . .
metrigdtey, acsprding tpoge enehpdiment of theesesendrinventign. The code is wire-

lessl}gjl A8 ved ;]l% A request for authentication of the code is sent to the trusted key
authority 720. The trusted key authority determines whether the code is authentic 730
(i.e., it was created through an established enrollment process) and has a valid status
(e.g., has not expired). If authentication is successful, the trusted key authority sends
an access message to the application to allow user access and/or provide additional
information from the profile 740 (such as the user’s age). If authentication is not suc-
cessful, authentication fails 750 and the message to the application indicates that the

user should be denied access.
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agent can be certain that the bionetric data stored
within the key matches the user who presented the
Wa meeredosiocat i on. The agent al so obtains the coiE/(L0€5/046843
device ID) fromthe bionetric key in which the
[0050Di onet ki sordlaembuainenty, dluk bibhecttigdey raogistes apedipi¢godes and/or

e oot s b AP 8y S O 1 ) g o
. ..a net 00 f i fyi ' . ' .
sy BRARTE 505 e AT LG B PL P Rt

key, dNFHR ey ARGHOVRIE a bétréEdRefISEok QaRit thdt batbe aséd ancommuni-
request, a user scan is requested 610 (e.g., by a

cate v}?ﬂtlh fiké Bidrhdtb.kefnes tideel Isarbing the feroviabele” as inter){ded to include one
ingerprint, scan data is received 620. Scan data is
or marewhaness abresa daperding 3Pt SPer WQ‘SFW‘%

' tric data. 1f. ' . .
00sqley 71 abErgerin vhicase AT RiHlost Bfthe present invention are
perfoé:?\%gg%" Pﬁg&% illgst¥@ivd ingthtBAD TS stdi degie pddiGrme@dlen any order or

successful verification is wirelessly sent
in pafBRl furl&stdthebiBaRhdicateddyy {he. preserthydiRfogormiing oxetheds of the
nmodul e 230) . 50049 FIG 7 is a flow chart .
present insmtiani mgy demerisstero Fasewaue HEmVas, SAGWArH ¢ any combina-

R

e U e LRI i S aemhyasiin oy

form{€kesBuRRodRpbbiest dode, roepretedaoidesetci) stok8a ifiang computer-

wasS created through an established enrall mept proces
readabiel stoasgamedinnh (¢gataROM, yRAMamagnets qu(g@)a_pcqrppacst) disc, a

aut hentication i ful, th . . .
VDGl b Sy E0cn e SoBE o gH Gt data plegg! embodied
. 0.a . ' it :

i SREL RV BESTRIFERE: BRSpR L e o oftigh pules

thatﬁﬂ)?)a atd thash e ahiopaichlofibérs not su c¢ cessful,
au hgnti cati%ﬁ fz;)?i&s 750 and the nessage to the
[0052]pl | caVhila pantiidar emboHimentsef ihe presshinyepsiogdiavepeen shown

and %5%32?@59?5 the ARPEERS s ToRemE Wkl B b " g modifica-
. exa e . i . i -

o AT AL A SHR O, B rsatngt e .

thercdHie)Hd Appdrited daiimd areaytehesinpass withie thely scepuchlt fich changes

key can provide a secret decryption value that can be
and meelifitatiopenarfallcaitbirviherredepibit ofeip ivvemdion. As used
[005?]er e Inttgg atbg\rlcren d"egce‘gpe‘cliloﬂ, Yor Igttn?pno%(eeg of gxlglgrclrlltlijgr% Riffierous specific
details are set forth in order to provide a thorough understanding of the invention. It
will be apparent, however, to one skilled in the art that the invention can be practiced
without these specific details. In other instances, structures and devices are shown in
block diagram form in order to avoid obscuring the invention.
[0054] Reference in the specification to “one embodiment” or “an embodiment”

means that a particular feature, structure, or characteristic described in connection with

the embodiment is included in at least one embodiment of the invention. The appear-
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or nore of these val ues, depending upon the specific
enbodi nent. [0051] The order in which the steps of the
worsboes3of the present invention are perfor meRCT/8S2005/046843
purely illustrative in nature. The steps can be
ancesefrthemiwdse finame embledineant|’ in garigns placeg i thesspecihication are not

ot herw, se i ndi cated by th resent disclosure. The
necesﬁélfldo r%fierr_t‘%&bﬁ'lfss@ﬁ%/e ?‘H@Sﬁ?’f‘%‘hﬁ may be perforned in
ar dwar TR : ; j IdaR f -
[Oosélher eofS% gﬁge?étl ngse"ért]ﬁgag?%ﬁed eggrl g%‘%?p%?férgrg?ﬁdpl etermso 2lgo
rithn®QHUEyRHhBo ¢ repi¥sdrittonsSeff dperatieneom deyd bigs Wikhipaesenputer

i nventli on may conprise conputer instructions in any
meméry.nT (esegalgosthuniselesedptionbhped repissentatinneays ihegpeans used by

thosq:%gﬁ%ﬁfr% én%dzftta g)rr%giflq%a%ﬁ%org %t;egﬁeré:ﬁ%g%rglgg}v?ngg 98bstance of
. t 1 . . .
e SR 355 NS A RO Sl Bepred o

be a SeM-EdrBist¥RVRgREARRGRStePEleadirg wondesitdd/ festiltd I The stepd are those
the formof I|ight pulses that propagate _through an

requioptg playsi¢dl meaniplaBels ofphysicphquantities: dsrndlyi gh ot necessar-

LooJth ent ' h ; ' .
1y, S PRGNS SR e Do Shout A, 05SCrL 06l g
storeghgggﬁgﬁ%ﬁdcﬁglr{]e:dg @(ir)lln@g%d.,r%}‘ldgﬁhgﬁgﬁg%énﬂgmated. It has proven

eparti from nventi’'on in I'ts broader aspect
convéhidnt hERRE YPEnciphly anneasat ofl @noansage, terefsipasisese signals
within their scope all such changes and nodifications,
as bitasvilaks, elémhbnts, syrebolsuchapiters, tering, mivsnbers,cantthedike.
0053] .In the above descri p#li on, f
Y

f.o. .
0054575 g RS ot e scrl ok o0 ! . P RESES: S o e

are ) e S5 RO oL PRI 1 RS RRE L Bty comveniens
label$ 5{3#15&1 td PhdsB@uantitibhlatinldig _s%)é’dlﬁéﬁlll)oé’caﬁ‘e@btbér@[s@(étsia@)@drent
w thout these specific details. In’other instances,

fromshe dédcussionaitds appiecisechttat shwmghomt bhedesadipiipnadiscysgions util-
.. in order to avoid obscuring the jnvention.. %9054,] e
izingrerrap sHeleas fPIAFESIPSCPT | CUNPBHNG 0 OF ofiCiRbiBgi P& nfletegmining” or

1. an._enbodj t" ns, that a rticul

cisrlfFingr grancoRecieeanar peyo £ R Ebb el of MR Bigroystem. o
imildt Bl ctrBRi LR HelRe] that WRt@tarlEashsORRs dat ted
S err%oafrrrelnt of " t hegi ﬁveﬁt i onﬁ%lﬁﬁ%u appeaar ancesé of St r?ea represente
as plyiicad Gelédtrordopqeartitiisneithih the coarpwes sydtamésregistetseind memo-

~ specification are not necessarjly all referri. to the
ries igtmethenisatn sisnilarly opseientishas pBYtirdfiagtitien awigfundhe sgmputer

descript.ion are ,presented in . . .
system memories or reglstgrs or OQBer such ihfSrRatfn &logaoge, transmission or dis-

play devices.

[0057] The present invention also relates to an apparatus for performing the op-
erations herein. This apparatus can be specially constructed for the required purposes,
or it can comprise a general-purpose computer selectively activated or reconfigured by
a computer program stored in the computer. Such a computer program can be stored
in a computer readable storage medium, such as, but is not limited to, any type of disk
including floppy disks, optical disks, CD-ROMs, and magnetic-optical disks, read-only
memories (ROMs), random access memories (RAMs), EPROMs, EEPROMs, magnetic

12
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rithms and synbolic representati ons of operations on
data bits within a conputer nenory. These algorithmc
wa@le®enegsso ons and representations are the neanBCUBESIORIYH6843
those skilled in the data processing arts to nost )
or opgichlecar g, einanydiypepf miedia sudeklgdar goringeslectygiig pgdructions, and
hOt‘P@rFa skill ed tl n the al;t. An algorithmis here, and
cach g ItP\R CODIRET GLUCT° e a sel f-consi stent sequence
[0058) St eRl 4 iﬂﬂnign&‘n%lé@?rés@ﬁfé!dther-é_ﬂ{eax%tr?d%%nﬁé&ntly related
t'those requiYing physical mant pul ati ons of physica

to anfipanfiéllae ompsitéd dnjothbhapigiratiol Viet@ssgeridryl-ptupese systems can
quantities take the formof electrical or magnetic
be useflgridh progzand i asicordineg veith Hratteachings hereingdor it may prove con-

. conbi ned, conpared,. and otherw se mani pul afed. |t S
venicg 40 EA b GHP B AP AT O AP AR BT P e ing g Agps. The
requ T HRNHER I 0 HErEQ M ERER TARHDP Rt IS dencrgtion be-
low. Qh adldetidn, kBe tp&%@lnddnti@hqsl net Besdpitiedewith refepence to any particu-
however, that all of these and simlar terns are to be
lar pragsariningdangtige. He wil peappireciatedihet 2 aprighaet progegmming lan-
and are nerely convenient |abels lied to these. .
BuAgEHEHt Pe PEre twekegl?gﬁéﬁ? fﬁaeﬁmgj oé_ﬁﬁéj SR deCrjfzed herein.
Furt}%a%ﬁ%rrg s &{lfﬁ%ggge%%b? gctjlg%lh 8P%1idiﬁallglssléﬁ9ﬁ Bikd ?él;&%r{r% I&?E, the mod-

roughout _ Scussi ons uti
ules, F&itFesS HiGAbaes, ReBQES1bE@s, A1d otbeFRbdigoSf Be invention can be im-
"cal cul ating” or "determining” or "displaying" or the

plemkntee] assifevarephatibvaret fionwame op aoy esswinaformot theghres. Of
system or simlar electronic conputing,deyice, that f
coursga HNSEHF VTS CURBORF R B? RECSHRE INVEBHBJR HRRIPAgNted as software,

hysi ca el ectroni titd i L Qi I _
e BYRLERLoELF B EFRN RN BRotE PO s GRPRU Forger pr
S h§h At aYit) SPE8sRatEsk BFabbys £LathtialBNbE HiRemidallfilihked library,
& t he onpultgr system %eogo?i eg or régi ??er syor otahgr e Y
as a letrndl lonflableahodules ava dgeice tdrares narshi arin@vedy snglaay other way
devi ces. [0057] The presen ,i,nv ntion also relates to,
knowemnapperigtths frpire setheset shilt methgrepheqrynuterargprmming. Ad-
ditiog%baitﬁg ?%s%?\g grgvgegl?iogﬁs I‘?’r{i) gé gﬁeliylcl\élr?%t%:aziérigﬁ;lgl%egpartioﬁﬂﬁ any specific

oper&%’%g e RUWRIRErRARML er sel ectively activated or
rec igured by a conputer programstored in the

[005@pnput dt wilbbehiraleestopd thyrthpsogkited ¢athdeeletartedt fhat the above-
conput er readabl e stor agfe medi um such as, but is not
desciibed iraplementatigns gisemerelnieXRMPIEY UG S FNOPEYeEF §% be made

withglgtg%e?p%lﬁig}igsﬁk(osm t}qg)%r%g\éi’o’irifal arllrgd 0& Qeecgfi the %Q‘\teéle%%lim%n%%%. Therefore, it
is intended by the appended claims to cover all such changes and modifications that

come within the true spirit and scope of this invention.
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menories (ROVs), random access nenories (RAMs),
EPROVE, EEPROVB, magneticor optical cards, or any type
w®booneehizad suitabl e for storing el ectronic i nstPUDUSNT()46843
and each coupled to a conmputer system bus. [0058] The
al gorithnms and nodul es presented herein are not
i nherently related to any MScul ar conputer or other
a ratys. Various general-purpose systens can be used
VthﬂF?%n%F d?ans in accordance with the teachings herein
of, I't PEMhePRAY EorCRIYH YR £0berldure® atitHigticAROR of an integrated de-
speci al i zed apparatuSes to performthe nethod steps.
vice, ddraprising thedtatsefct ure for a variety of these systens
will appear fromthe descri(ﬁhgn b elow In additi

. . n .
{ REFBIUN SO ROTRAITIE St lor B SPPLCE IAPEr Bt dgtmat
to_an articu.lar pro ' . ' .
SRR ey Pl ERLER PSR Pncdklonl the der receiving
can begusedataGroiid lRMtrit Beart;eachi ngs of the
i nvention as described herein. Furthernore, as will be
appaipaningt thecoan dhtaotodhadigmstrid dathto deternghe wemther the data
the nod ules, features, attributes, methodol ogies, and
ot her #@gpeltancf the invention can be i mplenented as

sof twar e, har re, fir or Lhation.

¢ Rrabrege Do SR RpronR heClsaBokun U e Bidhehfifaata,
i nvent W%lk%%%& i &ledFor 5QfHNRICEioh.Ne conponent

can be I nplenented as a standal one program as part of

a larger pro gram as a plurality of separate
prograns, as a statically or dynamcally |inked

| iZbr ar g[heggeté\o@e?frpéqim banberein dse, is zegisteged wdth a trusted au-
T AT NN TN TR A T R

conputer programm ng. Ad ditionally, the present
invention is in no way limted to inplenmentation in
agy spAatiefrhethoplesfaiaing 1 sfysthemcompeisimg:onnent . [ 0059]
It will be understood by those skilled in the rel evant
aregistesing areagd vetiexton fosdhe nprrdpmssegiatier watethegodey
exenpl ary, and many changes can be made w t hout
"departing fromthe true spirit and scope of the
pr esen . . o v - 'nte-
a 51 pend gyegﬁ g‘itﬁr(#sdo(tglfod%-%s g?‘tvgléll%l% E%eh&ﬁ]éa%lglg g%h&mﬂﬁl@g the
grateatzfgvﬁ&ecati ons that come within the true spirit and
scope of this invention. CLAIMS What is clained is: 1.
A method for verifying a user during authentication of

an inteqrate
3 g\

e met odd gf claim 1, wherein the code indicates that the biometric veri-

fication was successful.

6. The method of claim 1, wherein persistently storing biometric data com-
prises:

permanently storing biometric data.

7. The method of claim 1, wherein the biometric data and the scan data are

both based on a fingerprint scan by the user.
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vice, conprising the steps of: persistently storing
bi onetric data for the user in a tanper-resistant

WO 2006869330 esponsi ve to receiving a request forPCT/US2005/046843
bi ometric verification of the user, receiving scan
data froma bionmetric scan; conparing the scan data to
t he bi tri a t.0 de ' . her the data
ngtch;qgﬁén?égggﬁg?ﬁgj bé§&§%3§?ﬁ$§%%$on that the scan
dat@biBhingessdclife BbAMRIRita SHERannMl E?i'o@%é k¥n@igBdh8gdode for au-
code for authentication. 2. The nethod of claim1,
wher ei nhértécatiotle i s regi stered with a trusted au
thority, and the code can be authenticated to a third
party by the trusted authority. 3. The nmethod of claim

1, further c rishkng: .regihstering.an age verification

fdr th erFﬁ{&ﬁ‘ B by fi:‘e“gﬁ‘e\ﬂf?ﬁ‘ﬂqhsén%pde. 4. The

mf*&&qgin%fa FA et fbr tMPES &L Withdeit ngguéb? fGSlo¥netric verification; and
identifies the integrated device. 5. The nethod of

clrasponkivedoateedinirigitheaedaestifdi that @sletwithotiha rédueskfarildometric
veri fication was successful. 6. The nethod of clajm

1, wherverificppni sending thesqosiei widhewioieseséng) thescesdata.
prises: permanently storing bionmetric data. 7. The

met hod of claim1, wherein the bionetric data and the

sqgn dq&ﬁﬁgeg%a?g% ge{%é? \9&1@1&%‘ Q%&pahﬁhﬁ%%ﬁﬁbrm/ca%ﬁ of the in-

user.8. T of claim urt her cohpri sing:

tegra&d abvicsiongpsiagcur e communi cati on channel prior to
sending the code for au thentication. 9. The nethod of
clagparsibtert sarnge testope bisimejricdata far angses inadaawerfrgsistant for-
the code without a request for bionetric verification,
and redP¥nsive to receiving the request for the code

Wit f hAIRELt dn Wah thieGRL4i00Rnt SO Yo recei

tﬁénggggﬂﬁﬁ?ﬂgﬁﬁk?éﬁﬁﬁg?ﬁﬁg the scan gg?%} " % receive
scan data from a biometric scan for comparison against the biometric
data, and if the scan data matches the biometric data, wirelessly sending

a code for authentication.

11.  The integrated device of claim 10, wherein the persistent storage perma-

nently stores biometric data.

12. The integrated device of claim 10, wherein the code is registered with a
trusted authority, wherein the code can be authenticated to a third party by the trusted

authority.

13.  The integrated device of claim 12, wherein an age verification is regis-

tered in association with the code.

14. The integrated device of claim 10, wherein the verification module com-

prises:
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wherern an age veri

bi gnetric scan
Y,

10. An integrated device for verifying a user during
aut hentication of the in tegrated device, conprising:

W@ 26106433t ent storage to store bionetric data POT/US2005/046843

user in a tanper-resistant for mat; a verification
mea kD) te he gg Adar restiegiing theiogeetsicscaivt st or age,

to receive scan data froma bionetric scan for

conpari son agai nst the biometric data, and if the scan
data mel pleRod s tha@ﬁiieat&igd@b@nifiw h‘é‘é@%éhwéar?s%‘fgi' ng a

code for authentication. 11. The integrated device of

Clradeivihg,a stk @isocibteel withs ibawtrisdlbr agéfipd esem nent |y
stores bionetric data. 12. The integrated device of

c Irequesting amtherticationeofdbeasode regi stered with a

trusted aut ho%%%/isawherei B%}{P code can be
a

adPARRTBAY Y tforﬂ T§u by the trusted
aylf PG ke td the J&Eﬁe?ﬁ&ﬁ%@f&ﬂlt%‘ﬁ‘ﬁéoﬁtiv@ {jﬁﬂd@i&i%g access to an

iIcation is re tered in
associ appligatiéi.n the code. 14. The integrated device
of claim 10, wherein the verification nodule com
prises:an LED to be activated tor requesting the

., 15. A nethod for authenticating a
&Pi fi ddhegee ,Odc@srfﬁ?l%ﬁgf.“r CEPRPRG ™ code associ at ed
Wi_L b ' tr Iy SMELdibd alitsiRY; S requesting
aﬁ%glgﬁetrﬁ{étﬂéo%dg?bltt%g coée; recelﬁgi ng an

auyheetd leOting &ithenticatien oh tH@GjﬂHtSﬁnIbﬂsdsgﬁoviding the code to
authentication result being positive, providing access
to an dpphivstad asthovity end Weergit teseivang analighergication result

further conprising:, registering t.he co Wi t .
{1 st GORARSE eI et e rH s abOR sE b o thetptge authority
of the code conprises providing the code to the

trusted authority and wherein receiving an

authentTHeah kb 65dhim 16, further comprising:
registering a date of birth or age with the trusted authority.

18.  The method of claim 15, further comprising;:
establishing a secure communications channel with a biometric key, wherein the
code associated with the biometrically verified user is received from the

biometric key.

19. A system, comprising;:

a biometric key to store biometric data for a user in a tamper resistant format,
and if scan data can be verified as being from the user by comparing the
scan data to the biometric data, wirelessly sending a code;

an authentication module to receive the code and send the code to a trusted au-
thority for authentication, and responsive to the code being authenti-

cated, allowing the user to access an application.
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conprises receiving the authentication result fromthe
trusted authority. 15 17. The nethod of cl ai m 16,

WO mobloeg33conpri sing: registering a date of birpdm/os20aget6843
with the trusted authorit 18. The method of claim
120. fu Hﬂieesystwmpf tlsimd?9, w)élee%ﬂébt pihnelgickeyaegeies an authentica-

t h | k
o S R Sl
scan Pr%?n t}Jl sre?qu éﬁ&aﬁéﬁ{g&gﬁ pmetric key. 19. A system

ometric key to store bionetric data
for a user in a tanper resistant format, and if scan
data can be verified as being fromthe user by )
c@ipar inhg: slyhtens oﬁnlaiiatla winerdin ibiherhipmietrig ey cannot verify the
vvirel ssly _sendi ng cgﬁ)& an %g{jentl ation nodule to
scan Flé'@é g &rogny ’é??dfg SPRES “trusted au
thority for authentication, and responsive to the code
bei ng authenti- O cated, allow ng the user to access
an application.20. The systemof claim19, wherein the
bi onetric key receives an authentica tion request from
the authentication nodule, and in response, requests a
bi onetric scan fromthe user to generate the scan
data. 21. The systemof claim19, wherein if the

bi onetric key cannot verify the scan data as being
fromthe user, it does not send the code.
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