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1. function SE.KG(IMH > Key Generation
n o K& ok
3 return KN

o

4: functivn SEE(K PAN, PIN) > Encryption

s PB < encode(PAN, PIN)
& EPB «— F(K,PE)

7: veturn FPB

8 fonction SE.D(A, FPAN, EPR) > Decryption
2 PB+ F YK EPB)

10: PIN < decode{ PAN, PRB)

i1 return FPIN

FIG. 5
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1 funetion Ogc(d, ) b Unidirectional Re-key
2 it ¢ H, jeC then return |

3 return PRE.RKG(sk;, pk;, pk;)

4 funetion O 0. D > Bidirectional Re-key
5 {6, 7} € Hor {i,7} £ then refurn |

& return PRERKG{sk;, pks, sk;, pk;)

7. function Ocpanld, g, 121) > Challenge
B if ¢ ¢ H and bngl 55 hingl then return L

o return PRE.E(pk;, my)

10: function Ui, m) > Encryption
i return PRE.E(pk;, m}

12: function Ore(?, j, ) p Re-gneryption
13 Hed DPUD, oreé D" and 7 € C then
b return L

15: return PRE.RE(rk;;, ¢}

t&: fumction Op(y, o) > Decryption
17 if c € D" then return L
18: return PRE.D{sk;, ¢}

FIG. 6
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1 fumetion OF0 (4, 1) > Unidirectional Enroll

2 #Hi€ H,je then return |

3 return PPA Enroli{sk;, pk,, pk;)

4 fumetion OF (i, /) > Bidirectional Enroll

5 # 4,7} Hor {4,7} €  then return &

6 return PPA Enroll{sk;, pk;, sk, pk;)

7 funetion O, o, g, 7m0} » Challenge
#1¢ H and gl # ima | then return L

G retarn PPA Send{ph;, mi)

1 fonction Ogengld, i) » Send

38 retarn PPA Send{ph,, m)

12 function Oeay{t, 7, 0) > Relay

32 e DPUD, orec D and j € O then

e return L

15: return PPA Relay{rk;.,;, ¢}

t6: function Ovean (7, ©) b Verify
17 # ¢« D" then return L

18: return PPA Verify{sk;, ¢}

FIG. 7
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1: function PPA Setup(1t) > Setup
2 pp < PRE.Setup(1*)

3 ak < Init(A)

4: refurg pp

5 function PPAKG{pp) » Key Generation
& (pk, sk} + PREKG{pp}

i return (pk, sk)

8: function PPA.Enroll{{ph;, sky), (phy, sk )

9: & Enroll User/Proxy
10; iy« PRERKG({pk;, sk ). (ph;. sk3))
158 return vk,

12: function PPA Send(ph, a,my » Send Message
13 ¢+ PRE.E(pk.a, m)
{4 retarn ¢

i5: function PPA Verify|A; akitsk, ¢, )

16 > Receive and Verify Message
7: m - PRE.D(pk,a,c)

18: b+ Alak,a,m)

14 return &

20: funetion PPA.Relay(a. o, R,y  » Relay Message
21 rhin; — L{a, Ry)

22; ¢ PRERE(rk; ;. a,¢)

3 refuran

FIG. 8

SUBSTITUTE SHEET (RULE 26)



WO 2020/146605 PCT/US2020/012896

9/21

900

1: function PRE Setup(1?) > Setup
2 Choose G of prime order ¢ with generator ¢
3 return pp = {g,¢)

4 hmc&mn PRE KG(pp) > Key Generation
S: '

&

7. function PRE.RKG({(pk;, sk;}, (pky, sk 1)

R: » ReKey (.;eneration
9 Pl < ski/ sk

EoN refurn ?;f.,;m;,j

i hmu:mrs PRE.E(pk, a,mi) > Encryption
12: - g

13: cg < SEE(K, a,m)

{4 veturn {ci,0g)

5 function PRE.D{sk, ¢, &) > Decryption
16; Parse ¢ as {c1, ea)

7: K = F{e5Fy, m « SE.B(K . a, ¢}

18: return m

19: fometion PRERE(rki.;,0,¢) > ReEncryption

2 Parse ¢ as {oy, c9)
21 & e
2 retarn {7, cg)

FIG. 9
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Generale first ciphertext including
first cipheriext value and
second ciphertext value

Communicate first ciphertext

Vg,

Re-encrypt first ciphertext value

Communicate re-encrypled
first ciphertext value and
second ciphertext value

Re-sncrypl re~encrypled
first ciphertext value to
second re-encrypted first ciphertext value

Communicate second re-encrypled
first cipheriext value and second ciphertext

Re-encrypt second re~encrypied
first ciphertext value to
third re-encrypted first cipheriext value

Communicate third re-encrypled
first ciphertext value

Determine symmetric key basad on
ihird re-encrypted first ciphertext value

and a secret key

T Decrypt second ciphertext value based on

symmetric key
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Generate random merchant numbers m

Delermine merchant product M

Generate public key pk and
random key rk,

Communicate public key pk and
random key rk, o merchant bank

Generate random payment
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o~ Generate payment gateway public key and
1114 %

payment gateway random key

Generale terminal numbers {
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Communicate first ciphertext
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¥

Decrypt first ciphertext value based on
second re-encrypted second ciphertext
value, merchant product M, and merchant

A
38 random number m,
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function Orke(l, 7) > ReKey Generation
2 i {4,V & Hor{i,j} & C then return L

3 veturn rk;
4: fonction Ocpu(d) > Challenge
3: if { & H then return |

s 3\

&: {e, ko) « KREM.Encaps(pk;)

Ad — {G?}}'N”

7

& veturn (¢, k)

9: fanction O {7} > Encansulation
Encaps

1 return KREM. Encaps{ph;)

1t fametion Orepncaps(?, J, ©) > Re-encapsulation
12 ifoeg D"UD, orec D7 and j € C then
13 vefurn L

14 return KREM. ReEncaps(rki.;, )

15 funetion Opecaps(i, ¢} » Decapsulation
16 if ¢ & D then return |
17 return KREM.Decaps(sh;, ¢)

FIG. 12A
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o fanction Orka(s, 1) > ReKey Generation
2 {7V Z H or {4, 7} € C then return L
3 else §§ {i,5y CC ﬂmn

4 veturn KREM.RKG((ph;, skq ), (pk;, sk

3: else if {i, 7} C H then return r;/r;

&

3

=

o4}

h

12
13
14
15:

16

26: fanction Opecaps{?, ©)

fonction Ochu(i)

function (i?g-mps(:i)
11

function Opepacaps{t. 7, (’}
fed D°UD, oree D" and j € C then

if i & H then return L
return {{g*)"/" W)

& P TR
7o B2 o gTy Riel +-r

q’

. [oFN KoY
veturn {c, F(pk]})

refurn L
gise if {{,7} C C then

return KREM.ReEncaps(sk;/sk;, ¢}
else if {{.7} € H then

return KREM.ReEncaps(r;/r;, ¢}
gisg if { ¢ (', j & H then

return ¢/
elseif 1€ H,j € C then

for aEB z € H d(}

if ¢ ¢ D* then return L
glse if © € H then

veturn F,(¢™)
return KREM . Decaps(sk;. )

> Challenge

> Encapsulation

= Re-encapsulation

> Decapsulation

FIG. 12B
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