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expose the OTEeRiEAHqamaY ﬁ@@ rvA IPWNW&@KW arCithrey\@nd versidning.
A storage system often includes some archival software to manage the archival of
files at different locations that are retained according to a policy.  Such archival
software may maintain a database of archived files.  Use of the archival software
may require significant user training and management, as well as a stand alone
application program.  Archival software typically features customized graphical
user interfaces (GUIs) and application program interfaces (APIs) to interface with
the operating system to perform archival related operations.

One archival data storage technology referred to as WORM (for write once,
read many) involves archiving data to a storage media, such as optical disks, that
can only be written to once. One disadvantage of using optical disks is that their
access rates are slow, especially when the disks are maintained in an auto-changer

that needs to mechanically access a disk from a slot and insext the accessed disk
into a disk drive to access.

To avoid some of the drawbacks of using optical disks, some archival system
vendors are using inexpensive hard disk drives as the medium for archiving data.
The hard disk drive storage system is sold bundled with software to expose the
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BACKGROUND COF TIDE INVENTION 1. Field ' the Invention The present invention
Is related to a nethod, system and programfor archiving f lea. . 2.
Description of the Related Art Organi zations may need to retain and archive
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‘ Still further, additional subdirectories may be included in the directory

associated with the retention policy such that the retention policy applies to any file
within the additional subdirectories.

Yet further, the directory associated with the retention policy is a subdirectory
of another directory.

BRIEF DESCRIPTION OF THE DRAWINGS

Referring now to'the drawings in which like reference numbers represent
corresponding parts throughout:
FIG. 1 illustrates a computing environment in which embodiments of the
invention are implemented;

FIG. 2 illustrates an example of an arrangement of a hierarchical file system
in accordance with implementations of the invention;




which forma part hereof and which illustrate several enbodi nents of the
present invention. It is understood that other enbodi nents may be utilized
and structural and operational changes may be made wi t hout departing from
the scope of the present invention. FIG 1 illustrates a conputing
environment” i n which enbodi nents of the invention are inplenented. A host
system 2 includes an operating system4 &nd a file system6 that provides
an organi zati on of ]Iﬁl S, st‘géelf in a storage device. The ale system G nay
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be stored, where I r conmprd.se a subdirectory of another
directory, or theG‘F'r‘\ltl)t"}(.')'(tal lgﬁﬁrgc ércg’%}&"‘fﬁnﬁ?&mﬁeﬁ%‘t'%ﬁkﬁh@@fgﬁPﬁeeﬂq terlergensr ovi des a
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such a pathnanme will be retained until the specified date "X'. In this way,
the user may use standard file managenent interfaces to associate a file
with a retention policy by just copying or otherw se noving the desired
file to aretention directory. Wth tl~e descri bed enbodi nents, specialized
APls or custom zed interfaces are not needed because a standard file
managenment interface is used to specify the retention policies. Mreover,
..the user can define a retention policy by including descriptive |anguage
statements in the directory pathnanme, which are understood by the archiva
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Wth the logic of FICr. 3, any request to nodify a file, as opposed to
erase the file, nmay be deni ed regardl ess of whether the archival policy
applies. This bar on nodifying archived files regardl ess of the retention
policy would prevent the situation fromoccurring where a file whose
retention period expired is nodified and subsequently subjected to a new
archival retention policy. |If such nndifhcation were all owed, then the new
archival poljcy may be applied when the 6 assunption is that the file
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as to whet hepecifirl tira¢ periddothenmbr myy saneca Bir@tory RIAMBnRAWRAR spdcifidie

directory ingj exnl | e retention peri.od. retentign policy that
does not Ex%?{"iéﬁrfﬁ@d@g-r 2%’%3? sd"1°HhFh°é°'dﬁ”§SFﬂF9mBQNe UeRs, et h " holi d",
retain foredgton oft"getaining! afilomay kntaid 63ver Aowiag dint file o bomdifiedoes not
expire, theqpddied Mranyiciemithhdes ssage
i ndi cating pni al of l'thge ne'lrtase ’r?gaggw%gﬁ?%&g#%g g’ﬁ%‘%ﬁ’@%&?ﬁy. The
message nmay THETEHONLAHSY indiraiediin thsmathnaws of therditgetorshwowd apply toanyof t he
retention ptildsoy raotlistshecdweithinatiediodctdrh fadlhg Sfetroeitidn Pethidiner by t ar get
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proceed if aRetHpEniL yWhichispecifies thattfilemingiretoutior direstedy hindng etchmt i on pol i cy
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di fferent creay} n/ | asi‘ti nodi ficati ?n g@tés mag expire at different tinmes
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retention policy that is as long or |longer than the retention policy
associated with the directory including the hold directory. Fox instance,
in the exanple of FIG 2, a ale noved fromthe hold directory 34 woul d have
to be noved to a directory having a retention policy of at |east five
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associated with shorter retention tine periods or no retention policies. If
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Certain of the described inplenentations provide techniques for using a
standard file systeminterface to allow the user to inplenment a
non-re-veritabl e and non-erasabl e archival system thereby avoiding the
need to install, train for, and use a separate stand al one application
program Wth certain of the described inplenmentations, the user specifies
retention policies by associating retenti®n policies with directories of
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i nf or mati on ‘W‘HIWHW“?SFP fhepesstion tp madify e il W‘%E%@W
i mpl enent at |ﬁln§ystcmé ude archiatfiltrd?d wouldimertépp andplocesy a widdify deqliestect ory by

i ndi cating abéf&%%ieﬁﬂesﬁﬁ'sb@%oﬁ%dﬂe's t ﬂ%t %@u&f yég?g&%;ect R?té%l?%nappl y to

all files ingl rnati t he
user may ass’cpé):;léqeée@qsb@émdlﬁ’rih@@m%ﬁlwft(ht Block }(Bdtlmﬂgcgetrﬁlatmndléjr ot her

than codi ng it het wakiRnaeRnwén difRtody (difeby ¥r witkin a'fﬂﬁﬁ&@ egdaﬁy t'ﬂétg fI)

e f Fet sy ShhteBrbeh bibe Meiel Giodbulthl e raverR e e of cne )
directory orsygtﬁﬁl%i(’@ailecuf@ndléltllertgrgotfﬁlt ewithinaatenyor diregtogy, alhnithal user _
interface prmmddmmemo ?d%ﬂﬁE F]d?mo@fc lbégea @bﬁ%%ﬁtﬂ% Jeh{a? ﬁ)@&%g@e In certaln

operating systens suc erating system the
attributes t'RAESHNP Bé’t‘a‘g%ﬁ* Prredicy-o Ehefnessegeopgy mekidgeddiienali by ri ght

clicking a rinfosmatiert sush amﬂmrspédﬁﬁcsmﬁm reientiiepélidyeal HeypathinaRk 3y4d i N a user
interface V\Angg&g’ mﬁﬁ&'tﬂgta?gc u, and then selecting the properties

option di splaye %rosoft and Wndows are regi stered

trademar ks ofWhéh@JBkﬂfOtOf@iﬁ‘p raay irequpst to modify @fileyias opimsed foleeate the

i mpl enent at iMasna Etede?aiéa% ahileld drtvd thl:PtH Saah&ﬁ pa gram
» e e carchiL edsBEgs g‘th%FPBrQ

conponent. The I’Chl V, ar at romthe file

ter ein
system 6, sdedfi éngaarglgﬁ éFeyga{dg%‘f 8¥ll’édet§‘iﬂﬂnﬂ{%ﬂ wauldmiryeaithe hat runs when
t he oper ati sijuatientfeom 4ceaundng here 2\Hé ehv& rafeatmmpéﬂoalekgxeéa ianfddareyeens files

the . user i se or the functionality
of the archlaéa?‘h#s Hlpgu %géfﬁég%gfl&f@dcﬁ??%ﬁqﬁ?h ﬁllfts ¥ operating system
and be made nwﬂ@ﬁcraézbneveagal Wedathen theafewtdrehivalipelisymbypbe appitdirhestisi t h t he
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FIG 6 illustrates one inplenmentation of a conputer architecture 200 of the
host system 2 shown in FIG 1 ( The architecture 200 may include a
processor 202 (e.g., a mcroprocessor), a nenory 204 (c.g., a volatile
menory device), and storage 206 (e.g.) a non-volatile storage, such as
magnetic disk drives, optical disk drives, a tape drive, etc.). The storage
206 may conprise an internal storage device or an attached or network
accessible storage, Prograns in the storage 206 are |oaded into the nenory
204 and execpsEmmipntipthapthe fidssbiec@d2o the rmwacdiies] pslie)Wag the piwicukly. The

archi tecture&gﬁuaqqlell{yiwq té'a\;'é PfkreGAr d 208 to enabl e communication
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claim2, whe |ntherete code |
period duri ng RRYEH W@r?t@%t@ﬁtﬂeﬁﬁd hifd}qtéwéqéptheggomml prdcesdswo bloick t he
directory. 4108Ttheetunt theehesdage Heryingithe ¥hags figlesthe retention, policy code in

t he pat hnane of st r ption of Ih retention

pol i Ey 5. The #e]?ﬁogbﬂﬁ&fol(a &Pnr%l?\}/ﬂ\)ﬁq"’%%eq ﬁé’%tﬂfe e 'é?q?ﬁi'cgg‘ﬁf)"?%es one of:
a speci fi ed daesdedwnBerdnsanceif ﬂ@trehmmnpqmldlspymﬁq:spal temsinatoorf dateg8.gi,n t he
directory pr‘imltamlgntﬁlhﬁ/lﬂlse%éd ﬂl@ ré{é’ﬁtﬁm p@nﬁ@@fﬁ fes 8 1l s?@?ﬁ@rd%t&d wherein the

retention p the rect or e specified

time period l# ﬁ{%t ﬁ'g’tgtﬁ? f‘ﬁ"é‘t‘PPlé'nﬁHeé“’Q\é%ecﬁFdlafq mfram$@-2an unlimted period

gf ti rred 6. ‘an%tﬁeaxt”@emﬂmwmmonfmhb&efqnﬁﬁWetr:]ﬂldlﬂxrrcﬁﬂﬁfﬂé ¥kdeeds? relqugsfj
irected to I t her t ar | e .is, i nclude

within the dt?? %eg%rg@g tild (rzllog? hgﬂqg{lvﬁggﬁmgetaéﬁﬁe?%&f ,n?oa,ﬁ @ddsd ni ng

whet her t he P &iedgten ?P@F?Péﬂfﬁf the retention policy i ndl cates that the

target file is Wiﬂlrtﬂélldgib @mGeAvtante?ase%&aﬁbeia dof'alro%aq FocEéB E ¢ m ning

t hat the targ&i § B c{ ?ctor soma wth the
retention pofi '9 &en B 9?“3@%@”‘1%?@%%?9 1531 I%Wtﬁépif?ﬁewtthﬁgmc‘f ile if
the target fto that tasget file. eriihiuy, fiedowil tiffevertt breatit/RSthedifiEdion @btes may

expire at different times according to certain retention policies specified in the
directory file name. In this way, the archival fijter 10 filters all erase requests,

In certain implementations, the archival filter 10 would pass all read requests to the
file system 6 to execute.



13 7. The nmethod of claim®6, wherein the retention policy applies up until
the retention time, and wherein the retention policy applies to the target
fileif acurrent time is not greater than the retention tine. 8. The

met hod of claim®6, wherein the retention tinme specifies a tine period, and
wherein the retention policy applies to the target file if a current tine
IS not greater than a tine conprising a tine the target file was | ast

modi fied plus the specified tine period.79. The nethod of claim6, wherein
the request dire&1@d dlystrates qparatiens farformed bp thiewechival filterisb pretesyASe OF '

nove the tar ' [ | e ratentd.on pol.icy, conprises
preventing t ghghlrléeSlt {?g?%a}ég&ggg tf)brn?r%évéﬁ%%oé‘? '?O a?n&glcr'f i?%o'\‘&&w&é&fr ﬂ)ng. 10.
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e g 1 s i P S AR
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file is al soRCHEHffEaSurh ahihg caseavith the bl djregtoryodd, sheach determirtation isnl i mi t ed
retention evemadef(atlileck E38Y @hethid the hﬁv@ﬁ#tp%‘ﬁefxﬁﬁhﬁir@éﬂ%.ecfn {chafie Tetention

policy. 12. f claim6 grein the recelved_request conprises a
request to rry\:'/ll ‘°§§"é‘%§’r‘§§€g‘?’?‘@ W%?%He‘ﬁﬁﬁyr"éﬁ'ﬁ’ecﬂ@éﬂpé‘?ﬁkﬁ Al udi ng t he
target file tassogiatedryigh a thitendion policy thatdsmbmgbnloamltmmge td‘nanirogtpen&}j ﬁn
policy furtheggsoeRidd wisiesh s : A t e _noved to the
target direct or i W#E ¢ g?l:'&etfowci?(gleﬂcl? g;d ])i/e"’}l{og@%%%gdg‘f at]god 5tnedB % ent i on
pol icy that ﬁé%"XBe?g o al‘ﬂ%@é}’edr%‘?‘éﬁl@q lnld direpory 34 waukdbhavettebe i on pol i cy
assocj[ at ed }Nhndg}'gdltmadineqmymadrge@étaitwn @lﬂtaygpﬂy%aggtﬁmtafsgqu?,stgd rr:)ve )
operation i - e+ associ.a W € targef directory has
a shorter ref gnt ?%%lﬁ%#eﬁ%aﬁ%%n{’%é’te"?'\ztfgf'%&?’@%tmeﬁsﬁlﬂt? Wt SOeT at ed wi t h
the cuzxent &tFRORGHYE periodsonm reentiompolinies. Iff(atdileknhss) theimsoweiintotdre
retention pobmiteOaRcds hé &Rfiol frokél Pblba: PRI L ARORLERREIFN T On
ere ed In a

policy and ereid the directories and fjles _n:are storel
nmagnetic st \Q@a‘glg ﬁnrlr%ﬂisﬁmé&’fxeﬁ‘ﬁ% TG Efhednayes not A pepRited digsctorynal
subdi r ect or i ten tesarpivalifiten i cases the ectatinr(extloskyl 683 60 ndssage dichtiighe
retention polérmy of WML !t@a}agnt{oﬂip%ﬂ&iéon policy applies to any file

wi thin, the addi}jopal ‘%rectorle . The met hod of claim 1, wherein
the directory aééé&&afléiyﬁsﬁtﬁwefenéom Boligytdoghpieuide ag expirables(finite) tént ory of
anot her di r epéraxdydnd if (at block 162) the retention time period has expired, ¢.g., the specified

termination date has passed or a termination period from the file date has expired,

then control proceeds to block 154 to pass the move request to the file system 6 to

execute. Otherwise, if the retention time period has not expired and if (at block

166) the target directory of the move has a same or longer retention policy than the

retention policy of the directory currently including the target file, then control

proceeds to block 154 to allow the file system 6 to execute the move request. If

(at block 166) the target directory has a shorter retention time period than the

current directory including the target file, then control proceeds to block 160 to

deny the move request,

With the logic of FIG. 5, a file can be moved from a directory associated with a

finite retention policy, i.e., one with an expirable time period, if the file is being

moved to a directory having at least as long or longer than retention period.  For

instance, if a fileisin a directory having a retain forever retention period, like the

hold directory 34 (FIG. 2), then a file in that hold directory may only be moved to



16. A systemfor archiving files, conprising: a nmenory device including a
hierarchical file system having directories; and neans for associating an
archival retention policy with at |east one of the directories in the
hierarchical file system wherein the retention policy applies to files

I ncluded in the associated directory, and wherein the retention policy
specifies a retention time indicating agtinme period during which a file is
subject to the retention policy. 17. The system of claim 16, wherein the
means for ass®ethst held diraeioryralse haxingrthe retein toreyenkétentioniperioqineFutthies ¢f or y

[ ndi cat es a 1 A1 Uehlh BOVSION PR ot BRUCAIITER R BHBTRGIPT Y 18. " The

system of cl aj.m 16, ere the fetentigon p / C I N The pat hnane
specifies a t‘i"f?ﬁ“’ﬂér’h@dI‘ﬁh% 548 ORiy; Rerinaved o éﬂ’@]ﬁit‘%l@PFODOWﬂhl}l adpgherdayet o fil es
within the didirctooy avidgthe Sipe Swl%hﬁvi\‘gﬂﬁntwna}itegbéﬁf %h\é‘hf&h@f l&vél{lﬂfef:ﬂo?}a lp_erl 0?
conpri ses on : , ergin’the rete n policy dpplies to
files in theqa‘%c_}a‘gg Eﬂr%?ﬁ %%‘lkbiga?%h{tgﬁéw&peib? ieﬂﬂ’r?fﬁ@;tg%h@ﬁ@g‘ﬂfly ed tine
pe~~od, wher és$pciates with thatretentiqnaialicy isaptainied fort the grecifiellipkiod evenhigtesli r ect ory

i unl m fed kbl BPRARE: i hiind dhordThel . phodl difforler | o0 O
conpri si ng: ﬁg‘g’h‘ée%fdfgf’s rF@@@?‘i/f’ﬁ’@ areteptirodirectpiry tallow tr@ki{l,gtfﬁragséﬁldﬂ | e; 15
nmeans for detremm'mliﬁngnmeétl&ﬂﬁorthehii'ég_ get fi I e is included within t_he_
whether { ho.r ot Capat ¥k dedciBed Eheimnbalfidhs pr<iide teghmicis farcswBmnar the
target al e i Stapdarddie systenuintestace taallomt thetisento implermamanme-re-oviitableaid ni ng
thal the tar Geh-chshflo bithivaPdysidad wekdedlaDofaiy il RESUOTAA BRI Bl Jie 1 LN

retention policy:; and ans “fqr applyving the retention polr e target
file if the Pé?%dé?tefﬁ@gg‘f’ge emﬁw@vé)'ﬂgw@m ecYith eertafreofithe described pol i cy. 21.
The syst em ofimpleaientati@ns, theawseri spedifies rerhtior politigaWyiagsocBRg k@sntion UNti | the

retention ti By« : t r I.on L icy appli to the target file
if a current Btgll’l?re@g@g{vﬁ@{&%&gé) g}e tﬁhg%%tnﬁ'emr gdf'@ntp? Bﬁg'[vf’&rg.lesé‘?!méﬁ@“%&st em of -
cl ai m 24) whénenue-wikahleandnansgiasableenyiperandntes a time period, and wherein
the retention policy applies to the target file if a current tinme is not
greater than a tinme conpri si da.tilr’fe he target file was | ast nodified
plus the specified tinme peri dilioga L L 88| ai m 20, wherein the
request direct edhe@rchival filerrgatagembm sgniap deseibedheremunst bd ienplémaéedr move
the target fid2medidd, WRLRIsD ARG ' LeLeakLon policy
prevents the rc@ctuest % er sé or nov P?#%ur?g%?%%&ﬁ#gs?ﬁgﬁ%wgur ring. 24.
The syst em of PEPLANGINSHIING,GEIUAYEs te produce;sqftyare, firmwareshardware onassit | y subj ect
to the retentimbingtidn thgteofl hdhe tdrm ‘factints dRHaFIGE? adthise8 GhiRth deferd fae t ar get
file is all oygd dr9odit MiREHente®in HalGwatY f&g?cr?cpgt, a%li&%@a%g’cir];llﬁg E:l!x}gr conpri sing:

Programmable Gate Array (PGA), Application Specific Integrated Circuit (ASIC),

etc.) or a computer readable medjum, such as magnetic storage medium (e.g., hard

disk drives, floppy disks,, tape, etc.), optical storage (CD-ROMs, optical disks,

etc.), volatile and non-volatile memory devices (e.g., EEPROMSs, ROMs, PROMs,

RAMs, DRAMs, SRAMs, firmware, programmable logic, etc.). Code in the

computer readable medium is accessed and executed by a processor. The code in

which preferred embodiments are implemented may further be accessible through a

transmission media ox from a file server over a network. In such cases, the article

of manufacture in which the code is implemented may comprise a transmission -

media, such as a network transmission line, wireless transmission media, signals

propagating through space, radio waves, infrared signals, etc. Thus, the “article of

manufacture” may comprise the medium in which the code is embodied.

Additionally, the “article of manufacture™ may comprise a combination of




means for determ ning whether the target file is included within a
directory associated with an unlimted retention that is a subdirectory of
the directory associated with the retention policy, wherein the received
request directed to the target file is not allowed to proceed if the target
file is also included within one directory associated with the unlimted
retention even if the target file is naf currently subject to the retention
policy. 1 f cl a m 2 ere n th ecel ved request
conpri ses aqr‘%g%”%‘gﬁ ¢ %ﬁ&'ﬁg C? goch B %@qhwge F‘? ?%ﬁf“ﬂ“ﬁéc&“éry
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retention poﬂnfma&esb&m@%dwmI’md‘ﬁgmqyémnt directory;, and denying the
request ed nove Bpﬁ E es?x b[egt e retenti Oﬂlg policy associated with the target

directory has APPpeptagns, r’r‘s?’ff‘éio"fa(‘ﬁs yrgtentien policyon pol i cy
associ at ed ththaldHéCtWrbyendlcmnlgacrbmnyon jblicy Thde inyhd Rimedf the irdbror§, wherein
addi ti onal sghdpas | [ector ssociated with
the retenti on&?)b ?,I ggwmﬁ%cr%grdzﬁhﬂapﬁe re?enﬁlél ggﬁﬁ?"f’ tl %‘]t?é%‘s’t Cany file
within the 8 PRYASPeiaigRdrertianalicy Witha direpterysipst reannef othkrthan 16, wher ei n

the direct oropdimghepathreshendfihe dxf‘a@tdr?t SFYriitarke) thE ¥sek fa a%é&@ﬂ{er ectory of
anot her di rggtte or. a rving files,

act (i
wherei n the arﬁ l}%&%fes %ﬁﬁ%ﬁc‘q}’rué"séjéﬁaggg%ﬁ@}’ﬁ?t?ﬂ i ﬂ}e(ﬁlséy%@p; ormed, the
oper ati ons C¥HER May aymap nottiedndigated ini the aarnéioftht diredteryy giaphicanvi ng

directori es,remﬂnggﬁgﬁld%g,tgg, iR god Hg‘ﬁg }/@gcr fn‘?ér?a’é E@l%ﬁ F%HWP?&}%?' east one

of the diregt OI’I@S fﬂ hi"erarc ention
pol i cy appl i €82€0*° Béyﬁer’i%l udé&cﬁnpﬂga%ﬂéﬁeaﬁeﬂchiw@GMQROWV\/(}ere| n
Ei he ret %t i gﬁﬂﬁbolﬂiﬁ/omanﬂgfsyﬁ&nathﬁatr.ﬁmtés(lﬂattmi}ebd d&ﬁihﬁé&ﬁbr&%ﬁcfoﬁ@eper: od f

uring I C retentl o article o
manuf act ur e 8 s%:e:da@ rﬁg}é@l&’%ﬁ ass ?Sﬁlﬂl@f’ ?%J)@er&#ww disglavebn pol i cy
with one di iR#dsrjntedns vindaw Fmdisni@xamgnm and thentselectingathe propenide i n a

pat hname of optien displagdddn Yhe Bénu. THRI@bIICAR Win 30,
wherein the f%gm eq)egd ol i i (;Jodg |1n t he patngﬁg%gg%%ﬁggag%iwk@ eriod
during whi ch licy applies to files within the dlrectory
32. The articl énGf-l'tamdeﬁcabtdﬂmlnmmdtmnmtﬁé.arcmarfﬂtea10 Ebﬁshbﬁlh%@hl on policy
code in the HE re escri.ptd on of . the

SO OB SOl T e MG D el TP R BB, - wner i

retention p I i C
the tinme petf 18§|1Fp§yﬁ°§@ss 6\"@ a2 separatslydinstalied apalicationpengsam thaheanset ent i on

pol i cy appl wbsn the dpetaeag systetnhé anld fikGdystem Qdre Qﬁuélﬁe& Bied &P&ﬁk hladdate;, a

specified t{g® soaqr: n to each file in
t he direct oﬁy un% ecl é’;‘{‘%neﬁﬁ}gﬁ%ﬁgﬂﬁf 3% %\R}/tfﬂjpﬁtytq e the file was
modi f i ed; &h’é{ﬂl ﬂmrumﬁymsan%wwd girectyrin the operating system and be made

available as a feature of the file system installed with the operating system. The

archival filter 10 may exccute in the kernel of the operating system or at different

priority levels,

-

In described implementations, a retention policy associated with a directory
applied to all files within that directory, including files in subdirectories of the
directory associated with the retention policy. In further implementations, certain
subdirectories within the retention policy directory may include files not subject to
the retention policy, such as the case with a hold directory grouping files that are
retained indefinitely, irrespective of any retention policy associated with a directory
in which the hold directory is included.



34. The article of manufacture of claim 29, wherein the operations further

conprise: receiving a request directed to a target file; determning

whet her the target file is included within the directory associated with

the retention policy; determ ning whether the retention tinme of the

- retention policy indicates that the target file is currently subject to

retention in response to determning that the target ale is included within

the directory associated with the retenton policy; and applying the
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input to the processor 202, and may include a keyboard, mouse, pen-stylus,

microphone, touch sensitive display screen, or any other activation or input

mechanism known in the art.  An output device 212 is capable of rendering

information transmitted from the processor 202, or other component, such as a

display monitor, printer, storage, etc.

The foregoing description of the implementations has been presented for the
purposes of illustration and description. It is not intended to be exhaustive or to

limit the invention to the precise form disclosed. Many modifications and
variations are possible in light of the above teaching. It is intended that the scope




43. The article of manufacture of claim29, wherein the directory
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WHAT IS CLAIMED IS:
1. A method for archiving files, comprising:

providing a hierarchical file system having directories; and

associating an archival retention policy with at least one of the directories in
the hierarchical file system, wherein the retention policy applies to files included in
the associated directory, and wherein the retention policy specifies a retention time
indicating a time period during which a file is subject to the retention policy.

2. The method of claim 1, wherein associating the archival retention
policy with one directory comprises indicating a retention policy code in a
pathname of the directory.

3, The method of claim 2, wherein the retention policy code in the
pathname specifies a time period during which the retention policy applies to files
within the directory.

4, The method of claim 3, wherein the retention policy code in the
pathname of the directory, provides a description of the retention policy.

5. The method of claim 1, wherein the time period comprises one of: a
specified date, wherein the retention policy applies to files in the directory prior to
the specified date; a specified time period, wherein the retention policy applies to
each file in the directory for the specified time period following a time the file was
modified; and an unlimited period of time.

6. The method of claim 1, further comprising;

xeceiving a request directed to a target file;

determining whether the target file is included within the directory
associated with the retention policy:

determining whether the retention time of the retention policy indicates that
the target file is currently subject to retention in response to determining that the
target file is included within the directory associated with the retention policy; and

applying the retention policy to the target file if the target file is currently
subject to the retention policy.
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7. The method of claim 6, wherein the retention policy applies up until
the retention time, and wherein the retention policy applies to the target file if a
current time is not greater than the retention time.

8. The method of claim 6, wherein the retention time specifies a time
period, and wherein the retention policy applies to the target file if a current time is
not greater than a time comprising a time the target file was last modified plus the
specified time period.

9. The method of claim 6, wherein the request directed to the target file
comprises a request to erase or move the target file, and wherein applying the
retention policy comprises preventing the request to erase or move the target file
from oceurring.

10.  The method of claim 6, wherein if the target file is not currently
subject to the retention policy, then allowing the received request directed to the
target file to proceed.

11. The method of claim 6, further comprising:

determining whether the target file is included within a directory associated
with an unlimited retention that is a subdirectory of the directory associated with
the retention policy, wherein the received request directed to the target file is not
allowed to proceed if the target file is also included within one directory associated
with the unlimited retention even if the target file is not currently subject to the
retention policy.

12. The method of claim 6, wherein the received request comprises a
request to move the target file from a current directory including the target file to a
target directory, and wherein applying the retention policy further comprises:

allowing the target file to be moved to the target directory if the target
directory is associated with a retention policy that has a same or longer retention
time than the retention policy associated with the current directory; and

denying the requested move operation if the retention policy associated
with the target directory has a shorter retention time than that for the retention
policy associated with the current directory.
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14. The method of claim 1, wherein additional subdirectories may be
included in the directory associated with the retention policy, and wherein the
retention policy applies to any file within the additional subdirectories.

15, The method of claim 1, wherein the directory associated with the
retention policy is a subdirectory of another directory.

16. A system for archiving files, comprising;

a memory device including a hierarchical file system having directories;
and ‘

means for associating an archival retention policy with at least one of the
directories in the hierarchical file system, wherein the retention policy applies to
files included in the associated directory, and wherein the retention policy specifies
a retention time indicating a time period during which a file is subject to the
retention policy.

17.  The system of claim 16, wherein the means for associating the
archival retention policy with one directory indicates a retention policy code in a
pathname of the directory.

18.  The system of claim 16, wherein the retention policy code in the
pathname specifies a time period during which the retention policy applies to files
within the directory.

15.  The system of claim 16, wherein the time period comprises one of: a
specified date, wherein the retention policy applies to files in the directory prior to
the specified date; a specified time period, wherein the retention policy applies to
each file in the directory for the specified time period following a time the file was
modified; and an unlimited period of time.

20.  The system of claim 16, further comprising:
means for receiving a request directed to a target file;
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determining that the target file is included within the directory associated with the
retention policy; and

means for applying the retention policy to the target file if the target file is
currently subject to the retention policy.

21.  The system of claim 20, wherein the retention policy applies up
until the retention time, and wherein the retention policy applies to the target file if
a current time is not greater than the retention time,

22.  The system of claim 20, wherein the retention time specifies a time
period, and wherein the retention policy applies to the target file if a current time is
not greater than a time comprising a time the target file was last modified plus the
specified time period.

23.  The system of claim 20, wherein the request directed to the target
file comprises a request to erase or move the target file, and wherein the means for
applying the retention policy prevents the request to erase or move the target file
from occurring,

24, The system of claim 20, wherein if the target file is not currently
subject to the retention policy, then the received request directed to the target file is
allowed to proceed. :

25.  The system of claim 20, further comprising:

means for determining whether the target file is included within a directory
associated with an unlimited retention that is a subdirectory of the directory
associated with the retention policy, wherein the received request directed to the
target file is not allowed to proceed if the target file is also included within one
directory associated with the unlimited retention even if the target file is not
currently subject to the retention policy.
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26.  The system of claim 20, wherein the received request comprises a
request to move the target file from a current directory including the target file to a
target directory, and wherein the means for applying the retention policy further
performs:
allowing the target file to be moved to the target directory if the target
directory is associated with a retention policy that has a same or longer retention
time than the retention policy associated with the current directory; and
denying the requested move operation if the retention policy associated
with the target directory has a shorter retention time than that for the retention
policy associated with the current directory.

27.  The system of claim 16, wherein additional subdirectories may be
included in the directory associated with the retention policy, and wherein the
retention policy applies to any file within the additional subdirectories,

28. The system of claim 16, wherein the directory associated with the
retention policy is a subdirectory of another directory. -

29.  Anarticle of manufacture for archiving files, wherein the article of
manufacture causes operations to be performed, the operations comprising;

providing a hierarchical file system having directories; and

associating an archival retention policy with at least one of the directories in
the hierarchical file system, wherein the retention policy applies to files included in
the associated directory, and wherein the retention policy specifies a retention time
| indicating a time period during which a file is subject to the retention policy.

30.  The article of manufacture of claim 29, wherein associating the
archival retention policy with one directory comprises indicating a retention policy
code in a pathname of the directory.

31.  The article of manufacture of claim 30, wherein the retention policy
code in the pathname specifies a time period during which the retention policy
applies to files within the directory.

32.  The article of manufacture of claim 31, wherein the retention policy
code in the pathname of the directory provides a description of the retention policy.
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the directory prior to the Specxﬂed date; a specified time period, wherein the

retention policy applies to each file in the directory for the specified time period
following a time the file was modified; and an unlimited period of time,

34.  The article of manufacture of claim 29, wherein the operations
further comprise:

receiving a request directed to a target file;

determining whether the target file is included within the directory
associated with the retention policy;

determining whether the retention time of the retention policy indicates that
the target file is currently subject to retention in response to determining that the
target file is included within the directory associated with the retention policy; and

applying the retention policy to the target file if the target file is currently
subject to the retention policy.

35.  The article of manufacture of claim 34, wherein the retention policy
applies up unti} the retention time, and wherein the retention policy applies to the
target file if a current time is not greater than the retention time.

36. The article of manufacture of claim 34, wherein the retention time
specifies a time period, and wherein the retention policy applies to the target file if
a current time is not greater than a time comprising a time the target file was last
modified plus the specified time period.

37.  The article of manufacture of claim 34, wherein the request directed
to the target file comprises a request to erase or move the target file, and wherein
applying the retention policy comprises preventing the request to erase or move the
target file from occurring.

38.  The article of manufacture of claim 34, wherein if the target file is
not currently subject to the retention policy, then allowing the received request
directed to the target file to proceed.
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with an unlimited retention that is a subdirectory of the directory associated with

the retention policy, wherein the received request directed to the target file is not

allowed to proceed if the target file is also included within one directory associated

with the unlimited retention even if the target file is not cutrently subject to the

retention policy.

40.  The article of manufacture of claim 34, wherein the received request
comprises a request to move the target file from a current directory including the
target file to a target directory, and wherein applying the retention policy further
comprises:

allowing the target file to be moved to the target directory if the target
directory is associated with a retention policy that has a same or longer retention
time than the retention policy associated with the current directory; and

denying the requested move operation if the retention policy associated
with the target directory has a shorter retention time than that for the retention
policy associated with the current directory,

41.  The article of manufacture of claim 29, wherein the retention policy
comprises a non-re-writable and non-erasable retention policy and wherein the
directories and files therein are stored in a magnetic storage medium,

42.  The article of manufacture of claim 29, wherein additional
subdirectories may be included in the directory associated with the retention policy,
and wherein the retention policy applies to any file within the additional
subdirectories.

43.  The article of manufacture of claim 29, wherein the directory
associated with the retention policy is a subdirectory of another directory.




