WO 01/56225 PCT/ US01/ 02551 1 SYSTEM SERVER FOR CHANNEL- BASED | NTERNET
NETWORK 2 3 4 5 6 FIELD OF THE I NVENTION 7 The present _invention rel ates
to tel ecoRMi??2utions, 8 and nore particularly to netmoFK§W5WH“§§%tenB

used to, 9 accessydfey | aterRet ror 18 Al RELAIER ARTTAud Pt RlGkpet is a

nodern communi cation systemthat 13 allows conputer operators (users) to
networkzwi th other 14 operators as well as a variety of Internet databases
15 (sitgs). These Internet sites often provide useful 16 information, such
as news” and weat her information, or 17 offer products or services that can
be purchased by users 18 using, for exanple, credit card nunbers. 19

Al t hough the Internet is steadily increasing in 20 popularity, many
prospective users are unable to overcome 21 the cost and conplexity of

gai ni ng; aceessyt 9t hepl pLepnet 522 using conventional nmethods. First, a
prospec?ive—ﬂsef—gs—ﬁﬂsi—puftgase an expensive personal conputer and 24
approprvate softmarpreblext, ihhenpioapeelibhvesuser taustom2bnestabbhsh an
account_with an Internet access provider or 26 on-line service provider
such as® An®if CBOERI PRECLIFHE237YpFEspeEtPYESuser RusStemastéfdt he operati ng
system gf 1he.- 28 persgnalrgenputer to establish access to the Internet.
29 Finally, the user nmust search for useful and interesting 30 Internet
sites,loften requiring the user to nenorize and 31 enter |ong and

confus%gg §§$£§§B1A§§ource | ocators 32 (URLs), or to search through

pull-d a 33 desired Internet site. Faced with these hurdl es,
many 384 prospethévenysenstbeeoremeverwhebidnandtabandgrtithekhat

13 allows computer operators (users) to network with other
14 operators as well as a variety of Internet databases

15 (sites). These Internet sites often provide useful

16 i1nformation, such as news and weather information, or

17 offer products or services that can be purchased by users
18 using, for example, credit card numbers.

19 Although the Internet is steadily increasing in

20 popularity, many prospective users are unable to overcome
21 the cost and complexity of gaining access to the Internet
22 using conventional methods. First, a prospective user

23 must purchase an expensive personal computer and

24 appropriate software. Next, the prospective user must

25 establish an account with an Internet access provider or
26 on-line service provider such as America Online. The

27 prospective user must master the operating system of the
28 personal computer to establish access to the Internet.

29 Finally, the user must search for useful and interesting
30 Internet sites, often requiring the user to memorize and
31 enter long and confusing uniform resource locators

32 (URLs), or to search through pull-down tables for a

33 desired Internet site. Faced with these hurdles, many

34 prospective users become overwhelmed and abandon their



WO 01/56225 PCT/ USOL/ 02551 1 efforts to gain access to the Internet. 2
Recogni zjng that there are a vast nunber of 3 potential users that cannot
afford t3PUrtHase a personal 4 conputer, or who are intWﬁ’HﬁQl@asséy

personal; cemuels 3 PRESMHA! IQAbe LOMULEI. Makes Shdrave sought to provide |ow 6
cost and easy-to-understand Internet access systens. One 7 such systemis

produced by WebPedstnicriky that tdfe:d® Moumtai vess ewni@al idDrni a. The WebTV
system provi 9 t- ox. that. connects tao a user's television and
10 al | 0\%5 Og%zqstgra 4 o&}crcstegés%atbth)e(calﬁ%etr naef Ui ng & W retess 5T THpu

devi ce, 4 hercelputedrd mMaatving d:he icosimiofatte apuersod2l Mg ©fer Whil e

provi di gg a conveni ent data i nput nethod. 13 However, the WeDbTV set-top
box is conpadhle o FEFEBHAT PRECOoNPRE SR i € PEMH Y2 qtiW es t he user

to mastey much o3 Afadihe SamriexPensi vigand, confusidg softypre that is
used 16 on personal conputers. Therefore, although the bTV 17 system

makes acdcessialy et dmtier netoBoresiat Weisky 18 toonpts catred, ¢f remains too

expensi e d _conpl ex for .19 ny. pot ent i rs. 20 What is needed is an
| nt er net a?@élsngcaslyns%ln%%’ha alilsfqoﬂyé%l/lag‘i g(ril‘liqﬁ %a%}?u]ls\; ?%Sstse%%re%‘éﬂs/ees than

per sonalg computels banthad? dehrascteasio t wser as telelayish 0hg 23 24
SUMMARY 25 The present invention is directed to a systemserver 26 for a
channel-baged Het idrk 13t ThAWRRE dthq daste ot 295 tnera 1k pe Hg s and at

| east gne linfernel..site. The system, &ﬁg@g%é n&+§9_eéfaa6$<l§r§§@%?£ab'e

dat abase that stores a 29 master channe | e Tncluding a | nt er net
site 3@ nanmes,tassodiidtied chanhelg reunberesen aadt assoe i atedt Iletinb@r net

addresslf;rs]. nerveegﬁor]csr\e t%ﬁvdownlﬁoad request, 32 at I'eas('g aeportéfn of the
mast er ‘chantf&t4Hhl 1% r e 1R PYd B USIIPTEF M hatC 0Pt Fit
channel-basegh34 416t War koMl @t hehd tefnete s The dovwt oadegs shanngl -t abl e 2
15 of the same expensive and confusing software that is used
16 on personal computers. Therefore, although the WebTV
17 system makes accessing the Internet somewhat less
18 complicated, it remains too expensive and complex for
19 many potential users.,
20 What 1s needed is an Internet access system that is
21 significantly less expensive than personal computers, and
22 is as easy to use as a television.
23
24  SUMMARY
25 The present invention is directed to a system server
26 for a channel-based network that includes at least one
27 user terminal and at least one Internet site. The system
28 server includes a channel table database that stores a
29 master channel table including a list of Internet site
30 names, associated channel numbers, and associated
31 Internet addresses. 1In response to a download request,
32 at least a portion of the master channel table is
33 transmitted to a user terminal of the channel-based

34 network via the Internet. The downloaded channel table



WO 01/56225 PCT[ US01/02551 1 information is utilized at the user termnals
to accesg, é@ﬁ@égected Internet sites by entering the channel nunber 3 using
an i nput G simlar to a television renote 4 controﬂ¥n§9ggwgﬁﬂng t he

mast er ¢happebr-habkgnatsthei19-88rver cauchskhatthenghannel stabkg
information can be 6 selectively downl oaded, the user-term nals can be 7

manuf ackuredlestng sobstanati aiikys| byscaxpensiovehs8 coaporénnsmblan t hose

needed iLn conyentional networks. .9.4hn a%cord%nge with a fir%t aspect of
Siag. an 1{1Put device’ simila O a elev1isS1on remore .
t he presen? i Aventton, Tn response to a Service request received from

11 a user tentipal, Bhessystem seevensterpanasnuyserab2ei dentihki cation
information received fromthe user 13 termnal with information stored in a
net wor k°dafab3se. Suth ek the Feéereédrdeéft LPrCarPSACRaréRede

User/te%”iQéhec%?v%ﬂgoﬁg%BEBBd%HQF%ﬂeiGSEQQtQQ work cdatabgse, the system

16 server transmts an authorization code to the user 17 term nal, thereby
enabl i ng thenufecttieeni nalinyosdowtkoadally dkasnelkpeabliee nformation into

an opergtion vola%il % 1? menory either froma non-volatile menory at the
user 20°t eFh{*H&I'T" 6P g 6 ﬁ@S§y§?§§@§eﬁ§eF9“§$“&&ﬁPF | PR otre - 21
transfep of champekctabbanicef Qrmmt LoR 16siNg sRUhoLirzZahlop re22ngodes, the

system server is able to performcentralized 23 control over the
channelObasBHeREL ®BY k 1Nt HEBEBY S24 tpr v ertivageurguiiesti zededgeds famdy or

unaut hori zed r term nals fr a i_n he Internet sites of the 26
channe??bageagﬁgt&B%E}Eg}’l2%§c§&F§%ﬁC%%%ﬁ%ﬁ %ﬁ%?%é?sagﬁggi of the present
28 inventi odenthéispstiem serfvemaitiohudescdwedpdate maragerer 29 dat abase for

storingﬁupdate.in ornagion used to schedul e 30 updates to the channel
i nf

tabl e of ALY BA L st'arad By C&FEH 081 SGS&FS efniPnAC TV edch SGsEr3&rni nal

i ncl udeg ayhen @%eVQE@%Eb%d”&@%&%;&Q%a%ﬁ%%i&%t%h%%c%%e%h%%&%hn%§b|e, anq
33 transmits a channel table version nunber to the server 34 when service

i s reqlést édfoThetehansebredblie véesinenwd®rk database, the system

16 server transmits an authorization code to the user

17 terminal, thereby enabling the user terminal to download
18 channel table information into an operation (volatile)
19 memory either from a non-volatile memory at the user

20 terminal, or from the system server. By controlling the
21 transfer of channel table information using authorization
22 codes, the system server is able to perform centralized
23 control over the channel-based network, thereby

24 preventing unauthorized users and/or unauthorized user
25 terminals from accessing the Internet sites of the

26 channel-based network.

27 In accordance with another aspect of the present

28 1invention, the system server includes an update manager
29 database for storing update information used to schedule
30 updates to the channel table information stored by each
31 user terminal. Each user terminal includes a non-

32 volatile memory for storing a local channel table, and
33 transmits a channel table version number to the server

34 when service is requested. The channel table version



WO 01/56225 PCTI USO01/ 02551 | nunber indicates the |ast update to the | ocal
channel é,t@zsl gZS The system server conpares the channel table 3 version
number r &CETX8Hf rom the user terminal with a 4 master vBYEUSWBiber that
is stored hombBe updatetBsmapagessdatghase. +Ehe HBS e 1Versingr (number
indicates 6 the nost recent updates to the master channel table. if 7 the
nmast er éhahABLet abll8S| AYFGEES SREVE It COBWEINE Supdiat edian@edhammdle t abl e
'“for”ﬁé'OQeEQEBnth@&b%&o&%@eqxehh%r%§ﬁkh%.E%%@‘@%&mi%%q Mﬁt%“ update is
schedul ed for the user 10 term nal requesting service, then upébted channel
table 21 netbemaveorips twabsm thed tic tshereserint emhr maldatk2 Accordi ngly,
t he di ssem nati on of _channel g ble 13 information is controlled froma
system erW@P?gFﬁeggﬁﬁ %% pr génpﬁﬁ§e&n&ﬁFﬁ&FWz@@“§@€E§§dﬂ§aﬁﬁ@ | nt er net
sites ok thet hesehasrehtbagedteet wor knel@aEhe Presentc1i Rwentdi onwi I | be
nore fully understood 17 in view of the follow ng description and

drawi ngs. 1B€ T9SBRFEFNPESER PTPON OR CHMESBRARERGS Z&NLily. ubdages bl ock

di agram;shepbng.a ejanaelnbased: 6l RELAOLK-ACEAUDNR0 0 dfle Argsent
invention; 22 Fig. is a bloc &lagranlshomnng a user “t erm nal of
channel Ybasedmnetwor knacédr dnngptia ten iensatieerite off or24 hicher sprresent
inventign; 25 Figs. 3(A) through 3(C) are sinpljfied diagrans 26 depicting
t he cohgeanrgﬁngicﬁﬁ%H@FtﬂgﬁlgeFW§§%'n§$§PyP9§at?¢ shgrfiedardPlgnd an
asset managerokhashorerRr ¥ rbhahidke 28 Assecialed Wi fLhe user terminal
shown in Fig. 2; 29 Fig. 4 is a block diagram show ng various system 30
functi oRs perbPordradlby the dhassrelinbased ndt worckinefl ttele3l present

i nventign; . Figs. 5(A) throu 5(0. are sinplified diagrans 3 depicting
t he co%?en%g%SFm%%&ﬁgnﬁ Icpggfgq&§%a55§gﬁaas W60FF36538 PEFFSSYL/ 02551

14 preventing unauthorized access to the Internet sites of

23 the

15 the channel-based network.

16 The present invention will be more fully understood
17 in view of the following description and drawings.

18

19 BRIEF DESCRIPTION OF THE DRAWINGS

20 Fig. 1 is a block diagram showing a channel-based

21 network according to the present invention;

22 Fig. 2 is a block diagram showing a user terminal of
23 the channel-based network according to an embodiment of
24 the present invention;

25 Figs. 3(A) through 3(C) are simplified diagrams

26 depicting the contents of a channel table flash memory, a
27 smart card, and an asset manager flash memory that are

28 associated with the user terminal shown in Fig. 2;

29 Fig. 4 is a block diagram showing various system

30 functions performed by the channel-based network of the
31 present invention;

32 Figs. 5(A) through 5(C) are simplified diagrams

33 depicting the contents of a channel table database, a



1 network database, and an update nmanager database that are 2 accessed by
the server shown in Fig. 4, 3 Fig. 6 is a sinplified state diaqran1shomﬁng
4 functiBRIIBEPormed by the server shown in Fig. 4, 5 H/USPTSY §| ow
di agr am shQwi NgrANakPhbLak! 0OAnq6.R" 06888PREFQLARAjWhER acUsBE T gLAI Nal s
turned on; 7 Figs. 8(A) and 8(B) are flow diagram show ng 8 alternative
channel 2t abtecksadi hy phecessesrpehbonned bByg.94the system server and user
ternina# in a cEanne%-QgsedS.lo n%tmgrk' gnd 11 Figr g is asinplified
state difagram sho@ing Usef S1FPrnfarfacsbpefatPoas SUpPeFfed by a user
term nak ipuAactidnehpanebrhasedynehwoskrvd4 showhEIAl FER. DESCRI PTI ON 16
Fig. 1 shows a channel -based network 100 according 17 to an enbodi nent of
the preSent invEafion. 1€hanAéPWhddedrangsherwbek aR0dnihérEdes a system
server 110 n ' 20- r : - er_termnals
130-A t rogahgégg1§%FEPE§§dS$§FéngSéF%2r9%%gl%§90§ﬁngggggﬁtgnfhe | nt er net
using 22 knownfktgemufi(gat kad BdBgware andwnethodam ahdwithares a 23 master
channel tggﬁe 112, Master cg%nnel table 112 24 includes a |ist of channel

nunber s® ( R EREDT U1V fit erABRe 125281 fe LRAAREI( BIFPECRARE) Peah@ IiCeriet

addresses {85k TEy,s26mABPRESS) anBacBechanngh naynber oi shassikgned sk an 27
associ ated Internet site address and Internet site nane 28 in accordance
with the bostress/mpoel described in co- 29 owned and co-pending U.S.

Pat ent |icati epti.tled . "METHOD, F STABLI SHI NG. CHANNEL - BASED
e e R L e TR TR e S e S S AL S i
32 00412 Bithetkyadesopkbedions exebangedf by paysemt tkrainald3 ihnker net sites
120-1 ﬁ@rou h 12?-4, t he owner of server 34 110 includes these sites in
channel=baSea A8t WBRREE06ShY 5 kWD 01/ 56225 PCT/ US01/ 02551

14
15 DETAILED DESCRIPTION

16 Fig. 1 shows a channel-based network 100 according
17 to an embodiment of the present invention. Channel-based
18 network 100 includes a system server 110, Internet sites
19 120-1 through 120-4, and user terminals 130-A through

20 130-D.

21 System server 110 is connected to the Internet using
22 known communication hardware and methods, and stores a

23 master channel table 112. Master channel table 112

24 includes a list of channel numbers (CH. NO.), Internet

25 site names (SITE NAME), and Internet addresses (SITE

26 ADDRESS) . Each channel number is assigned to an

27 associated Internet site address and Internet site name
28 1in accordance with the business model described in co-

29 owned and co-pending U.S. Patent application entitled

30 "METHOD FOR ESTABLISHING CHANNEL-BASED INTERNET ACCESS

31 NETWORK", serial no. xx/xxx,xxx [Attorney Docket CTV-

32 004]. Briefly described, in exchange for payment from

33 Internet sites 120-1 through 120-4, the owner of server

34 110 includes these sites in channel-based network 100 by



1 assigning each Internet site a channel nunber, and 2 updating naster
channel %6}2’152 to include associated 3 Internet site nanes and the
I nternet "audrg&8es of 4 Internet sites 120-1 t hr ough 120-ﬁ.CT/I9391/(8§%{an e,

assune 15 tahati gitey refcisitre b3l {iitee.a R NeMWs uriseAccassi ble 6 on the
I nternet. using the Internet address 7 "www. XYZN. coni, and w shes to be

i ncl uded i FPRAAAE Mog Y5ds &d aiBtSAorie 0. 1 1% tex chinigidls ersspdiedgshid to the

9 owner 30f 301MQ+110,+ 4 heRMEl, ASS{I t‘éﬁ!&’@' Q¢ 010" to
| nt ernet address "ww. XYZN. cont .n I n adgll%tl on, 1a1 t he enstleorfnet site nane

"XYZ NEWS' Iingestsrteds litrest R 02 Ihitmrupst Idived f | elak aessowi 1at,ech asiunte channel
nunber '01Q%. 3.As descr.i.bed j detail b ' updat ed mast er, channel 14
table 112 i(%shatthjeir?t(?gvr\lmecoascfet(f ﬁréoo%lsee:]\/eer" M&W@r 19 2GSRBS 130- A

t hrough 613@rDtihe arsehetit et imnnels Inkbtrher elyyaldHpwing a user to access

"XYZ NEWS" si npl l%%/‘} 17 entering channel nunber "010" into user termnals
130-A 18 tWW@’u@%Z GB ' 1FERCH WSS §eif idlclaBtrA trhradwgiel30- D i ncl udes

20 ciroul t Ey Lor dawnlgading and, skor g ehannel 1able data, 24, downl oaded

fromserver 110, displaying the channe 2 nunbers and 1nternet site nanes
from t h® downegaded se2Fechaniel tthabloevrdat a s sal drowi digareals eruntie rent er

sel ect g) 24 g)h,ar%nel unbers, d conpecting the user termnal, to a 25
sel ect éd | nternet%site 261 & P04 Cq5 26 st dtéd mi th the

sel ected charnehtumer sithesaimserxy 2 fidgdminalsfunctignspas well as the
nunmer ous additional 28 functions described bel ow, can be performed on 29

(i npl eﬁf@njt datiedyea wiede riaingel ofs g5l Gitftordrey 1 tHorchescarpl eyumt0- USEIO'ter ni nal
L0 P RSP SOOI, RS ol 1R pen s
t el ephdre 33bpleatifier ms ameruservileraddnal £ A30-L depi et & parsonal 34
di gi tal _assi st alrI]lt (SPIZ%%) platform Each of these 6 WO 01/56225
PCTIUSéf/O§§§T al 0-A through 130-D in a scheduled manner,

16 thereby allowing a user to access "XYZ NEWS" simply by

17 entering channel number "010" into user terminals 130-A

18 through 130-D.

19 Each user terminal 130-A through 130-D includes

20 circuitry for downloading and storing channel table data

21 downloaded from server 110, displaying the channel

22 numbers and Internet site names from the downloaded

23 channel table data, allowing a user to enter selected

24  channel numbers, and connecting the user terminal to a

25 selected Internet site 120-1 through 120-4 that is

26 associated with the selected channel number. These user

27 terminal functions, as well as the numerous additional

28 functions described below, can be performed on

29 (implemented in) a wide range of platforms. For example,

30 user terminal 130-A depicts a set-top box arrangement,

31 user terminal 130-B depicts a personal computer platform,

32 user terminal 130-C depicts a cellular telephone

33 platform, and user terminal 130-D depicts a personal

34 digital assistant (PDA) platform. FEach of these



1 platforns can be nodified to inplement the user termnal 2 functions
(describ | that are associated with the 3 channeI}Pasgq net wor k of
the present i'nvéntion. Further, 4 those of ordinary ski | TCVRSEM&S4r ¢ wi 1 |

recogni ze phat fSriagldidh opal mdhat f 08 Mo (a1 8HoMA) c HBY 8L S0 benised to 6
i npl enent the various functions perforned on user 7 termnals 130-A through

130- D. ZThek@tdfeont hedappehded P8levai Meahreraoksaecessadi vythi pheed to the

preferred i riped be . t i QuUs user.termnals
T30- A Uhr GUHE 190 B chonie LR R or Y PUSer Fer iy FaT 950- AT GepIEr 6 n
presentdy-ti@spref esréthenpodkient inUskee tetnwvhal 1360éninel vdes a 13

set-top_box 131 th is connected to the Internet and to 14 a television

132, and r&det Ve Thanhet i ntmbefnekl 8EPYBNsMAY521FBPE WPEEl BSs (e.g.,
i nfra-red): hfpihe devige &§§io§§tfu&@ti@ﬁsbBér%@%méBCBHd??§ omuni cat i on

circuitry for 17 interfacing with the Internet using we nown 18
t echni questeanthahnel 3¢ abl ehnenwhyl 30rDst ofhagethaanethe18ppabtieddat a,

interface gigfﬁitggéfggtcgnngnicathg mﬁtﬂ 20 tg#evisign 13% and i nput
devi ce 133, &N a centtal "9 procesdi hymuhft Ferthe PReFeSpbise to
i nstructi ofsboR2nstOr @ls ¢ nised -5opohox 131, the CPU of set-top box 131 23

connects user termnal 130-A to a selected Internet site 24 ge.g., site
120- 1)1By recei ¥ nga Sereetediehanhermhnaber 13952 (ehgoughoid®yDent ered by

a users{hrough, i nput; devq ce, 133, « - 26; di ng_%h [ net (e.g.
"www. XYZN. conl') 27 aégociated mﬁ%% thégge%ggtédggég%ﬁélgn ﬁggégfi%n1the 28
channel 2 t abt &f erened yemaediteansni tséngteheiassotBatadin29udiateanet address

onto t | nternet usin he 30 comunication ciycuitry. The sel ected
Internef s??%f?%%ﬁboﬁlp%%sg%% sl%yc??%ﬁgﬁ?gtFﬂg£§?tingﬁFB?Ha?Pgnt?hat is 32
recei ved throapdy idheoconprini £adi AcEi vV Eh¥nABY nddodisphayedions

tel evision 132 using known techniques. 34 Additional details regarding

user te?m ™ 72 WO DA 562268 PCT/ USTF £ 8258d) input device 133. Set-

l6e top box 131 includes communication circuitry for

17 interfacing with the Internet using well-known

18 techniques, a channel table memory for storing channel

19 table data, interface circuitry for communicating with

20 television 132 and input device 133, and a central

21 processing unit (CPU). 1In response to instructions

22 stored in set-top box 131, the CPU of set-top box 131

23 connects user terminal 130-A to a selected Internet site

24 (e.g., site 120-1) by receiving a selected channel number
25 (e.g., "010") entered by a user through input device 133,
26 reading the Internet address (e.g., "www.XYZN.com")

27 assoclated with the selected channel number from the

28 channel table memory, and transmitting the associated

29 Internet address onto the Internet using the

30 communication circuitry. The selected Internet site then
31 responds by transmitting site information that is

32 received through the communication circuitry and

33 displayed on television 132 using known techniques.

34 Additional details regarding user terminal



1 130-A are provided in the follow ng description of a 2 specific

enbodi nent. 3 4 User Termnal 130-A 5 Fig. 2 is a block diagram show ng
user ternPi4P®%30- 6 A in accordance with one enbodi ment MY Btsent 7

i nventijon.; B - d:he wrbodidentn S d N & thg Heddplc daviges 133 9
include, but are not linmited to, a renote control 202 and 10 a wreless
keyboard ZF%CIReftBRBHIVIL 202 i ncludes a 11 nuneric keypad 204, one or
nore dedi cated keys 205 and a 12 joystick 206. Al though not specifically

i ndi cated, 13 wirel ess keyboard 203 includes simlar dedicated keys, 14
nuneri d kéypad TandnijreyistiTk-Zas those provided on renote 15 control 202. In
addi tiqn, keyb%ard 03 i ncl nge a, 16 standard. RTY keyboar fo§ entering
text messages. A 17 destri BES i HHEE FAA "Dt TW, € IHc'jllpu]t Yevi ce 133
of 18 ¢ hey dirsd@satiarmodimantoisdndhe) canabl e ofhdrovd dimng 19 uni code
synbols to set-top box 131 by transmtting infra- 20 red (IR) signals to an
| R det €ct dmviaitséint op box 131. 21 In other enbodi nents, other technol ogies

(such har d- i -r}gejr[' Q ) - uti izer% 1 t{4Hput 23
si gnal ?st 0 set -ItQ%p %%@% él ng}g%dﬁ%g%t% di;’sp][ &QB%%@{E% term nal
130- A i% i2&lprawy,i ded vitd rome oiminor@ tout putreaeviecesontuadl | ¢t ugleda 26
conpact_ flash 231 and a .printe 33._These output. 2 evi ces are descri bed
1 ore dét a1 17 HE P S (b bR THIT AT, A r HHC B Seea | ng. uni
29 (CRY) ZlGhesystiemconti®l | esnlldy 16 EL 3&ontLodld efe Yni 205 30§ MU) 212,

| R receiver 213, interrupt switch 214, smart 31 card socket 215,

comuniiZ atjiorst o t2 Gock et l 21193 2n¢ontred tht ¢ohl pornd 2dgtedynchr onous
dynam.c, random access , 33 Y. 218, . dedicated flash penory 219,
oAy’ | T T SO Eh0 habaT harmgal Ak NGt Y 222 i pl 2y 8 WO
01/ 56226 PEHAISOL/102A08d and joystick as those provided on remote

15 control 202. 1In addition, keyboard 203 includes a

16 standard QWERTY keyboard for entering text messages. As
17 described in more detail below, each input device 133 of
18 the disclosed embodiment must be capable of providing

19 unicode symbols to set-top box 131 by transmitting infra-
20 red (IR) signals to an IR detector in set-top box 131.

21 In other embodiments, other technologies (such as hard-
22 wired connections) may by utilized to transmit input

23 signals to set-top box 131.

24 In addition to display 132, user terminal 130-A is
25 provided with one or more output devices that include a
26 compact flash 231 and a printer 233. These output

27 devices are described in more detail below.

28 Set-top box 131 includes central processing unit

29 (CPU) 210, system controller 211, micro-controller unit
30 (MCU) 212, IR receiver 213, interrupt switch 214, smart
31 card socket 215, communications port socket 216,

32 communication port 217, synchronous dynamic random access
33 memory (SDRAM) 218, dedicated flash memory 219, compact

34 flash socket 220, asset manager flash memory 222, display



| controller 223, audio controller 224, speaker 225, 2 internal m crophone
226, external mcrophone jack 227 and 3 parallel port socket 228. The
vari ous-BP&EM2 are 4 connect ed by an internal bus 230 LTV RSLhted. A 5

conpact; flagh card 23 is sehectivel yoinseriapl eshdig.r 6o eonpact flash
socket 220, and a printer 233 is 7 selectively connected to parallel port

socket 228.nt& Qi Irard yoplosea?2 6 cagdt @82al snsetephével yachse?tabl@ 9 into

smart card socket. 215. 10 In th escri bed enbodinment., CPU 210 is a 32-bit,
500 11 R A A s Rl L TR e pls TR AR LR B e °15 o
Hi tachig assRatdc NG ISH7AR9% A Sk 831 Y 210 &8ns1ihecrd8edV ndows CEO

operating system QO her processors can_ be 14 used in other enbodi nents. CPU
210 i ntler favem i rekasly casdwih s§stehrebhv by | 2psotabip theCdescri bed

enbodi nent 6..SYy c roll 211 j.s_f n plication 17
specifﬂ% i?ﬁ%éﬁ%feé %%%c%? k%ﬁs?%g’m%?ghaiﬁépﬁg%g %§91§Qconplete set of

I nt egr at ecs N Dy Chodicvess wwthat8llal egoat edopbaer 2a@nagenent. The
[ 05 A aretosd 10kt ¢ pbth L d h

functions provided by 20 system.c roller_ 211 are conpatible with
W ndoweid CE B0 T 3 i By eca 53 €Pt) 51058HAC7 Lk CBREF bRPOF 211 are

coupl eds t o 4ihe sE3rOthergelenrat soof  set-top box 131 as illustrated. 24
Commruni cations port 217, which is inserted into socket 25 216, enables

set -t o0 box 13111 othgcésscrhecdnewpaeinens, ThEY, 2&0nhBnicalibas, pdPt 217
can b hal - t ~ [ entiopal .1 - atible
P, df MR IDAE TR 08! pr 2cBEY) F88 A1 PO oDhi BRal . 106R R0 Eoppat!

seri al such as an Seri al “chan on a standar
t el ephbhe £28n|lHineacAl tes nBdrvely, SBRATOAI ¢abdi-dhs pOPY 21U cansbeha 30

10baseT port, .a di t subscriber Ijne (D L% nodemor a_ 31 V.90 protoco
modem 1 O &' LShind a??%ﬁ%tb89t§y§h3%rin§t 3% HEREESSPH3t hd" I Rfernet can

be used; i nygther esbedi nBAbSaimddt Sockeby2i6padyant-ageeyshy renables
different types of 9 WO 01/56225 PCT/US01/ 02551 1 conmuni cation ports to be

easi | y19 nstath ety s pemeconopobbgr 211. In the described embodiment,

16 system controller 211 is formed on an application

17 specific integrated circuit (ASIC) which includes a

18 complete set of integrated Windows® CE drivers with

19 integrated power management. The functions provided by
20 system controller 211 are compatible with Windows® CE 2.x
21 and above.

22 CPU 210 and system controller 211 are coupled to the
23 other elements of set-top box 131 as illustrated.

24 Communications port 217, which is inserted into socket

25 216, enables set-top box 131 to access the Internet.

26 Thus, communications port 217 can be a dial-up modem that
27 provides a conventional 16C550 compatible serial channel,
28 such as an RS-232 serial channel, on a standard telephone
29 1line. Alternatively, communications port 217 can be a

30 10baseT port, a direct subscriber line (DSL) modem or a
31 V.90 protocol modem. Other communications ports enabling
32 access to the Internet can be used in other embodiments.

33 Socket 216 advantageously enables different types of



2 131. 3 In the described enbodi nent, SDRAM 218 is a 4 conventional 16
MByte vol atile nenory circuit. In other 5 enbodi nents, SDRAM 218 can have

ot her siY&166225¢ formed 6 from another type of volatil eP%HﬂHWﬁAs
describad idomin I IR0 el G (SPRAM 218 SLares channel. dahle &

informatio I'S used to access pre erm ne
I nt ernet>. SDRAM 218 advant ageousl| y exhibits 10 a relati veI y h| gh density

and fast access In th scri bed enbodi nent, dedicated flash
menor y %12 219 i arEEi‘fGCi?quﬁ Q%ﬁ&'r%’%c{%ﬁﬂ t 13N el B, 4OF seri es 13

avai | ablse foerdntieinadors MB(}/L{& hey1 enbedinei sy ddashit 14 memine219 can
have ot her sizes or be for fromanother 15 type of non-volatile nmenory.

As descri b imaTe et HHAM f@%é?%h%“{%ﬁh%myzeﬁ@fprﬁﬁn@@@ned
| | 7 te t
non Vo' &t | 16 it AR d:0ryld dhs Jaleste (il LUl rant B sian g one of

nore channel 18 tables at are romserver 110 (see
19 Fig. 71) mcEer ddhiiasi Ir daslany, f9LRAM r@rﬁ)rsytéﬂés witdnrbel 20:vkef erred to as

channel _ahl flash. rre y 219 21 3 IS SI lified diagram
depi ctlﬁgg ef B the UcFaetCE 12? dar‘(ecogsi% R teEFrI?HbET ¥$Ash menory

219. 23 9Cha;r1rt@s t@blﬁé | Bste Ror y i o o Veicg\%%ﬁéﬁébﬁé@{]oéxﬁszin@i e
sections (e.g., USER 1 channel table 219A and USER 2= 25 annel table

219B), ldachk sectatervssityorti i ci%ﬂrﬂﬂeﬂy taibl efa 96 atetesd orimes egl stered user of
user termnal 1 27, Al t h h t abl es,
&n %\’flas descri %JI IS Capar%) e Cg%l\gl g@e& Pfaseh

channel’ 28 t abl Tenory TOrThg any nunber? 29 of

channel12t aldies ifsora a&mg;e;saomcng/ nuinberi of f sershe 800 Easdr channel table
i ncl udes a Ilst of . channel nunbers 31 (CH NO. ), Internet site nanes (SITE

NAVE) , 4ont érifet! a3 %e T2om ddifrae's SR Sl T ADBRESSIUogra et af - com$ol codes,

and 33 favepdde site codes, . fach channel, nunbes. | 5, acoded.as. 2,34, uni code
val ue that is assigned by server 110 (Fig. 1) to 10 WO 01/ 56225

PCT/ USGY 025%E of axqyartdlatlidre Imrermet dhd edeRachodantir metrsidetaahe is a

16 below, flash memory 219 provides non-volatile storage for
17 the latest (most current) version of one or more channel
18 tables 219A-219B that are downloaded from server 110 (see
19 Fig. 1). For this reason, flash memory 219 will be

20 referred to as channel table flash memory 219.

21 Fig. 3(A) 1s simplified diagram depicting an example
22 of the data stored in channel table flash memory 219.

23 Channel table flash memory 219 is divided into two or

24 more sections (e.g., USER 1 channel table 219A and USER 2
25 <channel table 219B), each section storing channel table
26 data for a registered user of user terminal 130-A.

27 Although Fig. 3(A) shows two channel tables, channel

28 table flash memory 219 is capable of storing any number
29 of channel tables for a corresponding number of users.

30 Each channel table includes a list of channel numbers

31 (CH. NO.), Internet site names (SITE NAME), Internet site
32 addresses (SITE ADDRESS), parental control codes, and

33 favorite site codes. Each channel number is encoded as a

34 unicode value that is assigned by server 110 (Fig. 1) to

10



2 text field that includes either a description of an 3 associated Internet
site, or a recognizable Internet nane 4 (e.g., Anerica Online). The

par ent al WOMBPBP codes are 5 optionally provided to all ovPGI/P$M®RIS1t O

sel ecti el¥1 6 rtestrli ct t hte | nt er n%t sitEes t att can be.%ccessed by a 7
young user > P&F téxamdite, I AR FAGH € tad nit T ar S-S (ESy. 318 OSER 1f 6t a

set -t op2boxepmy frestr itelataGeRSHidefs & iMMRAN 9 SITi(R.i@n JfSemh 2) to an
adult-content site (e.g., ADULT 10 SITE, channel nunber 60) by setting the
parent €odésSEeFiatec RN SFiNed 153 LeN' (as infficCateddls dhamidlett &AsME 219B) .

12 The EaV%i.&‘?,SiAﬁn% godes, ane pti angl Ly, prguided, Ef(}oail QW 13, ,qui ck
listing of a user’s favorite Internet sites In a 14 conveni ent manner
(e.qg., by ppessnagd lfumctavariekiey d-laldrow kb gearmtte teordarlalctd@2 whi | e

di spl aying the channel table 16 nenu). In the described enpodi nent, each
entry of CRECCES Cnanitell BB Y IS iithindi nimbECC T R, S| to 18

addressy; pgbenyaliseede anrg faverdite code)arequdes 190249 bytes; of storage.
The three digit channel nunber enables 20 up to 1000 channel entries.

Thus, efchU&h&nAel ofalsl esdartoR baxeddyt e agy tictlGEdeB s ®ichkamigion abl e

flash no 19. 2 t i\ng n t i.g. npact_ flash ne card
23 231n§an5%§%cgr?ﬁg§t'e§%te%r s@(gt gttooE)givxb6_7‘)(()&!;’51 Cﬂ%rtoeﬁgth Sclgtﬁpa(c?t'g'zz‘?_\f%%h socket
220. | A0t heIdes crihbechesampodiorentsl )caypacit t i2fy fdhaspbasecketcRR0 fiaxc| udes a
32-bit wide fine pitch DRAM Fl ash DI socket far receiving a conpact
flash 37 mEfory S&Ered%oé%dgggﬁ H@&%%H?Wénd&%q“eﬁelt&%ﬁec t- 28 flash
nmenory 1car ¢n23¥aive raapaklie Ofccdy inG id¥argmiign 29 idewnleadad 4 om t he
Internet by set-top box 131, such as 30 e-mail. 8onpact. flash nenory card
231 canf3t héhlls& 31stémeved fr rResock dtia ey tand nteringst alited il & conpati bl e

;2 devioe, ATEaTA0g, L L on) St oL B DAtk P Do 1
cont r ollber r2id thurchern cqu@par twharn 2 lailbds I(dynifrrea-ured dbadrmeAssatilat i on)
protoc%% ag%nhwp f%%|¥he described embodiment, each entry of the
17 channel table (i.e., channel number, site name, site
18 address, parental code and favorite code) requires 100
19 bytes of storage. The three digit channel number enables
20 up to 1000 channel entries. Thus, each channel table can
21 require up to 100 kB in channel table flash memory 219.
22 Returning now to Fig. 2, compact flash memory card
23 231 can be connected to set-top box 131 through compact
24 flash socket 220. In the described embodiment, compact
25 flash socket 220 includes a 32-bit wide fine pitch
26 DRAM/Flash DIMM socket for receiving a compact flash
27 memory card. As described in more detail below, compact
28 flash memory card 231 is capable of storing information
29 downloaded from the Internet by set-top box 131, such as
30 e-mail. Compact flash memory card 231 can then be
31 removed from socket 220 and re-installed in a compatible
32 device, thereby enabling the transfer of data from set-

33 top box 131 to another device.

11



3conpliant PS/2 keyboard/ nouse interface ports. Up to two 4external PS/2
conpati bl e devices can be connected to 5system controller 211 through the
two PS/ 2WtiEftHce 6ports. Thus when a user presses a kelj’CTlpﬁ’lﬂBﬁfél ver 213
7receives corresaen rtga!r{gr f it are gLantrol 202
or wireless keyboar? 203, a pr ovi d%g% le%s]grﬂsﬁgnﬂgt}% Igcrc:nat roller
213. M ¢ér o-lowt r(dldfera-1G21 D4 e md d @sa t dhen orpgd o aof 1 tah&$etwmfﬁuallr§ed

signal s by 1lidentific ode ncl uded in infra-red signals, 12and
routes the gfgltpi apsg}j( q‘ A9 34 @W%F%éﬁprltﬁ/\as Bt d<3dd’Dy t he

user) re;cele\;&@ﬂnraqmgwt&nwﬂf&e 202, 140 one o dhen &S/ payts, and the
data signals received 15fromw rel ess keyboard 203 to the other one of the
PS/ 2 16por tsy.stERCROIZI® lat s3/st erh oy oitert 1 1P ol stuppbrde a 18smart
card access prat ocoIl Smar t carad 253e2r|s i nserted 19i smart car ocket
215, thereb} provi ding a 20connection foetieeh SntFt’ car d- ¥32 A tem
control I7er r212%Yed ricerdanporsinie hi r2lhds ganeraigsa B 1 hderd Uptessi gnal 22each
time that a smart card is inserted or renoved from 23smart card socket 215.

I n general TSHRME SatF 2532 W (R Ut i Reht FITRATO G hf AMAtRTAVIHRE i s
speci fi @ t @ r25ihe squners ofo the. SR, At o 2 i agram
illustrating smar tl car dS 270232 In accnordance \?\%:it% tﬁélea escr&bp}cf%eﬁ)lgdl ment .
Smart 28carld 3232i6midl fudess tél%dtmlrislcof ttatse mreffacesd v idn@20sdeket 215
(see Fiq ) tro 320, fo Opreventin unaut hori z d r eadi ng
from an /orzldv%rnl%{llc%nlacatccg%a 1noenS vola Cgedgrnarmt_‘rhe Non- vo%ﬁﬁ menory 330
st or es 132| iamict e@awest &k&atcaaﬂd]adlgrm]m otiect ed Jttyeratwyltrﬁg prrot@ctks33f ence,

and maéL al so store optional routi neI -rewritten 34data. 12 WD 01/ 56225
PCT/ USOT/ 02551 PTF 193 - 4G e TRASEVSthi THPT sT90teR et i i it the 2

wite proted fenes ivhdimgs/B@B)red nadides @ GUst WBIha1s received
15 from wireless keyboard 203 to the other one of the PS/2

16 ports.
17 CPU 210 and system controller 211 also support a
18 smart card access protocol. Smart card 232 is inserted

19 into smart card socket 215, thereby providing a

20 connection between smart card 232 and system controller
21 211. Interrupt switch 214 generates an interrupt signal
22 each time that a smart card is inserted or removed from
23 smart card socket 215. 1In general, smart card 232

24 includes identification information that is specific to
25 the owner of the smart card.

26 Fig. 3(B) is a block diagram illustrating smart card
27 232 in accordance with the described embodiment. Smart
28 card 232 includes a socket 310 that interfaces with

29 socket 215 (see Fig. 2), and a controller 320 for

30 preventing unauthorized reading from and/or writing to a
31 non-volatile memory 330. Non-volatile memory 330 stores
32 limited-write data that is protected by a write protect

33 fence, and may also store optional routinely-rewritten

34 data.

12



3 nunber 331, a personal identification nunmber (USER PIN) 4 332, a user
home page URL 333, a security password 334, 5 POP information 335, and user
age iden PP1/E§22836. | n one errbodl ment, a custoner i PCTASONAHBShs t he

group of users g a§?ﬂf %$e9r ore gr L Egh” %? €%&hﬁ 520 bpye 8

correspondi ng c anne |h c anne menory 219. An
exanpl e2 ofwai teustonect fsnaefam Fyg. 10 Bhat1no¢hddesaooesoomenre adul ts

and one_or nore 1 dr en. h. ser i cal] h i her own
ot e SR dR Dot S e M e bR EparuSe LB RL Dol
cust omes IﬁeﬂtIil@@étonoﬁenpegeS@iL kovever secd4ieacpapensen Bpaa custoner

group will have a unique PIN 15 332. As discussed bel ow, the custoner
i dent i f?cabPBninierhakber 33%. i anAutensdagpt hiansefiar Aakber I8t6P&d in 17

asset n@nagﬁﬁoélﬁéﬂt22§ b¥ﬁ§§5%§£"1}9 Sg@gﬁeﬁagg URL g}guﬂ'gkdugégscan be

used to access a personal provi ded at server 110 (see Fig. 1)
for the7usessolapetievnabi vety, thomenpagé3QFm fhetdc383hamy |dent|fy a 21
specifié Internet site provi rd 22 dist

o]

bank ac uﬂ?fr%?Panﬁ%Bﬂanaﬂa§9 Eébz??ef Oﬁﬁgsﬁﬁr8h§§ﬁeﬁs E)gger selected

word that f?&s@uﬁgﬁék%e§l@hangﬁsekgmbm@ byt eduwk bherdat 8. aPEBm25y
information 335, which is the sane for ail nenbers of a 26 custoner group,

i's useﬂOiftb@hnﬁﬁtéaﬂﬁénoperPr2m¢r27aﬁeéﬂﬁrééddpaﬁ @p TMACérnet access. Age
'de”t'gief 330428 L ndleg! g thg age, gLoup, ol LOGPATLI BUI AL usgr. For
€ tha er

exanpl a el ?lfler can in e user IS
years obd. sﬁéterﬂatdvelEacagﬁekéeﬂtuﬁlerc3360m3i gabubd@mﬂﬂf$harspeC|flc
age range of the user. 32 The optignal routinely-rewitten data provided on

33 smatt chPd ee@e.ﬁeﬁaaeerrééeﬁﬁﬁ§19?§ﬁpedn§meer.ﬁﬁ&rnaﬁpaﬁve§4 and

favorije Ségéh'gEQEﬁﬁthgna Ihksohpfogmatboni My hRee13 WR:QLLS6225
PCTI USO1/ 02551 downl oaded onto snmart card 232 at the end of each 2

sessi ohp t RePebyAral HowrrngseHebshart thedcowihemeroidepgsdication

16 number 331 is matched with a serial number stored in

17 asset manager flash 222 by server 110. Home page URL

18 field 333 can be used to access a personal home page

19 provided at server 110 (see Fig. 1) for the user.

20 Alternatively, home page URL field 333 may identify a

21 specific Internet site provided by a smart card

22 distributor (i.e., a bank account, or a promotional

23 site). Password 334 is a user-selected word that

24 authorizes changes to the limited-write data. POP

25 information 335, which is the same for all members of a
26 customer group, 1is used if communication port 217

27 requires dial-up Internet access. Age identifier 336

28 indicates the age group of the particular user. For

29 example, age identifier 336 can indicate that the user is
30 under 18 years old. Alternatively, age identifier 336

31 can identify a specific age range of the user.

32 The optional routinely-rewritten data provided on

33 smart card 232 includes recently-visited site information

34 and favorite site information. This information may be

13



3 the channel -based network as a "guest""(i.e., using a 4 termnal on which
the user is not a custoner). 5 Alternatively, the recently-visited site

i nformat WOP186%5 6 favorite site information may be stor eRCEHUSH&RYEr 110, 7
t hereby_al |,ow t.he user to _access this information 8 through any
authori}eddﬁggﬁgﬁgfﬁiﬁgﬁooﬁmﬁﬁg €ﬁ§ﬁngﬁib§§e hegeﬁgtﬁgrféc 0 Fig. 3(C) is a
bl ock dpageaBkiibhysthatieny an1exarp ehelbrefrtt ke rdatanstrored aickeasset
manager flash 222. Asset 12 nmanager flash 222 is a non-volatile menory that
i s 13 pér mhRBnEhyNESANESEEd 6 e 8 SbUIUR3F." Adsét- meifadér 2 14 fl ash

222 perpan Hor§§vﬁ{wﬁy i o th i qnti&jg&lnégjset-top box 131,
such asqge??%hxﬁénbgr 342 an§§ﬁ6 nghu?ac{hreéhafﬁ §h4.)Asset manager fl ash
222 al s6 1Zlstones icwerlrentt hehamoeinttlabive sveresi en tenfiorfrredmadn c344nfdor 18

each user i.n the custoner, oup .associ ated wiith set-to 19 131. As
doscri bid FRVAGALE SHat deusEBarSuroDhis 56 kehmfite Saiiite kst on

i nf or mati Olﬁhieire!é%e@ltl@\nﬁ@l@t role 2LcGhamnelcdal e mawlgadepearsations (i.e.,
to update a 22 channel table stored in channel table flash 219 when the 23
mast er €hafR&Pugabre Y1 BRhO figdst edeisdermigialiof he£heddisti-hrrSeasset
manager of | ggh 222 stores one or nore 25 operating system version nunbers
346 and application 26 software version nunbers 347 that are used to 27
aut omaflical | y upgroade (tthe igper dtlicorts difaggetn tidp Usox at3hg 28 dxanrgne

enbodi nent, _the operating syst.em and applicatiao 9 ftware associ ated
W Ch t ReseCRUREEr BE SLoPer d ALRST B Sry 37 Sren ndmsa n 1o Fig.
2, CPU1210nandgsystrems32 coontirold efor2lb1comicnenamddy dirsd ays control l er 223

to 33 support the display of information on display 132 (e.g., 34 a
conventlion&k rienevitdivo B HIcay- T aithdineedr 208 ko FEARD TS5

EDCI{) gﬁ?%ﬁrg %ﬁ%%h % 29U %%(}%aﬁetr%q r}ﬂ i sgy é%ys len q d}fng %é{/%’/b an icc@ i Al 52
panel s, i ncluding panel s an

15 set-top box 131, such as serial number 342 and
16 manufacture date 344. Asset manager flash 222 also
17 stores current channel table version information 344 for
18 each user in the customer group associated with set-top
19 box 131. As described in additional detail below, this
20 channel table version information is used to control
21 channel table download operations (i.e., to update a
22 channel table stored in channel table flash 219 when the
23 master channel table 112 is updated; see Fig. 1). 1In
24 addition, asset manager flash 222 stores one or more
25 operating system version numbers 346 and application
26 software version numbers 347 that are used to
27 automatically upgrade the operations of set-top box 131.
28 In one embodiment, the operating system and application
29 software associated with these numbers is stored on flash
30 219.
31 Referring again to Fig. 2, CPU 210 and system
32 controller 211 combine with display controller 223 to
33 support the display of information on display 132 (e.g.,

34 a conventional television). Display controller 223 also

14



3 panels. Display controller 223 is capable of providing a 4 conposite
vi deo out put %RS—l?O) and a super video (S 5 video) output. In one
embodi meWP,%14 2§BI ay controller 6 223 includes an |GST | W&Twwﬁﬁo 5000

i ntegraf eds 7,6 FCUI theands)sa60nst EHELed ¥ A Bal apged Lppedances to 8
enhance dlsb?ay picture qualitty. In addition, pure red 9 and pure white

col ors arenprneferabtylom peedlfr ommdOuidnooniigAvideelsi gnal §VGas wel | as
single pixel lines,_ .11 thereby furthe nhancin ispla icture quality.
15" 20 S105AHE By ot BATEHA G TEF O SLE ar2s conPReetrt AT sPhEates canr ol T er
224 to suppernpo8ibet viWof blhiepnecord-and) d4dphaybpek ustsg ¢enventi onal
VVndomsér) CE a?plication 15 progranm ng i nterfaces (APIS%. Audi o

control Perv298°( sOUiBUEapabl® BRSr BRBPGLRE Fnpt SBiL§HaFS FFem Pht ernal 17

m crophgne, 226, Qr1 8R8XL 8T RAETM GLOPRYRE  EROt 5800WA)ccgl8cERr ough external
m crophone Jjack 227. Audio controller” 19 224 provides output signals to

speaker7225irpudio 20dcoat cohkeruge4dcantal selpnoeildempeflenand £ight out put
21 signals é EFT a$d Rl GHT CUTE t o.ext ernal %ge%kers 22 (%ég.,

t el evi st on® %@Bﬁgr }SPTRE PéftUahd PFSﬁ Yout plit 292353 gnaPs ar £%4l so

conbi ned Wikl pheeSyMideocsignal abeopre24 rdibspl ayieentr ekber 223 to provide
a conventional SCART 25 (Syndicat des Constructeurs d' Appareils Radio

Recept éfr singeméngTeldepseupsplsi gral wewhi e isdnohe ParGpedangSspl ay 27

Cont rofFer 934057 o SenRBet S0 08" 95 CLShT Ay 135" 36 31 Chdnel - Baced

Net wor k2 Qper at i pu3216i gnd4siystamskoplirbiled rbl2ack adisagramos hewwighvar i ous
33 system functions performed by channel -based network 100 34 in
accor daAcedWitR SRANERBOAFReRt “of Ot REPPprésert P15 WOV0EA56235CPER BSE / 02551

1 inventiop; .SRgELf LcahhY cofk8nt4oHd8RI Glis Avalieoks 2uneki-ars executed by
server 110 and set-top box 131 to
15 programming interfaces (APIs). Audio controller 224 1is
16 capable of receiving input signals from internal
17 microphone 226 or an external microphone (not shown),
18 through external microphone jack 227. Audio controller
19 224 provides output signals to speaker 225. Audio
20 controller 224 can also provide left and right output
21 signals (LEFT OUT and RIGHT OUT) to external speakers
22 (e.g., television speakers). The left and right output
23 signals are also combined with the S video signal from
24 display controller 223 to provide a conventional SCART
25 (Syndicat des Constructeurs d'Appareils Radio Recepteurs
26 et Televiseurs) signal, which is the European display
27 protocol. In the described embodiments, display
28 controller 223 and audio controller 224 are connected to
29 display 132.
30

31 Channel-Based Network Operation

32 Fig. 4 1s a simplified block diagram showing various
33 system functions performed by channel-based network 100

34 in accordance with an embodiment of the present

15



3 establish and update channel -based network 100. 4 Al though the depicted

interact%&rﬁ/i%%gvveen functions 5 performed by the CPUs of 5&2@% Pﬁ%llo and

set-top 6 and associ ated hardware resources are

accurate, lﬁvéﬁﬂﬁoﬁl”Dbb%b@@&b@miyar@1%”DM0M@91EQsanonﬁ@nfUS'0“ 8 For
exanple, Fig. 4 user i dentification (USER I D) depicts 9 information

passing2d|fecctyOﬁﬁoﬁK§ﬁHt€dcéWdSzgzeﬁo1éﬁ 209" APTHORPZAPKOWSVERSI ON CHECK"
function perfo d. b U 210, of se box, 131 tead of through
systen1§2 88%?5@?F8rgﬁgsépéﬁ%ﬁLthiffe ? ﬁ%ﬁ ng #o ﬁé upper portion of
Fig. 4,ssenvenoddl thd degliudes antienputibesnbaalie40l f(ielc@-i,on% per sonal

conputer 15 or workstation), a CPU 412, a channel table database 414, 16
a net woPk HarabaBedsDs, tardCRNSupdasermerader @atabasetoP #98. 1Pe har dwar e

conponept s . af, 3%%%@ a%ég fg?hga%QOW%so%§c%gd %tg%ﬂ%9@11§r%c%%Q%%%t'O”a'

and wel I khown ose ordinary skil £ I'nput term nal
401 is IsedoméOSﬁmpémEetachanmebr@abh@l@abd andauseﬁ/temEMSabnlnfornatlon
21 i nto_channel tabHe dat abase 414 and networ k .dat abase

41
respect Pvef 9T GEPRGLRnowt 9dafa uﬁ?&céé?Pﬁdfﬂééﬁﬁ PHues>Efn 1 ESBdFﬁ€‘ﬂ1sclosed

enbodi ment ﬂ.ﬁffb@mﬁlﬂﬂaﬂebats@lih% dat-adts y24 renRckypt-ed chetongobeingrstored in
channel table database 25 414, thereby mnimzing the amount of tine

neededlﬂo QéUaﬁﬁﬁﬂééEI@HdNﬁgﬁI@ﬁbF@EﬁﬁFoﬁ#ﬂ@ﬁé@nt@e§§PIW@§»ﬁdxcfﬁl 27
- €. ?ecgg§eo?”%%¥9E Npig ASY P %E%%g%doquE%nggﬁcgy%%eqpmnlOad
process

annel "tabl'e"dat’abase’4 stores one nore master channe
t abl eslént epedrbnlthi S SHENAETRLE) Nétflwor k dat abase 416 stores user and

termnal information 31 used to identify and authqrize users thﬁ- request
al’

32 service. | n A8APEFSRT hét WbFk WRREZLESE L4968 Ry ffor é '35 SFPE. user

hone page bHEQEH@%'QH t hatirall-ows ngach gusek . 834 %0 VERIeNl aREhSecur e
access to e-mai |, chat, and other 16 WO 01/56225 PCT/ US01/ 0255 1 group.
Those &6 opdi Warrjtsslaltlllonlm eh€Par 4 1\, | la coeogrilz&al? ¢ Watt adpasiedd Iriange of

additiggaladgg worilg tn%%se 416, and an update manager database
17 418. The hardware components of server 110, both shown
18 and not shown, are conventional and well known to those
19 of ordinary skill in the art. Input terminal 401 is used
20 to enter channel table data and user/terminal information
21 into channel table database 414 and network database 416,
22 respectively, using known data processing technigques. In
23 the disclosed embodiment, the channel table data is
24 encrypted before being stored in channel table database
25 414, thereby minimizing the amount of time needed to
26 download channel table information to set-top box 131
27 (i.e., because encryption is not performed during each
28 download process). Channel table database 414 stores one
29 or more master channel tables entered in this manner.
30 Network database 416 stores user and terminal information
31 used to identify and authorize users that request
32 service. 1In addition, network database 416 may store
33 optiocnal user home page information that allows each user

34 convenient and secure access to e-mail, chat, and other

16



3 provided in channel table database 414-. 4 As indicated at the | ower
portion i 5(A), 5 channel nunbers that correspond tg well -known
servi cesw%d:lféf/zsbe assigned to sites providing simlar seb IO 17

channel a_tejx%hg@.t abases 414 FouiexapPLiei 1t henthreesdi giiia 8;@@5?@{25 411"
may be assigned to an Internet site 9 providing tel ephone directory
servi cesx Ilthadd tviokre tdiege 10f tddieet dogit dabderieddd"mamybde assigned to

an Internet 11 site providing e ency_.anbul e services. As 12
di scussed i%ocv&%%eﬁppcg?%rmegpﬁg%%t?%%a}%%??a?{l%o. 13 xx/ xxX, Xxx [Attorney
Docket GIV-0041,nd hieercigbd Hunbes s1owdr hawihdodnoeasiy senppbered

pattern (e.g., "111", F112311, 15 "999") may be assigned to Internet sites
willing%o fg‘aanneﬂe HEpE UPn PraeesoFbesphed et aunidet SkNATRFRGrVEEBF is a

di agram depi Gt i - ie 8 in Kk e. 416.
Net wor k %a%aéés%@fl%&l%?éqgé%r%%g?%l §/§{Dj{s?£§grt1% %?@%gg%:ug?g&ng?§%sé?
i nformat1 oci{dnree] t20 eisextalanes PAN), "honeéxamptel ethenahrserdayinunber,

and 21 user stat jnformation. As indicated in greater detail 22 bel ow,
the "horfe" TUERIT ef i hal “Thi'or MEFOATS Boeth t 61°8510bt & hEne whet her a

particular yser: hasy accesseshd hgi 24-netywosk-freaxt herysgnqgt erphnatnstoring
the particular 25 user's personal channel table, or whether the particular
26 userl| s Hhrepmestdiomypether JUsernggrpgnassiengd, to7apr bvidedeat a
hotel) .. User. ' ' LS.u 8 Lnhe Wwhether a user is
current]lly asffti%%éz%vdi@%&%gr@%a%%gesg%h%ﬁ%%%%%?%S%%%%%hpl%? user "DAN
DELAY" i3 Bdushedt ed as-daveédgpaneexpapetliascount sduealfoo. exanple, 31

to Iategt,)ayment of user_fees or msconduct. 32 In addition to the primary
cust omerd user/ B8 i FEbr hat F o e Reb Aor Rt dat 4pase) 4160RBG-Sterk ORBPBF Snore

34 opt iP@f'ﬂ"hQ\%ﬁglfir‘?' dssibat - Lebatertq spectbhc (@pLi ons;18-\WO: 01466225
PCT/ US01/ 02551 Internet” applications currently avail able to conventi onal
2 network use?%") Updatlee napagenedatabasecdd8tssoktes willing to pay
16 premium prices for these numbers.
17 Fig. 5(B) 1is a diagram depicting the data fields
18 stored in network database 416. Network database 416 is
19 primarily used to store customer/user information (i.e.,
20 user name/PIN), "home" user terminal serial number, and
21 user status information. As indicated in greater detail
22 below, the "home" user terminal information 1is used to
23 determine whether a particular user has accessed the
24 network from the user terminal storing the particular
25 user's personal channel table, or whether the particular
26 user is a "guest" on another user terminal (e.g.,
27 provided at a hotel). User status information is used to
28 determine whether a user is currently authorized to
29 access the network. For example, user "DAN DELAY" is
30 indicated as having an expired account due, for example,
31 to late payment of user fees or misconduct.
32 In addition to the primary customer/user
33 information, network database 416 may store one or more

34 optional data fields that relate to specific options

18



3 termnal information, current channel table version 4 nunbers, and ot her

|nformt§§5r})l)§§2§g to COOI’dI nate user 5 term nal update pr (ﬁl?@ rlﬁ%SS&G Fi gs.

S(A) 5(C) are diagrans depicting 7 the data R hanne

table dat abggerAdd, aﬂﬁiﬁ@éE1o§sd@h??@ﬁ%%glgva§@gb§gdﬂgecgﬁgég%ﬁoggﬁabase
418 in 9 accordance wth a sinplified enbodi nent of the present

i nvention. ngiweErly. uBEAy. |sUadétagmanﬁdepldatngashe4d§tatbmebds 12 stored
i n changel 414, For 0ses escrlbln t he present
gel  LARL 6. dal abasR 414, FAL PULRORES 2048 2

i nventi on, ﬁgnne § ores ngF&°maSt er channel
tabl e 142- Aumbarset hend &Shenbmdﬁaembs;onuheEﬁleonasbealahaenabe&ables may
be stored 16 in channel table database 414. Simlar to channel table 17

112 shown FRTEIGEL1UPHASEePLERSAHERStabl e 112- A includes 18 channel

nunber,6lnterneplggte5qg¢re ?B@”dahﬂt§r6§ta%btélaégaH%”%eﬁgEQH tion. In
addi tion, master ¢hannel fable 112- 20 A’i ncl'udes one or re optional data

fields ﬂhatheldeaaegbprzé on ohhenwilstabdentibftypbthe Hater naltwprésented 22
in each Inte t SI Ilst mast er channel table 2- 23 A For
exanpl 6° adSSHONASI B PhetPGHPHALE ConaRRL 23 “Bhreft Al Tgifdance codes,
simlarot OabJ@@Qd!aﬂcb heigat hoBimgPiph eHUERLLRAHSHILY offo that 9r%@@n%ont ent of
movies, are 26 provided to allow a user termnal admnistrator (i. a 27

parent}otol@@ﬁﬂtépnthe types of Internet sites available 28 to a

partic #ar user (i .e d For stance rm na
adnlnlg rator na% regtr?c accé%g EFplgglsﬁtesergﬁgg ﬁél% "G'. In
anot het2enbodiregntn theﬁee31tpa&enﬂata@us@amqa.co@@& Ry o eldt iolfi zed by
server 110, in 32 conhunctlon W th user age data 336 stored on smart card

33 2221 fsedCBFEIO3PB) FNt BYEFATE doWARGAd8d CRARRSI table 3@ tiErrsenat i on
that isgaugheriszgdeEog glaelite' ﬁg's%ra%a%e\ﬂot%yléﬁ%%é -RCTI lfﬁoyt%%§5l 1

presented in a particul ar channel - based network 2 exanpl e,
parti cubar emeodomRnmay proviigécamastamdandhnel tables may be stored

16 1in channel table database 414. Similar to channel table
17 112 shown in Fig. 1, master channel table 112-A includes
18 channel number, Internet site address and Internet site
19 name information. In addition, master channel table 112-
20 A includes one or more optional data fields that

21 categorize or otherwise identify the material presented
22 in each Internet site listed in master channel table 112-
23 A. For example, as shown in the rightmost column,

24 parental guidance codes, similar to used in the motion

25 picture industry to rate the content of movies, are

26 provided to allow a user terminal administrator (i.e., a
27 parent) to control the types of Internet sites available
28 to a particular user (i.e., a child). For instance, the
29 wuser terminal administrator may restrict access to all

30 sites rated "PG" or "G". In another embodiment, these

31 parental guidance codes may be utilized by server 110, in
32 conjunction with user age data 336 stored on smart card
33 222 (see Fig. 3(B)), to limit downloaded channel table

34 information that is authorized for a particular age

17



3 package of Internet sites along with one or nore 4 "prem unt packages
t hat prow’od(fl ¢Micess to exclusive 5 Internet sites (sim Igr to cable
tel evi si on fs)say- per 6 view' events). Using this nodel, t heC HURYE>Yr

channel 3 Pprefsemseter rchamalt table Bi2mhdihada are dowvaded-4,0 a 8
particul ar user .is determ ned by the package purchased by 9 the particular

user. Fér EXampile, Fs&rrtiom lpocke tnar K easusariiste to "# tmretdnsi package
that pravi desaceess 49+ Ll Spaitss : t Site addition, a
young userg) 12 (rei%y only be aut h&?%z%%slt%glgdg}mﬁ}ggﬁeproe{ ?ineofﬂleﬂed children's
13) sitds dmrdeorveducatdkaras gitags droomdmsteaarcectannelestahls veld 112-A. is

Addi tional _optional i.nformatiaon may be stored.in, 16 network database that
rel at es%tolggﬁfrin 3r e?tjinct?ﬁ 1(7316}’19'@69 eﬁ?c&?sbalsesot(ﬁlaﬁvé‘tfwnc h B2 Yid¥* s hone page.

For 18 cexanphe, eaeritidi.cated dd tHisplyeli32 @ie trhenhot tomofannkd Fig. 4,
user page information may include currently- 20 received e-nmail nessages,
st ock pdrt Pél M Stefforratingd, tableadd 4imkshato drscalowrewsdadviader s that are

of partigcular.. . i t.0 er . ose of ordinary skill_in the
art wil I8 r %orécrﬁ%%el @ 2? X Sltatlsa dFvﬁrjc(c?ferlﬁ?lglnegde g?ﬂglc?diptafcoknaaqe data tie Adsbyrray be
25 providdedhien prettiank datahkase 446G Refple, HLr i'IGE dicgramepi cting

the data fields 27 stored in update manager database 418. As described in

28 additti oFFPSEFEAT HelPoR L SHpdEt & afeirstfort it dbase 9B & fked to
coor di nat e Sthe (downlead 1of: dipdat ed channel, tabl.e ; 30 ‘4“386%‘%;50 the

user terminals connected to channel- 31 based networ'k 1 litate

t he updat empryocesdy, 32 awdate. aveh age rd ahat ladzas o -8l esft iorees alsierdand' ¢ er mi nal
33 infqronatsii%rés(m@lidgh may, be .shared from network database 34 4 6?, a list
of curreént Fy-a7aitayl%¢ Gt Y51 & 19 WS 1) 565595 PERUSHL Oté%le 1

versi ong, and-an update schedule. The current channel 2 table version

information is used to determ ne whether a
15 Additional optional information may be stored in

16 network database that relates to configuration

17 preferences associated with a user's home page. For

18 example, as indicated in display 132 at the bottom of

19 Fig. 4, user page information may include currently-

20 received e-mail messages, stock portfolio information,
21 and links to local news providers that are of particular
22 interest to the user.

23 Those of ordinary skill in the art will recognize
24 that a wide range of additional data fields may be

25 provided in network database 416.

26 Fig. 5(C) is a diagram depicting the data fields

27 stored in update manager database 418. As described in
28 additional detail below, update manager database 418 is
29 used to coordinate the download of updated channel table
30 information to the user terminals connected to channel-
31 based network 100. To facilitate the update process,

32 update manager database 418 stores user and terminal

33 information (which may be shared from network database

34 416), a list of currently-available channel table

19



3 user termnal is storing the nost recently updated 4 version of naster
channel 2-A. The update 5 schedule information i

coordina%ggp‘g %pdating 6 of all user termnals connecteé‘#@ﬁgH@%ﬁétmork to
prevent] #stdaddk Os@raerudddt € es@heddue. t OTEOO0- HBRAYN HPEREEnS1 Process
requests at the sane tine). In one enbodinment, 9 the update schedule

i nf or med | OTRveS &8 AN groupenaf 1A UsSerscder® afatermenperviiod’edusi ng whi ch
updat e proce : y. be n e nbodi.nment,, server 110
oy 12 o o T e Rber b B A oy bebsSed baing. 13
perforned wdrai ardf el @tet i dandboseapicordinary skél ipdddein the art will
recogni ze that a w de range of additional 15 data fields may be provi ded
in updat e SRAHAGETS ddt BbEERE 18" 418, U379 REP UFAP ARG PBTFi Ghe4UPRATABEI tion to
data emryoe Jfi SRVl AR aut OMBLAGALEYAPES T ORESASENSER! LDehuark, 10
operation functions that nmaintain and update channel - ased network 100.
The netnorktoper ati ore fupct 1 bhis (e 2. pedfier hredtby senyenpddOei ncl ude user
St st PR P BTN S O el TS (IR 2
descri bed it degddde bediowiu GPU 442rm2bi ant eaqat heal by gesfipenss(i.e.,

W t hout user participation) 26 the termnal authorization and downl oad
cont r o9 f U DriES TP B ueh e Hat T 5@f§efu1109t B epht RBA3T EaBEABPF2ES) and
updates, 2R.psef fersifiple of 1ghandehsbasedopshuntk 100.Lromg 29,
centralized 1ocation, thereby allowng users to sinply turn on their
user tEr mmalstandrcdnhacittondesiuniedr34df| npeanet psbtessen hemmgner sim |l ar

t ti 32 television..| ddj ti on, U 412 _perfornms user_ home page
33 nost ng T GREIShe ol 11 P4F £ 16 Hnbs b Brovi BRASByOEURFERETSY SHLexi sti ng
Internef sgfvige PFrOW OET SredOgMO,01{R6225 RCILUSRAL02881 54k gi0Ra0S @

sinplified state diagramillustrating 2 the main nefwork operating
functibhs<@@¢aoﬁh@hd%ym@grb@rprovided in update manager database
16 418.
17 Returning to Fig. 4, in addition to data entry,

18 server 110 automatically performs several network

19 operation functions that maintain and update channel-

20 based network 100. The network operation functions

21 performed by server 110 include user terminal

22 authorization (AUTHORIZATION), download control (DOWNLOAD
23 CNTL), update control (UPDATE CNTL), version check

24 (VERSION CHECK). As described in detail below, CPU 412
25 automatically performs (i.e., without user participation)
26 the terminal authorization and download control functions
27 such that server 110 to controls (authorizes) and updates
28 user terminals of channel-based network 100 from a

29 centralized location, thereby allowing users to simply

30 turn on their user terminals and connect to desired

31 Internet sites in a manner similar to operating a

32 television. In addition, CPU 412 performs user home page
33 hosting functions similar to those provided by currently-

34 existing Internet service providers.

20



3 110 in accordance with an enbodi nent of the present 4 invention. In

particul @fg o1ldgsssm®i N network operating 5 functions inclu i Lg. 6 are
user/term na? gz i nformation input operations, channeltabl ggﬂg'tsgldé%%at e 7

operati ans, andFder.ver -itso-at erifiplalf ieomataiteatdiong aM tih 1.& d:he juger
term nal2s of channel -based network 100. 9 Referring to the |eftnmost col um
of Fig. °6, “4°18%Se A& H n AP S5 Pativow Himpd Regdramissh bvs Safivsitated 11

when new on 1updat edWselan@RdhQr H erMcdd@lod o Mad qn,d gsre)%?en ntered via
input termnal 401 (Fig. 4) into server 110 13 (step 610). The new updated
i nf or matti oANVENStiened il T4 matoncelk (dathasbase M 18 thstep BESktiRef erring to
Fig. 5(B), r{term.nal data is entered, this step 16

i nvol ves% crfélét%it\#&%g F@%lﬁ?%g{r dhi dénti £ &4° 15T EEaRIE AL 17 by user nane

(e.g., ICEid@CKMatdust A thaie (&.iens , 18 HGUIEAVER R)e @td theiuser
termnal (e.g., TERMNAL 2) 19 upon which the new user is a "resident"”
user. O'hefPP2datAPHSaE ch S&Y6ddced i alh e FawnisaEtidngcwidimg the 21
channel <t a t user o P S), and the
subscri Sti E'lrkll%s?%%Egg%eﬁng&%%%u%%E%a?ﬁ%rle%%ng((gIr%otwsotzﬁ(%){r gcs)(al:{rll_ net wor k

dat abasé 416. R&efemimigd adFitge 124 thosaf teeyl dnbe gfewidat & ,i & ent er ed,
updatejgana%er dat ahase 25 418 is updated to include a new record for the
new user. Y @rpééﬁéfnrlﬂ?g O TETge BEE) 10hits GRGEESST ol e igrest i ng 27
term nal andeusell dentidd-aald o dlata And ddlen VRIS Ok o 28 Autbers of L he
mast er channel table stored in channel 29 table database 414. For exanpl e,
assum Rg t Rategeportiiconnpd¢ dfemmestedr 4Hanifelg .t abl e ks desswesilgrfat ed as

the SP S C el e subscrij bed, t.0 user JCE J version 32
number (e. é.s,%%gpgé'?) '01%6% snes‘fvtﬁé1 é]f t%ler?{ &ﬁ&%&‘%ﬁé@éﬁ %%cféfdﬁjase 418 in

t he JOE4JOBKtwecar diatthatasendilcat(@s dches1534 cwdRMr ichannelritablepier si on
avai | agl e for download to 21 WO 01/56225 PCT/USO01/02551 1 TERM NAL 2. In
addi tion, 4ROpdste USERFRIE 1EGde G283 15t GHtEE®dn tddcordd@ice with a

predet egm Redoupdat @ RAILIGY; a new record identified, for example,
17 by user name (e.g., JOE JOCK), customer name (e.g.,
18 CUSTOMER 2), and the user terminal (e.g., TERMINAL 2)
19 upon which the new user is a "resident" user. Other
20 information associated with the new user, including the
21 channel table package requested by the user (e.g.,
22 SPORTS), and the subscription status (e.g., CURRENT), are
23 also stored in network database 416. Returning to Fig.
24 6, after the new data is entered, update manager database
25 418 1is updated to include a new record for the new user.
26 Referring to Fig. 5(C), this process involves entering
27 terminal and user identification data, and the version
28 number of the master channel table stored in channel
29 table database 414. For example, assuming that a portion
30 of master channel table 414 is designated as the SPORTS
31 channel type subscribed to by user JOE JOCK, a version
32 number (e.g., SPORTS 013) is stored in update manager
33 database 418 in the JOE JOCK record that indicates the

34 current channel table version available for download to

21



3 generated by server 110. Referring back to Fig. 6, after 4 step 620,

server returns to an idle state 5 awaiting furt nction
%%88bg§?% qséﬂ%%8ﬁ§%ﬁel tabl e

requests. rring nowto the center colum of Fig. 6,

updat e pper@kiomai S2i ni thated: wWhen, Nnew ghda8cupdated: chapnel jtabl e data is
entered via input termnal 9 401 (Fig. 4) into server 110 (step 630). As
descri bed H0owbdve WitacrefdarncevwlbhFegpredethemchadnebdeabl polpdate 11

i ' i cal f f | d | 2 i
acei gnet 1o an Phe S kY PEFYEE B0 nGr0eR 1S BRCkr g aH aBcotated

I nternet agdegss2andssitername thdnt hatueakr espandiwithsthecl nternet site.
In one 15 enbodi nent, all channel table data is encrypted (step 16 635)
before 7t #4astbred rRtRRANABICEABNer8EHEBASe 414 17 (step 640). Note that

the encgyption precessn{sSteR 630} hel8.h5pe d.using a 132-bit or nore
encryption nethod. 19n$n an a?terﬁat?vgegn%égpﬁgn?? gﬁghnér %able data may
be 20 &t otleanial analbhencpygptedopoeratiandiencnypteorndcaheben2d perf or med

duri | gad to use erm nal _(however, 22 this. enbodinent del a
ol ol pTRRRees ocfaMREL LEET b EahbrRay Vi JBRE ot BAREBELY a4b)

t hat schedubdes(24gdownl oadbngeolrethei1opdated ehannel atabhkaci-pbermation to
25 the user termnals. Finally, update manager database 418 26 is nodified

to inc1%qea?ﬁﬂﬁ heW! chahRefnEabre TéPsi n 2 enahberslahdPhpdapreasehedul e
'”for”?i'0$pé§£€90959%£ag?58a1§§i%ggkogﬂgﬁag%ﬁeEo OBSEQEFQQ §¥§E§ghsoftmare

and 29 application so e uti I'n the user termnals are
per f or hed numae manpeassighédr tboashannekntabkétapdahesinv3dlvServer 110 then
returnf%to an idle state awaiting_further 32 function requests. 33

Ref erring tTotthe"?i ght noSPCLoFGiMIBFEERGE 89988PFePRC341E6- PEFfI nal

comuni gatipas aserkBhbhat gdchnrhespapsente 22:W0 03/,56225 PCT[ USQ /02551
1 service requests transmtted froma user termnal (step 2 660). The

functi bhs pepfdrnedt byasérvbanted tablespenseis encrypted (step
16 635) before it is stored in channel table database 414

17 (step 640). Note that the encryption process (step 650)
18 1s performed using a 132-bit or more encryption method.
19 In an alternative embodiment, channel table data may be
20 stored in an unencrypted form, and encryption can be

21 performed during download to a user terminal (however,

22 this embodiment may delay download procedures). Next, an
23 update policy is generated (step 645) that schedules

24 downloading of the updated channel table information to
25 the user terminals. Finally, update manager database 418
26 1s modified to include both new channel table version

27 numbers and update schedule information (step 650). Note
28 that upgrades to operating system software and

29 application software utilized in the user terminals are
30 performed in a manner similar to channel table updates.
31 Server 110 then returns to an idle state awaiting further
32 function requests.

33 Referring to the rightmost column of Fig. 6, server-—

34 to-terminal communications are initiated in response to

22



3 to these requests begin with authorization and version 4 check procedures

(step 6 1t the user and termnal 5 are authorized by er 0, and
AR SOl

if ano 6 version of the channel table is stored | table

7 dat abasesdi4;ithanchyethe usghsherbnakroan aaukher iizakiion1 §s¢ede and
update avail able code are transmtted to the 9 requesting user termnal. In

responsé tb6%PheseTeedégnctioneheegsermeer hivnak il ladt omatriesalhyer equest a
channe! , 1itable.dounload (sLep,640k, LO:H83AQ0SE LOLNI 5 fequest, 12
table - data tHhat or the- 18

encrypted channe I'S authorize requesting user
term nak i shdownboadedufreem(ehapnélksh abl éf téedatahaseddi4rinanbhe user

termnal (step 675). Finally, 15 the update manager database 418 is
modi fi ed t B FeBBFA°I6ZERaPYt RETUSEr 1L 8r nPRE Hhad %@éﬁ Gp§aréd (step 680).

17 Server 110sthancretuenshtanan idheestat e cawaid iipg funther 18 f unction
requests. 19 Referring now to the lower portion of Fig. 4, the 20 operating

syst em gof tmarbaand4appkiheat bontsef tware tstroviedl,2kn pugéprtigatbox 131 are
utilized b U 210 t erform 22.termnal-to-server.  co ni cations (i.e.

authorigat¥8ﬁg a?é 988§58nagﬁééﬁﬁlgngoggwﬁfga&r@&ﬁ??&%fgﬁgébﬁﬁﬁtion of the
24 downboadeduehanngl ukabkl eedatiaaland Iinntrehaee Oper atic@Rs codlest,hat produce

termnal -to-site comunications (i.e., 26 interaction wth Internet sites
and t héCuséhehBfRerpagem2naiostied By teodrrdcally) remesqutthefiazasilon function
wor ks 8 I nj ti i correspondi f tians r.f y 29
serverlilokggﬁglPg&ﬁégggrgkﬁggd%ggﬁfro?%oggfpgﬁgﬁ%e §ggﬁﬁg%%ﬁggﬁﬁork 100
by downboadhngyatthorhzahidn tabdes doltat th3dl arse auged rtixeendhalre tther m nal

operatigns for authorized 32 users and term nals. Downl gad cantr ol
functi os 389pEFfaFHed S6y §§tfl“t186ﬁbc}>§ F@T’%@%@ﬁ’oﬁ?%q R:ial%%?d 34 in

the artsof jpekwack qoamypi ¢aki ERSr 23 WORL 36225 RGH)USOH02551, 1
Encryption/decryption is preferably used to prevént the 2 "pirating" of
channell 5t abhe iPpfletrameoager database 418 i1s modified to record

16 that the user terminal has been updated (step 680).

17 Server 110 then returns to an idle state awaiting further
18 function requests.

19 Referring now to the lower portion of Fig. 4, the

20 operating system software and application software stored
21 in set-top box 131 are utilized by CPU 210 to perform

22 terminal-to-server communications (i.e., authorization,
23 wversion check, and download control), decryption of the
24 downloaded channel table data, and interface operations
25 that produce terminal-to-site communications (i.e.,

26 interaction with Internet sites and the user home page

27 hosted by server 110). The authorization function works
28 1n conjunction with corresponding functions performed by
29 server 110 to allow centralized control over channel-

30 based network 100 by downloading authorization codes that
31 are used to enable terminal operations for authorized

32 users and terminals. Download control functions

33 performed by set-top box 131 are known to those skilled

34 in the art of network communications.
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3 Figs. 7 through 9 are diagrans illustrating nethod 4 steps perforned
during a user termnal session in 5 accordance with an enbodi nent of the
present YRARRI6n. 6 The user terminal session general | WGHESUHRES1an 7

i nitiati o phase: (& Afec AypB(A) 1 AN SEB) I Apd e dises pietdierfiace phase
(Fig. 9]). Not € that, other than 9 custonmer service interactions (discussed
bel ow) ,2 al'lpiddx fnnttdbnshyerd bripsdl dyisedrmapidox 131 are automatic. 11

That is, all term nal -tokiserver and sgrver-to-tjg m nal, .12 comyuni cati ons
N

performed duri mg-dhe 1 nitiAtFon phase hi & 23 bet'f or e W thout f he

participatdidp Ofpd Heo UsLd . alM hd0a ddeHSEErmIE LT f a6 OpRrahions (i.e.,
after the initiation 15 phase is conpleted), a user enters channel nunbers
and 16 i mEradan g t'h theayserbedhrephge! ande | presert sRYeSt 19N provi ded on

the Ch?é‘“eﬂﬁéogfse& ”@%ﬁ’}@{%a?ysé%‘é%ﬁ “g ghanpel irl]ggl@&'é@e% or interacting
wi th displayed site features using 9 hunert ¢ eypad 204, function keys
205, and jioystiaki 2060h26t hatgar e’ providedaoad & @) usendsai npat devi ce 133

(see 21 Fig. 2 Therefore, user_termnal 130-A operates 22 essentially
like a gtellg?ﬁ%%%‘%c? PEESE eI usBt - need BRFS CHAC n‘?ﬁ‘%{et%a%ser t er mi nal

sessi oMy by dis@hid + NGe By SPAT {1 24r £3F doh Ot 0t heuyses bersipal a1and then enter
sel ected 25 channel nunbers as soon as the user termnal is 26

initialdzenPzi@mgsceriogiey bange Bt Byrapexfldw aragrahemabhow ng 28 data
transfers ﬂ%%’ﬁe{, S {i’e{e Pngfgtfé—eéééggr boxs131, 0f .29 userifgrmnal 130-A
during an initiallzatron phase of a user termnal session. This
initiallzatémmuphase 3ds st espoadsdurihgt hieesenvetat detephanal are

comuni cation_ 32 functions perforned by server 110 that are_shown in Fig.
33 6 (13.e.E?e%?%ﬁ?i%e%@@l*%}ﬁ?%ﬁg*hh%%?,rtéﬁHp%B%?%s%BnH]i‘%g‘J%?éps DSRIPE Fi gs. 6,

7, 8(A), andB(Blcaretdentifiedomsthlike 24,40 91%%5@%;2_%5’@[;950/02551 1

a .
reference nunerals. The initiation phase Is generally 2 separated into two
parts:lauthorsgat s onommheéthd} s shewar enters channel numbers and

16 interacts with the user home page and Internet sites

17 provided on the channel-based network by entering channel
18 numbers or interacting with displayed site features using
19 numeric keypad 204, function keys 205, and joystick 2060
20 that are provided on the user's input device 133 (see

21 Fig. 2). Therefore, user terminal 130-A operates

22 essentially like a television in that the user need only
23 1nitiate a user terminal session by inserting a smart

24 card into the user terminal, and then enter selected

25 channel numbers as soon as the user terminal is

26 1initialized.

27 Figs. 7, 8(A), and 8(B) are flow diagrams showing

28 data transfers between server 110 and set-top box 131 of
29 wuser terminal 130-A during an initialization phase of a
30 user terminal session. This initialization phase

31 corresponds with the server-to-terminal communication

32 functions performed by server 110 that are shown in Fig.
33 6 (i.e., steps 660 through 680), and corresponding steps
34 in Figs. 6, 7, 8(A), and 8(B) are identified with like
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3in Fig. 7, and the process of |oading of a channel table 4 into SDRAM
218, which is shown as alternative enbodinments 5 in Figs. %ﬁﬁ% and 8(B).
Not e thd?’dBéFQ?lons perforned 6 by server 110 are shown &l Bt side

of eachlf'ggf@renzeaﬂqmggsﬁét'O%ep%&@ eﬁgonypﬂa%vevt g g%elgﬁﬁgre shown on

8 the right side of each figure. 9 Fig. 7 1s a agram | strating
the 10 éuth@pazatednlpKQCEWQ pemtarnedtbprseattop bexitBliandhotth server

110 d mbodi ment _of ' i on.
Referri g €0 L& upper™fi GRC STOSCGF 13 PRg '3, Beat. FOprHon 138 det ects

the presence:6f sarEger18]l4wandnbegi Bsoan bRI bilakrzakion BrRBEESHEeBYs
detecting the 15 insertion of smart card 232 into socket 215 (step 705).

16 Inte?rubﬁ EifpechB822d pedpRySi cal Nptacthate@rbyathens7Peasertteen of snart
card 232 i SQ&#@ 2%?8 A3 ashesyl b tﬁé ﬁ%%?rgﬁgk %%‘%%@h21§ﬁhE8”S”‘ts an

i nterrupt sana system contr ol hoin turn notifies CPU
210. 2071 nanesppasefiCRE P foleadsbiesasesppSBRAMIZ218 afret epowhOpn 21 and
begi ns a user author|zat|on process by transmitting a 22 service request
message®t ot88r vePNt1616G8i A E8MIUALEEEFon 23 port 217 (step 715). 24

Referripg to the;Left sisdg ¢f G gia Ta%e %%hs%%%t%% o esponds to the service
request transmttéd fromset-top 26 box 131 by perfornlng an aut horization

check (8tepuBbsri2atipn Empgesss@evéprmf@ bwaﬁgmltypabpeqaéétahdr user and
28 term nal infor |on %step 73%), g n ec%§ées§2%huser

i dent | 'ca??Bﬁan nﬁpl FoPF SR Ehe Vit ePP@d Ce.g., customer
ldentlﬂQCapt@BeﬂdnbﬁﬁeaglonUSeReEberﬁ% 332 cnandopee idemtd fdiele 336; see

smart card 232, Fig. 32 3(B)), and termnal identification information from
the 333as§ef-mdnagi- FP&sﬁo%eﬁﬁﬁydﬁﬁeFﬁé CEGUESEISTG e Ofi Ralise34 (e. g.

PCT/ USOL) 03BE1 1 5327 Frg. TS0CT QP ver (L0 t en BeLerm fes ihet her the
2 |nfoﬁﬁatuoaettansnpﬁtematmonatwe28érammals@@&&ﬁs&ﬂ@g step 705).
16 Interrupt switch 214 is physically actuated by the
17 insertion of smart card 232 in socket 215. As a result,
18 interrupt switch 214 transmits an interrupt signal to
19 system confroller 211, which in turn notifies CPU 210.
20 In response, CPU 210 clears (erases) SDRAM 218 (step 710)
21 and begins a user authorization process by transmitting a
22 service request message to server 110 using communication
23 port 217 (step 715).
24 Referring to the left side of Fig. 7, server 110
25 responds to the service request transmitted from set-top
26 box 131 by performing an authorization check (step 665-
27 1). First, server 110 transmits a request for user and
28 terminal information (step 730), and in turn receives
29 user identification information from the inserted smart
30 card (e.g., customer identification number 331, user PIN
31 332, and age identifier 336; see smart card 232, Fig.
32 3(B)), and terminal identification information from the

33 asset manager flash memory of the requesting terminal

34 (e.g., box serial number 342; see asset manager flash

25



3 service identifies a valid custoner account (step 730). 4 This step

i nvol ves #4,kng the transmtted custoner 5 identificat'QQV' tion
and term na |nFornation with 6 correspondi ng infornatid% %ﬁ& %ﬁ:

net wor k1 dababpsei4163 (cy)Lf theveustooethaecaunkrihgnBet wiakhdr(eng., the
customer 8 has not paid required periodic fees for access to the 9
networ k¥, ®REiPFmahécBekranshurbef 6Fclheher aASHINELNGSITOSEERIt op box 131

S 1 1Yakl doo LDEO0CSEEYRE 1 1101 LAIML bScAs LA CUILORRR, SRLYLES W, Lo Set -t op

box 110, thereby causing the custoner service site e automatically
accessedl byhi43sthe tevninak rempesthnpgtiervireesfistepd760ptandrdi spl ayed

14 by the user termpal (st 765, see hottom,right portion 15 of Fig. 7).
In one nbb%?ﬂ%h Tt é08u§Pgﬁ§Wa§éPVié€ sF?émlTG%tF&ﬁ@ﬁmﬁ§lpﬁf89ﬁﬁtion

regardi ag tber£epsansniorndenyhhdonlétbhegsenviee bequast 1688 41@el i nquent
account, 18 unauthorized user termnal). The custoner service site 19 also

proyiqez alt et ephenetAlifberCFERNEhéScnStoMer it (eabl . 20ei Fushemerare any
addi t1 opal , gUesbl 0Bs; /8o 08seLLDED 21408! pUe ! B8, T alluLe of sgLver 110 to
t -top box™1 T p

transmt an 22 authorization cod 0 set fevents a channel 23
tabl e f#ombevogk) padedifntbe SERAM:218umbber eloy takl ewsngmi24isgrver 110 to

rennte#% enabl e eagh uigr term nal of the 25 channel-based network at the
begi nning oF “ehch Be¥r 126 t&rmihatidesSNBR. SPEVEEr velP T16DFBéAEI fies a

valid 27 custopRErageoynte bREN goBLEOkL pagses f1pom sLep,(30,1Q;,¢8 step
735. Next, server 110 determ nes whether the 29 inserted snart card

i dentitfestacresbtdeneruservoftet hete30ot benknabmeégquesfiiyngcsesgedepyor a
guest er (st 735 31 I n _one enbodi ment, thi eterm nation is

or for bia ByS 35CEBRRAH i RedPRa® SEr SFACAERT I EREPon OPAt OFnPRaR-gdeg , user
33 PINLor systesensgunbermi nom {becpnsest edesmpbt coar @) gaRdpo34 1bear m na
information (e.g the box serial nunber from 26 WO 01/%6225 PCT[ USQ / 02551

1 the é%se@fnﬁﬁégé?)flaéﬁ)OﬂﬁaﬁmPQdﬂ@@éFveﬁhﬁré#ﬁﬁﬁ@GQ Feguesti agteer ni nal
with the hQP§n£ﬁ£€En§thPHQ@Eon regarding the reasons for denying

17 the service request (e.g., delinguent account,

18 unauthorized user terminal). The customer service site
19 also provides a telephone number for the customer to call
20  1if there are any additional questions. As described

21 Dbelow, the failure of server 110 to transmit an

22 authorization code to set-top box 131 prevents a channel
23 table from being loaded into SDRAM 218, thereby allowing
24 server 110 to remotely enable each user terminal of the
25 channel-based network at the beginning of each user

26 terminal session. If server 110 identifies a valid

27 customer account, then control passes from step 730 to

28 step 735. Next, server 110 determines whether the

29 inserted smart card identifies a resident user of the

30 terminal reguesting service, or a guest user (step 735).
31 In one embodiment, this determination is performed by

32 comparing the user identification information (e.g., user
33 PIN or customer number from the inserted smart card) and

34 terminal information (e.g., the box serial number from

26



3 information stored in network database-416. If a guest 4 user is

det ecte i the recei ved user and term nal 5 identif] i
inforna?‘?]ér?l?%ziz to match the hone 6 term nal nunber for I.th?@{]éﬂg@gﬂ YES

branch f r amstapiBRanadet hena SEY veRad 10s tFaRSINLS 8- GHeshe aut hori zati on
code to 8 the requesting termnal (step 740). Conversely, if a 9 resident

user i & detsttet (19 etertiheat ekt edh@iseemande rna ermimegr i denti fi cation

i nformation, ches, t he ho - 1 hal f t hat - user ; branch
fromstep 735), 12"t hen sée?vﬂe% ﬁ%%ﬂ%f}gn%%‘y S§%e r%is? den%fuée{m%%ghori zation
13 codel t maddhe reqiestcngdt er e nal tiist epcddded)usdd Red urdrmons 0 t he ri ght
side of _Fig fter 15 transm user identification and term nal 16

7, fti
i dent i fi catdoH i %?Wa?rilo]rfﬁ%r%%ﬂ/%rlﬁngﬂﬁl(%‘?erba??%)?h%e}f‘?mﬁ7 top box 131

Wai s to recelMes A ariher F2ati pn: code - f romy 18, 885 Ve ot 10, o N7 9898
enbodi ment, if a guest authorization 19 code is received fromserver 110

(step 7b0)tharherewsetrtbpl LOabhexid31a detes i meshawhetderon heogeest is

aut horized., This 21 determ nation, proce i nvol,ves checking_pre-set flags
or 22 E%Zn?tof}enalﬁ%unes(]:’%lrﬁ?o??%%lrb@?t ﬁ%t%%m@?o f set"Yop°b ’11‘935,&‘ 23 t her eby
al l owi ng thesowed (e feny ACELsSScd0(QUES! USEI Secce2ded Nuothegngnbodi nents,
t he guest authorization 25 determ nati on process can be perforned before

servi cd Zeregirstiftebf masyionfinf greati)s hotches hore Zeeme¢NO 27 branch
from step 75%) .4 hen b, user inal s C t e t omer
service site hlonstegﬂf)y srérver Ekg%{nlli%éf’st%%gg%%?&ge%g(g%t?%%gl7e$$§borti on of
Fig. A3 vilhah s@0vés thentdisphayeda byet hécusetiséerannabr{stepod65). If a
i s authorized (YES branch from ]Zt (e£%750 or if a 32 resident user
r

31 gu
aut hoﬁ%atcioo P o 1S TeeT Vet r bR BER Y 20 118 (5tep 745-1), then
set-top box 13R&ametestd h@qé%i@gi al gzab F op; progesgrpy, storing an

aut hori zed channel 27 WD 01/56225 [USO /02551 1 table in SDRAM 218
(st ep 1800, t hesEri eknbet eav Wi den i Fet et brceand Hysin®l A) and 8(B)), and
then Qﬂ§eQdE%éf¥acation information to server 110 (step 725), set-

17 top box 131 waits to receive an authorization code from

18 server 110. 1In one embodiment, if a guest authorization

19 code is received from server 110 (step 750), then set-top

20 box 131 determines whether the guest is authorized. This

21 determination process involves checking pre-set flags or

22 information controlled by the owner of set-top box 131,

23 thereby allowing the owner to deny access to guest users.

24 In other embodiments, the guest authorization

25 determination process can be performed before service

26 request (step 715). If a guest is not authorized (NO

27 branch from step 750), then the user terminal is

28 connected to the customer service site hosted by server

29 110 (step 760, see bottom left portion of Fig. 7), which

30 is then displayed by the user terminal (step 765). If a

31 guest is authorized (YES branch from step 750, or if a

32 resident user authorization code is received from server

33 110 (step 745-1), then set-top box 131 completes the

34 initialization process by storing an authorized channel

27



3 user interface phase (step 900, described belowwith 4 reference to Fig.

9). 5 Fi and 8(B) are flow diagrans show ng the
| oadi ng (S (())1%6?1%5) a channel table into SDRAM 7 218 in ac?ggé%mf@i%th

al ternati veapmbodinnenkam bngs (pakld guloar defsicdi oAb dildwstifat es a channel
tabl e | oadin 9 process in mhlch a channel table is downl oaded into 10
channel 2t abEéctEask 209 fBefor 8 (hei rgd Sdded ,| FO6l SORAMEDEEZI8( $é¢ Fig. 4).

Al ternati vel Ly tr 12 ng process in
whi ch céanﬁe%r b%er&%@% ?k o%nl%gggh%ﬁ¥%ec y |nf%£%%ézm4%%gh'and t hen
copi ed ént eeft4cehannel rtigbl ©)f.l ash 219. In both enbodi nents, sonme of 15
the steps perforned dérlng t he Ioadlng process overlap 16 mnth st eps

perforned durin§*BRe JUfHoffdaliGn Frocedd™ A1ESEEms ého’?’)mgaﬁéileare

theref oge pdeptisti ed wotafallnlgkezstla&lrn%f erae@%rﬁwxbecra%lel%n%%f &R briefly
to Fig. 7, note that set-top b 131 transmts, along with user and

t er mi nal/ |ﬁﬂ8rﬁﬁtﬁ@ﬁ0rd2£C§ @h&@n@ﬂﬂﬂﬂﬂ&ihﬂﬂ%ﬂmh©dmanW3toJServer 110
(step 7%5) ar%%CTE%%éCQ% nellAtbh%l%% %% Pﬁ”%%ann%¥ k e HQ%. gt 23

recent version of nne abl'é store anne tabl€ F1'dsh 219
for the9usgmo¢assuﬂmn@hnha usemammea t%%lEESEdenhnﬂﬁ%@kd.a&tREferrlng now
to the Ieft side of Fig the 27 process aof |oadin % storlng) a

channel taﬁpénpﬁéotgﬁéﬁMflﬁg 2f§9b§§ﬁﬁ§§m9ﬂ+3§ VERSIS6h L5¥8tedur e t hat

is 29 perforpedshy sepven)110 A($t8R 843y, 1M LN qci'lr{?s'%tpate%o this
versi on check procedure |s perfornmed after a 31 resident user iIs |dent|f|ed

in theléuthbanmaﬂ|@abpﬁai@adazg(pr@ceSNOﬂmwmhﬂmhﬁCHanﬂ@173@#d§eeff|g 7)
and be re the

34.7) . 1Tho VBr4Pan check (Sadeding FAET OGS TorpHt |G HETE VBIL] 56225
PCT[ USQl/ 02534nel ehaneelritabl e 1vwer siten M@mﬁd@ﬁ@ﬂﬂéﬁ%&ﬂ@@f‘sa top box
2 131 with the current channel table version nunber stored

15 the steps performed during the loading process overlap

16 with steps performed during the authorization process

17 (see Fig. 7), and are therefore identified with like

18 reference numbers.

19 Referring briefly to Fig. 7, note that set-top box

20 131 transmits, along with user and terminal information,

21 a channel table version number to server 110 (step 725).

22 This channel table version number indicates the most

23 recent version of the channel table stored in channel

24 table flash 219 for the user (assuming the user is a

25 resident user).

26 Referring now to the left side of Fig. 8(A), the

27 process of loading (storing) a channel table into SDRAM

28 218 begins with a version check procedure that is

29 performed by server 110 (step 645-2). In one embodiment,

30 this version check procedure is performed after a

31 resident user is identified in the authorization phase

32 (i.e., NO branch of step 735; see Fig. 7) and before the

33 transmission of the authorization code (step 745-1; Fig.

34 7). The version check procedure includes comparing the

28



3 in update manager database 418 (see Fig. 5(C)) for the 4 resident user
requesti jce (step 737). In one 5 enbodi nent, an UPDATE AVAI LABLE
code is g‘g)sﬁlz{?g a first 6 value (e.g., 1) if the channeFSUE5P %St or ed i n

set-top17 bexnkdl itsdid ferentod remddie «cWient (st Lhanngl pf table
stored by server 110 (step 737N), and assigned a 9 second value (e.a., 0)

i f the €hanAgél wiahl éhst sriadrant rhagerelt sppibox vE3S land numssurstamed nast er)

channel ,tabl e r t 737Y) .. This UP AVAI E code is
12 then 3t rglrfllsﬁ%pgjt%é% %5%§§te%?(;r%tg%xa 3143108f (t e r%ques[;gﬁi%ﬁd \1@%?21:_6 t erm nal
(step 745- 2ksiNene thatr trhedasansy ssion ccld safed s WRDATI AYAI LABLE code

may be sinultaneous with the 15 transm ssion of a resident user

aut hor i Zat E8ROSdaE(gedn 1§ Ktldp HATLIABIE ¢odp isswssddieit 1, fi%S%a channel
table 1% downlgadrequest, is regei Adopthe requesting darnmnal 18
(step 6?0), t he Sequfels'te channel Ctgdg]ells transmttedlto 19 ti{g term nal
(step 675) poand 3tlhers tdhe igpaatte framagere 200 datrabace Ak )i scheodidl ed (st ep

680) in_the nner. 21 scri bed ahaove. After ate nager database 418 is
25 od 1 eq 208 FerEEED TRatTNE Y o Mh (T Stbie s Lo 5 B, 6.
24 Referringaew the do (d.aht, 3)de oftifd Gh B dtdhele Zxpragcess of |oading

a channel table into SDRAM 218 begins 26 with interpreting the UPDATE
AVAI LABCE ee6de tosc dioved X aind Xhss eruzarerntt] O(astteqy 18 1d)aniNot etathld this step

is only,28 rfor or i user.s.. |f i ailable 29 (NO
br anch)ic:)tf glt%%p tglfg;%%n{ e(nsrtge t-t opY)b'ox %S cUo%eﬁﬂﬂ%B%q%%§? ilnsg user's
channell2t akhenf toanchdnneld tablsetfdtagh b3d 12319 d Mitth SDRAMSISE (gt ep 860) ,

and initiates user 32 interface70 erations (step 900). If an update is 33
avai | abi’e VES brafcmadf &P 8140E)F)_,2)0r iNOLF Jukst W¥ertiEsmeSHiRhori zed by
set -t op 4b0x% r13L o YiED A NG 10fA S e R RO AP A0 O 56220 RET/WHUS0L/ 02551 1

see Fig. 7), then set-top box 131 transmts a request to 2 download the
cur r entl Schamselsmigislieondatfa o stesd B20) .usNot eeuthorization code (see

16 step 745-1; Fig. 7). Subsequently, if a channel table

17 download request is received from the requesting terminal
18 (step 670), the requested channel table is transmitted to
19 the terminal (step 675), and then the update manager

20 database 418 is modified (step 680) in the manner

21 described above. After update manager database 418 is

22 modified, server 110 returns to an idle state, as shown
23 in Fig. 6.

24 Referring now the to right side of Fig. 8(A), the

25 process of loading a channel table into SDRAM 218 begins
26 with interpreting the UPDATE AVAILABLE code received from
27 server 110 (step 810). Note that this step is only

28 performed for resident users. If no update is available
29 (NO branch of step 810), then set-top box 131 copies the
30 requesting user's channel table from channel table flash
31 219 into SDRAM 218 (step 860), and initiates user

32 interface operations (step 900). If an update is

33 available (YES branch of step 810), or if a guest user is
34 authorized by set-top box 131 (YES branch of step 750;

29



3 that the specific channel table data requested is 4 determ ned by the
user eg%}J § tion information stored 5 on the inserted smart card and in
netmork G 416, 6 thereby preventing users from actelsp 6”51

unaut hoti zgde 7rg¢hannel, Ea@hes@%t%NB %o&hQ3QI%%%%%%Qt%WQOng%@%t if, the 8
requesting user i's a guest user branch in step 8 t hen the

downl oadeddetrianner té@l@uﬁﬁﬁﬁﬁn§b@@@edst@tdﬁedaxe dﬁﬁ@@tBQO nt o NSDRAM 218
(step 8 0) nyers r stl user_is.a re5|dent user (YES
§ g@ ¥§§ ggéblflc %%PH %%#ﬁ héﬁﬁgestag

branch in s t hen oade S's stored in 13

channel 4t abéeetmasbdzw (t$1b€ps&50ﬁ,de&1lﬁd ftiken ieepiied orftz@ i oh4 sSORAM 218
(step 860). After a channel table has been 15 stored in SDRAM 218, set-top
box 131°enPBr §"EhéPGEEE S 6MPRTe CRACe 2pade @@F@ﬁréo@ﬁta®ﬁ§@h41§ descri bed

bel ow. 617tﬁégeb§(§ke%QQW§n? %@%@@ekrb%bg%ée%%qlgg PLGESs i ,L§ according to
an alternative embodi ment of the present 19 invéntion. Process steps that

are identichbnnelt hevée 2otat.i| ifzedhien dilse lossodiembodisieown iid Eihg. 8(A)

are 21 jdentified.with the. sane ref erence nd t scription
of thes% ste geﬁgloﬁlPFeé £5r V|tyuse§3q%gp§ nﬁ% t'd F%&Prﬁgﬁs 'si de of
Fig. 8(B),then24naccondancecw tchahlfn%lsa@@n@ emyedima®Abn ik tsherdBDATE 25
AVAI LABLE code received fromserver 110 indicates that 26 channel table

flash 239 St6FEsiy elitPerPREHannél (B&BPe 8487 -f oCorerEesvdent Gder _
[ equesiing. 8ELYLESGNOREANCN 0T o 2B BLER BT0) heh 24&% %afl%g)%'p table is

copied from anne 29 table flas 2 and t hen
user 30 i&Bévtateeopehatdowslaaeednnhﬁamed (tstdp 9@0kto3kdCamversely, if

an update is avail ab ( h o 32 810), or if a guest user is
author?% dCB§n§8h ?8bﬁ80}§ % 33% ?Egpbggﬁdh SR st oF 75601860 1B, 7),
then sey-toprhox234 3L r@@@mtsA@tre‘?cqlée%thatrﬁeqo‘Méle%d e sy ent channel
30 WO 01/56225 PCTI US01/ 02551 1 table data (step 820). In the second

enmbodi kent stehed2idowhRédded Sechammelt opablog ilflorematsiron tihe stsered directly
16 1interface phase (step 900), which is described below.

17 Fig. 8(B) shows a channel table loading process

18 according to an alternative embodiment of the present

19 invention. Process steps that are identical to those

20 utilized in the embodiment shown in Fig. 8 (A) are

21 1identified with the same reference numbers, and the

22 description of these steps is omitted for brevity.

23 Referring to the right side of Fig. 8(B), in

24 accordance with the second embodiment, if the UPDATE

25 AVAILABLE code received from server 110 indicates that

26 channel table flash 219 stores a current channel table

27 for the resident user requesting service (NO branch of

28 step 810), then the channel table is copied from channel

29 table flash 219 to SDRAM 218 (step 815), and then user

30 interface operations are initiated (step 900).

31 Conversely, if an update is available (YES branch of step
32 810), or if a guest user is authorized by set-top box 131
33 (YES branch of step 750; see Fig. 7), then set-top box

34 131 transmits a request to download the current channel

30



3 into SDRAM 218 (step 835). Subsequently, if the 4 requesting user is a
residenuygs [gézES branch in step 5 845), then the downl paded channel
table is 8E? into 6 that user's portion of channel téﬁp@U$¥@§ﬁ1219
(step 7 8531l £OPYH Y F OCESSI € ah OCEAE 1 8 Yerkih H8: Ul 4 NG fhe 8 session
(i.e., not necessarily before user interface 9 operations are initiated, as
suggestaed davrFiqpdes] B)hannel o kel nif sohaseeh enboslioredd , disertint er f ace
oper ati.ons, (st ?ﬂp) re initiated after the copyi process (step
855), %2 lorﬁt? %%%%}r eque%%er% %L‘%’sée)r' i sglébsg%%us?n? bf%ntz}gef romstep 13
845). In araphestiembodidaenis 4 hee oy nguPsOCcesss Cararddh oLeustany ti me
during the session (i. not_ necessarily 15 before user interface

oper at ionSAtle TR a?%:d%n]i%a%g%%%%el ntEPEe BIBYIRP1AY Pl 9 is a

sinplifde t Lagrami L usteat [ agey P 900 that is
perfor r;deddcb@é%P%%lo an 1159 s@sfée}lﬁn%%tﬁr%%ﬁeer gil%}gf@gget k]%Ll?)(gm;pbox 131 (see
Fig. 2)7im530 actordarngeyimd hoonee esrboan nentuofathet pneseéntingvemti on. 21

As ti d ab . interf h 900 i f d 22 after a
Channel® { 1% 1S | batred (1 0 O 5 SORANPO 18 3018kt LT EbT Bo5 131 cannot

oper at & Uurd@sisa 4 iss Condi 4 OM dSed 24a SRSV ggRSe &ef enring. to (the lett side of
Fig. 9, in the 26 disclosed enbodinment, user interface operations are 27
initiated Bie 13 ied yniodhseE - t opeboxnisuiahe dpaeat28npageteRL st or ed
on the4n e rt. r L Vi an 29 di spl h a { nformation
domnlg%ﬁezﬁypo%?%g%ﬁgfﬁ%ikd3%P§%¥e€9%16??y5§% ?%@%géﬁt ??%g 255 tl e node
(i.e.,181 dnditatred hyqudwe: hog i zoat al s| & nguast 0880t beatop dOfoll grep32 9).
This ho Eﬂg%e site can al so be accessed any tine 33 during the session by
pressing the HOVE 't (T T 16 KEP B4 (Step 920) COnY +ApuPT de%PEec133 (see Fig.
2). Hore page; 3l WD 01 S56225 RCHAS0IL 02551 (1, operations-ate,thep
performed using the various input 2 keys provided on I nput device 133.
AIthOUUm Useffore user interface operations are initiated, as

16 suggested in Fig. 8(B)).

17 Fig. 9 is a simplified state diagram illustrating

18 wuser interface phase 900 that is performed by CPU 210 and

19 system controller 211 of set-top box 131 (see Fig. 2) in

20 accordance with one embodiment of the present invention.

21 As mentioned above, user interface phase 900 is performed

22 after a channel table is loaded (stored) in SDRAM 218

23 (set-top box 131 cannot operate unless this condition is
24 met).
25 Referring to the left side of Fig. 9, in the

26 disclosed embodiment, user interface operations are

27 initiated by transmitting from set-top box 131 the home
28 page URL stored on the inserted smart card, receiving and
29 display home page information downloaded from server 110
30 (step 910), and then entering an idle mode (i.e.,

31 indicated by the horizontal line across the top of Fig.
32 9). This home page site can also be accessed any time

33 during the session by pressing the HOME function key

34 (step 920) on input device 133 (see Fig. 2). Home page
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3 interface operations are initiated in Fig. 9 by accessing 4 the user's

hone paqﬁ in alternative enbodinents 5 initiation may include di SE| ayi ng
channel WOM&25and 6 site nanes for a predeternined porRGTEPSI0255he

channel; 7 Jable str efd n 288-iq 801t sl et ag o favarite 8
sites) .1 90ftea$tlusere%nter ac operatélonsSlar e%n(igt‘:;%?ze%l, tlﬂ“ré 10 user has
sever al2 optdyenpforidetessi npaddi¢vormal 133. | mermetolsitesr For exanpl e,
the user may press a "MENU' 12 functjon key | ocated renote 202 (step
030) - Cheretiy 1 a R TG COUM2 107 oF i S 57 cHAred - nanBer Soenet S1F e nanes
14 (nots URLs) Jfdomd heoshanigd, tabl £1 64 ofedi vo SFRAMRdS8:d5 (Step 935). The
menu may include groups of related 16 Internet sites categorized by a
comon ¥ edtirtel el @ ,Man- 117l kdeedsepiaging oehanmpl ynunkeravaind abl e channel
nunbers. 18 .and ﬁ?ﬁ i I | Th er 19 an

I nter n26t gsljtacre13 el éé% %%/PS%I ec%ér}gé¥‘ﬁieﬁ$%{€ﬁ€jtor§i$feu§§% %@%ner?%isi ng the
joystick 20fplen senndd 2025QHRAN.2121(posi tion:Age Bected oY fandr t heh pressi ng
(clicking) a 22) button associated with the joystick) (step 940), entering
23 the & hridd-Si'gi t channel nunber using the nuneric keypad 24 204 on
renpte 202 (stepri@42)usOF PLESSIk oL ASShINede 251 £ skt ezekeygnahich
operates in a manner simlar to a 26 speed-dial button on a tel ephone (step
946) . 1§ arxr dheshretveode PRt epnteredr ustags abyg ofddhesenakt hods, CPU 28
210 reads d transm the_corr ondi ng I nternet_ 29 [ €SS ) from

t he cﬁlglnne]rl E rfegt s%r]}o%e:%' [ ?%%F&%%ﬁge’ %be a%%leﬁoWo%%ésig? n%erb&\e site

i nfornmeti cuteciedveck§ romedted 31 sehect ezod ntetaeto30f . tBEr&byernativel y,
the user may sinply enter a nenorjized 33 channel nunber, thereby accessing
the select@hIern®dl 2824 P telspthout Pl ay PRt hed Aendl Faf BRH&EI on. For

32 WO 0 /5@?@@ U h n r annel nunber
"010" 104r11 2 nurre[ﬁigg)ke%%égzg%% o a%ﬁoﬂ% %‘Lz,&t:ﬁ%%&eb;f/ﬁc%gg%‘ ﬁgZ%%u 210

15 (Step 935). The menu may include groups of related

16 Internet sites categorized by a common feature (e.g., on-
17 1line stores), or simply list available channel numbers

18 and associated Internet site names. The user can enter
19 an Internet site either by selecting the Internet site

20 name using the joystick 206 on remote 202 (i.e.,

21 positioning a cursor and then pressing (clicking) a

22 button associated with the joystick) (step 940), entering
23 the three-digit channel number using the numeric keypad
24 204 on remote 202 (step 942), or pressing a pre-assigned
25 "site" key, which operates in a manner similar to a

26 speed-dial button on a telephone (step 946). If a

27 channel code is entered using any of these methods, CPU
28 210 reads and transmits the corresponding Internet

29 address (URL) from the channel table stored in SDRAM 218,
30 and downloads Internet site information received from the
31 selected Internet site.

32 Alternatively, the user may simply enter a memorized
33 channel number, thereby accessing the selected Internet

34 site without displaying the menu information. For
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3 to look up and transmt the URL corresponding with 4 channel nunber "010"
in SDRAM 218 (i.e., ww. XYZN.con), 5 thereby allowing the user to

i mredi at NQ0E®WEHss the "XYZ 6 News" site. This feature pPoviuseso2asikey
advant age over _7 conventional networks that access internet sites using 8

pul | - down FEPPAYs. TPRat’SieE, Sifer s Sargé MFto &b "Onfer k&t sites are

stored bn sugBrpel ked@wn @icgplaY Sendtel @ 04ser HaIsh, Perfarimd ket edigous task
of locating and 11 highlighting a corresponding site nanme or icon before
12 accesSsi R§ tlReksdPeened tanemiet tdia JRY wogomarastdinkd wiithi | ar to

| ocating a_favorit | eviwsi.on st atd Qn., t 14 present J ntign a'-lows a
user togenf:ér%ngler%er%ﬁl%ﬁfgd %i@ cﬁannngé:i r%ﬂur%gr,(lt'ﬁgr’eﬁwﬁ'r%%éﬂﬁéio y accessi ng
the 16 sel eakedblyntarneting teeewiddauts oTaRinud iattaly pldedowne T&ydi spl ays.

18 In addition to accessing |Internet sites usi ngq 19 channel nunbers, the
user is%ablNevEo SAttEractl WSt  PHeIr 2@ Naiticlatete sitveAVSAGIfuUmSISe keypad

or 204 HunchloR keys a124 208 48! §R% 020 and 39). I fL ANy JNNEY; pupported by
di g‘lmtl ar ‘? n lé%u

the 22 selecte nternet site. y, Joystic unctio comands
support &€d byltlhelolvnt erimetl agist.e (Thee ,1 24 Wiesi td dnimg avwiresorof 0 sel ect a

roduct for purchase) . 25 are distinguished fraom channel, selection (ste
844), afd T56°Chen SQFF& PeF é&%&?@gg@) SUSh & ot 4e8/ < o raem()te 07

202 may pbe uREQViged bR rFesPRNd oM itd Otdhesk W%i&%%ﬁﬂ browsi ng and
tel evision functions. Exanples of such 29 buttons are "BACK" and " FORWARD'

(i.e., et BEANLAIBG ipLed GOF rsisas)dingCHANNEIRAWR q1t o caocésst anre next 31
numeri ¢ai | y- d ternet.site), and "CHANNELP(N\N‘. 32 Wrel ess
keyboa?g Zégggggrﬁé@estlkﬁ%n%a&%rﬁee&r %Snltr% rlaert 23S0 rerlnDCiQenTZY(?Zs.zc’Thus, t he user
can entlér aichammelonumbert indd ausiang meria keys on dhe keybaard.
Simlarly, site keys 33 WO 01/56225 PCTI USQ1/02551 1 can be provided on
keyboard 283°5ER ad@iVENGR Tt Re LrEr 2 USHT (< STl SsSRBBFaY 203 to

enter text -AB$$@4€%umber, thereby immediately accessing the
16 selected Internet site without manipulating pull-down
17 displays.
18 In addition to accessing Internet sites using
19 channel numbers, the user is able to interact with the
20 Internet sites using numeric keypad or 204 function keys
21 205 (steps 950 and 955) in any manner supported by the
22 selected Internet site. Similarly, joystick function
23 commands supported by the Internet site (i.e.,
24 positioning a cursor to select a product for purchase)
25 are distinguished from channel selection (step 944), and
26 then performed (step 955). Other function keys on remote
27 202 may be provided to correspond with other commonly
28 used browsing and television functions. Examples of such
29 buttons are “BACK” and “FORWARD” (i.e., return to
30 previous sites), "CHANNEL UP" (to access the next
31 numerically-numbered Internet site), and "CHANNEL DOWN".
32 Wireless keyboard 203 operates in a manner similar
33 to remote 202. Thus, the user can enter a channel number

34 using numeric keys on the keyboard. Similarly, site keys
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3 associated with, for exanple, e-mail functions provided 4 by the user's
hone pa e 5 _The user renoves smart card 232 when the seSS|on i S

conpl et e P%@@ﬁ 960). The physical renoval of snart card? y”%?élaln
actuat es iEerydIni- SWMAEH @&%%Me@yz@gtramm&wgo@n wﬂé efsapt signal
to CPU 210 via system 9 controller 211. In one enbodi nent, CPU 210 ignores
10 (di sablas) wd wighbdss r@ﬁb@@&f&‘@nt@np@mt@ew%‘c 183ssddeshen no snart
card |§31det ect ed Ste 1t 70) I n anotf 12 efrb di i ent CPrU ,\;il{i) Jey erase
SDRAM 218 4ipon renova 0% 1% Whntt Tard t heteby et RIPG The channel
table 14 iy Qﬂrmtumpfemmsﬂwgétor ed in SDRAM 218. is ot her nmodi fi cations
to the disclosed channel -based 16 network are al so possi bl e, For exanple,

as inditated i PAMFRY. TR usTPAter pRHA 2 33090Een o2 $EF RO web” phone
may 1§ be. produced td dﬁ)“@é(ﬁ j zesyhar fc@f‘drér%\tré{‘@rgf 19 £PAPONEAL S

di fferent fromthose indicated in Fig. to 20 performsone or all of the
user tefmadl af@me|misu@tleﬁesr@reﬁlbeep*abwvetchul’lherth@tekhmugh t he cost and
22 si ificatio é)erqleflrtls og user,_term nﬂ % ﬁA ég&\scrl bed 23 above)
woul d be cﬁ]?ﬁrhsi% Hed- " ha' user T er Rt nat 9% ahct? ons of 1 he¥ predent

i nventi®on @earrtﬂﬂwfpmed DN GnPesmesdl me 25, cOPPUL BO fgm@r@g a high-1evel
operating s stem such as 26 Wndows 95. Thus, the invention is limted only
by thel0 27(¢igtalol@hg &l i %gnehsw@qme@z%r@mmq/@%eqe 11&A M 2 3 1.

A et y Ol}éwq{@térﬁ@r@ 8%‘%5‘”% 5’@@5@'}&&“ O??‘?Pet wor Ky gehudi ng a

plurali user termnals and a ura nternet sites, the nethod
conpriki nmmkﬁadmmmg @Pwraxl@rma:jnaelmd;etabmmm&% udpog aerpcbwahlofy 7 of
channel _ nunbers ]éhasm each chanpel nunber to 8. associ at ed

| nt er net d“&n as% TS eI At ErAet "9 %W%nﬁgrr’eabe%ch Internet site
name cof r espondiNgi 4© @Peviously stored in SDRAM 218.

15 Other modifications to the disclosed channel-based
16 network are also possible. For example, as indicated in
17 Fig. 1 by user terminal 130-C, a cellular "web" phone may
18 Dbe produced that utilizes hardware and software

19 components different from those indicated in Fig. 2 to

20 perform some or all of the user terminal functions

21 described above. Further, although the cost and

22 simplification benefits of user terminal 130-A (described
23 above) would be diminished, the user terminal functions
24 of the present invention can be performed on a personal
25 computer running a high-level operating system such as

26 Windows 95. Thus, the invention is limited only by the

27 following claims.
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10 associated Internet site of the plurality of Internet 11 sites; and 12

I N respoRiforisgR Service request by a user termnal 13 o n@ Lw.ality of
user term nafsg,ﬁtransm'tti ng at least 14 a portion of thféc{ g({l@rzggéhannel

table to thenuser 15 term nal requesting service via the Internet. 16 17
2. The nmethod according to aim1, further 18 conprising: 19 form ng an
updat e @anager dat abase i ncluding an 20 update schedul e, wherein the update

schedul g i ncl udes ana gLoipdale eods fomLachdistle (LLTNAL Ol e

channei -based 22 Internet network; an wherein the step of transmtting
t he por i omet24 reompiclsiels nohec kilng atiher wpdatues emartegeri reatsakase,a and 25

transmtting the portion only if the update code for the 26 user term nal
request i ngpgélﬁf\?ﬁ_&gyha?g ir}ﬁgg é'rdétlérerﬁ'n_ ' W%%&o%l%%. The met hod
accordipg to O &ommdnd W therk e 3ereema iang & arding & et wonk datapase

including user 31 identification information for each user term nal of the
32 chanrel SBasé@dnnetle PHELSFSt WOT IS S3ITEB NG 0T BER2B RCTUSEY 02651 1 4.

The .rmt %Oqa %%%rlglt%gi tI%tgr%ierp %’ddfr%rstg'ear cf %Org)sr ioscii%gc:ea3 Ié}lqgeirr}%tnew user
termnal” i Aformation to the netWork - 4 “dat abase Tor a user termmnal added
to the chasnek- based <achntienretnatetanmark ndmgredifndsigpridienqipdata manager

dat abase to include a_ 7 new user field associated with the new user
terninal, 85fRELEITTS HE tEFdste SAdde Ff Hhife Hewadsery fqfelldfarnedt such 9
that the stepcQf. tthansmtting the portion is perfornmed 10 when the new user

term nal requests service.
12 in response to a service request by a user terminal

13 of the plurality of user terminals, transmitting at least
14 a portion of the master channel table to the user

15 terminal requesting service via the Internet.

16

17 2. The method according to Claim 1, further

18 comprising:

19 forming an update manager database including an

20 update schedule, wherein the update schedule includes an
21 update code for each user terminal of the channel-based
22 Internet network; and

23 wherein the step of transmitting the portion

24 comprises checking the update manager database, and

25 transmitting the portion only if the update code for the
26 user terminal requesting service has in a predetermined
27 value.

28

29 3. The method according to Claim 2, further

30 comprising forming a network database including user

31 identification information for each user terminal of the
32 channel-based Internet network.

33
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11 12 S. The nethod according to Claim2, further 13 conprising: 14
updatin ter channel table to include updated 15 ﬁgﬁ{]?el g bl e
fiig=s]

data; and 1 /5%'0 i fying the update nanager database such t 7 update

codes far a sel act ed TrouR tofoiSRIcIiElds @& €118 rehangad- iR f he
predeterm ned value. 19 20 6. The method according to Claim5, wherein
step 2% ofCHpdatSiAg the master channel table further conprises: 22

encryptisng t he t ta; stari t he .encrypted
updat ed “channel lél@glgﬁgdélgvgqﬁﬁér Z%Wt“ﬁenddrariaglnef?)r}c agt:r?r?e oabrqu’ee. nfaiw%yr The
met hod dccoediabg sto fdraiamuse f urddem 227 gy itsi nheageneratd npasedipdat e
policy \gherlei n thg update . 28 codes for a selected group of user fields are
changed ™t 0 172§7 Preéd&tdrm ned val ue during predeterm ned tinme 30
periodss 31 32rdiFhe dmetded Reenrdlinh 4 Oclibidsd Wd et 3o i si ng
generating an update policy wherein the update 34 codes for a selected
group of ugér fiselrdd igre cranyed tasl 36 WO O 56225 RET/H¢S0L/02551 1 the

pr edet erym | ue.in rdanc i a 2 predeterm ned nunber of

plural i t8y %?gﬁégrn t%gremu%gjl%gce éjﬁer \r/geftn[]clhf dowknI“oadi r%]egocftjisor?se of°YHe- mast er
channel 9 4thahl €heb s®epThe retdhcehiaccording oo r@iaimmil pergined he 7 step
of transmtting Hée portion further conprises: 8 receiving user

i dent i f-i'catPEA" iTNfoFFEt VoY 0 M5 ENLYA Yt tERISSHR (e WS- ternmi nal requesting
serviceg; 10 and 11 transmitting an authorization code to the user

12 5. The method according to Claim 2, further

13 comprising:

14 updating the master channel table to include updated
15 channel table data; and

16 modifying the update manager database such that the
17 update codes for a selected group of user fields are

18 changed to the predetermined value.

19

20 6. The method according to Claim 5, wherein step
21 of updating the master channel table further comprises:
22 encrypting the updated channel table data; and

23 storing the encrypted updated channel table data in
24 the master channel table.

25

26 7. The method according to Claim 5, further

27 comprising generating an update policy wherein the update
28 codes for a selected group of user fields are changed to

29 the predetermined value during predetermined time

30 periods.
31
32 8. The method according to Claim 5, further

33 comprising generating an update policy wherein the update

34 codes for a selected group of user fields are changed to
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12 termnal requesting service if the user identification 13 information
corresponds to a valid user account. 14 15 10. The nethod according to
Claim9, Whtlf3623 the 16 step of transmitting the user auPEBUSIHA2STN code
17 corrprilse 18 transm tti ?ilg a_resident authorization code if the 19

recei ved usgpei BEREFECEREPST VAFGFmatt G SRICEHSS & idtorfed 20 hone ter i nal
nunber for phatiedsei nadd n2hplrarsmiditing ia guast, aut hanizatden code if the
22 received user identification information fails to match 23 the hone

t er m nal SnufRB&renga vt Kavndeadingd pozs iphs Tie thet o taocordinmgt o O ai m 1,
wherein tdhetaﬁgestep transmtting the portion further conprises: 27
receiving a channel table version nunber fromthe 28 user term nal
requesti Ag service, the received channel 29 version nunber correspondi ng
with a |l gcal channel table 30 stored by the user termnal; and 31
transnitfing an dpdat é & EEtERCe 3E6RE A1d He FSrimB2 t efALRID rdfuest i ng

service bt Lheyreeeived channel; tahl e.,,33 yersi g dis Ll fferent from

il :
a current channel table 34 version nunber correspong%ngpto the master
channel 8abl e. 37eWOi01hs622% rPCHuUSAY/10285bn LA rrEte aret hod according to

Claim11, further .2 comrising: 3 receivin downl oad request fromthe
user termi nglr?nsﬂlliﬁﬁdg&trpﬁ’ns?%iet 5% tti‘?er"ﬁgl‘ﬁ OiF B T S Gvannel
table 6100 thg user termnal in response to the downl oad request. 7 8 13.

The nmethod according to Caim1l, further 9 conprising: 10 form ng an
updat e Aanager d&Frabageé titdeldudirnguamort agidatre sotredud &henherssi n t he updat e

SChedU|§2in%%?ﬁ%ﬁaﬁnrequesting service 1f the user identification
13 information corresponds to a valid user account.
14
15 10. The method according to Claim 9, wherein the
16 step of transmitting the user authorization code
17 comprises:
18 transmitting a resident authorization code if the
19 received user identification information matches a stored
20 home terminal number for that user; and
21 transmitting a guest authorization code if the
22 received user identification information fails to match
23 the home terminal number for that user.
24
25 11. The method according to Claim 1, wherein the
26 step transmitting the portion further comprises:
27 receiving a channel table version number from the
28 user terminal requesting service, the received channel
29 wversion number corresponding with a local channel table
30 stored by the user terminal; and
31 transmitting an update available code to the user
32 terminal requesting service if the received channel table
33 version number is different from a current channel table

34 version number corresponding to the master channel table.
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12 update code for each user termnal; and 13 nodi fying the update manager

dat abasewiyG39e the 14 update code for the user terniﬂgbggﬁﬂﬁgﬁting
r

service 15 after the portion of the naster channel table 18 ansmtted

to the user ternibhal Tequesthog seevkeeng 18 ¢8ald. 1A, nethedeof operating a
channel - based Internet 19 network including a plurality of user termnals
and a 20° pl ©YBPF+5i0¥  Internet sites, 21 receiving user identification

information 22 itte s ' ; r Lithng at
| east a %ortion %%@g§g%é%e€ %%gﬂ%gfa g%q%ggﬁg@?émtEgguégsgtgggﬁ%g%hvia t he

I nternetéifamthe 25 recei ved user identification informati on matches 26

i t d .l tificati .1 nf i L 27 erein the_naster
Channel tabie | neTtags b5 FhFabPE) bl Shanhbl Marne: S iSBSEh CREARG

number bei ngo 29c asségnedrihonan asseekpbadel abernet gaddness a2pdyant30
associated Internet site nanme that corresponds with an 31 associ ated
Internet’site of the plurality of Internet 32 sites. 33 34 15. The nethod

according to O aim 14, 38,400,904 202824 P631 LE0C 02Ro1, Lephiereln the user
termnal includes a non-volatile menory circult stofing a [ocal channel
tabl e, 39whesepnishegstep of receiving further conprises 4 receiving a

channel}gable versi on_nunber ﬁgrresgonding to 5 the I ocal channel table

stored the non¥Btari i B HeherYafar79@haPers tRELIHEEREd3 urt her

conpri ses: Sohiseassihbhnge anyHpdatg avai ;phkeccadgewhen theiydeLecei ved
channel table version nunber differs froma 10 current channel table
ver si onl Auntedaagseeiat edrweehht heer1tienmmsner s chadnel tabl e.

13 modifying the update manager database to change the
14 update code for the user terminal requesting service

15 after the portion of the master channel table is

l6 transmitted to the user terminal requesting service.

17

18 14. A method of operating a channel-based Internet
19 network including a plurality of user terminals and a

20 plurality of Internet sites,

21 receiving user identification information

22 transmitted from a user terminal; and

23 transmitting at least a portion of a master channel
24 table to the user terminal via the Internet if the

25 received user identification information matches

26 previously stored user identification information,

27 wherein the master channel table includes a

28 plurality of channel numbers, each channel number being
29 assigned to an associated Internet address and an

30 associated Internet site name that corresponds with an
31 associlated Internet site of the plurality of Internet

32 sites.

33

34 15. The method according to Claim 14,
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12 13 16. A nethod of operating a channel -based Internet 14 network
i ncl udi ng,oa(,lgkwsal ity of user termnals and a 15 plurali t%gpl{lﬁdlr/btzgﬁrlnet
I o e

sites, 16 updating a master channel table by assigning a ann nunber
to an adsoci at ecdvHeanteemetheaddreas et ranl. k& assaciateth 4wt ernete si t e nane
that corresponds with an 19 associated Internet. site of the plurality of
| nt er net? TGe St P o d ¥4 MY #h Wkt liiisjertaltabase such that a 22

current schannel fahls vensd %@@@&é&fﬁ%ﬁf%é@ﬁ F&mﬁg@éter channel
u er

table; 24 receiving a channel table version n roma user 25
termi nal4, tieeeghamela tdeadertsiore nuarberoheiung 26 assordatretivg tto a | ocal

channel _tahle stored i.n a non-_.27 volatile nmenory circuit of the user
t er mi nal® %r?(f Cta(ralancshﬁrfrﬁ (}aﬁzlﬁ esats?reaA plonrtfir%?'l rbqn"a"c#aasiile]re channel 29
table t® t kendser, tefdarinal via the Internet if the 30 received channel

tabl e version nunber is different froma 31 current channel table version
nunber. 732 39 WOTPHSE2 2 PCH SO /DPE5Er ICaRr 5455t em server for a

channel spased netuprd: 2 e Shannel-based: nafpork i noluding.a user

termnal and 3 an Internet” sit e system server conprising: Z a
channel % ableeedateabaserstadr itngolae masterorchamiedr &itabte fnghudi ng a

pl urali tOy of cha neIh nunher s, .each 6 channel nunber bei ng assigned to an
associ ated 9t e et e P i A FOETR e P I TR @ FeY STt e! ndife; and 8
means flor taaned tdHaihat dgast. the portion of the 9 master channel table
fromthe channel table database to 10 the user termnal via the Internet
in respense to a 11 request received fromthe user termnal. | 13 18. The

systemiserver a%%Qrd%p%é%%égE%gné%%rating & channel-based Internet

14 network including a plurality of user terminals and a

15 plurality of Internet sites,

16 updating a master channel table by assigning a

17 channel number to an associated Internet address and an
18 associated Internet site name that corresponds with an

19 associated Internet site of the plurality of Internet

20 sites;

21 modifying an update manager database such that a

22 current channel table version number corresponds to the
23 master channel table;

24 receiving a channel table version number from a user
25 terminal, the channel table version number being

26 associated with a local channel table stored in a non-

27 wvolatile memory circuit of the user terminal; and

28 transmitting at least a portion of a master channel
29 table to the user terminal via the Internet if the

30 received channel table version number is different from a
31 current channel table version number.
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14 further conprising a network database including user 15 identification

inforna%%&BHaﬂggrein the nmeans 16 transmtting the porti %Tﬁﬁﬁﬂ@#ﬁ S neans
[

for conp 7 user identification information receiv user

18 terminal W th7theausgktifleBtirieeattioon i rhanmel-ga sstored ok, in the
network_dat abase, and for transmtting the portion 20 only if the received
user idéntFhpcafiaBRelnPaerdt N6H V2T kmificRes 1ne astigead tegari niedertict i cat i on

i nf or mati o 9..The t ver or. di tQ Caim1l7, 24 further
conpris%ngggnlﬁgaggg%nsﬁggér%égtg 533%#%Frg%orfﬁéggé§l§§°update schedul e,
26 wheréin the apdatensthedble idackbdes anoupdat @ eedecr2ZHaemetlhe user

termnal, and 28 wherein the neans transmtting_the portion conprises 29
means for Eﬁgéﬁiﬁ@CEHglGBdétBlﬁﬁﬁidgﬂ @t &529EE lapdPEr s 3¢3 Pansni tti ng

the portionnhgAh¥1i hukBerupdate gade sheh the a3l user tenmal. has a
predeterm ned val ue. 40
7 address and an associated Internet site name; and
8 means for transmitting at least the portion of the
9 master channel table from the channel table database to
10 the user terminal via the Internet in response to a

11 request received from the user terminal.

13 18. The system server according to Claim 17,

14 further comprising a network database including user

15 ddentification information, wherein the means

16 transmitting the portion comprises means for comparing

17 user identification information received from the user

18 terminal with the user identification information stored
19 in the network database, and for transmitting the portion
20 only if the received user identification information

1 matches the stored user identification information.

23 19. The system server according to Claim 17,

24 further comprising an update manager database for storing
25 an update schedule,

26 wherein the update schedule includes an update code
27 for the user terminal, and

28 wherein the means transmitting the portion comprises
29 means for checking the update manager database, and for
30 transmitting the portion only if the update code for the

31 user terminal has a predetermined value.
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