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ABSTRACT To provide an anonynous el ectronic voting

system which is capable of securing secrecy of the

vote froma device such as8la cellul ar phone having a

smal | er storage capacity and a | ower processing

t hroughput, and verifying the electorates in the case

where there is no co ilfication base for al

the electorates. [Solving Means] A voting server

(200) transmts a list of plaintext and encrypted

voti ng data obtained by encrypting the plaintext to a
Iy 400}, e '

[Subfebe] T8 Breide 'dh MOpyIBNE EleEhBAR: Voting system
. cokrespongdihng o the.plaintext elected by the voter .
whichoi§ EEREPIE ok st s8eTecynal che yinte iroan,a device

(400) returns encrypted voting data obtained by

such as ancefbilargphrenenbaying acamiaHemrestanageocapacity and a
voter termnal (100), and the voter term nal (100)

- llow_errpneniietssinge tlﬂ@jﬁ%%%?t,vatﬂ@gvé@iﬁyiﬁgeith%d dletorates in

encryption Server for voting.” Decryption of the

Qar : o) |
the c§5& Whefe R IS¢ O mBTONKEY riticRtigop4Se for all
h ertifies the voter to an authentication server
the e@%% ?a%m% affixes a digital signature to the

gncrypted voting data based on a common-key .
[SolvimgdMeians] oA bueding r aeswert i (00he transmitshe list of

_voting server (200). _

plaintext and encrypted voting data obtained by encrypting the

- plaintext to a voter terminal (100), and the voter terminal (100)

transmits a selected encrypted candidate name corresponding to
the plaintext elected by the voter to an encryption server (400).
The encryption server (400) returns encrypted voting data
obtained by re-encryptiﬁg the encrypted candidate name to the

voter terminal (100), and the voter terminal (100) transmits the

encrypted voting data received from the encryption server
'(400) for voting. Decryption of the encrypted voting data is
performed by an anonymous decryption system (500). The

voter terminal (100) certifies the voter to an authentication
server (300), and affixes a digital signature to the encrypted
voting data based on a common-key authentication base,

transmitting the same to the voting server (200).




