2 6 MAY 2005 1 Inprovenents in and relating to the distribytgon ff cont ent
The present invention relates to the distribution of content v% EW&iworks,
5 particularly although not exclusively content having digital rights such
as copyright therein. A particular challenge to the content generating
comunity which i-ncludes record conpanies, publishers and other right

hol ders, is the ease with which 10 digital content nay be di ssem nated
particularly over networks. This ease of dissemnation is also coupled
with the fact that there is little or no degradation in the quality of the
content despite repeat copying and formafhing of the content inits
original format. Thus, unauthorised copies of copyright context. w.ll neet
the same high expectations of .consumers.i r-IgI'-n.to he 5 aut hori sed
content. Consequent | yiNRR¥EmMen gialing ie ke their
content available for distribution over networks. In a parallel

devel opnent, efforts ar resent|ly bein e to prevent or at | east

¢ . g ge .
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networ ks, various proposal’s have been imade to counter the 1o0ss in revenue
to right hol @RyrigiRtleRiginy, these have constituted, on the one hand, the
creation of 25 technical barriers to unauthorised copying of content and on
the other hand, the devel opnment of transactional controls. In nmany cases
bot h appr oaches panisuarhatiengse o ithe tcanigeingeoersting memnenitt which! inclodes r ol
the distributi f . i cechnj ﬁqgﬁ ysers
who have paid rth%x% %Opar Op?s:?;otuie:»ﬁ?kgegé{& gat@g&ré%ﬁthgi?%?gaé?. ég'? Envﬁﬁglﬁ%n ation
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requires specif.ic [ re, and/ or ft.wa eatures iLn a term nal. |ndeed,

et he sophi stiesa BRI BeL QB BN B (REINALER e B b RbEBRI

i ncreases, thendbgeonddityf of the content despite repeat copying and forwarding of the
content in its original formai. Thus, unauthorised copies of copyright context

will meet the same high expectations of consumers in relation to the
15 authotised content.

Consequently, right holders have been reluctant to make their content
available for distribution over networks. In a parallel development, efforts are

presently being made to prevent or at Ieast restrict the ability of purchasers of
20 such content to make further copies thereof.

Where content has been made available for distribution over networks,
various proposals have been made to counter the loss in revenue to right
holders. Broadly, these have constituted, on the one hand, the creation of
25 technical barriers to unauthorised copying of content and on the other hand,
the development of transactional controls. [n many cases both approaches
have been used in tandem to attempt to strictly control the distribution of
content to authorised recipients namely those users who have paid the
approptiate fee to the right holder. The implementation of such techniques
30 does require significant processing power and requires specific hardware
and/or software features in a terminal. Indeed, as the sophistication of those

seeking unauthorised access to content increases, the demands for




2 6 MAY 2065 2 processing power will only increase. Furth@qpq@@, as nany
proprietary approaches exist there result in a multiplicity h&iHBwa

and software features in different termnals. As a result of t he enSU|ng
poor |evel of interoperability and concomtant fragnentation of the
market, right holders are 5 reluctant to invest in making-content
avai |l abl e. Thus, according to one aspect of the present invention, there is
provided a content distribution control system conprises a network having
at | east one termnal connected thereto, a content creation tool operable
to assign indicia 10 representative of a dre-determ ned | evel of control of

sai d content, aﬁ’gbé’stsirfg‘e’[% @A DA’ o9 SMB%%Q%G”%}{hQFﬁ%ea‘é%' hﬁa@bepxto ruél%bﬂci ato

network and s one te m na ei ng responsive sal
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15 The content . .be a p I|c n resi dent on ter
thereby all ov&e%%ﬁ%é‘s rfs%fﬁ(etcj}gbten%%é?ﬁs't hl('\e‘gl EP ﬂ %Ghtengﬂlgﬁ Rt Fexal[ 8ﬂ1es and
to assign a cﬁeﬁarm;miablélvdndocfonpbnﬁtantfragmérﬂaﬂdﬁﬂbf thomharkét, right Hoderoher end
of the scal | i sher t utilise s a tool to nake their works
avail abl e ver" &‘cPﬁ{EGWﬁsﬁ'H%'%C?‘ﬁ%@aﬁa#&% of control for such content
may be assigned. 20 The content need not be provided In an electronic

format but could be distrjbuted on Cor‘r'ﬁact Disc (CD) or Digital Versatile
Disc (DVD), thEWnapcording id eRRAEPeEi digne iigsant dvandpei Were FaPiovigiedta t he

content when i gorjtént drétﬂﬂé*‘rticﬁf E&8trdl GyHcRe EoiBAd e w@tw&k%wﬁam;b@@oﬁ@e

content to a network the ri'ght holder is assured
i ntentions regfﬁﬁﬂlnﬁbc‘é@ﬁcﬁﬁﬁb@wﬁtﬂhatcﬁéteBBC@@H@"emOI&P@f%h'%ﬁfeﬂw inficialet er

unaut hori sggl dl%%'réééﬂﬁh\f@ the E ﬁ@l;mlnw%vél ”ﬁ‘iil* Sbl?tréfaéff REiCRGHYRL eghignd/ or

encryption may be utilised ov ose chan onmuni cati on'via which
t he content i sceliienirhaing é@bsgﬁﬂénﬁy madecivelableto said rgiyekawid $aidiat igast es its
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nobil e term na unsui'ta
said content received from sald hetwork.

15  The content creation tool may be an application resident on a terminal thereby
allowing users to generate their own content such as ringtones and to assign
a desired level of protection to. that content. At the other end of the scale, a
publisher might utilise such a tool to make their works available over a
network in which case a level of control for such content may be assigned.
20 The content need not be provided in an electronic format but could be
distributed on Compact Disc (CD) or Digital Versatile Disc (DVD), the only
requirement being that the indicia remain with the content when it is
transferred to other media including uploading the content to a network.
Thus, the right holder is assured that his intentions regarding dealings with the
25 content are preserved.  To deter unauthorised dealings in the content, the
indicia may be encrypted and/or encryption may be utilised over those
channels of communication via which the content is distributed. The simplicity
of the approach facilitates its implementation on all platforms including
relatively thin clients such as mobile terminals unsuitable for implementing the
30 computationally and resource intensive demands of prior art content

distribution systems. Thus there is no need to implement blanket prohibition




30 conputationally and resource intensive demands of prlquQﬂquQUSent

di stribution systens. Thus there is no need to inplenent blanket

prohibition 2 6 MAY 2005 3 of the forwarding of right holder's content
fromtermnals such as hitherto been the case with ringtones for exanple.
Accordi ng to another aspect of the present invention, there is provided a

5 termnal having a first nenory into which content is receivable, a second
menory and a user interface operatively associated with said nmenories, such
that a set of operations of said user interface in relation to said content
received into said first nenory is pernitfed by reference to said content,

at | east one gfthedbivading af e hoRRBIdohRAt R¥mSaitingRBueRbsPithBfo Bebh ansf er
of said 10 content to said second nenory, wherein a set of operations of

sai d user i nt BIerCREE Wit iihgienesder ©aRied sane content when received into

said second nmenory is simlarly pernmtted by reference to said content. It
w || be recognised that because the user interface is responsible for 15 .
managi ng the ofereingnt® peather asrpddrofatheomegentninvestisac tthee isherovisieteat and

that the cogt efgrm'iﬁ HalingSa Q{rat | g‘hgﬁ YABVidhibR Rlofidr® i8 %@!@b&lﬂé Hsseercpmtj here

is no requirenment or c y and resource 1Tnteénsive cryptographic
protection of tﬂﬁmwnnémuser@m;wraww asgosiatarewin yaldsmmbaes Isacm th

h I h [ i i i nal I di
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t t ent t t t
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content fot0cosbiiteht ed sdidssddopdtinemosnPidrsis a e id1i dperatiisCbBsaid user
r epr esent atlvetﬁ%e resg‘g |ve | evel s of control of content, determning a

| evel of contr aliog {005 ARG FPRINT Aenaeselre Hbta ﬁ%fptﬁe&‘)f'é sai d
content in accaighialges sitrithriys pérehittsd BY ratB@ht& b said content.

It will be recognised that because the user interface is responsible for

15 . managing the operations permitted or allowed in respect of the content and

that the content itself is otherwise unavailable to a typical user, there is ho

requirement for computationally and resource intensive cryptographic

protection of the content. Preferably, the first memory is volatile with the

~ result that content is not retained in the terminal unless the indicia permits

20 transfer of the content to the second non-volatile memory. However, the

terminal may implement session level cryptography to protect the content
during transit over the network.

According to a further aspect of the present invention, there is provided a
25 method of creating content for controlled distribution comprises defining
indicia representative of respective levels of conirol of content, determining a
level of control appropriate to said content and assigning indicia to said

content in accordance with said determination.

30 Because the level of control may be set during the creation of content a right
holder is able to set out at the outset his intention regarding the copyright

status, for example, of that content. Atftempts to defeat this intention by




30 Because the |evel of control may be set during the creatigrg ¢jpcopgent a
right holder is able to set out at the outset his intention regarding the
copyright status, for exanple, of that content. Attenpts to defeat this
intention by 2 6 MAY 2005 4 renoving such indicia nay be actionable and
thus the presence of the indicia acts as a formof legal tripwre which
can be tested in cases of unauthorised use of the content. Furthernore,
the indicia, by remaining intact during transfer of the content, ensures
that the intentions of the right holder are 5 retai ned even where the
content is transferred between different fedia including physical devices

such as Conpacterbbvifg sabl ifdigh hitly DeaGRhbbR dASHEs (R BredbRGd SOMEGnGeRI €S
hel d on web servers, for exanple. The managenent of Ssuch rights is further
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a content can 0 gEREnt 0 j 40 1 ped: - 10
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wll be transferring the.content to non-vol atile, menpr

second, y.
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indicia. In which case, the content would be deleted wh e first

vol atil e nmenor ¢MRTiGaTYL ®f dhe (MANIASMEH Propese Fedicgsviie SamrBAiaglamd v,
the opportunit hifie} re88kcd fedieknehls Std@hWing carry out unauthorised

activity inrelation to the content wll be deni ed.
According to a still further aspect of the present-invention, there is provided a
156 method of receiving content including indicia representative of allowable
operations in respect of said content, which comprises receiving said content
into a first memory, generating a list of allowable operations in relation to said
content from said indicia and displaying said list to a user.

20 One at least of the allowable operations will be transferring the content to a
second, non-volatile, memory. However, in some circumstances, for example,
where the content is intended for promotional purposes, such a transfer will
be prohibited by the indicia. In which case, the content would be deleted
when the first volatile memory is purged or the terminal powered down.

256  Consequently, the opportunity to seek to hack or otherwise carmy out
unauthorised activity in relation to the content wilt be denied.

In order to understand the present invention more fully, a number of
embodiments thereof will now be described by way of example and with
30 reference to the accompanying drawings, in which:



In order to understand the present invention nore fully, a dh@mday prns
enbodi nents thereof will now be described by way of exanple and with 30
reference to the acconpanying drawi ngs, in which: 2 6 MAY 2005 5 Figure 1
is a schematic view of a conmunication network in accordance with one
aspect of the present invention; Figure 2 is a diagramatic view of a
termnal for use with the network of Figure 1 in accordance with a further
aspect of the invention; 5 Figure 3 is a diagrammtic view of a datagram
for use with the network of Figure 1 in accordance with a further aspect
of the invention; Figure 4 is view of i nfrmati on shown on a di splay of the

term nal of Fipgigne 2is a&l[ﬁbrﬁiaﬂrﬂm@w éiaa carhmanafien aetvark in sc@vdares witlf f er ent
i nformati on shown on ﬁ%spl g/ 10 of the termnal of Figure 2. Referring
to Figure 1, t P 2RSSt SHBRPES KB MYGATYUL i on network 1 to which a plurality

of termnals 3rjgage AGSeSYiagFARnAGEWHW of AN &Sl 9oMREK ivis the SQRBACHF ONS 5
to external networks 7 including the Internet 9. In addition to locally

created cont enfiggied! thracsgidancradth afurtaphaspachphibetnndion: al | ow content to
enter the 36“? hFeaé'lQ% Hﬁg}’ﬁ?ﬁrlﬁaﬂc vigef &1 é'déga%ﬂmpﬁarrtdg%%iﬁf]tﬁeomﬁWW 82, a

term nal th the network 1 1s rovid a processor 9,
menory 11 and H@t@1 mmctcomﬁra:ﬁdmmwedé&ﬁ&%sfms inVleélomermry 11 |ncI udes a

cache 17 into | @_ﬁﬁp

oper at es by reF@Pﬁ‘ﬁgﬂ' ao?drﬁ]fﬁgﬁ tgoﬁp%ﬁog@%ig%lsgwmﬁﬂhé %—EI ng by t he
term nal 3 theaeby preventing repeat requests from the term nal 3 for the
network 1 to dgliver.t sa dat At t endo

Session and or AT GfoR FEoHaE Feddhs MTERG: RlpatonSRaM B AbdRY i e
period, the0caehietdmisalePigwed2. The termnal 3 is provided with a User
Interface (U) 19 to nanely an application which controls

Referring to Figure 1, there is shown a communication network 1 to which a
plurality of terminals 3 has access. The network 1 has interworking

15 connections 5 to external networks 7 including the Internet 8. In addition to
locally created content and through these external connections 5 allow
content to enter the communication network 1.

Referring in particular to Figure 2, a terminal 3 for use with the network 1 is
20 provided with a processor 9, memory 11 and data input 13 and output devices
15. The memory 11 includes a cache 17 into which data is received from the
network 1. The cache 17 operates by retaining data on a temporary basis
which is being used by the terminal 3 thereby preventing repeat requests from
the terminal 3 for the network 1 to deliver the same data. At the end of a
25 communication session and/or when data has not been accessed for a
predetermined time period, the cache 17 is emptied. The terminal 3 is
provided with a User Interface (Ul} 19 to namely an application which controls
reprocessing co-ordinate the activities of the terminal 3 in response to inputs
from a user and/or the network 1.
30
The terminal 3 may be connected to the network 1 in a conventional manner.

Thus a fixed terminal may be connected by a modem 21 connected to the




reprocessing co-ordinate the activities of the termnal 3 i%ﬁréﬁﬁomgg to

I nputs froma user and/or the network 1. 30 The termnal 3 nay be
connected to the network 1 in a conventional manner. Thus a fixed term nal
may be connected by a nodem 21 connected to the 2 6 MAY 2005 6 network,
for exanple. In the case of a nobile termnnal, the connection may be over
an air interface 25, in which case the termnal 3 will include the
appropriate well known additional elenments required to performthis
function. The techniques for connection of such termnals to the network 1
will be 5 readily apparent to those skill@d in the art. As has al ready been

nentioned, conhetorikefr exdraple! NA tREWBE Iof b hbBIa tePXirRl, Bk |AbnRERIRACH
content providers 22 or the network 1 itse I ncor porate conten

] , self m te
provi ders 29 i REIUWE R 2bUetergee Ia%"ﬂé@'?%,caﬁﬁéxﬁéﬁmiﬁall 3 will inclugie tkel ves.
As shown in Fi gpp@pRatecill BbwBaddifortll GARRAEISLIIA B SEHAN jon.
formatted in acg%rga?\(?e wth the fiﬁ%ﬁ typéé“tgf@?ﬂgaptreot ocol ttﬁrr%]efuﬁé{ovr\brk
i s operating. T)pileamigues fas epnagiirmod 3uphgedninaladier theonetiverk 3s5willnbeh i s
provi ded wiih {iel , Y a destination address 43 and
respecti velé;’/ tﬁ‘*ﬁ{ﬂ%@%’?”ﬁ@ tgééetﬂg'%hgfé?gg' device and an initial router 15
address 47 determned froma | ook-up table or simlar held by the term nal

LNy S Aehed B RLLEA AERRA AN 80 Ttk o B v
ringtone data eawemalg bynrectitocbnivetSagadeSMVR2 bn thai m?tm&eel tilself may
st nat on o8 RS AR A e B BB E T
initial rowuper themisbhess A/shidw BiEiglre\E conimt Seny baCafstriiseint £LgRRRNR
at agr am 53, THB BRI N SECEBAVER HOPATS SRS VREIELN DB NCEHOPE Tor
copyright cl asg bpeffafing. Typically, the datagram 33 has a header portion 35 which is
provided with fields 37, 39, 41 containing a destination address 43 and
respectively the address 45 of the sender’s device and an initial router
15  address 47 determined from a look-up table or similar held by the terminal 3.
In the case of a so-called second generation Public Land Mobile Network
(PLMN) as exemplified by GSM, the content 31 may be in the form of text or
ringtone data carried by a Short Message (SM). In which case the destination
address 43 will be the receiving terminal’s felephone number, the sender's
20 address 45 the sending terminal's telephone number and the initial router
address 47 the Short Message Service Centre telephone number. The
content 31 itself is conveyed in a payload portion 49 of the datagram 33,

The content 31 contains a value indicative of a control or copyright class 51 to
25  which belongs. This may take the form of a value placed in a sub division 50
of the payload portion 49 or elsewhere within the content 31. The class 51 is
initially assigned to a contents 31 by an application under the control of the
right hoider or a party authorised by him within the function of a service
creation tool (not shown). Such tools are commonly used to create
30 personalisation material such as ringing tones, profile icons, picture
messages, screen savers and digital images, to name but some possibilities.

The digital rights associated with such material will vary and thus a suite of




25 which belongs. This may take the formof a value placed 2rf &4ubggs

di vision 50 of the payload portion 49 or elsewhere within the content 31.
The class 51 is initially assigned to a contents 31 by an application
under the control of the right holder or a party authorised by himwthin
the function of a service <creation tool (not shown). Such tools are
comonly used to create 30 personalisation material such as ringing tones,
profile icons, picture nmnessages, screen savers and digital images, to nane
but sone possibilities. The digital rights associated with such materi al
will vary and thus a suite of 2 5 MAY 2005 7 options is available within

the tool to sedptfsaprivamblatgthireil toef ket aftdppropriakaEvel 8V Blot&dtion.
protection will place a different |evel of restriction on the use a

reci pi ent may FéKeleYE! ehRrotsHpR Ml Blece Pheifferrit el Bhrestrictipr oBIthe 4SS R may be
performed by Sgllidil riayPinkkb of ﬁqe?éHrﬁ&f(RﬁﬂdTﬁ@m?ﬁo%ftiSn oPEREAAL NG gﬂaiy_tm_@ 5
resources avail able, the indication of class 51 nay be used to deliver nore
det ai | ed i nf orpRiEQrewedr BY Asting aobit He & swresporBiing,istatenhPepending on the

associ ated.p On i e L pal L i t he
delivery of5 d%tS ggu}c%?ﬁgav%\g‘%lﬁ %1’ ﬁgzp&}é%ﬁ%x%‘tﬁg]%% :%20[11 %*9 bg} ﬁ“‘es egébﬁdvegi?% l[cr)]?‘ Lean SM

t o a nobil e 10deteilad infdrn@&tion nelaiingtd the cani€BM8 haftivevhichlit isfassodatedpl e. When a
datagram 33 is received by the termnal 3, it is placed in the cache 17
which is accessible to the U but not otherw se accessible to a user
operating the Oeempintle Junatioas ciotheaienhasihi®in19AsUc tomediithe éxrahnes the

payl oad portion 49 for_.a value indicaji of t cont.r ol ss 51 plied
to the cont entg%tﬁﬂr&b‘%ﬁ%_t%d‘sﬁp% @eﬁ@ﬁﬁﬁqg’ﬁr%%%’iﬁ%dp?rb§%?&Iaymﬁgﬁ%)i oned,
the val ue 1@y kemplahGednhactad 3018-GSNIWeSIdR 15Erexbinple. tWBepayd0agtaRPrag i on 49
or indeed any other. rgdeterm meﬁi lqcagcon W thin the dg_t ﬁgram 33, .The
val ue 51 is ! hreEaNE gdneyerinal 8 i pacearn dyarade B wBehds apressibig sting
20 conditions fAMB WERitaRR MHdMaisd xebsdbleablPuah HerdifigRhe Rkt S in a
operations in relation to the content 31. These cqgrrespond, of course, to
t hose assi gnabn@mal fashion. A Ul function examines the payload portion 49 for a value
indicative of the control class 51 applied to the content encapsulated by the
15 datagram 33. As previously mentioned, the value may be placed in a sub-
division 50 within the payload portion 49 or indeed any other predetermined

location within the datagram 33.

The value 51 is then compared by the Ul function against a set of pre-existing

20 conditions each representing a set of allowable and prohibited operations in
relation to the content 31. These correspond, of course, to those assignable
by the content creation tool. If necessary, these conditions could be varied by
a network operator in concert with a right holder, by delivering a new set of
conditions to the terminal 3 to reflect changes in a content creation tool.

25
By way of example, three conditions and corresponding control value or other
indicia may be established in relation to user operations that may be carried
out in relation to content 31, Firstly, that the content 31 may be viewed only;
secondly, that the content 31 may be viewed and saved locally within the

30 terminal 3 ; and thirdly, that the content may be viewed, saved locally within
the terminal 3 and freely forwardable over the network 1 such as, for example,
to other terminals 3.




by the content creation tool. If necessary, these conditionsZc®dfA¥ 3605
varied by a network operator in concert with a right holder, by delivering
a new set of <conditions to the termnal 3 to reflect changes in a content
creation tool. 25 By way of exanple, three conditions and correspondi ng
control value or other indicia my be established in relation to user
operations that nmay be carried out in relation to content 31. Firstly,

that the content 31 may be viewed only; secondly, that the content 31 may
be viewed and saved locally within the 30 termnal 3 ; and thirdly, that
the content may be viewed, saved locally&ithin the termnal 3 and freely

f or war dabl e owver,,t.h r h RM.nal s
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illustrated |r1F| res 5a, ﬁ_& will be displayed by the U function
19 in accor dan’E‘@tr Pﬂt‘?ﬁ@ar set by the content creation tool. The
nature of the display wll depend on the indicia 51 associated with the
content 31. Thus, the operations allowed to a user I ncl ude, in the

case of a ringesH@Ing H"@ HEEY elRyit KR PRRRD M S&é\ﬁ”{‘i’gc’?m‘e thragt YaRlaysor
future locpd URGsiraléy frprQ@Fég 5‘&1 5H1§ndi SEWllpﬁé cﬁéﬂ:!a%ﬂ&@tﬂlﬁfhet@irﬂh%n ‘?9"?’1 lastly

erasmg t he ringtone. different forns of content 31, it
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the user althoyghgithgy ARG PRl &P th&\iKdicia 51 associated with the content 31.

Thus, the operations allowed to a user might include, in the case of a
ringtone, the playing the ringtone, saving the ringtone for future local use,
15 forwarding the ringione to another terminal and lasily erasing the ringtone.
For different forms of content 31, it will be appreciated that alterations may be
made to the operations available to the user although the operation to save
and forward will always be present although pethaps prohibited under certain
classes of control.
20
Figure 5a represents a terminal 3 display 15 to a user in which the first class
of copyright control has been placed upon the conient 31. Thus, the options
to save 55, forward 57 or erase 63 the SM have be greyed out leaving the
only option open to the user of playing 53 the ringtone. Such a copyright
25 class would allow a user to access content for promotional or investigatory
purposes only. Under this classification, thete is no option to retain the SM for
fater local use or to forward it. Thus, once the Ul function 19 has been exited
through the requisite menu selections or indeed the terminal has been
powered down, the cache 17 is cleared and the SM is no longer available.
30 Clearly, there is no need to enable the option to erase the content 31 as this

will oceur in any case on exiting the Ul function or switching off the terminal.




and forward will always be present although perhaps prohibit@diﬂﬁﬂeﬁmﬁ,
certain classes of control. 20 Figure 5a represents a termnal 3 display
15 to a user in which the first class of copyright control has been placed
upon the content 31. Thus, the options to save 55, forward 57 or erase 63
the SM have be greyed out |leaving the only option open to the user of

pl ayi ng 53 the ringtone. Such a copyright 25 class would allow a user to
access content for pronotional or investigatory purposes only. Under this
classification, there is no option to retain the SMfor Ilater |ocal use or
to forward it. Thus, once the U function®19 has been exited through the

requisite rTEﬂUF@@E@@bI pfesehtd BdRedidde tRbEN Imﬁm@e@nsem&eaags Gpwn,
the cache 17 is cleared and the SMis no | onger avail abl e. Cearly,

there is no ne€PYENEARNI% NaRdeEPiRIBrRd BP@T Hisecami@tcoht &hes, 3mea€§3’ﬂﬁhlf@ will

occur in any CasRaRN5EXh bosehn® tyer i nal .
2 6 MAY 2005 O Figure 5b reS‘F‘eseﬁ*{’%‘f‘gpféé’r’”%ﬁég‘%‘S c‘% ‘é%%tf IeRUFatRE T

second cl ass ofPUAEYrRlgHty &8 rsevingass H@emmeratc%?dlogpmhamewwahledmthel
Thus, the Q.Ft' 08 OSH%PE%H}OIS&a%]%oFWéIW gé%eﬁggéé&%rtotcg}g?%rﬁe Clgn?ﬁg%een

gr eyed out Teaving f trons or savi ng t 31
| ocal | y are avpuichbbed WtthLhmeﬁod;s’é\B rlwtmd:asmmareot fucthass woul d al |l ow a
user access to content 31 he has purchased w thout nelody the right to
dissemnate it further. Finally, Figure 5c represents a termnal 3 display

19 in which a Fhiallg, iﬁgmsSmifeprmpw agbiminains disblaha® :bemmcrplaam&d cli#e it he
content 31. Thus

opt i to 1 war d 57 a ay .53
together with FRRY @Bf F‘a‘ﬁf a&bﬁﬁa pg@%‘éoo%fgﬁtcé’ﬁfe”%% 5@" a%‘f%'stts t he
user. Suchi@ Cl‘c&ararcwal?lj da@SSfmmdiplhgwbS t@gﬁ&fﬁérﬁﬂlth iy opeH @@ter§§e Bgtthe
attributable to pend on the class and opt

er
allowed to a ug‘é? \&.1 g@tsr‘@ﬂat??éﬂl%? sty q”%@ al3gs widd pe Th‘i’ﬂ?ﬁ%"@ﬁ“'@ﬁrryl ng
out the rel evamir caetdn®B1 nobhatibutabié e abpighitoldavi ng

Depending on the class and options allowed fo a user, selection from a menu

15 will result in the Ul carrying out the relevant action, which in the case of saving
55 the SM will resutt in the content 31 being transferred from the cache 17
into the memory non-volatile 11 of the terminal 3. The remaining options
result in the Ul operating directly on the content held in the cache 17.

20 It will be appreciated that by placing the copyright control information in a
portion 36 of the datagram 33 which remains in the cache 17, at least until it is
saved to the terminal menus 11, provides basic protection against hacking.
Furthermore, once the content 31 has been stored locally, separate security
measures may be employed to guard against hacking the copyright control

. 25 class 51 of the stored content.

Ne\(erthe!ess, to protect against more sophisticated hacking, the header
portion may further include a checksum value of the entite content held in the
payload portion 36. The Ul function could initially determine whether the
30 checksum was correct and if not this would be indicative of either.data
corruption during the iransmission process or an attempt to make an

unauthorised change to the copyright control ciass 51. For example, a



55 the SMwill result in the content 31 being transferred frdl tH¥ 2805he 17
into the nenory non-vol atile 11 of the termnal 3. The remaini ng options
result in the U operating directly on the content held in the cache 17. 20
It will be appreciated that by placing the copyright control information in
a portion 36 of the datagram 33 which remains in the cache 17, at | east
until it is saved to the termnal nenus 11, provides basic protection

agai nst hacking. Furthernore, once the content 31 has been stored locally,
separate security neasures may be enployed to guard agai nst hacking the
copyright control 25 class 51 of the stdfed content. Nevertheless, to

protect agai nsthdthsEEmeRRI SdriskRbes sPafK D oftthe sbsaﬂ@;on :Blpéﬁdi OBntERY3{ Ur t her
i ncl ude a checksum val ue of the entire content hel th payl oad portion

36. The U fun®€i Bwvleasi3d diyidedaby ¢ pesreslasind miives Wé'fﬂttelﬁe “élme dh@sisiem was
correct and ifypaH thih %anLﬁsdarbﬁmﬁda%rfcﬁtthélﬁu@éntg'o“f&}Eer cgﬁ%em SV BREON

during the transm ssion process or an at unaut hori1sed
change to the @bpyrl ght control class 51. For exanple, a 2 6 MAY 2005 10
checksum caérJI d consist of a sinple sumof the sub division 34 and content
31 the payload 34 divided by a pre-selected prinme nunber. The renuai nder
woul d t hen ser etk seouiitydneaguoss sifcht dwethioné egeessanofo dvuid sopyltddptndont r ol

class 51. 5 FRurt S ity nmeasures h.as .t hase, necessar voi d
so-cal | ed man #‘ rn%{qte %ﬁ%‘%{s &ﬁ?@ﬁ%’%r&#ﬁalt? e %ﬁ” Ejﬁ éﬁ?‘?‘fﬁpyl tsel f
coul d be def eatudidiry theutFubiisi Key ttfeadRublire (REY) lantir aswttaﬁteua@p(dﬂﬁéﬁh:@nd a
sui tabl e crypt aphi ¢ .t echni dt c ni_gque ul d be
utilised to esf%ﬁ“ﬁgﬁ al g S%W}%SH%@EP"'BH'&M gﬁ‘? uthlisge rtO(ﬁSt‘)l‘!Q'tsﬁl fals 3
or a term @l é’ecﬁlﬂ@lcanmﬁbﬁrbbtwﬁrpa/péﬁbf RemiRen3 WhaGBmandal agd abodfbnt

cont ai ni ng copx ?nt ent uld, travel.
er belween which a datagram 33 containing copvright content would

iravel,




2 6 MAY 2005 11 Claims 1. A content distribution system comgrf dihyg 2085
network (1), and a termnal (3) with a user interface (19) to performa
plurality of individual user selectable operations for data content (33)
supplied to the termnal through the network, said operations being
controlled in dependence on the data coptent characterised by a content
creation tool (22, 29) operable to assign and include indicia data (51) in
data content (33) to be supplied through the network to the termnal, the

i ndici a dalagmgndi cati ng which of the plurality of individual user

sel ectabl e operations are permtted for the data content by user selection
at the termnal, operation of the user interface of the term nal being

control led for Awﬁteﬂ%gtntﬁﬁf&h%‘r\& n.gjrlsri}gj'aci a daft a i ncl uded t herein such
| ons re

t hat said user sel ectabl opera ch individually enabl ed or
di sabl ed in depeettenk¢ipmanthe indicia data. 2. A systemas claimed in

Lo the net vor i tefhigelid Hitha tresyiegarad shl@ Retiama LAl (Ao HHBlGh o
net wor k, eifRkletialle d eFé%IHNsyfo( &é%aoétzh?tgﬁpq?;sftsﬁ?ﬂgl Iﬁ@ J(‘éﬁﬂlgggﬂ‘h%@t ent,

and a user interface to per ndr vi
sel ect abltbeswdwark, saisl @nﬂfat:ms being mrtmﬂad wadelpermr[d:e(metrm datasonéinig

controlle nce on the data content characterised by the user
i nt erface&béggﬁgeerfsencggﬁy ve to data content supplied to the termnal that
i ncl udes i ndi ci sotehecreadibnitosli(eat 29\}30;3%% t@fastsi'g?w Phdiirldde/in@lcia Bdtavi dual
user selectable operations are permtted for the data content by user

sel ect i orfS4t in drta qo@ﬁ@ﬁtr(ﬁm toab@jstlﬁlé“%@lﬂalﬂ@fbtﬁledﬂem& insthe terminal.dbe i s
cont r ol | iRy dAtdGndRhehg MRIH St thd Burdty of individual user selectable operations

are permitted for the data content by user selection at the terminal,

operation of the user interface of the terminal being controlled for the data
content by the indicia data included therein such that said user selectable
operations are each individually enabled or disabled in dependence on the indicia
data.

2. A system as claimed in claim 1 comprising a communications link providing
said tool with access to the network.

3. A terminal (3) to receive data content (33) through a network, comprising a
memory (11, 17) for storing received data content, and a user interface (19) to
perform a plurality of individual user selectable operations for the data content and
said operations being controlled in dependence on the data content characterised
by

the user interface being responsive to data content supplied to the terminal
that includes indicia data (51) indicating which of the plurality of individual user
selectable operations are permitted for the data content by user selection at the
terminal, and ‘

the operation of the user interface is controlled for the data content (33) by
the indicia data (51) included therein such that said user selectable operations are

each individually enabled or disabled in dependence on the indicia data.




the indicia data (51) included therein such that said user sélfeé&¥db2eds
operations are each individually enabled or disabled in dependence on the
indicia data. 2 6 MAY 2005 12 4. Atermnal as clained in claim3 wherein
said indicia data is included in the payload portion (49) of a datagram
(33) containing said data content. 5. A,terminal as claimed in claim3 or 4
wherein the indicia data (51) is encrypted. 6. Atermnal as clained in
claim3, 4 or 5 wherein the termnal (3) is a nobile telephone handset. 7.

A termnd, as Ktethiing asrusuhaédnnGczgmBIvmﬁrém éaﬁd ResiSHRR RbdnwubBdtiRenslat a
content in the formof a short nessa A term nal according to

claimé6 MQW%OBé4%b0fs%Qﬁlawghcﬁl@tﬁm"@@)ﬁﬂ@rﬂatatCﬁaterttorrpr| ses a
ringtone. 9. Atermnal as clained in any one of clains 3 to 8 wherein the
user interface is operable to performview ng, storing, deleting and

forwardi iy as Aismisallsgctlaibhe] inoplainaBigeswherein thee iddicta aert (@Y is 10. A
termnal as claimed in any one of clains 3 to 9 wherein said term nal

conpri se€EXRIE4t i 1 e menory (17) and a non-vol atile menory (11) and said
user selectable operations for the data content include transferring the
data content (33) fromsaid volatile nenory (17) to said non-volatile
menory (:61) W iermitaras claimesinctlaimmBd4 ion Sanlyereirethef teahmnait3)3s taamdbile
configur g ﬂ ?] ina systemas clained in claiml or 2. 12. A nethod of
di stribu FiRENEBR @Hps?through a network to a terminal with a user interface
to performa plurality of individual user selectable operations for data

. content supplied to the term nal through the network, said operations being
control | €d i n Altgsenerimseciaimachie dairm6configntedchdresupnliedatibinexdgtaMay 2005

13 content in the form of a short message (SM).

8. A terminal according to claim 6 configured to be supplied with data content

that comprises a ringtone.

9. A terminal as claimed in any one of claims 3 to 8 wherein the user interface
is operable to perform viewing, storing, deleting and forwarding as user selectable

operations for the data content.

10.  Aterminal as claimed in any one of claims 3 to 9 wherein said terminal
comprises a volatile memory (17) and a non-volatile memory (11) and said user
selectable operations for the data content include transferring the data content (33)

from said volatile memory (17} to said non-volatile memory (11).

11.  Aterminal as claimed in any one of claims 3 to 10 configured for use in a

system as claimed in claim 1 or 2.

12. A method of distributing content through a network to a terminal with a user
interface to perform a plurality of individual user selectable operations for data
content supplied to the terminal through the network, said operations being

controlled in dependence on the data content characterised by




assigning and including indicia data in data content to be supgl MAd pdprough
the network to the termnal, the indicia data indicating which of the
plurality of individual user selectable operations are permtted for the
data content by user selection at the termnal, and controlling operation
of the user interface of the termnal fqgr the data content by the indicia
data included therein such that said user selectable operations are each

i ndi vidual Iy enabl ed or disabled in dependence on the indicia data. 13. A

met hod of r eceissigningland iredudingtindibinal:gh irkdaet ssnténtb Be $@glicdahrough

conpri Si a user interface to performa plurality of individual user
selrrgct ablr]‘ge ’@5’&?%‘@%@ t‘?rﬁ?m?lh@%@@ép'%Qﬁtaeﬁﬂ’(@ﬁﬂgé(%hl%h ghthrearlishty elei ng

cont ol | qpiiAPREIIARNSab b i L8&eI Vi ng
data content that inclu gs [ ﬁﬁ%ﬁ‘%@ﬁﬁﬁﬁﬁ%ﬁ%é@ﬁﬁEéﬁfgl"?ﬁ& ugygafur ality
of i ndi visglegtionsdrthe &redralbl e operations are permtted for the data content
by user selection at, the term nal nd contr IIingtthe operation of the

user int erfacea'f'%FOF“@“B%PQGE%WPe‘NttE?ﬁ‘seEIgB demekthsretmwal foditee datmt a
~incl uded domesraiby taeGhditRalats MAuSSEIhetin bhst saaﬁrs%} is%l'é%td?ﬁ@ each

i ndi vidual Iy enabl ed or di sabled in dependence on the indicia data. 14. A
met hod adREralignsdrereashdndivicBialiii@nabledser disatsled i dependdriae ap theaint s

i ncl ude Q%ﬁgsferring the data content froma volatile nmenory of said
termnal toa non-volatile menory of said terminal. 15. A conputer program
conprising executable code to performa nmethod as clainmed . in any one of

theclairr%lzto 1# .
13. " A method of receiving data content through a network at a terminal

comprising a user interface to perform a plurality of individual user selectable
operations for the data content and said operations being controlled in dependence
on the data content characterised by

receiving data content that includes indicia data indicating which of the
plurality of individual user selectable operations are permitted for the data content
by user selection at the terminal, and

controlling the operation of the user interface for the data content in
dependence on the indicia data included therein such that said user selectable

operations are each individually enabled or disabled in dependence on the indicia
data.

14. A method as claimed in claim 13 wherein said user selectable operations
include transferring the data content from a volatile memory of said terminal to a
non-volatile memory of said terminal.

15. A computer program comprising executable code to perform a method as
claimed in any one of the claims 12 to 14.




