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METHOD OF CONTROLLI NG A CHANNEL BETWEEN A RADIO TERM NAL AND A CELLULAR
RADI OCCOMMUNI CATI ON | NFRASTRUCTURE 5 The present invention relates to the

field of radi ocomunications, and in pﬂwmwmmwﬂnwmm the ciphering _
techni ques used in cellular networks. finds application in
particular in third-generation cellular netmwosks of the UMIS type 10

("Uni versal Mobile Tel econmuni cation Systenm') using code division nultiple
access (CDVA) t d&ETHAROF CONTROMEING dn CEANNRIC IBEISIERN ki RABIOW in its
application to a IBSWa) f whi i the architecture.

15 The swit ches O;J&/] &I A ;AﬁDﬂgvg SE-AE %EQ&Q&M&%\&Q net wor k

e 1 M T C© L= AV B 7

(CN), are linked on the one hanﬂntpAngU@TUﬁgre flxed networks 11 and on
the other hand, by neans of a so-caltTed fu interface, to control

equi pnent 12 or RNCs ("Radio Network Controllers”). 20 Each RNC 12 is

| inked to one or nore base stations 13 by neans of a so-called |ub
interface. The base stations 13, distributed over the territory covered by
the netwprk, are capall ¢.ofscammupyeating BeiLAdo t/tetlehe
term nals 14, 14a, 14b called UE ("User 25 EqU| ment The ase statlons
can be grouﬁéélP6§@ﬂH§#0aFéoﬂérnﬁﬁ@d@§(ﬂﬂ4Q¥kaﬁnk¥Q?thibrtahﬂrﬂmﬁs 12 may

furthernnretgggﬂyggggtgsghtQnogglggqggeﬁeg% neans of a so-called |ur
interface. The RNCs and the base statio forman access network cal | ed

'UTRAN (" UMTS Terrethﬁmln%EP¢%&nofA@desymMﬁMmﬂ&iqn The pﬂﬁwmbabaprlses

el enents of ; ha §d1 £ 1% t{gafgiapng # %P) fV| gglgézgfg?e

| i nks reqU|re on t i 0 Int ace (c
controﬂﬂlng(tﬁelvaﬁselrey@@ﬂdes GRR@commudﬂ&aﬂudeesbuﬂnan(bntuetdg

bel ongi ng tgoh@y85v§si8ﬁ multiple access (CDMA) techniques.

The invention is described hereinbelow in its
application to a UMTS network, of which Figure 1 shows
the architecture.

15 The switches of the mobile service 10,
belonging to a core network (CN), are linked on the one
hand to one or more fixed networks 11 and on the other
hand, by means of a so-called Iu interface, to control
equipment 12 or RNCs (“Radio Network Controllers”).

20 Each RNC 12 is linked to one or more base stations 13
by means of a so-called Iub interface. The base
stations 13, distributed over the territory covered by
the network, are capable of communicating by radio with
the mobile terminals 14, 14a, 1l4b called UE (“User

25 Equipment”). The base stations can be grouped together
to form nodes called “node B”. Certain RNCs 12 may
furthermore communicate with one another by means of a
so-called Iur interface. The RNCs and the base stations
form an access network called UTRAN (“UMTS Terrestrial

30 Radio Access Network”).

The UTRAN comprises elements of layers 1 and 2
of the OSI model with a view to providing the 1links
required on the radio interface (called Uu), and a

stage 15A for controlling the radio resources (RRC,
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-described in the technical specification 3G TS 25.301, "Radio Interface
RProtocol ", version 3.4.0, published in Mirch 2000 by the 3GPP (3rd

~'CGeneration Partnership 5 Project) . Seen fromthe higher |ayers, the UTRAN

_acts sinply as a relay between the UE and the CN. Figure 2 shows the RRC
stages 15A, 15B and the stages of the Tower |layers which belong to the

UTRAN and to UE. On each side, Iaxﬁé 2 Iﬁi subdi vided jnto a 10 radio Iink
control (RLG2StAagRAIBRI BB “Qnd - di BR-CR8¢E9s EBnt 1RVEEMAD) Stge 17A,

17B. Layer deS0PPHéSeSn & O &eh@Nea Nukbiplk exhdishags 18A, 251881 A radio
stage 19A, 19B caters for the transm ssion of the radi oqlﬁgnal s, from

trains of syR#@ie prbordedcbyreheceiageVessigh, 31880 amt efftion of
the signal syip-the;@iher,y diigct ipp There ara,ari s wWaysc ol a0gpting the
architecture o? protocols according to Figure 2 to the hardware

archi tedt urrofeche. OFRAN facubr dhag hiighrirguray 205 /1, thad UTiRAJerd¢®? vari ous
organi zatio d [ oprt heqt ypescQRf channel s (see
section 11.§§%§ﬂ)t%§ ?egﬁ%lggaﬁ)gg‘gggﬁf?ggt ?(E)nQSG TS 25.401, "UTRAN Overall
Descri ption", versiBhg3ré. 0, spobisi sthed RRC Jbageasy 12600 UpB tand 3&P) . The

RRC, RLC and, MAC st age 5 I i Nt yer 1 cated
for exanpl gt? eﬁogggB&l% %gpgrog%[%{]eﬁgs I g?%!?ﬁm%}qh%v{éé gcéqe I%@%]%I\gd in the
RNC 12. Wheansever dlE .RNigs aaehi sidevedayemra 2 cosnenbdatiidednitttdJE t here

5, DEnSall Yoy 305t Sthe0nteriing, B gaLed SO wiehe R
RNC cgil I eq QB&I@SEOC‘MnItQI@li s(MAMkeslt agdas@Ast alBon Lawietrh WheatptheesE is in
200 L1k ARBrOPL L 8, hacale salel: Lol (inyexchanges, el ygen { heoe
Mode") and ABh2 (YATM-Adaptat fon Layer Bransmission of the radio
signals from trains of symbols provided by the stage
15 187, 18B, and the reception of the signals in the other
direction.

There are various ways of adapting the
architecture of protocols according to Figure 2 to the
hardware architecture of the UTRAN according to Figure

20 1, and in general various organizations can be adopted
depending on the types of channels (see section 11.2 of
the technical specification 3G TS 25.401, “UTRAN
Overall Description”, version 3.1.0, published in
January 2000 by the 3GPP). The RRC, RLC and MAC stages

25 are located in the RNC 12. Layer 1 1is 1located for
example in node B. A part of this layer may however be
located in the RNC 12.

When several RNCs are involved in a
communication with UE, there is generally a so-called

30 serving RNC called SRNC where the modules pertaining to
layer 2 (RLC and MAC) are located, and at least one
drift RNC called DRNC to which is linked a base station
with which the UE is in a radio 1link. Appropriate
protocols cater for the exchanges between these RNCs

35 over the Iur interface, for example ATM (“Asynchronous

Transfer Mode”) and AALZ2 ("ATM Adaptation Layer



No. 2"). These same protocols can al so be enployed over the lub interface
for the exchanges between a node B and its RNC. Layers 1 and 2 are each
controlled by the RRC 5 sublayer, whose characteristics are described in
_the technical specification 3G TS 25,331, "RRC Protocol Specification",
version 3.1.0, published in Cctober™ 41999 by the 3GPP. The RRC stage 15A,
15B supervises the radio interface. Mreover, it processes streans to be
10 transni tted 30 + Hes0t@ e tRFPEACAtE of 8 ng1E8 RS @HIOYSd RVET , as

opposed to ihe ‘Tyser Rlar, whi £, ¢kl espdsgd® Lheureacesshpdeofs t he user
data arising from Ilgyer ??. The ﬁLC s?ubl ayer is descFJi bed in the technical
15 speci fi catd ot SEGNIS 25. 322, "RLC Protocol Specification", version

3.2.0, published i &4\%1@ 20Q0Q 4 by %pg IGER. J&g%fé@ngg} g rFlggcti on, the

RLC stage 16A, 16B receives, according to the respective |ogica

channel §, datlal stercanwhocrsi shangcbérservcee alat adesicrs b2 ( RLC-8BY)
arising fraomlayer 3. An RLC nodul e of, -t t 16A, B4 i ated
with each |oH7 &k Ehantid Clgbc%gl?rﬁ péﬁtl gu?%f%gg’perﬁgﬁ] aérgoe%?n‘:;n ation of
the RLC SRXpeui fiscafiddre, stvensm omt 03 pr 01 pcpuldat sheai tisn  (RUGHRDU)
addressed to the MAC su er _and npri_sin 5 optional. RLC header. In
t he recei vel%fﬁgek@fitg{ﬁ? %%Rﬂﬁﬁn&%ﬁe S(?Sr??egst‘é’l’y &t fso%pr%rvalsreesastrs}('aenbl ing of
the RLC SDLhandt snebritheel. ogicadoedinnet fromddie dasareanst sor deei ved
fromthe MAC subl ayer. The RLC stage 16A, 16B.can have several_ nodes 30 of
oper at itdn a%%t%%%’i‘?%n FA phPEi caFEPTEr ShétiyPe GCCISHiIEal Tharthel .
Subsequent | ycbRe thE Rresent adessspdiédn toconsedenaid:onpaht’ benpilven to
the transparent node of the RLC sublayer, which is suitable for a | ogical
channel rel @@TRGSPINAS chAMMTECRIWFIH S @ r Eift US6de. 9357 t3F 551 @nspar ent
node, the Refgodw,er perforns the segmentation and reassenbling operations

The RLC sublayer is described in the technical

15 specification 3G TS 25.322, “RLC Protocol

Specification”, version 3.2.0, published in March 2000

by the 3GPP. In the transmit direction, the RLC stage

16A, 16B receives, according to the respective logical

channels, data streams consisting of service data units

20 (RLC-SDU) arising from layer 3. An RLC module of the

stage 16A, 16B is associated with each logical channel

so as 1in particular to perform a segmentatibn of the

RLC-SDU units of the stream into protocol data units

(RLC-PDU) addressed to the MAC sublayer and comprising

25 an optional RLC header. In the receive direction, an

RLC module conversely performs a reassembling of the

RLC-SDU units of the 1logical channel from- the data
units received from the MAC sublayer.

The RLC stage 16A, 16B can have several modes

30 of operation as a function in particular of the type of

logical channel. Subsequentily in the present

description, consideration will be given to the

transparent mode of the RLC sublayer, which is suitable

for a logical channel relating to a communication in

35 circuit mode. In this transparent mode, the RLC module

performs the segmentation and reassembling operations



"4 when they are necessary, and it does not introduce any header into the
RLC-PDU units. The MAC subl ayer is described in the technical
specification 3G TS 25.321, "MAC Protocol 5 Specification", version 3.3.0,
. published in March 2000 by the 3GPP. |t transposes one or nore |ogical
channels onto one or nore transport thannels TrCH In the transmt
direction, the MAC stage 17A, 17B can nujtiﬁlex one qr nore | ogical

channel s i st BRBYt REC1 NG CEERE W arfdfortt cdRfelCt ot "EFORUE St ridhspor t

channel, the MYC stagecdd ARrd/Bylehhvess successive transport bl ocks TrBk
each consisting of an optional MAC header and an RLC-PDU unit arising from

an associ ated | ogi cBre WRGns8Playsrrdrs edRICTHTRE tRe TRRC ISWIHYEL provi des

the MAC S%%ffi&‘é%boﬁ set ofg t¥yansposds for mat swalFS, " anshast For mat
Set") . Atransport format conprises a transmssion time interval (TTl)

equal t& 105peeifigavion8p Wersaonr anspéht WMHEksReFelnaMarahs pt0 bl ock
set 20 size angd pa te I,0i henar abegld Qn e (&, e applied in
the TrCH b;bfagré? %éggf ggt ggtglhﬁ Bgﬁﬁ %S%rrecﬁdr%ntransm ssclpnoan errors.
Dependi ng omnthe omerr rent miter atmmspreie |dueetlehdhwEl. orIthaimel s

associated wth the Tr t.he MA ge , 5's ct tr port
f or mat fron’tf]f%rés%g asdgj:‘:}gencetd‘qﬁly thgthRé}%cﬁ\bl ;szlcgarg,?e angblgf Zgﬁi veé:‘gs]éi n each
TTlI a set ohultiphspopheblacksoconpbyinglwidiariw selrected fagrchethe whil st

indicating this format tq layer 1. Layer _1 can | tiplex. sever TrCHs on a
given 30 pRY&Fcditd é’r?rifgcl .C?{ﬁn?‘ﬁils (;ac}/a{lse,suFﬁe rsaﬁgp%%r C%%@Jil%%’s a set
of conbi nat tleas MHC t saagpori174 prae s de(liRES,s " $nanspeoiveFor et s@ontbi nat i on

o) L0y LB ShERL CORNCLy Q14 Lhe WAC subLaver 03l g g, el ects @
the transpoghdf ahm®IEtF®Weainit arising from an associated logical '
channel.

15 For each TrCH, the RRC sublayer provides the
MAC sublayer with a set of transport formats (TFS,
“Transport Format Set”). A transport format comprises a
transmission time interval (TTI) equal to 10, 20, 40 or
80 ms, a transport block size, a transport block set

20 size and parameters defining the protection scheme to
be applied in the TrCH by layer 1 for detecting and
correcting transmission errors. Depending on the
current bit rate on the logical channel or channels
associated with the TrCH, the MAC stage 17A, 17B

25 selects a transport format from the TFS assigned by the
RRC sublayer, and it delivers in each TTI a set of
transport blocks complying with the selected format,
whilst indicating this format to layer 1.

Layer 1 can multiplex several TrCHs on a given

30 physical channel. In this case, the RRC sublayer
assigns a set of combinations of transport formats
(TFCS, “Transport Format Combination Set”) to the
physical channel, and the. MAC sublayer dynamically
selects a combination of transport formats from this

35 TFCS set, thereby defining the transport formats to be

used in the various multiplexed TrCHs.



-used in the various nultiplexed TrCHs. 5 UMS uses the spread spectrum
CDMA technique, that is to say the synbols transmtted are nultipl
spreadi ng codes consi sting of sanples called "chips" whose rate (3

. Mhip/s in

transmtted. The spreading codes dis

the case of UMIS) is 5 gregter than that of the synbols
i ngui sh vari ous physical chan

(PhCH) which are superi nposed ?gathe sa transm ssion_ resource co

of a carrier frequency> tRESa
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variou ysica annels usegcgy this base station are
distinguished by mutually orthogonal channel codes
(channelization codes). The base station can also use
several mutually orthogonal scrambling codes. On the
uplink, the base station uses the scrambling code to
separate the transmitting UEs, and possibly the channel
code to separate the physical channels arising from one
and the same UE. For each PhCH, the overall spreading
code 1is the product of the <channel code and the
scrambling code. The spreading factor (equal to the
ratio of the chip rate to the symbol rate) is a power
of 2 lying between 4 and 512. This factor is chosen as
a function of the bit rate of symbols to be transmitted
on the PhCH.

The various physical channels are organized in
10 ms frames which follow one another on the carrier
frequency used by the base station. Each frame is
subdivided into 15 time slots of 666 pus. Each slot can
carry the superimposed contributions of one or more
physical channels, comprising common channels and DPCH
(“Dedicated Physical CHannel”) dedicated channels. Each
DPCH conveys with the data a transport format

combination indicator TFCI arising from the MAC

6 ps.



- 35 DPCH conveys with the data a transport format conbi nation indicator
TFCl arising fromthe MAC 6 sublayer, enabling the destination MAC nodul e
to retrieve the structure of the TrBks. For one and the sane

_conmuni cation, it is possible to estgblish several DPCHs corresponding to
5 different channel codes, whose spreading factors may be equal or
different. This situation is encountered in articular when_a DPCH i s not

sufficient $PHRYAde ERePLEPEnsilSsi FEHNF D r 0T r e8OB Ene t©

appl i cati oneet FUSOEFHOr & r Ot SrSAPE €REMPABEAL T Oon can use one or 1.0 nore
transport channels. The coding and the nultiplexing of the inforpation

synbol streans arisTo% 9romame THtHs e he PHEHK G lel escribed $ n detai |

in the technical)speq fé%@%h@gs C I3/ 20a 21BpcHMl EbPLExpBAA1AR] hannel

coding (F ", version 3. , published in 15 QOctober 1999 by the 3GPP. As

regar ds Seachi fbgient channel todeghi whoske SPFEOCEIS @ TR Bf Rhe RLC
subl ayer opgral £s Jn diff@fﬁﬁ{?n%ﬁ%desiwgt%g _sitsaggn%ﬁgﬁglgdcaiﬁrs

nor eover for“ciphering o e information transmtte ~deci phering of
t he i nf or mepaonicetar vedenOa DREH dor mespendifng itemdndsorpr ghisdmethe t he

TrBks relatjng to. this logical_gchann e nsi of F&A.% uni t
ci phered ac{&ﬁgla?%s%o% rr%% anlra‘sn’(leders%;‘i1 ffé‘& i?\g%ha%%eer agglo t g(g}gforesai d
3G TS 25. 30duspeerhoeat i arhi®5 skimgur eofmbhiast iatescdme wsiephenengonodul e 20

O ezt ate b diBiol sy otyihe Unaned [ s dpmieel
mask whi ch heltepbbkned wift itHdeinnédonart donshinbs lofs it G PDiingi t 30
ecelved e LLanpar &L Jde [oo LR, LGy Drcalygudd s veo B gogration
21 cal cul at ege thenmmsklordcha fiasits cof Iderd dd @;ing Pananepresing
and channel coding (FDD)”, version 3.0.0, published in
15 October 1999 by the 3GPP.

As regards each logical channel for which the
processing module of the RLC sublayer operates in
transparent mode, the MAC stage 1i7A, 17B caters
moreover for ciphering of the information transmitted

20 and deciphering of the information received. On the
corresponding transport channel, the TrBks relating to
this logical channel each consist of an RLC-PDU unit
ciphered according to a mechanism described in chapter
8 of the aforesaid 3G TS 25.301 specification.

25 Figure 3 illustrates the ciphering module 20 of
the MAC stage 177, 17B of the RNC or of the UE, used
for a logical channel. An ciphering algorithm 21 is
executed so as to generate a binary mask which 1is
combined with the information bits of the RLC-PDU unit

30 received in transparent mode from the RLC, by an
exclusive OU operation (gate 22). An identical module
is useable for deciphering. The algorithm 21 calculates
the mask on the basis of the following parameters:

- CK: secret ciphering key of M = 32 bits,

35 defined in a prior phase of authentication

between the core network and the UE;



- CK secret ciphering key of M= 32 bits, 35 defined in a prior phase of
aut hentication between the core network and the UE; _ 7 CSN: ciphering
sequence number conposed of M= 32 bits; BEARER | ogical channel
_identifier, serving to generate different masks for the various 5 |ogical
channels; - DIRECTION: bit indicating the direction of transm ssion
(uplink or downli nke serving to generate different nmasks in bot
directions; LENGTH: %I\éngtﬂlBgef‘h‘ég maSR ARG BTG Thi €POF6 i Ve by t he
RRC stage as a funatien3pfpite; transport format. The al gorithm 21 conbi nes
the Mbit nunber CSN._with the key CK with the aimof precluding the sanme
mask from being Dse%EZf’%E%hcilBHéFaéi fFETERL bt oeRSIIfFs $STNGRBert TSN i s

incremented at the gaterffet hei¥ddrRent adh9sksanesr Fi gHee Jdhusushows the
32-bit counter 23 which delivers the parameter CSN. This counter

i ncrenerts the numbEPIESNL bghany@hfitity N with each new block of the

l'ogi cal channel ,_N peragribg. nugber 0h420,kEages tRer Hhlr il tgansport
channel bearing this logical channel (N =1,72, 4 or 8) . The counter is

t heref ore increnentetidbyniseyery (LPlink bgr2 dawyyink)o nservyng every 40 ns
or by 8 every 80 ns LDi L1 aklz) i phe CQ¥ LeatLon, the RRC
stage 25 provides a e%f?#%l &%/g%%éé{](‘ljgl\%g%%gtﬁﬂ %ﬁﬁ%e?%ﬁl&gg gé start
command for the coubERETR3 (STARM) .ofTheke masdr atri ongmaee dér foirtred bot h in

t he RNC-where the a i Xegp e in the ohl.e nsi der ed
in thegp())r esent invcl\ﬁﬁ’%]&\ %5’0 ?ggt hat ogtgﬁg té}angf e#ﬁcnﬁsi% tgkemég{l
counters upon a shiféangporhefda@nodul e catering for the ciphering

function in the netyork bofraghhuohu &mSUeds 2 FBVATEIL number csw

with the key CK with the aim of precluding the same

mask from being used to encipher different blocks. This

15 number CSN 1is incremented at the rate of the 10 ms

radio frames. Figure 3 thus shows the 32-bit counter 23

which delivers the parameter  CSN. This counter

increments the number CSN by a quantity N with each new

block of the logical channel, N being the number of

20 frames per TTI on the transport channel bearing this

logical channel (N =1, 2, 4 or 8). The counter is

therefore incremented by 1 every 10 ms, by 2 every

20 ms, by 4 every 40 ms or by 8 every 80 ms. On

initializing the ciphered communication, the RRC stage

25 provides an initial wvalue CSNy of the number CSN and a

start command for the counter 23 (START). These

operations are performed both in the RNC where the MAC
task is executed and in the UE.

A problem considered in the present invention

30 1is that of the transferring of the CSN counters upon a

shift of the MAC module catering for the ciphering

function in the network infrastructure. Such a movement

takes place in the context of a transfer procedure

involving a change of radio access resource (handover).

35 The transfer procedure can thus give rise to a change

of SRNC, thereby requiring the CSN counter of the new



-takes place in the context of a transfer procedure involving a change of
radi o access resource (handover). 35 The transfer procedure can thus give
rise . to a change of SRNC, thereby requiring the CSN counter of the new 8
~SRNC to be synchronized with that of the previous SRNC (and of the UE),
whereas the lu and/or lur interfaces ~“available to the RNCs for

communi cating with one another are as%gchronous. It is also possible to 5

t
envi sage ¢ wHer Bet R¥NFBVEReREdof 1ithe MRS nobuFBe REGVdoHske RN ace

i nsi de one @il the saee UMNC Ihetbss kakl efy Uses/ o Tarenth @i Gidds 1o
manage the access _resources enEI oyed before and after the transfer.
Vari ous possidllskenat® ostheor RNesStr AASf eFOMIQNREEEEARTr e Watd d&\& i bed in

the technicgl,speci fication néﬂJ&ag-%gt "Mani feghat ins e Handpver and
SRNS Rel ocation”, version %.0.0, publi shed in Cctober 1999 by the 3GPP.
One di sbi ng@lisirgderases onhehe die hapdemsott danddeerMESHMoAMiech uses a

macr odi ver i 5 whj ch. may ssibly f owed- by ; ge of
Sane ear ] PN dIPERe > AN D Y RO Y eRE [0 e Y1 O whi ch
correspondsidtoreex auisglse tofaechahgecofcutiasriter fmereggencyh¢ wiadreams wi t hout

change of C d/o ndof f _bet ween {wo f-one and the 20
sane access@\én%?%\or% orméﬁoﬁ‘?$1a%er§% ea%%%\gaép%é&m%@gr&\?\ﬁ%ﬁ'cannot
conmuni cate with onegamaimmiderpyd siare | Wcenart By ackor AtH4HO tcamdfadee pl ace

oper at & oro1°94H= nFBr H56C SAPE hal™ pF 61 HEA"BAERGeITEES ARG of

t hi s UTRAN.3ATHHD cade al soMéakee pt aceonbet weEen Hanwdosepar aingl aSrass
netvorks, 1o Xl beuecn, (o LTEANS B DeLueen, 2o UTRAN and g vstem
possi bl e i opathécatar.t onkseiidd irhf isates chPhesémgopr eaedwes haueh as a

system of tshéaft Cﬁgﬁgo%@e gSI?OS)M IEE)}Cl;FEhRagggSA(éceggcll}lgé%glé;%ty mode

15 and which may possibly be followed by a change of SRNC

called “relocation” and on the other hand hard handover

(HHO) which corresponds’ for example to a change of

carrier frequency (with or without change of RNC)

and/or to a handoff between two RNCs (of one and the

20 same access network or of different access networks)

which cannot communicate with one another via an Iur

interface. An HHO can take place inside a UTRAN if

several <carrier frequencies are allotted to its

operator or if Iur interfaces are not provided between

25 all the RNCs of this UTRAN. An HHO can also take place

~ between two separate access networks, for example

between two UTRANs or between a UTRAN and a system of a

different kind based on a similar functional

architecture making i1t possible in particular to use

30 the same ciphering procedures, such as a system of the

GERAN type (“GSM/EDGE Radio Access Network”).

In FDD mode, the UMTS supports a macrodiversity

technique, which consists in making provision for UE to

be able to communicate simultaneously with separate

35 base stations in such a way that, in the downlink, the

UE receives the same information several times and, in



-In FDD node, the UMIS supports a macrodiversity technique, which consists
j n making provision for UEto be able to comrunicate sinmultaneously with
separate 35 base stations in such a way that, in the dowlink, the UE

_receives the same information several tines and, in - 9 the uplink, the
radio signal transmtted by the UE is? pi cked up by the base stations so as
to formdifferent estimates which are subsequently conbined in the UTRAN

The macr odi Ve? sPPY 1B ortd€ X3t ® PhIPEEe ST Mg SAY JhY i APFovEs tHhe

per f or mance, of i feygy sy padd Ueaofohhessorbi RN Him dif f &s@die
observations of one and the same itemof information. It also makes it
possi bl e testarayesurhselntarat speeppuenrhhyf epsbiner) inwhBs UTRENUE noves.

10 In nacrodiversitythQgcrg%gvggg%kﬁaﬁﬁﬁéﬁﬁ% 11 gasRont, chaaued soi or

mul tiple transm ssion fromthe UT E and the conbining of these
transporst ehanhelmprnveecdpe grerarngperat $dnshahisylstare by ncurbent on a

selection a i ni ng _modul e_be|. i 15 i d is at
t he interfa@g &f%ﬁ(gﬁg%ﬁgﬁgsﬁgl§ﬁ§?%%§%§i?g§%}f%§23%% EE ?HEPR (§serving
the UE. |If the bame stati odfs infwaimaed cdepdrtd aorso didKesr entt RNGsible

conmuni cat i through the lur_interface,.,ong of e E@E@ pl he role

of SRNC andgghecafﬁ r °%b tﬁ%F{oflfﬁﬁffé%%en€5%n§$§$$s onpiétg%?e%he radi o
i nk betweehet bE Wvend the original base station is broken. It may then

happen that no base_station within whose range the UE is located is within
the degghdency of 2B tHeCERREVEFREYTRAR Fay ga?y hRPFLe8nt ¥ ueg?% suppor t
the comunteahkpBritn dHirfhatay. folowenartigle stkrsnsoisopbhndlironsi the it is

possi ble to _dispense with the exchanges .occurripg on the Jur interface and
to free theYpFVi oBE 36ESRN@$ by'®on ?W@?ﬂbnﬂat?grstg%s?ha%r?ﬂﬁp%ﬁ C

becones channels in reception are operations which are
incumbent on a selection and combining module belonging
15 to layer 1. This module is at the interface with the
MAC sublayer, and it is 1located in the RNC serving
the UE. If the base stations involved depend on
different RNCs communicating through the Iur interface,
one of these RNCs plays the role of SRNC and the other
20 that of DRNC.

When an SHO is completed, the radio 1link
between the UE and the original base station is broken.
It may then happen that no base station within whose
range the UE 1is located is within the dependency of

25 the SRNC.

The UTRAN may very well continue to support the
communication in this way. However, this is not optimal
since it 1is possible to dispense with the exchanges
occurring on the Iur interface and to free the previous

30 SRNC, by contriving matters so that the DRNC becomes

the new SRNC for the communication in progress. This is

the subject of the relocation procedure (“SRNS
Relocation”, see section 7.2.3.2 of the aforesaid
3G TS 25.401 specification), triggered on the

35 initiative of the previous SRNC.



~the new SRNC for the conmmunication in progress. This is the subject of the
rel ocation procedure ("SRNS Relocation", see section 7.2.3.2 of the
aforesaid 3G TS 25.401 specification), triggered on the 35 initiative of
~the previous SRNC. - 10 This relocation procedure conprises the
transferring of the RLC and MAC i nstaitces (as well as of the selection and
reconbi nation nodule of layer 1 if the macrodiversity is maintained) from
the 5 previous SRNChi® t heeprevidos DRNEocAdprebl emopwsaddsy tHilkeis the

transterring, of . cLhe, CONGOUN LT eapPLAYeY by {6 £l phering glgarighm in
t he transparent f?ff:rrm e.” Speci fical fiy, thi's counter mﬁst remain
synchr onousofM thet ballesktivat @thdi meidoambAGti ok eyerlecoroft him s si def wher eas

the |inks between the @%ﬁ%@gough t he Iu.interfg e and_the core network
y

or throughtthe I 5 re i pri RErPré "8 nchr 5ASls. THES 32- bi t

number GSN gsasvbeubr 9SkR0 dowshenpeeaiolb DRRaection frame number CFN
corresponding to the P &Dﬁast signjficant. bits (CL,I}I%B) of %N and in%o a
Hyper Frame Nunmber HENPESPrEZpARHASTY 1% tRES 325PtRGstE T i Hi dhtObi t s

(MSB) (P = Bnaceendidigirite chapt esydd oby the afiphesaind 3G gy 25m30in
specification). 20 The RNC supervising each cell served hy a base station

13 updates EBE thHiasRaTent sfdenfPiane SRAMIECERN  cb584d oFPEEEE2 bits,

which is ingngpentad: M $heRebnSeW LOtRB tRdi Osff@Bed ThinS tHEYD@ECSFN is
br oadcast bg the base station over its common control 25 channels. An UE

measur €5 t héaypie OF f §8e B&E wedder hevhetymal $hhi binke piedkieeip ¥rdm the

e boer o SIET S B ARTL el g Shotlr SHONB AT L

of f set whi chhrpuphs nthsuredum interface) are in principle
asynchronous.

The 32-bit number CSN can be broken down into a

15 connection frame number CFN corresponding to the
P least significant bits (LSB) of CSN and into a
HyperFrame Number HFN corresponding to the 32-P most
significant bits (MSB) (P = 8 according to chapter 8 of
the aforesaid 3G TS 25.301 specification).

20 The RNC supervising each cell served by a base
station 13 updates for this «cell a system frame
number SFN, coded on Q = 12 bits, which is incremented
with each new 10 ms radio frame. This number SFN 1is
broadcast by the base station over its common control

25 channels.

An UE measures the time offset between the
signals which it picks up from the cells neighboring
its current <cell and its own clock. Before the
triggering of an SHO to a target cell, the UE provides

30 its SRNC with the offset which it has measured 1in

respect of this target cell, which corresponds to the

offset, within a span of 2° x 10 ms (i.e. 2.56 s),
between the SEFN counter of the target cell, obtained on
the common channel, and 1its own CFN counter. This
35 offset is determined, on the basis of detecting

synchronization patterns, with a temporal precision



“respect of this target cell, which corresponds to the offset, wthin a
.span of 2P x 10 ms (i.e. 2.56 s), between the SFN counter of the target
cell, obtained on the common channel, and its own CFN counter. This 35
_offset is determ ned, on the basis of detecting synchronization patterns,
with a tenporal precision - 11 substanti ally finer than 10 ns, for exanple

of the order of the synbol tine. It serves to tenporally clanp . .the
transm ssi oGt aHel bdddiest atihéR, €8 WAr chfP¥ e?%al%g‘? eed ¥ ough t he

lur interfaggiesa¢hatei BympoRCE pdiversi by riRde ot Remphfiranmat i ens
recei ved by the UE from_%he various stations are not too offset wth
respect to ©Ure brorpeESshARclRiwdUlel RequPrecarstadicdssi ve YhoGht 1f nenory

to be able it ' the vatj ons: 1. i ot i sis;gp of this
of f set, thel%R%%mll?%%\ﬁs&qatggpggﬁ ta%llégP ﬁue%s?nggégigf%éantggb%}?%f ltqﬂe CSN
count er 5t o riec el wymest. f wr medphertineg ianfth mesdi siver i bgms  Heweveed tii s does
not PrpV'dﬂj&QeUEDSfr%hg% %IQQntiogét%t%@ﬁ%%B TQ?eCQﬁﬁ?nEogg%%fset

speci fications provi e for c15 the Fel Scation procedure to conprise the
sendi ng by Wieh SENCeaft atoesssgeahBRehecat ivoni Reqwiondd’ opgguithe dru

interface, in which the HEN number is i ser%ed $ tt}iat th%.DRN(%hcan
synchr oni ze¥$SS T Phe PR "SedlienBEMCESuriter°€ Of (rigce'%t COf°thrs message,

the core nedwwskva2iomsti gates the task which will lead to the routing of
the communication to the DRNC, and retransm_ts._ the to . the er
transpaPent|y. Thes®"HrY ahgehBft BT8RO s 8fvE e nglégreécs’aitﬁle pérg{) em si nce

bet ween: t hexmppens ptivhiichHche SRNGt 25i §ransoats bhesvalfueref ¢#N and
that at which the DRNC receives it, the HF&éi n. force on, the UE side has
been abl e $QUBEST nEPerként BUPLFHPY dCur ST RAEH 19 e PhSAFENP S S nor e

than 2.56 syépeder) eaeimeddbist Neo PR Godides thei ngodtffdighifi®amyvoid with

certainty qugg EQ?N). The current 3GPP specifications provide for
15 the relocation procedure to comprise the sending by the
SRNC of a message “Relocation Required” over the Iu
interface, in which the HFN number is inserted so that
the DRNC can synchronize 1its ciphering sequence
counter. On receipt of this message, the core network
20 instigates the task which will lead to the routing of
the communication to the DRNC, and retransmits the HFN

to the latter transparently.
These arrangements do not solve the aforesaid
problem since between the moment at which the SRNC
25 transmits the value of HFN and that at which the DRNC
receives it, the HFN in force on the UE side has been
able to be incremented. This occurs each time the HFN
takes more than 2.56 s to be received by the DRNC, this
being difficult to avoid with certainty given the
30 queues which may be encountered by the messages in the
asynchronous core network and the times for processing
the “Relocation Required” message by the switches 10.
Errors may also arise if the HEN takes less time to
arrive at the DRNC: if it 1is transmitted at a moment

35 where CFN is equal to 255 for example, it 1is very



- 30 queues which may be encountered by the nessages in the asynchronous
,core network and the tinmes for processing the "Relocation Required"
nmessage by the switches 10. Errors may also arise if the HFN takes | ess
time to arrive at the DRNC. if it is _transmtted at a noment 35 where CFN
is equal to 255 for exanple, it is'vé@y‘lz likely to be received by the
DRNC after increnmentation of the HFN value at the UE. The above problemis

encount ered:1%¥®in BoeRe grestierdadit ehedsPRVR ehd SHHED SHFTET tEte Ekecut ed

5 without ugfng,d hergeespdiversigy wede. In an HHO, there is generally a
doubl e broadcasting phase during which the sane item of downlink

information is tranbhet tawt mpoaiesusiy ofnCBBRRcEEEess"EBOAYES. This
enabl es the LE L0, receive,J0s the i nformatiens i niended . idxadddut

interrup;io% as soon as it switches to the second access resource. Hence,
t he RNC5i n ehanget ofisihe thegetcredlivensityrapiidly becone aware of the

ci pheri ng sequence unter re iLng t.qa th an HHO i 0 be
executed. 15 Nbreovgﬁ, Fﬁe ﬁﬁgwof #ﬁ%kgardgi c§?+$}¥?f?t ?s %§Q§2$ent from
the previ ousrSRiCasgengr abhygshasdnoingr i @hiahar dess ssfme hel tIGAN colint er
since there,is no . macrodiversity. The val ue .sent revious. SRNC
nust.therefg?gngbgér%ﬂgar qﬁ§”¥héslgﬁﬁﬁ%ﬁ%}ﬁ%$cgg*ugggB?Pg%% so t hat
it will veryothkelcrele ohsodet®es whehibt dmablecei vleel B thdee RN DFet he

target cell iiven the, ti t t hr, h th . h K.
Thi o dridubatRer PAPFRREAPE. £8CERPRANIOE 1oF CHE T o enbes of Dy T hi o

_ ! synéﬁronlzation
of the base].csébﬁtle%]S,itV\lhBQﬂﬁaﬁesyn‘cdﬂl’Qﬂie‘ﬂatsie@m)nics aotenscessavyréor the
operation o a UMIS network and is not utilized by the standard. |t should
be noted t hHENFR’t heNRorBYT andhardtr ISodds & ethégﬁﬁéssuﬁ?ggerwu?ﬁe

probl em conghgened akewme dARSNOLT athse ciPhese NOsddadsar eptntodes are

CSN relating to the UE when an HHO is to be executed.

15 Moreover, the RNC of the target cell, if it 1is
different from the previous SRNC, generally has no
prior awareness of the CFN counter since there is no
macrodiversity. The value sent by the previous SRNC
must therefore cover as far as the least significant

20 bits of CSN so that it will very 1likely be obsolete
when it is received by the RNC of the target cell,
given the routing times through the asynchronous
network. This drawback is difficult to eliminate in the
absence of synchronization of the base stations, which

25 synchronization is not necessary for the operation of
a UMTS network and is not utilized by the standard.

It should be noted that in the non-transparent
modes of the RLC sublayer, the problem considered above
does not arise. These non-transparent modes are

30 intended for packet transmissions, for which there is
generally no harm in momentarily interrupting the
transmission during a handover or during a relocation
procedure so as to ensure, for example Dby an
acknowledgement mechanism, that the correct counter

35 value has been received. Moreover, it 1is the RLC

sublayer which caters for the ciphering/deciphering



30 intended for packet transm ssions, for which there is generally no harm

in nmonentarily interrupting the transm ssion during a handover or during a

rel ocation procedure so as to ensure, for exanple by an acknow edgenent

_nmechanism that the correct counter 35 val ue has been received. Moreover,

it is the RLC sublayer which caters for the ci pheri ng/ deci phering 13

function in_the non-transEarent node, b£ using a sequgpce nunber of the
ont

header of eBRRCREEY PDU unfiiet oNCBAEEFREPAERE tdal'RIE Yned'§'*Y hid RLC- PDU

unit. This ssgqughsennnpber ds tkansehbbed dimenesy pRed-pso tuate the 5
ci phering counters need not be synchronized at the two ends. In the

second- genefRAEi BRE GSM 8y siedas TR BystBaff BFCVBBRYI &nddmmuiitait i on”)

using Time Diyiished nMibLiphe AceesHhicTRMALThYaues, dhadpherdng is
1.0 effective'only over the air interface. The increnmentation of the

ci pheri iy keypherbagedovntene nepstHIohi bat PpRAChieRiredpast the tHeo TDVA
hyper frames, 4uwhich is achieved in an unambi guous manner on either side of
the radio Ilnﬂ in the framework of the time 15 nultipl exi ng schene.
Therefore, the abovénpridisd eredord-grotrakise €ithesysWess/ 00458okkscl oses a

radi o accesg %%!éztne@ord%%éfff' From G e owgphuégr??cﬁﬁ r'ﬂﬂv%&ié#e .
comruni cati onS I's carried out only over the air nt érface. constraint
of this sysMemtipléhakcidssreiMAs Deaudthrioniezat i oheof cihbebasg stations on
t he s%%Je o% thg.TDWA nmul.ti framnes. Nb£§over .the .s ne Eﬁpizati?neof t he
ci phering cBOAEEFEYFs | 8 YwherPVThe eXkehang8d bet WEEIT 1HS base Stations
take a tineigbrgmeatetibhamf heheel aiphetynghkedy diusatbasedf ca ubktifrane
(0 e« amyRELESh 0L L 0E BrASENLCLOUERt I et Gofhl of fhe Be SOheL] o 1O

which 1is achieved in an unambiguous manner on either
side of the radio link in the framework of the time

15 multiplexing scheme. Therefore, the above problem does
not arise either.

W098/09458 discloses a radio access system
derived from GSM, in which the ciphering of the
communications 1is carried out only over the air

20 interface. A constraint of this system 1is that it
requires synchronization of the base stations on the
scale of the TDMA multiframes. Moreover, the
synchronization of the ciphering counters is lost when
the exchanges between the base stations take a time

25 greater than the relatively short duration of a
multiframe (120 ms).

An object of the present invention is to afford
a solution to the abovementioned problem of
synchronizing ciphering counters.

30 The invention thus proposes a method of
controlling a <circuit mode communication logical
channel between a radio terminal and a cellular
radiocommunication infrastructure. The infrastructure
comprises at least one core network, radio network

35 controllers linked to the core network and comprising

first and second controllers, and base stations



-synchroni zing ci phering counters. 30 The invention thus proposes a nethod
,of controlling a circuit node communi cation | ogical channel between a
radio termnal and a cellular radi ocommunication infrastructure. The
~infrastructure conprises at |east onge core network, radio network 35
controllers linked to the core network and conprising first and second
controllers, and base .stations 14 raoavided wth radio.,interfaces and each
Tnked to oRECYSHSRna i e work EORErol IRKs SHRb meTREA comptiees ¢ he
steps of: -cestakl irdiing détheast conerbillstscommeningaiian pahbriSepet ween
the core network and the term nal, passing through one of the base
stations antPEhPbBRR PReé first controller constituting a master controller
for said first-pathapiibhaAghhtt NRE sinfRfdTati it Redhmh i Qg 1 6n t PeLhogi cal
10 channel along the first Communication path; - establishing at |east one
second comuni caPebricepathebesrweemetie ko hdtidricamina he Pasainal
passing through epe.ghnt ke Pase shatigns and.c1Hroughqt hey . saepNdegantrol I er
constituting a 15 naSter controller for sard second path; and -
transmtting inféithati e@engarctldian neenst itet ingi ealmasditannebnbrohger he
second connunicaghgnsgggh iIQg Fggggnation transmtted al ong each

comuni cation path is ciphere na portion of said 20 path going fromthe
mast er control Fekrapsmnhétiadi anffermatdlon T teiipherd riip i shpetdoriord as a
functi of par i si.ng cr i_phering sequence
nunberqg%nbined éﬁ?hgégi§9§g§.§#ﬁef%§§?e98%@§ﬁgfgﬁg8? gﬁgﬁfhe term nal
jointly increnenesthbl25hchpgheatnglsegtienceenusbeondt tbmmuafieabiohranes of

determ ned duratjony 504510 hake Lhg. SR, &RNeLiR0 2" aUBLERS Lo al low
deci phering of the I'nformation.” The

passing through one of the base stations and
through the second controller constituting a
15 master controller for said second path; and
- transmitting information pertaining to the logical
channel along the second communication path.
The information transmitted along each
communication path is ciphered in a portion of said
20 path going from the master controller to the radio
terminal. The ciphering is performed as a function of
parameters comprising a secret key and a ciphering
sequence number combined with said key. The master
controller and the terminal Jjointly increment the
25 ciphering sequence number at the rate of frames of
determined duration, so as to have the same ciphering
parameters to allow deciphering of the information. The
second path 1is established 1in a transfer procedure
which comprises transmitting adjustment data from the
30 first controller to the second controller and
suppressing each first path. Said adjustment data are
representative of a current value of the ciphering
sequence number and of an offset between the ciphering
sequence number and a time reference available to the

35 second controller.



-second path is established in a transfer procedure which conprises
,transmtting adjustnent data fromthe 30 first controller to the second
controller and suppressing each first path. Said adjustnent data are
_representative of a current value of the ciphering sequence nunber and of
an of fset between the ciphering seguence nunber and a time reference
available to the 35 second controller. - 15 This nmakes it possible to
preserve the continuThysof makesensrit atbP@ss BPle hetei pMerEseF VSequente

nunber in t i er.m nal : n 1180 h 25Q0ESS e
adj ust nent g g§g%gg vgg‘p?%%%ﬁ§§§¥¢§$958§0%%§oﬁal'%%} igﬁﬁ?%e %iphering
sequence nunbebewhiich tihe | nedéoentsrmindl t hdthe neeeapdt ecoitt @hbeousl y by

the radio ternmnal. e execution. of the t .er. .pr, dur.e her ef or e
be transpar@ﬁ?c?ﬁs?ﬁeIEﬁCaIéngqﬁnﬁPﬁft?erégﬁgﬁsefof$%§lg??%efﬁgz ween t he
ci pheri g segnencélenunbenldnd the tdiphearefrer eresmenad |rabhleet owlh heh second
controller is referablg negﬁur d. by the t

ESpYdé&nst

. ermpal on the basis of radio
si gnal s receFvedSf o toﬁ”ﬁﬁ%ﬂ&ﬁf%%l%%ﬁ?%? DTt %i%Xrg??er and
carrying 15rhafer metrn@nanel ahieng e Sdicth td frecheferancter Thrscédure
ref erence advant ageously corresponds to a frane c e mai nt.ai hed for a
base statioﬁaPiﬁﬁﬁf%ﬂ?%&m@%eéEﬁ&SQﬁﬂﬂ¥bl?%rE%Fn%ﬁﬂ% i3¥8rofﬁi Eg?ocation
procedure 28rfi®hkowi ng an SHO this offset may have been at least in part

provided to the second contraller in the course of the establishing of a
new comfni cati on pat Ahgasefhgett nPEtYReE ba88 sEAPRBRIMPNkBEILS ERI s

second -conppabker .antushe i RiQBe RO RNt 2041 1 Big] 8BtBOGhd hgecdRdt r ansfer
procedure conprises: - a phase of establishing at | east one first

additi onal paPRrBet@Eent$ heredesakdtiwirkasnee¢ hdy the terminal on

the basis of radio signals received from a base station
linked to the second controller and carrying
15 information relating to said time reference. This time
reference advantageously corresponds to a frame counter
maintained for a base station linked to the second
controller.
In the case of a relocation procedure
20 following an SHO, this offset may have been at least in
part provided to the second controller in the course of
the establishing of a new communication path passing
through a base station linked to this second
controller. Thus, in one embodiment of the method, the
25 transfer procedure comprises:

- a phase of establishing at 1least one first
additional path between the core network and the
radio terminal, passing through a base station
linked to the second controller and through the

30 second controller in addition to the first
controller constituting the master controller,
during which some at least of the adjustment data
representative of said offset are transmitted from
the first controller to the second controller;

35 - a macrodiversity phase during which information

pertaining to the logical channel is transmitted



"radio termnal, passing through a base station Ilinked to the second
,controller and through the 30 second controller in addition to the first
controller constituting the master controller, during which sone at | east
~of the adjustnent data representative of said offset are transmtted from
the first controller to the second tontroller; 35 - a macr odi versity phase
during which information pertaining to the |ogical channel is_transmtted
16 si nul t aneousFyMalbApearstBast 3we % i r it cohfaffcat %P pat hsTFhel udi ng

said first addi thehahiRathonand sadénd el oGaldiemiphase daring whiget he
adjustment 5 data representative of the current value of the ciphering
sequence nunber afgéitianshki peel;/feBfhthe first controller to the second

controller, after | gh,gagh fi pat i repliacedcAy a;gegengdepath not
passi ng through the¥€%rs? cont#% é?. 1OJ+§Jsinﬁ1ify t he %rgcedu$e, t he

rel ocation phasdanil | rgenesattat bee pedf ofhed cafrenta pabse off Shppressing
each first path %§§g§§§ﬁgn%f§ﬂ§§%%hﬂU%%ef“%%E“kf&H%ﬁf%ﬁéﬁ-f%%fgtﬁgere s a

macrodi versity p justment data are advant ageo
transmtted fromftimet féorstralogr okberthe theosdcarmhtommtlkest,| eafthrough an

interface provided.between the radiq,network . ¢ rol | er L fh passi ng
t hrough the corewﬁéfﬁoﬁﬁph HF&ta§)3:s %ﬁuf?ﬁggggg%r ¥h§ %%%§%%e§g£h
transporting then2@ ehksenhgdahaocughhave tfd dze proodessdcdry the swi tches of

2 ust rEht data and hdRcs SCRE Gk CBF ¢ RGHCArFEgr ng TS oot CCRE E8cond
control | er. pAkiser nat i vel yend el ag] wsd mpat fdatmed 25fteansan phededupitng t he
phase of establ | SN gt NEaLh" SE; AU 9N RAD, JBY, DO L ANH R through
second controller.
When there 1s a macrodiversity phase, the
15 adjustment data are advantageously transmitted from the
first controller to the second controller through an
interface provided between the radio network
controllers, without passing through the core network.
This avoids the need for the messages transporting the
20 offset data to have to be processed by the switches of
the core network, thereby minimizing the duration of
transmission of the adjustment data and hence the risk
of them arriving late at the second controller.
Alternatively, the adjustment data
25 transmitted during the phase of establishing the first
additional path may be transmitted through the
interface provided between the radio network
controllers, without passing through the core network,
whilst the remainder of the adjustment data is
30 transmitted during the relocation phase through the
core network. This is advisable in particular when the
offset is represented on a number of bits greater than
that required for the execution of the SHO. The risk of
obsolescence of the adjustment data transmitted through
35 the core network is then reduced since these data may

be validated insofar as they do not reach the second



-interface provided between the radio network controllers, w thout passing
,through the core network, whilst the remainder of the adjustnent data is
30 transmtted during the relocation phase through the core network. This
_is advisable in particular when the fset is represented on a nunber of
bits greater than that required for:%he execution of the SHO The risk of
obsol escence o t?ﬁ adjug ment dfta tran%nitaggithrough 35 the core network
is then redi®BHT 81 hEE t'Héde HalGl Ay ITHETTAI i e T Rs6¥S eaéﬁihg@edo not
reach the seeéndt-vadTueeontroller with a delay greater than one cycl e of

the offset values. In another enbodj nent of thg net hod, the_ first and
second paths have raditB | PRRENPESpBRPPIEF§NES Qhippblheed™®inaff f eteft access

resources, Eoksexam esdibhar ehitiear hbee froauengieks( HE gaselvel Jhe
transfer  procedure may then conprise: - sending the adjustnent data from

the first ¢EBRPPBEEEEr RY CAd feeehhd RBAEFDI ITESVHEEShe for0 e¥amPhal is

within radi g; kapgenef &Mhase stald hofed hepggcendcpat hpnd i pkedsto -t he
second controller; - a phase of sinultaneous transm ssion of radio

signal s transperHPRg TAE Shere FAfMBrAaeion ciphered 15 by the respective
base stations Qfsg 8i brsqjﬂpq ag;ggg eH@th%éth smt£§ﬁlng:qyerflpgtternlnal

fromthe radio lin o% the first"path to the radio I'ink of the second
path; and 20 - soppressiayg the fithst patdeond heareymndr tomesm théng and

receivipg the cipheped. i qfsorm¢9r0 alkgag tﬁé%(?%fe‘%?f‘dfap%%e'%‘t&‘i ncase,
the adjustnment data are  generally transmtte romthe Tirst controller to
the 25 second cohtradller tkrough tgetitorelnekedrk.to the second
controller;
- a phase of simultaneous transmission of radio
signals transporting the same information ciphered
15 by the respective base stations of the first and
second paths;

- switching over the terminal from the radio link of

the first path to the radio 1link of the second

path; and
- 20 - suppressing the first path, the terminal
transmitting and receiving the ciphered

information along the second path.

In this case, the adjustment data are

generally transmitted from the first controller to the
25 second controller through the core network.

Another aspect of the present invention
relates to an access network of a cellular radio-
communication system comprising at least one radio
network controller arranged to implement a method as

30 defined hereinabove.

Other features and advantages of the present
invention will become apparent from the following
description of the non-limiting exemplary embodiments,
with reference to the appended drawings in which:

35 - Figure 1, previously commented on, is a

diagram of a UMTS network;



“Anot her aspect of the present invention relates to an access network of a
.cel lular radi o- comrmuni cati on system conprising at |east one radio network
controller arranged to inplenment a method as 30 defined herei nabove. O her
_features and advantages of the pr es_ezlt invention will become apparent from
the follow ng description of the no 8Ilmtlng exerrpl ary enbodi nents, wth
reference to the app ended %r n S. in which: 35 re. 1, Pr V|ously
commented on, is a J(ﬁ’%ﬁ‘?a r ofP ]n\étﬁBWen%d Ifﬁburé 23 priifousl y

comrented on, is a shawtingshowhag tBeganhdaaiczahi on iim Iayaqrémf of
communi cation protocols eppl oyed over the I’adI(j)_ interface of the, UMIS
network; 5 - Fi gur QU E %h%nypEBHﬁﬁﬁg'édeB‘H oy§da OVEIh et i 2 Agr am of
a ci pherl ng nodul e psedrffcetdbe MAC tayern®twardMIS network; Figure 4 is a
Si ITp|Ierd di agram of a UMIS network to which the invention may be
applied;?® 10 - Frguf€3u5eto38 arRrelVhepahE ofoMRei&dworRNof RiSgurd 4
showi ng the Iinks V@&ﬁ&néffcagléggaﬁt ofVal 'cqlgﬁne'ﬂ%ga%o%@lfe a; £QMuRi cation;
- Figures 9 and 10 are flow char steps of a relocation procedure
whi ch are executed ths MaSpkayevepy @yUléT§oD¢‘é\é0RNC and by a target RNC, -
Figure 11 is a siLnp agram of U rk t t he
i nvention nmay be a%%)%]ilg% ddzoq- nh usrgrgmigg%%dl%irgar%eé aéJr(farrg V\@‘?ﬁe
net work of Fi gure ndtehoki hg wlhecm hks whivehtaere mevi e aprpliadious
i nstant;g, of a com*ruﬂ(gg}égn Figuge_ 4. s t&ov%%r[aamlng&n%th\éorr{(eﬂmlr@sgfuct ure
for supporting the no ITB.CI’OdI versit

Figure 4 showing the links which are active at

various instants of a communication;

- Figures 9 and 10 are flow charts of steps of a

relocation procedure which are executed
15 respectively by a source RNC and by a target
RNC;

~ Figure 11 is a simplified diagram of another
UMTS network to which the invention may be
applied;

20 - Figures 12 to 14 are diagrams of the network of
Figure 11 showing the links which are active at
various instants of a communication.

Figure 4 shows a UMTS network infrastructure
for supporting the mode of macrodiversity between
25 several SRNSs. The infrastructure sketched has a
deliberately simplified configuration to clarify the
explanation of the invention. The core network
comprises a mobile service switch (MSC, “Mobile service
Switching Centre”) 30 for the circuit mode, linked by

30 Iu interfaces to two radio network subsystems (SRNS)
each having an RNC 40, 41. The two RNCs 40, 41
communicate with one another via an Iur interface and
respectively monitor Dbase stations 50, 51 (node B)
through Iub interfaces.

35 Figures 5 to 8 show active communication paths

between the core network and UE 14 when the latter is



- 25 several SRNSs. The infrastructure sketched has a deliberately sinplified
,configuration to clarify the explanation of the invention. The core
network conprises a nobile service switch (MSC, "Mobile service Swtching
Centre") 30 for the circuit node, linked by 30 lu interfaces to two radio
"network subsystenms (SRNS) each havi r%g? an RNC 40, 41. The two RNCs 40, 41
communi cate with one another via an lur interface and, respectively nonitor

base st ati iV 50 - 510 ( hBEe SBFUatAPHUGH |HPYTR ef f ated 1185 PRl 695 to 8

show acti ve,comuaiaat i QReRatifs 4 beLWRen iR 00 Ea Med MOobk + 3BEnUR Hk4 when
the latter is 19 noving. In the situation of Figure 5 a first path has

been est ablNM$®he#l i rfrmél cbhoerh drfal thuaHER betSe&NG Hé RBEYBBJarid® he UE 14
t hrough thgrgi\l&h &heher%e of s+ SRNG ANl t henbasenst ali g pO. The

SRNC 40 an each ave an MAC i nstance which, for each dedicated
| ogi cal Schaimel U caaerw thaW@deaalndMéécthGF@@@@I ovnaEh ¢ onfrmi c%ﬁqkbn

caters for é&g ciphgriy %anl}{éef' ng feg%ms hhaLespegt of i

i nformation Ctransmtte over this first pat he manner 10 |nd| cated
with refereidteetoidngurfe 8ommheiskatipo, ptaaﬂaéffrm erfo r( Ckhe BEARER r IMARECT! ON,
LENGTH) of u e|n|t|aI|z n r t i

count er ‘h%@ed%%e#‘%?w?dganﬁ +Pha hﬂcres C% Ioﬁ‘:at ﬁéo II?a(()n of Figure
6, anot her paihshasted5 been e&thabsl [ sfhezclsu n pathodl \zersrdh)e nmockenroet ween t he
M5C 30 g)nd th(g UE 1 thrng e RNC 40 E,RNC 1 aﬁll ng tthe rol e of
DRNC antd t he"BhSat st at Vo 51 FeLBEFBFE thé’ edt @S hitg of'S hiStVrHer path,
the UE 14 ﬂa@ﬁaxﬂeaebsed (Cke BEMRESS,f salIFEdEIOREN LENGDWN 20 fci ptiesi ng

sequence nu and t he frame nunber SFN broadcast b he base station
51 over its™ Bg\v\lh?l Ir%p GOfmohR 8 harhiet 12 1 1A SL Ut £ S8 2HS r%a%ﬁfed th a

finer resotytiheadrthannthatpbeént peotddaa byasrse. RRCssvabee is

In the situation of Figure 6, another path has
15 been established in macrodiversity mode between the
MSC 30 and the UE 14 through .the RNC 40, the RNC 41
playing the role of DRNC and the base station 51.
Before the establishing of this other path, the UE 14
has measured the time offset A Dbetween 1its own
20 ciphering sequence number CSN and the frame number SFN
broadcast by the base station 51 over its downlink
common channels. This offset A is measured with a finer
resolution than that of the 10 ms frames. Its value is
forwarded by the UE to the SRNC 40 (RRC layer) and the
25 SRNC 40 transmits it to the DRNC 41 over the Iur
interface in the macrodiversity establishment
procedure, so that the base station 51 has, as regards
the UE 14, a transmission aligned with that of the base

station 50 on a scale of the order of the symbol time.
30 In the current state of the specifications, the
RRC layer of the UE communicates to that of its SRNC
the value of A modulo 2f x 10 ms = 2.56 s. We denote by

Ax = (CSN - SFN) mod 2% the number represented by the k

least significant bits of the integer part of the

35 offset A expressed in units of 10 ms (1 < k < Q). The



-forwarded by the UE to the SRNC 40 (RRC | ayer) and the 25 SRNC 40 transmts
it to the DRNC 41 over the lur interface in the macrodiversity
establishment procedure, so that the base station 51 has, as regards the
~UE 14, a transmission aligned with that of the base station 50 on a scale
of the order of the synbol tinme. 30 I9r the current state of the
specifications, the RRC |ayer of the UE conmmunicates to th%t of its SRNC

the val ue of°A hSdd%o ¥p ¥ To és Rits s5and. thE diflbt @by ~Ak“= RIS - SFN)
nod 2k the e g£g§ ed hy fthe significa [ he
i nt eger par Hg?%t]“:hen([a o%gsegQA eAxlﬁr'e?ggﬁgi%%t’unilt?sb%wl%tdr‘fgs%% (<1é_h 50
The 20 CSI\U’@ggngo@nAFI)VI_:&Z. bits and the SFN on Q = 12 bits, the UE
measures AQ = Al12. However, it only advises the UTRAN of AP = A8. In the
situation of Figurel®, the |®hieatios chhnneigiseciphertll onl@ak®abf the

two paths b S ! 1 hg/ dec) ri ul i eg.| e MAC
subl ayelr%s o%h%ﬁgeg&?4gigﬁ§£%$ tO%e %JEB§4OQ% gg?eé?&oﬁbégﬁ% %gln‘glu?]%ti on
modul e has bema creaeednion deayehel,ingn madel enes handted tihe tSRNGIHO and on

t he ot her hand,ip 0 _th E It situatio f, Figure. 7 pat h
passi ng th?ggéﬁy?ﬁ% Stgsghs at’l oCn 4;% %g% Bge%%s?u@gfééls'eg%] %leecéggl o link
no | onger behdgcombfiaetlipngoodidealhdy. bdée cRBEL48 dni |laysrayl, tée rol e of

SRNC al t hou it _no.15 | onger . has se station in radio link with the
UE. Converglej‘ley,ontehehaor% et p&fR i eggr 78 (cfrhe&éecé)ﬁ%&rofhanc&éu%%e be
still atther that b8 passi ng through the DRNC 41 in macrodiversity node;

furthernore, the path i ch has,k .been established first way of the DRNC
41 coul d have 20 bé%n\égﬁppsrlgé’saetdfn T‘Frg Ebgﬁ‘irfei at i"8s pparh%tbi%%s?h%? in such
a situationhrbhghSR¥Me 4Dasan steriiest 80r elaacabéon Iseadimgsddy tbke
situation ikggigrﬁgg %%'ﬁé%g§}85e525 g%e%g%%iy good quality. The
RNC 40 still plays the role of SRNC although it no
15 longer has any base station in radio link with the UE.
Conversely, the other path is preserved (there could of
course be still other paths passing through the DRNC 41
in macrodiversity mode; furthermore, the path which has
been established first by way of the DRNC 41 could have
20 been suppressed).

The specifications provide that in such a
situation, the SRNC 40 can request a relocation leading
to the situation illustrated by Figure 8: the previous

"DRNC 41 becomes the new SRNC to which the MSC 30

25 switches the communication. The request 1s made in a
“"Relocation Required” message transmitted to the MSC
over the Iu interface and containing a field intended

to be transmitted transparently from the RRC layer of

the source RNC 40 to that of the target RNC 41.

30 According to the current specifications, this field
contains the current HFN, that is to say the M-P = 24
most significant bits of the ciphering sequence number

CSN used by the RNC 40 and the UE 14. The core network
processes the “"Relocation_Required” message and

35 transmits the value of HFN in a transparent manner to

the RNC 41, the latter being able to supplement it with



- DRNC 41 becones the new SRNC to which the MSC 30 25 switches the

. communi cation. The request is made in a "Relocation Required" nessage
transmtted to the MSC over the lu interface and containing a field
intended to be transmtted transparently fromthe RRC | ayer of the source
RNC 40 to that of the target RNC 47T. 230 Accor di ng to the current
specifications, this field contains the current HFEN, that Is to say the

MP = 24 nbRe Symgitcanelvie sodf the GiPhedesycssquéne® ntiderSENSN used
by the RNC 40 and the. UE.14. The cor two e S "Rel gcati on
Requi red” nBR%a5e" and’ 3515 aﬁ?r]ﬁgte% tﬁ%ﬁgal %Iégofﬂjﬁ[ﬁi%ﬁl isczl%a %)?grslsegarg%t manner

to the RNCpééviéggéya%e%it)sar.lgc@h' e {QrRURPASIEALG T 28 WitHe 2dumitdie current

val ue of the CFN uced fromthe SFN counter of the target cell and from
the of fset @8N prlews ousigpIswwitved: GEN e SENed BY nbHe2gneThdiMunber

CSN t hus suppl ni e e.us b he 1n 5 1 0si e din the
RNC 41 f%or ?ﬁ%gﬁﬁ%cgrggggﬁnéﬂ %ﬂ%\%g$e?,l %%&N llas.&le%‘%n%lggu@?% "the HFN
has been nBdwéved, attitihe ICoWel isf dimordwuriidg the tHER bfs theerit of

t he HFN between_t he RNCs, 40 d 41. To ayvoi h .erraq R 40, 41
can 10 appﬁ“?gfm-:egelé{;écattlh nag?%% dt?rfg g?eFﬁJg%rgégéggnd{ki% tt\r%/ﬁilechl\g%an be
execut ed i ntthasRRCofayhe. HENCBerekeaathenRNGs Béenndedilded on (step 100

of Figure 9), the sgurce RNC 4Q notes the current ue NE. of _t he

ci phering sequence ﬂ?mb%Yo’CgN t?%etseep fFE°ITB afk eseﬁgésit‘lﬁ tﬁie T3l get RNC
41 in ggoressppgeywhied GARLJEYIRAYeproeridare abE oFigores ofd t hedbi 18 of a
quantity Ak with k < Q (step 102), after which it waits for an

acknow edgelBhtNofaPhPs RESSH5E8Y(¢PepPE0BRC FPYRT< P, it is not necessary

to include Ak in 2@ntbe 1E$EE 3 NEEs ARekes addEathd kpawn(dted heORNC 41.
If P<k Q we can include Ak therein or onlgl its k-P nost si nificant
bits. This gganguéghﬁéve&h@ysource RNC 40 notes the current value

CSNE of the ciphering sequence number CSN (step 101)

15 and sends it to the target RNC 41 in a message which
can moreover contain all or some of the bits of a
quantity Ax with k £ Q (step 102), after which it waits
for an acknowledgement of this message (step 103).

If k £ P, it is not necessary to include Ay in
20 the message since Ap is already known to the RNC 41.

If P < k £ Q, we can include Ay therein or only
its k-P most significant bits. This can be achieved by
adapting the report of measurements which is sent to
the SRNC by the UE on the RRC connection so that this

25 report includes Ax (which is measured) and not only A;.

When it receives this message (step 110 of
Figure 10), the target RNC 41 reads in step 111 the
value CSNE which it contains and as appropriate the
information regarding the offset A, then in step 112

30 it calculates two frame indices TEy and TRx according
to:
(CSNE + &) mod 2*

TEg

TRy (SEFN + Ay) mod 2%



-adapting the report of neasurenents which is sent to the SRNC by the UE on
.the RRC connection so that this 25 report includes Ak (which is neasured)
and not only A p. Wen it receives this nessage (step 110 of Figure 10),
~the target RNC 41 reads in step 111 the value CSNE which it contains and
as appropriate the information reg"arQCﬁ ng the offset Ak, then in step 112
30 it calculates two franme indices TEk and TRk according to: TEk = (CSNE +
5) mod 2k TRRTS PENNLE AW otk 8O ovalper ef SERS SIoHE GATERT Vit ue of
the frame coydt @@kt the targst £8bbnasALT @PoH NGrhRet 1R @ or whi ch
the counter 23 of the RNC 41 will be initialized at a value CSNo. The

i ndex TEk repeesennseri R efctbeofRNgk 43 fiiighesbahiehtiig l3asHt iadned with

respect to o] i ng 0 t he,i nst tagtbhRg from
whi ch the %ggggg@?\lg'egggc#&g@a{{t G%ieb%/%é%%&%ﬁd Sl'ﬂe%po%{%lie\s/e@fo? 0

i nt eger 5 déskgaat ebighnmini pesiddoatidowish rmaadawy tof the eesRBbRgin units
of 10 ns. | ere i Lori.,inf.ar i,On..r r dj i 1,01 mum
durati on, WéO\t”FaI?g @@%@ﬁl%geegé Rkldr}%prlglssgﬁﬁst, r}itﬁ%%ﬁgcgsg%eér@y@{gﬁ t he
current val tbbeofiethegk leasikpsicgeidf iacarnthebittasrgdt RMNE. rimbepoCSNLiwe t he

| evel of the UE. The assigning of TRk to the k least, significant bits of
CSNo is perP&rRed t59e% &t 8651 83atR%e e HHE MK HUSTE Gy T i EARE1BFts of

CSNE are fupkherasgigaggdet 04 hager@f &BNag kis.theri Re@reTRKs | o5l | er
than the index TEK (step 114), there has been an overflow in the k | east

si gni f ildant PbiesiofinfleamesN osorrEar et it Bhhgd Ty e ZOIFEE Idri nge t he
To do thi's, "PRE O\ i T aF 19t AR Vil b GERESTE T het Gass BImOIY FhaUl o M
in step 115¢hef cliRkelEk (alséepfllvhet ke 14484 | aigAaki eanvaluie SCSHo
obtai ned intﬁgegu%%gri%SN at the level of the UE. The assigning of
TRy to the k least significant bits of CSNy is performed
15 in step 113, where the M-k most significant bits of
CSNE are further assigned to those of CSNg.
If the index TRy is smaller than the index TEg
(step 114), there has been an overflow in the k least
significant bits of the CSN counter maintained by the
20 UE during the routing of the message, so that the most
significant bits must be updated. To do this, the

initialization value CSNy is increased by 2%, modulo 2%,

in step 115. If TR, =2 TEx in step 114, the

initialization value CSNy obtained in step 113 is
25 correct.

The target RNC 41 can then start the MAC
instance for the communication in progress, and 1in
particular the ciphering module 20 and its associated
counter 23 (step 116). It also creates a selection and

30 combination module if the UE is in macrodiversity mode
in the target SRNS. It subsequently returns an
acknowledgement to the source RNC 40 (step 117) to
indicate that the relocation has been achieved.

On receipt of this acknowledgement, the

35 source RNC suppresses its MAC instance relating to the

UE 14, and as appropriate 1its selection/combination



" 25 correct. The target RNC 41 can then start the MAC instance for
. conmuni cation in progress, and in particular the ciphering nodul e
its .associated counter 23 (step 116) . It also creates a selection

.conbination nodule if the UEis in macrodiversity node in the targ
It subsequently returns an acknomfe&&eﬁént to the source RNC 40 (s
to indicate that the relocation has been achieved. On receipt of t
acknow edgdiitie t hests®h shltkte RNE stPpr e$§&80ML§IRBEC st dfce Y ating to
the UE 14, and; asg appraphi af e sbke1$kect + pRé sogbl natiiton-an 23 ¢ _
104). If the acknow edgement is not received within a specified ti
it can repedte phrecpfeedwie BigWrgure @r opbabdrdorthicherragasst fwr

rel ocation.

rerdbe psocedure of Figures 9 and 10 correctly aligns t

ci phering process in the target RNC with that executed in the UE

that thé ti
target RNC
fulfil. It

mescal e fOre rpubcagurhe afesEagerés o tdred solr cwRNC tly
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ti mescal es wiatupekecateldeast #4Bes.UELo geoovhidsd tiieat ofhsetticmamaliecated to
the DRNC in_.the preparatjon for macrqdiversjty can be widened tq Q bits.
Al ternati veﬁ?/r, f%ui%tlrﬁgs Eggsi%ﬁsesat%e p%%\?lmdegbﬁe Srﬁ%rscf%g\ﬁ% P sttqle

signi ficante bidse wiid dhes iddveLSNE The negsage oofs Figures 9 and 10 can
then be the "Rel ocation Required” nessage transnmitted via the core

networ RO the val ue CBNES aRangdsspPbl yis heasy Pteoshulsiighi fftaas bias

20 being pl

RRC | ayer of the target

nmessage of

15
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35

of AQ

ve . f _ _ ! ' f
14 ;Q‘?sgiR Ce_d t{cﬁf‘sﬁgﬁéeq('i‘@_r spanent a{ﬁmﬁrr%g e

i s moreover possible to transm
Figesesles and 100 over 2he Uamsti néerfsaceTo do this, the

offset communicated to the DRNC in the preparation for
macrodiversity can be widened to Q bits. Alternatively,
it is possible to provide the missing Q-P most
significant bits with the wvalue CSNE. The message of
Figures 9 and 10 can then be the “Relocation Required”

message transmitted via the core network, the value

CSNE and possibly the Q-P most significant bits of Ag
being placed in the field transmitted in a transparent
manner to the RRC layer of the target RNC.

It 1is moreover possible to transmit the
message of Figures 9 and 10 over the Iur interface.
This interface i1s also asynchronous, but it generally
allows shorter routing times since the core network
need not process the messages. In this case, we can
allow ourselves to reduce the number k, by taking for
example k = P = 8, thereby avoiding the need to modify
the reporting messages sent back up by the UEs.

The procedure of Figures 9 and 10 is also
advisable in the case of a relocation performed within
the context of an HHO. This may occur in the
diagrammatic configuration of Figure 11 which is
similar to that of Figure 4 except that there is no Iur
interface between the two RNCs involved 60, 61. It will

be noted that there could be one such Iur interface,



-This interface is also asynchronous, but it generally 25 allows shorter

.routing tinmes since the core network need not process the nessages. In

this case, we can allow ourselves to reduce the nunber k, by taking for

~exanple k = P = 8, thereby avoiding the need to nodify the reporting

nmessages sent back up by the UEs. 30<the procedure of Figures 9 and 10 is

al so advisable in the case of a relocation perforned wwthin the context
Fijur B

of an HHO PiHi s"%hy S6CdRYdi nf he2BPQYR EnMELITc THHF EF8HSEf YSure 11

which is siqidar 19 poakeOh FhgURErécXGEPLaRAL T HREQuUIEH AR S UITH35
interface between the two RNCs i nvol ved 60, 6 It will® be noted that

. 61.
there coul AR e FRIAITRNTnt EheaB¥CS240, bat Retoser Fiongifde aearidover ,
for exanpl g hacause dfigrkd ald ajrrAy betyeen-imty didf exent cayrier

frequencies. In another enpodinent, the RNCs 60, 61 belong to different
access Retworks (a UPRANYRAdad GERANIisr ekafple)is 5iplugpirehkrdsdwehari o of

HHO is il 1l ust L gu{ es t 4 | ne # fi.qgurat jon of
Figure 11. %gégégﬂﬁ?%F§%ur£§12%g aggéthhggkggﬁab%ggggg%ggﬁ1gHEoﬁ¥gntiona
manner bet igiegutechel NGB0t bfiline (Ebgerenéhwr k padht he WEtebltiwtmdh t he

source RNC 60 and,{he, 10 baperatatiop 70 dependepict or egn., he. s per f orms
the prescribed neasurenents 'on the common channel’'s of its ne|é% oring
cells in par¢tivardlarandetichavbel$ ohrbhgh basessuatieo®RNZ1 d0i e tthee t he RNC

SL 1D She ShdveLon ULt tated B Pl 2 Menyghe nalisls gf these
SRNC 60 sensisesdisidds B@asnrHhenteeqirestheessagen( "dHentoyes Bfepare")
o 30" est M TSI Bogiinty At fFTRE R | A0S FFOGREe1s) . Of e ame
informati orbpes t atBthgnt 01t hariegi cab ehanmalc d1s imansel tdiedidtiaxe from
the MSC 30 J'gloll.’usstelya(la{gé lggcsg‘igure 12. When the analysis of these
15 measurements shows that an HHO to the base station 71
is desirable, the SRNC 60 sends its MSC 30 an HHO
request message (“Handover Prepare”) designating the
target RNC 61.
When handover is triggered, a second path 1is
20 established, beginning with the downlink (Figure 13).
The same information pertairiing to the logical channel
is transmitted twice from the MSC 30 (or several MSCs),
once by way of the RNC 60 and of the base station 70
and once by way of the RNC 61 and of the base
25 station 71. In the uplink, the terminal 14 keeps the
parameters of the physical channel of the first path
until it receives a "“Handover Command” message asking
it to switch over to the other base station 71. On
receipt of this message, the UE 14 executes the
30 command, doing so once the synchronized network
completes the establishing of the second path. The
first path is then suppressed (Figure 14).
In the situation illustrated by Figure 13,
the downlink information is ciphered on the two paths

35 between the RNC and the UE. The MAC instance of the
target RNC 61 has started its counter 23 with an



-once by way of the RNC 60 and of the base station 70 and once by way of
.the RNC 61 and of the base 25 station 71. In the uplink, the termnal 14
keeps the paraneters of the physical channel of the first path wuntil it
~receives a "Handover Command" nessage asking it to switch over to the

ot her base station 71. On receipt o Yt his nmessage, the UE 14 executes the
30 conmmand, . doi ng. so once the synchroni zed network conpletes the

ng )
est abl i shi nPbflihe ¥8d8Rd path. PFOVILSSt Dat hthe t RERSHFes<¥d (Figure

14). In the.si ie@n i]lLusytxat y Fi 1 th o] li%‘iinf mati on
i's cipher edF%lflu&?%ée ?\Aoéljﬁ)%t hisé' 3?%% \/\gée%g%}%e %&F\E&Ean n?h\g@UE. e C
i nstance ofitdeudedgey BNE 6dulhas sNar tt@d iint S heourtaardd8e m Riepar 5

initial I CSNO ided by th d f _Fi 9 and . Th
ol uce CONEVGRIEAR BAR. bE - FHLTIIGE By Sohet SouFea RS BE°Th the “IBndover

Prepare’s nessqge and cetramrsnid tigtkhyrdie cocesnetworkrt ahch@s t@rget RNC
61. It is therefore necessary for the UE to have neasured Ak and to have
reported ithave| mgaspRNed Ap asithl to phaver alsippntsice kt =tQ 2tE2 SKCsoon as
it swtches,ov S jop 71, the,UE has its CSN nunber
synchroni zevglg %%a%\ni)t%gﬁﬁﬁggll%g&%fé% Fo_n%di f$2rt. It can therefore

i medi ately receive the deowt i rds | nftor matiitemeandoveransm t thhe kgde nk

information with tht./a correct UEci &heri ng. Oegﬁ t he base stat.ion 61 has

acquired syhEht8Hi Zati oSt HE s&&Snd 58t hors cORpPef ed> Y= T W c5F ¢ ai n

cases, 1ltthe WEthayt haveviheg ahadn aroodimeerisivt y iphaseétbetarentlidwee Sore ce RNC
and the target

RNC on a first carrjer frequen befqore perform ng an HHO
wi th change® e@éﬂ:?g}/ toretar?e”ieargébe Rlﬁ&wqﬁ%% chlg%(?ﬂl@!%lpﬁle t3A'9et RNC
is already 20afitnbt shethew tupltiitk of f15£brdkt DonApwish t haie | tcosraot
mandat ory tgiéggggﬁg[t 8%cghetg2ne %s%f %Q%Qﬂﬁ% 61 has acquired

synchronization, the second path is completed.

15 In certain cases, the UE may have had a
microdiversity phase between the source RNC and the
target RNC on a first <carrier frequency Dbefore
performing an HHO with change of carrier to the target

RNC. In such a case, the target RNC 1is already

20 furnished with the offset Ay or Ap, so that it is not
mandatory to repeat it at the moment of the HHO.

It may also happen that another UE has had a
macrodiversity phase between the source RNC (SRNC) and
target RNC (DRNC). When the HHO procedure commences for

25 the UE 14, the source RNC 60 can then determine the

relevant value of the offset Ay without Thaving
necessarily received it from the UE 14: it deduces it
from the CFN of the two UEs and from the offset
measured and indicated by the other UE.

30 It should be noted that the controllers
60 and 61 operating in the manner described hereinabove
with reference to Figures 11 to 14 could, according to
an alternative embodiment of the invention, be two
separate parts of an item of equipment situated at a

35 given node of the network. This item of equipment may



"It may al so happen that another UE has had a macrodiversity phase between
.the source RNC (SRNC) and target RNC (DRNC). Wen the HHO procedure
commences for 25 the UE 14, the source RNC 60 can then determ ne the
_relevant value of the offset Ak mﬁthqﬁé havi ng necessarily received it
fromthe UE 14: it deduces it fromthe CFN of the two UEs and fromthe

of fset neasured and_ indicated by the other UE. 30 It shoyld be noted that

the control P&r&t 6NandYBe dger BEFndMIn tHe e s c AP Bed rer B¥ Rabove

with referegegatathi gures May ood4ceouliflt saceadiat@ 160 mah@ldLrnasi ve
enbodi nent of the invention, be two separate parts of an item of equi pnent
si tuated attHO35PFfiVen afodEcBRrfie Het WSARE TRRS MAEm SR YEHui pHeRESmay 26

be of RNC typeci,frthe %&ﬁié@%lﬁ?turﬁtﬁnd de tuporpeparatg paghs may be
circuits separately managing the ftwo paths as regards at | east the MAC

| ayer, thesesYBFh&aneyscondnetat i Heese t teicwaligriot Bee | foan Sxamsyhehr onous
manner. The L LGuUi far e ied. b £ -q; etent. ¢ rds or
cont ai ned i%gfagégdi¢?e?%ﬁ% gég?%gggkofcgﬁggR . %F)&%ﬁle%{séﬁbetngted t hat
t he procedudéfétrerigorbesnetandfl0heaRNCake various equivalent forns. 10

Thus, rather than con %ithgRﬁgN%%ﬁﬁg eﬁn? a:{ﬁ££|¥het & Jlesgage 9

nessages sent to the targe con n any conbination enagling t he
latter to rétpueee 9t heseé pdr amehersak&orvaxiamd eegunvalealttochdbros.
following an. SHO 15 where the target RNC is already furnished with the

of fset UP, thESmesdielent'afo theteargre RNGicaANdedin afhPtheltdYrent

val ue HFNE ohet hge ddilandra putiefes SENEK reprasentgdqly i kobeagt
significant bits of he current "'SFN of the target ce?l (P<k< Q 20

i .e. SFNEk €OopEsiE angk)Fomsd ngit itme aratgdn NG ¢ ake tirih topeehréeus
previ ously %hggeAbafa&ggggsx 2P - SFNEk + AP)

For example, in a relocation following an SHO

15 where the target RNC is already furnished with the
offset Ap, the message sent to the target RNC can
contain the current value HFNE of the HFN and a number

SFNEx represented by the k least significant bits of
the current SFN of the target cell (P < k £0Q)
20 i.e. SFNEx = (CSNE - Ayx) mod 2%. The target RNC can then
operate as previously with A, = (HENE x 2° - SFNE, + Ap)

mod 2% and CSNE = (HFNE x 2% + Ap) mod 2".
In another embodiment, advisable in
particular in the case of the HHO, the message sent to
25 the target RNC contains the current value CSNE of the
CSN and the aforesaid number SFNEx (P < k £ Q). The
target RNC can operate 1in the same manner with
Ay = (CSNE - SFNEy) mod 2*.
Moreover, the time reference available to the
30 second RNC 41 or 61, with respect to which the offset
Ay or any quantity related to this offset is expressed,
could be different from the SFN of the target cell, for
example:
- the SFN of another base station linked to the

35 target RNC, whose common control channel has



~nmod 2k and CSNE = (HFNE x 2P + AP) nod 2M | n anot her enbodi nent, advisable
.in particular in the case of the HHO the nessage sent to 25 the target
RNC contains the current value CSNE of the CSN and the aforesaid nunber
SFNEK (P < k <- Q The target RNC c operate in the same manner with Ak
= (CSNE - SFNEk) nod 2k Moreover, th&time reference available to the 3 0
second RNC 41 or 61, with respect to which the offset Ak or any quantity
related to this of fsePSFR IR, PYeoute BE dilPFerBht 2PPSRPERIISEN of

the target cell, for sexaspheedtheSFNcak anpiere baggcst ationetdipked to
the 35 target RNC, whose common control channel has 27 been detected by
the UE (or by anot heralEowsnpervihgedndpsutengour cef RNOe, blidselty Aal | owi ng

t he nmeasurenent of th set Ak relating.to this,other station., Since the
5 target RNC knows thgeg%éé?%pgtn%i etgubset ﬁ%&%r tﬁgagﬁﬂg'ofgfﬂgeba%}ée stations

whi ch it5 supervises, tatgean RMLS kretwd ev@et heisorepahcival useledk; - the

SFN of any base stati i articular 10 that of the source cel|, if the
RNCs know the SFN of ?ggtsggg?wegr% t%@eva%a&?s AAEONE (' CRonttines

used for subscriber |scptronseser\itCesin -tRusi FetrebeeertR comrdsct 0 t he
RNCs, obtained 15 for exanple by neans of GPS-type receivers or the |ike
pi cki ng up synchroni zédlsegpal 4x/ transmitted by a constellation of

sat e! I | tes. In anot hgﬁ ergt%q\pi ntané[_ %Q%ei nve iglpl, tiple sour ce <_!I\IC
explicitly transmts only a nost sighirftrcant part “of R¥e ¥ or
exanpl & he HFN, conpehhtngfi tsel sourcedeedd ,wheh ttHee RN knidg tleast
significant part, SEN offsets between the various cells, as is.
sometimes used for subscriber location
services;

- a time reference common to the RNCs, obtained
i5 for example by means of GPS-type receivers or
the 1like picking wup synchronized signals

transmitted by a constellation of satellites.

In another embodiment of the invention, the

source RNC explicitly transmits only a most significant

20 part of the CSN, for example the HFN, compelling itself
to do so when the remaining least significant part,
namely the CFN, has a determined value known to the
target RNC (for example 0), which amounts to providing
this value implicitly. This manner of proceeding may be

25 suitable in the case of a relocation following an SHO

since the timescales for executing such a relocation -

are not critical.



“nanely the CFN, has a determ ned value known to the target RNC (for
.exanple 0), which anobunts to providing this value inplicitly. This manner
of proceeding nay be 25 suitable in the case of a relocation foll ow ng an
~SHO since the tinmescal es for executi such a relocation are not
critical. 28 - CLAAMS 1. Method of ¢ rolling a circuit node

comuni cation | ogi cal channel betweearriMsadio termnal (14) and a cellul ar
radi ocomruni cation infrastructure, 5 the infrastructure conprising at

| east one core network (30), radio netwark controllers %40, 41; 60, 61)
linked to the coré®etvdrk 9hd cHPE NGNS rst? andCSEEBRG  cdHTDl | ers,

and base staimRnsiddiod®liodfcalllchapimevi dad wadd &adizaionteydnaiges and each
| inked to one 10 of the radio network controllers, the nethod conprising

the fol | owi hytsteps: & «atbplashragiacomBaat caheori ridtf ottt i¢t$on path

bet ween st he, cOr £ Pet WOF kcBibet BEMbEE B Al atPA8SISRY orleh QUG ane,;®fk t he base
stations (50; 70) and 15 through the first controller (40, 60) constituting

a master coft@bl | erdiernehvdrki contpathers t(dnshilt iG%g iTlflor

pertaini ng | ogi-cal o Ghannel, gl o i st-qggﬂu Lgatd th; -
establishiH%9abﬁﬁéa§?£%ném§econd gg%nﬁ%%@%??%%hézgipat Eggmé%%ﬂ% e core
net wor k andcemereklenmal , angasdasg t letaatgicrone 690t heSBase Y.at i bhs (51;

D and thooughyihe, segond sont 1RLLEE, (AL A1) SRIPLLsnkUL G st er

controller Tor said secon transm ormati on
pertai AiOng ¢ the kadicahetghahknelondlroig etrlse Sédeomek tdomnedrgat 1 imgat h,

wher ei n thetﬁQfPéyfé&PH téggsgltted al ong each communi cation path is

ci phered in"a portron of said "path going fromthe nmaster controller to the
radi o - establishing at least one first communication path
between the core network and the terminal, passing
through one of the base stations (50; 70) and
15 through the first controller (40; 60) constituting
a master controller for said first path;
- transmitting information pertaining to the 1logical
channel along the first communication path;
- establishing at 1least one second communication
20 path between the core network and the terminal,
passing through one of the base stations (51; 71)
and through the second controller (41; 61) consti-
tuting a master controller for said second path;
and
25 - transmitting information pertaining to the logical
channel along the second communication path,
wherein the information transmitted along each
communication path is ciphered in a portion of said
path going from the master controller to the radio
30 terminal, the ciphering being performed as a function
of parameters comprising a secret key (CK) and a
ciphering sequence number (CSN) combined with said key,
whereby the master controller and the terminal jointly
increment the ciphering sequence number at the rate of

35 frames of determined duration, so as to have the same



30 termnal, the ciphering being perforned as a function of paraneters
.conprising a secret key (CK) and a ciphering sequence nunber (CSN)
conbined with said key, whereby the master controller and the term nal
jointly ‘increment the ciphering sequence nunber at the rate of 35 frames
of determ ned duration, so as to haveé® fie same 29 ci phering paraneters to
al | ow deci phering of the information, and wherein the second path is

est abl i shed“ 1@ 1Y anBRERTBFBEEduUr® Wi P onPRF&BESE BRSOt | e 5

adj ust ment datarfsemihe first controller to the second controller and
suppressing each first path, the adjustnent data being representative of a
current value of t3RdcyphesingtBeqgereedngatér ign@ sl Bregken det ween

t he ci pheripg §§gg§nceﬁ/g?%§5rgnd ghfiiclp;e 10 siierance avgidahl e 4o the

second contro_ler. 2. according to Claim 1, wherein the setond
control IPer #dlusengnprdeessésonhshadjfusisiremontdatld aredel etk fsorande fir st

controller (40 o] i gn i in que u whi it

i ncrenents ég%\f?ﬁi?%at a?‘r#cre?r%%%%%%?%no%ﬁ% y fg?/ﬁ%ﬂe”?g%% 1('.:ée}}ém nal
(14). 3. Meedpdstwent ddagat beChgi mepresedtanhereiaf saiurodritsetalwk) is
measured by _the term.n 14) on  the basis. of radi,o signals jyved from
a base st at?%n %el irgnjlpzrjlaerglonq he SECond cgﬁlfnrboelrl eranfj41;8f61€£andgfc§¢$yi ng

i nformati onbeebvaénngthe saigheriegr ekenareoee 4.nudidiod actorai ngine® C ai m
3, wher1 in sa%d time refgregce coggrises a.fra cggnter mai ntai ned for a
base stati oh®fFhRRGSt3VEha?Retohd EBRt POFPEF F4EETC25%61). 5. Met hod
according to any one of Clains 1 to 4, wherein the transfer procedure
conprises: 2.a phase métbstlabtcsbrdgnat teastCleme fiystwhedeimi onilad¢ path

between the gore netuork (30) o

61) processes the adjustment
data received from the first controller (40; 60) to
align the ciphering sequence number which it increments

15 with that incremented autonomously by the radio

terminal (14).

3. Method according to Claim 1 or 2, wherein
said offset (A,) 1is measured by the terminal (14) on
the basis of radio signals received from a base station

20 linked to the second controller (41; 61) and carrying

information relating to said time reference.

4. Method according to Claim 3, wherein said

time reference comprises a frame counter maintained for

a base station linked to the second controller (41;
25 61) .

5. Method according to any one of Claims 1 to 4,
wherein the transfer procedure comprises:

- a phase of establishing at 1least one first

additional path between the core network (30) and

30 the radio terminal (14), passing through a base

station (51) linked to the second controller and

through the second controller (41) in addition to

the first controller constituting the master



30 the radio term nal (14), passing through a base station (51) linked to
.the second controller and through the second controller (41) in addition
to «the first controller constituting the master 30 controller, during
~which sone at |east of the adjustneg} data representative of said offset
are transnitted fromthe first contrdler to the second controller; 5 - a
macr odi versity phase during which information pertaiTin to the | ogical
channel is transh??tee! LeF nmultHnesls N donGORE | 84st LBRGTi PEt the
comuni cati on pajdsusnediidi Rgtsair@dridssnt Addid | @hakapat isffard 1re a
rel ocati on phase during which the adjustnent data representative of the
current val ue of t¥®@sSMEfhe@ri AgCBeqtiBce fAESer A ¢ G thd ¥#9m t he
first controllergto the-sgeppdigpntrol ler, after which each first path is
repl aced by a second path 15 not passing through the first controller
(40). 6.5 Method &cdtral oy ¥er Gl mrhasghedeiranghewhiehockt f oFMPphERR i s

performed aftor .phase: ol .SUPPLESILRA £3CNALksl) PALh Aplnagsstog thr ough

the second cont Met'hod according to aimbos or b,
wherein the adjsstukhandavalare edamgnittatd fromrshe fitwst  cbhrsl | er

(40) to the secoggmﬁ&qt[%%##gﬁ (4\]/.\%%,{]}{1% ougqncﬁrﬁdj}qﬁgg%g%ﬁr ovi ded_ pet ween

the radi o networ con ers, out passing e core network
25 (30). 8. Metheddattondingatb; Chadm 7, wherein said offset (Ak) is

bi s, a0 expresstd FTHOTET he" o HTberuir T afke Cruh I8t TRESFBRAr i ng 30
sequence nunber {&6AN) depreaprasenitved ofi Mix t surMenP anbu€ e nghent egers
U L éigkéry%g sequence number are transmitted from the
first controller to the second controller, after
which each first path is replaced by a second path

15 not passing through the first controller (40).

6. Method according to Claim 5, wherein the
relocation phase is ©performed after a phase of
suppressing each first path not passing through the

second controller (41).

20 7. Method according to Claim 5 or 6, wherein the
adjustment data are transmitted from the first
controller (40) to the second controller (41) through
an interface provided between the radio network
controllers, without passing through the core network

25 (30).

8. Method according to Claim 7, wherein said

offset (A,) is represented on P bits and said time
reference (SFN) is represented on Q bits, as expressed
in terms of number of frames, whilst the ciphering
30 sequence numpber (CSN) is represented on M bits, M, P

and Q being integers such that 0 < P < Q < M.

9. Method according to Claim 8, wherein the

first controller (40) transmits the adjustment data



9. Method according to Claim8, wherein the first controller (40)
.transmts the adjustnent data 31 during the relocation phase at an instant
at which the P least significant bits of the ciphering sequence nunber
.(CSN) are zero. 10. Method according P Claim5 or 6, wherein the 5

adj ustnment data transm tted during the phase of establishing the first
additional path are transmtted through an interface provided between the

radi o net woFkT1BEntHS I LR T Ho R pRS sfhg A hridiffiR tthe? e of &1 Bt WoFk,
whil st the penpbpder ofighhei aghtstyend dat athe 1Qi§h’é@§m§tt§éqd@hb@9 t he
rel ocati on phase throug;% the core network (30). 11. Method according to
Claim 10, whEFees <4587 6fPsEErCAk) and said time reference (SFN) are

represented on Q bits, as expressed in terns of nunmber 15 of franes, whil st

the ciphering sequenceichpbesddeomind S d epresent edr op, MyRetsinMaed Q
being integers such that 0 < Q< M 12. Method according to any one of

Claims 17t o 24 JUSHAENE n dae f i r Strafminsleeeshd PR hRg haveer aBN8sSki nkE 20
respectivel v $UpROiLHee oY fll T LLENT 2BAGRISNhES PU1GLSare ARLaHARY €R L hE

transfer procedure conprises: - sending the adjustnent data fromthe first
control ler (H@Pugd tite igdeoridcomrotieed (lsajwerrethe headepmaaiork wit hin

radio range ab, 38336 25 SAtdan 62106 HReseRONG DAL ! HRKEd 4O the
second controller; - a’'phase of sinu %a eous transmssion of radio signals
transporti nghilstsaneh¢ nf oematinderci phier etlheby adjerstespdct | detbasé sst at i ons

70, 71 f fi . d For i_t.chi h i nal
(18] 1101 e st e nhuBifoncEREr PoL Sear fot Rad SRR DF el ™
second pat hicoard network (30).

11. Method according to Claim 10, wherein said

offset (Ay) and sald time reference (SEN) are
represented on Q bits, as expressed in terms of number
15 of frames, whilst the ciphering sequence number (CSN)
is represented on M bits, M and Q being integers such

that 0 < Q < M.

12. Method according to any one of Claims 1 to 4,
wherein the first and second paths have radio 1links

20 respectively supported by different access resources,
and wherein the transfer procedure comprises:

- sending the adjustment data from the first
controller (60) to the second controller (61) once
the terminal 1is within radio range of a base

25 station (71} of the second path, 1linked to the
second controller;

- a phase of simultaneous transmission of radio
signals transporting the same information ciphered
by the respective base stations (70, 71) of the

30 first and second paths;

- switching over the terminal (14) from the radio

link of the first path to the radio 1link of the

second path; and



- 32 suppressing the first path, the termnal transmtting and receiving
.the ciphered information along the second path. 13. Method according to
Claim 12, wherein the 5 adjustnent data are transmitted fromthe first
_controller (60) to the second controk%gr (61) through the core network
(30). 14. Method according to Claim13, wherein said offset (Ak) and said

time reference_(Sk rﬁﬁg}n%o repLesept ed, on g ths ngp?%gﬁﬁ%;flterns
iTs u er i's

of nunber of franes, t he ci phering sequenée nu

represented on hﬁtmmsmim¢amd Q bﬂmmgllﬁﬂnﬁﬂwum@ch that 0 <igherdd 15.

Met hod accordlngléf L one o{ t 12 tod 15 14, wherein the different
access resources 2 D OTF kS of St WA PSR - and second paths conpri se
different carrier frequenC|es. 16. Method according to any one of C ains
12 to 15, Wherein theethodt ancbiséetond tewontialiler $2(60wvhé12in20tiel ong to

di ff t t K Met hod di t 12 t
1% 3ngblﬁc ﬁ§§¥H$%¥D;n é%coﬁaecogE?%ﬁgég%én 0, %%%¥¥ EE S|t€%f%€3at a °

common net V\Ddsxktﬂom?erarldiooonfpdsl 8Re SeUME ecehtedilisri ngigl athosudgle the
first and sgecond 25 at hs, | east some of the conmunication protocols
i ncl udi ng tE%elﬁ?B? EHBRTE] g%@?rng and deci phering functions, whereby
said circuits communi cate with one another asynchronously. 18. Access

network of mdcellul arMeanbe- a¥reIMA €at | ONa SWSISN CARBkeShNGs@aid | east
one radio network controller arranged to inplenent a nethod according to
any one’ of QQQS@Fece@Mﬁg chRfing.said time reference (SFN) are

10 represented on Q bits, as expressed in terms of number
of frames, whilst the ciphering sequence number (CSN)
is represented on M bits, M and Q being integers such

that 0 < Q < M.

15. Method according to any one of Claims 12 to
15 14, wherein the different access resources of the radio
links of the first and second paths comprise different

carrier frequencies.

16. Method according to any one of Claims 12 to
15, wherein the first and second controllers (60, 61)

20 belong to different access networks.

17. Method according to any one of Claims 12 to
15, wherein the first and second controllers (60, 61)
are situated at a common network node, and comprise
separate circuits in relation to the first and second
25 paths, for at least some of the communication protocols
including the information ciphering and deciphering
functions, whereby said circuits communicate with one

another asynchronously.

18. Access network of a cellular radio-
30 communication system comprising at least one radio
network controller arranged to implement a method

according to any one of the preceding claims.



