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PROACTI VE W RELESS NETWORK MANAGEMENT SYSTEM Fi el d of
the I nvention [0001] The present invention relates to

wa@az2mpnedsess network. I n particul ar, the inventP@ISG2008/000106

relates to a systemand nethod for nonitoring a

Wi rel ess conmputer network thatt are connected to at

| east one access point/router/gateway. Background
[0002] Unl i ke wired network, which requires physi cal

ERACTIVE AT KPR AR EVNT sSTEM

intru5|ons as the intruder does not need to physically
connect to the network. It is possible for any devices

w thin the coverage of Fidi¢ofMhegh@ngionet Wwork to connect
thereto W th the necessary authentication, if any.
t ke @mﬁ@mnwrtmne@@t@r ot D wietesanetwenkr )Iplpaxmular the

df ticatian are prone
secu r‘g} relll% té)caggys (gpleg}?&f OF Sndterpg PI‘W‘Q%? CQH’é’Hteégetwork
that Qﬁe&;@hné&ﬁ%d t9a0leas? on¥ BELE PSdinPoufh paRAAY. Can be used
to break in to a secured wreless networ [ 0003]

Count | ess network security systens and met hods ar e
available in the market. $o may, even require
dedi cated devices to be dgﬁggygwxio protect the
wirel ess network. Mst of these network security

puedens angnfied R heWork © whid ?&gnrteg 1851' conne{:t\ilovonr fo each

personal s to oper ate 1t. one nay ven qU| re ne
deviceeidnnaeted theret® 4 WirsleSs hetsiok 1sHﬁmV\&Ilnerﬂﬂékb AEGWOEK Intrusions

O TR I -
SERES \‘Vﬁhlfneﬁfeu&ﬁi%ragéod@ ARAwleRRY nhh ik 2RC S&Ee&okﬂ?&«ﬁo with the

(i ncluding wrel ess access p0|nts used for net
mcessant iavthentidatier ffeatyr eHoweedrdhe tdoenmot Iwirdléss protocols and

AT A CIENTC T A
6;%?1@6(1@:% ifitied %ﬁ%@“ﬁ‘cr@&-ﬁgf\ﬁaﬁﬁg WBPOHSIR or Airsnort can be used

to break in to a secured wireless network.

[0003] Countless network security systems and methods are available in the
market. Some may even require dedicated devices to be deployed to protect the
wireless network. Most of these network security systems and methods réf]q?re trained
technical personals to operate it. Some may even require network survéillance on
24/7/365 basis. However, such network surveillance is not practical for small

office/home networks (SOHO).

[0004] General SOHO usually relies on security features provided along with
access points (including wireless access points) used for network protection. These
features include the built-in encryption, MAC ID filtering, static IP address filtering,
network traffic logging and etc. These features can generally be accessed through
common web-browser, such as Internet Explorer, Mozilla Firefox, Safari, etc. by

keying-in an IP address assigned to that access point in the URL bar. User or
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conmon web-browser, such as Internet Explorer, Mzilla
Firefox, Safari, etc. by keying-in an |IP address

wa@s@ogessa2 t o t hat access point in the URL bar.PUss62008/000106

oradm ni strator of the access point can then configure
and control the access point wa a graphical user
i nterface shown by way of dynam c web pages. However,

: . ' i.th 1 sary. . .
G S SN T e AT
@eaphixal peer iMterfadeahowa &y Svay fidyn &R fwdbaged. FewaRe, hd® common
network traffic information are shown passively when
URES @ An% equiredpyifh she mecesparstskidls anddowwledgoviiar configuring and

SRR 52 B Bl I BR A SheBBot B nd ok
adfoinvitionese SHowvn\PdsivelyaiicaGRé BRMANLOWeD Pafts AR Fated.

provided by access point's manufacturers; or some
security products provi de comon graphic user

' rface t o Wreless devigces scanning with limted

ng ess LA%nggBtné?tﬁ%%n rs8ﬁ’.e tﬁﬁg@gfeﬁbw S qqg{ﬁgugg}lrg) manually
bihd pediodivally ThenRN SWirBRsP a8 SadiRitils VAP webt %tfaﬁ_&c%émonitoring
are genera[Yy desi gned for technical personnel whic .
Progiapeprvided hytacoesd @ost sovarmacurdrsysadeinge sesunyrproducts provide

e W reless net k user are .non technical, . .
Rl e S o W R SR imisgd Wicles
LAY rdueracbiitrbl. OTabse! mBfoll$ hhRAS oM BmthfidB B ex{@ihg access point
interfaces for different brand/ nodel of wreless
web dnterfaes ares genpradlyest¢sigried ofor dechpicalpdrsonmelb whigheis gengrally not

ice-centr] itor/control process. The owner
US55 39 A R S8 500 S P28, g ShEL e ar on-
techmialtpeBplel Feh foiStedthidilly tx\éldea[g_%&anﬂitméy tequir@ 8 8lional time in
HomeNet nager nmarketed under Singleclick %y S

stens |

leaping diffesentywelnintevfaces fforr dififereat bragdamailel o€ wiraheys hoosss points.
wor k. HoneNet .Manager perfornms a scan t.o di scover

it “itipry SRR et PR B gHEE sluip dnopiorisgRtrol brocess. The

Owaé Heely aluselt &miid pfRessUhb Rt bAGo!! ;%)Qég %o RAFES ers using his

The HonmeNet Manager is able to identify a device

Wirelgsaoetwosk. | D based on a MAC address of the devices.

The HomeNet Manager requires to manually rescan the

W reless signal to update a list of devices connecting

fo006] HomeNet Manager marketed under Singleclick Systems is a third party
software for managing and securing home network. HomeNet Manager performs a
scan to discover all nearby devices, including access points by passively listening to
surrounding IP data packets. The HomeNet Manager is able to identify a device
manufacturer ID based on a MAC address of the devices. The HomeNet Manager
requires to manually rescan the wireless signal to update a list of devices connecting to
the network. The HomeNet Manager uses a IP address conflict method for blocking a
device connecting to a network. With this method, the HomeNet Manager broadcasts a
same IP address that the device to be blocked is using, causing the device be decline by
the network. Further, the HomeNet Manage issues an invalid IP address to the blocked
device to prevent the device to be connected to the network. This method however is
only usable when the HomeNet Manager is active. When the HomeNet Manager is

shut down, the blocked device can restore the connection with the network. Further,
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the network. The HoneNet Manager uses a | P address

conflict nmethod for blocking a device connecting to a
waonednordss2 Wt h this nmet hod, the HomeNet ManagePCT/SG2008/000106

broadcasts a sanme | P address that the device to be

bl ocked is using, causing the xevice be decline by the

network. Further, the HoneNet Manage issues an invalid

Locked. deyi _ i
piheBaE 38 Ralited O eREE FEPEINAS T S Bt B g i omenet
Mhjages@by Roteabld to®lddRTBAREYIBBARABthd SatRCIPi adBresd/hen

t he HoneNet Manager is shut down, the bl ocked device
can restore the connection with the network.

E er, whep.the | P. address of devi ce to be bl ocke

ozl i necd B RGP Rugs hoWENiet heiRarfe ShegipiN dhe home
hetvadtk€ atdinkfdrafeld wWHaGwrél gl BRnEHA& dsersidl G ghleftinfe ihR simple and user
address. [0007] It is inperative that owners of
Wiiendlemenmgst wor k, especially the hone networks, are

i nformed who are the connected users at a given tine

in a sinple and user friendly manner. Summary [ 0008]

I n accordance with one aspe&finmife present invention

provi des a network managenent syStem for accessing an
access point connecting at |east one client device to

fanoa) a net \Wwaécorddnee withwoklaspernafe preént Sivehton provides a network
conprises a software agent for residing at the at

magagergsnt SEYtema for ASESsHg, an arsessJraincaoBneryag at Jeast one client device
RPEIAPh QelvdiR S e 'hetw%rkmiﬁﬁlrgﬁlg@fﬂt S}Jsx : g%?ﬁ?ﬁ?g%aﬁ}ware agent for

stored in the access point to’e el evan
daiding egtheditrigass bat cEemfdevive, thet sofiware agene & opensblé ko BRarch for
Lhe h%ge t ext | anguage_ pages and a graphical user
MLy eX LangEage Pages oTa | Inclihe cafcesteReiple and do f&tragtngglevant data

}ég%r(ﬁxl?éc g@fulg: o QE@Het%Fﬁ BsnrRttisRChGH thé hﬁr’eg:?ésxt ?%{Igﬁaget Faeges and a

grap user interface conprises con
graphmal asendnterfadel foc kistivge all ictisht dbees @BnRinE tHel M@wbrk based on
etwork via the access point. The software agent
gruacted, geleyant date, the Lranhicahavser ainteyfage cemprises controls for

L T
sefkwark apgu agdatgagie selvvanhdate guloatatie By A aprefefiaéd time.

rel evant keywords. Yet, it is also

[0009] In accordance with one embodiment, the software agent may search fof
hyper text language pages with regular expression of relevant keywords. Yet, it is also
possible that the software agent search for hyper text language pages via requests under
HTTP protocols. In another embodiment, the software agent may extract the relevant
data regarding status of the client devices with regular expression of relevant keywords.
Yet in another embodiment, the software agent may extract the relevant data regarding

status of the client devices via requests under HTTP protocols.

[0010] In accordance with another embodiment, the network management
system may further comprise a device library for storing information regarding access

point of different models. The information regarding access point of different models
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possi bl e that the software agent search for hyper text
| anguage pages via requests under HITP protocols. In

wap@vhzaseenbodi ment, the software agent may exPCEHSG2008/800106

rel evant data regarding status of the client devices
wi th regul ar expression of relgevant keywords. Yet in
anot her enbodi nent, the software agent may extract the

oy hEer ARl SIRE B8 BbAbieyrel ] g ifhe€ B Bha he data
acgacdidgoamentidrhstatagt her enbodi ment, the network

managenent system nmay further conprise a device
library for storing information regardi ng access poi nt

jffere e } romt i on regardjng ,access. .
8‘2‘%‘ of " cith pEREGte wI) 33%3@19% HRbodiept & rls Vi dafadpdy include
iformgtpnapgdrding alithe tlidrt deviced \@nas@ionaeRss, @hodehendlifthAd of the
regardi_ ng connection status. [0011] In accordance with
acqest piBt adMAodddeass, a IPrddress andemdeviketrameenf therdientidevices.
information regarding all the client devices
connection status, a nodel and brand of the access
oozt . a MhCaodlildes with Vdt a@the Shbddihdht, dBY ineRvdiR Management
of the client devices. [0012] In accordance with yet
BYRADR anae frther raemprise Heusest litaty thah inpbudestin®ymation nfighe client

1.her ¢ | se a er, Iibrary that includes
Itiﬁ\%lé%?gx{l}og%@%#o% nge‘%:il%? gﬁneg'é?ﬁ(tes aut horized to
connect to the network. [0013] In accordance with
anot her aspect of the present invention, there is
083 ded almacensdanse wltle enethar) aspechof dbe ppesentt invention, there is
evice to

t st..one client . forma . .
FRPUEL A4 SR Sk i b s cient dvic o
forinh @d newVopK | fBE mARGNEN tHed nétWorld dAYiREtiohe X ITHeARIHAYE comprises
page for logging on to the access point; logging on to

sqaEching 05 @ Ippeniextlanguags ergh fordogaine p tstheradeess point; logging on

ear chj for other hyper text |anquage es. stare
RERE B, DOl SF oo B o AR BSE F He yper tex
Ta@gadgdi pages §tofedSinGhe G&de@ﬁboiﬁﬁ‘éx&ﬁ@tir%q%[k@rﬁﬁﬂ &ita HeaMitd Qatus of
hyper text |anguage pages; listing all the client
elespt ddewicen wornection frone the hyparktestn languageppages;| lisiswgr all the client
(ilnt.erface (:Sasegl on, the extracted rel eva

nt data;
40836 5 red i iR ot EERDRAL et etiorm Bt . thg extracted
v aned e uthoridd@ blocking client devices connecting to the network via the
access point via the graphical user interface; and updating the relevant data

automatically at a predefined time.

[0014] In accordance with one embodiment, the searching for the hyper text
language pages may be by way of using regular expression of relevant keywords. Yet,
the searching for the hyper text language pages may be based on requests under HTTP
protocols. In another embodiment, the extraction of the relevant data regarding status
of the client devices may be by way of regular expression of relevant keywords. Yet in
another embodiment, the extraction of the data regarding status of the client devices

may be based on requests under HTTP protocols.
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access point via the graphical user interface; and
updating the relevant data automatically at a

we@emdatiseed tine. [0014] Ln accordance wi th oneCT/SG2008/000106

enbodi nent, the searching for the hyper text |anguage
pages may be by way of using rgegul ar expression of
rel evant keywords. Yet, the searching for the hyper

| be. based t
ffl 000 BT Bt St SRS PRROSTERR s A may further
@bmbptices’ elogimaninfélatation CABAUINY a88edd Uil of MrrGhate Rodels. The

devices may be by way of ‘regul ar expression of
Aeforpation kegavding saccesst paint af odifferent mixskdismenay , include pointers for

%ﬁéﬁ%@éé‘tb %&&étﬂgx@gtggnz{g{%g g{rﬁ(glg)gg’elg{zﬂ?)té gtplgglggtr(ﬂr?g ggringgtgon status.

prot ocol s.[0015] In accordance with yet another

enbodi ment, the nethod may further conprises storing

9o 6k mat i odn pegpadatice gvithce fsthepeambodimenty ief refeemit data may include

mdel s. The i,nfo tion regardi ng access point_ of

P utionegastibedilTRs <Fi HGtEeiaediop S 2 gpdshindtrand of the

RYdRES pdifith MAOHIRERs RAPESIdARY ﬂd"z?di\f? cnadi¥o &ient devices.

regardi ng connection stat us. f0016 i"‘accordance Wt h

a further enbodi nent, the relevant data may incl ude

information regarding all the client devices

gnTiect i on s {@tandthePaspectethepekeRt R0shtdh ﬂr&\ﬁd&%are agent for

point, a MAC address, a |P address and a devi ce nane

BFcesNRe Rqceesnointdor megitofigpuetvorkncopaectinatites: Bepobware agent is
e I pvention prayi des sof t ware agent .for

FAe ARl DU "Bl oh RO R BB ook Somputer. The

asen et ub® B shighd click (bNAstARt h WahR WHEARs dc8esk Point 85bRkk/reject any
network client devices, such as desktop conputer or

roNERiSS idevises uTles softprase agent icadapteddo autimaticalycdcan land search for
' r.uGt honme wi r el access point ta black/reject .
it e o ol Bac s SER o Byiafon ] 6, af{eET point and

btraRthawil Sadub Mata G Blethyp&aesilat RaghyRRE. t ext
| anguage pages used for accessing configuration of the

access point and extract network status data fromthe

hyper text |anguage pages.. Brie cription of the

Dr awi ngs [ 0018] Thﬁ?e?ﬁ$¥WP‘8%°&ﬂ$ﬁi5¥"§§scribed by

way of non-limting enbodi nents of

[0018] This invention will be described by way of non-limiting embodiments of

the present invention, with reference to the accompanying drawings, in which:

[0019] FIG. 1 illustrates a computer network having a network management

system in accordance with one embodiment of the present invention;

[0020] FIG. 2A exemplifies a screenshot for logging into the access point in

accordance with one embodiment of the present invention;

[0021] FIG. 2B exemplifies a screenshot of the network management system in

accordance with one embodiment of the present invention;
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15

the present invention, with reference to the
acconpanyi ng drawi ngs, in which: [0019] FIG 1

WO bdovariset es a conmputer network having a net woP&r/SG2008/000106
managenent systemin accordance with one enbodi nent of
the present invention; [0020] gFl G 2A exenplifies a
screenshot for logging into the access point in

W0 200 i 26 e BPRBE L3fieetihel € O iadan af tp network

tivhapéh oD s ¥st X MR GQTETHN cS With Qb thBr @RI aNGT td dsreseaﬂﬁvemmn
enbodi nent of the present invention;[0022]

exenplifies a screenshot of a GU wi ndow of the

HRE rent TR oo o M, et i, e ok fsEement ystem in

Ackr@dice WithWrRBibdaithé of iR (ﬁ@s@ﬁﬂﬁ%ﬂm agenent system

in accordance with one enbodi nent of the present
invention; [0024] FIG 4 |Ilustrates a flow di agram

&ﬂg#nu;th et K nonitaq rocess in accordance
one enBydi strgtes 4, OFW gga%qun wing dhe npl(epis monitoring
tdeessiniabddtdddcatwath Gheldnb¥athan 'b?mo ﬁﬁ%\é’gﬂgyént 0CESS

or creating a new device entry evice [ibrary
i n accordance with one enbodlnent of the present
Invention; o@:}:ggélgO% 6|IIustratesaro

0923% am sh lugizates 11 W le%ré%lsshpmnaq%pmw for creating a new

f

S P 1R q‘é%@%ﬁ? SFRE R FEbgfther 3P he presen
wvehtieth@endbove summary, the foll owi ng description of a
nunber of specific and alternative enbodi nents are
provi ded to understand the inventive features of the

ent i nygat

e art T Roomnsrioh R aBaRRRRHAN o LB RREprOll ki detwork
proagoringth avcondande weitic bnesgaisodimentad i IbrﬁsenSﬁfVénl(ixfn t he
details may not be described at length so as not to
obscure the invention. For ease of reference, comon
reference nunerals will be used throughout the figures

when referring to the sane or simlar features comon
to the figures.
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[0028] FIG 1 illustrates a conmputer network 100
havi ng a network managenent system 110 in accordance

wowdob/ 123562 enbodi nent of the present inventi on.PdheG2008/000106

conmput er network 100 can be a small |ocal area network
that conprises an access point7 112, a desktop conputer
114, a | aptop conputer 116, a personal data assistance
(PDA) 118. The devices . 118 are authori zed
devi ces that connected %%ég(%ﬁg%%@ggnpoint 112 to form
the network. The desktop conputer 114 is connected to

the access point 112 via a network cable (a wired

Rlect i onn line vath the abayr spnwanp thedpllowsgadrscriptionifa number

. n .10 e..access point, via wireless, . .
08 Apdife SRR ARG ehbS FERECEe BaPld 1F oS ine imventiv
fanitdoLthe Preseityin@EdtRIn. W shall 88 ApFAabhtRD Ve IRMeE &5 thRUF() however
as an intruder 150 located within the coverage of the

s inysntien mpy bepragticed withhetr sich speiific Hetpils. Some of the details

' nt i | ] r.,unintentional |y. Therefor.e he

B GOLbEB oG PSS BB e BEAGlf o se ofreference
8&ifithoh trifepdnet @airetils wilD 8¢ AsedSthirddghb@f e rﬂ%ﬂ&stw%eﬁ' feferring to the
t he access F0|nt 112 can be accessed via launching a
fipe o sintar teatfuresrppameontio thé\Bgetesi ces connect ed

thereto. Different nodels of access point may have
different configuration |ayouts/interfaces which may

[voksjbe easFIGOr 1 UiRiskates t OB mpYr NRhO¥&N11008HAPingala network
background to configure and manage the sane.

maaagement systenh dd i keoordange withtons yegtbedinid® off $heppresant] exvention.

The S8t er helfofi YA Sh b sndt Syl e 3ot L ComBiing o access
POt 1)@ ABKIPr oAU laptdsEGipudO1163 aﬂ%?@hgl‘jdz{t? ﬁssistance

access any brand or nodel of the access point 112.

i 118 nThe deyices thids K 6nend dd 8 meniutborided mietitOsthar admascted to the
for the access.point 112 th connecting the conputer
ABESRAnt BE. tockeED the aetiiose. ?i*ﬁ gektop gomputer bithig, conpested to the

BERARdgCRLEGR R SAELAL o QB SRS G0 B g computr

1gami thie PIAV128 hreaconmberedito the abéess péint SiaskideBsstdnnections. Due
r t. for user name and password for accessing the

g’éggg"éfelfé? FEpabilsy, merpssible fo ary otherew plgsseainpsd dewices such as

¥ Irtfuld&0 18P 1R G e Zu'iitlﬂn k?l)/e &Q/%ra%Q St ite Qgciegst point 112 to access thereto,

whether intentionally or unintentionally. Therefore, the access point 112 is required to

be configured for security protection.

[0029] Still referring to FIG. 1, the access point 112 can be accessed via
launching a web browser of anyone of the devices connected thereto. Different models
of access point may have different configuration layouts/interfaces which may not be
easy for users without any relevant technical background to configure and manage the
same. Therefore, a network management system 110 is provided in any of the devices
114, 116 and 118 for configuring the access point 112 and managing the computer
network 100. The network management system 110 is adapted to access any brand or

model of the access point 112. In operation, the network management system 110



10

16

20

25

30

112, the network managenent system 110 accesses the
access point 112. [0030] FIG 2B shows a screenshot of

w0 bonetsenr K managenent system i n accordance wWahSGWes/000106

enbodi nent of the present invention. The screenshot
shows devi ces connections and gprovi des network access
control via a sinple graphical user interface. The

' 1.ONS W N 1
SFAGRRTO0D< SOTRE AT 1h APDSHELANEN PP 16 once
latask point Q@2 s b, Zﬁegn&%rlalih&li%&néwts&@ﬁn 240. actéRes the access
connection w ndow 212 displays all the devices

oowmhdd? and eatragte the necsssapyinfermation. Thdoginnrisdew 291 as shown in

ppdow.212 | ists at, lLeast a device user name, a device .
MBI i€ o) G SRRt S s R s Has88ss point
deYi ORhdnS@e UiefMRamé And GESRoTd ARIvHedad YB3t eihe access point
stored in a user library of the network managerfent

492, tthemetwork iRanagdmentsystenhbl0 aveesesthe afaesspbintil 12he
user library of the network managenent system 110, the
devi ce user nane is shown "Unknown". The devi ce nane

do3d nNane giGt B dWICa RPShef bte td%ﬁvaﬁvhg%ﬂ{éﬁ{e system in

whi I'e the device user nane I's a nanme assigne
ag@rdapte with ne¢ wotbodimeeragefnthatpregeat imvedtiéh. The $dreenshot shows
ddress can. be ayt omati cal | assi gnedtrggg.t he access

BT, CoBpedioas apemraudey rEtwi atredveantreb e ¢ simple grapbical user
! 58 B ROE BRI pds) 902 0L sy vindow
24, endhtratiey lagebuattuh 2H6) atidodked dogniedtonr318 dnt eandsiti bistton 220. The
The devi ce nane apd .the MAC address are captured from

EopegiiRn windgie 2 displapsalltbe deviessitrargcisg to dhe arsesqrouyd 12. The
QMEﬁMindE@e’ZJg’\l’ slgle%?\é'd%\%%% g%? \eofbxgg,rao&]e\)i&exla{rlleo an assigned IP

connection wn IS Sselec connec

addrtsspind aAMAC addabss pThy devicsiassr Adrie, AP HdiRyS atkdMAC address are
connection activities of the access point 112. The |lo
doesd) 18y Wapmllrary2afsthe aetynrk managementaystem L. Fopdevices that were

: . . : i nd '
A e

hanals showaUURknbWAN The [dBEicH AANMO [da ABNAGLIR Hevitk abfHed by the
of which user can access it anytinme as desired. The

Hewiea epaper Wdulerhe devicousr namg deainamae hssigned by thet usef of the network
h‘ﬁ%g%%%{lt %%%’e'n%’ $70.°"The IP address can be automatically assigned by the access
point, or user defined IP. Which ever case it is, the IP address assigned to each device
is unique within the network. The MAC address is the unique identifier to each device
and can be obtained from the device. The device name and the MAC address are
captured from the device when the device is connected to the access point 112. The list
of devices showing on the connection window 212 is selectable for connection control.
The log display window 214 displays the connection activities of the access point 112.
The log display window 214 is updated automatically. The information displayed on
the log display window 214 is archived as a log data. The log data is stored at the local
computer running the network management system, of which user can access it anytime
as desired. The intruder log button 216 is used to list a list of intruder devices or

unknown devices accessed to the access point 112. The blocked log button 218 is used
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unknown devi ces accessed to the access point 112. The
bl ocked | og button 218 is usedto list a |ist of

walenbaesselr hat are bl ocked for. that network. VWABCT/SGE08/000106

intruder |log button 216 or the bl ocked | og button 218
is pressed, a separated w ndow (not shown) will appear
to display all the archived information. The exit

. . it.,the ne nagenen
W AERIARE TRl BE L e OA N CRB3ABRDSox b
@b o thel ®locked 16 bulieh DES VP plessEINAGRPRAed SVIHHSIN (bt shown) will
accordance with one enbodi nent of the present

iappeante displayiall the arshiveth informativmo\iFhewixérbuttoy 280 cambe used to quit
%(?evi %gs in the | itst tof t he connecti on wi ndow 212 of

GEDE WA DY SYS'E MY execut ed. The executed is
typically by way of double clicking the selected
devices fromthe list via a pointing device. In the
@931Ini ndowFI6H 2Ctshewd endther staapashat o€ a &H 8 windolw 2B0 of the network
address and . the MAC address i s sho on e screen.
FHEERET GYSGT 41 HEOHATRS HAh 08 FEROISYEY ahiheReeRodiention. The
S&redtthbOfsi shEwR 'wHh Al B iRl SHGH il Bl & 9 ﬁl@&ﬁlﬁe&mindow
can al so be assigned for easy reference. en the
242 of 6. @Bvis celected bhd ekamitddy Thecexeswted i typivally by waiylof double

agenent _system the sel ected device' s, MAC addyess )
PTG BVt LA IO 1 9t SCRAUM ey dgahe UL window
hih! . vi et .
230! el ninE I SR Rdes g REMAEE 33reR e Shown on the
seeewr Kherasen gf thenetwyikt manaemesssstem ddh@hadst wsaithorize or block
filtering list of the access int 11 nd i npyt the
Hmeif‘étqranie(v&?c hgé'éerl\mwa%} %‘é‘g ﬁeiaﬁw _h@r §eYIErgsPn{When the
; [ OV |

RO IRIAC Bk BY AL uRECTERAM it g Embl Sy B, B sclccted
detiveis KMASH addrassniwvilk pe tadded autoniuticaléy inte theiMiangddrbss filter list

net wor k man ment systemnm) is shut down, the device to
B@VW@&{&H@@S@& the iapcee BRst Bl Whenifedeviceds selsefied to be blocked,

gfe ﬁétbvof%ﬁﬁn%ﬁ ) nng/%egté}ﬁi %'E:@eg%soz{ %X@ﬁ?ﬁ% ?gﬁlq]g% iligtegf {h% access

SO arcnive I ntruder

goinpll & and Wipat tHeadeviie VDY (suciBalgRNTE addregs itontizsacebaWoint 112 to
in FIG 2B. [0032] In the enbodi ment above, the )
blogk the; devige parrgngpily. 19@ca the device B i Pored in the access point 112,

even when the network management system (or the device running the network
management system) is shut down, the device to be blocked remain inaccessible to the
access point 112 at all time. The MAC address of the blocked devices is also archived
in the intruder log, which can be displayed via the network management system as

shown in FIG. 2B.

[0032] In the embodiment above, the devices 114, 116 and 118 are provided by
way of example, not limitation. It is understood that the access point 112 can have
more other devices of different types to be connected thereto, such as tablet PCs,

gaming consoles, VolIP phones, Internet Cameras and the like.

[0033] The access point 112 illustrates herewith in a wireless router that

provide both wired and wireless connection to fhe devices 114, 116 and 118 to form the
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way of exanple, not limtation. It is understood that
the access point 112 can have nore ot her devi ces of

waledobazant types to be connected thereto, suchp@ssG2008/000106

tabl et PCs, gam ng consol es, Vol P phones, |nternet
Carmeras and the like. [0033] ffe access point 112
illustrates herewith in a wireless router that provide

R TR TR U S a—
inBfwREK 20@th dWnhbctdo MRARMMdIat al |l ows the conputer

network 100 to connect to the Internet. [0034] The
present invention provides an internedi ate

ent. r ovi | |
IR of 1 | nd hE HEeERE EEloh Rovaia opniqatiats faerfriendly graphics
BRI Bl Lorli AR SBQE peighow the net wor k

managenent system of t device 114 nonitors t he
access point 112 in accordance wth one embodi nent of
point 112 conprises

W% cos BRGNS ihirovapiGr DIk dagisth Soeins B0y ) network

* hahllgemenEfim 3tfe dEPRe 384 GRRItBRI acicQJs?{o%tlilQ 'ﬁ% g’%cﬁrdance with

conpri ses the network connection status or ma

enc embodinient ofs tietpragent ifventiit.i The actsy poifif DI28émpPrisesAd access
etc, . endi ng on 3he devi ce nodel . the access point )
Poinbe ahon332, jasdats gueryedt4 and @ HTAR serven 36, f p(rjaﬁgqss point
; : S AL {0 . can he. nt e <
O 2 A AL Mok g o I BB DR S F s poin
wtiingh irfoenaioae asdirhihforimtivm yind fete X Depeidihe ofBh& Wevice model, the
| anguage, such as _XM. and the l|ike, via the data query )
LRSS PR e 312 isspovisied imits peaprigiasy Saravabd Thesetagecss point

i?gﬁgaziﬁggilai (ha}lll?e @%%ﬁ’&@(? %X:\pzl%n&ﬁ plr?g alglg %a%gprggl%gg q)yotlile HTTP

e access pol

stirea| 31pechion atdsccesible 8 efay dfARE&RLiIbERS inbikup @hBfuakd SutiPas XML
FIG 3, the network managenent system 100 conprises a

anshihe bikeaia he datwquany 314.9The b akgesses picfironatted end gored on the
8 R TSP 8d, °0  5L500 88 s o
Pfdritfatidd 21D asRp1ORIDNThENERpE LT TP protocol , such as

HTTP 1.1 specification. The control agent

[0036] Still referring to FIG. 3, the network management system 100 comprises
a control agent 302 and a graphical user interface (GUI) 304. The control agent 302 is
adapted to establish connections with the HTTP server 316 of the access point 112
based on a standard HTTP protocol, such as HTTP 1.1 specification. The control agent
302 scans the web pages and obtains relevant information from the access point 112.
Any known data mining method and algorithm can be used for scanning and obtaining
the required information. The obtained information is then displayed on the GUI 304.
The control agent 302 is further adapted to send command to the access point 112 to
change the access point configurations and to control the network connecting through
the access point 112. The access point configurations include administrator and user
settings, IP address settings, encryption settings, firewall settings, etc. The control of

the network includes obtaining a list of devices connecting to the access point 112 for
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302 scans the web pages and obtains rel evant
informati on fromthe access point 112. Any known data

worzovwonggsaet hod and al gorithm can be used for SPERBGIY8/000106

and obtaining the required information. The obtai ned
information is then displayedion the GU 304. The

control agent 302 is further adapted to send command
tRodifdinaC i 2 te. chan access _point_ .
Rl Bl SeRinchying, feniHRT Bkl B35 aR A mgipt.  These
tcontvelg leant bepatuard tirough thel@UI I access poi nt
configurations include adnmnistrator and user

settings, | P address settings, enclryp]tCi og settl ngi,

frd Il s in « Jhe coptro t.he ne r o
i[?ldg'? des OE{IS“ n‘?ﬁgusg;aﬁss ot odgz\ilgr@gss Sk A r‘?\ép“_foéktlﬂgmtomg
PeOeSs i Qcedrddrcd Wik N E@bbdichen Gf RhO Pt SRBYERY The flow
devi ces connecting to the access point. These controls
diagrase ipdhustated dn conjonggiont wish thel n@@ark AOREMeR Sstem of FIG. 3.

RS 5y B RS s
®b tHechdsqsuRitt 11271y #20; dERSmidiRYa HePQEL 2BdePat st%peﬁ%%tcreating

illustrated in conjunction wth the network nana
spwimeda fentry,Gf approphistenet stop ld4fp aid mahatgjn§he1atw<?rk access at step
' st ahl i shi onnection at step 410; logging.. ..
R0 dh thE siep B0 eonelitons magrecrmegy Sygem ineremipdamipesiiblishing
6iviceBorTEE! th heRbEPoifBPi2 G & i DRK fRAShnébh s edthblished,
appropriate, at step 440; an nagi ng a network
theowntrohagent 302 dpss aldefaultchomecpngé hOstep hM.n’ﬁhd\d&fkult home page is
temis. executed and_establishing ]
%ﬂ%’g@ﬁﬁgﬁ*m FFfY‘Hé)féE% asceshpint 11 pseg fog peggssing the@ggess point
. . . i .
18, SOUBSEHI, TP AREl LRy BN Ao BfRl 1 P roviae

hsardo peggss configuoatiod and st dERiceeaocessingf tht AEce3s p6S 112. The
oint 112 3|l(1)§ed for accessing the access point 112. It

E%ﬂt A&7 130¢ usesthe bl Iy Broteral reanetts, suehupsethe SIET rrgquest under the

j : ' t . acce .
T, Gy B R el o0 Sp8hin ATGRAGhome pags.wsigned by
fhei manutdcturel hAt dRNtepO4200GIeNsed Wre#ﬁi@&i fohBgifl fothe access point by
prot ocol requests, such as the GET request under the

PrPYRiing an apREqpriateawses mameoands pagswirdig Aadeg-espavinday tihehown to

' d. by th f th
* Benf iy MO FRerRAE ARFaBta Y e F 7000t A e (l2cbihes the

puniisebyiame and password at step 424, and if matched, the user is allowed to access

the access point 112.

[0038] Still referring to FIG. 4, once the user name and password are matched
and the access to the access point 112 is allowed, the control agent 302 of the network
management system determines the device model at the step 430. In step 430, the
control agent 302 obtains a model and brand information of the access point 112 from
the default home page at step 432. A signature-base (content-based) detection method
can be used to obtain the model and brand information. The model and brand
information is matched with a device library. The device library stores information of

known access point models. The information includes pointers for scanning the
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providing an appropriate user name and password. A
| og-on wi ndow is shown to pronpt for the user nane and

w@amsmmse at step 422. The access point 112 napChec2008/800106

i nput user nane and password at step 424, and if
mat ched, the user is allowed §9 access the access
point 112. [0038] StiII referring to FIG 4, once the

are nd.t he agcess t .
HrE BB BE B RBRC SR ol BT ESE ireRel G RHeh B stored in
Qhe dAEcdIEHIUBS ik a@ﬂﬂ@ﬁ&ﬂfy arthé BEViEEhBhLA) dﬁﬁ%etubﬁatg@é(ﬂ(p&pended
nodel at the step 430. In step 430, the control agent
zleeféﬂdar ‘H\Qlea the dreadeh and braemddnfqrmhmus rmtobf:d thth an entry of the
ces 1 m t he def au at ste
FESRE TRy othp 334088 <proi kst 3 ialargition for
‘éﬁﬁa&fh Liﬁﬁﬂm*aﬁox? s fhetd&@esgﬁygﬁlt B bf3§n‘*’Vh5H ﬁﬁriﬁﬁdéi’ And brand
g and brand infor ion 1s tched W t
drdbnnaldn doeampt miihch alyvinty dfithe de\ylceshbrae;s at sfep 1434} orothe control
acce oi.nt nodel s i nformati on includes
6&%?3&% 15f gyt ai’i“aﬁ’hﬁﬂé; apy @@eé@a@r% lalfqrmatlﬁ@t%w step 432, the
1)
SRR TORAL A S L SRR RGP e e e
ehiey de\dreated, i the avoyitrob agdie Mdﬁﬁﬁﬁlzﬁﬂ dh@mﬁﬁ'néiﬁf& $iSnformation for
needed. en the nodel and brand information is
FRiRqtiag infopmation fzom the apcessipoindat thestapi43bar y at st ep
434, the control agent 302 initializes the entry's
information for extracting information fromthe access
[rmsal at stSejl réfeoring\eRIGH a1aetpl 4500 thEcontd] agent 302 extracts the
rif ormat j on does not match any entry of the device
£5 ﬁraaf {pformationdfom the acsessmeentddAbesid %g@ﬁten%.zﬂfpgnﬁmn, and the
f | bra n the
st o a&% 0k gxt?%ﬂ:}'ed”ggrﬁlnugﬂﬁ éogdsut)sq %a‘ﬁ?l gln%mg RroS CSF n When

control agen creat

ﬂMred,ﬁleﬂma& critev] Yheddevides BorftéOtingIne Qcéeﬁ@pdilﬁt/\l ENVtN tHeSGUI 304.
created, the control agent 302 initializes the new
entry's |nforrrat| on for extractr ng information from

access P,;435.. [ 0039
i ? Urvi ng &11 a%'l p‘uﬂéﬁmn AP stfo&cre&agmi new device
eRtdy ¥t Ithe td:‘evic)é elllﬁxﬁfye‘{@%cérﬁmenﬁ"iﬂroﬂné reﬁiBloﬁerﬁ‘C&e & present
point 112 based on the entry information, and
Inyetiomt Tlamnervs dewies endtydd createdi wheouthé yontrol agent 302 could not match

gltjr?odte? ran errlt(le')@lwnthl the n‘f())rdglcfnsdsbranvglml}onnatlon of the access point 112

at step 434 of FIG. 4. At step 500, the control agent 302 creates a new entry to be

stored in the device library. At step 501, the control agent 302 scans for an URL link
from the default html page. Keywords such as “http://” or the like are generally used
for URL links within html pages. At step 502, the html page that the URL link linked is
opened. At step 503, the control agent 302 scans for keywords (including “http://”)
within the html page. Once the keywords are found, the locations of the keywords and
URLs are recorded as part of the new device entry at step 504. The control agent 302
may scan the keywords using any known regular expression matching techniques. The
control agent 302 then determines if more URL link is available for further scanning at
step 505. If more URL link is available, the control agent 302 loops back to step 501 to
scan for all the available/possible URL links and record URL links for monitoring and
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desires, user may control the devices connecting the
access point 112 with the GU 304. [0040] FIG 5 is a

wo bamwvihisegr am i | l ustrating a process for creatP@mSEO&MW0106
device entry for the device library in accordance with
one enbodi nent of the presentignventi on. The new
device entry is created when the control agent 302

rand entr ith the nodel .
SRl Do BN PORL S o e AL TR resion
4dcatroFhfent 402 Perforn®ith® MitialiAabok ONEEREe @HSMHs tRDdep 435 of FIG.
creates a new entry to be stored in the device

4 binghg loop: fremdhe siop 501 e theoster 505, 4be pentdd 2gent 302 npbonly scans

n Libnk fr t efaul.t h . . Ke s _such
R A S L Y
lof ErteSscahiddl DR D iHks P 368 Joop bond1eRs ¥én afl AFailibld/pdisiBR html pages
that the URL link linked'is opened. At step 50%, the
othin the agegss poid0 21 argrssanined ok mywuivedikeywandd andi WRLs are found.
"http://") within the htm page. Once the keywords are
found, the | ocations of the keywords and URLs are
gaer ded asgrenrd iOh fdWe dippa SMbGRRR! 0

heﬁ::ontrol agen% 302 may scan Pﬁg‘n&gyﬁ?ﬁgmﬁ ﬁ’%&éaﬁbfl network
koowtoring guistep 450pofeBiG.oh intatoohdange wéthhotiecpnstsodiniéret of the present
cont r.ol gggnﬁ&j 302 then determnes if mpre URL link is
IRvantiopy) aiterthe comtrel @gent 302 anitiglized the deyieentry)in sigp A3S of FIG. 4,
WL cortfdf abent®y® LARICR all Afenti ' i
bacck s Sz’i TR A cgc%ﬁn 'kaegﬁ%QP%tQ t%fgtﬂg 'atevégszc&%%&ﬁlg the access
auint 1 3 bavep @asthdlevicdRintlyi atlstepaiod. rAacespdo04RIS thée tdes of e network
noni tori ng andconfigurati on. Upon conpletion of URL

Manreemant AYRte vaRt R olpdkany devicrs pennepting: t dhe aqepss point 112, the

ok oS, B 1 I, A g B v

hecess poiat $12p ThO MAC dddeess of phd Siectéd)@evi@wilPbe a8&#E to a MAC
302 not only scans the URL link in the default htn

pidyess figld, and therpscegrpoint AA3 veillastart iecting/bldeking: the corresponding

he .scanned i nks., The | C | et
BRAES sftbselSheBS aMtestin b b iBpirol, Seenl et e ek o step 602
ARORSE]P I Nipdikd BE QlesRANERRMeG on SEHis’ S0 tHLYUREIPoRRN12 at a
URLs are found. [0041] FIG 6 is a flow diagram

predefinedotiming. Alheanredefiogd piming of 5 fsevonde bnkesk wirnldi ieosuiffigjent and
50 FEIG 4 in accordance with one

' f
I%#o%etd‘i%%é Fregf%rfﬂémﬁ?%c?gﬁt i nvention. After the control

agent 302 initialized the device entry in step 435 of

FIG 4,
[0042] During the process, the network management system acquires data from

the access point by any web content mining methods known in the art.

[0043] In another embodiment, the network management system accesses a
network access point 112 and operates based on scanning a hyper text language pages
used for accessing the access point 112. The network management system provides a
device library that stores information regarding access point of different models, the
entries in the device library is then used to assist the network management system to
determines the locations of the required information regarding the network

connections’ status. By that, the network can be monitored and controlled easily. In
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the control agent 302 extracts all identity data of
t he devi ces connecting the access point 112 based on

WO beodessre entry at step 602. At step 604, ifpreheGre&D00106

of the network managenent system wants to bl ock any

devi ces connecting to the accé4s point 112, the

control agent 302 opens a specific htnml page for MAC
eSS thdt Iberebdtd JH Vi it {164E FoimaP :

The MAC adéllr ess of the sgﬁqé&\r%&h evi ceaﬁlwlﬁierb}{eet%%e%anagemem
tsystem Ma©nzaditakby searchetetevaatisypieh eexa tamgasgenmigad arldlizlevhmt! keywords

start. rej ecting/ bl ocking the correspondi ng devi ce

§%ﬁ5‘§<§éa% ?lﬁf.d ‘gé Inggrest ‘%m,tﬁﬁt Ryper dptty language pagesdlo gepergle a new
RaGiKe LR it PhP ' . he device
conn%ctFﬁﬁ)E?atug&gﬁﬂ?agﬁgL%gégd%ﬁgﬁﬁﬁé?é at a

predefined timng. The predefined timng of 5 seconds

or |less wouyl d, be tlgluffi cient and can be considered a

1040 ¢ i e dugher themebyorkumiapagemeat sygermsprovidee a recursive loop
. t i fr h

SRl OB AR AE L SRR B 1G5, 8y OIS ety svch as s
isecohti€ onldss, hddoOeIhe Inexlvop vedrtse Mg foR) it ist SaBsta@iall9rKreal-time
managenent system accesses a network access point 112
Hraitapes i G4 seesdie plisationni Ay the nejwerk megegemenigivsiga is able to
RaPsce iﬂﬁﬁqatfi&{ 0T Bine 5%&%1 Egin?%geﬁﬁ‘e@gf Hltod%l%zu e-}-ho?' the network
networ k managenent syStem provides & device 11Dbfary

niaabgentent esysteni ocquides A0 Weda! il BFe aPPRERioAOéHVirofient only, and
di fferent dels, the entries in the device library is.
Padsrstading (the ppsrationt and renfigyrations ab gthireh acesys theintt ¢f different

ﬂﬁh@fs 'H&Sreitﬁfed' ocations of the required informtion
regardi ng the network connections' status. By that,

t he network can be nonitored and controlled easily.
I nt he event that no record of an access point nodel is

A94%d, t helthist fuspRwarenagsahihat regitadoth Reswerkaeliensideyices, such as

e o S

byrprected @evicksy vaie@e tRSLE Dr - ARRRY, At £ givelaithél€Thé Bser can use a
entry for the access point nodel in the device

pingleaslick foomatrpctmy homer wirelgss proesio printrie Mirskiraiects gyt eonnected
ALAVdgdes a recursive |oop scanning process

automatically. Upon each |oop, there is a shot tine

del ay, such as 5

[0046] In accordance with another embodiment, the network management
system can be configured to send alerts to the user of the network management system
via any available communication means, such as E-mails and SMSs alerts. The

network connections to the access point 112 are archived and logged for later usage.

[0047] In the above description, the network management system requires
opening hyper text language pages for extracting data. It is possible the network
management system opens the hyper text language pages and extracts data without
actually showing the hyper text language pages. These operations are generally

performed at the background of the device hosting the network management system.



seconds or |less, before the next |oop starts.
Therefore, it is substantially a real-tinme nonitoring

w0 mobhesespeci fic application. As the network PCT/SG2008/000106
managenent systemis able to extract information from
the access point of differenti1fodels, user of the
net wor kK managenent systemrequires to works in one
300) cat | OTWRNYIHOBAE AnbBinten s Rl DR RLARLhd! Mstrated, it is
operation and conhfiguration of others access poln | A
ainflérstoedt thabdedny clanget matificatiods, V404ibhs lahd i ®nébinations thereof
software agent that recjted at network client devices,
£ould B to the BFRseteinveptiono vathewk dersring &iom the scope of the
RhRtiges alerts and identifications of the connected
devi ces, whether trusted or un-trusted, at a given
time. The user can use a single click to instruct a
honme wirel ess access point to bl ock/reject any
connected devices. [0046] In accordance wth anot her
enbodi nent, the network managenent system can be
configured to send alerts to the user of the network
managemnment system vi a any avail abl e conmuni cati on
means, such as E-mmils and SM5s alerts. The network
connections to the access point 112 are archived and
| ogged for |ater usage. [0047] In the above
description, the network nanagenent systemrequires
openi ng hyper text |anguage pages for extracting data.
It is possible the network managenent system opens the
hyper text |anguage pages and extracts data w thout
actual ly showi ng the hyper text |anguage pages. These
operations are generally perfornmed at the background
of the device hosting the network managenent
system [ 0048] Wil e specific enbodi nents have been
described and illustrated, it is understood that nany
changes, nodifications, variations and conbi nations
thereof could be nade to the present invention w thout
departing fromthe scope of the invention.Cains 1. A
net wor k managenent system for accessing an access
poi nt connecting at | east
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~ @hithbhsng bi ElBEkiﬂ%%ii&%%leWc&J"an%@éﬂr@
S.

one client device to forma network, the network
managenent system conprising: a software agent for

wo e@odeisg2 at the at | east one client device, ther/SG2008/000106

software agent is operable to search for hyper text

| anguage pages stored in the gagcess point and to

extract relevant data regarding status of the network
connections fromthe hyper &t | anguage pages; and a
graphi cal user interface for AT | ng all client

devi ces connecting the network based on the extracted

rel evant data, the graphical user interface conprises

dont r &4 BetWerk managsaient sigtem faslagesissing aw héagss pairtdopaerting at least

n 41 work via.the access poin erein..
ERECEEH pAfot & BB el oo R FE D el gl comprising
aut omatsofithieyagdht for PEPAIRE 0B al 16AR-oné clidMUIREVRE Koftware agent
managenent system according to claim1, wherein the

dppperehle tegeareh ifer hypsr 4¢xtdanguagepageh sfaped Iy fheracresstpoint and to

I age es wth.requl ar ressi.on of rel eyvant

oRURO el vdns daty eapding Slatusof TR REINETIS Sarssions Jeamp thig hyper text

I4hgGhgdipilzds; awler ei n the software agent is operable to

search for hyper text |anguage pages via requests

under aigraphi¢al aserciatesface forThgingetlliclidnt daviagrecmmectigsthe metwork

ccqrdi to claim?1l erein the software agent .is

B o B e Pocl el (. L il ey et gprisen ppols for
Ito RUWOTR $1aQRe Acess point,

rel evant keywor . The networK managenent syste

accor #hexgin dhe | swiftwate agnt epdatesh dhe atlevant edatgemttomatically at a

o%%rﬁbéd%.to extract the rel evant data regardi ng status

BIPRECTent devi ces via requests under HTTP

- protocols. 6. The network nmanagenent system accordi ng

to claiml, further conprising a device library for
2t or i hbe ingtworkamanagemenfasysienmyackoukisgs tpolaith 1gfwherein the sofiware

G 5 e 49 S BRETSTE YA o o

relevant keywords.

3. The network management system according to claim 1, wherein the software
agent is operable to search for hyper text language pages via requests under HTTP

protocols.

4. The network management system according to claim 1, wherein the software
agent is operable to extract the relevant data regarding status of the client devices with

regular expression of relevant keywords.

5. The network management system according to claim 1, wherein the software
agent is operable to extract the relevant data regarding status of the client devices via

requests under HTTP protocols.

6. The network management system according to claim 1, further comprising a

device library for storing information regarding access point of different models.
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regardi ng access point of different nodels includes
poi nters for appropriate hyper text |anguage pages and

w0 beodzasee r egar di ng connection status. 8. The PEL/S6I08/000106

managenent system according to claim1l, wherein the

rel evant data includes informayion regarding all the

client devices connection status. 9. The network

managenent system according to claim1l, wherein the

rel evant data includes a nodel and brand of the access

[oi nt .ThtGetwidik nivthbap&ént RP&B AOEGHing XS R &C GAE’in We iformation
claiml, wherein the rel evant data i ncl udes a MAC

aew@gg aceess poigtaf didferent anadelieincludes pointerst for mppropriase hyper text

R ot end B BB R RIB TSP B ary i ncl ndes

| nfor mati on of the client devices authorized to
connect to the network. 12. The nethod of accessing an
Seces éﬂqulqworé(omnm&emgt systéne aseording toldlaimt 1 dwhercin the relevant

f k f t Kk t
R RS Bmal PRy ek R Rbr oe speR o sl
| anguage page for |ogging on to the access point;

Iogg g on to the access point with user name and
Pass etwerkchanagement systeem ahgqudingtte dlaimahgwheein the relevant

or ed acc oi nt ; xt racting rel evant
@ﬁ én?lg egracﬂ‘?]%eli]g?(gﬁﬁggé)?aﬁ%%‘éw 8’é’V| ces connection
fromthe hyper text |anguage pages; listing all the

client devices connecting the network on a graphica
U9er iTheeretwork managdment systenexceaading do raidimy h,nwhcratnathe relevant

B R, R Rk b 5 RS B s

user interface; and updating the rel evant data
automatically at a predefined tine.13. The net hod
ddcor dhagetwork| laanngmenwmtem actdnding etarcrhhmng, ﬁmlhelt mmprlsmg a

gﬁ%eﬁgrtgﬁéﬁﬂﬁgf g}ql eé@,lt,%r gﬁent ev1ces thg zerdeg) cotinect to the

network.

12.  The method of accessing an access point connecting at least one client device to
form a network for managing the network connection, the method comprising:

searching for a hyper text language page for logging on to the access point;

logging on to the access point with user name and password,;

~ searching for other hyper text language pages stored in the access point;

extracting relevant data regarding status of client devices connection from the
hyper text language pages;

listing all the client devices connecting the network on a graphical user interface
based on the extracted relevant data;

authorizing or blocking client devices connecting to the network via the access
point via the graphical user interface; and

updating the relevant data automatically at a predefined time.
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14 The nethod according to claim12, wherein the
searching for the hyper text |anguage pages is based

womovazpsest s under HTTP protocols. 15. The methorSG2008/000106

according to claim 12, wherein extraction of the
rel evant data regarding statud8of the client devices
is by way of regul ar expression of relevant keywords.

18. Tithenmethod ae6sraind fodclhitn halvbrbh thehRhRhthe for the hyper text
extraction of the data regarding status of the client

denguagespagss isdyeuasoefl usingregular exptissionidT Rlpmot keywlosds. 17.
The method according to claim12, further conprising
storing information regardi ng access point of

dif f errpBtmemee|aseordfhg tjéhcﬁaiﬂ?tl@,o@hgﬁﬁlofh@i é%grchﬁlgcfoflitﬁ% Pyper text

17, wherein the information regarding access point o
danepegepagesisdabed omeeueitsunder HT@P prdtocolappr opri at e
hyper text |anguage pages and the rel evant data _
regardi ng connection status. 19. The nmethod accordi ng

9. cl gh@ héthodNREG gt {blelcl%ﬁﬁ 2RThefidh x.irggtkdsﬁd BF the relevant data

i nformati on regardi ng a the client device

eegarding istatuss phthes cli@@. défiees netiyodap aforegilag eixpressdion Bf relevant
2 mﬁerein the rel evant data includes a nodel and

é?%ﬁ%'%f the access point. 21. The nethod according to

claim 12, wherein the rel evant data i ncludes a MAC

address, a | P address and a devi ce nane of the client

dévi cdbe methodaecandingdd dainot2li whertia edtactiod 3f the dataaegarding

i~ ng. addi MAC, add f | i ent device
FIRILE of Higudietit fevices T baseL o Frgupstsindst HITAE Bresels: poi nt

when the client device is to be bl ocked.

17. The method according to claim 12, further comprising storing information

regarding access point of different models.

18. The method according to claim 17, wherein the information regarding access
point of different models includes pointers for appropriate hyper text language pages

and the relevant data regarding connection status.

19. The method according to claim 12, wherein the relevant data includes

information regarding all the client devices connection status.

20.  The method according to claim 12, wherein the relevant data includes a model

and brand of the access point.

21.  The method according to claim 12, wherein the relevant data includes a MAC

address, a IP address and a device name of the client devices.

22.  The method according to claim 12, further comprising adding a MAC address of
a client device into a MAC address filtering list of the access point when the client

device is to be blocked.



