1 TRANSM SSI ON OF SECURE ELECTRONI C MAI L -FORVATS Field of the Invention
This invention relates generally to conputing systens and, nore
particularly, to conputing systens for the creation and transm ssion of
secure electronic mail. 5 Background of the Invention Electronic mail
(e-mail) systens will, in many cases, include a feature to allow e-nmail
messages to be digitally signed. A digifal signature is an encoded val ue
that is included with an e-nail nmessage to provide a recipient with
information to TRANSMISSION UESEMBREIENCTRONIOMALIFORMAITS ender and/ or
that the message is unchanged during the 10 transm ssion process. Such an
emai | system is, considered a secure e-mail system A well-known protocol
for secur jhe Inyention Secure Multi - Pur pose Internet Mail Extension
(S/'M MVE) . &H@Mar i n conmon
use in secur enﬁ)eﬁﬁcﬁ{r%ﬁtesp%ﬂ&%ﬂ? n?délttal?lksﬁrtl opaque S|€na§ u?‘l‘y ?s one where
t he secur ecompuink sysaand fmethmsa@ﬁ ahd trangrhiesidn obsebarerbdtronisingtd]. t he di gi t al
signature encodi ng. This approach, defines a signature for the nessage

cont ent an:g éhen gnggdis bo,th that signature and the nessage content. The
resul ting n transmtted as the e-mail nmessage body. A
clear signgfelf&hit shaflEnldit !\}Pt&ﬁb ik LIRS feuRIYGQAHEH <aRg | ncl uded
with the e- &11 ngsgagea s  an attécrﬂhltﬁ}tlca%T%e masesage content is not

al tered andessagesdobe digitully sign@D Aididitabsigehtint & an émvoddievatwesthaige itvbaled of t he

e-mail . An advant age of an opaque e-nail ge i.s that .the caontent of the
message i sWHBAN e} MgIspRe OPIPUES A ISHRIE T 1&?{@%@ i?r%\vﬁa@ahwhen t he

appr opri at,g. ik of Mty ?’!1 thRrISERAR and DG ﬁ&?'rﬂes f&lﬁn duliflg ffbdi ti on,

since the nmessage content 1s not inmrediately avai therecr's | ess of a
pot entical frafsmissicarmbdesyalwhemn etm:aﬂr@shefrmstzdsﬁsldmaisagaeurere 121511 spemwWAy and, in

doing so, invalidate the digital nature. However, a disadvantage to the
use of opaﬂeﬂérkg?%a{qﬁ?@é fqr@PC%Eﬁ% i§ haqeujeMplisPupasslnterigiMailapp| i cat i ons
(for exanple, tsql%\&goo TM from M crosoft Corporation) are unabl e to

dlsplay opaque

Two different types of digital signature schemes are in common use in secure e-mail:

opaque and clear. An opaque signature is one where the secure e-mail has the message
15  content contained inside the digital signature encoding. This approach, defines a

signature for the message content and then encodes both that signature and the message

content. The resulting encoded data is then transmitted as the e-mail message body.

A clear signature is one in which a digital signature is encoded and included with the e-
mail message as an attachment. The message content is not altered and is sent in this

20  unaltered state in the message body of the e-mail.

An advantage of an opaque e-mail message is that the content of the message is not
available to recipients who are not provided with the appropriate information to decode
 the e-mail message body. In addition, since the message content is not immediately
available, there is less of a potential for an email gateway to modify the message in
25  some way and, in doing so, invalidate the digital signature. However, a disadvantage to
the use of opaque signatures for secure e-mail is that many e-mail applications (for
example Outlook 2000™ from Microsoft Corporation) are unable to display opaque

signed messages in the message preview pane. To obtain the preview of the message, a




si gned nmessages in the nessage previ ew pane. To obtain t he previ ew of the
nmessage, a 2 wuser of such an e-nmail application is required to open the

emai |, thus defeating the advantages associated with the use of a preview
viewin the e-nmail application. Further, where a receiving e-nmail
application does not support the protocol used to encode the e- mail, the
content of an opaque signed e-nmail nessage cannot be viewed at all. 5 It is

therefore desirable to have a mechanismfor permtting secure e-mails that
are createdr aSswepaf vendl giptidaticn i eequirad S0bpchake éfaifltheVdefeatigg Gievi Ng e- mai |
application to display such e-mails using a preview view or to_allow the
cont ent of advapages-assaciatedywifl theatse b a peevigye v, ip the c-mat gpplicagion e Petherng
e-mai | app] i i.on.: por i t aque. si.an rot | of

cendi ng o b LSk e FURRRRTiERRy dIEs RN, B BRES e L Barcl e
aspect of inb#, thevenéitef ak bpicisinbd exhdbteRagidanast RRdewodsdtaln for the
transm ssion of e-mails to provide for conversion of secure e-nail to
permt a receiving e-nmail application to use a preview view for the e-nail
or to accelds theeioredesiighlede havga meghaniioytor peapitinggpeeyre canajlsithat asg gnat ur e.
15 Accordi : t [ [ ] ' I a
conput er i%g?té(ﬁ%n egﬁgﬁgﬁﬁig@% 51%5 F@gﬁg %1@%{]?%_8%;09 %ﬁ &Fﬁ@h@%’%@g% ncl udi ng
the fol | owdigglagiuehs-mails g P@vizwsdew o td AllcH the coRlcht dTRaslageatddr essed to
a recipient and including an opaque signature to an e-mail server; b)
decodi ng tMeEsspEesde be apaepfiblgedosniiea sceiving emai ppplisetior potrsyprottirge t he
content of . | r st £-41i sage. 1 xtract the digital
signature %qa%ﬁ%éllﬁ?%ér@%ggﬁ%@é Leﬁe@?f@%?ﬂ%?ﬂb%ﬁ%fati ng a clear signed e-mail
message at the e-mail server, the clear signed nessage including both the
extracted Saninantofahe Insektidone extracted digital signature of, the first
e-mai | nessage;, and 25 d) forwarding the clear signed e-mail nessage to the

reci pi ent . Agesdinaine epeehnfihrinvesivadhersis prawdpdy Esthodrandsustemifer the ovi ded

the above FRIAALidbf e-mails to provide for conversion of secure e-mail to permit a receiving

e-mail application to use a preview view for the e-mail or to access the message content

without decoding the digital signature.

15  According to another aspect of the invention there is provided a computer implemented

method for transmitting e-mail, the method including the following steps:

a) sending a secure first e-mail message addressed to a recipient and including an
opaque signature to an e-mail server;

b) decoding the first e-mail message at the e-mail server to extract the content of

20 the first e-mail message and to extract the digital signature of the first e-mail
message;

c) generating a clear signed e-mail message at the e-mail server, the clear signed
message including both the extracted content of, and the extracted digital
signature of, the first e-mail message; and

25 | d) forwarding the clear signed e-mail message to the recipient.
According to another aspect of the invention there is provided the above method in

which the first e-mail message conforms to the S/MIME standard.




which the first e-mail nmessage conforns to the S/MME standard. 3
According to another aspect of the invention there is provided the above
method in which the step of extracting the content of and the digital
signature of the first e-mail message includes the steps of: a)
identifying the object encapContentlnfo for the opaque signed e-nail
message; 5 b) copying and del eting the, eContent value from

encapContent| nfo; and c) defining the extracted content and the extracted
digital sigartdhgiddmotiee agrof @he invbstidntediigbroaided tigndbue methodtime cl ear
signed e-mai| nessage. According to another aspect of the iﬁwenti n there
i s provi deshichthesanal oxtsesiing theeanient of pabihg digig! sigeataresb e ltged-B2Hi ni ng
whet her the S1‘£‘rsit Faé?th!a tg&sgfage neets a set of pre 10 defined criteria for
conver si on torel ear g gn% ofmat. According to another aspect of the
invention there is provided an apparatus for transmtting e-mail,

i ncl udi ng an ap-identifyisg teshjedt kecHOTRIchtIsRI fuethe opadusdigngd eapaitmespaggr code
execut abl e to receive an opaque signed e-mail nessage; P) conmput er code

execut @bl e t &) dPyda and delsing the eSogtrativalugdpm epeanConentlplo] gnéxt ract t he
content of th Lgne - Bl A0k t Lgital
si gnature of cfh(g&%%lgﬂl}gag%é%ggc Og?é %ﬁﬁtﬁéggtg%e; clél?%gfr%%ttﬁg% asggggorﬂ%xg
generating a clgarthedignelsi @it in teskagsignédemeall @tdssapegned nessage

i ncluding both the extracted content of, and the extracted digital

si gnat ur e Atcording tg anosher aspegt of the évgniden thexe 1pproyided dhghose medipd frgher

f or war di ngin% u?lindtﬁartes!og@egg ninite he%?ﬁl%%sttegméﬁ'g‘ler .ﬁagle e%%ta' s€ E-d' ng to
anot her aspéc Gf T He PRVent oncthere s provide £ above apparatus in
whi ch tdhe {§dfinel cHERETer @miasion®skattgdtbeisis to the S/M ME standard.
According to another aspect of the invention there is provided the above
apparatus in which the conputer code for extracting the content of and the
di gital si{nearding topnathes aspost aifhe investignibgreds ﬁmvvdegf@&%a@aﬁuﬁé%des t he
steps of : égnsgﬂﬁirﬁ%'etﬁﬁiEQHél&ﬁng Qﬁg%aifs&?\?e?,%gg-%ll AR il{cmdilrlé?e opaque si gned

e-mai | nmessage;

a) computer code executable to receive an opaque signed e-mail message;
b) computer code executable to decode the opaque signed e-mail message to
15 extract the content of the opaque signed e-mail message and to extract the
digital signature of the opaque signed e-mail message;
¢) computer code for generating a clear signed e-mail message, the clear signed
message including both the extracted content of, and the extracted digital
signature of, the first e-mail message; and

20 d) computer code for forwarding the clear signed e-mail message to the recipient.

According to another aspect of the invention there is provided the above apparatus in

which the first secure e-mail message conforms to the S/MIME standard.

According to another aspect of the invention there is provided the above apparatus in
which the computer code for extracting the content of and the digital signature of the

25  opaque signed e-mail message includes the steps of:

a) identifying the object encapContentInfo for the opaque signed e-mail message;

b) copying and deleting the eContent value from encapContentInfo; and




b) copying and deleting the eContent value from encapContentlnfo; and 4
c) defining the extracted content and the extracted digital signature as
the content and the digital signature in the clear signed e-mail nessage.
According to another aspect of the invention there is provided the above
apparatus further including conmputer code for determ ning whether the
opaque signed e-mail 5 nmessage neets ayset of pre-defined criteria for
conversion to clear signed format. Advantages of the invention include the
ability for &)sdefiingthe-ermadtec@pitént ahd 0R dx@acis@dighpladgratse githt gosentf or

out bound e-mails and for_a receiving e-nail _application to be able to view
the message conihific digatabsigeaiwieinthe deas sieppdormstl 8efs*Ssecure e-mail s

wi thout n ' ' i.gi.tal s rief
Desor pti ontaPaRRLe pf Rl e A AL e A Rl A e Bopd ' & 1
only a pr efigtheethcRidhpdionputer@bdd foe defenui@iig whsthdrithtis@qie signdd ®akildi agr am
show ng aspects of the transm ssion of e-mails in accordance wth the
preferrdd BWHGES meas a seofmrerdefaneg grigerip for senversiangostaar pigned fognatag t he

el ements of opaque signed and clear signed e-mail messages (prior art).

Fi 3| : S . e . 4
e i 1o 1 sl oF BRI IRk LG N A b RRB R SEDTY, o1
of the I nvepdguerigabturdsdoprebamdedmeiidad foeateceivintesmail bpplicatibitalef blence to

an e-mail systemin which an e-mail application forwards a-pmails to an
e-mai | ser ifeyicydhe mesashradsnd and/ar generids premtener! suplbsssing gigads Yighput

applicatio i fi: Fi illustrates one such
arrangenenP?edgﬁtgit&ﬁg&dé%-tﬁ%?ﬁ%gg%ﬁfilcé{ta?%ﬁ&%%ses e-mai |l server 12 to handle

out bound e-nmails generated by e-mail application 10. In the exanple of
Figureid, BeefDeicnigtien abthedrhwaigpl i cation 14 is a recipient of a-mails from
sending e-mai|l application 10, The preferred enbodi ment is descerbed with
ref erence IHIEWHIES Hﬂn uﬁt&;%bypv,gg ogg)fnpéxpple only a preferred embodiment of the

invention,

Figure 1 is block diagram showing aspects of the transmission of e-mails in accordance

with the preferred embodiment.

15  Figure 2 is a block diagram illustrating the elements of opaque signed and clear signed

e-mail messages (prior art).

Figure 3 is a flow diagram illustrating the conversion of opaque signed e-mails in

accordance with the preferred embodiment.

Detailed Description of the Invention

20  The preferred embodiment is described with reference to an e-mail system in which an
e-mail application forwards e-mails to an e-mail server for transmission to a recipient or
receiving e-mail application. The block diagram of Figure 1 illustrates one such
arrangement. Sending e-mail application 10 uses e-mail server 12 to handle outbound
e-mails generated by e-mail application 10. In the example of Figure 1, receiving e-

25  mail application 14 is a recipient of e-mails from sending e-mail application 10.

The preferred embodiment is described with reference to sending and receiving e-mail

applications. It will be understood by those skilled in the art that an e-mail application




applications. It will be understood by those skilled in the art that an
e-mai|l application 5 includes programcode that is executable to provide a
user with the ability to manipulate e-mail nessages. Typically, an e-nail
application will provide the user with functions for creating, sending,
receiving, viewing, and storing e-mail nessages. Subsets of these

functions may al so be provided in diffetent e-nmail applications intended to
be used with 5 particular devices. The program code of an e-nail

appl i cati cinchdys frogareside dit 6s execwablpes poRile sasepwitethe sbilith iehasipulagndhel d
device, or other devices that are intended to_ permt e-mails to be created
or read. ThEatmerpagss.of Yeglys an ¢-malanplisdion yallerewds thegserayifyfumnstionsr ded

tnder of ooctohg s senBRp riERE N icho Bl ¥k cRHY Hleshfes, SRR bR o1
of many cofureticisahdyyal@vsd prabvided fr dicfehoemthé\w@blgeidns Ritdnded tostesised®ithE- mai |

application 10 does, however, have the capability of generati n% secure
e-mai | ‘usi Pgtiadargienisge Thepragiamecode ot ap e-resibanplisation mayfp exequtablpafde e- nai |

6 i e i | . g . .
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15 havi ng BB Rs &l lpaddieceoraeg. provides a simlar illustration for an
e-mail having a clear signature. In Figure 2, a generalized exanple of an
opaque signed e-mail is illustrated with e-mail nessage body,K 20 shown as
cont ai'ni ngTR§ greanle of Bigusgr; shrws opaquesrmail 46 heige darvarteddram sending qymail; ¢ s
encodi ng. Jr r tQ. . i i - . i i gure 2,
a general |§§’(ljl cgtioglnp e 0 mgpégwl\égralr2$ s’?%ggg;%fsroﬁdg %ﬁﬁ‘?sggg Irnae'té‘lé%ﬁ"f(i’Pt \Ngt h

e- mai | 10vesmaiiappladsios 00 aiagt be-oi@bf mahy aehfeRialyhvaikabi@ol clspasdgeldedy 30

i ncl udes content 34 which is not encoded within the signature. In the case
of this cleail syptgmedEansthapplicationtl dees, lppvaver, baveide ganablity of gingrtiagi n
e-mai|l att . i eci f 1. e- mai |
Format s Sy e being i ShigueferBRRE U6 AL EEniblo LRIkl B °
e-mai | appisisaelt arpemkll, gechéiated dyteamibil hpplicatiid1l®@nl y 25 in an encoded portion
of the e-mail nessage body (shown as e-mail body 20 in Figure 2). \Wen

recei ved bI¥' a recipient havi ng an e-nmail application, the nessage body of
an igure 2 is a block diagram that illustrates the hlgg level elements of an e-mail message

15  having an opaque signature and provides a similar illustration for an e-mail having a
clear signature. In Figure 2, a generalized example of an opaque signed e-mail is
illustrated with e-mail message body 20 shown as containing signature 22 which, in
turn, contains content 24 within its encoding. As referred to above, signature 22 is
encoded. Also in Figure 2, a generalized example of a clear signed e-mail is illustrated

20  with e-mail message body 30 and e-mail attachment 31. E-mail message body 30
includes content 34 which is not encoded within the signature. In the case of this clear

signed e-mail, signature 32 is encoded and is placed in e-mail attachment 31.

As will be appreciated by the elements of the e-mail formats shown in Figure 2, when
opaque e-mail 16 is sent from sending e-mail application 10, the content is found only
25  in an encoded portion of the e-mail message body (shown as e-mail body 20 in Figure
2). When received by a recipient having an e-mail application, the message body of an
opaque signed secure e-mail is processed and signature 22 is decoded to allow content
24 to be extracted and displayed. If the receiving e-mail application is unable to decode

signature 22 then the e-mail cannot be displayed to the user with that application. Thus,




opaque signed secure e-mail is processed and signature 22 is decoded to
allow content 24 to be extracted and displayed. If the receiving e-nmai
application is unable to decode signhature 22 then the e-mail cannot be

di spl ayed to the user with that application. Thus, 6 for exanple, if an
SSMME format is used for creating the e-mail and the receiving e- nmai
application does not support S/MME, thg content of the e-nmail cannot be
accessed. Further, in typical e-mail applications, there is a preview pane
that is opforerahply, i an SAVIMY €0 énuded SbrScredting thed-naitead dgascaviagd: spl ayed
for a user. | n such applications, it is typical _for the preview pane to
nerely predelapplifatian degs notsuparsS/ Ve the qoptenhof the ernahcasnothfe cont ent )

wi t hout de&g@&gg such content. Thus, when an e-mail is sent in an opaque
signed forfat, the nessage is not viewable in the preview pane of such a
receiving e-mail application. 10 According to the preferred enbodi nent,
e-mai | i s Fusns inttypdchl ehhgiligdplizatichshite is @ pricw paheehaig@ptionakty ver i ncl udes
program code for, converting opaque signed e-nmail to a clear 7, signed

f or mat .3 Thitsplagsd whendlisinof; ymall ancssagap e dolaved fpre vser. Ja suehappbicsfans,
oS o Tpr . : e
P | iy ABisHERERE A8 EN M & fcilR st it BB Sl e AW VL

server 12, pgtibabf the cohen®)-withobt dbdi@gsact content.r Thgl, wihey ae e-mrdil is a@plin cat i on
14. According to the preferred enbodinent, the 5 functionality of e-nai
server 12 fhepagye §lgae£€9mék thegnessegrds nehviewalle Hybe Provipene ofiseeledl nessages
to clear sj S : w |l be appreciated, e-mail server 12 is able
to decrypthgﬁgggggéﬁgqgﬁaﬁé ‘messages sent by sending e-mail application
10. In the preferred enbodi nent the encoding of e-mail 16 is an S/M M
encodi ng aAdcdriiing ts tieaefeard emblodittient, @-mgihisersdnsmitidithrongisangemailGervet.o a
clear signed fornmat (e-mai] 18) are 10 set out in the flow di agram of
Figure 3. WThe gaplsgrver ingdndsp progmm segdafoF §?rafﬁrtmscqpaaré€‘smg@féterlae§ ?%ﬁh clgar { he
nmessage content and of the digital signature fromthe opaque signed e-

mai |, the extracted nessage content and the extracted digital signature

t hen bei ng




included in a clear signed e-mail nessage that e-mail server 12 sends to
the recipient. As shown in decision box 40 in Figure 3, the first step
carried out in the conversion 15 process at the e-mail server is to

det erm ne whether the e-mail nessage is opaque signed or not. hi the case
of an SSMME nessage, this process is carried out by viewng the MM
content type of the nessage. If it is type nmultipart/signed, then it is
clear signed. O herw se, a check on the Cryptographic Message Syntax (CWVbB)
encodi ng ofignddifermats Taeah He eésnrih etk exaimploofidpee M 1$endihg etmdiBappligata. Then
is done by | ooking at the 20_value of the contentlnfo Object |dentifier at
the start Hgosetessxaupleg-mad 1edaiongayersigned S/MEVESpenaty Ilulb{heﬂjlli‘éfelﬁﬁdssage is

he start Ut SeNEIEEamPle-aAl Ideiongivere! : FESsa
b oncr ypt SabodiaR B0%dnel ol B e SRLERAR . BATNE Be e RhL MR | | O

message i stortedcidpg Gaeaisdppliestiont 146 A @Srdshiotrthe prefdrRf efbodimdntghis e 3, the
message is_ passed to the next part of the process otherwi se carried out by
e-mai | Seripastiomlifypfzsmeail server k2t ipelydesecanversion fwaction de conyertippaqueci pi ent .

Alternativ i e-,qal Jk (Y t er m. . - JR| ssage i s
opaque si gsﬁé%%d I{‘lésstsge%gﬁ(ﬁdg%' Sf@égc%eﬁéa;gg gi ‘g%wiﬂgg?%ﬁpg?%%%&;gqﬁﬁg? %Elrlfilrg? olgr aphic
Message Syidlew ddeipt the@pa@st sighedimdsbezeShdvit Mz seriassSagRillapplieced et e e- mai
nmessage. As indicated above, e-mail server 12 has the appropriate

i nf or mat i ot @vferretinabadimprtithe encofingdd eamrihtp isfanS/WIMFagncoding saddhs from

e-mai | appl.ication 10 that are epcoded ing the S/ M f ormat .afe,  the

o atorr on e Y ¢ e kin Bl ERRS: LR tRE Rl Smel (Rl %6 |
carri egy oUdet olltif tRONYR idpBiin oPFRERSS IndRRéral HRStdphe concagbeiicafetnfo  part
of the SIM M e-nmail nessage (the part of 5 the e-mail nessage object that

in the S/ MAVRCHempOhe theser gorsnttand ofhesligital signeture from Hee emauelsighada-

signature).. . next step in th onversion .ep.48 in Fiqure 3) is to
oot he veaity Br Bt fshdh otfeof B e B Aol e HmhBrd bR A codi ng of
the 10 nespehided M 4 fledrieore@RSRANSREI S (HAPEATE sefvet B saRER EOME k@fifledtengt h
information for the nessage). The resulting CM5 encoding (m nus the

eContent) wll formthe signature for the converted clear signed e-mail
nmessage. Asshown in decision box 40 in Figure 3, the first step carried out in the conversion
15  process at the e-mail server is to determine whether the e-mail message is opaque
signed or not. In the case of an S/MIME message, this process is carried out by viewing
the MIME content type of the message. If it is of type multipart/signed, then it is clear
signed. Otherwise, a check on the Cryptographic Message Syntax (CMS) encoding of
the message is carried out to determine if it is signed. Then is done by looking at the
20  value of the contentInfo Object Identifier at the start of the encoding and seeing if it
indicates that the message is signed. If it is signed, then it must be opaque signed,
otherwise it may be encrypted, compressed or some other encoding mechanism used. If
the message is not opaque signed, then as shown in step 42 of Figure 3, the message is
passed to the next part of the process otherwise carried out by e-mail server 12 in

25  transmitting the e-mail message to the recipient.

Alternatively, if the e-mail server determines that the e-mail message is opaque signed,
step 44 of the conversion is to process the Cryptographic Message Syntax (CMS)
encoding of the S/MIME message to decode the e-mail message. As indicated above,

e-mail server 12 has the appropriate information available to permit the decoding of e-




The |l ast step in the conversion is to create a M ME nessage of type

mul tipart/signed (the new clear signed e-nail nessage). The information to
be used to define the new 15 nessage has been defined as described with
reference to the above steps. Step 50 of Figure 3 involves the creation of
t he nessage object that includes: a. the contents of the eContent part of

t he opaque signed e-nail nessage becon§s t he nmessage part of the clear
signed e-mai|l nessage (see content 34 in the Figure 2); and 20 b. the CVB
encodi ng Ofhail htessiggnfrdmreembiapiliction eCant awvtencwied vsidy tlRsS/MINE fatrinat ofpart s

of the multi part/5| gned nessage (including signature 32 as shown in Figure
2). The redgprefgred ¢abodaemd. conver si on process is clear e-mail 18 as shown
in the exanple of Figure 1. This e-mail is forwarded to receiving e-mail
applicatio ) ation 14
recogni zesﬂ?%e F%%ﬁh@%a%ghaﬁ%ggﬁ gé*{: %%irswpa%g?b%h?%()& heiso @%?%bﬁ

presence ofrocesiduntifiestha em%ﬁ&hﬂﬁﬁbqﬂﬂ(df Qe mm el-)naﬂfmemge, (t}tehmrquew ew
pane for rece|V|ng e- mai lication 14 is able tq be used to display
some or’ al {hegrmaihmessgge @bi?ct at dn the,S/MINE standard igeipdesthp pessage gpRiFRy e- mai |

applicatio t to be
r eadabl e. %ﬁqgsﬂ@gf ?1% crgg’{ar%k% éﬁtgéfg%ﬁ‘%%s M@ Og%?%%ﬁ?%@ unctions
carried ouieadi)metd&ncﬁngpirabf the idpadfied encap€omeitlefy ai Thadisehd mssshfecatamat ur e

is not readabl e by an applicatign that does not supporf the encrypting
process us@yl Vidkfopmdheelpaimresaggdn aresuiting converted clgag pighest email messageer | as

w il be apggeh gt ﬁ%zté %e?@ﬁ)ﬂtéﬁté}a}t%feﬁ?&ﬁa%ﬁ?ma cﬁ)’&n%gt{r/ méespi te the 5

absence of "a‘usea ature, Is a pote ant ageous

f eat ur e of mksage Gyist thmcd@@qmﬂmaﬁupdﬁ&eomh@ﬁﬁfrdﬁﬁtﬁteﬁl@b@ﬂIlﬂﬁﬁha’acﬁl fdeger i bed
with reference to e-mail that is sent via an e- mail server. Such a server

may be use@eﬁﬁag%)y?ﬂ@ﬁ%s%rmeﬁl@wcagg(m@ﬁaﬂ@e@oa@m)@éh} fogmp thegigmatre cr eat e
e- mai | g)@ 50&% garts{éﬁﬁ' rﬁbstsagd to an enterprise e-nmail server 10
ern

for forwar rou connection to recipients. O her

The last step in the conversion is to create a MIME message of type multipart/signed
(the new clear signed e-mail message). The information to be used to define the new
15  message has been defined as described with reference to the above steps. Step 50 of

Figure 3 involves the creation of the message object that includes:

a. the contents of the eContent part of the opaque signed e-mail message
becomes the message part of the clear signed e-mail message (see
content 34 in the Figure 2); and

20 b. the CMS encoding of the signature (with the eContent removed ) as the
other parts of the multipart/signed message (including signature 32 as
shown in Figure 2).

The result of the above conversion process is clear e-mail 18 as shown in the example
of Figure 1. This e-mail is forwarded to receiving e-mail application 14 (as shown in
25  Figure 1). Receiving e-mail application 14 recognizes the inbound e-mail as a clear
signed format. Due to the presence of content in a non-encrypted (non-encoded)
format, the preview pane for receiving e-mail application 14 is able to be used to
display some or all of the content of clear e-mail 18. Similarly, receiving e-mail

application need not support S/MIME format for the message content to be readable. In




i npl ement ati ons of the preferred enbodi nent may involve the transm ssion
and conversion of e-mail through other systens that operate in a manner
anal ogous to e- nmmil servers. In general, e-mail generated with an opaque
signed format is forwarded to a conputer systemthat includes a conversion
function that permts the e-mail to be 15 converted to a clear signed
format before being sent to the receivigg e-nmail application. It will be
appreci ated that the conversion of the secure e-mail nessages involves the
decodi ng ofthe d@er yase) grilbbe imdepstomd thantha fishctibad cartiat @ft by ¢hd digitd- nai | servers

in question are preferg secure to prevent .the e-mail . conversjon process
f rom bei ng*&N3HYF ale Bt e bl the sigpgfare hoLiaitie Syan @wﬁhcz@m{ﬁ@f io-%ﬁ
server is fyRLGSHH thele 5k D¥sYr B oﬁgin‘éir 'e%ati%ﬁ%%’ﬁ{e s?@ﬁ!éfr@f‘“ on

conpri sing program code executes on a Server conputer. mai |
server apHbwewdr nwillehe appredatady theabilag teercad theuhasagercogeardespitdtiet i n a
conputer cqde storag di um such as a magnetic, optical or electronic

st or age® dedhsgree %@&%@%ﬂﬁ”@@t 1gnalie.yep elspiallyadyvenagesus rues%me € nst al | ed
on a serveg sfeﬂ{r@ééﬁﬁl%dj.” executable form 25 The e-nmil server in operation
is an apparyat us that 1s capable of carrying out the operations described.
In the preferred enbodi nent, the e-nmail server includes program code that
execut es t'Bhe pafamed eatbotiineent Grdesersied iwitif refdnence toredntail thitds sentreial anser ver al so
carries out Qt her Io% ing and gdrri ni.strative functi onﬁ for e-nuil

appl i cat i of&ll servery Such gecryghmay papieed ip gstempwherersicsn hanibeld dexiqes &xer ver
that. Conveﬁgea t§¢ e!esmgi§ m%?s%géé ﬁlﬁtdari-f"tﬂeh UQLEIEEI‘IGH? ﬁ?éﬁ&?ﬁgégma‘ﬁ's‘eﬁre} he
sending e-mall application, Tt Is also possible For st a conversion

e- mai | 10 sefor dorwacdibe thasphandhecheteminil doanedoaity revtpientsradtheappl i cation. In

such a case the e-mail . server nmay be an enterprise server that receives
e-mai | andiigerentatonsof the preferred ﬁ‘ﬁPP‘%ﬁwn@“@]ﬁ@VQB’ﬁﬁ%VWSSFW“& ent devi ce.
Such an ar IS ai i Bl iVl = NAL1 i.cation
oxocut o5 oRHRERTRNS  Bap ARG EndhApkiEnt B LERL) bhanfarBblopRRbEES (0o
ent er pri semad se@erst hapereedOsmet gandrated wathdmsiphgue dasili fombdt dnfoanardedid he

wi rel ess handhel d device. In such an arrangenent, the e-mail server
associ at ed? fPmPpRtetgystem that includes a conversion function that permits the e-mail to be
15 converted to a clear signed format before being sent to the receiving e-mail application.
It will be appreciated that the conversion of the secure e-mail messages involves the
decoding or decrypting of information and that therefore the e-mail servers in question
are preferably secure to prevent the e-mail conversion process from being a point of

insecurity for the e-mail system.

20  The e-mail server is typically implemented by way of an e-mail server application
comprising program code that executes on a server computer. The e-mail server
| application may be delivered as a computer program product in a computer code
storage medium such as a magnetic, optical or electronic storage device. Such an e-
mail server application is typically installed on a server computer in executable form.
25  The e-mail server in operation is an apparatus that is capable of carrying out the

operations described.

In the preferred embodiment, the e-mail server includes program code that executes to
carry out the conversion of the e-mail. The e-mail server also carries out other logging

and administrative functions for e-mail applications. It will be appreciated that




receiving e-mail application may receive opaque signed e-mail nessages. The
e-mail 10 server, if the appropriate information regarding the encodi ng of
t he opaque signed e- nmil nessage is available to it, nay operate to
convert the e-mail nessage to a clear signed format. In the preferred
enbodi nent, the conversion function nmay be optionally invoked. In sone
contexts an opaque signed e-nail nessagg may be desired even where a
receiving 15 e-nmil application may not be able to access the e-mail

cont ent asalthongls tHete-mbib sert-&ri that comeatre-maibs adieseritet] vall @ftef be atsheiaedmai |

server is ab e to selectiyvely determ ne mhethe&v e conversion function
wi |1 appl yWith the seading eqagibrrpticaion Has alsepssitdefoy apch scanypisioae-mailt ensi on

i nvol ves t&?vé?mg'hs%% 8"mﬂ1pcﬂé }’écE'ﬁTx?g dB5f ap }tﬁﬂﬁ‘aéﬁ | A0EH 2 bhdeiRd e—‘hﬂllt he

inconming e-nail's to server to convert opaque signed

e-mai | s t hsrvereedy beGinenseprisefsedef thaekceived emiad agd tien exdirepisehe sandldo nane,
reci pi ent nane, sender user_grou and so forth). Various enbodi nents of
the pr e%enﬂleuaﬁnr@ﬁmfs ﬁeqﬁ%ze‘mrﬁngeeEU%m%mmémplﬁéﬂpwaslb&‘ewa?rp threceiafe of
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and rmdl f| I ng e I'nvention. The

i nvention Qﬁoughcahllbﬁﬁﬁplﬁdseﬁﬁﬂhavﬁldﬁé-h&ﬁlﬁoamﬁsl{fqdﬂéstlﬁﬂidrmmﬂ tamef all within
t he scope of the apﬁended clainms. 11 CLAIMS. 1. A conputer | ement ed
met hod f or Witelepshandpeld gewceralny such %m&%&m élwpma% ﬁ%eltqséﬂ%? withths st eps:

5a. 10b. Crec%mn?ge%g?i?g‘aﬂlcﬁﬁ&%ﬁgi&eﬁ% Gl Ry o

reci pi ent an g an opaque si 0 an e-narl server
10  server, if the appropriate information regarding the encoding of the opaque signed e-

mail message is available to it, may operate to convert the e-mail message to a clear

signed format.

In the preferred embodiment, the conversion function may be optionally invoked. In
some contexts an opaque signed e-mail message may be desired even where a receiving
15  e-mail application may not be able to access the e-mail content as a result. For this
reason, an administrator for the e-mail server is able to selectively determine whether
the conversion function will apply to e-mails handled by the e-mail server. A further
extension involves the administrator applying a more sophisticated filter to the
incoming e-mails to allow the e-mail server to convert opaque signed e-mails that meet
20  aset of defined criteria (for example, sender name, recipient name, sender user group,

and so forth).

Various embodiments of the present invention having been thus described in detail by
way of example, it will be apparent to those skilled in the art that variations and
modifications may be made without departing from the invention. The invention

25  includes all such variations and modifications as fall within the scope of the appended

claims.




decoding the first e-mail nessage at the e-mail server to extract the
content of the first e-mail nessage and to extract the digital signature of
the first e-nmail nessage; generating a clear signed e-nail nessage at the
e-mai |l server, the clear signed nmessage conprising both the extracted
content of, and the extracted digital signature of, the first e-nai
message; and forwarding the clear signgd e-mail nessage to the recipient.
2. The nethod of claiml in which the first e-mail nessage confornms to the
15 SIM ME €Lafdard. 20 3. The nmethod of claim2 in which the step of
extracting the content of and the digital signature of the first e-mai

message conpr.ises the ste of g. identifying, the object epncgpContentlnfo
for the opaqde ’gicﬁﬁ’é’ﬁteélrﬁﬁlisqnenﬁa%%%{,] Obﬁgﬁi‘gmnﬁ&%ﬁ{]}tg%m Oag t he eCont ent
val ue from enc oY hBfQlovARg stefs: defining the extracted content and the
extracted digital signature as the content and the digital signature in
the clear signed e nsnldingessage firgds-mail Messageaddvessed tocavecipreat afd clains 1 to

3 further conprising the.stg&of det erm nigﬁ; whet her the first e-mail
nmessage neets a set OTTRYISHEEY PRIGHC JENAUEtg all LARALISRNAEY sj on to cl ear signed

format. 5. An appay aiatsdingind ﬁﬁﬂémaﬁltlh&@g&-lgﬁ{éae-mﬁﬁ@akaﬁﬂo%w e mai |

server, the e-mail 30 server conprising conput er code execut abl e
to recei ve an opaquecaitgn et the-firsti d-mei asagper andto exvraputhe digitalddgreecuf abl e to
decode t he opaque si%gzg e-nmai |l nmessage to extract the content of the
opaque signed e-mail LBl mEste8%ext ract the digital signature of the

opaque si gned e- ) | o JRAIAGS cIEAr Sipn&PURMIGhesS A HRIe-AENSEAL 1 deaf! o2
signed e-mai| nessage, the-clear
10 signed message comprising both the extracted content of, and the
extracted digital signature of, the first e-mail message; and

d. forwarding the clear signed e-mail message to the recipient.

2. The method of claim 1 in which the first e-mail message conforms to the
15 S/MIME standard.

3. The method of claim 2 in which the step of extracting the content of and the
digital signature of the first e-mail message comprises the steps of:
a. identifying. the object encapContentInfo for the opaque signed e-mail
20 message;
b. copying and deleting the eContent value from encapContentInfo; and
c. defining the extracted content and the extracted digital signature as the

content and the digital signature in the clear signed e-mail message.

25 4. The method of any one of claims 1 to 3 further comprising the step of
determining whether the first e-mail message meets a set of pre-defined criteria

for conversion to clear signed format.

5. An apparatus for transmitting e-mail, comprising an e-mail server, the e-mail

30 server comprising:




si gned nmessage conprising both the extracted content of, and the extracted
digital signature of, the first e-mail nessage; and d. conputer code for
forwarding the clear signed e-nail nmessage to the recipient. 10 6. The
apparatus of claim5 in which the first secure e-nmail nessage confornms to
the SSM ME standard. 7. The apparatus of claim6 in which the conputer code
for extracting the content 15 of and tjhe digital signature of the opaque
signed e-mai| nessage conprises the steps of: a. identifying the object
encapCont ent | nf o af cdonipgueerepdeercecaiatirad reeivaiah opaprsiged chnaibwpysagpg and
deleting the eContent value from encapContentlnfo; and 20 ci defining the

extracted content PantPMmEcTERds sxacaiableitg deeade dheppaans sened ¢ meil messasent and

e dioital signat i ofibifc GhAgl oF NG Bic TRSEARSsgBan g™ 21 o
det er mi ni ng whet her thbdigitabs]peatsic@f gt @agne digmdssagie nieeaigs;, a set of pre 25

defined criteria for conversion to clear signed format.

5 c. computer code for generating a clear signed e-mail message, the clear
signed message comprising both the extracted content of, and the
extracted digital signature of, the first e-mail message; and

d. computer code for forwarding the clear signed e-mail message to the
recipient.
10
6. The apparatus of claim 5 in which the first secure e-mail message conforms to

the S/MIME standard.

7. The apparatus of claim 6 in which the computer code for extracting the content
15 of and the digital signature of the opaque signed e-mail message comprises the
steps of’
a. identifying the object encapContentInfo for the opaque signed e-mail
message; '
b. copying and deleting the eContent value from encapContentInfo; and
20 c. defining the extracted content and the extracted digital signature as the

content and the digital signature in the clear signed e-mail message.

8. The apparatus of any one of claims 5 to 7 further comprising computer code for
determining whether the opaque signed e-mail message meets a set of pre-

25 defined criteria for conversion to clear signed format.




