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300 Z« o

Initiating an electronic credit card payment transaction by executing a payment
application in said merchant's device.

Y ¢ 302
Entering sales information in said merchant's device.
+ ¢~ 303
—
Entering a credit card into said card reader of said merchant’s device.
! < 304

Entering buyer identification information and generating an PIN entry req@g’t
in said merchant’s device.

I 305

Transmitting an encrypted purchase message from said merchant's device to
a payment server, wherein said encrypied purchase message comprising at
least one of sales information, buyer identification information, PIN entry
request and encrypted credit card information read from said credit card in

said card reader.

¥ < 306
Receiving and decrypting said encrypted purchase message in said paymﬂeﬁt
server.
Y C 307

Determining buyer's contact information using said buyer's identification -
information in said decrypted encrypted purchase message.

Y $ 308

Transmit a PIN code request 1o a buyer's mobile device based on said bu\:/’c;;’s
centact information.

Y < 300

Receiving said PIN code request in said buyer's mobile device, and Eauncﬁi';g
a secure PIN entry application in said buyer's mobile device.

¥ <310

e

Entering PIN code in said secure PIN entry application.

v

Cont. in fig 3b

Fig. 3a
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Cont. from fig 3a
'* ¢ 312

Transmitting a PIN code block comprising encrypted said PIN code to sai-a—
payment server.

¥ <313

——

Receiving said PIN code block in said payment server.

v 314

J—
Determining if a verification of said PIN code is performed off-line or on-line.

5 315 Off-linel On-line

i. Transmitting said PIN code block from said payment server to said
merchant's device.
ii. Decrypting said PIN code block and verifying said PIN code block
against PIN information in said credit card.
iii. Transmitting sales information from merchant’s device to said
payment server.
iv. Transmitting said credit card information and said sales
information from said payment server to a bank server.
v. Verifying said credit card information and sales information in said

bank server.

¥ 316

i. Transmitting said PIN code block, said credit card information and
said sales information from said payment server to said bank server.
ii. Verifying said PIN code, said credit card information and said sales

information in said bank server.

Y + 317
Producing a verification message in said bank server based on said
verification.
Cont. in fig 3¢

Fig. 3b
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Cont. from fig 3b

v 318

Transmitting said verification message to said payment server.

Y ¢

319

e
Generating a receipt message in said payment server based on received

verification message.

v ¢

320

—
Transmitting said receipt message to said buyer's mobile device and said
merchant's device via said payment server.

Y .

321

a—

Displaying said receipt message in said buyer's mobile device and in said

merchant's device completing said electronic debit or credit card payment.

Fig. 3¢



