BLOCK B5

Timestamp
Hash of Block B4

Transaction 1
Transaction 2

FIG. 1



2/6

202

Communication Interface

204

Processor

206

Memory

FIG. 2




3/6

(O8]
o
o

F1
Amend
F4 F6
Endorser Transfer to
Endorse Importer

Endorsed
S3

FO

Sumbit F7

Importer Grant
Customs or Banks
Access to Review

F5
Endorser
Rejects

F3
Issuer
Rejects

Archive Under

Review
S5

FIG. 3



4/6

S
o
o

Blockchain

E— "'/402 E

E i Encrypts*andf; E

'} Generate a proof !

- !

: i

: .

— 71 406

! 404 b=

i Submit UPDATE Tx 1 Verify proof

1 with (record_ID, S*, F, proof) i‘ !

' -

i i—--'/408

! i Update record with record_ID
i < 10 new state S*
i

FIG. 4



5/6

(o
o
o

Receive a transaction submitted by a user, the transaction
comprising an identification of the record, a protected operation
value representing an operation to be performed with respect to

the record, a protected state value representing a state of the
record after performing the operation, and a proof prepared by
the user

_— 502

Determine whether the proof is acceptable based on whether the
proof indicates that the user is in possession of a secret input

| — 504

In response to a determination that the proof is unacceptable,
refuse to process the transaction submitted by the user

| — 506

In response to a determination that the proof is acceptable, set a
recorded state of the record to the protected state value

L — 508

FIG. 5



6/6

9 94

809 |

9|NPOA mc__u._ooow_

909"

a|npoj\ uonoaley

709 — |

9|NPOJA uoneuluwlsla

209

S|NPOA mc_>_oomw_

o
O






