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CROSS- REFERENCE  TO RELATED APPLI CATI ON

This application clains a priority to and clains the
benefit of U S. Provisional Application No. 61/456, 192.
U.S. Provisional Application No. 61/456,192 is incorporated

herein by reference in its entirety.

BACKGROUND

Undesired prograns, such as malware, are conputer
progranms or software that perform actions on a conputer (or
conmput er systen) w thout the consent of the conputer user.
Mal ware can include, for exanple, viruses, worms, Trojan
horses, backdoors, spyware, adware, botnets, or other
mal ware or other prograns that can have a nalicious effect
{or perform other undesired functions) on a conputer. A
mal i cious effect on a conputer is, for exanple, when the
conmputer (or conputer resources or objects) becones
damaged, disrupted, corrupted, undesirably burdened, or

otherwise affected in an undesirable manner. As known to
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those skilled in the art, what is undesirable to a user may
actually be desirable to another user or may even be a

vi able software product of a vendor or software tool in the
mal ware testing procedures.

As sone specific exanples, botnets are software agents
used to create and send spam malware, or viruses, or flood
a network with messages such as a denial of service attack.
Spyware is a type of malware that can be installed on
computers and collects information about users wthout
t heir know edge. Viruses are prograns that can danage or
di srupt prograns or conmputers, and can reproduce itself and
infect other prograns or conputers.

Current approaches to cleaning {e.g., renoving,
deleting, or quarantining) of undesired progranms or
preventing infections of undesired prograns require, for
exanple, the use of software agents, active running code
(processes), or behavioral- blocking software. For exanpl e,
firewalls are used to block known nmlware, but uses
conmputer resources to function. Conventional rmalware
protection solutions may often be expensive and difficult
for large businesses (or organizations) to maintain.

Some specific non-malicious conputer prograns may al so
be undesired by a business. For exanple, a business {e.g.,

a large corporation) may not want peer-to-peer filesharing
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prograns (or other types of conputer progranms) in the
network of the business. Additionally, these non-nmalicious
undesired programs can consune conputer resources such as,
for exanple, hardware resources (e.g., nmenory space and/or
processor resource) and/or software resources (e.g.,
operating system tasks) . Therefore, a conmputer user may
desire to prevent the installnment of particular conputer
prograns that are not necessarily malicious code.

When a user discovers the presence of an undesired
conmputer program in a computer (or the presence of an
undesired program in devices in a network, or the presence
of an undesired program in a portable conputing device such
as, for exanple, a personal digital assistant, smart phone,
i Pad, or iPhone) , the user can usually renove the undesired
program by use of a currently available solution. For
exanple, current software prograns are available to renove
mal ware or viruses in a conputer. However, the conputer
can often be re-infected by the sérre undesired program | f
the re-infection rate is high (e.g., approximtely 50% or
greater) , then the cost of maintaining the conmputer wll
becone expensive for a business, particularly if multiple
computers becone re-infected with the sanme undesired

program
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This increased cost is likely incurred if the business
uses an "enterprise system which is a |arge-scale,
organi zation-wi de, integrated application-software package.
For exanple, if a business is re-imaging a conputer for use
with or as part of the enterprise system and after
anal yzing the re-inmged conmputer, the re-inmaged conputer is
found to be infected or re-infected by an undesired program
{e.g., malware or virus) that has previously infiltrated
the conmputers of the business, then the procedure of having
to renove the re-infection will lead to increased costs for
t he busi ness.

The current technology does not provide a |ess
complicated and |ess expensive approach to preventing the
re-infection of conputers or networked devices. Ther ef or e,
the current technology is limted in its capabilities and
suffers from at |east the above constraints and

defi ci enci es.
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BRI EF _DESCRI PTI ON OF THE DRAW NGS

Non-limting and non-exhaustive enbodinents of the
present invention are described with reference to the
followng figures, wherein like reference nunerals refer to
like parts throughout the various views unless otherw se
specified.

Figure 1 is a block diagram of an apparatus (system
in accordance with an enbodi nent of the invention.

Figure 2 is a block diagram show ng various features
in the apparatus of Figure 1, in accordance wth various
enbodi nents of the invention.

Figure 3 is a block diagram of a nethod in accordance

with an enbodi ment of the invention.
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DETAI LED DESCRI PTI ON OF PREFERRED EMBCDI MENTS

In the description herein, nunerous specific details
are provided, such as exanmples of conponents, nodules,
software, programmed code, and/or nethods, to provide a
t horough understanding of enbodinments of the invention.
One skilled in the relevant art wll recognize, however,
that an enbodi nent of the invention can be practiced
wi thout one or nore of the specific details, or with other
appar atus, systens, nethods, nodules, software, progranmed
code, conponents, materials, parts, and/or the Iike. In
ot her instances, well-known structures, materials, nodules,
software, programmed code, or operations are not shown or
described in detail to avoid obscuring aspects of
enbodi nents of the invention. Additionally, the figures
are representative in nature and their shapes are not
intended to illustrate the precise .shape or precise size of
any element and are not intended to limt the scope of the

i nventi on.

Figure 1 is a block diagram of an apparatus (systen}
100 in accordance wth an enbodinent of the invention, or
is a block diagram an apparatus (system) that can be used
in an enbodi rent of the invention. An exanpl e conputing

device 105 (or conputer 105) is connectable to and can
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communi cate along a conmunication network 110. Ther ef ore,
the conputing device 105 can conmunicate wth and downl oad
data objects or programs from a renote server 112 via the
network 110. An inoculator engine 114 in accordance with
an enbodi nent of the invention wll operate on the platform
of the server 114, and the functionality of the inocul ator
engine 114 will be discussed below.

The conputing device 105 can be, for exanple and
without limtations, a conputer (e.g., a personal
conmputer), server, workstation, nmainfrane conputer,

m ni conputer, mcroconputer, notebook or |aptop conputer,
pal mtop, a smart device (e.g., a snart printer, snart
camera, smart scanner, or other snart devices), or a
portable conmputing device (e.g., cell phone, snart phone,
personal digital assistant, iPad, iPhone, or other portable
conmputing devices), or another type of conputer.

The conmunication network 110 is, for exanple and
without limtations, a public network such as a w de area
network (e.g., Internet), a local area network (LAN), or a
di ff erent type of private network, seni-private, or public
net wor k. The link(s) fornming the network 110 can be wired,
wireless, or a conbination of both.

The conputing device 105 includes standard elenents

115 that are used in conputing operations or data
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transm ssi ons. Some of the elements 115 shown in Figure 1
are hardware elenments or objects (e.g., disk drivers). Of
course, the conponents in the elenments 115 nay vary
depending on the type of conputing device. For exanpl e,
sone hardware elenments in a personal conputer can vary in
conparison to the hardware elenents in a PDA or snart
phone. As an exanple, the elenments 115 include a processor
120, one or nore nenory devices 125, storage devices 130
such as disks, ports 140 (which could alternatively be
conponents in a network interface 142}, a disk driver 145,
a network driver 150 (which could aIternativAer be a
conponent in the network interface 142), and/or other known
elements that are used in conputing devices.

The conputing device 105 also includes software
el ements 152 such as, for exanple, an operating system (0S)
155 that perforns nanagenent functions and other functions
that are known to those skilled in the art. The OS 155 can
be one of various types of known OS 155 such as, for
exanmple, the Mcrosoft WNDOAS® based operating system MAC
CS® MAC OS X® i0S (nobile operating system) , UNIX or
UNI X-like OS, BSD and its descendant operating systens,
LINUX AND GNU, Google CROVE OS® (OS/2, or another operating
system It is noted that at |east some of the above nanes

for operating systens are registered tradenarks. As w |
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be di scussed below, the

transnmt a block object

onto the conputing device 105 to prevent

software program from being

conmputing device 105.

object that is an inert

obj ect that does not
execute a function)

alternatively
160". A particular

installation or execution

on the conmputing device 105,

addi ti onal details. The

bl ocked can be a nmalicious

mal i ci ous conput er

The conputing device 105 can al so

interface 165 or/and other

course, the user

type of conputing device

interface for a notebook

interface for a PDA or a

The interface 165 can be

to and function with the

exanple, the interface 165 for a personal

i nocul at or

160

The bl ock object
obj ect
perform a function and does
This bl ock object
referred herein as a

bl ock obj ect

interface 165 may vary,
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114 is configured to

(i.e., block 160 or wedge 160)

a known specific

installed or executing in the

160 is a data

{or a null object or a data

not

160 is al so

"bl ock 160" or a "wedge

160 will block the

of a particular conputer program

as Wll be discussed below in

conmputer program that wll be

conputer program or a non-

program

i nclude a user
peri pheral conponents. of

depending on the

105. For example, a user
conputer can vary from a user
user interface for a smart phone.

integrated with or can be coupled

conmputing device 105. As an

conputer can
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include at |east one of the following: mnouse {or control
pad) 170, keyboard 176, and/or screen (or touchscreen) 180.
A bus 153 can pernit the above discussed conponents for the
conmputing device 105 to conmunicate wth and function
t oget her. O her standard hardware, software, or firmare
conmponents that can be used in the device 105 are not shown
in Figure 1 for purposes of clarity in the draw ngs.

The inoculator engine 114 is forned by software code
based on a standard programmng |anguage (e.g., C, C++, or

ot her suitabl e |anguages)

Figure 2 is a block diagram that shows additional
details of the apparatus 100 of Figure 1, in accordance
with an enbodi nrent of the invention. Assume that a known
computer program 205 (i.e., unwanted or undesired conputer
program 205, or unwanted or undesired software program 205)
is, for exanple, a known malware or.a known non-nalicious
program A nalware could be, for exanple, viruses, wornmns,
Trojan horses, backdoors, spyware, adware, botnets, or
other malware or other prograns that can have a nalicious
effect (or perform other undesired functions) on a
comput er. A non-malicious program could be, for exanple,
peer-to-peer filesharing prograns (or other types of

conmputer progranms that are non-malicious) . Qher non-

10
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mal i cious prograns can be, for exanple, conputer prograns
that execute conputer ganes, videos, or other prograns that
a business would like to prevent from being installed (or
re-installed) in the conmputing device 105 so that enployees
are not distracted and can remain productive in the
wor kpl ace. The known conputer program 205 could also be a
recently discovered or recently analyzed nmalware program or
non-malicious program that has previously infected the
computing device 105 {or infected any other devices that
are connected to the network 110 or connected to the
computing device 105), has been previously deleted from the
computing device 105 and then previously analyzed in its
attributes 210. The attributes 210 of a conputer program
205 can be stored in, for exanple, a separate renote
dat abase 212 or in a database in the renpte server 112, or
i n another device (not shown in Figure 2) that can be
accessed by the renote server 112. Various nethods for
anal yzing attributes of a conputer program are known to
those skilled in the art.

In one exanple, the conputer program 205 has been
previously installed in the conputing device 105 (or
anot her conputing device that can comunicate wth the

computing device 105 or can conmunicate on network 110)

11
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Assurme that conputer program 205 has infected the
computing device 105 (or another device that can
communi cate with the conmputing device 105 or can
communi cate on network 110) . As one exanple, in order to
renove the conputer program 205 from the conputing device
105, the Wndows Managenent Interface (WM) can be used to
connect to the conputing device 105. As known to those
skilled in the art, WM allows nmanagenent and control of
computing devices with a particular operating system such
as, for exanple, Wndows OCS. As an exanmple, the conputing
devices to be managed via WM can be in a network such as,
for exanple, an enterprise network. Net wor k admi ni strators
can use WM to query and set information on conputing
devi ces, applications, a.nd net wor ks. Use of WM allows the
adm nistrator to use Mcrosoft-supported APl (application
program interface} calls to access the registry 230 (in the
file system 220), and deternmine if a particular conputer
program 205 (nalicious conputer program or non-nalicious
computer progran) has been installed in the conputing
devi ce 105.

The admi nistrator can use APl calls to wite data to a
specific registry key 222 As an example, this specific
registry key 222 is the registry key that is used from

M crosoft service pack installations or updates, and this

12
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registry key will contain instructions about the particular
files and registry keys to renove after a re-boot of the
conmputing device 105. To renove a particular conputer
program 205 from the conputing device 105, the instructions
for renmoving the particular conputer program 205 is witten
into the specific registry key 222. When the conputing
device 105 is re-booted, the operating system 115 will read
the specific registry key 222 and will renpove the
particular conputer program 205 (and also renove the
registry key 206 for the conputer program 205) from the
conmputing device 105. The OS 155 perforns this renoval of
the program 205 and registry key 206 based on the
instructions in the registry key 222 for renpoving the
particular program 205 and registry key 206. Ther ef or e,
features in the WM can be advantageously wused for cleaning
(e.g., inoculating, renoving or deleting or quarantining) a
conmputer program 205 from the conputing device 105. Based
on the discussion herein, it is understood that other

nmet hods for renoving a conputer program 205 from the

conmputing device 105 nmy also be advantageously used.

Assune that the attributes 210 of the known conputer
program 205 are then anal yzed. Those skilled in the art

can analyze a conputer program to determne the follow ng

13
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characteristics or details of the attributes 210. As an
exanple, the attributes 210 indicate that the known program

205 has a software nane "UNWANTED- 1" and file extension

ext", Assune further that attributes 210 indicate that
the known conputer program 205 will be stored by the files
system 220 into the location 215. As known to those
skilled in the art, a file system is one of the subsystens
in any operating system type (platform . Typically, the
| ocation 215 will be an area in the nenory 125 (Figure 1}
of the conmputing device 105.

The attributes 210 may also indicate that the known
program 205 will create the registry key 206 into the

registry 230 (which is managed by the file system 220 and

is in a nmenory area 235 of nenory 125 (Figure 1)), if the
known program 205 is attenpting to install into a W NDOA5-
based operating system or is attenpting to install in

anot her type of operating system that uses a registry-type
system for installed software.

As known to those skilled in the art, a registry is a
dat abase used by the Wndows operating system to store
configuration information about the conputer program Most
conmputer prograns would wite data to the registry, at

| east during installation.

14
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Those skilled in the art will realize that variations
or alternatives in the configurations discussed herein can
be nmade. For exanple and as discussed herein, some objects
(or other storage conmponents) that are stored in nenory
(e.g., Random Access Menory) may not be resident in the
menory at all tinmes, and stored on disk and |oaded into
menory when these objects are accessed. As a nore specific
exanpl e, sone objects (or other storage conponents) such as
the disk driver 145 (Figure 1), the registry 230, and/or
the file system 220 are typically stored on disk and may
not be resident in RAM at all tinmes, and |oaded into RAM
only when these objects {or storage conponents) are

accessed.

Alternatively or additionally, the attributes 210 may
indicate that the known program 205 will create a
configuration information file 240 (i.e., settings file
240) if the known program 205 is attenpting to install into
a non-WNDOM based operating system The configurations
file 240 effectively registers the known program 205 when
the program 205 installs into the conputing device 105,

For exanple, in the MAC® OS® operating system the
configurations file 240 is a preference file 240. A

conputer program 205 would rebuild its preference file 240

i5
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if the preference file is deleted. It is within the scope
of enbodinments of the invention for the configuration file
240 to enconpass any suitable configuration file or
netadata file, or other data file that would be associ ated
with a conmputer program 205 and that would be used by any
suitable type of operating system that is not necessarily

limted to the MAC OS operating system

In an enbodi nent of the invention, an inocul ator
engi ne 114 can be stored in a nenory 250 and can be
executed by a processor 255 in the renote conputing device
112 (which can be, for exanple and without limitations, a
server or another type of conputer) . |f the operating
system 155 is a Wndows operating system then the
adm nistrator can pernit the processor 255 to execute the
i nocul ator engine 114. The inoculator engine 114 will read
the attributes 210, including registry key 206, that has
been stored or gathered in the database 212 and that are
attributes or nmetadata associated with the known conputer
program 205. The attributes 210 would typically indicate
the menory space or nmenory address space (in target device
105) that the conputer program 205 will reside after
installation or the file system location (in target device

105) in which the conputer program 205 will reside after

16
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i nstal |l ation. The attributes 210 nay also indicate the
registry location 226 that will receive a registry key 206
of the undesired conputer program 205.

In one enbodiment of the invention, the inocul ator
engine 114 will provide and transnit 260 across network 110
a block object 160 (i.e., block 160 or wedge 160) onto the
conputing device 105 to prevent a known specific software
program (e.g., known program 205) from being _i nstalled or
executing in the target conputing device 105. The bl ock
object 160 is a data object that is an inert object (or a
null object or a data object that does not perform a
function and does not execute a function} . This block
object 160 is also alternatively referred herein as a
"block 160" or a "wedge 160" or a "dummy file 160" which
does not execute but only occupies nenory space. Thi s
bl ock object 160 can be, for exanple, a given data of a
particular size that does not perform any function and that
occupies the nenory space (or nmenory address space) of the
known conputer program 205 that is to be prevented from re-

installing into the conputing device 105.

A file system 220 of the OS 155 will install the block
data 160 into a nenory area 215. For a Wndows type
operating system the file system 220 will also install a

fake registry key 225 (null registry key 225) in a registry

17
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area 226 in which an unwanted conputer program 205 would
otherwi se generate and install a registry key 206 when the
unwanted conputer program 205 will attenpt to install.
This null registry key 225 is also given data of a
particular size that does not perform any function (i.e.,
does not execute) and that occupies the registry area 226
of the registry key 206 of the undesired conputer program
205.

In another type of operating system the file system
220 will install a fake configuration information 241 (null
configuration information 241) into the configuration file
240, where this fake configuration information 241 is for
the block object 160 (null object 160, data object 160, or
dummy object 160) . For MAC OS operating systenms, this
configuration file is commonly known as a preference file.
The fake configuration information 241 is also an inert
obj ect or non-functioning data object. In other words,
this null configuration information 241 is also given data
of a particular size that does not perform any function
(i.e., does not execute) and that occupies the nenory area
of the configuration information of an undesired conputer

program 205 to be installed in a non-Wndows system

i8
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The null registry key 225 (for Wndows-based systens
or other OS-types the use registry keys) is also referred
herein and in the below clains as a null configuration
obj ect 225. The null configuration information 241 (for
non- W ndows- based systens) is also referred herein and in
the below clains as a null configuration object 241. A
null configuration object 225 (or 241) is associated with

the null object 160 (data object 160)

It is noted that all types of operating systems (e.g.,
operating systenms in nobile devices such as the iPad or
i Phone or smart phones) have file systens. These file
systens can then be used to install an enbodinent of the
bl ock object 160 and/or an enbodi ment of the fake
configuration information 241, in order to prevent the
installation of an unwanted conputer program 205 into a
target device 105.

A particular block object 160 (data object 160) will
block the installation (re-installation) or execution of a
particular conputer program 205 on the conputing device
105. The conmputer program 205 that will be blocked can be
a nalicious conputer program or a non—nalicic;us conmput er
program When the program 205 attenpts to re-install into

the device 105, the block object 160 will occupy the menory

19
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area 215 that is the destination nenory space of the
program 205. As a result, the block object 160 prevents
the program from re-installing into the device 105 and is
an antibody (or antibody in functionality) that prevents
the program 205 from installing into or re-infecting the
devi ce 105. Since the block object 160 is in the
destination nenory space 215 of the program 205, the
program 205 will not be able to install and wll be subject
to an error occurrence.

As known to those skilled in the art, for a computer
program that installs into a Wndows operating system that
conmputer program will also register in the registry. In an
enbodi nent of the invention, the inoculator engine 114
would also provide and transmit 260 a fake registry key 225
(or dummy registry key 225 or substitute registry key 225)
into the registry 230. This fake registry key 225 is
associated with the block object 160. The operating system
155 will install the fake registry key 225 in the registry
230 as a substitute for the actual registry key 206 of the
conmput er program 205. This fake registry key 225 is
installed in the area 226 of the registry 230 where the
conmputer program 205 (e.g., a malware 205 or non-malicious
program 205) would create a registry key 206 during the

installation of the computer program 205 into the target

20
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devi ce 105. Since the fake registry key 225 is already

installed in the registry 230 when the computer program 205

is attenpting to install into the target device 105, the
conputer program 205 will encounter an error because the
conputer program 205 will be unable to delete the fake

registry key 225.

Therefore, the block data 160 and/or fake registry key
225 will block the target device 105 areas in which the
conputer program 205 will need to "live" or install.

In one enbodi nent of the invention, the conputer
program 205 will be unable to delete the fake registry key
225 because the security permssion settings 265 (which is
managed by the security subsystem 266) wll prevent the
conputer program 205 from nodifying the value of the fake
registry key 225 into a proper value associated with the
undesired program 205. As a result, the conputer program
205 will not suécessfully install in the target device 105
and the target device 105 is protected from re-infection by
the conputer program 205. A creator of the conputer
program 205 would have to, for exanple, change the nanme of
the conputer program 205 or use different registry keys
other than the registry key 206 for the program 205, in
order to potentially allow successful installation of the

conputer program 205 into the device 105.

21
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In anot her enbodinent of the invention, the security
perm ssion 265 in the OS 155 can be set for the block
object 160 so that the unwanted conputer program 205 is
unable to nmodify or replace the installed block object 160.
For exanple, the security perm ssion 265 may be set so that
only a network admnistrator can nodify the installed block
obj ect 160. The security perm ssions 265 for data objects
can be set by use of the security subsystem 266 and can be
renotely set or configured, via network 110, by a network
adm ni strator. The security perm ssion 265 settings
provide a security or a guard against an unwanted software
program 205 from successfully over-witing, deleting,
replacing, or nodifying the block object 160. The security
subsystem 266 sets the security permssions 265 for the

bl ock object 160 and/or for the null registry key 225.

Assune that the nane of the unwanted conputer program
205 is "UNWANTED- 1" . In another enbodinment of the
invention, to prevent the unwanted software program 205
from successfully over-witing, deleting, replacing, or
nodi fying the block object 160 which blocks future access
of the computer program 205 into nenory space 215, the

network adm nistrator or user can change, via file system
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220 and security subsystem 266, the type of the block
object 160 but keep the nane of the block object to be the
sane. For exanple, the network administrator can change
the block object 160 from a file object 160 into a
directory 160A which is a different type of object from a
file object. The nane of the directory 160A will be the
sane as the previous file object 160 which is "UNWANTED 1" .
When the unwanted conputer program 205 (with the nane
"UNWANTED- 1") tries to install into the nmenory area 215 in
the future, the unwanted conputer program 205 will not be
able to install because of a name collision with the
directory 160A which has the sane nanme "UNWANTED- 1" . This
name collision will cause the OS 155 to trigger an error
code, which can alert the network admnistrator or user of
target device 105 of an attenpted installation into the

target device 105 by an unwanted conputer program 205.

In anot her enbodinent of the invention, to prevent the
unwanted software program 205 from successfully over-
writing, deleting, replacing, or nodifying the directory
160A (which, as nmentioned in the above exanple, is naned
"UNWANTED- 1") , the network adm nistrator or user can, Vvia
file system 220 and security subsystem 266, place another

bl ock object 160B in the directory 160A which is in nmenory
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area 215. As with the block object 160 in the above
exanples, the block object 160b is also a non-functioning
or non-executing piece of data object. The bl ock object
160B can have a nane (e.g., "UNWANTED- 2") which is
different from the nane of the block object 160 or can have
a sane nanme (e.g., "UNWANTED- 1") as the nanme of the bl ock
obj ect 160. Since the block object 160B is in the
directory 160A, the unwanted conputer program 205 wll not
be able to delete or nodify the directory 160A when the
conmputer program 205 attenpts to install into the target

device 105 in the future.

In another enbodinment of the invention, the OS 155 can
be progranmed to generate a security event 272, if the fake
registry key 225 is attenpted to be accessed, nodified, or
deleted by an intruding conputer program 205 that is
attenpting to install or re-install into the target device
105, or if the block object 160 is attenpted to be
accessed, nodified, or deleted by an intruding conputer
program 205 that is attenpting to install or re-install
into the target device 105. The OS 155 (e.g., via security
subsystem 266) can trigger this security event 155 if a
conputer program 205 attenpts to access (e.g., attenpted

reading, attenpted witing, attenpted nodification, or

24



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

WO 2012/061319 PCT/US2011/058653

attenpted deletion) a data object in a particular nenory
area 215 and/or particular registry area 226. Thi s
security event 272 is then transmitted to the auditing
subsystem 274, and the subsystem 274 can record this
security event 275 into a security event |og 276. Vari ous
commercially available software and open source software
can be used to read and analyze the security event |og 276.
Effectively, the security event 272 is a "trip wire" or
"burglar alarnl that alerts the network adnmistrator or user
of target device 105 when a conputer program 205 is trying
to install into the target device 105 and accesses or
attenpts to nodify or delete the fake registry 225 and/or
the block object 160. I n another enbodi nent of the

i nvention, the above-discussed security event 272 feature

is omtted.

In an exanple operation that is a non-limting
exanple, assune that a piece of software 205 (which can be
mal i cious or non-malicious) registers as a service in a
conmputer system with, for exanple, a Mcrosoft W ndows
operating system or other type of operating systens. In
the Wndows OS, assune that the software 205 registers
under the registry key 206 naned "current control

set/services" and the service nane is "bad-software". When
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this software 205 installs or infects the target device
105, the software 205 creates that registry key 206 into
the registry 230. The software 205 can be cleaned (e.g.,
del eted or renobved) from the target system 205 by use of
met hods as, for exanple discussed above.

Wien the attributes 210 of this software 205 has been
anal yzed and recorded (e.g., in database 212), the
i nocul ator engine 114 can place an antibody into the target
system 105 to prevent the software 205 from installing into
the target device 105 in the future. As di scussed above,
this antibody can be a block object 160 (wedge 160) ,
directory 160A which would have the same nanme as the
software 205, directory 160A with a block object 160B, fake
registry key 225 that is associated with the block object
160, and/or fake configuration infornmation 241 that is
associated with the block object 160. The above conponents
in an antibody can differ based on, for exanple, the type
of operating system and/or the anount of security that the
network adm strator prefers to place on a block object 160,
directory 160A, registry key 225 and/or fake configuration
information 241, as discussed above.

The inoculator engine 114 would open the registry 235,
via renote procedure calls (RPCs) along network 110. RPCs

are built-in capabilities in the Mcrosoft based operating
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syst ens. As known to those skilled in the art, RPC is a
type of protocol that allows a program on one conputer to
execute a program in another conputer. The program in one
conputer sends a nessage to the other conputer wth
appropriate argunents and the other conputer returns a
nmessage containing the results of the program executed.

The inoculator engine 114 would create a registry key
naned as "bad-software" underneath the "current control
set/services" registry path. Therefore, the inocul ator
engine 114 creates a registry key of the same nane that
woul d have been created by the program 205 attenpted to
install into the target device 105.

As simlarly discussed above, the inoculator engine
114 can be used to set the security permssion 265 on the
registry key 225. For exanmple, the security permssion 265
woul d prevent read access and wite access to the registry
key 225 for anyone except the owner of the registry key
225. The owner of the registry key 225 is typically the
network admi ni strator.

In this sane exanple, assune that later, the user of
device 105 is browsing the Internet or another networks,
and the sane program 205 (naned "bad-software") attenpts to
exploit the target device 105. The "bad-software" program

205 will create its registry key 206 (naned "current
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control set/services/bad-software") and attenpt to install
its registry key 206 into the registry 230, as the program
205 is attenpting to install into the target device 105.
Since the registry key 225 was previously installed in the
registry 230, an access denied error would be generated in
a code line in the program 205. This error code is
generated because the registry key 225 is already installed
in the registry 230 and indicates that access to the
registry area occupied by registry key 225 is denied for
the program 205. Since the program 205 will typically not
have the proper security pernission credentials to over-
wite or nodify the registry key 225, the error code is
gener at ed. The program 205 will have no progranm ng
response for dealing with this error code, the program 205
will be unable to successfully conplete installation into
the target device 105 and when the target device 105 is re-
booted, the program 205 is deleted by the OS 155 from the
target device 105 because the proper registry key and file
path is not installed for the program 205 to survive during
re-boot of the target device 105.

In anot her enbodiment of the invention, the antibodies
di scussed above (e.g., block object 160, directory 160A,
registry key 225, and/or fake configuration “information

241) can be placed in a target device 105 that has not been
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previously infected by the conmputer program 205. Thi s
solution pernmits active inoculation of target devices 105

agai nst exploits by known unwanted software 205.

Therefore, in an enbodinent of the invention, an
apparatus and/or method is provided with an inoculator and
anti body for conputer security. A bl ock object (i.e.,
bl ock or wedge) is installed onto a target conputing device
105 (i.e., target conputer 105 or conputing system 105 in
Figure 1), where the block object prevents a specific known
software program from being installed and executing in the
target conputing device. As an exanple, this block object
can be installed from a renote device, via a network, to
the target device 105 by use of Mcrosoft Wndows RPC
calls. The solution provided by an enbodi ment of the
i nvention advantageously does not require the installation
of a software agent on the target device. I nstead, the
solution provides data objects, files, and/or registry Kkeys
to prevent installation of an unwanted conputer software
program 205. Thus, an enbodi ment of the invention
advant ageously avoids the prior solutions' use of agents,
active running code, behavioral block software, or other
prior solutions that can be expensive or can consune system

resour ces. The target system in the target device can be,
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for exanple, the Mcrosoft Wndows S, although other types
of operating systens can be protected by an enbodi nent of
the invention. Once the block object is installed
{"wedged") in the target system the target system will be
protected or inmune against the specific unwanted software
program that tries to install or execute in the target
system As di scussed above, fake registry keys, along wth
the block object, may also be used to protect the target
system

The solution provided by an enbodi nent of the
i nvention can make a target system inmune against specific
mal i cious software program (typically called "nalware")
However, the solution provided by an enbodi nent of the
invention can also nake a target system inmune against non-
mal i cious software as selected by a network adm nistrator

or other users.

Figure 3 is a block diagram of a nethod 300 in
accordance wth an enbodinent of the invention. An area
where an undesired conputer program will reside is first
deternined (block 305) . A data object is then placed in the
area, so that the data object is an antibody that provides .
security to the conmputer and immunity against the undesired

conmputer program {block 310) . As an optional step in block
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315, actions can be performed to prevent the access (e.g.,
del etion and/or nodification) of the data object. As

di scussed above, preventing the access, deletion and/or
nodi fi cation of the data object can include setting
security permssions for the data object, nodifying the
type of the data object, or placing a second data object
into the data object.

I n anot her enbodi ment of the invention, the access
(e.g., deletion and/or nodification) to the null registry
key 225 (or null configuration information 241, if
applicable) can also be prevented by, for exanple, setting
security permssions for the null registry key 225 or null
configuration information 241, by use of the security
subsyst em 266.

Prior to determining the area in block 305 the
undesired conputer program can be (_:Ieaned (i nocul ated) from

the conputer or another device in a network.

It is also within the scope of the present invention
to inplenent a program or code that can be stored in a
machi ne-readabl e or conputer-readable nedium to permt a
computer to perform any of the inventive techniques
descri bed above, or a program or code that can be stored in

an article of manufacture that includes a conputer readable
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nmedi um on which conputer-readable instructions for carrying
out enbodiments of the inventive techniques are stored,

i ncl uding enbedded devices such as Field Programmable Gate
Arrays (FPGAs) or other specialized equipnent. O her
variations and nodifications of the above-described

enbodi nents and nethods are possible in light of the
teaching di scussed herein.

The above description of illustrated enbodinments of
the invention, including what is described in the Abstract,
is not intended to be exhaustive or to limt the invention
to the precise forns disclosed. Wil e specific enbodinments
of, and exanples for, the invention are described herein
for illustrative purposes, various equivalent nodifications
are possible within the scope of the invention, as those
skilled in the relevant art wll recognize.

These nodifications can be made to the invention in
light of the above detailed description. The terms used in
the following clains should not be construed to linmt the
invention to the specific enbodinents disclosed in the
specification and the claimns. Rat her, the scope of the
invention is to be determned entirely by the follow ng
claims, which are to be construed in accordance wth

established doctrines of claim interpretation.
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What is claimed is:

1. A method performed by a first computing device, the method comprising:

determining, in a second computing device that is distinct and separate from the first computing device,
a location where an undesired computer program is configured to reside upon installation on the
second computing device; and

providing, to the second computing device, a data object to occupy the determined installation location
of the undesired computer program in the second computing device to prevent the undesired computer

program from being installed in the determined installation location in the second computing device.
2. The method of claim 1, further comprising:
providing a null configuration object in a second location in the second computing device, wherein the

null configuration object is associated with the data object.

3. The method of claim 1, further comprising:

preventing a deletion or modification of the data object.

4. The method of claim 3, wherein preventing the deletion or modification of the data object comprises:

setting a security permission for the data object.

5. The method of claim 3, wherein preventing the deletion or modification of the data object comprises:

setting the data object to have an object type that differs from the undesired program.

6. The method of claim 5, wherein preventing the deletion or modification of the data object comprises:

placing a second data object in the data object.

7. The method of claim 1, wherein the location comprises a memory space and/or a file system location.

8. The method of claim 1, wherein the data object has the same name as the undesired computer

program.
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9. A first computing device, comprising:

one or more processors; and

memory storing one or more programs for execution by the one or more processors, the one or more
programs including instructions for:

determining, in a second computing device that is distinct and separate from the first computing device,
a location where an undesired computer program is configured to reside upon installation on the
second computing device; and

providing, to the second computing device, a data object to occupy the determined installation location
of the undesired computer program in the second computing device to prevent the undesired computer

program from being installed in the determined installation location on the second computing device.

10. The first computing device of claim 9, wherein the one or more programs include instructions for:
providing a null configuration object in a second location in the second computing device, wherein the

null configuration object is associated with the data object.

11. The first computing device of claim 9, wherein the location comprises a memory space and/or a file

system location.

12. The first computing device of claim 9, wherein the data object has the same name as the undesired

computer program.

13. A non-transitory computer readable storage medium storing one or more programs for execution by
one or more processors of a first computing device, the one or more programs including instructions for:
determining, in a second computing device that is distinct and separate from the first computing device,
a location where an undesired computer program is configured to reside upon installation on the
second computing device; and

providing, to the second computing device, a data object to occupy the determined installation location
of the undesired computer program in the second computing device to prevent the undesired computer

program from being installed in the determined installation location on the second computing device.
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14. The computer readable storage medium of claim 13, wherein the one or more programs include
instructions for:
providing a null configuration object in a second location in the second computing device, wherein the

null configuration object is associated with the data object.

15. The computer readable storage medium of claim 13, wherein the one or more programs include
instructions for:

preventing a deletion or modification of the data object.

16. The computer readable storage medium of claim 15, wherein preventing the deletion or
modification of the data object comprises:

setting a security permission for the data object.

17. The computer readable storage medium of claim 15, wherein preventing the deletion or
modification of the data object comprises:

setting the data object to have an object type that differs from the undesired program.
18. The computer readable storage medium of claim 17, wherein preventing the deletion or
modification of the data object comprises:

placing a second data object in the data object.

19. The computer readable storage medium of claim 13, wherein the location comprises a memory

space and/or a file system location.

20. The computer readable storage medium of claim 13, wherein the data object has the same name as

the undesired computer program.
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ABSTRACT

INOCULATOR AND ANTIBODY FOR COMPUTER SECURITY

In an embodiment of the invention, a method includes: determining, in a computer, an area where an
undesired computer program will reside; and providing a data object in the area, so that the data
object is an antibody that provides security to the computer and immunity against the undesired
program. Another embodiment of the invention also provides an apparatus (or system) that can be
configured to perform at least some of the above functionalities.

[Figure 1]
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computer program (malware or non-
malware program) is determined 305

y
A data object is provided and then placed in
the area, so that the data object is an antibody
that provides security to the computer and
immunity against the undesired computer

program 310

A 4

Actions can be performed to prevent the

access, deletion, and/or modification of
the data object
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