METHOD AND APPARATUS FOR LOADABLE SOFTWARE AIRPLANE PARTS (LSAP) DISTRIBUTION
BACKGROUND INFORMATION 5 1. Field: The present disclosure relates generally to an improved data
processing system and in particular to a method and apparatus for managing software for aircraft. Still
more particularly, the present disclosure relates to a computer implemented method, 10 apparatus, and

computer usable PigaTRB H I HPPhRRNGS FERAASIAD KL & MGH AVRNRIBARPRARES AN 2S Oth_er
documents r_elated to the parts known as pa It_ éli%?&%?&%%w%%mply as assets. 2. Background: _
15Modern aircraft are extremely complex. Forexample, an-airCraft may have many types of electronic

systems on board. A particular electronic system on an aircraft may also be referred to as a line
replaceable unit (LRU). Each line replacsaldgcRownND/INFOrRMATHRONN Various forms. A line replaceable
unit may be, for example, without limitation, a flight management system, an autopilot, an in flight
entertainment system, a 20communications system, a navigation system, a flight controller, a flight
recorder, and a cbliisidd¥vidance system. Line replaceable units may use software or programming to
provide the logic or contrebfesarddinglovperatitrrsganer dlnctioninrheed oftthareagseiddnsiese line

replaceable unitsigiGopamenty tseatedhas PadtspnihesblineiagdustesiipRaticilasia saftware application
for use in a line r%%%%ﬁfé&atﬁ@('ﬁg% ;g%@hﬁ%%@i&lﬂx %?&L}%S é&%ﬁﬁﬁé’r sl andigferred toas a

loadable software aircraft part’(L or software aircraft parts. This software application also may be

considered part GPEAHHHIARNL CEBHIGURIREPLITEH R Y i &pral RIRRIBAOAY8cy (FAA). ~ When
an entity (i.e. an ainfines praintenaniCes répaidendhevie ekt sEriiea pite Witem( EWRO0t Jisegenilitary squadron)

receives an aircraft, sofvarpipisRiidarts are typically 30already installed in the line replaceable units in

the aircraft. An airline, for example, may

2. Background:

15 Modern aircraft are extremely complex. For example, an aircraft may have many
types of electronic systems on board. A particular electronic system on an aircraft may
also be referred to as a line replaceable unit (LRU). Each line replaceable unit may
further take on various forms. A line replaceable unit may be, for example, without
limitation, a flight management system, an autopilot, an in flight entertainment system, a

20  communications system, a navigation system, a flight controller, a flight recorder, and a
collision avoidance system. Line replaceable units may use software or programming to
provide the logic or control for various operations and functions. The software used in
these line replaceable units is commonly treated as parts in the airline industry. In
particular, a software application for use in a line replaceable unit on an aircraft may

25  also be tracked separately and referred to as a loadable software aircraft part (LSAP) or
software aircraft parts. This software application also may be considered part of an
airplane’s configuration as defined by the Federal Aviation Agency (FAA).

When an entity (i.e. an airline, maintenance, repair and overhaul service provider
(“MRO"), or military squadron) receives an aircraft, software aircraft parts are typically

30 already installed in the line replaceable units in the aircraft. An airline, for example, may
also receive copies of these software aircraft parts in case the parts need to be
reinstalled or reloaded into the line replaceable units in the aircraft that have failed and

have been replaced. Further, the airline also may receive updates to the loadable
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also receive copies of these software aircraft parts in case the parts need to be reinstalled or reloaded
into the line replaceable units in the aircraft that have failed and have been replaced. Further, the airline
also may receive updates to the loadable software aircraft parts from time to time. These updates may
include additional features not present in the currently installed software aircraft parts, and may be

considered upgraggsde ang. A BN dRairAaEeR0 I RIS p ThEsGHEERL SYS SO NBaaring, handling,
and distributing loadable §(I)r1:t¥r\4are 5a|rcrai;tt ﬁ%ﬁ% Is cumbersrf)[rge and gme consumlé‘netg]‘.ﬁ1 glurrently, software
a

. nqQt presen e currently jn ware, aircraft parts, an ay be consli . .
aircraft parts are s(} red on physwaf mé/dla, Such as 8|sket?es, compactralélcs, or &lgl versatile discs

(DVD). An airline’ReEeiee o BrRVE DitRESPIRPSRAUE Hiddia and stores that physical media in a location,
such as, for example, filirgeakinsjisteihermedigials dandinhekepisombibgnddtbriscraiaia many cases.

10Maintenance operafiphismay, RERER MRdicR RaIFFETaaRR! Brisisialseyarg.aircraft parts

from time to time. When a software aircraft part is needed, the media cqntalnlnggthat part must be located

and retrieved for USE S TRATRIEH Q5 pRILb AR EE PIFS (FRERSEL ISy 8 AP RETHPEE8 m and process
takes up both spd@élanAniaiing BThvSS it Ardvfdyisd thevhrsiageoadiagrhsieran tajroxaiekinethod and

apparatus for distriaikingasefbier esadrceaftrqaniatipal, smvesthetabove deseriratprpbéams. SUMMARY

20The different a&vggg%qﬁggﬁcggﬂwmgﬂ%ggovide a computer implemented method and apparatus for
managing software aircraft parts. In one advantageous embodiment, a software aircraft part management

apparatus cbprises dPERAGTOREIRG TSI PTG S8R a5 Qe @SHE distribution
system on an airepéftpevrergioptatsiésotimate imeint&hemeesdtbobrd hectiddt aeyt inndrelerobad data

25processing sysieghbssemAgdHRnyaRgRseuRlsality afsaftvatr aircafbpatimieradlurality of aircraft.
The receiving module is Fa.phe}bke of rpieivingathe Iura‘it% Sqf software airC{q(ft g@pr)tg from s%ppliers and
. LS .

. d th
sending the plurﬁﬁg/s%rps?oftwasrey Bircra (t)rf)l rs 1o the i or as?ou%&%?sfhae Sroxy Server is in

communication vi#ftH tR¥library and is capable of distributing software to a plurality of aircraft clients. The
onboard electronic 30distrbiitionls ystedvdstageairctaftaokent ispbisdcapatinle afdeppiving saftware aircraft

parts for the airciaft fromJhedibyar Xi@%@?téhﬁ‘a%@%s%@’%o@@e@&m@@|&§&&W@re _mainte_nar_]ce tool
provides an alternate route to send the software aircraft part to the onboard electronic distribution system

for the aircratft.
SUMMARY

20 The different advantageous embodiments provide a computer implemented
method and apparatus for managing software aircraft parts. In one advantageous
embodiment, a software aircraft part management apparatus comprises a library, a
receiving module, a proxy server, an onboard electronic distribution system on an
aircraft, and a portable software maintenance tool. The library on the ground data

25  processing system stores and manages a plurality of software aircraft parts for a
plurality of aircraft. The receiving module is capable of receiving the plurality of
software aircraft parts from suppliers and sending the plurality of software aircraft parts
to the library for storage. The proxy server is in communication with the library and is
capable of distributing software to a plurality of aircraft clients. The onboard electronic

30 distribution system is an aircraft client and is capable of receiving software aircraft parts
for the aircraft from the library through the proxy server. The portable software
maintenance tool provides an alternate route to send the software aircraft part to the

onboard electronic distribution system for the aircraft.
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In another advantageous embodiment, an apparatus comprises a library, a proxy server, and an onboard
electronic distribution system. The library is on a data processing system and stores and manages aircraft
parts. The proxy server is capable of receiving a software aircraft part from the library for distribution to a
set of aircraft. 5The onboard electronic distribution system for an aircraft is capable of distributing the

software aircraft part recepaach ra-fsRERX: SBHUH LRt Baling feRIAc e8RS WNLINIRR Al prakl In yet

another advantaggrc\)/us ergbodgm)gg;a glgomﬁgt Igtlrgp&)tlementtgrg_rt}ﬁml d is used tg managing a plurality of

software aircraft partesr.’ ?\nso ware aircraft partis's ored _i)fﬁn a Iibrary.r%\rﬁ ifcrd a|s_aidentified for the
software aircraft PrRACES S BY SeM GOAtHIRESANE ATenTeRs SERIRARSESrcFaf PaNY iSe8@iiI6ap 6y server. The
software aircraft pladdsi\aent Berwvdheapeexyseriremthanvend aardseipotitonic distrdputionfsystem on the

identified aircyaftrhe Byaniagegs semRAimenis ATRYide A compute implemenianmethod

15apparatus, and computer program product fof processing software aircraft parts. In one advantageous
embodiment, a n?BEH"&%g'[%%W%? é‘?&?ﬁﬂ‘%ﬁw&% HPELK pARR FRIPHSRBIRHIY KR containing a
software aircraft P&t received from a source outside of the software aircraft part management
apparatus. A set of signajstresoisaralifateshiouthenheoming Lotecand thasesiey eaiicaall part.

Responsive 1o the, 58\ SR AR RIS U BFOEND BIG I LRAGKEK T paptents of the

incoming crate are displayed. The software aircraft part iIs unpacked to obtain the software aircraft part.
Responsive'fd a fef g o Upfstitie Leotiacsbriiase Mirn part b8 e fbrERA N Rtare aircraft part
management appacstiis Thadstmimaitioaliparidcecasite whstrentbe Storedtsafenaiiesdirafs part meets a

policy. If the storgghspfiwaie gisrattpari-2hnastathadabnw daistarrd polivarariigealiipart is signed to
form a signed soﬁwgrﬁ aircraft part. The signed software aircraft part is placed in a crate. The crate

. . aircratt. ) L . ..
containing the S|gne3 software aircraft part is signed to form a signed crate wherein signatures for the
signed software aircraft }raff SHIPEFE S GTRP CFRBIR AECYIHRACIIMTRYIAN tHE 'sBtE8TeSi §ifdfaFes in the incoming
crate. The signecdgrataus, sedtctontheclkipragyain phel soffwaredesing kaftvart ananbigersent apparatus. In
another advantaggestREYRdMERINRROMAMIRIRRIRIRRIS S BENY bitvdse S Q5P FRRESHAY
configuration items. A crate containing a cc%pfgguratlo |te|;p. is recelw?d to form a received crate. A
L mcommg C{ate ongining 2 SP e alrfra tg? is received from a source oufside o
determination is made &s't0 whether & set of signatures for the
the software aircraft part management apparatus. A set of signatures is validated for
the incoming crate and the software aircraft part. Responsive to the set of signatures
20  being valid, the incoming crate is unpacked. The contents of the incoming crate are
displayed. The software aircraft part is unpacked to obtain the software aircraft part.
Responsive to a request to upload the stored software aircraft part to a library in a
software aircraft part management apparatus, a determination is made as to whether
the stored software aircraft part meets a policy. If the stored software aircraft part
25 meets the policy, the stored software aircraft part is signed to form a signed software
aircraft part. The signed software aircraft part is placed in a crate. The crate containing
the signed software aircraft part is signed to form a signed crate wherein signatures for
the signed software aircraft part and the signed crate are different from the set of
signatures in the incoming crate. The signed crate is sent to the library in the software
30 aircraft part management apparatus.
In another advantageous embodiment, a computer implemented method is used
for processing configuration items. A crate containing a configuration item is received to

form a received crate. A determination is made as to whether a set of signatures for the
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crate and the configuration item are valid. Responsive to a determination that the set of signatures are
valid, the configuration item is stored. In still another advantageous embodiment, a data processing
system comprises a bus, a storage device, and a processor unit. The storage device is connected to the
5bus and includes program code. The processor unit is connected to the bus and is capable of executing
the program codg iQISeEINE QRPCRINALLHTE CORAIRNBASAWArGAlFcHALipREJIom &source outside of
a software aircraft agt mana eme{p]t acpﬁ]aratuts, v.?lldateta sggt of signatures for the incoming crate and the
software aircraftf)I i ldrr?f)aa& Ae'intoming ¢rate fne?negpso%rge'to the set of signatures being valid, display
10contents of the incotfiify eFtESSETMATABRO SO RNRIB AR & AP RERSAY RESIOMetPBPtReSsoftware
aircraft part meetstageligyriyserpasentDaprecpsest taiupiaadttheseliwer e asarattqad toea library in the
software aircraft pad mANAAGOSMARNAHYSTRIOS SRS SHTINRIS ANAELPR O JOLTLG Rigned software

aircraft part in response to the software aircraft part meeting the po}}gﬁ r|%Itace the ﬁgned software aircraft

part in a crate, sigiP s & GRE g NTAMAE The LR el RRRIRRIP SrEB'IIATY & signed crate
wherein signaturegtfisarenzirsigfheeridofrvare uie rfsidareantb tiversiginerdfcpatenaeadiffeteint from the set of
signatures in the dpcaairgelatle andist 8 ibesigne theintermihedib ey the hitnsai\wacextircraft part

management appafelip TG ISR ANALSOS SBOLIREnLa RIGYIL, AR mplementec

20method, apparatus, and computer program product for managing software aircratft parts. In one
advantageotts erfBHiReht & FHetHEd Fudes e tievhily d sl SPL i AR ST i Bhd metadata
about the set of softweirennreftifepantsfsamdidibransmrse tircrafuasitivorkaddihpsottessing system to form

a set of retrievedgeftyyare: airsiafbRansmd igmmsioficpivare rirdaihRar o aaliRtediln adile system.
Metadata is stored {n a 25datﬁbastg. 'Tl'he set of aoft are aircrafﬁ pgﬁr.ts and the m%tadaga is sent to an
SOf| art 10 SOft are

are aircra orm a signe ware aircr, IN résponse to the softwar:
onboard electronic c‘ﬁ'strlbutlon gystem, a communications ﬁnﬁ etween gn on ground component

interface, and th@BHHbeRt BRAUPEHIE BRiGTHAKER E§HERTI SN FrbFRARRAGH ABTURScEBRy on the
communicatiens thelcistenaintanirech insgnetheftadrvastagéqas enilvodamignédameappbeatins comprises, a file

system, a 30dataliasesesset Ahspiwae misadipafs stareaiR & Qé%%(é@@diﬁé@ﬁt‘ﬁo%@mma”ds stored
in the database, gn on ground com nent, a control pro ess, an a data rocqﬁglgﬁalsrgstem. The on
a €

.serz]t signatures | e Incoming crate, and se e signed crate t i . g .
ground componen?ls capa%le of éxchanging intormation with plsu?aﬁy Of ONbOAr clronic distribution

systems on a plufiisyTbraif ergfeltmast management apparatus.

The different advantageous embodiments provide a computer implemented
20  method, apparatus, and computer program product for managing software aircraft parts.
In one advantageous embodiment, a method includes retrieving a set of software
aircraft parts and metadata about the set of software aircraft parts from a library in an
aircraft network data processing system to form a set of retrieved software aircraft parts.
The set of software aircraft parts is stored in a file system. Metadata is stored in a
25 database. The set of software aircraft parts and the metadata is sent to an onboard
electronic distribution system, a communications link between an on ground component
interface, and the onboard electronic distribution system. Status information about
activity on the communications link is maintained.
In another advantageous embodiment, an apparatus comprises, a file system, a
30 database, a set of software aircraft parts stored in the file system, a set of commands
stored in the database, an on ground component, a control process, and a data
processing system. The on ground component is capable of exchanging information

with a plurality of onboard electronic distribution systems on a plurality of aircraft. The
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control process, is capable of receiving the set of commands and the set of software aircraft parts from a
library and sending the set of commands and the set of software aircraft parts to a plurality of aircraft. The
file system, the database, the set of software aircraft parts, the set of commands, the on ground
component, and the control process 5 are software components on the data processing system. In yet

another advantaggQs ﬁ%@@i@%%a@i&@f?&éﬁ% 'ERQE‘%%PE&QH%QQW[E@%& SRS readable media

and program COd(?rgrtaCHeddt% IrE)he C%mdDUta%%%ia me g}clgrrnorgarﬁy co % prese lE)for retrieving a set of
software aircraft parts atd b8l ware aircra par fidm a rary in an aircraft

network 10data [REEESSRHE é‘g@t@'ﬁ’i%ﬁ@?ﬁir@” Hpt Hf%l‘?lé%%é'ﬁﬁ\ﬁéﬁ*@%?@rﬁ??ﬁ%@ sPiygram code is
stored on the comipuiterpeeadakledngdiadansdering shemwehotsofivaie, amcral q@arts| iprecéide system.
Program code alg%l&ﬁﬁgggwoﬁg?{t@&t% Hé‘?é%’@é@s%@ gg@p@se Program code is stored on the

computer readable media for sending the set of software aircraft parts and the metadata to an onboard

electronic distribution Sy A 5 AAERTEA OO HTIE B AeBI 4R S8R dEFhponent interface, and
the onboard electromidsgistritamionesystdablPregiaan¢oms predeatofed nraintaipimyistatus information

about activity on iheigaeddnicationatinedé hepsiferent agdvaniggerusiesihediaratstpugde a computer
implemented me&'ﬁQ%&Q&’eﬂE@H&ut%‘é’ SPBIRYIGIPY %9&%}? SOAEION RIRESSSING: SopmARdR i @ network

20data processing system. In one advantageous embodiment, a process creates a set of commands for

an aircraft in 4 plEFEIiRo6PEiiG SHECTHE @Qf‘é‘f%mﬁ%ﬁ‘ﬁﬁq?g@&’%a LR ERRERTH 3N brary in the
network data prosedsieosyiStecnrtpdtanreadstieeceseat fof slormmtmds! Resfioashart@tipasigant, the stored

set of commands; ifiSedm a RIS BH Y RBI GATIRRIeXeqUiNg RN Ha ARV EkdaigpsOCeESSINg system

to form a 25d|str|||9uted rﬁ,%g fﬁos%;gg%g§hA c%rg)ﬂ{aegt#gn |%|%stalalls% rge%utr‘{‘éetﬁn the roxy server

application and an (?ﬂ oar tronic dIStI’I%cl)JtIOI’l sys?em execu?ng on an alrcra ata processmg system

on the aircraft. TRECEIEPRItREACIEE STLBIIA MBS 78R dSRePRio HHitHRUIPEEY €8Tt application by the
onboard electroniordistrilsation $yktenweEherdistgbubeticeetpoheonmedacds dateiwdabdrom the proxy server

ateived Sot of o ot cyciom (0 orm a protessed

received set of co mand5| (froc s ed by the onboard
rma 10 on the communjcat IOﬂS
set of commands, o Rrtware alrdra parts IS oPWArdedto a set of target data processing systems

on the aircraft using th@*’ﬁr@@éé@é@%’éﬂ@ﬂé@ﬁﬁrﬁ@h@@ﬁﬁﬁé ey igPoc eYSRHYTIEIRMMANRIS are a set of uplink

commands. method, apparatus, and computer program code for processing commands in a network

20  data processing system. In one advantageous embodiment, a process creates a set of
commands for an aircraft in a plurality of aircrafts. The set of commands is stored in a
set of queues in a library in the network data processing system to form a stored set of
commands. Responsive to an event, the stored set of commands is sent to a proxy
server application executing on the network data processing system to form a

25  distributed set of commands. A connection is established between the proxy server
application and an onboard electronic distribution system executing on an aircraft data
processing system on the aircraft. The distributed set of commands is requested from
the proxy server application by the onboard electronic distribution system. The
distributed set of commands is received from the proxy server application by the

30 onboard electronic distribution system to form a received set of commands. The
received set of commands is processed by the onboard electronic distribution system to

form a processed set of commands. A set of software aircraft parts is forwarded to a



In another advantageous embodiment, a computer implemented method identifies a set of commands in
a library in a network data processing system to form an 5identified set of commands. The identified set of
commands is sent to a proxy server application executing on the network data processing system to form
a distributed set of commands. A connection is established between the proxy server application and an

onboard electronig;distiguion-sySIRELRISFHIRE 6R A0 AHesaTt dlaRAcessing syglem on an aircraft. The
distributed set of comma(pd]s is sent from tt&e ]prox%server 10a tp caﬁlop to the %nboard electronic
nds if t 0 a Ee .

|
. . . comm he set processe com ngs are a or uplin omm S .
distribution systemr?o orm a recel\Pe?:icse of commangs over co%nec(ﬂon. €'received set of

commands is processed B\ iiE O ele Cthenaesib GaBR EystBReBeAth Bepittessed set of
commands. A staedlisel otsaitwarenaids aitpaisocateshankhetaperafidaia proeassong system is sent to

a set of target daia RIRCFSSIBECSHHISMR CfDRGHRLATYING IS MRGESSRASS IR GoEMands if the

processed set of commands is a set of uplink commands. In yet another advantageous embodiment, a

computer prograft GO EEBHIIERY BB RERS e [Py At EBHE S85HE on the
computer readabtenmediis. Pheopregiamiscistrb inthdwivwnaigitmnrrosrecfuecrerlivatioa ged af commands for

an aircraft in a pluflityddiadtesiaiiaiansupsagiRmreedeian W ingdre-aalLd picemsmangsi a set of
queues in a libragy, 'é]nt%\?a.féﬁw‘ﬁ?{&o‘?&%& QPN MRlgH igosé%ﬁfﬂo%ﬁﬂ%fs%aaﬁée%‘%omma”ds- The

program code also includes program code responsive to an event, for sending the stored set of

commands 13 a FREEBA/EBHPIRARIGFEREQGAG BRUHE REERBIIC A PIFRE 7§ stem to form a
distributed set of womaratsdweTihe proggetimncode sdsenind lved b qorogeans copledessestablishing a
25connection beaf«s&ﬁfd%&my SEMRItaRBYS_HOR ﬂg}iwl araresm,eg%@dgﬁtr&ma%&t;im&@e@ystem
executlng on an aircraft data RrocesSSIN stem on the air¢r an rogram coqe 1or r uesting
Chetbuten set of Ho T B e P emibution

system. The progRART BEeR FRERIREPTHE ISt B RIEERING e dGistArRARY S8t Uf commands from the
proxy server applicatiandsiftthe Bdosixedrsbedé ctromiandistsibstioot sysiknvtorfards.a received set of

commands and programedeotRE RIALessiRgUNEESSINES Seth cREP Bk BYotheonboard electronic

distribution syste(r;p) to fsoerma% (Pr{]olcitee?sr,eddgﬁt %1: comm nds.ra'lmg program code g(l)sﬁc]) iqgludes program code
for forwarding a SO 6 Sottware aircratt par?s 16 a Serdt ?grget ata” processing syg%ems on the aircraft

using the proces&&dade FreeEmiERISIFANCLER BFOEISEEOHTTE GAN R gecalitedef s6t 8F uplink commands.
The different advantageos soeankodaiants puealigetatonrpLiad priglementedor storing the set

20  of commands in a set of queues in a library in the network data processing system to
form a stored set of commands. The program code also includes program code
responsive to an event, for sending the stored set of commands to a proxy server
application executing on the network data processing system to form a distributed set of
commands. The program code also includes program code for establishing a

25  connection between the proxy server application and an onboard electronic distribution
system executing on an aircraft data processing system on the aircraft and program
code for requesting distributed set of commands from the proxy server application by
the onboard electronic distribution system. The program code includes program code
for receiving the distributed set of commands from the proxy server application by the

30 onboard electronic distribution system to form a received set of commands and program
code for processing the received set of commands by the onboard electronic distribution
system to form a processed set of commands. The program code also includes

program code for forwarding a set of software aircraft parts to a set of target data
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method, apparatus, and computer program product for managing software aircraft parts. 5In one
advantageous embodiment, a method is used to establish a connection between a portable data
processing system and a source through a ground network to form an established connection. A set of
uplink commands are retrieved from the source through the established connection. A set of software

aircraft parts coriesponging,Qdhe selheleink P mapir Ak sekieyedrrmdbe sieuse through the

established 10connectio t(];) form a et of retrieye software a rcraft parts. The set of retrieved software
cesse com S aseto ink co
aircraft parts are Rfsredih G por LBIE At proces Iing symtem 0 form a set of stored software aircraft

parts. The portable daﬁ‘ﬁ@@@%i@%@@ﬁ?‘mm@w RiOfER BE6ANRIE dNelaMapEes is disconnected
from the ground netwarkapbbe ey talleciaiaprpogssing&ysient wihathe) Setobcianechaeliware aircraft

parts is connecteg I3 ANl Al GLalk AeRE AR ALRRSS %H%‘B&Q&@F@%ﬂdéc‘é&%‘ﬁ&v&@%’ the set of

uplink commands to the aircraft network through an on %ﬁ?un component in the portable data processing

system. A stored®sSSHRAR ai?c?éof?eﬁﬁl’ﬂ%ﬁﬁéeé?)SH%ﬁ@Ofg LTGHARR ESMMHAKYL ISP 8k aircraft
network through eh@llishgroeatd essinipohesitol wriinbtieermerivirmmgetigsasibodiraentren apparatus

comprises a databasgh ahfles2dsyséatormdiaty SeEvicRschvaanagRsitaadscpestpblridata processing
system. The dat%Pé‘é% bt 8@%@&%8’{8@% il el ‘Fr%mmé@g&r?é‘tﬁb&&etﬁé’&% il &apable of storing a

set of software aircra The library service is capable of communicating with a source selected from
one of a libraty a?ﬂi‘%%&&fé%?@ér %ﬁSB}/Eec{'fi‘é‘f?daﬁ?%’i‘?b‘?@ﬁ?fﬁ%?ﬁﬁoF;Bﬁts‘éta ABIE¥T4 direct connection
with an aircraft datévprecassafigpabsystetnrat aregirciafiernetapriceFhiensgsiager fsroapablefof receiving the
set of commandsand teneaiaficpivyare aifﬁé@‘&mﬂesofé%ms%mgrgﬁsi@nmr@mmwork through the

library service, dlstconne ting from the s Qurce ands the set of camma sanq %]e set of software
aircra arts is disc nnec I’OUﬂ ne

aircraft parts to the alrcrat ata processing system in e alrcra t network ?I[wougﬁ pﬂe on ground

component. The FO7BIIECERHRY PIIEBSY Y StetiPRdso4Bre Bf stmarshinePanesiehiviAftations link to
the ground netwaeitcafich¢hveoedioradtairetaiorkpwhletetortheaibiaiyssedvioe) tiresenofjrplimd component, the

database, and thefile sysiemrRrardesrifd A RRRH AP I dRlaRIasRSSiE: 1Y &€ Bbrtable data
processing system. A stored software aircraft part corresponding to the uplink
command is sent to the aircraft network through the on ground component.
In another advantageous embodiment, an apparatus comprises a database, a file
20  system, a library service, a manager, and a portable data processing system. The
database is capable of storing a set of commands an the file system is capable of
storing a set of software aircraft parts. The library service is capable of communicating
with a source selected from one of a library and a proxy server application, an on
ground component capable of a direct connection with an aircraft data processing
25  system in an aircraft network. The manager is capable of receiving the set of
commands and the set of software aircraft parts from the source in a ground network
through the library service, disconnecting from the source, and sending the set of
commands and the set of software aircraft parts to the aircraft data processing system
in the aircraft network through the on ground component. The portable data processing
30 system is capable of establishing a communications link to the ground network and the
aircraft network, wherein the library service, the on ground component, the database,

and the file system are located on the portable data processing system.



In still another advantageous embodiment, a computer program product comprises computer recordable
storage media and program code stored on the computer recordable storage media. the program code
includes code for establishing a connection between a portable data processing system and a source
through a ground 5network to form an established connection. The program code also includes code for
retrieving a set of uplink cammaNds &emdhs sourtR direHgl e ssiablishar srangction and for retrieving
a set of software aircraft é)arts correspo qilln%tto the seé_ of uglink comma'mqs frgm me source through the
established conn&Ction 16 Torm & Set of re r‘iaev%@%eoﬁ\?vé?earélrBF%?fapr)Térctos.er%%r%ré)arafan code includes code
for storing the set@fAWreiAev/EarsOHAase BireiafttPrapreodra pertibrUdatssto tuSsialliss®m to form a set
of stored softwarecaitetash patiz:ch e pitagkanate pae-famgadador aisaaanectingptihe portabte data
processing systegayyiR {656 bRTSIHRS SO IR RCrAIL RS P 0 6198 ARt fedpy kopnd for

connecting the portable data processing system with the set of stored software aircraft parts to an aircraft

network in an airEFARV 98 Brodrdri ES9E AL AP DS HRY SH iR BB FHARIRT $roFRIE 8 of uplink to
the aircraft netwaidtioroaieving ersgjrofrefivvamponehpansiserroneislvaiméh pret e68iigksystem and for
sending a storedcsafiMsate abieraik partccancspe idingtioEmdpiie apmmast o dherircraft network

through the on 9?8&#%%8%‘&&9&?8 BﬁoTJ?FgQif&?rﬁﬁ‘é 8%5?&?%%%8%(@%@%%@‘?&%&%9@( itle a.cgmputer

implemented 20method, apparatus, and computer program product for transferring information with an

thod, ap : . .
aircraft. In offe aéﬁ&ﬁYﬁééBfﬁ%aéWBEME W BANRE CRTPERRBTEE THEBTLP (S TR §¥d* transferring
information with Hterairertiftara gomelfeptids iShestaldismer dreiaeerrafrodiboarteelegtienic distribution

system executingdp a5 afbeiardropRssinasetes dnsibr aiskati-and AR ereumdHeomponent.
Responsive to a re uest for cog1fr(1)1rand from Ztﬁethgr%n]gr lfmd component madﬁ%qﬂrosueggfthe connection,
tl

{ . : o
the command forexecution ryatﬂe onboard efectronic C?ISU’I St?é%cgf/s?grﬁy%el@evﬂ ied to form an identified

command. The iG&HEf UG AKHEI S FETOBNMAECEHHEAMIE [BAPHIE HistliBRIBEIISPSEOAE f#8Pn the on
ground componefat.igsdiransactink ickentified foassigeeadiapiv cotmrémcitAgtaitstobagtransaction

associated with the semmanchisBrin@ingshandheepreadislestenicRlAlistHaHY e sysiem and the on

ground componentfusingathe an§action |d%ntifier An D ink is init(ijatteg] by.the on l%,rol%nd component. A
. SQ t\f/are |r<‘tr'iz ar corBesgon |ﬁ1g t{) the ua %)n%man o.the aircraft P]e orl
software aircraft part is sent 1o the onboard electronic distribution system from thé on ground component

to perform the upliffkiIA EdnIBad@TEIerTthe software aircraft part on ground component is stored.
In another advantageotiseelifbedimenintageonpitebineieseotast: methqutis usaehiontsr@nsferring

information with & aiseraflpA-RMMABSHS RAHESIEH KRALANAR QAP HEMBRDR Rk Responsive to

receiving an uplink command from the on ground component, a software aircraft part corresponding to an

uplink command 35 F80ud5088 2K SRS 8 AR I S R R M REN B TR B s g FdEINE €omponent in
response to sendidansegirgsinfompiosoftivire alicctift papniedinmiscertaidined Befuser@mircraft part. The
software aircraft pagbasdsdRB@nic distribution system executing in an aircraft data processing system in

the aircraft and an on ground component. Responsive to a request for a command from

25  the on ground component made through the connection, the command for execution by
the onboard electronic distribution system is identified to form an identified command.
The identified command is sent to the onboard electronic distribution system from the
on ground component. A transaction identifier is assigned to the command. A status of
a transaction associated with the command is maintained on the onboard electronic

30 distribution system and the on ground component using the transaction identifier. An
uplink is initiated by the on ground component. A software aircraft part is sent to the

onboard electronic distribution system from the on ground component to perform the



10In yet another advantageous embodiment, an apparatus comprises an on ground component, an
onboard electronic distribution system, a data processing system, and an aircraft data processing system.
The onboard electronic distribution system is capable of receiving a command from the on ground
component; requesting a software aircraft part corresponding to an uplink command in response to
receiving the upliglicho AUBRIBAN MRS PR DLBISHSRPANSRL FESSIHBIRBsRfware aircraft part from
the on ground comopo(pent in response to sending the request for the software aircraft pad to form a
received softwar8 aifcraft part; and storing the software aircraft part. The on ground component executes
on a data processing sYstep1eT RAVEREEaPHSBRROAIE Y StADT R IPHIERFBIRECIENOIF e Gircraft data
processing systefr. 20 $fearioifiefa@nisdc antagesiusamhedimesnis ipreyvidstaddesaien igiplemented

method, apparatys,and.6oTRRYS AUAATLAIRYUS foF ManAgng SafvRIe aljyaf parts. In one

advantageous embodiment, a software aircraft part is received at a library to form a received software

aircraft part. The FSERVER" sORUMASHETAH] BAHCLSHUE P L ABHRYRN VRSB SY SIS Blurality of
software aircraft peeisoiivarsetiiprairfactisieseinddron movitedundeenipnkiidtiespinpality of software
aircraft parts in tRedifaigeyrddespassiesiiiece birogfgiseab ldpHtirecsiibe dsseriatertage system to uplink a

selected softwarer@rggﬁ\gapggirfg%@ptg@ig%@égy of software aircraft parts in the library to a target aircraft
data processing system, a command is created to send the selected software aircraft part to an aircraft in

which the target aircraff d5t3 FEEERLAGRILHFRORERRT &' R 3B TUPREESMPRAE Fhe uplink
command is storeehipcasqicunecirbthel stecaigeidnlititilitivasy steforavalstoredsapliriygemmand. The stored

uplink command ds digtRdtes SR e RiRYs pREVE BRIHGSHINA R ERSRORRSIR M FRJURST £or commands from a

proxy server appllgaatbngﬁgcsgonswe to receiving iﬁ rgrgu%sutnfao(r: trrrlt]ﬁosh%ln ?ngusgtfltwarg ﬁ\l}(/g;gft part from the

proxy server appﬁ_ ation proceggﬁ@ %ﬁ@rgtac?red uplink comman e selecte _sonﬁvear%_ aircraft part is sent
to the proxy serv@r&ppRBATEAC ARG Ey ARt PEUTRE B RAEAtOAREH PR iiIsR BInprises a file
system located orvarstorhfjerdéeioe geodadabbagelecatedetimthibestofagesddvieé, parni@natie Scomponent,

and a user interfage, i@ @lﬁn%%ﬁ&%ﬁrﬁ@%?eﬁ%éﬁ%&i@?&‘d@é& Rireralipara anddppsatabase stores a
plurality of comn}ands used tg manage the Iurr?lg dpf SOﬁV\{ﬁl’e %f}({f/:ar%ﬁa rgrratﬁépTQe_Itﬂanﬁlgement
iy

. OI’B] a refcelve sorwarg alrcra &i ; storin S ?r e (1 .
component is capable of generating the plurality’ or commands. The user Intefface system is capable of

receiving user inBlRU! GRERMRETH EXFRIRIGEhFcTRIT BIRRIAEAISYEOIR yéh anBRererEgeous
embodiment, a cagteincoRprisesalessnaheaiitriinieatipnsadiaptgseonnected to the bus, a memory
connected t?othe bus, The different advantageous embodiments provide a computer implemented
method, apparatus, and computer program product for managing software aircraft parts.
In one advantageous embodiment, a software aircraft part is received at a library to
form a received software aircraft part. The received software aircraft part is stored in a
storage in the library with a plurality of software aircraft parts. A user interface system is
25  provided to manipulate the plurality of software aircraft parts in the library. Responsive
to receiving a user input from the user interface system to uplink a selected software
aircraft part from the plurality of software aircraft parts in the library to a target aircraft
data processing system, a command is created to send the selected software aircraft
part to an aircraft in which the target aircraft data processing system is located to form
30 an uplink command. The uplink command is stored in a queue in the storage in the
library to form a stored uplink command. The stored uplink command is distributed to a
proxy server application in response to a request for commands from a proxy server

application. Responsive to receiving a request for the selected software aircraft part

9



wherein computer usable program code is stored on the bus, and a processor unit connected to the bus.
The processor unit executes the computer usable program code to receive a software aircraft part at a
library to form a received software aircraft part; 15store the received software aircraft part in a storage in
the library with a plurality of software aircraft parts; provide a user interface system to manipulate the
plurality of softwawg Akerapas i 4bgi H%%?fr&é@@éﬁ&@mﬁﬁk%ﬂﬂqﬁa% splecipdsgftware aircraft
part to an aircraft Lin wt WhICh the ttar'gtet air ata rocessmg sc)é?tem IS located to form an uplink
command in response oa'rrecg’él ng'gsuesner mpu??c%ﬁ%ver & MteMace 20system to uplink a selected
software aircraft part frorAn¢iBepRIF A ST BRI HiftafNFRRS AUtheCMERSH to fietargietaircraft data
processing systeldtasions thetorplakieorapanthiiase (haue iohtihe siatagelévitbedibempgto form a stored
uplink command.gistiue iRe SIEhHRIR CoRMBRYRARRY-STYaRARRIFAIPD dndggponse (o a

request for commands from a %rox y server application; and send the selected software aircraft part 25to

the proxy server SP[iEIHdRCiAFRRPEHERES A %r@%'ﬂ'goéclpéﬂrﬂég‘?sfé‘ls?ﬂé BRSO RIWAIY Qfcraft part from
the proxy server spirrawiarpidedssihoetmersoeat sk eorniagapable of gestiirainother advantageous

embodiment, a cpMpRjest RERGHANYINI TEECEEOMPIIERSREANP UipE pRcertiablarsiasgruedia and program
code. The program. pé}g%g%gﬁl%%ﬁ%&og%&%ggemng a software aircraft part at a library to form a

received software aircratt part rogram code also includes code for storing the received software

aircraft partifl a storag® WEH@WB%?QW%%&%ﬂﬁ?‘ﬁ@ﬁft\ﬁ/&?@“ﬁ%@ﬂ’ﬁ%ﬂﬁ%ﬂa%raprowdlng a user
interface system ¢ommanigailate theppturahitnecedddtivaiesieoranqaeniretesl lib tagyoushe program code
includes code, regRABFIVEIRURFEAINE FdipehibRid FemrébenarrinicHacs sysieBatadplink a selected

software aircraft gart erm thﬁ;1 é)LUI‘aH% of sog\sf\é%g% @rc)ggga ? rt%s in the pebrrgsrgbﬁo a tar ggt a Crcraft data

processing system, rt]or creating a 3 command to send the selected sortware alrc%ﬁ%art to an aircraft 5in
which the target SIfGFSiY daRPoER skl esteh BB WS forteiRLMeERiRahaeE ode is also
present for storingdleehepknkicamofiaackiniargitipae imatherster agdrititzeylibitary tortdityroa stored uplink

command. The pEgaram sSRISPSINds Gads fREdistiREURGIbS %%Srqdﬁpii@‘fh%%mﬁ’@@fto a proxy server
application in response toar 33 uest. fo C mmands from a proxy Server é ?pg) |(e:gtt p: ehnd code,
r

tware aircra arts. i I? ? bra CF ?E) and to
10responsive to recelving a request for the ec ed sortware alrcratt pa e proxy server

application proced&if#} #7 SiGredofiiR Wbl?hﬁ%miﬂ’,@@?%@ﬁﬁirﬁ’@%@%@é@éﬂ’mw@%aﬁ part to the
proxy server applicatiaran uplifihefeatues, fispotions) @odatyantagesadniaetachievietiadependently in

various embedimsois, I DBiRkeSSIN AisBRYER. o 2 SO BESHLIENELAEEASgRRAJMents in which

further details can be seen with reference to the following description and drawings.
parts in the library to a targef aircraft data proc&ssing system: store the upliftk command

in a queue in the storage in the library to form a stored uplink command; distribute the
stored uplink command to a proxy server application in response to a request for
commands from a proxy server application; and send the selected software aircraft part
25  tothe proxy server application in response to receiving a request for the selected
software aircraft part from the proxy server application processing the stored uplink
command.
In still another advantageous embodiment, a computer program product
comprises a computer recordable storage media and program code. The program code
30 includes code for receiving a software aircraft part at a library to form a received
software aircraft part. The program code also includes code for storing the received
software aircraft part in a storage in the library with a plurality of software aircraft parts

and for providing a user interface system to manipulate the plurality of software aircraft

10



BRIEF DESCRIPTION OF THE DRAWINGS The novel features believed characteristic of the
advantageous embodiments are 5set forth in the appended claims. The advantageous embodiments,
however, as well as a preferred mode of use, further objectives and advantages thereof, will best be
understood by reference to the following detailed description of an advantageous embodiment of the

present disclosurg, MemmESReL1 coniYRsHiam Wil the aremRanyipe dRWINGS: Vg LaigsLOFigure 1 is an

exemplary diagram ?f a data processing enviroqment In accfordgmc with an illustrative %mbodiment;
. . ; mgu frq|;m e user Interfa systent1 ouPIm a selected software a||rcra tgtart rombe . )
Figure 2 is a diagram ot a data processing’ System fn accordance with an illustrative' embodiment;

Figure 3 is a diag¥dialitHesaettiryscseravareaircheftiiary inaragehsdntedsisss /182818 accordance with an
advantageous empadimentrdgge doisrasbloeksdirgranctickesatiivane pactamaaagesnentcesivironment in

accordance with an, AdNANIA0G0US SR0RLIMENt: <cing EJBHIS & i5.auAbledivstratigymodes of operation for

a software part management environment in accordance with an advantageous embodiment; 20Figure 6

is a diagram illustPHg CormRtEri TR EL P AdRbPRIREdRitR "Dk IVIRRAYL B W Bt o dfment; Figure 7
is a format for costrandsthe dewvydafes witlered welinkreests erhdodignenicode inclugsigure 8 is a
message flow diagsamilbistiating peosersing vk uplinkaeamonansis 2oreragpitdainca with an

advantageous e%‘%ﬁ%@éet@té requézéngF%o%ﬁ&E@%%g%&%@%@ﬁ?&?‘a&%ﬁ%ﬁémnﬁr@o%%?Si”9 of a downlink

command in accordance with an advantageous embodiment; ure 10 Is a message flow diagram

illustrating proce&SiRYSYS BereRVEAtRaHaSH UMD rEsHES Ritlvar AuTaRRyLEE BhBSdiment; 30Figure
11 is a high levelsfowchepiefienmocessngsed sodistrititkeersoftwaie sending the selected

software aircraft part to the proxy server application.
The features, functions, and advantages can be achieved independently in
various embodiments of the present disclosure or may be combined in yet other
15 embodiments in which further details can be seen with reference to the following

description and drawings.
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aircraft part in accordance with an advantageous embodiment; Figure 12 is a flowchart for receiving
and storing software aircraft parts in accordance with an advantageous embodiment; Figure 13is a
flowchart of a process for distributing commands through a proxy server in accordance with an
advantageous embodiment; Figure 14 is a flowchart of a process for receiving and distributing
downlink data through a proxy server application in accordance with an advantageous embodiment;

5Figure 15 is a flowchart of a procesﬁlt_:ol_r SE%%'IW%EO %F{ K@Eﬁpﬁts using a software maintenance

tool in accordance with an advantageous embodiment; gure IS a flowchart of a process for
receiving data using a software maintenance tool in accordance with an advantageous embodiment;
Figure 17 is a functionahbleskeiagiss wefia/kbramntistacsordancawihtapdt afvabiagesuseembodiment;

Figure 18 is g d'%QF%HH'IH%%aéB&r?dQ!Fc%YrﬁEe“‘h@%‘tﬁ%ﬁéé@%&é‘&!ﬁb@&ﬁ%ﬁ@%\%@? 30 pgyadtageous

embodiment; %ure 19 is a block diagram illystratin Pg an or anization of commands in queues in

accordance with AR 3aUSAEGEHE uéﬁ%ﬁ‘%gﬂf‘cﬁ?—sﬁﬂ eaﬁﬁ'fg I NHBLGIART B software aircraft part
in accordance withdarstddaivtegieronscdaibedifiewiing detaileigdeectnticn @fcnathantheras structure for a

delete commanddnaeRaEhapceyitbsan advrBtag aaus raadinaAtiGovNe tRe Asabiagyay illustrating a
command data SHH%H ef‘ f\%&& plink 20 command in accordance with an advantageous embodiment;
|

Figure 23 is a diagramilfustrating a data structure for a downlink command in accordance with an
advantageohos embodlmgwfe 1is an exemplary diagram of a data processing environment in

accordance with an illustrative embodiment;
Figure 2 is a diagram of a data processing system in accordance with an
illustrative embodiment;
Figure 3 is a diagram illustrating a software aircraft part management apparatus
15 in accordance with an advantageous embodiment;
Figure 4 is a block diagram of a software part management environment in
accordance with an advantageous embodiment;
Figure 5 is a table illustrating modes of operation for a software part
management environment in accordance with an advantageous embodiment;
20 Figure 6 is a diagram illustrating command types in accordance with an
advantageous embodiment;
Figure 7 is a format for commands in accordance with an advantageous
embodiment;
Figure 8 is a message flow diagram illustrating processing of uplink commands
25  in accordance with an advantageous embodiment;
Figure 9 is a messaging diagram illustrating processing of a downlink command
in accordance with an advantageous embodiment;
Figure 10 is a message flow diagram illustrating processing of a delete
command in accordance with an advantageous embodiment;
30 Figure 11 is a high level flowchart of a process used to distribute a software
aircraft part in accordance with an advantageous embodiment;
Figure 12 is a flowchart for receiving and storing software aircraft parts in

accordance with an advantageous embodiment;
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Figure 24 is a diagram of a user interface for dispatching commands in accordance with an advantageous
embodiment; 25Figure 25 is a diagram illustrating and user interface for viewing commands in
accordance with an advantageous embodiment; Figure 26 is a diagram of a user interface for viewing
parts in accordance with an advantageous embodiment; Figure 27 is a flowchart of a process for

receiving software aircgaf,,RaiaALRIREY ipAreedanse Kiian Advantagseus-emhagiment

Figure 28 is a flowchart of a Jocess_for credatin a commgnéj in accordance with an advantageous
. . . serveﬁlg aCCOEI ance with ﬁn a an%%?ous embo m*ent‘ . . .
embodiment; Figure 29 iIs'a’high’Tevel flowcChart of a process 1or managing software aircraft parts in

accordance with an advi@H2g¥oti8 BosbeITrAEA PrrtgeR EOB RIS MTROAEHATH B BN rvedis fselfispatching
command structures.yh ageoxgdaacersihliedtiadvaniageats embadiamnentadfdgaemmBddimentiowchart of a

process for dfispatchinsr@famm@%dafﬂaﬁéﬁhﬁ%%f&%e&ss%ﬂai%b%qyg%ﬁ&%%r%m@gm@aﬁg Figure 32

is a flowchart of a Frocess for dispatchin HParts in accordance with an advanta(ﬁeous embodiment; Figure

33 is a flowchart DF Y BRS SYEP ARG Cas R L Thed @b rnaes T A glivantageous
embodiment; FiguFéosreidtasticitpraehaill oS e i st fRowivineaderexgireafafagptication in accordance
with an advantagegiseinbodisnaniccordafigWich 39 islvafiagians dhwsitatiag; a proxy server application in
accordance with an adlyi%m%glelqgé ﬁJ?{‘cQBQHFb%‘ék diagram of a library in accordance with an
10 advantageous embodiment;
Figure 18 is a diagram illustrating a file system directory layout in accordance
with an advantageous embodiment;
Figure 19 is a block diagram illustrating an organization of commands in queues
in accordance with an advantageous embodiment;
15 Figure 20 is a block diagram of a software aircraft part in accordance with an
advantageous embodiment;
Figure 21 is a command data structure for a delete command in accordance with
an advantageous embodiment;
Figure 22 is a diagram illustrating a command data structure for an uplink
20  command in accordance with an advantageous embodiment;
Figure 23 is a diagram illustrating a data structure for a downlink command in
accordance with an advantageous embodiment;
Figure 24 is a diagram of a user interface for dispatching commands in
accordance with an advantageous embodiment;
25 Figure 25 is a diagram illustrating and user interface for viewing commands in
accordance with an advantageous embodiment;
Figure 26 is a diagram of a user interface for viewing parts in accordance with an
advantageous embodiment;
Figure 27 is a flowchart of a process for receiving software aircraft parts in a
30 library in accordance with an advantageous embodiment;
Figure 28 is a flowchart of a process for creating a command in accordance with

an advantageous embodiment;
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15Figures 36-39 are diagrams illustrating data structures in accordance with an advantageous
embodiment; Figure 40 is a diagram of a proxy server file system directory structure in accordance
with an advantageous embodiment; Figure 41 is a flowchart of a process for receiving information from a
library in 20 accordance with an advantageous embodiment; Figure 42 is a flowchart of a process for

sending downlink files Equgiyary i RRIIEIaIRGRMID AN ROMALRERAHS A ROAINRR i craft Figure 43 is a

flowchart of a pro%%%sfnfor goergéjing \,ﬁ‘ﬁ:‘g‘t gil S gt% a gltj)srarrxbig d{;lnc]:cr?t.rdance with an advantageous
embodiment; 25I9|gure A48T owehatt 5F & progcess for sen(ﬁng information to an aircraft in accordance

with an advantageous Egieditrieatlowchariql rerisses sitilirpREitd eoproerdsifeirereing software
aircraft parts in aseordansewiiikraadagivagéageons@intaadiment; Figure 46 is a flowchart of a process for

receiving command sty inforation oM. ARALI Al IR Aseardpnse with Anagvantageous

embodiment; Figure 47 is a flowchart of agrocess far receiving downlink files in accordance with an

advantageous eRBSHATERM N A HG(FERE WSHRREASY of a process for receiving status information from
a software maintenandaquts #2 &t dedahed alrtprancsslertiapeiotisEpaliv dimreatdance Figure 49 is a
flowchart of a progesstigesansingdifermation to a software maintenance tool in accordance with an

advantageous embOdi_FI?e{Hé §§i|9‘érﬁlo?/(érigrf"‘o?'dg‘%@égs_?éradQ£8§ﬁ§§ EB&%%'HQHHﬂbQ%Srﬁ‘éﬁc%ﬁware aircraft

parts to a software maintenance tool in accordance with an advantageous embodiment; Figure 51 is
a flowchart 6f a PYUCBELFPHEEERR GBI files from a software maintenance tool in accordance with
an advantageous embbuinnedt is a diagram illustrating data flow in a proxy server application in

accordance with an advantageous embodiment;
Figure 35 is a diagram illustrating a proxy server application in accordance with
an advantageous embodiment;
15 Figures 36-39 are diagrams illustrating data structures in accordance with an
advantageous embodiment;
Figure 40 is a diagram of a proxy server file system directory structure in
accordance with an advantageous embodiment;
Figure 41 is a flowchart of a process for receiving information from a library in
20  accordance with an advantageous embodiment;
Figure 42 is a flowchart of a process for sending downlink files to a library in
accordance with an advantageous embodiment;
Figure 43 is a flowchart of a process for sending event files to a library in
accordance with an advantageous embodiment;
25 Figure 44 is a flowchart of a process for sending information to an aircraft in
accordance with an advantageous embodiment;
Figure 45 is a flowchart of a process for receiving software aircraft parts in
accordance with an advantageous embodiment;
Figure 46 is a flowchart of a process for receiving command status information
30 from an aircraft in accordance with an advantageous embodiment;
Figure 47 is a flowchart of a process for receiving downlink files in accordance

with an advantageous embodiment;
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Figure 52 is a flowchart of a process for receiving event log files from a software 10maintenance tool in
accordance with an advantageous embodiment; Figure 53 is a diagram illustrating data flow and a
software maintenance tool in accordance with an advantageous embodiment; Figure 54 is a block
diagram of a software maintenance tool in accordance with an advantageous embodiment; 15Figure 55 is

a diagram of commanqsapd AAMRNLKESSHEGR JARIER AFE HGRIS IR0 iAerARBR g8 Mih an advantageous

embodiment; Fi\gure 56 is a dia ram of gagial downlink atat in accordandce wlth an advantageous
. . soft S mal ancegoo IN acCoraance with an ntageous embodiment;
embodiment; |a—r|gure is & diagram of & downlinks Tabie 18 RE_STIANCE With an advantageous

20embodiment; Fibigr 896 & Heagham DRPSSREPARE TRRdiNe At {en [Fikesejiét@ith directory structure
in accordance witheaeashittagraitseahosimenat advarftigesadehisaigiagram illustrating interface

components implemerygd, g eoﬁgﬁwmﬂy@&tsgmgss%?gmﬁg%@&%ﬁwme%agmrg%ous

embodiment; 25Fi§ures 0-65 are example implementations of user interfaces for user interface

components in aBcOFY4RR 8N KE KdoaHIEREE I MR BER AN B9 pqYs FBRAT S biagram illustrating
data flow through a softigsire pilasrtdnanrsitolcd mosepsifagreeivimafelsndnditesifioare adfevare parts to an
aircraft in accordaaggenatitanadyastagantsambadinnantgdoidauwBoaimisna diagram illustrating data flow

in a software maintenaggg {0g) F%rg‘?r%&z%mt%%"ﬂé&%‘é fﬁ!‘?écizéjl\@]"g"&&gﬂﬂ&&fﬁ@?r&ﬂ adyApiageous

embodiment; Figure 68 IS a diagram illustrating data flow and logging importing events by a software

maintenanct’toolA AR tRItCE WAt HHRREY At ER BN RARSEHTBIRCAIMenEigure 69 is a diagram
illustrating data flow in EgofWare ntEatendhstaon deteiéomgndar s froare ankibntanginediocbirdance with an

advantageous erngogigeBtyith angWRgR dsLerisgi@mntiustrating data flow in a software maintenance
tool during retrieving apdl crealing qf ComImAnds i, ASRATRNEE WD, 20 ASMATARRIE .G Podiment;
an advantageous embodiment;
15 Figure 55 is a diagram of commands and command resource tables are depicted
in accordance with an advantageous embodiment;

Figure 56 is a diagram of partial downlink data in accordance with an
advantageous embodiment;

Figure 57 is a diagram of a downlinks table in accordance with an advantageous

20  embodiment;

Figure 58 is a diagram of a software maintenance tool file system directory
structure in accordance with an advantageous embodiment;

Figure 59 is a diagram illustrating interface components implemented in a
software maintenance tool in accordance with an advantageous embodiment;

25 Figures 60-65 are example implementations of user interfaces for user interface
components in accordance with an advantageous embodiment;

Figure 66 is a diagram illustrating data flow through a software maintenance tool
in sending commands and software aircraft parts to an aircraft in accordance with an
advantageous embodiment;

30 Figure 67 is a diagram illustrating data flow in a software maintenance tool
processing downlinked files in accordance with an advantageous embodiment;

Figure 68 is a diagram illustrating data flow and logging importing events by a

software maintenance tool in accordance with an advantageous embodiment;
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Figure 71 is a diagram illustrating uploading of software aircraft parts from alternative sources in
accordance with an advantageous embodiment; Figure 72 is a high level flowchart of a process for
managing software aircraft parts in accordance with an advantageous embodiment; 10Figure 73 is a
more detailed flowchart of a process for managing software aircraft parts in accordance with an

advantageous emediiﬂSGFé 69 is%ielé"g*?a%liﬁsé’\rélmg@a@i ?l&k%@@&ﬁﬁ%é%éﬁ@ﬂ%&%@ware aifcfaft parts
from a software m?lntenance g)ol to"gn onboard electronic dlS(tj]’Ibuthh sgstert‘)no g?mac ordance with an

advantageous erﬁeb%edfﬂ%%fti %are 75 i AfigWeERart" (')t t?\réapyggteagse for ree”éelvmﬁn ownlink data in

accordance with an advi@H2g@dsi8 exdaditstieting degfine 6 EeRvHRgFanieTaEsmisshents used to
transfer informatianiiitatagy aigcraftcie avgatanceanthiancaciantaganls eambadigaend; Figure 77 is
a message flow g}ﬁggamé'nystrating message flow used to poll for a 20 command in accordance with an
advantageous embodiment; igures 78-79 are mes%?ﬁe flow diagrams jllustrating the sending of

) _Fi
status information in aE&@YERALE \ﬂ/gﬁ%rﬁ’%k'fﬁﬁﬂﬁ%wg BShRPIHRS arCRfRAESd N a message flow
diagram for dowrliakiaty e ataireascercideecoivhnen advaitageduenerptiogiiient; 25Figure 81 is a diagram
illustrating message flaigudaerz tha fignisenlyopantialbyf delyeredinmaeq)idarspwiith-asratdvantageous

embodiment; pgigwgcggrg%&mgggg\lgm iagram, illustrating an uplink process in accordance with
d F [

an advantageous embodiment; | igure 83 is a diagram illustrating mess%ie flow in an uplink
process in accordaﬁ&”mﬂ?%aa{a%rﬂﬁﬁg%goé’%d?ﬁ?éﬁ cess Tph iR EGSUYBRchart of a process
for uplinking dataigrattcerteneeonitaras advantatyeotrgembedimmentent;  Figure 85 is a flowchart of a

process for downlinking;gaa 7 @ecRifanseonitbareadariaarQusRrBROs SN barts frérigare 86 is a
diagram iIIUStratingt%gr%a}r?altrﬂghia%%Ct%co)rgoagrﬁ: %n (i;[ar]r QIe"icl:gr\c/)‘%l|rc]:t8@E:ﬁ%lu'I |0(ra1rgy|%?edr;1rri]neg&ordance
with an advantageous embodiment;
15 Figure 75 is a flowchart of the process for receiving downlink data in accordance
with an advantageous embodiment;
Figure 76 is a diagram of components used to transfer information with an
aircraft in accordance with an advantageous embodiment;
Figure 77 is a message flow diagram illustrating message flow used to poll for a
20  command in accordance with an advantageous embodiment;
Figures 78-79 are message flow diagrams illustrating the sending of status
information in accordance with an advantageous embodiment;
Figure 80 is a message flow diagram for downlinking data in accordance with an
advantageous embodiment;
25 Figure 81 is a diagram illustrating message flow when the file is only partially
delivered in accordance with an advantageous embodiment;
Figure 82 is a message flow diagram illustrating an uplink process in accordance
with an advantageous embodiment;
Figure 83 is a diagram illustrating message flow in an uplink process in
30 accordance with an advantageous embodiment;
Figure 84 is a flowchart of a process for uplinking data in accordance with an

advantageous embodiment;
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S5Figure 87 is a diagram illustrating a crate tool in accordance with an advantageous embodiment;

Figure 88 is a message flow diagram illustrating the processing of a crate in accordance with an
advantageous embodiment; Figure 89 is a diagram illustrating one implementation of a user interface for
a 10crate tool in accordance with an advantageous embodiment; Figure 90 is a diagram illustrating
data flow in inspecting BagbBBRCKINAVErBIESH A REECRNCBWHIRRG aduaniagsrus emkrdiment;

Figure 9l is a dia%lraq il ustrating g]e d?ta flow in creating a crate in accordance with an advantageous
embodiment; and 15Figeire 85 18 8 loWehart of a process for processing a received crate in accordance
with an advantageous EgisedfrieatdiaETiL #BIDESCRIFTIONYIRIYFese rdfita now to the figures and in
particular with retexenecgéodsigntadim@ntSexemplary diagram of a data processing environment is
provided in which the qgyanagRoLISRIRRHITIRNIS, ¥ sheudhhe arRresiriegiha) Figure L is only
exemplary and is not intended to assert or imply any limitation with regard to the environments in which
different embodiFLAL AT BETRPINHEhted. As used herein, the term exemplary refers to an example
and not necessarily anfiges¢ #8 ifennassaieniiomdisgrato difiieaina shectothes de pictatkéaitironments may be
made. Turniagecb@ante Miguse doadiagredthustiating a network data processing system in which a
software part managerpen} egyionment Mavhe RIEMAPIEA R ARSI R ARRGIdANGeuith an

advantageous embodiment. In this example, netwOrk data processing system 100 Is a network data

processing systefffiR Qi PRTRSAREEM AR e e AP AR SR BB REen aircraft network 101 and ground
network 103. This infolfrisatiedtiay i tate | fotretiemiple fiwitirousiesitagiend copankingdsatssftware aircraft

parts, downlink daie,r@srRE IRas o HSAGE RiStel SH@REAAle; status information, and manuals. Ground

network 103 includes nedyorks and compulers located on.ths, sround, Aciallnetyork system 101 s a

network and computers [0cated on an-aircra ese examples, commands may be generated on
library 102 Iocaté’(itBﬁ” advantageous embodiment; and

15 Figure 92 is a flowchart of a process for processing a received crate in

accordance with an advantageous embodiment.
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library server computer 104. Library server computer 104 and other data processing systems, such as
server computers 105 and 106, connect to intranet 108. These commands may be distributed to on
ground component (OGC) 109 on proxy server computer 110 through a network, such as Internet 112.
Intranet 108 and 25Internet 112 may include connections, such as, for example, wires, fiber optic cables,
or wireless communications links. Proxy server computer 110 may be located in a facility, such as airport
I114. Proxy servers, SL_Jch as proxy server Cﬁgﬂtﬁt_%rnll}lgs e &[located at_other airports and other
ocations, such as maintenance locations. Proxy server computér 110 provides for temporary part storage
111 for commands and parts 30received from library 102. The commands and software aircraft parts
also may be sent to softitiarefsraicd enaroenonisen partabletconnuite isfaucte &s Mgitwareamaintenance
tool 115 on maintenAREe 18AINRNT 16, RIS CAMRIMSEAIOAIRAINRARNGE aptop 116 are

referred to collectively as ground tools. A ground tool may be any data processing system that is
configured with & SDBTORTISE MHMRENS T hAtSRS IRRSPAAEI N L GGHES S ARG iU ware aircraft
parts, and downliikl ianat iPiesxig Straesasben iurbranydmiaijosoriieeoarddirdhafervirgrimesisgyh various types of
5connections or links: disrexasmplaiivirdians ivirhg@maale @srablish wiieless s @mnesiapzg2 with wireless
unit 124 on aircraff 148, Wireless unil 1264 CONNGES IR QRSN AR DEMOIK dak, Mgt ld 8.

Maintenance laptop 134 has sortware maintenance tool 136 and on ground component (OGC) 138 and

may commulicaf8 WitHSRiFAE e BLASIBANRE Bfifnunications link 140 with cabin wireless access unit
142. 10Communicatiofigiivrig 140 is Riguirel&ssdradieah privisténgetweirkotldatsl pOabiningiredss access unit
142 connects to ppgncHaladevetad dnkythest axasipies: QRem dalinrmey k ldpinsavides an interface

for various comrr]alégi(%ggionswlljtrﬁkasri és,éjvch tagevgbgeé% S I'Irrlrl]< %@%hq‘qsdit)i(onall ,nsésf\t%lrlf'(t% Lﬁglit 128 connected to
proxy server compu?er ﬁ?) at airport 3”12 may establis s'at_elhte ﬁni"}f)é \_/vit\ﬁ Satel ite unit 132, which is
also 15 connectedaeBpRhYeMEtS& 1epEork datepraredaing SEHEBT 196k SHPEEDBMCraft data

processing systebe tddkfoniaid hatontaingcaiboardilétiremiqgdistibutioorisy8termh©BRlDS)id#6. Storage
device 1_48 also !u%é‘}%Qé,ﬁ&!%b@%t%&?ﬁﬁ%ﬂgn%émrlzfs‘_}s§¥\%ﬂgQiQ%Y!%rHS PfOV'deS a location
to store mformatlgn, }uEh S alrrr%rrqft Ea“rrgjaSSA r.c%ft!glsgt% (gé?ﬁj)%%%q” err%%m nl,Aéﬁ %%L%% I|Sr_lcludes file

a iS
transfer system , onboard®sto man
Ground network 103 includes networks and computers located on the ground. Aircraft

network system 101 is a network and computers located on an aircraft.

20 In these examples, commands may be generated on library 102 located on
library server computer 104. Library server computer 104 and other data processing
systems, such as server computers 105 and 106, connect to intranet 108.

These commands may be distributed to on ground component (OGC) 109 on
proxy server computer 110 through a network, such as Internet 112. Intranet 108 and

25 Internet 112 may include connections, such as, for example, wires, fiber optic cables, or
wireless communications links. Proxy server computer 110 may be located in a facility,
such as airport 114. Proxy servers, such as proxy server computer 110, may be located
at other airports and other locations, such as maintenance locations. Proxy server
computer 110 provides for temporary part storage 111 for commands and parts

30 received from library 102.

The commands and software aircraft parts also may be sent to software
maintenance tools on portable computers, such as software maintenance tool 115 on

maintenance laptop 116. Proxy server computer 110 and maintenance laptop 116 are
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onboard data load function (ODLF) 154, and signer-crater module(SCM) 156. In these examples,
signer-crater module 156 may be implemented as a Java library compiled into onboard electronic
distribution system 146. Also, aircraft data processing system 144 may take the form of a crew
information systems/maintenance system computer. 25File transfer system 150 is used to transfer files

from storage devige 1484 AR diRIAGRARIEMINIS AQRRARIEAIALIYE MPRRBEHIAINages information
stored in storage detvmt?h14.8. O] bo%réi Vﬂ ta load function 1154 jS a software component Lg]sed to load

software aircraft f)yé‘c'rfas on?(t) 'ﬁr?é)nr('aqpl)’lacea 8'LAM? grfﬁtnee_arggr'g é'P %8&3[@3 56 %”Hsté%]tguﬁro%sess incoming
crates and store tREBERTEntSiBfARGEE efRegSrPatofayeisoa@ifice 148. Additionally, signer-crater module
156 may crate downlogebeatadas dovwnleadroneypranssaovaresampatercly varioudll senamand

processing, in these eXNPILSniS INALSD O NRARW GIRGEBNE ARIEBHIANS)IeRHBdgrated in aircraft

data processing system 144. Onboard electronjc distribution system 146 monitors the air-to-ground link

status and detertfindS LSS AULHARIEETRILE fnk WAL o dN détERkes. f PRRKHRcomes available,
onboard electronietdigtribefiioraisgete i 8.48atoanetts rptarytédhdsdmfivere ceaisieprysterh via the link. 5In
other advantagequs ambadimertsomaintanarce)lapdepnd hdyaayastaklishaoaraumicggions link 164 with

isolated data net&qgglégﬁg %%m&&@%%%%&%&%%m%ﬁgﬁ%%% g}gg&e £ tool 160 and on ground

component 162. Communications link 164 m e a wired connection. The line replaceable units may be,
for example! %enﬁ%ﬁng?éi?)é?tl?f&fm‘é1(‘&93?\@Vi'é%‘)‘%séléﬂfak‘f?@‘ﬁ@ﬂeﬁ‘%ﬂk(l%—nﬁ"1?6?5%“656% services system
10(CSS) 172. Centretssernyda?odotests B8qprovidEsnedbmriadn etvreskingefupietiopéorddie different
networksC inbf_iirCfﬁQt)ﬂt&ﬁ-fﬁb%?@ézVéﬁﬁﬁtég%&@r tfan&_zgawmume&msl rmm@ng;_cfﬂr%mi&e@@ﬁ wirelﬁss
access. Cabin seryices system royides ications to.control systems in t rcraft, such as
lhting, cabin doblo. Zhd S S R e oy s O A e cranishes
connection to a BI§RUNYE Gvicaleshtiorig!Efcttkolie WistrRalisUa MRy fedlsests a list of commands
gueued or storecfonairedaft dibd. dAnabeardrgraénd components 109, 138, or 162, on data processing

systems, such as proxy,serverCumnRiiker2s Lon RRaintenRaeR IRRIQR.LakiR /e mantenadre laptop 162,
communicate with, gnboard slectionic, distibulion system 116,40 igralt data procespjpg system 144, in
these examples.cf)ﬂls type 0 %so ware componen¥ provides an)appllca%oﬁ programin er¥ace to the
ground tool to  is located in aircraft data processing system 144. Storage device 148 provides a
location to store information, such as aircraft parts. Aircraft data processing system 144
20  alsoincludes file transfer system (FTS) 150, onboard storage manager (OSM) 152,
onboard data load function (ODLF) 154, and signer-crater module(SCM) 156. In these
examples, signer-crater module 156 may be implemented as a Java® library compiled
into onboard electronic distribution system 146. Also, aircraft data processing system
144 may take the form of a crew information systems/maintenance system computer.
25 File transfer system 150 is used to transfer files from storage device 148 to a line
replaceable units. Onboard storage manager 152 manages information stored in
storage device 148. Onboard data load function 154 is a software component used to
load software aircraft parts onto line replaceable units. Signer-crater module 156 is
used to process incoming crates and store the contents of those crates in storage
30 device 148. Additionally, signer-crater module 156 may crate download data for
downloading to proxy server computer 110.
All command processing, in these examples, is initiated by onboard electronic

distribution system 146 located in aircraft data processing system 144. Onboard

19



uplink commands and software aircraft parts to aircraft 118 as well as downlinking data or files. The
illustration of particular components and configurations in network data processing system 100 are not
meant to imply architectural limitations on the manner in 25 which different embodiments may be
implemented. For example, although only a single aircraft is shown in aircraft network 101, multiple

aircraft may be pgReeBhwiRINREGHA AGMRKAM LASRNGISHRIAMRIR s BHNS MRS in ground

network 103 may copnect to computers, such as proxy server computer 110 at airports, such as airport
114, through oth el B P 6P AR BR R e F e TREP T 5o Ak RIS S U e 3ometwork (WAN)

may be used in P8Rt FeFHANIRIERICIRWirs BMci4feorTects to T gralg PIRRB RIS 2, a diagram of a
data processing systemvis tlepisted in accordance with an illustrative embodiment. In these examples,

data processing system, 200,15 A0, SXABRIS A AHALALTRSRRIINASISIA 188t maLbe Hsed to implement

data processing systems, such as Iibrarx server computer 104, maintenance laptop 116, proxy server
computer 110, m&MEHARRCTS MEh 234 iSRRI 18 MRYs 168 Mﬁ@tﬁmf}%ﬁlﬁ%@p 6?8@5‘§sing system
144 in Figure 1. Beiisrdlnsinananesian JR0 dtapacvassingryteii 6200Cprodusaiomtiflnications 5 fabric
202, which provides sy uniGationasteetivieenHerneesphice i 2iddsmemesyiahappisistemistorage 208,

communications UplL 210, (RPAOHIAGS UL R, BC Elsnae? 14, BIARRSRGLAILA04 serves to

: : -.and
execute instructions for software that may be loaded into memory 206. Processor unit 204 may be a set

of one or mofe pfotddddts TEBIFhEE 5 AR FPIRRYEET s YepdnaiNgdHHE i difar
implementation. Fiffetieet nphoods soricra 208 .nid sresarvisienietde (singpome arasietedubtgrogeneous
processor systemg:ikNv B W SRBERERSESBAbIS K08 YN SERORUANL PERERSSRNS @ a single chip. As
another illustrative, G mple, BIRESSRr UNIL QLM B Asymmeiic, mullipracessgr,system containing
multiple processors of the same type. ?Lg Jlemory /I these exampﬂes, may _bé, for example, a random
access memory or anyGtFRIEN REBIECVEIFAIEPS I HLH-IBIALP SHPRLR eRedice eeiRisRAt storage 208 may
take various formgotependirg @hdhel prrdicuianisvileime aiateon 1 Foreguestyddispelrsistentstorage 208 may

contain one or MQIg,caMINYARRY CNidRYIaas: THLEXRMRIE PESSISIRBLSIaoRE0S feayde a hard drive, a

flash memor rewritabl ical disk rewritable magneti r som mbinati f th ve.
T?]Se me?:iiaou)sl,ez %%Y\al &%Ee%son%[ gyz/istgrﬁs,’s%c%oag pro&?t%eerverac%m%u etraﬂ%’, %ai?h engn%g Iart))tof)'Jl H ?E of the above

and/or maintenance laptop 162, communicate with onboard electronic distribution
system 136 on aircraft data processing system 144, in these examples. This type of
20  software component provides an application program interface to the ground tool to
uplink commands and software aircraft parts to aircraft 118 as well as downlinking data
or files.
The illustration of particular components and configurations in network data
processing system 100 are not meant to imply architectural limitations on the manner in
25  which different embodiments may be implemented. For example, although only a single
aircraft is shown in aircraft network 101, multiple aircraft may be present within aircraft
network 101. As another example, airline network 108 in ground network 103 may
connect to computers, such as proxy server computer 110 at airports, such as airport
114, through other types of networks other than Internet 112. For example, a wide area
30 network (WAN) may be used in place of or in conjunction with Internet 112
Turning now to Figure 2, a diagram of a data processing system is depicted in
accordance with an illustrative embodiment. In these examples, data processing

system 200 is an example of a data processing system that may be used to implement
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persistent storage 208 also may be removable. For example, a removable hard drive may be used for
persistent storage 208. Communications unit 210, in these examples, provides for communications
with other data processing systems or devices. In these examples, communications unit 210 25is a
network interface card. Communications unit 210 may provide communications through the use of either

or both physical ggg M@é@%&%@wlg@&p@ éémaﬂme%um% Alw 195 inp-and output of
data with other devices that ma¥uli)e o%mect 1% sing system 200 Fgéex mple, input/output

unit 212 may pro%r%f(élgecr\oer{r?é)c for usré‘rah'ﬁﬁn?*{ﬁ ?Pg?f)a é oar a”‘iﬂ% urther, 30input/output

unit 212 may serffSatplaidrRnsad sSpispl#$ Figeifides a mechanism to display information to a user.
Instructions for the operatinglisysiane axdhpprplicaiipnsasipgraens2aeEiiocatetanparsigiant storage 208.

These '”5”U%“0r¥§b’r"@é’09%ﬂ@ﬁ%%VHQS@&H?HEM%%JQB&%EQH%?&Q%W RRES8R! HEHI 2P 2ed NE Processes of

the different embodiments m% erforme Erocessor unit 204 USII computer implemented
instructions, whicl &G HE PSSR CS'H%L*W{S?)}/ %14R d PnRIYR D6 &L HlétAions are referred to

as, program codé!S@t?inﬁer usable program code, or computer readable program code 5 that may be
read and executed by prpresesSoitiPoprasesser st hstfitigrogranteadetatthaydiferent embodiments

may be embOd'eBa‘H%&jfﬁﬁSrﬁ%BRﬁb%a' #%E%E‘QAP!% ?96‘2'%? Eeé‘ge%@?oﬂée&'%o%%éésé@%mory 206 or

persistent storage 208. Program code 216 is located in a functional form on computer readable

media 218 and rﬁé?“B%%éd@%ltbﬁ’{ﬂf%ﬁsﬂfa?%‘Feﬂ%‘&TS Baes BroeRLSHT LSRR8 for é%EEltion 10by
processor unit 2(odersgrani 264ler21 Bedmdenamestesireactabie moed @218 doenvconsaser program

product 220 in th@,@@e%qmm@ﬁ d MARGBXIR IR pRUBRWEY §@@ﬁ@m¢m&d§§o@&m§m@@d‘n@ tangible form,

such as, for exarﬂgle ano %al .0r ma n tic disc that i IfSZBkSG tege ) Iac%gnlnto a drive or other device that

I
tive exa rocessor unl ma metric mult-process
is part of persistent storage OI’ tran erontoas orage de%;lce sﬂ as a harg rve t[’lat Is part of

persistent 15storfEPEBNAMUNERYE RPATSIBRRIlie sr8kd 4 e media 218 also may take the form of a
persistent storage, sucMas@yz0@l uriresorcasfiasts meamoey fthaixsrpon rectedtoadetssprocessing system

200. The tangible,foRahof CRPDINE sIRasBRI NS didh or-BolsMSQora TRt o %mvg%régsordable
storage media. A,L;E%rnatlveb(/e r %?ﬂ am ¢ coge 219 Xﬁg]e trarP(?JFV.‘?nd }gm%%atg 0Gess| Egmsa(stem 20200
from computer rea BT Sdia 1B rough a [ CommuUnications INkRG
persistent storage 208 may contaln one or more components or devices. For example,
persistent storage 208 may be a hard drive, a flash memory, a rewritable optical disk, a
20  rewritable magnetic tape, or some combination of the above. The media used by
persistent storage 208 also may be removable. For example, a removable hard drive
may be used for persistent storage 208.
Communications unit 210, in these examples, provides for communications with
other data processing systems or devices. In these examples, communications unit 210
25 is a network interface card. Communications unit 210 may provide communications
through the use of either or both physical and wireless communications links.
Input/output unit 212 allows for input and output of data with other devices that may be
connected to data processing system 200. For example, input/output unit 212 may
provide a connection for user input through a keyboard and mouse. Further,
30 input/output unit 212 may send output to a printer. Display 214 provides a mechanism
to display information to a user.
Instructions for the operating system and applications or programs are located on

persistent storage 208. These instructions may be loaded into memory 206 for

21



communications unit 210 and/or through a connection to input/output unit 212. The communications link
and/or the connection may be physical or wireless in the illustrative examples. The computer readable
media also may take the form of non-tangible media, such as communications links or wireless
transmissions containing the program 25code. The different components illustrated for data

processing systeg200A1 RRIARBNLAR RLViIER ArshielusplHiniRlioNS ML URRANRRK iRawhich different
embodiments m%.?e implemented. Thet gbf erent illustrative eF;bo |men1is maX be m’lplemented in a data
a |

processing system NG |h§ %8%5%05(-%{5 m%ﬁ&?igﬂr? u(t)?ri'rrlnB fggno?t{ﬁfgs%l%tﬁl ﬁlﬂpéﬁeaq fdr data

processing systebf Pogledihamasinpo ALttt $SAGWATNERureesedapbelioRsiat fRIPIEAECIRSstrative examples
shown. For exairphe;oad)useysiarsaniy fiegtse ddoeinmptemanéceavamiaigatiens dadic 202 and may

be comprised of %?ﬂﬁ@%%ﬁe@éﬁ@&ﬁﬁgﬁ%ﬁ@%&% ﬁ}B@élsB?BHHQUEPUFr@b?oé?&ﬁOWS@’ the bus

system may be implemented usin ang suita e of architecture that (&Provides for a transfer of data

g p . . .
between differenfSEnTbEREITIE BT FEHRLTSHS PP IRRFTE 8)LTRICRAGHERARY PRI munications unit
may include one @Mpides deditisiete fychasmimand2iceiverdatent stetrge288modem or a network 5
adapter. Further, a mepegamaydee ®sexamanlp, Mem@iyaPRmosaceaphie suehasimdean in an interface

and memory CO”H%'SEJ“MQ%BSFJE‘%&G %ﬁtB@%%%#&%8%5@%3&%%@%@%2%&9%0J he diisrest

advantageous embodiments provide a computer implemente e , apparatus, and computer
usable progtam PYOYBLETSR tdrElding S8R E GAR @XHCARALeT reasfils AR HBW to Figure 3, a
diagram illustratingnasieftwageai ol g 2R0nrethagfeenemppparanssssadeEctetntacesraiece with an
receing oI B e S ooaee AT ot o] 208, 16and
receiving modu librar roxy seryer application. oftware maintenance too , 15an
onbontelectron e B R D e S ing & soroware
aircraft part fromZ2& &N siRbCoEhAFie iee Ldfcatechircrafipad teibrals a0, ersidRige. The source
may include, for etoaapp@)8ariredrcnadtoindorafacionertecarsadtwirenadadds, asbbnapntawpplidsiror an airline.

20In these examples,dibikai 305 QeRIES O A SR EPS S SINASHSIP RaiSUEBrAS IRIaRKSRIVer computer
102 in Figure 1. Library.304 provi &5 q_stqra [ s¥stem for the softw, [e.aire afE péart. Also, library 304 may
roct?.l mg@;v tem . _1he aqglﬁlleh orm of corréputer e ﬁ‘. e meéla IS aIFo
be used to mana%e e software aircraft parts.”The management ot the parts may include, for example,
without limitation®?Han2iAg SHHN e sPEYar U8 JaEIetlidg software aircraft parts, and distributing
25software aircraft partstebeausity @ograrersion s caniel piosessasomay bercissthjaysanage the software
aircraft pad% 200 from computer readable media 218 through a communications link to
communications unit 210 and/or through a connection to input/output unit 212. The
communications link and/or the connection may be physical or wireless in the illustrative
examples. The computer readable media also may take the form of non-tangible
media, such as communications links or wireless transmissions containing the program
25  code.
The different components illustrated for data processing system 200 are not
meant to provide architectural limitations to the manner in which different embodiments
may be implemented. The different illustrative embodiments may be implemented in a
data processing system including components in addition to or in place of those
30 illustrated for data processing system 200. Other components shown in Figure 2 can
be varied from the illustrative examples shown.
For example, a bus system may be used to implement communications fabric

202 and may be comprised of one or more buses, such as a system bus or an
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Proxy server application 306 may be located on the same data processing system or a different data
processing system, depending on the particular implementation. Proxy server application 306 is in
communication with library 304 and 30is capable of serving different aircraft clients. Software
maintenance tool 308 may be a software maintenance tool located on a portable computer that provides

an alternate routg, ta.seRd tBesSAMBIR AitREATLPYLINANRBEdGlRAERRIE QisiHRHIIQREYRIem 310 from
library 304. Softvyare qwalr}]t?ré?unc?hti?ol 308 may receive Ot c%tsobtware adrr?raft part dlrecgsy from library 304

or through proxy el F—fpbﬁcafﬁ)n @é?vd%eﬁend?ntéa?)%%e paﬁic%vé?(?nmp' eeﬁ’?gkfgf?gro\.nen Bnboard

electronic distribdfivaesyastericd 1o feay eXEaple DHPRatyr ZfceNehiiceites Wb BdditetsR. Onboard
electronic distributiesyisterediésissasnitrrasenickantroibiat execyies ansantaienpsoeessiagksystem on the

aircraft. Onboard.glegtroni glistrinution Systom.310 may feceive A sisvpLe.aligrafinag for the aircraft

from library 304 througgh proxy server application 306. After the software aircraft part has been received
by onboard elect/3fig BigtHBiHar &t CRRECET KR FeLIPRY A B%Fﬁ%?%é”y“:?&‘lﬁ‘é’ﬂb‘iﬁ&%ﬂﬁw aline

replaceable unit feprigs9210In addition to using software aircraft pad management apparatus 300 to
distribute software aircrali gastsit-aaaisgealis i anpariyscslse Mampadisagdmeaesive data generated

by the altcraf. This gie.lsads cIgu'esioyfs SounIK sl L& XaRIRg i snorder may generate

data describing different events occurring during a This data may be downlinked through onboard
electronic ditrib@6REMBZstem 310 through proxy server application 306 and/or software maintenance
tool 308 back to libranV@drdtsréaterngsai@hanealysidiafias datyziso nsaffwachaterebpfiguration data about
the software aircrafh gt dhealipsrseRIRCRIRIR YN QLIS airplans crnbgHERINS cMithireiprence now to

Figure 4, a block d'% ram of a software | art management 20Q environ%nt Is depicted.in accordance with
In example, software aircraft par a es receivin

a nagemen paratus Clu
an advantageous embodiment. Software part management environment 400 Is an example of one
implementation fBIPSdRW3fe BTyt APHYATAE ARSYiEA 9P WO BU FMRigERECe ©00lA%his example,

crate tool 402 exeulited@mdogaapubtér dddb @rateyttah40R.is an example of one implementation of
receiving module 302 iRdzigikg %o%@ﬁé@&ﬁ%@é'@ﬁ%@%ﬂ/iﬁ& SCHHRRROMBUtEs SHLPorkirary 406 is an
example of one imglementation oftweararfy 304 In Fi ure ? Pro>§>/

spurce and sendin spftware aircraft pa librar 82%?&8%) leicaltLoen g&r%eexecmes on
server computer Z14°8709S AT example of an Implenientation o proXy server application 306 in Figure 3.

Software mainteHEHEE t8HIeAAB RIS ELAES FhasteERse 6o M st r e ndeftd i aiRRiRaREe tool 416 is an
example of softwareinaintenance tool 308 in Figure 3.

20 In these examples, library 304 is located on a data processing system, such as
library server computer 102 in Figure 1. Library 304 provides a storage system for the
software aircraft part. Also, library 304 may be used to manage the software aircraft
parts. The management of the parts may include, for example, without limitation,
organizing software aircraft parts, deleting software aircraft parts, and distributing

25  software aircraft parts. Security and versioning control processes may be used to
manage the software aircraft parts.

Proxy server application 306 may be located on the same data processing
system or a different data processing system, depending on the particular
implementation. Proxy server application 306 is in communication with library 304 and

30 is capable of serving different aircraft clients.

Software maintenance tool 308 may be a software maintenance tool located on a
portable computer that provides an alternate route to send the software aircraft part to

onboard electronic distribution system 310 from library 304. Software maintenance tool
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300nboard electronic distribution system 420 runs on aircraft computer 422 on aircraft 424. Onboard
electronic distribution system 420 is an example of one implementation for onboard electronic distribution
system 310 in Figure 3. In these examples, crate tool 402 may receive and process software parts,
such as software aircraft part 426 in crate 428. Crate 428 is a packaging system for software aircraft part

426 and is not a phygigalQRICEIHCEBIR 43R IRS3R BXamMPIRS iDadsohat SRgINsagftware aircraft part
426. Crate 428 may be fqr gﬁ(gn%%e,da zip file US{E a %Ijgu%plleé rmat. A zip file format is a data
|

compression ands%ygﬁﬁ{)%ﬁ ormat im wisieh ?Wg (Z)Inp éo?ﬁray €ont |ﬁ"(1)er?eat6 hore files that have been

compressed. Other ex&ffsias! sresheragiaGiRyisieRYTErTHdS iheruerarslesiamprerafirolal) archive (JAR)
files. These files ﬁlgnemayebeaemrypmﬂbmaEg&_st}bh&iglmeﬂhudapeméngaan rshe_ atinglaidmplementation.
10 Of course, any, fype.ofimechanism Baldinyides A WARPSFIar Seitwade aisciafiipart 426 may be used.

In these examples, the wrapper is a security wrapper that is designed to meet various security

requirements thal LY 150 ST 87 et PRY TSP VSR TAR Aif @S 4 58 NS WAL QP IRR Sart 426 may be
a software applic¥tbihrsighseosn gretarriprier st \ggsteersifivace gircrafftpan tiiegeexamples. The data
processing systerceiay bg sHtedacatedomibur tineticeniasealiecnitssddldr airetalddmalhe application
may include a sef of files. The ﬁ,ﬁ% I%fpm?gagpgw@%pgge for example, one or more programs, data files,

libraries, configuration files, or other information or code. As used herein, "a set" refers to one or more

items. As an &xample,'8 QB SEHYARS AN LRETTRE RO AE RIS LBRVER"Si raft parts and a set of
commands is oné€igrilntsrecorrmainus rattsdserexisnablabisCramrduslA02mackévedtate 428 and

processes crate 428ila stesgspivarepireraftRart Adddasaltywareairetall parsakigalibrary 406. This

processing may inglude, for example. yalidating signatires far crate 48 and software airgraft part 426.
25 This validation may [Jhg per ofmed {0 ensure-that no corrup%on OF errors has occurred i crate 428 or

software aircraft pafa28i9ThelfitrepéhtguRe SerbakRAHIFPHBRQ5PAD ARG PECHSIFIBYHRR to an aircraft,
such as aircraft 434t¢hr8ugkhtbegproryysenver apbtied@iiodé andioibtrettyate npirosidessacdffBonent within
spftware part managemer:s Re GImeNtA0Q49 mﬁgw YEQ%% @Q@ﬁ%@ﬁﬂ@lﬂ&é’@@ﬁﬁ’élﬂg@oﬂn s_oftware
aircraft parts 432d Thege g&marlg\%ement oper tltﬂn§ may fncluqe, fo{ exam .Ie1 without limitation,
distributing softwaté airera ep%? S't0°an aircratt, oregérﬁ?zrlr{)gag%?f\)/vealfg' aifcraft brgﬁg?deleting software
aircraft parts, rec&0iiagrai#ra from aircraft on which software aircraft parts are present, and receiving new
software aircraft parts. Witoxyfeencemappicagore 412 tlaay dbjedm afsetafvaofiyatenairagaftgarts from

20  environment is depicted in accordance with an advantageous embodiment. Software
part management environment 400 is an example of one implementation for software
aircraft part management apparatus 300 in Figure 3.

In this example, crate tool 402 executes on computer 404. Crate tool 402 is an
example of one implementation of receiving module 302 in Figure 3. Library 406 is

25  located on server computer 410. Library 406 is an example of one implementation of
library 304 in Figure 3. Proxy server application 412 executes on server computer 414
and is an example of an implementation of proxy server application 306 in Figure 3.
Software maintenance tool 416 executes on portable computer 418. Software
maintenance tool 416 is an example of software maintenance tool 308 in Figure 3.

30 Onboard electronic distribution system 420 runs on aircraft computer 422 on aircraft
424. Onboard electronic distribution system 420 is an example of one implementation

for onboard electronic distribution system 310 in Figure 3.
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software aircraft parts 432 and send those parts to onboard electronic distribution system 420. Proxy
server application 412 is in communication with onboard electronic distribution system 420 through a
communications link. This communications link may 5take various forms. For example, a wireless
communications link may be used. In this manner, aircraft parts and data may be exchanged while the

aircraft is on ground 0r|@v%eé%{£%ieén&ét@&wms§r&%r VELCOPIBMIE! & sy capnected to

aircraft computer 422 thg(ge h a |ra(?d klrclIrae Oé(rat rlgg?srg eIe ronlc di trlbutlo stem 420
processes the set o?oalrcra parts p orest ese parts s Soft war AR pars% Within storage

device 436 on alﬁrﬁﬁﬁéﬁﬁﬁﬁ%@@&PN@rﬁ’@éﬁ@ﬁ ohiswftivere 4abrafthsast fromPssitivardeliieraft parts 434
may be installed ¢prisies eftaceabierunibarddts. Datas ap8mag e Softwarephireraifl flalisinpngials,
documentatign, gidgammands, sent to the aircraft are referred to as uplink data. 15Additionally, data

may flow the other direction from aircraft 424 through server alp ication 412 back to library 406.
This type of data is referf&d'1d’ 8%6Wﬁlﬁﬁ£ao%¥3piﬁsﬁﬂo£ gﬁé?ﬁ‘ﬁ?ééo ﬁ%é Pl RBER s 430 may

generate downlinkad@en@88oNeithdsctiianibrahty steeuchmsrerage debriexBmledhoard electronic
distribution systepa2@ngayseenebemusihok datar4ssnigIProxy/seiuehanpiraties. 4lnbsHiilbsn, proxy

20server applicalign 412 senis AR AaRodREaR 498 [RC siokag: s dafamey hen be

processed and ana yzed. This data also may include, for example, the status of software on an aircraft.

This status ﬁﬁorrﬁéﬁ%ﬂ?ﬁa@%&’ %8%8@@?\'&'%“‘%&5&?&%6 ‘fﬁ%oaﬁrcﬁ%{ff?gwmﬁﬁécfﬁgaﬁﬁbﬁﬁd installation
of the line replaceallecwstGnitHecagreraftpRSAditiorralty i soierardymententae s twolghte on portable

computer 418 preyddesasuaiesnalveqiadtadas transfsyieg aftwaia-areaftpasts anduapamlink data.
Portable computer, 418 may be, for example a laptop computer. Portable computer 418 may obtain a

software aircraft part from software aircraft parts 432 through proxy server application 412 or directly from

library 406, depending St HIES R4 éﬁl&?’i PG REati SATSTT RERlicHHen 1BOHEHPE BsiFiButer 418 may be
transported 1o airsratis4é2g sywbesiatbkshirca inunesatéans piek. Witle oatb@avdestirgireysierdistribution system

420 on aircraft cQRpLEes Aeai tmtﬁﬁmﬁhéh@p&@m%aigqgét.pamcl;gfmﬂaoame%lsfqtémﬁ Risjribution system
420. This type of distribution of oftwarﬁ ircraft Iﬁa\rtgelsfoerség(ema] ey useful when network connections

or communlcatlons Vn(ﬁs? cs:%mno etsxe es?asgﬁs 'Ssb een server caonﬁ)puton ﬂin(a).he 5? rrg}f computer 422

on aircraft 424. TH% fipe b sierattoRavEsee dlas depehrIiRtPERAIRE B FEGH etfuishiei @laifable at an

airport or maintesanesters to one or more items. As an example, a set of software aircraft parts is one
20  or more software aircraft parts and a set of commands is one or more commands, in
these examples.

Crate tool 402 receives crate 428 and processes crate 428 to store software
aircraft part 426 in software aircraft parts 432 in library 406. This processing may
include, for example, validating signatures for crate 428 and software aircraft part 426.

25  This validation may be performed to ensure that no corruption or errors has occurred in
crate 428 or software aircraft part 426. The different parts stored within library 406 may
be distributed to an aircraft, such as aircraft 424 through the proxy server application.

Library 406 provides a component within software part management environment
400 to perform various management operations on software aircraft parts 432. These

30 management operations may include, for example, without limitation, distributing
software aircraft parts to an aircraft, organizing software aircraft parts, deleting software
aircraft parts, receiving data from aircraft on which software aircraft parts are present,

and receiving new software aircraft parts.
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Sfacility. Further, in some cases, the network or communications systems providing communications links
may be temporarily unavailable or require repair. In this manner, software maintenance tool 416 may
transfer a software aircraft part to onboard electronic distribution system 420. Further, software
maintenance tool 416 may also receive downlink data 438 while in communication with onboard

electronic distribution Wéyﬂ%mé%gphcatuéﬂ ﬂﬁ%%%ntggéggf%@ma@ggmgsf@mbod|ments provide
a computer |mplen}ented met § ratdusé amﬂ comglfm? Séibk% Rrogram co %for managing software
aircraft parts. Furs[?lé'\r'attﬁa'r&fﬁer%n an agsgerbus Smbodintentdalso marOT)'?O\'/l élf'orr{he transfer of data

from an aircraft t6Ya!PatARY- G M afiDRTaPREGaT Ay SIMBBITEDiediioTuiiRGPR8IH HPrIgle 5, a table
illustrating modesistibpeiatgnctordacsoftvgiie pasfirmaragament. eThi oomainitatdepigieehiy accordance
with an advantaggus.ARRAGGIME Nt RIS R*aMRlt. Jabkq rRRiliSHEtRR sars: ekLhe fiffgrent modes of

operation that may occur within software part management environment 400 in Figure 204. In these
examples, the dlﬁé@‘ﬁ' AGdaL R AR m%YLPc?ee@E%’\S&da‘HH'%{8?(335%&@ Thade"sg2, Yistribute

commands modeBo4n dishtiblinetperexanotis. 566/cananedeid 4ownbalicerecitdtieabo8ft These different
modes of operati@nﬁpiljuswmaﬁ#mgﬁlalw.&q.m(aqtm\,&bm may occur in one or more components within

software parts managem %rﬁ%Yé%%ﬂ“@&‘iE#@Qu% Hafr% ﬂzo?EJS'cé‘ESgé‘{ﬁea&%‘? SHRFERAEmgde 502,

software aircraft parts may be received and stored within library 406 in Figure 4. Distribute commands

mode 504 is %se&WEF%’?‘?&%B?Hﬁw%%%‘E“E@Eﬁé'r&fﬂﬂaﬁrﬁrﬁ%‘s@W%&??ﬁ&ﬁ 026 5 fiple, to uplink
data. This data neaiintiude? féysexanyle) sdivdirgesoftivase dirorafftparesicraf pdrtydft4 Thag uplink data

also may includepgarameads ﬁﬁe'sr@atédé@sl@nﬁ.m@@n @ét@tl@@éﬂréwy&tmg@maf?»@aaircraft Distribute parts
mode 506 is the mo%%lgf Pperat gg{lcl)rg] vgﬂ qC softwg e aII‘F a{t arts raeréaur:(g,ge lly, sent to the aircratft.
Receive downlink data mode 503 1s a mode Woperétlon In which 3ata is sent ?rom VEﬁ’IOUS components in
an aircraft to the‘l’ﬁi?ary in the software part management environment. COMMAND PROTOCOL
PROCESSING DETAIA&itionallyjttiatefesgriioe freveteHigaceob fiardiaigraf4id stratigigecammand types is
depicted in accordange, 1&@6}1aﬁ‘ﬁd&@&@‘ﬂH%@@@@Wﬁ@@pé@'&ﬁﬁé@%ﬂ%dQQQL‘HQ\WHhM)eS 600
includes upllnkc ?" 602 dow I|n. comm 604, a %rﬁelete coqmgownllnk(scg)? ciﬁ!lnk command
e

le unit
602 is used to senéial IS e R s & iRformiation may incl for example,

ﬁ

NfOrMato SRS
software aircraft WBHB,'%W@J?&W&W%WM@@E aridcathts: daRBCPORIARRETHINRYI®®BO04 is used to
initiate the transfeysoéralat® fremsandaicovaifbitaladinsany. phbis safoemaipocativay i2ciudedfosrexample, status

information.on the. Rl Absatiase:bclaflnesL, asehiansls Alepnlghiaional da replaceable units

10on the aircraft. Delete command 606 is e gg@led to delete information on the alrcraft For example,

delete commandr%?yéqﬁ'&)?eo%r?fféae%aﬁglg?gl LIS LBRRR PO P A7 B TR %iFRFaft. In these
examples, these Hifierehsdbraipands areraent iiés tHatsofernatien crareeTungsg 80w a0 Figure 7, a format
for commands isdepiied inasiensdanGaintBibading and installation of the line replaceable unit on

the aircraft.

25 Additionally, software maintenance tool 416 on portable computer 418 provides
an alternative route for transferring software aircraft parts and downlink data. Portable
computer 418 may be, for example, a laptop computer. Portable computer 418 may
obtain a software aircraft part from software aircraft parts 432 through proxy server
application 412 or directly from library 406, depending on the particular implementation.

30  Thereafter, portable computer 418 may be transported to aircraft 424 and establish
communications link with onboard electronic distribution system 420 on aircraft
computer 422 to send the software aircraft part to onboard electronic distribution system
420.
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15 an advantageous embodiment. In this example, command 700 takes the form of an extensible markup
language (XML) data structure. Command 700, in this example, is an uplink command. Message
identifier element 702 in command 700 provides a unique identifier for the command. Type element 704
indicates the type of command. In this example, the 20 type of command is identified as an uplink

command. System eIema@gfigﬁggﬁgﬂ@éqtggs@ﬁggrg%yé;gf(bgpfstgee%gn%gefﬁ,p,mmtion identifier

element 708 identifi\ssrthe a p”catiorn on th%ita&%ﬁt ﬁﬁ/&temnto trgcei\(ebﬁhﬁ cor rvvar}]d. er Link label
element 710 idenr}‘ieftle% lfr?é”iy%%% anoet\(f\(/)ori?'llm USed o?_r%ans er t%%sc%msmean(f roer?\ the I?orary to the
aircraft. For exaraprpulseditdentsspehorimedsimed ra 25vdletéds Tink iperiaitbgiresgelement 712

ide_ntifies the addrqss d:é;i_hedid@Bﬁﬁiﬁitﬂ&\/&ﬁeqDﬁt&mypeaﬂéemenﬁﬂiiﬁ)pﬂmﬁd%médwtiﬁcati(_)n of the type
of information thal g lgido S SRBIRANd SRAQUCE: YR RIARRBY S o isg e particular fle that

is subject to the command._Turnlng now to F&g)ure 8, a message flow diagram |l us_trat%grocessing of

30uplink comma AT BERTRSI T SHRRY REARER ARV A AU AR Y 8L E R inTENS fHANIE example,
processing of an@filakecoairisaaccinipohE$ grainensipste aeBo0e einbielinpelecrdaridistribution system
(OBEDS) 802, fileidtanstenisysiaizh $ysemd2$, anddineseplacaabiladmiddiid) BGonin these examples,

ground system 800 I Q% G AR, 239'&9%%?r?%ﬂ{nﬁ%gr%ﬂ‘?%tﬁBr%&%%ﬂ“&&'&%ﬂl& gi3ARare maintenance

tool located on a laptop computer. The process begins by onboard electronic distribution system 802
establishinglﬁ confTtGAwith ground system 800 (message M1). In response to the connection, 5ground
system 800 makes thelméht cenmeratic dif@ilersledvanthisexeenledithentsexoddermsamgus=an uplink

command. GroungssystemBoeissNdpihanpliniucemmanddarhoghelest animistikytion system 802
(message M2). Osggoard elec onips_di_slmputi n System aSé)v%rﬁQeé:géstgrg?%i&%atnL{ge for the uplink command.

Thereafter, onboar ' electronic |§tr|butlone%ys?eme§8ré sends a request for the 10 resolrce to ground

system 800 (med¥ayeenPsfhesFanHaE" S SEAT8PmaIKER  edpstco GIBR AR BalYe&i§uest available
for transfer.1Fhe vecpvést.in message M3 is identified from the uplink command received in message M2.

Onboard electronigdigributionaxsiesn AR Rlioks e RAle SFopLQiRHNG: SYemBQR{message M4).

After recelving the crale, obostd slecironic dstrpulion system 802 15yalidates the signatures on the
crate. This validation hclides vaﬂo’gﬁngﬁ: ep5|gna ure g

embodiment. In this example, table 500 illustrates some of the different modes of

operation that may occur within software part management environment 400 in Figure

20 4. Inthese examples, the different modes of operation include receive and store parts
mode 502, distribute commands mode 504, distribute parts mode 506, and receive
downlink data mode 508. These different modes of operations illustrated in table 500
are ones that may occur in one or more components within software parts management
environment 400 in Figure 4.

25 In receive and store parts mode 502, software aircraft parts may be received and
stored within library 406 in Figure 4. Distribute commands mode 504 is used to send
commands to the aircraft. These commands may be, for example, to uplink data. This
data may include, for example, sending software aircraft parts to an aircraft. The uplink
data also may include commands to send documentation or other information to an

30 aircraft. Distribute parts mode 506 is the mode of operation in which software aircraft
parts are actually sent to the aircraft. Receive downlink data mode 508 is a mode of
operation in which data is sent from various components in an aircraft to the library in

the software part management environment.

27



on the crate as well as the signatures for the software aircraft part. Thereafter, onboard electronic
distribution system 802 sends a transfer request to file transfer system 804 (message M5). In response,
file transfer system 804 transfers the software aircraft part to line replaceable unit 806 (message M6).
20The status is then transferred from file transfer system 804 to onboard electronic distribution system

802 (message M7). Turning pe RS WiEF GoHE FHasH s 8iIRe dETiHHSsrating processing of a
downlink command is Qﬁ icted in accorgche wiéh an advarﬂ a%e%us embodiment. |n this example, the

. rereregce now 1o ure a diagram illy cammand types | .
same components as In Figure 3 are preseﬁt ]rOI’ processing a gquﬁNr(ﬂlan con?'r%ana. In this example,

onboard electroni@ripstALEBIPS\SREW B0ZN EshiRRieas e R BtAEISHEte i BOO(ATRYISagMBNGround system
800 makes the ngxtseommandavailaklecfompracaesingyvrfind@smlivtc ¢ eoamaadiisesecirtenandoard

electronic distribigen gyiem AR TSRS %4-HRPRRIT SIS TBMS HRHPIIANAYRIRMRd2 sends a

request to file 30transfer system 804 to send the downlink command to line replaceable unit 806

Yy >pla
(message N3). INTEPR2HE PAN GEH L5080 '2eife e WG RRIRK S SRS MR MESHkeable unit 806
(message N4). Ling pésindetableawnirg0eprerrssedkishisesbinimtiaid hirdransiersdidds dowrfiink data to file

transfer system g4remessagariNSinkiledraasiamsysiem&)osendsi reaueshicraninasd miectronic
distribution systegn RRAde g dounliak daie 1.9raund Sy st BORMERRaNE Malg [gRponse, onboard

electronic distribution system 802 crates and signs the downlink data. Additionally, onboard electronic

distribution $§stePl 67 515t aBGE R ELIRTILE W E ErarRieYeh L aaitt EAHEERT BBIBERSAIR Wistribution
system 802 sendsotireamate telgte aerdreysidiPb 304y (raessddreddidfe a sel@cirdingftmeve tordFedure 10, a

message flow diagresn Hivsieingipinsassingata telrtaitaimaishis-depictes .inAsearidamnee with an
advantageous emboglrirpent. The same components as depicted in Figures 8 and 9 are used to process a

delete command'.n'l%ea}é)erocess begins with onboard electronic distribution system 802 10 connecting to
ground system 800 (m

YEINSENOW)0| figdER A3 BB IR AT STERH BB 0 SRisIeS S REREIAEB MiHand for
onboard electronio distribegmnsysteni8o2. avataiea @Qridcardneled Tohieldisthid titiomnsystem 802 receives

the delete commang (MRSSaNEPRhTASI BRIIES JARRQRIT FlecttARic AiStIRUHANSKIRMBA2 checks the

signature for 15the c9 mand. If the signature is valid, onboard electronic distribution system 802 sends a
request to file tra%%i”é’r'gyg?énnﬁn 4 to send the delete command to line replaceable unit 806 (message
03). In these exampled/treaen etk SRNd% & AMRE b AMhARYIfs ThEsked idsfitis Kdmmand is
issued from the prexysemser. The: stvmerocodrsdioaidhetconsdiokeoamerandn Hieseatiplk, fike transfer

system 8042%en4§p®8fggllﬁrli‘?and is identified as an uplink command. System element 706 identifies
the target system for the command. Application identifier element 708 identifies the
application on the target system to receive the command.
Link label element 710 identifies the type of network link used to transfer the
command from the library to the aircraft. For example, the link may be a wired link or a
25 wireless link. Server address element 712 identifies the address of the identified
device. Data type element 714 provides an identification of the type of information that
is subject to the command. Resource type element 716 identifies the particular file that
is subject to the command.
Turning now to Figure 8, a message flow diagram illustrating processing of
30 uplink commands is depicted in accordance with an advantageous embodiment. In this
example, processing of an uplink command involves ground system 800, onboard
electronic distribution system (OBEDS) 802, file transfer system (FTS) 804, and line

replaceable unit (LRU) 806. In these examples, ground system 800 is, for example, a
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20command to line replaceable unit 806 (message 04). In response to receiving the delete
command, line replaceable unit 806 deletes the resource identified by the delete command. File
transfer system 804 sends a request to onboard electronic distribution system 802 to send the status to
ground system 800 (message 05). This status 25 indicates whether the resource was successfully

deleted by line replaceaRle: Hgﬁﬁ@&ﬁm'BnVS%BFHaﬁ%r%PQ%ﬁ@l@l@%ﬁ%‘ﬁ&ié_&ﬁ&ﬂ@&%ﬁ@ 802 sends the
system to grounq si/?stem 800 (message 06). In response to receiving this request, onboard electronic

distribution systerarP 374 %rpgfjet%rand signs the status. Thereafter, the crate is sent to ground system 800
(message 07). 30TurniHt REWSRS ERillFe by1onRIfEhelecerTiodieharien avpieesdd agellishitestribute a
software aircraft partdstidepithegtdonacsetelanoe witiainamianiagepussemhbenatictbhe process

lllustrated in Figuse, Jr 15,28 %865 & RPRRLESH A MAYIREILO WD SAMpRr ¢ B3 Mmanagement

environment 400 in Flgure 4 to install a software aircraft gTart on an aircraft, The [E)rocess begins by

storing a softwarESIPE A% 'BAR TRINEPARIASherAtdH P1H0) FRYTEReSRAHNCIREATAY is a software
aircraft managemebeatdeiporsit dBsilehiessybiem818 erinssagard ). Theqaddesranen identifies an aircraft
to receive the sotiwaretrirciaftprgbafiesrs an idemnitliecdaitesaib(@peratiend. 102). In operation 1102, an

operator of the library ‘ﬂ?éfe%‘ﬁ'eerc%ﬁé’éﬁ é%&i%‘?ﬁé‘féi&ﬁB‘iﬁiBﬂrs%%%%%?@eh%é‘as%h LaifsrgfL In other

embodiments, the target aircraft for software aircraft iK@arts may be preselected through a communication

or file receivéd friitPABtRe YT rD RS FESREAITIESSo VLS SYREPEHEAR PR SR REE dSroxy server
application (opereticesdcrQitigitptihe fernedfaaithiipliokreosienantk Fhesproxy g Mpplication sends the
uplink command a&lifbe maffWare-ahicraft ant te an anpaasdsalrciignic distribution system on the
dentfied areratt deperafin 1500k ih, e BrocsspiPImInatng ereafiertalurnind oy to Figure 12, a
flowchart for receiving and storing softvyare Aircraft parf)s IS depictea In accordance with an advantageous
embodiment. Th&teeeMtusHiRetr R EgURe T2imapeThiteraiteiiiv diristeBatmanagement
environment 400viiideigu b elsidiisiprooe e igan. ekasnple afstept teatvaliaytibe thedigrraectin receive and

store parts mode,p@eiR-FHigsd G £OhBigHacRSSiHagiNS I &A1 1RRl receiving a crate (operation

1200). This tool may be, for example, craie taol 402 n figure 4. g dhis. example the oratg contains a
software aircraft part that'may be requested trom a point of origin, such as a manufacturer of the aircraft

or line replaceable iinifsnAehevairer &4 THessedrfdre airErare Pt iRdiphEaeEioe M response to a
notification of theransiedititysofiilae:soitwiane 2 Saiier ath pachard detiveeddbige gis)sSome transport

meChanism2 Jhe Cratefﬁ'@&&%s is then transferred from file transfer system 804 to onboard electronic
distribution system 802 (message M7).
Turning now to Figure 9, a messaging diagram illustrating processing of a
downlink command is depicted in accordance with an advantageous embodiment. In
this example, the same components as in Figure 8 are present for processing a
25  downlink command. In this example, onboard electronic distribution system 802
connects to ground system 800 (message N1). Ground system 800 makes the next
command available for processing.
A downlink command is sent to onboard electronic distribution system 802
(message N2). Onboard electronic distribution system 802 sends a request to file
30 transfer system 804 to send the downlink command to line replaceable unit 806
(message N3). Inturn, file transfer system 804 sends the downlink command to line
replaceable unit 806 (message N4). Line replaceable unit 806 processes the command

and then sends downlink data to file transfer system 804 (message N5). File transfer
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received on a physical or tangible media, such as a compact disc, flash memory, or digital versatile disc.
In other embodiments, the crate may be received through a transmission media, such as a
communications link over a network. The crate tool validates and unpacks the crate (operation 1202). In
this 30operation, a notification is generated if the signature is invalid or the digest does not match the one

calculated by thesgrale KR! sehBo PraRIENS 8Fe SelegtedotRERIALR SRR 8B RS MAYIous locations for

additional proces ing. N%f('i the crat tool v fgl(?}tm s the sig atyre for the software alrcraft part (operation
ath o stem eSsa n response, onboard e
1204). If the S|gna?ure IS invali dgor |gest hé"so War aircrart part 4683'né maﬂ:ﬁ the one

calculated, a notﬁléﬁ'ﬁéi‘f’ﬁ;%éﬁé?%rﬁ?maﬁﬂﬂﬂ@ﬁ@%ﬁéwé@c‘ﬂé@; thedsieraky nakadrddy to be signed
after the contentelefitbeicratatidve Heam\siiatedaisvwesiediaTheneratecstovhéhemenspetsdhe crate

contents (operatign {g0ekiliHiRrAPaLAtss: HACANLENLEQD H}Su%@é?s@WsBS (ﬂ\éE’é%SW?r an inspector

to verify the contents. In other embodiments, this o ally for a

eration may be performed automatic
comparison of the contelE &R t?.%%?‘ééﬂf@ﬂ?%?%%‘m\%%‘rﬂ'aﬁﬁiﬁ” FERTRIPIREERPREI& contents of the
crate. Once the csitemenmagedieaeripigifiedciaderarewidobrighentrseafdearecdimsaift 10part with the
airline's signature{epemiimd2983. doppeadiaqidsie impiesmentatanpanetbereerity's signature may be

used. For exampégmmgnﬁ'g%%‘[a?o@é%¥ @e%.ﬂ%%ﬂf &BH&F&’Q‘&JW‘BFB@S&.B&Y&X Lk}@#em%aages the library. If no

errors occur in signing the software aircra tF&art he part Is ready for storage. Thereatfter, the crate tool

places the SoftwaRESiFErgAPHRPRS S F5HE (H}?é?ﬁ%r?iél?i?ﬁ‘\ﬂfﬁ?tﬁ@ﬁ?ﬂéé%%?%natlng thereafter.
This operation invekesstimoein gamegoftivace irct afe gantifr distrits gur reatelo GRavolattlee file system to the

storage area for the,ir@ey-e@ntR bingBhR sffjerantsseffvare aife atiRaismindhesssxaaples, this library
may be, for exanap) library 406 in Figure 4. Referring to Figure 13, a flowchart of a process for

distributing comma ds 20through a proxy server is depicted in accordance with an advantageous
embodiment. The procBsffistrafbart Elgeifeneisteuensysiem8Pteisrksdrtvasaaan Rianagement
environment 400the Eagumend. I thakigudauretisisgicooelssais akre@xaimpletdfutne gxecutdd during distribute

commands mode &Q4 in&igednd heRacsRnheains L therRr gy setRharplication receiving and

r in
processing replaceable unit 806 (message 03). In these examples, the only time the signature on

the command is checked is if the command is issued from the proxy server. The same
occurs for the downlink command. Thereafter, file transfer system 804 sends the delete
20  command to line replaceable unit 806 (message 04).
In response to receiving the delete command, line replaceable unit 806 deletes
the resource identified by the delete command.
File transfer system 804 sends a request to onboard electronic distribution
system 802 to send the status to ground system 800 (message 05). This status
25 indicates whether the resource was successfully deleted by line replaceable unit 806.
In response, onboard electronic distribution system 802 sends the system to ground
system 800 (message 06). In response to receiving this request, onboard electronic
distribution system 802 crates and signs the status. Thereafter, the crate is sent to
ground system 800 (message O7).
30 Turning now to Figure 11, a high level flowchart of a process used to distribute a
software aircraft part is depicted in accordance with an advantageous embodiment.

The process illustrated in Figure 11 is an example of a process that may be
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25 queued commands (operation 1300). In these examples, queued commands are sent in crates,
referred to as command packages. The crates are processed and sent to appropriate aircraft command
gueues in the library. The proxy server application may access and retrieve the queued commands from
gueues in the library. If these commands include uplink commands, crated software aircraft parts also are

placed into 30l0ca|,MARIARIRE Ff: RIE SRR e RRRS QMRS DE ComRmpRdsargPlaced into crates
for distribution toathe; a;})roxg( server. Thfgreafter, the proxy server application connects to the onboard

electronic distribGti6H g% ern onthéRircraft (operation 1302). The proxy server application may connect

to multiple aircraft at thE'S&fecERTeIIRStRE S EFrisBLahalraiftr R CO IFBEIS tORREDXY Server
application througioa)wiraless egnngiet ohibeamidbBIgRIE Silitkit @Bceythesaotpmponeations link is

established, information;gay, lewiDRRRER the LEPNSEINET iBPRIRRILN.AQd ihec0fagl electronic

distribution system, This information m%slnclu e, for examEIe, commands, data, software aircraft parts,

configuration file§ THERUAS HHP LR RETHIBASRHER! FrefieRsakple gﬂplfgﬁ?ﬁﬁatﬁaﬂ WRtomatically
transfers the crat cosiaterrdshiolittaey anay afieot gevwrib géirdrleatrdnicigighitiondnassatein (operation
1304). In these exaaples, dhecsato eerprandsislosignaietifos theal cinfaiayailae for retrieval by

10the onboard ejgeligp) eQﬁVJQb‘l’ii%&%d{ﬁ’&Emation_ ol i P&Q%&dﬁ‘o’lﬁ%ﬁ&%%ﬁéﬁ?“o” system reads the

commands and executes the commands (operation 1306). In these examples, the onboard electronic

distribution $§stem polld' B &PEBr R YRIE R %ﬁf&ﬁﬁrﬂ?&?}?ggR/BPé}SﬁﬁE’&ﬁ@ﬁngﬁP?étrieves each
command for theleprceéifinori@4amthednanatf @animielifheonisodrdl eéeutronsedistatridelmriSsystem then

verifies the cratedspgmmanssd enaraiRnuisdad) sithacratedHis perifiat hscernmanshis passed on to the
designated system .and.application. .Thereafter, the oard. el ic.distribution system returns the
Statis of he rar R R S e e S B thereater Turning
next to Figure 14T iehEI 6P Process for receiving and distributing 20downlink data through a proxy
server application is dépicted nnvatcbiglarc? veifloach ad iantag oy ediadipweritydrbeipratess illustrated
in Figure 14 maYpQﬁéﬁE}a@dﬂ?J&tﬁFb%&o%P]@W@ﬁﬁ RRHMARRLS RNt anMent 480 Figure 4. In
particular, the prqf:eﬁsb%HﬁtEnteg in Figur 1.% IS an ¢ xglmgl% \AO,frOpell‘_?rtrl]OﬂS thr%t r?tc%telllrrdunr]mrg receive
downlink data mo (Se_g 3'in @‘ﬂree_ § ee p oece%sebeginos with te pr%xa %ereverea_pﬁlri]ca_eflon connecting
to the onboard eR&iBHiwsHiblfieReyssens o WA BNe it iEnsdrativavIoRy fIHekRfieelfe proxy server
application receives she«domslinddeBirrdaigute@eration 1402). In these

20 The process begins with a crate tool receiving a crate (operation 1200). This tool
may be, for example, crate tool 402 in Figure 4. In this example, the crate contains a
software aircraft part that may be requested from a point of origin, such as a
manufacturer of the aircraft or line replaceable units in the aircraft. The software aircraft
part may be received in response to a notification of the availability of the software

25  aircraft part and delivered through some transport mechanism. The crate may be
received on a physical or tangible media, such as a compact disc, flash memory, or
digital versatile disc. In other embodiments, the crate may be received through a
transmission media, such as a communications link over a network.

The crate tool validates and unpacks the crate (operation 1202). In this

30 operation, a notification is generated if the signature is invalid or the digest does not
match the one calculated by the crate tool. If no problems are detected, the crate is
unpacked into various locations for additional processing. Next, the crate tool validates

the signature for the software aircraft part (operation 1204). If the signature is invalid or
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examples, the onboard electronic distribution system generates a downlink for each item in the queue
containing downlink data. 30Thereafter, the proxy server application places the downlink data in a local
inventory (operation 1404). This downlink data is stored for transfer back to the library based on some
event. In these examples, the event may be a period event, such as the expiration of a timer. In other

examples, the evaaLRAY BEReORPFLAFEHENMSHER A% AIRAURSHISPARAISELY AdREIiAterwards, the
proxy server application s%nq]s the %)jf\%/gynk daEa %o dtqﬁ Ilbarlretlri I%opergﬂo?o 406@,1 élglt th(?IH %rocess
) a

. . is denerate O pr e gelec oW r € Sl er
terminating thereaﬁer. rn operarh n tﬁe ownﬁnk aea?a IS placed IIm a directory ]%I’ a later use or

analysis. TurningfPiBantd FEigaraaisharabrhetisted roes§edor distributing software 5Saircraft parts using
a software maintenancentoohis @epiciedhspeasaicantce aitlaran @pbrantagross emhiediment. The process

lustrated in Figuse. 15 may e, mplementedin sefwarkpark-aapagsmant sayonyeat 400 in Figure 4.

The different operations in this process are examples of o&eratlons that occur durlng1 distribute parts
r

mode 506 in Figlf8'8" 2o Th Ko BRRIBYIRs WIS RRE SR A B RETE Y08l ¥ ¥ @ing to the
network (operatieAMBOOPIThivesehtenienibrRk ffewhichfitigdilorainfdsnatiesddentifyiiishexample, parts are not
present and locatggeetedheefiwareaattenance tool. Next, the software maintenance tool retrieves a

set of uplink Comma”dér?c'éqh%ré‘éﬂﬁex‘(itﬂ?%%fb‘élé\ﬁ%eariﬁ%‘i%B%F&?e(%%ﬁé%g%ﬂq)%%%ﬁ&zalé&ﬁ%ﬁaﬁer’ the

software maintenance tool disconnects from the network (operation The sottware maintenance tool
is then moved arff'ESHRdsET "t‘?)etﬁé'WSt‘B%@@%ﬁﬂ?%sﬁﬁﬁ?ﬂi@W%ﬁgtgﬁ'B‘H"Fﬁ?rgﬁﬁ?ﬁft (operation
1506). In these exathplegitithie Somiectivayrequies & tnaxamnpispdratigrauritiase taahednhection. The

software maintenagesntook awapatically Fransiessibansat, ofiuRlikorosrmaRdsdathe20onboard electronic

distribution system.(o erationﬁ1508}. In these e amplgs the commands are sent to the onboard
saftware aircraft part, the part is, regdy 1or sto

electronic distribution system one command at a time. I?a?gh time a command is sent within operation

1508, a check is made'd8 5 NhdbRer iRt BEAre BrREFBIREASHHRBhRYIIRAY (Rs&liRlinking the
command or othdeitjorithatieprbefssecsaimdiing therewdiet cOhisngadtiab velaisboavidelectronic distribution

system_reads th%é@ké?@%%ﬂ%&ﬁ%@ﬂﬂté%@ﬂ&%ﬁ%oﬁ%@f@ﬁ@ %MQH\RQsEBn%&&QP@@?@raWCVaﬂ part
(operation 1510) Iglmese exam| Iet:?],ee h com and in the set of commands ﬁ%etrlev%orl one at a time by

h a ontalni itferent software ajrcraft parts. In these exa this_libra .
the onboard electronic cﬁYs?nBuhor?sys em from H\é Software maintenance 10ol” Thie onboard electronic

distribution systefRVERES ¢hensdt dPatées(Hddaaiet 1512). If the 30crates are verified, the software
aircraft parts are then passedgan Fugustonage fandtdistolaupiondss the adresafing commands

20  through a proxy server is depicted in accordance with an advantageous embodiment.
The process illustrated in Figure 13 may be implemented in software part management
environment 400 in Figure 4. In particular, this process is an example of one executed
during distribute commands mode 504 in Figure 5.

The process begins by the proxy server application receiving and processing

25 queued commands (operation 1300). In these examples, queued commands are sent
in crates, referred to as command packages. The crates are processed and sent to
appropriate aircraft command queues in the library. The proxy server application may
access and retrieve the queued commands from queues in the library. If these
commands include uplink commands, crated software aircraft parts also are placed into

30 local inventory of the proxy server. In these examples, the commands are placed into
crates for distribution to the proxy server.

Thereafter, the proxy server application connects to the onboard electronic distribution

system on the aircraft (operation 1302). The proxy server application may connect to
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Then, the onboard electronic distribution system returns a status of the transfer to the software
maintenance tool (operation 1514). The software maintenance tool then returns the status of the transfer
(operation 1516) with the process terminating thereafter. In this example, the software maintenance tool
returns the status to a source of the software aircraft part, such as a library or proxy server application. In

these examples, {hgivBlik SRAMRGS Ay e My AgdedHather dhas raulapaliGy, received from
the library. For examéole Fia'llr%(;[zger tor %f the software maintenance tool may SEIe tsoﬂ]ware aircraft parts
serv li ﬁ e

I ation thro a wirejess connectl or communication . nce .
for transfer to an alrcra?F. IS selecC |%n resust In the so?{\]/vare malnr}enance ool generating the

appropriate comifattsneatialisiel hessithark EitcnmiQanay fitve iatveesshetirosceed crates for the
software aircraft paylisatiddl arifisdype cidaplerodataian, hwviesten thaipiolkesstproeaeds from operation

1508 to receiye g3RIRCHONQL k. SOIMALARINGLAT RAIPSIGURDARL En S f5GRiLon is based on user

input, in these examglﬂes. Thereatfter, the software maintenance tool issues an uplink command to the
onboard electroni®®fl ﬁbiﬂ?oﬁ%%f%ﬁ?{'ﬁgﬂ%'ﬂation 1520). This command may be placed in a command
queue for the onboard Eleenowiest Buiapileaion bestevirroatcaiieensfers Therpialg powteFfidare 16, a

flowchart of a pracessder: e eriviRgodaizIsaiRgiaRaivam Baiienpseaidaabmslapigiestin accordance with
an ad"a”tageouse%'a%‘é,"?PA%Q%L“&J%FQ&%%%%H&@@&E%H@%H—E?ali’r%Hé‘%l‘?a%fé‘}l?l‘?gﬂ%“v%ws'”9 software

part management environment 400 in It:|_ ure he operations illustrated in Figure 16 20are examples of
0

operations that nif3 BEEAFRIF MG HEENL YRR SRR Bata mode 508 in Figure 5. The process begins
with the software mainidramnbeaoict edrmméctinyitotitrespsiboard &l dutromuendistsibatieresystem (operation

1600). The softwakechainignaReertach rerrives daunlingief datafimdhsanhpasd glaganic distribution

system (operatioQ 5160%%; The onboard electromc distribution s stem initigteﬁia downlink for each item
n

e . siem the comman ueue on roxy.server a n andre vesS eacl .
within its queue o1y owﬁ)l? Hata. ﬁereaf?er, (?1% salftware Intenance too?p?aces the data in the

local inventory (GiEt2f6A 26 04)2ITA 8IS FENERY fie d6TRvd e RTRPREhARCE RO SEREPPS the downlink
and places the dagateémitseimverifiesyhOdhsrddatarasstciape chtivithl 808 ) d dvidiolatd adavariiad 3@be displayed in
a user interface. Jdaiﬁnaﬁ@ﬁsiB@G@&@ﬂ@%@ﬂ@%ﬁé@%f&&@%ﬂ%ﬁk@ﬁ&@tww@aﬂgeﬁﬁg downlink data
using various paramelers_lhese parameters may, Inehude, 19t sxample, wiliopt mitation, by aireratt
identification, sys%em Identificaton, application |denﬁﬁca 10N, or da@%ype.
commands (operation 1310), with the process terminating thereafter.
Turning next to Figure 14, a flowchart of a process for receiving and distributing
20  downlink data through a proxy server application is depicted in accordance with an
advantageous embodiment. The process illustrated in Figure 14 may be implemented
in a software part management environment 400 in Figure 4. In particular, the process
illustrated in Figure 14 is an example of operations that occur during receive downlink
data mode 508 in Figure 5.
25 The process begins with the proxy server application connecting to the onboard
electronic distribution system on an aircraft (operation 1400). Thereafter, the proxy
server application receives the downlink of the data (operation 1402). In these
examples, the onboard electronic distribution system generates a downlink for each
item in the queue containing downlink data.
30 Thereafter, the proxy server application places the downlink data in a local
inventory (operation 1404). This downlink data is stored for transfer back to the library
based on some event. In these examples, the event may be a period event, such as

the expiration of a timer. In other examples, the event may be a non-period event, such
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Next, the software maintenance tool disconnects from the onboard electronic distribution system
(operation 1606). The software maintenance tool is moved from the aircraft to another location to transfer
the downlink data. The software maintenance tool connects to the network (operation 1608). The software
maintenance tool then sends 5the downlink data to the library (operation 1610), with the process

terminating theregg‘tg_re BRARYrated Eiﬁ.ﬁaﬁ%ér.lzxf%m%&&fﬁb@&o&p@Wépa%&egmrseﬁéﬁﬁpanageme_nt
environment. In parthu ar, %h S%fl ures jllustrate exa t;%Ie of an im Iementaﬁlon ?f Ilb{ary 406 in
downlink d To golnn é;bg wi F ter

10software part managemae?] etn\?irgWrW AP48 L)rre . epr\?\?ﬁﬁsrtg gﬂgﬂt(':régttoﬁf?gure' 17, a functional

block diagram of®#i5tRFy 140§dhrciedntnk gt ifareeehitp i eirrafag dsefsueprGariysist. Library 1700 is a
more detailed exampleTofrity a0 Eigurdgsre 4oldperryfb/R0das] tatessteringtesfaesesystem 1702 and

backend 1704. Bﬁ%ﬁ%&‘?a?@_%Jw@%@ﬁ%é%%%ﬁ@ﬁa%%ﬂé’ Ritd AP @uthncd\RAgemMent components
1710. Interfaces 1706 |ncludes_mess%8g|ng service 1712, Pri/r_pertext transgort protocol Ol(HTTP) service

1714, and web sBNVREPEF9E LIBPAYRSTT 08 RBMETHE s @Rt InEdatsiNBETY6C In these
examples, manaifeipiémredaip oaeazs MGt ipHifdn/Bighre 72 21 eowifierantcd spinchey 1724,

command queuetiaiagss biebxHypkaordPeaiigy tatobdcl Suimpariapuidesagaiazasos h730, report
manager 1732, e,yismg@ger 1734, and security manager 1736. User interface system 1702 provides

an operator access to backend 1704 to perform different tasks and operations. User interface system

1702 may be’a graphicdI1URBFIRTITALS. Wi FReSIoEU A LA T REPRACEEGEIBMA 52 may be a web
based 25applicatietwthiatcpkostisrala8e). toheciseks hittveak 1700 dndine Boremsteréseation.thisterfaces 1706

contains a numbeypf slifferpRtdRtarianesthah May-Re Bseskiotipasialiniarmati aspintaaneheut of library

1700. Within |nteggq\t(\;veasr,elrzglgterrpa%scg%%l)%%?erV|ce 1712 allows various gg@&&gg%ﬁygg@% fhanagement

Set link
component 1710°to communicate with other applications. In these examples, report manager 1732 uses
messaging 30seAiE@ 1 7as {GRAGIMUtEdEports in response to requests. Messaging service 1712 may be
implementedsusing varibaes#jipe shef sofessaginiy searice sdFdsexarmpidiomessagingrservice 1712 may be

implemented usingJayair) JesSAtRgrRBRIRRIMINSLIS AT SidheJapini2 FRteipsiss Reition Suite. This

r is available fr icr ms, Inc.
product is ava a%n oaorg]elselél roMchlgﬁ}i)st}t?onss'ystecm on the aircraft (operation 1506). In these

examples, the connection requires a human operator to initiate the connection. The
software maintenance tool automatically transfers the set of uplink commands to the

20  onboard electronic distribution system (operation 1508). In these examples, the
commands are sent to the onboard electronic distribution system one command at a
time. Each time a command is sent within operation 1508, a check is made as to
whether the onboard electronic distribution system is done uplinking the command or
other information before sending the next command.

25 The onboard electronic distribution system reads the set of commands and
receives the set of crates containing the software aircraft part (operation 1510). In
these examples, each command in the set of commands is retrieved one at a time by
the onboard electronic distribution system from the software maintenance tool. The
onboard electronic distribution system verifies the set of crates (operation 1512). If the

30 crates are verified, the software aircraft parts are then passed on for storage and
distribution in the aircraft.

Then, the onboard electronic distribution system returns a status of the transfer

to the software maintenance tool (operation 1514). The software maintenance tool
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Web service 1716 may be implemented using any web service system. Web service 1716 is designed to
provide interaction between library 1700 and other devices over a network. Web service 1716 in
interfaces 1706 may be implemented using application programming interfaces accessed over a network,
such as the Internet. 5Web service 1716 may be implemented using various protocols, such as, for

example, simple ABiAEHAREARSPIRIOGAEIQARY, WueRSLIEAGS AESFHRIN LNgHAR; Y SDL). Hypertext

ransport protocol (H11E) sefvice 1714 may, be mplemented 1o provide a eaiest nd response syste
to manage responses made by Clients. These requests are typically referred 16 as H1 TP féquests. 10In
these examples, HyprFENafaASHE R R618ee] 3AMLERN P Pia\FRRISealIEENd and receive information,

such as files. These filestheay benfpeexampmkidesantainingeottwaes \aieiedtrpasihaammands,

downlink data, angthers1RRLE IREMAHO Ry AN NRSESXAMP!SH JAURRSISH AR R Protocol service
1714 is used by parts vault 1722, command dlslpat_cher 1724 |miported files ag%r?gftor 1730, report
t

15manager 1732 AAERSHISLYAY 3989 SOMWA'E Lpltedr R AR ntS¥fom components
within managemesieeinnpeswéniniie Oatiugraowisnstora e TPOBrftiny drtouppreriistms. Storage 1708

contains the diffetairsiragarsysiams dsrrte siereripiprmatienivitys dinckenadd ¢k ofdibrary 1700, such
as file system 1718 and database F]EZ?SO Storage 1708 is a functional 20 component that stores
information and may be located on one or more storage device, such as a hard drive or a random access

memory. Stbfage 1708 A KR PO FRAEMNEIRICARNF G SR SRIRRGRCHRIRB 286t 'YL a hard drive.
In other embodinéfso storagen SEG8tivrayf e lodatew emcratliltiptd Sterdge teldceshwbittttimay be located in

the same physic@] pcation esdnigifiens Hapbysisaplacationsa e Withipsiaragriréagadieosystem 1718
provides a structure or architecture for sto ngorqlata This.data mg%include for exan}ple, software aircraft
e

f‘?i Lo ‘d elagt t
parts, documentation. downlin C(c)irg{gfréqig Other tlas: Database 1750/ ih thees &Xamplas, may contain, for

example, metadaZ23hd'BISHPAERRIS FafAtRe RFFRE 418 CRfBANRIMHEHR [y SR ATPCPIBERSIEATIGNally, database
1720 may includedisitieticosysrandsréigyerforming other 30functions, such as, for example, deleting files

on an aircraft of downlegging davalinketfs, a ndRersAULAAR2RAEPHIES R AsRSS§RLa manage the

storage and distrintion of software ?ir?raf arts to different aircratft. Ir(wj \Pa{ticular, parts vault 1722
. sortware megnt nance (ool Is chted In accordance with an advan a%eou% .
pI’OVIdeS for a secure distribution 0 parts. €Se processes may receive new so are aircraft parts, as

well as package &Mepadt@SBiNR EamRTallYsERSIAr HigtipdichaoPanmnlensemiad oita Al iRue manager
1726 is a compopantihaigeranagesiaiiaiéit 400 in Figure 4. The operations illustrated in Figure 16

20  are examples of operations that may occur during receive downlink data mode 508 in
Figure 5.

The process begins with the software maintenance tool connecting to the
onboard electronic distribution system (operation 1600). The software maintenance tool
receives a downlink of data from the onboard electronic distribution system (operation

25 1602). The onboard electronic distribution system initiates a downlink for each item
within its queue of downlink data.

Thereafter, the software maintenance tool places the data in the local inventory
(operation 1604). In this operation, the software maintenance tool accepts the downlink
and places the data in its inventory. Other data associated with the downlink data may

30 be displayed in a user interface. This user interface may allow a user to sort downlink
data into filtered downlink data using various parameters. These parameters may
include, for example, without limitation, by aircraft identification, system identification,

application identification, or data type.
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commands. Command queue manager 1726 may allow a user or operator, through 5 user interface
system 1702, to inspect, reorder, and change the status of commands within database 1720. The
inspection of commands may allow a user to see different commands or filter commands based on
different criteria. Command dispatcher 1724 is a component that manages creation and dispatching

of commands. This COWBQ”tﬁ@"sHF@én%'m{r@eH%e%&B%f%e&MﬂH&hﬂéS&{béan'&t@éf@ﬁ%SyStem 1702, 10
create uplink, deéet |blﬂd downlink commaqgl&6 Cﬁzﬂé Safnd dIS atcher 17%4 also #des validations of

10N Sa/ em F]Oé)eratlon tware aln en ool Is m
|nput parameters when credting these various types O commands h IS compone pI’OVI es a

mechanism to gr@'!ﬁﬁaféfa@aﬁérME%@FPdeﬁ’sW@W’éi@é?né’héé?f&'é@?@@ﬂ!@@ﬂw%?%us criteria. In
these examples, ysieR eonbiguratok bp2B:ibanages the eonfigerationeabsiaiaodGHensgpport operations

performed by, comuaihARRRISRS L TRf YIS GORBRY AT LA Blovis Aagr o define, select, or

import information to define external device may be connected to library 1700. Additionally, this
component may YR Eeéflnlng of aircraft models, particular aircrafts, and destination systems for the
software aircraft parts. These destination systemsLIBRAESe examples, may include line replaceable

20units located in the Figiigds 1mpodediles aparegataiohiaR perfaransconsiganiomatting of large files
sent from eXtem%ﬂ%MI%F%%é' é@%&?&?mfé%%%{%%%‘? ﬂr?@fﬁéﬂé’%’aﬁ B FREIAILAdR fefine reports that

may be generated by li ese reports maé/% e ones that include information from the event

logs that may be%&ﬁ?é@ﬁ?é{ﬂ?ﬁﬁg%ﬁmg%”mﬁgﬁ ErfiifHEH the operation of the software part
management environnyéitit.rffereoxatn fligureidr tafisnctige bIP8R dinasaallo\e Ebuserstdegitiereia report that

identifies succesg&bmmgim@raeamﬁ&&amﬁwmrqmmﬁﬁﬁo@% B)nao@@é}ﬁiréanodel of aircraft

being managed within t rary J:L ggwrgpt%\sl ggtu Slgve tlo m s events with
respect to the operat|8 rar %K dltlonaﬂ Hréﬁ rega logs from
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different dewces%&ﬁf’é&f‘éﬂ ik rgtﬁF'ieR?O”f’ﬁé%é”Q%m@’ifﬁ%‘iFl% d@om%kéﬁpﬁ‘édwnhout limitation,

software aircraft partsgeeosivechiponerasitsid® sources, successful transfers of software aircraft parts to
aircrafts, commands gepgrated 1‘%@ﬂumwm@gmmwmﬁnﬂreéﬁgxt%q%nlH}lsiaaadata,_ and
commar_lds genegﬁ.tﬁ%to deletqﬁgrli‘t\é\(%r at}ré:?r)rag; ?,;t% StorNex%,?ﬁg%grr]lt%/ m r17 qlar;rowdes a

mechanism to manage access brar operators using User in E?face s?ém 02. Security
manager 1736 nidy Sé@?ﬁﬁﬁléﬁ?@nﬂ@dh§§ﬁ1@<?61§§?aﬁ‘&??@§9@ﬁ§il§m'ﬂ1@§rtﬁﬁ§ A7d§ E@'Q‘éﬁﬁ@ﬁj@d for particular
users. This type chactrss toaynpraddeaisessi pedilegesdodateessrdifteyent7iEmiyresnor functionalities

within library 4700, 1D 998U YORANASE A0 P BIRVCBERYIR gt Sprt e samBygications between

external devices and library 1700. As an example, security manager 1736 may ensure that

communications m?guﬂhd |ﬁ‘?8'}‘f5\§5?riaﬁfé Yebur

User interface system 1702 provides an operator access to backend 1704 to
perform different tasks and operations. User interface system 1702 may be a graphical
user interface. More specifically, user interface system 1702 may be a web based

25  application that allows a user to access library 1700 from a remote location.
Interfaces 1706 contains a number of different interfaces that may be used to transfer
information into and out of library 1700. Within interfaces 1706, messaging service
1712 allows various components within management component 1710 to communicate
with other applications. In these examples, report manager 1732 uses messaging

30 service 1712 to distribute reports in response to requests. Messaging service 1712 may
be implemented using various types of messaging services. For example, messaging
service 1712 may be implemented using Java® Messaging Service, which is part of the

Java® 2 Enterprise Edition Suite. This product is available from Sun Microsystems, Inc.
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10through mechanisms, such as encryption or virtual private networks. In operation, library 1700 may
receive software aircraft parts from an external program, such as, for example, crate tool 402 in Figure 4.
In this type of operation, the external program connects a service, such as hypertext transport protocol
service 1714 and interfaces 1706. Security manager 1736 performs authentication of the connection

15and determines whefigy Sofwal e1gircialPRERFRABE I5IRPAISdvdb his s eEioNRgllowed, hypertext
transport protocol se.rvi%g 714 may t(pten se%jd atregtlestgot \Bartsl.gault 1%55 t P}ﬁndée the input process.
In this process, psaerrtvs'c\?aul ?ffsv'\% s Metadata about the Softvare dircra taBaﬂs fhto d5t8base 1720
while storing the @SN SBfakard erepafcpditovitiefrecsystithiney P8 inKenfeise edned file directory.
20When managiagppediisrirpldaranhidddisoitansecateratieas s anayheuette wed framefile system 1718
through parts, vayff.d, (24,209 5119 AUSEleiRLRSPEGHOUABE W SIUrtier KOfyvate Aifcraft parts may

be archived in file system 1718. Thls(})gpe of archiving saves the part in some designated directory or

other storage deVIER AP FRILTERIPLTSL RIS Wik LA CERTHRIALH S BaRE Witih file system 1718
to 25identify whelthveeday rensifirhrssisighin fTiNes paitch bl evgyitsd Ml eotificatiomrofigg@iration may be

generated in adveqgesthinuigspsses iytastace mysigardsHddsdsiithes bexpiatiomeka eguiieate also causes
parts vault 1722 gqeq%@ @é}grpemgq_gﬁgwpetqgg%@in the part. Library 1700 also may be used to create

and distribute commands to outside 30 devices. These commands maéglte creaIPted bé/,fan operator
USRY t6 Briterinformation for

through usetfinterface Sy8fEMCI7HP S YPHITBHHREBYEBIIAcAh Ao
commands. Oncestitbaodrasrivedsfamajencratbds theseltererfiendxaie storedwithifildatabase 1720.

When these comipaafim g meadeddedesnalrieyicas RrRaands sy bawssated and sent via
interfaces 1706. Iqu} Org%rat{cularh ngeservic? 171%6%3% pe used to seqd these ﬁg}gnarégsoto an outside

10N, examples, i anspo %rotoco servuie 1 'S él .
component, such as a proxy server application or software maintenance tool. If software aircraft parts are

specified by a coPfifaff!ith<e SFUPRNHASPBERE N R A ftet aeRIANF ISR AR text transport

protocol service tébdgén thezeexamplésygEnesdtsoftware aircraft parts may be sent when requested or

sent as part of the tranﬁ&%ﬂ&@@nﬂmf%m%&@agmg B ImERtRRWithin AdGitieRally. reports are
examples of other data thﬂm&;r/nbe stored in file ﬁ;;a%efrg} \}718. These reports m%g)gbrﬁpr. example,
v )

camponen ay access starage rous reasons. otorage ains .
spreadsheets, par(fs Mt and hve eports. 1B8iRT6rmation obtained from down nking data, such as files

and device logs, hfagilfsecstGte@esimriams s§idastrra Blormatdenidsinhasse atfeghled@vsing imported
files aggregator 1780, slbisacaia postent 1N/ mcoepiiles H120 crrateyenategiata fenttiesain database 1720, in

addition to savingJhe files wishin.file swsiamoh SHE- T different someenans Uysiated oy library 1700

are presented as one 15examé)l_e of communication for different functions. The presentation and
organization of such as a hard drive or a random access memory. Storage 1708 may be, for example,

located on a single storage device, such as a hard drive.
In other embodiments, storage 1708 may be located on multiple storage devices,
which may be located in the same physical location or in different physical locations.
25  Within storage 1708, file system 1718 provides a structure or architecture for storing
data. This data may include, for example, software aircraft parts, documentation,
downlink data, and other files. Database 1720, in these examples, may contain, for
example, metadata and commands related to files located within file system 1718.
Additionally, database 1720 may include other commands for performing other
30 functions, such as, for example, deleting files on an aircraft of downloading downlink
data.
Parts vault 1722 provides processes to manage the storage and distribution of

software aircraft parts to different aircraft. In particular, parts vault 1722 provides for a
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these different components is not intended to imply architectural limitations on the manner in which the
components may be implemented. For example, the different components within library 1700 may be
subdivided or combined in other fashions other than that as displayed. Additionally, in other
implementations, some functions may be 20omitted or other functions may be added. Further, some
functions may bescqmbingshaish INPARTIEIEL 330 &) QEUR OF AP R LIt lREary 1700. As
another example |nteﬁfaces 706 ma tgtsaow lemented u r}gr%tlhﬁ[) L|th'1lterIaces in addition to or in place of

i
the ones iIIustraté(Sj.\'\‘1e Ui acn%% 6 fflgure i " %Ifarj‘rh A iuSta Ing aq‘ﬂeosa)?sfér%a irectory layout is
25depicted in accordaf@E" WA R AATEFEDILZ R I BoMREREt i@ systaged irsetdty layout 1800 is an

example of a layeoherasehecunused withia filsystem el anokiguredot. dpethisrekesughe, file system

directory layout %@QPiﬂ@ﬁQ@e%k&H@W”tHﬁ%%é&'P&ﬁ&%r’fi5%%%@HP‘J%%‘&%‘B&Z%%@QWG 17. The file
types include, for example, downlink 1802, log 1804, part 1806, alternate %art sign Ils(tJ\R(ﬂAPSL) 1808,

spreadsheet 1818"4Rg &% gt inspeelion, o ATUER B MES A8 ifetifidlishthin file system
directory layout 1800na#itts gifféiessprypesdstbiefedmatidier o cégample, downlink 1802 includes date 1814,

device 1816, tail numbesh$h8d drishieniantifias {dMbdSeil ranchdawelinictitpmanae 1822. Date 1814

dentifes the oreqfian date of Jye fiownlink fig, Dioviss 181 Giseutiep dhs.deyiss At fraggferred the

downlink data fromthe aircratft to the |brar¥. This device imay be, for example, a proxy server application
1

or software Maint¥RZAESIGHMTHP B T 8P8 oAt PAMHTKPLIFRTAf ol A the downlink data
was located. 5Uniigp@dtentifidr 820 anvgs ediddentfidsnthe faewitens tefileesyseimsownlink file name

1822 is the name gfdhendReblindfitends. Nexbdegok8RdhiBsiudes HaisRiskS 2fg D eriddentifier (UID)

1826, and eventlgrgdfglengtme 1828. Part 1806.is fqgj% software g%ircraft part a d.includes unique identifier
(UID) 1830, crated %, C [

35 Chate e hame 1839, an ¥'§tee3%qé‘r‘% &/ Ranme 1836, Crated 101832 identifies a

directory in which the ¢PafeSeSHEARIRY) BeLBRRARIR @A AHENRIRSCAfCPTETATIANCh AR 1834 is a
name of thel eratéofieporateerparsite rframs b8 36rnsnthvel dapacbéthz2lle JcrHainimddhatsoftware aircraft

PO A s ot I O gt
e oA R e A i s e D)
implementation fa¥FR §Yatel AT 1S FIGIRES 19nd Asthet esaieaydeus erBuaim@iftsiother file system
layouts or schemastimayn e dssithaidichsseas it aliscforddinpl@arieylatlinmpleneptatenle
20  units located in the aircraft.
Imported files aggregator 1730 performs concurrent importing of large files sent
from external devices to library 1700. Report manager 1732 allows an operator to
define reports that may be generated by library 1700. These reports may be ones that
include information from the event logs that may be aggregated from various sources
25  pertinent to the operation of the software part management environment. For example,
report manager 1732 may allow a user to define a report that identifies successful
uplinking of a specific type of software aircraft part to a specific model of aircraft being
managed within the software part management environment.
Event logger 1734 logs events with respect to the operation of library 1700.
30 Additionally, event logger 1734 may aggregate logs from different devices connected to
library 1700. These events may include, for example, without limitation, software

aircraft parts received from outside sources, successful transfers of software aircraft
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20With reference now to Figure 19, a block diagram illustrating an organization of commands in queues is
depicted in accordance with an advantageous embodiment. In this example, queues 1900, 1902, and
1904 are examples of queues that are located in database 1720 in Figure 17. Queue 1900 includes
commands 1906; queue 1902 includes commands 1908; 25 and queue 1904 includes commands 1910.

Commands 1906,,1908 A4t SdME GO TURGALS e SINRG-PEADBIGH A erafk Ry these examples.

The commands rgg\k{nﬁ&igor e np e, uplink comm ng 6gownlln comman?gtlsga?{sdelete commands. An

am
uplink commandis a com%%anaﬁatcsoer?l %nﬁgrerrﬁ%{ 1o rorﬁl‘ﬁ%rg?y“ﬁpoa'ﬁﬁr uré"17 to an aircraft, while a

downlink command is A®8nAHiY FricsentEhRipHRTchTRIPRIATB DA eraRt6disRarP iT80/in Figure 17.
A delete commandas tsy cpsiaias ddingtusctisedftedelstannfmmaienronribegscialie faugbaformation may

be, for example, a spftware, alrAraftpad, & cqnfighsalian e oy A manal-EAFR.AfitessaHeues, in these

examples, is associated with a particular ground tool or devicé. In these examples, queues 1900, 1902,

and 1904 are asS05AYBY YAGesiy AR P it s YRR L RPEF S I SLHAHERRE commands to
aircraft. For exarfisietioaliise WOU0 librayyié s sodiarsdsadtita fesaprody eplrerappiicatisrfosqueue 1902
with a second prexyuseeseinapRiitalioneareHueue A 904vitha sefvwarrmaigtenaxgepieol. When different

devioes contact Ik HFORIAFINS: ] OIS AR AR HIRHARR devirsshaseyl on whether

commands are present in ueues associated with those devices. Turning now to Figure 20, a block

diagram of a%oftVaHY A RGER BURSiS YASEPYBII ALY rtEhR AR Bt antageous embodiment. In this
example, software aircrafirpeatic?00Q 4 Sithe chay crety 200 =Crater2002ris tored xitdrirefile system 1718

inFigure 17.  pfokaten20Q3 s adllexdmne se.x@b1REsinFigipeZd 04 MiYybe ofdpexaBipiae without
imitation, in a zip.fli fqrmat; Grate 2002, alsomay,In some, shadiments contain more, A than one
software aircraft part. Edttware aircrart part 2000 mfl?é incliide a set of il

. _ _ sf% at proviglee functionality for
the particular pad"t HéEfRes! Ry RECHTHE MetasRat{pRPeIEtanRenlissliemne hfeeotshfiguration files,

and library files. and det¢heitkepitietioe ulffod imeintisfigrate 2002-andseiwHteeaircralttparts2000 are signed.

In other vyords, SQW@B?@;E@_F%% %%3&@9&?0@@%@@%@%%9{&“@% SInAIYER RO _ llescrate 2002 i_S
signed with anotherldjl%gltosg)?n%l]’grtﬁé'll;]h%e digital | natures ma evgaﬁ;fz e or different, depending on
t. '

. aull. n UL ProcESS. IS Process, I ites
the particular emboohmen course, ih ofher mplemen?a?lons, ottware aircraft part 2000 may not be

stored in crate 200Z2data aRatH REEPENEES R0 IEGRI e gatapgselafApeicsieBInmand éta structures are
depicted in accordaneeswittranpadyantag eeuseenbodisnerbridsc@iffesdind ciesarand

20 When managing parts in library 1700, software aircraft parts may be retrieved
from file system 1718 through parts vault 1722 and sent to a user for inspection or
review. Further, software aircraft parts may be archived in file system 1718. This type
of archiving saves the part in some designated directory or other storage device.
Further, parts vault 1722 also may scan certificates for parts within file system 1718 to

25 identify whether any certificates signing the part have expired. A notification of
expiration may be generated in advance through user interface system 1702. Further,
expiration of a certificate also causes parts vault 1722 to disable any commands that
contain the part.

Library 1700 also may be used to create and distribute commands to outside

30 devices. These commands may be created by an operator through user interface
system 1702. User interface system 1702 allows a user to enter information for
commands. Once the commands are generated, these commands are stored within
database 1720.
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25 data structures illustrated in these figures are examples of temporary data structures created from
commands stored in queues, such as queues 1900, 1902, and 1904 in Figure 19. Turning now to
Figure 21, a command data structure for a delete command is depicted in accordance with an
advantageous embodiment. In this example, delete 30command data structure 2100 includes parameters

2102, 2104, 2106, 210823 hdsBndrRhiraREaBEIes By BRdAentilics.R 368 obfilanames tae deleted.
Parameter 2104 |dené|f|e a set of part |defrigggrsl to be deleted. Par_am,le‘}% 2106 is a gt?(t) of airplane

. ‘e . 1 CI nd sent via interfaces n particular,,w, service De use . . e
identifiers that |der?tt|?y e parhcular aireraft to reCeive e aéfete Command ™ thid it or airplane identifiers

may be, for exansplel s apAvessd Pardihretero coBnaeetifitsh et Btk PRIVS' fRliefiobsend the
command. Thesedexdees dmeyhbe;d ot Xampheagraicnsitpals, suehaasied proxy@eamnweidappleation or

software maintenanas 190, EAAISIALAH GdisariEs e JestiRtianavBmIScrive the command. In

these examples, the destination ﬁﬁ)stem IS the %?rtlcular laceable unit that is to receive the

ere
command. Param&lér B AR o TssP W&&ggféﬁﬁargdﬂ%%a‘?m WheR YRS A diagram
illustrating a com#nairas datizokthadtanedordanangingikoadmrpzitictisrdepiersntrtieiccordance with an
advantageous embodimeotalthieJdexamplampRiinds cosimanthdatagiiucturen2fe eludes parameters

2202, 2204, 2204, 4408, 20 2210 RORIEISEA0R dsilien.the saflate aifeiall garho be uplinked or

ir
sent. Parameter 2204 identifies a set oOf airplanes to receive the commands. These parameters contain

aircraft identifiers. PardHREt7195 98NS LER BrGWIIE et Rifiet Tor i Y PR deSS Y command.
Parameter 2208 s atgetofithar fimeyelsrid@ndifyihgsthBlcsbdestinagoresyistensitg ipeited firs command.
Parameter 2210 idgniifies hed/serithahissieasies) the sameand. create HERIASEXELR fiigure 23, a
diagram iIIustratira aabdsaetalﬁ?uclzmt%rq%”{%(n Od%\c\{nli%ec}ﬁ)rgwﬁqrgdﬁé d%qie%ep,jlrg accordance with an
advantageous embodiment. [n this example, downlink command data structure 2300 includes parameters

2302, 2304, 202306, 2BuBdEpEP s2HPONeNis duiiainst foRiry B aRECEFPIE HPBAEL that is being
downlinked 1P araxwetele23 0dndemniifitisrafsetiftfrancafitionse Jdiv e rise rcaimmanicbtgad aatitindgf data.

Parameter 2306 ity arerlREARKIERA O SRR BRcamMAN JRihs. SRl ahAlRsAL P arameter 2308

dentifes a set of Ine replaceable unts,on fhe setof aieralt 1o regalve the command

components within library 1700 may be subdivided or combined in other fashions other
than that as displayed. Additionally, in other implementations, some functions may be
20  omitted or other functions may be added. Further, some functions may be combined
and implemented as a single module or application within library 1700. As another
example, interfaces 1706 may be implemented using other interfaces in addition to or in
place of the ones illustrated.
Turning now to Figure 18, a diagram illustrating a file system directory layout is
25  depicted in accordance with an advantageous embodiment. File system directory
layout 1800 is an example of a layout or schema used within file system 1718 in Figure
17. In this example, file system directory layout 1800 defines information used to locate
files within file system 1718 in Figure 17. The file types include, for example, downlink
1802, log 1804, part 1806, alternate part sign list (APSL) 1808, spreadsheet 1810, and
30  archive 1812.
Each of these types of files are identified within file system directory layout 1800
with different types of information. For example, downlink 1802 includes date 1814,
device 1816, tail number 1818, unique identifier (UID) 1820, and downlink file name

40



25Parameter 2310 identifies a user that requests the command. These command data structures are
an abbreviated form of the commands that allow devices, such as a proxy server application or software
maintenance tool, to begin processing the commands referenced by the command data structures. These
command data structures may reduce the amount of traffic across various 30communications links, in

these examples. 1g3e_dsYiCqE1NRLFRIFHGRL m@aagﬁttﬁétggmn@%%@mwe@%ma é'fiﬁ%‘eﬁmfi@é”?nd data
structures. Thes?hco(m”rréanrg data trucdndqres arel_dlgléate aftefr] be_ln%f??n to _E)he rqjﬁr%d tools, in these

. e that transferre igowndn ata 1ro, e airc the library. Is, device .
examples. With reference now to igure , @ dlagram Of a user Interface for spatchlng ¢ommands is

depicted in accoranke WitRxamalevaRISYEIRICE ARBUIRE 9Y. SAiWaR MUty 28 enieStatle of a user
interface that mayube greseiechihiso uglatisariniertacensystennd doRrokenamwanodigpatcher 1724 in

Figure 17. 5n thig e, Uash My 6 R-RRVERHE RRANAGHEAMTARIS, BuGRIAR Holink commands

and downlink commands. This selection ma%wbe, made through controls 2402 and 2404. Control 2402

may be used to JEAErABEAI lisIMTESThitaAaY WHiL'Eontrol 2404 may be used to generate a downlink
command. Control 2406ridgt8dking!vgegettricad Fhdatpiqeminmeliigs (4D 876 depiedtiexample, control
2402 has been sgieciod 1828ultag BeeRtoN2408 Heinigeisplayesuwithinewintaw RéRdicbection 2408

provides a user a0 A, 0RO AL R-ATEAIR R LAPIICOMITATEL FOt S3RRpIG, dhe user may

select an airplane tail number from list . These airplane tail numbers are unique to particular aircratft.

15The user diso Ha§ CEIUEESHARER I YT R DF A HroXy LRiRdE & siitatfol PR 412 to distribute
the command. Alscatdevicetsifilthefior Bt softozane ohtnieeaarite toctsdrayt hile setectddblisough list 2414.

The destination systesmopriRe Al erathimay the ssipstedithtpyalrfield 2416. The destination system is a
particular line replaceaﬁenglg, in these examn Fiﬁg 2418 allows tqrg?’?ngr OIof a g@rt number. Entry of
[ lelds

: rt t [
this part 20number prowges other information about t e%?é‘r’%‘%%%’v‘%“ in 4%,9 Sff,e 424, 2426, and

2428. The particUBI0ifTeHerstisrraRs PR ABo Gt dHKe i R daty oHWBERITAG THPREREPaMicular

implementation. 1842, kielk 2EGiflea g diffeitidt sedestablécvalmest a6 different command types and the
rules are enforced by Figld k{24 ihatiarrieRIerRBethBatil /02 apd spsEol 1704 25in Figure 17.
Figures 25-26 are d,gl%argﬁooffgrrﬁ]%hlc&l Usgr, Hﬁe aces ig_a]%c%dgng\(/eamlth an advar&tﬁl%tra]%)us

embodiment. Thé8@ graB ical USerintérfaces are é?gFﬁples of intefaces %(}ur%%rf/] Oe'pressefnted through

user interface sy8tethMe7OBRITHRYGHES PT TSRS deqyiCkerafaphicapisseierfaces ereiprasented for
purposes of illusiraiag@naidQparticular implementation and not meant to limit the manner in which a
graphical USgy With reference now to Figure 19, a block diagram illustrating an organization of
commands in queues is depicted in accordance with an advantageous embodiment. In
this example, queues 1900, 1902, and 1904 are examples of queues that are located in
database 1720 in Figure 17.
Queue 1900 includes commands 1906; queue 1902 includes commands 1908;
25  and queue 1904 includes commands 1910. Commands 1906, 1908, and 1910 are
commands destined for a particular aircraft, in these examples. The commands may
be, for example, uplink commands, downlink commands, or delete commands. An
uplink command is a command that sends information from library 1700 in Figure 17 to
an aircraft, while a downlink command is a command that sends information from an
30 aircraft to library 1700 in Figure 17.
A delete command is a command that is used to delete information on the
aircraft. This information may be, for example, a software aircraft part, a configuration

file, or a manual. Each of these queues, in these examples, is associated with a
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interface may be designed or presented by user interface system 1702 in Figure 17. Turning to Figure 25,
a diagram illustrating and user interface for viewing commands is depicted in accordance with an
advantageous embodiment. In this example, window 2500 is an example of a graphical user interface
that may be displayed through user interface system 1702 for command queue manager 1726 in Figure

17. In this examngm%pgq%nm%vt%éneestm%g yReiRslsCommandol narticidaboapgeific types of
commands may be viewed through W|r}gno(\_ﬁ/ﬁg500. 5Comtﬂ1aefmds mc?%r&%\élt vg%g using Sct%ntrols 2502, 2504,

and 2506. Pendiﬁgsf?:%'?ﬁ%qé)ﬁ 3 aaf/t OIe VieWec T)tf %\é'fgétmg gontrof executed commands may be

viewed by select@§édntrol 2504, and dequeued commands may be viewed by selecting control 2506. A
user may reorder or clrugedihplgraesin vbiohagararandatadevitoidicsinpihe gereaeatipipagbhcontrol 2508.

In this example. Bending egmands At 1Pbeen seifcted Aok s dsiBysdbifaagtion 2510 o

window 2500. With reference now to Figure 26, a, del\%lgram of a user interface for viewing parts is depicted
AThoSMEHA

in accordance withf S EEHEyeBlE LIS RAG 8p0 Y Th R LR GrRgribeikal user
interface presente'd tifiptgisdiochdrtetfaireshateron POR s pems gezdsels7PR9enFig e d/uesIn this
depicted examplasssibnar@igineeas pantssvithin the library may be viewed. Valid parts may be viewed

through the selection q&ﬁﬂgﬂh@@g%ﬁé{l?@%bif’;&b‘?&?% iwx&sf%igw%%%@% E%?t aelegtion of control

2604, expired parts may be viewed throu e selection of control 2606, and faulty parts may be viewed

through the '$ele&i8RCBFREATYIB 688N TSNS AP ol B E ¥R SRR RE T Hhd valid parts
located 20within pag ABRAIY sireedisptegte @A0RNiGrsectitii? RG10rast withid dile 280801 1718Wiiffigeference now to
Figure 27, a flowghart of a process for receiving software aircraft parts in a library is depicted in

accordance with an adyvant us_embodiment. The process i rated in Figure 27 may be implemented
Mibraty 1700 n Fiours T ?#a‘?’ga;?t?coFar',”%sz%%ao%%é’%e?%s}%"?i%ﬁdgﬁéﬂ%ﬁfm%peawﬁ‘)a“ﬁt 1722 within
25management ¢BHIBACAR 2716 BriBFafyal7389A Ftrgureyin some §THROFIHERSSHEGIMEBR? receiving a

software aircraft thart {opevétiare 2F0ajJt parte Seftiagethiecsdftvaerz0adr oraftipaurternetadafdets received as well

asa stream of d%‘i@tf;%%% ﬁﬂf&%&l{&i@f&f Bt B@Jﬂcﬂé}%g@%é@@rm@%w&@%@Eigﬁm,etadata f_or the
software aircraft gart |§ clgrmect &ope”atlon %?(l)]%gh(l)ﬁ Rﬁese eﬁ%rrg%l(ﬁﬁe,sthe metadata is 30data that is

associated with ar)l(a%ragescrl eStheSoftware aircra Tdaarrf.d '
In the depicted embodiments, crate 2002 and software aircraft part 2000 are
signed. In other words, software aircraft part 2000 is signed with one digital signature,
20  while crate 2002 is signed with another digital signature. These digital signatures may
be the same or different, depending on the particular embodiment. Of course, in other
implementations, software aircraft part 2000 may not be stored in crate 2002.
With reference now to Figures 21-23, examples of command data structures are
depicted in accordance with an advantageous embodiment. The different command
25  data structures illustrated in these figures are examples of temporary data structures
created from commands stored in queues, such as queues 1900, 1902, and 1904 in
Figure 19.
Turning now to Figure 21, a command data structure for a delete command is
depicted in accordance with an advantageous embodiment. In this example, delete
30 command data structure 2100 includes parameters 2102, 2104, 2106, 2108, 2110, and
2112.
Parameter 2102 identifies a set of file names to be deleted. Parameter 2104

identifies a set of part identifiers to be deleted. Parameter 2106 is a set of airplane
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In these examples, the following metadata may be checked: whether part name conforms to the regular
expression [A-/:*?\"0,1.\\]* and less or equal to 200 characters; whether the production status is

BLACK LABEL, RED_LABEL, or BLUE LABEL; whether the applicable standard is of a length greater or
equal to 0 and less or equal to 500 characters; whether the intellectual property owner is of a length

greater or equal {g.Q:ABK 1RSSR EYUR %%@Q&WQ%W%é@l%té%@ﬁ\ﬁ%ﬁ’@tenﬁ@ﬁs@d?o”ea date
format; and whether the. Cd{es IIPtIOI’l |%offa Ienﬂq 9" zi\ter or eqL@ to 0 t 11)98 aI 5to 2000
characters. PRSI SAULEYS eepéjftel)éaccg’rrec?' he p%scesgr"raé”gels ersa empora?ysgntry in the
database in the IMMW@P&@&“Z?@M thErienieRARbrd AP ENHS)Y e B SERY RS JRH PRAERISLEfOYNEf the process

for receiving the pat, dlwe entrprnitiaby indigaiesidhar taeweeeiviiigeabtiie part has begun. The process
also creates g directory siggire g ReARLle Y SITMaRPLILian o7 ABLENIR dURpigR SctUre is used to

save portions or fragments of the file contamly‘%t e software aircraft art as the file is received. A

determination is Fiae A2 B WhEhEFIE IRL SISO thE'R BAINAIE AR/ ZR'BEAS LOIHBR1E peration 2708).
If the receipt of thiecsufiarecaivesadt farenaietdidmpkiiiahe W@F@é?@%@lﬁt@dqmm@@atabase

(operation 2710), and thefiéré agraenigrdanecaivac areosavashinatheflensysienn(opriation 2712). This
progress may be g}ﬁ%'é’r}’oeg H&&I&%Hﬁ%é@é?&&%@ wTh%rPEQSS?tEgIQ&!l ‘?ﬁHB’Aﬁnt&PHﬁﬁﬂFéO” 2708 to continue

checking the status of the received operation for the sottware aircraft part. When the receipt of the

software airtfaft W@%Hﬁ%‘ﬁl‘eﬁ@”\’f’@%?ﬁfﬁ)ﬁ@%@ #h20p6tuges %%?é‘?ﬁ‘i‘ﬁﬁ%%%%&%% #@%art is integral
(operation 2714)220#scop@ZitlorPm20per kPR ddkt tlde tbmsnfovarh eilveaftinersoftweardiciedraft part is

complete and whetherhepag: hmaa@ﬁmeya%&mqﬁmwe radle emaishingsa eestificate to the

recelved part, If o soltware aiteralt payl s iptegral. e procsss crales e selwarpaIq Al part

(operation 2716). PYhe process then etermines whetﬁer the crating operation was successful (operation

2718). If the cratfifyiFedSROCessH0f RO PArE isTHARYET 2L P5Eampl Al AR YaldpEEN® Pration 2720).
The crated file isdzavieatiim Hystéite tsysteivefte|latemretd e \Raréoptraintd 22 Rliesible tiserpiiocess terminating
thereafter. With efsrienceagaiRdo operation 2718, if the crating operation is not successful, an error
is generated (operatlorJr 2724) Thfrgaft% ,L} process.removes tf&e enttrr%[urerqorhae d(ggvta,.bﬁlse (operation

2726), and removes the sav%ae&‘a a for e sb?twa?e rgl}cur% f tmg adatas !

command is depicted in accordance with an advantageous embodiment. In this
example, downlink command data structure 2300 includes parameters 2302, 2304,
20 2306, 2308, and 2310.

Parameter 2302 identifies the type of data that is being downlinked. Parameter
2304 identifies a set of aircraft to receive the command to downlink data. Parameter
2306 is for a set of devices to send the command to the set of aircraft. Parameter 2308
identifies a set of line replaceable units on the set of aircraft to receive the command.

25  Parameter 2310 identifies a user that requests the command.

These command data structures are an abbreviated form of the commands that
allow devices, such as a proxy server application or software maintenance tool, to begin
processing the commands referenced by the command data structures. These
command data structures may reduce the amount of traffic across various

30 communications links, in these examples. The devices may request the actual
commands after receiving these command data structures. These command data

structures are deleted after being sent to the ground tools, in these examples.
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30part (operation 2728), with the process terminating thereafter. With reference again to operation 2714,
if the software aircraft part is not integral, the process also proceeds to operation 2724. Operations 2726
and 2728 are performed to cleanup the database entry and the file system entry for the failed receipt of
the software aircraft part. With reference again to operation 2702, if the metadata for the software

aircraft part is not COVVW&h%@W@%&ﬁF@%E{%%f%?Fa@QB‘F%@ ifiERAe MHtGBRREESS terminating

thereafter. The errors ge erated in rRerations 2730 an 3724 max be %to(g.ed in a*No for later use.
. ?_omm n gIS ﬁ icte accordance wi hfan advaniageous embo waent. INTOW, .
5Turning now to Figure 28, a flowchart of a process for creating a command is depicted in accordance

with an advantagé@Q4senBsamnnet Trreprivdss iNgsraelrinreguiRs SBavdyUser ifipTEsfented in library
1700 in Figure 13ydtepartaiar ctiisprocessimay trednphgoentad in command dispatcher 1724 in Figure

17. The process beging iy BEaiNg AUSPRESURS! IR GIeale 2:ARTUIANG (GbeiRSion 167R00). This

command may be received through a user interface, such as that provided through user interface system

1702 in Figure 17 RIS A QR e B e O R A R AL YIS ST he command
types include upR4RZdod ik, anolide?42 Mhehsroeeko igknetifiesa winnsamndaydevfrden the user input
(operation 2802)cdntrasannseatonhestye géeosnanshitieridbethdhe wosaseametes a list of

15parameters ang possikle values (Qggmg%gSM). This list includes, for example, aircraft tail numbers,
applicable device name’lists, and gestination line replaceable units to receive the command. The process

then selectively presenfsifRBICHIFVARRS foMHe 4424 18pErEHcT'986%) IR Selifbles, the list is a
context sensitive2#f8theinpisptiesadithtioniadoptR#as. ob eciivreg4fependasp osahenptatiors selections

made by 20the Usgli HREEASIERSFESRIYASMBRIBIRMbRE asinSMaBe sHEQRBERR PrRRRItRd list and values
(operation 2808), .The process thep vali the context of t arameters (operation.2810). In these
examples, the coaﬁ'{é?g? %éaﬁ?s?tlf\r}qé) (\elﬁﬁéns 'ggiﬁ)h user inter anceep%%neEiSﬁerggi@ﬁ%igalﬁ'féjr%éce implements
what is allowable?iifitAfn a command type 25the values of destination systems. Operation 2810 rechecks

these rules at backendThe user also may select a device in the form of a proxy server application from

list 2412 to distribute the command. Also, devices in the form of software maintenance
tools may be selected through list 2414. The destination system on the aircraft may be
selected through field 2416. The destination system is a particular line replaceable unit,
in these examples. Field 2418 allows the entry of a part number. Entry of this part

20 number provides other information about the part shown in fields 2420, 2422, 2424,
2426, and 2428. The particular information displayed about the part may vary,
depending on the particular implementation.

Field 2416 has different selectable values for different command types and the
rules are enforced by Field 1724 that are represented in control 1702 and control 1704

25 in Figure 17.

Figures 25-26 are diagrams of graphical user interfaces in accordance with an
advantageous embodiment. These graphical user interfaces are examples of interfaces
that may be presented through user interface system 1702 in Figure 17. These
depicted graphical user interfaces are presented for purposes of illustrating one

30 particular implementation and not meant to limit the manner in which a graphical user
interface may be designed or presented by user interface system 1702 in Figure 17.
Turning to Figure 25, a diagram illustrating and user interface for viewing

commands is depicted in accordance with an advantageous embodiment. In this
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1704 in Figure 17. Backend 1704 may serve other user interface other than user interface 1702 in Figure
17 that may not have the same validation rules. The process creates a set of commands (operation
2812). In operation 2812, the process creates a command for each combination of command type, tail
number, and 30device name. Of course, other rules and policies may be used to identify what commands

are created froméwmswtmg ARG |@|5PQ@mQQ$£EFm§%%QM%az% target to the same
aircraft may be I%%C{aﬁ%h t%oup%dus'rp%rtgﬁfter, gtv?ﬁ seHéE ommandg is saved in tere1§ abase in the library

(operation 2814), W e p')r(r)bjgess efminating therea erf% Wit TefErdnee’to Figtire 29, & high level

flowchart of a prddesse fbf- niathigRig sueniie o ssirEraftviRiHE 95 @& siefe@ipvacenteianes wWith an
advantageous erphadimeBpebilibie frooesmitiusinatedyibdigwel 28 sugty viedon@satented in library 1700 in

Figure 17, in dhese exaspplesds md) e RIGFESTRRABHR 280513820 THI286ESGHGS to distribution

devices (operation 2900). These command structures m e, for exagnﬁgle, delete command data

ay b
structure 2100 inBiYUPELIM AN RERSRL A HARS §WJE?U¥3°§2W?H%‘? PAA8M3Y Rfownlink command
or data structure 23081 iby Figjefén2 3omFe 38 o st daak strercagres ands semt ia viesisorivde to requests for

commands from yasiaug Be\icEZEEICH asanRipKLRRAS@ AR akAIdRE SofiM@Tedmaiatanance tool.
Thereatter, commgand, EH‘%ﬁeacESeﬁs'ﬁ’ir&ég%&?%PS@&?Rﬁgﬁiﬁ%%%?@,)péﬁ’(l&%%S%%Q‘MUSS are sent in

response to requests for the comman emselves wnen a 15€art|cu ar device executes a command.

Command stfuctffés $FeLeheHAEYBRYEA Y csrina AR IS0 184Ec&%Ne amount of traffic that may
occur from constant politigréfgreacousdeigase 1ASte dthocameh anddiletdeeesiontiakieg metdces actually

begin executing {hagRRMANESotBREe B aiRR RIQseSsUS AR dhecsO iR RBstafisRarts (operation
2904), with the process terminating thereafter. In this operation, the 20aircraft pads nt as part of the
xoaion of & e 2 0 e B e e 2 o
command struct &S b pided ifigi¥eotttance with an advantageous embodiment. The process
illustrated in Figure 30 Iistaiswiepiedtaxadptie sofipticraotap eratsontRia Atk fibFigure2Be Tihegorocess begins

by receiving a requgsh i, dR\iRG EOREIPNMOMD .5 27 1R 58 2¥aERleSHiNEHRYiFRyBRY be, for
example, a proxx/i%%revde tﬁ\%puguctﬁgggleocrtign of control 2604, expired parts may be viewed through the
selection of control 2606, and faulty parts may be viewed through the selection of
control 2608. In this example, control 2602 has been selected and valid parts located
20  within the library are displayed within section 2610 of window 2600.

With reference now to Figure 27, a flowchart of a process for receiving software
aircraft parts in a library is depicted in accordance with an advantageous embodiment.
The process illustrated in Figure 27 may be implemented in library 1700 in Figure 17.
In particular, these processes may be implemented in parts vault 1722 within

25  management components 1710 of library 1700 in Figure 17.

The process begins by receiving a software aircraft part (operation 2700). In
receiving the software aircraft part, metadata is received as well as a stream of data for
the software aircraft part. The process determines whether the metadata for the
software aircraft part is correct (operation 2702). In these examples, the metadata is

30 data that is associated with and/or describes the software aircraft part.

In these examples, the following metadata may be checked: whether part name
conforms to the regular expression [*~/:*?\"<> | \\]* and less or equal to 200 characters;
whether the production status is BLACK LABEL, RED LABEL, or BLUE LABEL;
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software maintenance tool. Of course, the device may be any device that contacts or connects to the
library to obtain commands. The process then queries the database for commands associated or placed
in a command queue for the particular device (operation 3002). Operation 3002 may be 30implemented
using command queue manager 1726 in Figure 17. The process receives a result from the query

(operation 3004),,f BREPEIEs, THE:PIOSERSAIGAIRS R CRA GRS HAL3 BRI U s RiniRg.ife commands for
the device (oper%%n 3006%Ir ;I'QI% hrocess tléﬁgctﬁ?twns the commangaqata structure to thq device
|

(operation 3008), Wlt%hﬂ%aecpro;cess t&minatn 8r85°ﬁ8'?t_y|ﬂ"‘{ ese Exan] f8§,r?ﬁtee2:%rrﬁ ué'i‘nta data

structures are créaedllefson ecrslire i) aredis M ERIRRS €| ASBtNEP 8rpiERfirdalsts, the command

data structures méeynbe e atedhanthdoeacaishiie onamnhdevieesdaseguantsomel @xniregoa a period
event, such as theg S&PoRf a timer. Turning now to Figure 31, a flowchart of a process for
dispatching command files is depicted in accordance with an advantageous embodiment. The process

illustrated in Figure 31'[4"§ MBALYRILILE RBLPiBGH b SRPSAoh 9985 Thr RN DY P Brocess
illustrated in Figuhe 8atahaseliethephernetoradaira 26 oiénterspelraswonihyand (o Odigidateher 1724 in
Figure 17. Attthis poiRg RdbePracessyifipsievice s seeeivadiq inaimesnshdata structure for

processing. The %%Xi&ﬂ#ﬁ%@%&@ﬂ&%% Piogesaing ol iie cammand hased on fig, gmmand data

structure. For example, the device may begin to establish a communications link with the aircraft. The
command data sWﬁéVﬁF‘é”bF%?ﬁ&%@’éﬁ?@lgl)en SHRFATAGEHCTOE T AR ERY FEHEAT Yarious processes.
The propagationfofahentonhthafi totkénagcrafsofiowe\acreégaites dddittonatéafeenation in a command
file. The process hegishyseseivingR LRAyaREARORIBRNG fHe Sramar daviee (apeyation 3100).
The process quefies s dajabase orha command identilisdby i device (RReralign 3102). This query
is made using a uniqpue identifier previously sent | J0the command structure. The process then

receives results fRSTRMR¥ECERIRHRAG PeraP8aeaiorsErat ] B187 thethledexantples, queries the
database based eravedammsaved D drdiletysiees(aficiatomirtRantitrisgivogretisencg memniapthyedich is used to

created a crated jyeFsigfepPinibgceMMaRh i SIRNSIG O BRrlABI YAEE 1 ABREALIOPHLGAcould be
the status of the received operation for the software aircraft part.

When the receipt of the software aircraft part is complete in operation 2708, the
process determines whether the part is integral (operation 2714). This operation is

20  performed to determine whether the software aircraft part is complete and whether the
part has errors. The check may be made by matching a certificate to the received part.

If the software aircraft part is integral, the process crates the software aircraft part
(operation 2716). The process then determines whether the crating operation was
successful (operation 2718). If the crating was successful, the part is marked as

25 complete in the database (operation 2720). The crated file is saved in the file system
for later retrieval (operation 2722), with the process terminating thereafter.

With reference again to operation 2718, if the crating operation is not successful,
an error is generated (operation 2724). Thereafter, the process removes the entry from
the database (operation 2726), and removes the saved data for the software aircraft

30 part (operation 2728), with the process terminating thereafter. With reference again to
operation 2714, if the software aircraft part is not integral, the process also proceeds to
operation 2724. Operations 2726 and 2728 are performed to cleanup the database

entry and the file system entry for the failed receipt of the software aircraft part.
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25redundant. These results are used to create a command file (operation 3106). The process crates the
command file (operation 3108). Thereafter, the process returns the crate to the device (operation 3110),
with the process terminating thereafter. With reference now to Figure 32, a flowchart of a process for
dispatching parts is depicted in accordance with an advantageous embodiment. The process illustrated in

30Figure 32 is a more dgtailed JRSCIRIPR 85 QRRSABID2I MU IR TIGUIS 89 REMNIAESSS tthis example
may be |mplementedlsuns$pgocont1 an Ir()(g!%ss%atcher 1724 in Fl%ugrae} (?}%FE%O rocess bc?&lgs by receiving a

request for a soﬂ%&tre aircraft %arrt]?r%m a dgfelﬂ:eéa@%%?a jon hep oless ((qaLPerlesS the database for

the software airciefpaingopeieditsh 3PEHTTREPrIeEsSTORfEgE A ¢ a8t warelaircraft part from the
file system (operaiest 3204y andhiattisyes metadata for the software aircraft part from the database

(operation 3206). The pragess dhap AGIRIEES 2RJNRGH sheskandhe saftware,alkraltpart (operation

3208). The integrity check is performed to ensure that the software aircraft part has not been corrupted

while being store®PIH7¢ IREGAE TR M AL AR RIARCYRPOAMSTS P8 PETEeRilySPEEE ses, including
hashing. A deterfrigtHE@8 Banhdéraierecnineindbrame Stiinfiganeidft pareidcvialidibhaBedesa the integrity
check (operationng18Y iHplbe&alnareairciaftapapdtis sl heragated software aircraft part is returned to

the device (operation 3123 uith s pragsseiEINAY0g helsafer, Qe ileaandyf the software

aircraft part is not valid,_ an error message Is returned (operation 3214), with the Pégcess terminating

thereafter. 10 TRy MBS ERYIHE' 3502 REWEHAHE Bro J4s0R Fe GUELATSBORINERES is depicted in
accordance with tarregivasttaigeoiasessyiioniAT@atin Figuprdde s ulastnayeetlrriige ré BBenay be performed
by command queugmiaRageSs1indh:k Riginpids! - THaigokmiiRCe seITbIgad dpirRmRve IrRmmands from the
queue in the datappse afier ine.commands.nave bean pIagessed .o ind 1T BIRGERS GHINS by receiving
notification of a command execution Poperatlon 3500)."fn this exampfe, the Hotification i< received from

the device executing the €SPRATAARI IMPHEPEIIsEMBRk K BitRe EuhRRSPRT dpRPIEdessRtiSted group
(operation 2033(02)airkisroaklposiperfaineedopsintpa 26804 eTde itifierdoethiercommpand. Additionally,

other commands assaciafetMiLRthe fxasutes, cOMMRNER alfredunsat FRTUpaRIS fhatimay have been

sent to different QIevice.s f?ﬁ the sam% a.irrcraft. The process m rks and d%%Lf.eyes the command from the
Q r?ﬁelve e command. [he process then selectively presents the list and values to
command queuein the

the user (operation 2806). In these examples, the list is a context sensitive list that
provides additional options or values, depending on the previous selections made by
20  the user.

The process receives user input selecting values from the presented list and
values (operation 2808). The process then validates the context of the parameters
(operation 2810). In these examples, the context sensitive values exist in user interface
1702 in Figure 17. This interface implements what is allowable within a command type

25  the values of destination systems. Operation 2810 rechecks these rules at backend
1704 in Figure 17. Backend 1704 may serve other user interface other than user
interface 1702 in Figure 17 that may not have the same validation rules.

The process creates a set of commands (operation 2812). In operation 2812, the
process creates a command for each combination of command type, tail number, and

30 device name. Of course, other rules and policies may be used to identify what
commands are created from the user selections. Typically, all commands of the same

type and target to the same aircraft may be logically grouped. Thereafter, the set of
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database (operation 3304). The process also dequeues all other commands in the 25group (operation
3306). This dequeuing of other commands prevents redundant commands being dispatched to different
devices in the future. Thereafter, the status is saved (operation 3308), with the process terminating
thereafter. PROXY SERVER Turning now to Figure 34, a diagram illustrating data flow in a proxy server

30 application is deRiciRGSIR a5k daReepvi anirdAaNaaeeysaBhogimeRirRFpieEker application
3400 interacts W|th comrooqqents éuch as library 3402, software maintenance tool 3404, and onboard

electronic dlstrlbu?f{)nrllngﬁls EnY 3408 In these examples, on ground component 3408 provides for transfer

of information between\iBr&¢{p3202 tahte8FHSUR IECEEh O Wb RIbotR AreyRie fAr3IBIING  Library 3402
may send new ceoimasds-ant goftiadepiitelaitjoasts d0cproity sServesrapplicationbddid@dmessage Al). The

results of the-progrs3ing.0f INRKS LRSS AR PARLIAY P& AR MY FE07 by proxy server

application 3400 as command status information (message A2). Additionally, proxy server application
3400 also may sEhGEEWHTMR'Ehd event log files to library 3402 (message A3). With respect to
transferring informatior heithasabobedird dutrenitndiserioritshsgystenes Sudistriontigralavieomponent 3408 and

proxy server appligaiign3496d Mayisend rhRewsaosirandsyad ispluaigaideral aantsiaionboard
O o B BSIS A0 EERR0C i COMAT. S DIoZAGHIATH A B8 urmed o on

ground component 3408 identifying the status of commands and Earts sent to onboard électronic

distribution $§stefiR"44% Wg%gﬂ%t)a AYGitsEIRP B e HR%Ee LHSTH CUTEHABY GBHCYf&fem 3406 may
send downlink file® teeoringrspnosedopavresitt 840816{ndedsmyeaAB)s Peoxysserebra840Q0osyan example of a

proxy server appligatipsbeslibaD Y5 Hah@RpHsatipn 3606 in Figure 36. Proxy server application
3400 may send new comman ds and arts to softwa{? alﬁtenan e toal %égqﬁsage A7). Software

er, com les are sen eVICEeS eratlion
maintenance tool 3404 maé return command Status after the proce sin files (message A8) and

send downlink 20fBEYEEHETB§ (IS SRS R9) e Bisardha RIEENSs g AT WesiMtetiashce tool 3404

15 particular device executes a command. Command structures are sent instead of
sending command files to reduce the amount of traffic that may occur from constant
polling by various devices. Instead, command files are sent when devices actually
begin executing the commands. Thereafter, the process sends the software aircraft
parts (operation 2904), with the process terminating thereafter. In this operation, the

20  aircraft parts are sent as part of the execution of a command.

Turning now to Figure 30, a flowchart of a process for dispatching command
structures is depicted in accordance with an advantageous embodiment. The process
illustrated in Figure 30 is a more detailed description of operation 2900 in Figure 29.

The process begins by receiving a request from a device (operation 3000). In

25 these examples, the device may be, for example, a proxy server application or a
software maintenance tool. Of course, the device may be any device that contacts or
connects to the library to obtain commands.

The process then queries the database for commands associated or placed in a
command queue for the particular device (operation 3002). Operation 3002 may be

30 implemented using command queue manager 1726 in Figure 17. The process receives
a result from the query (operation 3004).

Thereafter, the process creates a command data structure containing the

commands for the device (operation 3006). The process then returns the command
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may communicate with onboard electronic distribution system 3406. Software maintenance tool 3404
provides an alternate route for exchanging information with onboard electronic distribution system 3406.
Software maintenance tool 3404 is located in a portable data processing system, which may be moved
from a location associated 25with proxy server application 3400 to the aircraft in which onboard electronic

distribution systeg3406-isioRAiRATRESE etals RsesaRoTinEw . 5a0tE Apaihuiik tesReckio the

description of sofLware mai ten%nce tool 34 z% b?low. Althoy h the different interdactions have been
. . these exam es, the corfnmana. a structures are crea U{)Oﬂ a.request by a device .
described in a particular-ordéer, any of the different messages and interactions’may occur simultaneously

at any time. 30F&rERaMBIESpre3ise AP phtktit SADUFNAY e sHES AN BRI SARGAHRE raft parts to
onboard electroniedlistriboinosyistgric34e6 aisticos antectsnenonhweadelecisome distriiien system 3406
downloads dS’W”Q%rQ@Jﬁ‘JPan%V_ server 3400. Further, proxy server application 3400 may
simultaneously service mu,IrtPiéJIe aircraft clients, such as software maintenance tool 3404 and onboard

electronic distribution sySPUH 408 Fiaurgyith FREREF SR a5 e (e 5B i GRS titing a proxy
server applicatiofs igedigjsidiedénostrmelaite envdyanteaesntadedinseimbor iasassksipisdrver application

5 3500 is an examplgureemantationcafiptaessanier applicalinnssd mdugure. Srhdlpritisexample,
proxy server applicaiian Sr00 inelydes.contahRINGGES B2 iHaRRSE drd.diif-sygtem 3506, on ground

component interface 3508, software maintenance tool interface 3510, and on ground component 3512.
These two interfatE8HEy HEMHTEMENTEd using application programming interface (API) calls, in these
examples. 10Databasé\B5B84 cohtaths ponssratidsiproedssoddsivedatroinpravedat350&:tEach of the
records in database,RR84sMay e pEHcENa5tptHsaf SHFRMPBARGINGOF BXNRIRaR IRERELMAaY identify
whether a comm riwsdcg%s be(ggapggﬁggtﬁeed, as \évgrlna;ettt}% target aier]crgft anqd farget Iige replaceable unit on
the aircraft. File system @86 stpres_soﬁvx?a_re aircral parts and downlink data, n ?ﬂese_examples. 150n
ground componefRM3BYPGRIiansditivale ESrASABNT fif SRE)EErTRIR SBPREARBIP BST0SHIEI¥Bmmunicates
with the onboardigtectaomdaistebation teysidomovatioesgirocafisdOn Tgropgdagartivparant application program

interfaces 3508 Wﬂ%&%‘%@*ﬁd@ﬁy%ﬁ/é{%@ﬂ&%mwitmmﬁﬁér%g%tﬂ gxehangs Kiformation with on
ground component SSJT%.eOn ro%nd.corgy)onent 3512 fun? ons to aIIov(\! A0y processes, such as control

20process 3502 in proxy Serer %\p%?fgatl A3500°td 'Ednimuniate With an onboar
(operation 3100). The process queries the database for the command identified by the
device (operation 3102). This query is made using a unique identifier previously sent in
20  the command structure.
The process then receives results from the database (operation 3104).
Operation 3102, in these examples, queries the database based on a command ID and
retrieves all the information about the command which is used to created a crated
version of the command in extensible markup language. Operation 3104 could be
25 redundant. These results are used to create a command file (operation 3106). The
process crates the command file (operation 3108). Thereafter, the process returns the
crate to the device (operation 3110), with the process terminating thereafter.
With reference now to Figure 32, a flowchart of a process for dispatching parts is
depicted in accordance with an advantageous embodiment. The process illustrated in
30 Figure 32 is a more detailed description of operation 2904 in Figure 29. The process in
this example may be implemented using command dispatcher 1724 in Figure 17.
The process begins by receiving a request for a software aircraft part from a

device (operation 3200). The process queries the database for the software aircraft part
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electronic distribution system without having to be specifically designed to communicate with the onboard
electronic distribution system. As a result, control process 3502 may be change or modified without

having to include protocols used to communicate with the onboard electronic distribution system. Further,
changes to an onboard electronic 25distribution system may occur without requiring changes to all of the

processes in pro@bé%ﬁ%rﬁ@ﬂlcﬂﬁé’ﬂr&?&@rHﬂ%@@sdbh@‘_E}gtEGQBﬁ\Wa% Qfﬂé}ﬁﬂ‘ﬁ%rm%*?ﬁerﬁ‘l@de toon ground
component 3512. ) 1oftw re %Qten ncF_tooI %Peﬁ)llga}tg?n FP:O ramming m%erfa%:‘es 35110 provide calls
that may be used Sg'ye{:no Ot?gﬁad%cess )356 "o commimicate Withoa Sotfivafe somantenance tool. The
structure and or(iaiPaid(PBF@eaI286)353042 RIAECRfEREISREAPBZDB iSO HY Sitfile®téthat used in a library
within the softwasefaisesafi-@aft naiotnranecs208)iranmerigrifiiogispériigtines Beedireliagrams illustrating
data structures uged i fatahaser 304 iR Figye 3o asdepitieddn acepdans wityap advantageous

embodiment. Command result database table 3600 illustrates information and records for command

results. Commaritl FesIIPHATABAS FiRte 46V MEl S enirsrerre sl i dBe A3 9802, 5command
identifier 3604, ground/stRtasTBE0eN drvese st RETS [tkase @O acoainrardstyalid BSSER, aircraft identifier

3614, and devicetiant&yd Lheck (ofernandoesuliddenivies Sebatpaigrelyideniitesa specific command
resut record. and gmpmand Jsoiier33R&0 Ruehy denifieniapaoTiGpREIgbdLecord. Command

Identifier 3604 may ound In various tables to relate data in the tables to a 10specific command record.

Ground stattis 3608 RIREHEE BRESHGR LAY v ddhifr At @ ALl SegR 8oWRIth #ay be from an on
ground componesit@masagbdareletectiopicattsti3B idio Wity ite pacetsdsenmetingdleseKiecraft status 3608 is

a command status messageythal €aRiguigingte flarpnan S gretid LMRERERLRLAMaNRAard electronic

distribution system. .Tp% %round status.{' entifies tthe status f&he ulpI'Lﬂ]k or down in o{ ]d5the file being
. WCS aCCOI’dﬁIhC.e witn an a?‘.\e/an a?eoucf emﬁo iment. € process liustrated in
uplinked or down1| ed. IS Information provides the percentage completeness of the actual

uplink or downlinki®fiheeVE&dreereeh YO REs B ateoMatPasrd Sartie ' 8at(is TUsing an uplink as
an example] a statosesassagetofone«goartendtferidiewed bynahentbbdkdafier status message, then a
three-quarters d%ﬁ]mme@@gnfmgggsgegpne 20status message would all be sent as the contents of
the file was being Sent'ltlgetg%cess begins by receiving notification of a command execution (operation
3300). In this example, the notification is received from the device executing the
command. The process looks up the command and its associated group (operation
20 3302). This lookup is performed using a unique identifier for the command.
Additionally, other commands associated with the executed commands are redundant
commands that may have been sent to different devices for the same aircraft.
The process marks and dequeues the command from the command queue in the
database (operation 3304). The process also dequeues all other commands in the
25  group (operation 3306). This dequeuing of other commands prevents redundant
commands being dispatched to different devices in the future. Thereafter, the status is
saved (operation 3308), with the process terminating thereafter.
PROXY SERVER
Turning now to Figure 34, a diagram illustrating data flow in a proxy server
30 application is depicted in accordance with an advantageous embodiment. Proxy server
application 3400 interacts with components such as library 3402, software maintenance

tool 3404, and onboard electronic distribution system 3406. In these examples, on
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onboard electronic distribution system. The reporting of each message would be an indication that the
appropriate amount of the file contents had been successfully delivered. The same may occur with file
contents being written to the ground component during a downlink operation. 25Date 3610 identifies the
date that the particular device sent the command result. Command type 3612 identifies the type of

command, such @%Hﬂ'@&ng&%ﬂ inko PP AGIRIE TAHSFRILIAENIRTE6] BB BcHMUR Yabseidentifying a

specific aircraft W|th|n w{lne S Jleet of alrcr?ft Ig vgce name 3616 identifies the name of the device

sending the comRNand FETite 'St”r%%'f/)%é Ver app Ication. 30Turning now to Figure 37, a diagram of a

downlink file database t&e/ 3448 pietetri aevcrerameadrith e BtggrEgabasrsrtbidiment. In this
example, downligkite siatahadse 3abdgB3¢LadiustiatBsirfanmsationr inaadeinglinktite database table.

Downlink ﬁlet‘;dat@pn%ﬁ%r‘iapl%g’%ggs'HQVQQ%%WJH%H ifEroRRY i %33%&/@?'%1%9%?{'%03704 device

3706, date 3708, file name 3710, file universal resource ocator 3712, and file status 3714 With

reference now to EigfliPe'3% B REaHE BIFS TR YR QTR AR LAY BRKES Al BMted in
accordance with 39@&disamayeonsdombngiandravant thisfliegdaiiiensdémimatiaatsbase table 3800

represents commandsyhilesgernivanssresayisrsraiabase daklerd 3R reptesantstpmmand resources.

Command databgse ahlg, 3890 goﬂ%ﬁl‘riud@o%%‘aﬂém%‘lﬁd%%H%fﬂ%%%%r ggk@&%h%%ﬂ%f?&% application

name 3808, command type 3810, device name 3 system name date 3816, servicing status

3818, prlorlﬁp38é’ﬁw6(ﬂ‘??m%ﬂﬂ§ @PSL?B':W%aE?ﬁ@BWQHW%?ﬂ“%@V%@H‘W 6t Rand path 3826.
Command resoudd€8 thatedrascitible @802nmelatde tormriencd aebeuetenekkinifieg 8828, data type 3830,

application stand&ﬁqp%aézb k2% @émmgm@%@téﬁ%&m@%@pm&%&aw&duction status 3840,
release date 384%&931 (ﬁ,} c?'sg 44 S Sem ﬁoﬂ%te%seax %g on, 3lon? % r% Zggp(mand identifier 3850.
rces able

Command resou entifie ommana resou atabase are so?tware aircraft parts

in crates for upI|ﬂ5€&ﬁfﬁéﬁﬂ%ﬁilé@ﬁéﬁiﬁ%ﬂ6‘ﬁﬁ'@b@f@§ B PRSIPHNAICLBARATRAAE&iNd files or software
aircraft partfiles {orselgterdpnimandsiver 3400 imamandnigdntifie p3804anviqaghicatentifieshthés specific

command result feoord. HitRignRdASNEE6s Rg05uidenifies a particular aircraft. Application name 3808
identifies 20the line re aceable unlt d[the‘,@rcraft For exam le arPdollcguon name 3808 may identify a
cation S

particular line replaceable XURit. DfhReRame gﬁaf’&l |es m erent devices fo?ﬂvvﬁlch the command

is dispatched to &PAiROTES TR HEidBaranse %ntﬁ%@{@’@r%&ﬁﬁ}ﬂ@@%&ﬁf&ﬂ%ﬁ@%ﬂi server application
or software maintenancel taaldaftbese pxampiesotioanaiing (Maydagarm)eatfischnamavioinkne particular

proxy 20 files or event logs (message A9). In these examples, software maintenance tool 3404
may communicate with onboard electronic distribution system 3406. Software
maintenance tool 3404 provides an alternate route for exchanging information with
onboard electronic distribution system 3406. Software maintenance tool 3404 is located
in a portable data processing system, which may be moved from a location associated

25  with proxy server application 3400 to the aircraft in which onboard electronic distribution
system 3406 is located. These details are described in more detail with respect to the
description of software maintenance tool 3404 below.

Although the different interactions have been described in a particular order, any
of the different messages and interactions may occur simultaneously at any time.

30 For example, proxy server application 3400 may send commands and aircraft
parts to onboard electronic distribution system 3406 at the same time onboard
electronic distribution system 3406 downloads downlink data to proxy server 3400.

Further, proxy server application 3400 may simultaneously service multiple aircraft
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25server application or software maintenance tool. System name 3814 identifies the name of the system
on which the application is present. Date 3816 identifies the date that the command was created by the
command dispatcher in the library. Servicing status 3818 is used to identify the status of a command.
This field may identify commands that have been successfully sent to the onboard electronic

30distribution sysigmsanektoidentifycammensis.ihabissefyars-mainteranss dartfiasdeported as being
successfully uplinked to Q&onboard electronic distribution system. Priority 3820 is a value used to

order commandsS\V\ﬁtt%rpn?’que'ues for distribution to an onboard electronic distribution system. Command
group 3822 may be usédftdsifege eominainrse GpatetiaghrinihaticiBea BanesArRie@ptigiddile containing

the crated formats(ﬂdb_ietémrnﬂﬁbaﬂdaﬁ‘d@tﬁm earmimanagpail 38R6dimenpatioidestifyingtheatpeation c_)f Wh_e_re
the grated commang is staredh i ER&HF%@HQJ&?Q%F&? datrbasgitabls 388 nGagumassl fgsource identifier

3828 5 uniquely identifies the command resource record. Dati?%%/ e 3830 identities the type of data for

the resource. Fof BX&APRISHRE YIS YpaRRSH158 P8R RUILY pRes? AMe. BRRSF 3836 identifies
the intellectual p9érfilcosvpiemoiiffe softivard edrepafiephinicNacndIG3sofomiTe maimenshtse file or the
software aircraft parinierifesss examplesgBuad detiporsiates13840 ddemdipstheratyalion status of the

software aireraf ABRRELINIOLR CEBIR. NS Siglim maXheJor axAmBle, e Jebel beJabe, o black

label. A red label part is a non-delivera roduction quality hardware or software part under engineering

developmenif A blue 1487 RPMGAFABE STMANTA RITRES SRS f7EHER) RECGER 34 1856 FRbry
environment onlyh@Argtacis ialselgrare S ¥hsmaredtiy tthushors réadpramdrcartbecdativéred to an airline
customer. 15Releaseidate d84d idestifies theAale hatiba spiwasepicialt pathindhrcrate was
released. Supplier, 3844 \dentiies the supblier of#he saftvare, aicralt partsEath 3840, ip these examples,
identifies the location o theso ware_glrcra part. For example, a u |vers§'l resource locator string may be
used for retrieving"B&PaAs erd e erpikAriR dfeSBFEEAIRR date that the certificated used to sign the
crate expiress 20Comntargtadentifiep38o0 Jadentifie sofhveespesifipadrdiafproayseandagptiontion  Crated

command files mesobg assAciAREMEhRGRE R RESmmRN IARIRRY RieHNshthe fileaame in the

crated command field in combination wi}h he file path. strli_%%éssg%are a'rcra] Sﬂ?rt cratg files may be
da

. n groungd component application program inte rovide ca at may be
associated to recordsn the command resource tapbie in command resourcés datanase table 3802 by

storing the file na$Rs iRy raRYe Z8IB SERBomernbanse Witinaaing pathestaynd compoprRud D, a diagram
illustrating an airplane cemmandclapabases bl aistdepictatbin agoardases viibha acvwantageous

embodiment,In this exagpie, aFRIAaE-AAMMANE SIRIBRASS (BRISAAAR ATRYides:Agaxample of information

found for airplane o _ . . . .
electronic distribution system without having to be specifically designed to communicate

with the onboard electronic distribution system. As a result, control process 3502 may
be change or modified without having to include protocols used to communicate with the
onboard electronic distribution system. Further, changes to an onboard electronic

25  distribution system may occur without requiring changes to all of the processes in proxy
server application 3500. Instead, modification or changes may be made to on ground
component 3512.

Software maintenance tool application programming interfaces 3510 provide

calls that may be used by control process 3502 to communicate with a software

30 maintenance tool. The structure and organization of database 3504 and file system
3506 may be similar to that used in a library within the software aircraft part

maintenance environment.
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commands. Airplane command database table 3900 includes airplane command 30identifier 3902,
message identifier 3904, airplane identifier 3906, command type 3908, and command XML 3910.
Airplane command identifier 3902 is used to uniquely identify the particular aircraft command record.
Message identifier 3904 is an identifier for partial downlinks related to a particular downlink command.

This identifier is generaigdifgrsipiyRiindies thah arrsRisingirg sulh f-acdouniing Grmmand sent to the
onboard electronégodistrguutlon stem Command XML 3910 |de tifi S the ext%[ §|ble arkup language
C

document file format of the pr)%?u cufar 7% (5%en 'Hkag%orhdr%r}fr? a?r{heVan &rd eT8EIPONIE Uistribution 5system

sent that will be redfiEver vfselh dpERATB ARG éﬁ@@tﬂbﬁf@@ﬁ%tﬂ@ﬂﬂéﬁ’@ﬁl‘éfﬁ%%@ét@oﬁ"ﬁaﬁﬂal downlink file.
In these examplassihe difereatidabies iaaydie redaicddnieactesihienthroughuthiecanaesod, identifier. The

different databasg,faQle, dRilntHRPS e é%ﬂﬁf%‘?ﬁﬁ 8698 IRMRNIS 8688 daK. e proxy server application.

Different processes may use one_or 10mare of these tables to indicate when a record is inserted,

updated, or delef@d M HHH G PSR BRIGIPLA SO LG A G X PIRRS Server file system directory
structure is depicted inCacovpddesuiiidandificad oo taipelystamibiedinrmetiin ebivnaxargsiét directory
structure 4000 reprereRisadiersyatridh it GEDY St ieehifectosystid CitmattDR ésran example of one

type of directory sYWGILLS | .ﬂé@%éb% W‘S%Dﬁ%qn@ﬂof]?@é@ﬁg‘régt@dé'?a A%é%%?eé?frgamy structure

4000 may identify different types of files stored within a file system on a proxy server application In

these examples, %ﬂ’i‘?@'@fo‘fﬂ}'@fiﬁ'&%%%@o@rﬂﬁlﬂ&?é%rﬁ?@ﬁ 'ES?Hﬁ?ﬁﬁa%oﬂ'éﬁﬁt'@?ﬂéhmﬁnrHﬂWnI|nk files
4006, downlink fil¢susreteseadt308hdowralriie fites parxiad 4010 carciaved eventilledogdetdddc event log

4014, and tempogamiiiies 40k6m ThisdypeahdRdirectant §¥éﬂf4@%éﬁ§~§6&ﬂ@1§%@@aﬂ§s in the file system

as well as to |dent|(1;g or Io ae files. with| the file system, in these {IIustratl e exam Turning now
can originaje from an on-grognd’ com 0 ent or a oar g 8
eplcte in accordance

to Figure 41, a flowcﬁa?r? a process for receiving information from a li Inbrar
with an advantagbiuEemsyal fﬁ%nfhwmw%ﬁgﬂwm@eﬂti&eﬁme&aﬂﬁ&éﬁﬁtéa m< ARk flay be
implementedsin cbafilel piogesin8eDaridodbigette 35. This process is used to receive commands and

parts from a library in the sofﬁwg;,q@}{:g@ﬁ Br’gmggmge‘;@ma%@\@gg{yg@ﬂgs;lgﬁ@gg@gs may be initiated in
response to an eve ?rﬂplte thﬁ ven lhmat)é ?the expgratlon of atlmer In otheg embodiments, the
c‘jﬁ the ac ?n al%

e ma I rate status.
event may be cau% er sources. FOI’ exam e e\yenef m%\y %e ?Ia?é)a By a user |nput
Using an upllnk as an example, a status message of one-quarter done, followed by a

one-half done status message, then a three-quarters done message, and finally a done

20  status message would all be sent as the contents of the file was being sent to the
onboard electronic distribution system. The reporting of each message would be an
indication that the appropriate amount of the file contents had been successfully
delivered. The same may occur with file contents being written to the ground
component during a downlink operation.

25 Date 3610 identifies the date that the particular device sent the command result.
Command type 3612 identifies the type of command, such as uplink, downlink, or
delete. Aircraft identifier 3614 is a unique value identifying a specific aircraft within an
airline’s fleet of aircraft. Device name 3616 identifies the name of the device sending
the command result to the proxy server application.

30 Turning now to Figure 37, a diagram of a downlink file database table is depicted
in accordance with an advantageous embodiment. In this example, downlink file
database table 3700 illustrates information in a downlink file database table. Downlink
file database table 3700 includes downlink file identifier 3702, airplane identifier 3704,
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30The process begins by identifying successfully executed commands (operation 4100). These
commands are ones that the proxy server application sent to a set of aircraft in which the processing of
the commands occurred successfully. The commands may be, for example, to delete a software aircraft
file, load a software aircraft file, or downlink data from a line replaceable unit on the aircraft. These

commands may Re, jdesiiediironydedatabase BIMENG RIS SRB(REABRIGRESN,, Shghis database 3504
in Figure 35. The P?rtlgyﬁr_ commands may be 5identified from command identifiers in a command result

database table, SUCH a$ command result database table 3600 in Figure 36. The identification of these
commands forms a list/¥fctsiraagrdeeih i Fasee Bt (RO MBRArGNOLPETEITER EPORLeOBERANSs 4100 and
4102 are used tosesglco oupland istatus-dataenaiicm taithetlibsany . Nexstittetpraceissxeaprsts a command

list from the libragy, (RcIRH0AEL04LL YBRFFHAALQSIHRAHOMIAG 0 Al RIQFESSING Of new

commands for distribution to a set of aircratft. h%%rocess receives a response from the request

(operation 4106) AR8e& ATt S RHRER R B UAEHREP Y B mRANE ANt 8 PRaER BH'T A response
(operation 4108)ingledes ramanaddisteryifiest 3@teivistanh édpritersis 86y apnliteowithnfo3888v command present
to process. Otherytis@atiaeypessss disictamaragiansdsistaiediyibin Ikikagmahaseiibat are not found in

the new command, sf 66 (Ag {PRAS IRIRLYGREIPION 413Q) comnlhARBATIGN AL G, he commands

that are present in the database the proxy server application that are not included in the list of

commands tétrietREaTRSMAHE ﬁﬁ?ﬁry are considered to be unnecessary for the proxy server application to
process or handle. 20 Tuis fiesaitti resmabessdtriabkib e pp ith@B8aR thdridat versmarce depweotnideaties that are
supposed to be pieesset@akisunshem siieeaidara s seryat g@@%@@ﬂ@@l&dﬂsmmsxample& If the
proxy server appligation re s acommand a e comman nce user re processing,
the command cle el b e IR AR SBRENE 847 BEITE, A 6] R Sy somver
application will n6tA8 CSRIEH2S fricctiitnarFrmReNsiisr isitaahds YUMAL AUy cle in which
commands ase réguétiedh borthismacsverces userbasa)taid BB alethefteammiana's fatsirparticular proxy

server applicatiop, by delefiakRending KOREMARESHRNAhat R SSTYSHARRICATAR-foma command

gueue screen. TIF reafter, the rocess stPIres new %ommands in the database (operation 4112). 30 In
es or software aircra tgarb iles fﬂ{ delete copmmands.
these examples,{ e command list may bein the form of a command data structure. The proxy server

application will selectivetnragjifisetibcs P4l worHaharastifieesetpesiEinasimani seraieRrLeidat some other

point in time.  Airplane identifier 3806 identifies a particular aircraft. Application name 3808 identifies
20  the line replaceable unit and the aircraft. For example, application name 3808 may
identify a particular line replaceable unit. Device name 3812 identifies the different
devices for which the command is dispatched to an aircraft. The device name identifies,
for example, a particular proxy server application or software maintenance tool.
In these examples, the name may be a specific name for the particular proxy
25  server application or software maintenance tool. System name 3814 identifies the
name of the system on which the application is present. Date 3816 identifies the date
that the command was created by the command dispatcher in the library.
Servicing status 3818 is used to identify the status of a command. This field may
identify commands that have been successfully sent to the onboard electronic
30 distribution system and to identify commands that a software maintenance tool has
reported as being successfully uplinked to an onboard electronic distribution system.
Priority 3820 is a value used to order commands within queues for distribution to

an onboard electronic distribution system. Command group 3822 may be used to group
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The process then selects an unprocessed new command for the process (operation 4114). The process
requests a crate containing the command (operation 4116). In response to the request, the process
receives the crate (operation 4118). The received crate is then stored in the file system (operation 4120).
The process then 5 determines whether any unprocessed new commands are still present (operation

4122). If additiongl Hnpracessed NeNnRRMIMBDE S are me%mhmem&qsﬁnwa%t@a @Rgfation 4114 to
select another unprocessed new_command for pr azénga LnQihenwise, in operation 4122, the process

determines whet etr uankmcomméaﬁ %)rrg”p‘)argg e néRcommands recelve'arkopera{lon 4124). If

uplink commandd ai&aehresErnGis Eﬁﬁ?{ﬁ@cessed upllnk command is selected for processing (operation
4126). The process themdeteaninesoneeshersasatantoasal)iaghanaoitveaseray eraitiparssdgalready present

in the file system, fapcigtiendite®le I&ﬁnﬁ@“@ ISBIFSENIRE BIREERR HHAS MR IRMARGHAUAR, 4124 as

described above. If a crate is not present, t grocess reguests the crate containing the software

15aircraft part co??éas%mﬂﬁﬁs?é‘ e E8h‘?ﬁ?£?ﬁ5 O dRHE | Fan(d’ﬁearﬁﬁBWaﬁ%?raF Bfe3kfer, the process
receives the cratigopwyerici$pLEe)Hird brodsliiséuelaterritinviRy sl/bepeitoprerationfdisy). The
process then retwasdas33aratio e 4f tacimiasnmee siatbeiraddipsanah unpesessadsuplink commands

are present. If additiong] yigy 89‘2%?89#%%%%%%%%&{& @%hPsr BRIt 3R$£eoa(f%§§f terminates.

Otherwise, the process returns to_operation 4126 to select another unprocessed uplink command as

described abbvePa't W'Blﬂ‘r%@f@?egﬂﬁoﬁa&ﬁﬁ@bpﬁc@ﬂﬁrﬁ‘?&ﬁjF@%i%hﬁi‘éﬁ%@k YrARREREG messages
are created and recorthbd| pertesercbimdidatiagi¢hatodhetprosyadriredapsicasigiwsceas siuly connected to

the library is one giaRiFRGRISREbEMER. I%ldma%\éem@éiesuﬁ@ti&gmm.ﬁewdreqeyﬁammands has
been received from the \%ﬂ%}( is another even th t| rleF% qed An event is, als cordeg for each

envirgnment on art’js considered
command that is placed into a queue for an aircraft 5 itied tﬁe commanpc{ qist6f Successful

commands sent # S NBPASIHTESF e AsHHA ﬁiaﬁ?@eén alrllne Wlth planning maintenance operations.
30Turning now to FiguReld2scadcionaddaridof iy deessidonsend g vdowalickfifest io tdibratey is depicted in

accordance with @&M&%@@geqya.@mb@ﬂiaéﬁnﬁe;f fe Quesﬁe‘?%ﬂ{heg@ﬁ%rmaﬁmﬁ%é}? &y be implemented
in a control Procegs,s cp as contr roces: 31 % hIS process |Ilrys£rates the different
B, int oca o he software aircraft p

ese examp es, identifies a
operations that occur
example, a universal resource locator string may be used for retrieving the part. Crate

expiration date 3848 is the date that the certificated used to sign the crate expires.
20  Command identifier 3850 identifies the specific aircraft command record.

Crated command files may be associated with records in the command table by
storing the file name in the crated command field in combination with the file path string.
Software aircraft part crate files may be associated to records in the command resource
table in command resources database table 3802 by storing the file name in name 3838

25  in combination with a file path string.

In Figure 39, a diagram illustrating an airplane command database table is
depicted in accordance with an advantageous embodiment. In this example, airplane
command database table 3900 provides an example of information found for airplane
commands. Airplane command database table 3900 includes airplane command

30 identifier 3902, message identifier 3904, airplane identifier 3906, command type 3908,
and command XML 3910.
Airplane command identifier 3902 is used to uniquely identify the particular

aircraft command record. Message identifier 3904 is an identifier for partial downlinks
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when a proxy server application sends a downlink file received from an onboard electronic distribution
system to a library. This process may be initiated by an event, such as a timer. This process may be
initiated at a different time from the process for handling commands that is illustrated in Figure 41 to help
spread out a traffic network 5and reduce congestion. The process begins by identifying downlink
records for untrapgiesied sipuvitink daiminkbs,dasabaseilonsraien 4209k dstesminatinnsis made as to
whether unproce%s?d rec?rﬁls are Pr?sent |q_t e databgse (to ratio 42(92.). If unproe s%.ed records are
that are 80 t eras Ito adowr] in %?mman sen Eﬁ?he B oard electronic dis rﬁ)u IOQL
present, an unprocessed record for a downlink file is'selécted for TOprocessing (operation 4204). The

process sends theYFitedrrBEIMY tELdBHA IR Biaatts BeEEnBREY@ e A EROBCUMRetdiTter, the
process archivesdhesfile serjsicdiner lioramnkoperaton #2083 dibefpiatessithanstpaates the database

record for the; file,as He g AFcVR S CRRLILE R Al SRIETURAIRRJR HREAIMaie.As to whether

additional unprocessed records are 15present (operation 4212). If additional unprocessed records are
present, the procd&8YSEaARETS S04 IARE'%204. Otherwise, the process identifies records in the
database that are oldeintigassormieriesebedifaresianttoparatopiaded ) egHiotaesrvlighitgy be, for
example, some sgleaiesinesntirr of RoureSINCE R sateorRbmidine dr tbedimestarg indicating when 20

the downink file yasyeesyesTHP LRSS dRISIES ALY sd saIls Tom e dalabase (operation

4216), with the process termlnatlng thereafter. With reference again to operation 4202, if unprocessed

records are ot gRosent e 7BIEs L8 ‘IR MARTLIEECHERINGCHEMW t89eigtre" 48! lowchart of a process
for sending event files foraibtibreiy gy depddteddincaaocridaprosysithy enfiledyalerageecisrgmbodiment. The
process illustrategdrin:GigWap @M becinplernentesh BiddRiydoss Bifs RRRdsAtiIAmEoMponent, such as

control process 350,10 Figuip, 38, AS Ul SNSL RIS RRSEs e pLagess,lusiiated i figure 43 may

be initiated in response to an event, such as a timer, 1e process in this igure supports sending event
logs back to the FFEH o088 mamiaeleudens pRfrliAGsIer StYRSSteh B MaiRARRBE Gperations.
The event lag seintfie thetdibr2E96im Figure 33 Capitivesstveintado08 agpsidbaliianiffthentemds of user

interaction with afj.aRRlicatinmiHsaldiREare SYSIeN aRd@LiRiags interaction between application

mponents. Thi information m rn
components S typeIrPIhesgJ exgr%gles, dqpéggr)lljgt?gcglr"e 4(900 includes crated commands 4002,

crate 4004, downlink files 4006, downlink files archive 4008, downlink files partial 4010,
archived event file logs 4012, event log 4014, and temporary files 4016. This type of

20  directory structure is used to store files in the file system as well as to identify or locate
files within the file system, in these illustrative examples.

Turning now to Figure 41, a flowchart of a process for receiving information from

a library is depicted in accordance with an advantageous embodiment. In this example,
the process illustrated in Figure 41 may be implemented in control process 3502 in

25  Figure 35. This process is used to receive commands and parts from a library in the
software aircraft part maintenance environment. This process may be initiated in
response to an event. For example, the event may be the expiration of a timer. In other
embodiments, the event may be caused by other sources. For example, the event may
be initiated by a user input.

30 The process begins by identifying successfully executed commands (operation
4100). These commands are ones that the proxy server application sent to a set of

aircraft in which the processing of the commands occurred successfully. The
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business processes of an airline for reporting during an audit to ensure that various processes are
followed for specific operations. The process begins by comparing a current log file with a copy of the
log file from a previous processing cycle (operation 4300). The process identifies any new events 5that
have occurred from the comparison of the two log files (operation 4302). The process then sends events

for new entries fQURGhIhGOMARHISAH ARG UPIRBL AP SR A3 ARORLELEGHHiG Sent to the file

system is archived %o ration 4306). The process then sends any rollover log files to the library (operation
2308), Rollover 5 100 Br R IALIAT H TR SOhS B SRS as = previous date. 10Tne

process archives a copy&fefilesdn sy fitdaspdfiash isunetdrtnalprait)itdpR PaR0$2380). The process
then deletes the spposiologfde asestibadd ediararyi(upe 6atiornd 332 ruNexdrimararemiausecopy of the log

file is deleted, antheqeyrER o file IS Retins (e LOMHARYRE I ALY GBIIRAESAR (operation 4312).

The process then looks for device name subdirectories within the event logs direction (operation 15

b | he event lo
4314). In operatiSAEAY SGRLARERsELRIRF AN [AaNE AL e éc}‘é@ﬂ%%’\'/g &h'8SPoxy server application
writes event log filesrendedaivea fist sfieommartstiihaire saaiimdralifrervdopiieiand M) system. The process
looks for event lagplilesdnsangdernd mbstsecterieséppesatingmd 3ikh)s Aftenuasdso the piesgss sends any

event log files found inl\EQﬁﬁHQE@B@SL@rﬂ@&q%%@%@&r“%ﬂ%éﬁ%@%%ﬁitﬁgpy%p-gﬂ‘ﬁ SH%ESS then deletes all of

the sent files and empties the subdirectories (operation process then terminates. Turning

now to Figuté 44°BHIHRRHAMTR AHISEESL IV CHRATRGERTOAA oM T URPAFRISFCISIR¥ED in accordance
with an advantagestio&rnpetlimeatprhrthe seexemiplepotite firottey dustidtegimisiglisiAmay be

implemented in asQWREEoRR FRAPANBWHSIHEN ASRRMIFRI IRIGERSSIARDR Withir Ry server application
3500 in Figure 35. In tpes mples the igflormatiqn takes tnje form_ of commgnds ﬁmd software aircraft
oeralog‘ecila mmand list IS not r ateswith'n

.8 GOl eceIved, the process ter es 0 NIew.
parts sent to an oar onic 8ISUI ution system on ?He an%raf%. rT:i'l?‘le process begins by

receiving a requéSITORRIREREXB IRARRESHo R TR SRDBARICRSSASIFECBIRFBLRTER SPEte Miperation 4400).
Thereafter, the pticcessiaistaing the mexXoB0dothmesvd cequestadthydtiesoioosite: éteatyonic distribution
system (operatiop, 44 9¢on U {iggse examples, the actual file for the command is located in the file system

ofthe proxy server ablCalof e P SRILIAI Slrase Salne Al Siadaia shey iy command

server application that are not included in the list of commands retrieved from the library
are considered to be unnecessary for the proxy server application to process or handle.

20  This feature makes the library the authoritative source for commands that are supposed
to be processed and found on different proxy server applications, in these examples.

If the proxy server application receives a command and the command is
canceled by a user before processing, the command dispatcher in the library deletes
the command for the device. As a result, the proxy server application will not receive

25  the command in the list of commands during a future cycle in which commands are
requested. In this manner, a user may remove all the commands for a particular proxy
server application by deleting pending commands for that proxy server application from
a command queue screen.

Thereafter, the process stores new commands in the database (operation 4112).

30 Inthese examples, the command list may be in the form of a command data structure.
The proxy server application will selectively request the actual commands themselves

either immediately or at some other point in time.
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The process then updates the database record for the command to indicate that the command has been
serviced (operation 4404). The process makes a determination as to whether the next command is a
delete command (operation 4406). If the next command to be processed is not a delete command, the
process then makes a 5determination as to whether the aircraft is currently uplinking information

(operation 4408). lthe gircraltds cHugnty URlinkingdntannalionathspesers.aatermines whether the
aircraft is also downlin _|ng4|1r)|f r ﬂtlon operation 4410), If th? process Is not ddownllnklng information, a
on ﬁh é

determination is fﬂ%%fg astow ePiRe’ X GCU(‘)ErSrtlsrnaa(r:1Ir 5“fsczg'xrr]\ EWH%I|n€f<Cc(:)('San?rf'?‘{};ln%fF(%rﬁ‘(té(?fr;{tion 4412). If the

next command isth#)anupiPked iAfhanenus’d. e fExe sintpstvesibs cetprnpariiamdiidtlurns that command
to the onboard eleeirepvdistrdaionsysiasd (ofer alioyAdh4dpurttiothe1popcers pestakiatiag thereafter.

With reference agaif SR &P uff DRREXLCAMIARE R AR OLPC SRPER SR [FLS IR OMBRRNd. the

process proceeds to step 4414 as déscribed above. With 15reference again to operation 4412, if the next

command is an UpRfE SR HIRRYSHTE PSS MRS SRS PLRarRk TePrsasa SR KCCHIRRILAd or delete
command for theddittiaflopeanrriber 440Byedded e sroveaRctEMRInatiFsi thereafter. With reference again
to operation 4410, if thetayieneH, is elevlbnking2 the precsssibrdsianiaitnas phexnexirgglete command in

the queue for thea?é%%asfééﬂﬂ‘ﬁﬁé‘ R ééi%ﬁ?an‘é(&tlﬁ?e{%%@c{ ?&?e%ﬁt%ﬂ?ﬂﬂli{?%iﬂ&ﬁg%%ﬂ&ﬁd are With reference

back to operation 4 I ing,_a determination Is made as to w et?\er the aircraft is

, If the aircraft 1s not uplin | ]
downlinking' (b pelStF6 Rt )P 1R SR S reP AR <CHBE HHRARS P operatire49et2taR pidfless finds and

returns the next dompnessdsftretheetdraraéis(operatiercdt2ntaiitihdlkes pitoeessitaatpwting thereafter. If

25the aircraft is dpastinkiaginieRey alkaly 44240 seAgtermipationisrmade asda whephslethe next command
for the aircraft is a, downlink cotmmﬁ%qzég%ragggd%#@. If the next command is not a downlink command

retuyns to operation S . .
the process proceec{s to operation escribed above. Otherwise the process finds and returns the

next uplink command SrafeRieTHthRRIaL (Jl5ePERfsAS/a263s ks thaiprereiinehRipRigye

15 aircraft part corresponding to the command from the library (operation 4130).
Thereafter, the process receives the crate (operation 4132) and stores the crate in the
file system (operation 4134).
The process then returns to operation 4124 to determine whether additional
unprocessed uplink commands are present. If additional unprocessed uplink
20 commands are not present, the process terminates. Otherwise, the process returns to
operation 4126 to select another unprocessed uplink command as described above.
During execution of the process in Figure 41, three types of event log messages
are created and recorded. A record indicating that the proxy server application
successfully connected to the library is one event recorded in the log. An event
25 indicating that a list of received commands has been received from the library is another
event that is recorded. An event is also recorded for each command that is placed into
a queue for an aircraft identified by the command. The list of successful commands
sent to the library may be used in aiding an airline with planning maintenance
operations.
30 Turning now to Figure 42, a flowchart of a process for sending downlink files to a
library is depicted in accordance with an advantageous embodiment. The process
illustrated in Figure 42 may be implemented in a control process, such as control

process 3502 in Figure 35. This process illustrates the different operations that occur
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30thereatfter. In these examples, the different decisions in determining which command to send to the
aircraft is performed to avoid sending too many uplink and/or downlink commands to the same aircraft at
the same time. This type of processing is employed to improve or optimize the use of bandwidth while
the aircraft is communicating with the proxy server application. An event log message is written to a log

file during this praggss haky %Qu%nsa\fyﬂ&]%Btﬁ??séﬁﬁé"@é%xﬁ%fﬁﬁkﬁ@&@w&ﬁf%'QK%‘M@a@cﬂ aircraft. In other

advantageous e bodlmegts ot er t pes ?f d cisiong ma be used tg) |mp em nt other 5 policies that
ectronic thb u 32 0a hl oces e nitia an ev
may be desired. For examp e, CeHa] ypes of command may |ven pre er nces over other types of

commands. Sele@l‘é‘@quﬁé@@f alftipaTtashey E@Weﬁtﬁ*%’ri@y%%‘?r@fﬁé'me from {hGtArPERSPERTe next to Figure
45, a flowchart ohanpling essiicanecaitinglissfanar & Figuedtqraoisdp dppiciedin astiortanca with an
advantageous ergk&p@gggg{co'gggsg&process illustrated in Figure 45 may be implemented in a software
component, such as control rocess 3502 in Figure 35. The rocess illustrated in this example is used to

obtain software aircraft PARSFSHPEPIBRY SERY H'%?p‘b‘ﬁ’&%{ﬁ‘gﬁ LS FPOHRLRBEY RSN PL¥Eiving a request
for a crate contaifitfyatkefipiabesaitepafeirar At Arfeishoartawlécmenicadistmbation system (operation

4500). The 15praggescircatasdhasipipeostsprrdingiasth@seauesuopnrationébiidhdThe process then
returns the crate rE%cStfb% anb Egn‘?lgﬁtm[}@cg?étéﬁ)}été% ?éf%%fr%?ﬁﬂ@%”sé@ é%!f‘é’n’th the process

terminating thereafter urnln now to Figure 46, a flowchart of a process for receiving command
status informatioRr f&HTAR (Qﬁ‘éfacff?”sd'agﬂc@t? PlogessREaAR Gt 8??5?5‘&%91{5‘@%%@ FoAHGdiment. The

process illustratedaritfFeguferd@imagddimplemented in a software component, such as control process

3502 in Figure 35. Thisme%&as iﬁé\&%@e& iaalhe M@m@é@fﬁpfma&iméwm@aambmd elagdronic

distribution system on a alrcr e rocess in Fl%ure 46 |§1 mplo J obta,[ln status information
eSS 8 afest da abase recor? fo le as eIF(? ar ve 3_' era g
regarding the prc?cessmg of commands on an aircraft. The status Information y indicate whether 25the

sending of the cdtitfiand WiErnatessitsRitfrAset b ather FriianaruREcrepPaE SaMEIYATE Further, with
uplink commandsrdben statasiddsctditl) ind aisond etires tbes so fiwanis arcpedtgarttis staress on the aircraft
and ready for insfallation. drcthgsessamples, the installation of the software aircraft part on the line

replaceable LNt 15 OnedpiERvRe, Mo sl R AL TSN Nl BEL S TSI SHE DS P of

some selected threshold (operation 4214). This threshold may be, for example, some
selected number of hours since the date and/or time in the timestamp indicating when
20  the downlink file was received. The process deletes any identified records from the
database (operation 4216), with the process terminating thereafter. With reference
again to operation 4202, if unprocessed records are not present, the process also
terminates.
Turning now to Figure 43, a flowchart of a process for sending event files to a
25 library is depicted in accordance with an advantageous embodiment. The process
illustrated in Figure 43 may be implemented in a proxy server application component,
such as control process 3502 in Figure 35. As with the other processes, the process
illustrated in Figure 43 may be initiated in response to an event, such as a timer.
The process in this figure supports sending event logs back to the library for
30 analysis for use in planning operations, such as maintenance operations. The event log
sent to the library in Figure 43 captures event messages that are the result of user
interaction with an application user interface system and/or interface interaction

between application components. This type of information may be used during
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30may be automatic. The process begins by receiving a call from the onboard electronic distribution
system with a command status (operation 4600). The process inserts a new record in the command
results database table with the information from the command status (operation 4602), with the process
terminating thereatfter. With this information, the proxy server application may send the status

information backggsihe dbraey3s<eruhainge %Her%%arﬁlﬂ MgEsh ShiaReS Shdu LS vaiRfggmation allows an

identification of when softwar irer ? arts ent on an aircraft and ready for installation on a line
SSES are 10110 ecifi
replaceable unit. HRthess examp &g even og messages are created. A message indicates whether

the specific command W@s%%f(%éﬁﬂjﬂSl\ﬂé§§@@é§nalg(9‘ﬁfénse}§ltfb%&¥l¥hr?cﬁ@aYlﬁbtWHR‘mf'l?éréted files within a
command were suseersiiicelatectyAddiferaily, 4pe0)damifisatiess afceameanyds:thatch@failed also are

logged in the;stajs MESIRYGTed frond HELBHAMCIOIT IALTGS %gq‘ilgé’\%ﬁ@%&?}f&@i}’cﬂ% for receiving

downlink files is defgc:cted in accordance with an advantageous embodiment. The g)rocess illustrated in

Figure 47 may b& i Mehtsd 1h & LURivans ¥ SHETHEH dsﬂéﬁ’B%a&B?ﬁrES’I BreY ©865 0 Eigure 35. This
flowchart illustrat&¥te A roce 958 tHasendarthetitssssthynvalikhiiledi sopersdine t3@6prdry server application

from an onboardgiretomisndistibuHp RoRXEERY files td B PERGE$SRRFIIS A IR RBIGAZAIl from the
onboard e'eCtrO”ﬁFeQ%'HQEd%%U%/rﬁtﬁ%tQ &8"%1!8%%%8"(‘%\% data (Qneralion 4490). In these examples,

the on ground component | ies a partial downlink when afile writing operation was previously

interrupted afid the enﬂf@@é‘?ﬁ‘éﬁﬁé‘rﬁ?'ﬁ‘?@ fRPRETE BT RFittRS D TSI e M5 writing operation
completed succeesiiliionHs thwhhiakriscase dmplettcd dwnititdelf Itgdilealbénttty emiiberdylitional data for the

downlink, then tf@d@faﬁaﬁama renslveﬂeisr@oteeéiceaybm@afi&@ meeigi@é@{yosmmef@nmtwnlink on the file
system with the ve§j %I)P ]at on. Tq ess then re eve agé\l t&e downlink file (operation
ete

4702). Next, the gprocess ﬁé%sﬁv net ert C‘H‘&E’Sﬂ?o ep';grtlall wnloaded downlink file

(operations 47045“‘1‘1' iprRk iRy Igs e e v AsiRTie fiN e sre Y ogreditediand BRARiifc file (operation
4706). Thereafted3t#e datapis=siorddiif thedievnliekile {opeiaticnméZ08 Lrédardteramrapioryis then made

as to whether adgliinakgataiis Reelves-erhaaauniin file fepstation dZAn daddidanal data is

received, the process re%m?s to gperation 304708. Otherwise, the process determines whether the file is
complete (operatlon vy 3) PR TlE is complete, the file is stored in the file system on the proxy server
(operation 4714) with theepyeeess!eekmipirisg tierdasterany found subdirectories (operation

4316). Afterwards, the process sends any event log files found in the subdirectories to
20  the library (operation 4316). The process then deletes all of the sent files and empties
the subdirectories (operation 4318). The process then terminates.

Turning now to Figure 44, a flowchart of a process for sending information to an
aircraft is depicted in accordance with an advantageous embodiment. In these
examples, the process illustrated in Figure 44 may be implemented in a software

25  component, such as control process 3502 within proxy server application 3500 in
Figure 35. In these examples, the information takes the form of commands and
software aircraft parts sent to an onboard electronic distribution system on the aircraft.

The process begins by receiving a request for a next command from the onboard
electronic distribution system (operation 4400). Thereafter, the process obtains the next

30 command requested by the onboard electronic distribution system (operation 4402). In
these examples, the actual file for the command is located in the file system of the proxy
server application. The record in the database contains the metadata about the

command in the file system.
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With reference again to operation 4712, if the file is not complete, the process marks the file as a partially
downloaded downlink file (operation 4716) with the process terminating thereafter. With reference again
to operation 4704, if the data to be downloaded is for a partially downloaded downlink file, the process
determines whether 5a partial downlink file is present for the data (operation 4718). If the downlink file is
present, the process Pigeesdsie MRAMIRRE 1RB1assesibsd APRve.Sihehyisandhalrasess sends an
error to the onbo%rd electronlrg: distribution slyitem (o eration 11720 with th% Rprocess terminating

d o\}\)lera Iﬁphfg%ﬁ T eCPa ac‘:%ss makes ? determination

thereafter. This areeac?rrlndpcaé]tesaﬁ'ng %{fgmg?d nlin “the 0 be sent by the onboard electronic

10distribution sy&teiheBepredtt ermiensris) dsgiretongilg slagsion, A bnbbsraesiectronic
distribution systesormaydesesgitveaiatine fite dniasrtbentiatal tradipfecess thdn takse £xamples, the

onboard electronic disHioHion Y SHRoh B aYe e AN IRKF et REMY SR MREARRlcation at the same

time that the onboard electronic distribution system is receiving commands from the proxy server
application. Thisﬁ%?ocess taken into account that interruptions may occur during the downlinking of data
to the proxy server applitatiierdft ihcuseanding bikiairhirikadaca theipneteap tetkriieesueiBsful written part is
saved for later whenihkefestrbthevdataicanbenaritaopsfatidis aenerinepvotiag pfarlier data is not

necessary. In theag, GAMPpIER-ADEKeILIA MEsRAGE MIAY besraifer atindiales thathe downiink

data was received from the 20proxy server a;ap Ication from a specific aircraft. ith reference now to
n

Figure 48, d flowtp4¥t o KOS Tt gind SERRSRIPARRDI AU A RBHGaTE #dInthance tool is
depicted in accordasrss fvitls the aekiatageotisreimisouimieritcanmeaorbiogks dhsaatedhidrigure 48 may be

implemented in gl RFPSRISHRPE HNdHAYR)BRitT (NS ReRess s Hvstine ttheflifferent operations 25that

occur in receving stalys fessades fiom @ sofWae TAIeNAISe lggh b, JieRlogess begins by

receiving a call from a sottware maintenance command status information for a command

(operation 4800)94'AEreAMBRNthdSrIessssipsaARds RelFRAEdAPmdgreTirsshaRamet rédfiits database for the
table for thereomrfarxhdd entified apdheicaddR) dratiord 802)ndrhidspro cepiskrarksathie thecord as software
30maintenar_10e t%ké%@ﬂﬁ@aﬁ%l?@@ﬁ%@@‘?@&iQW%);Ommaﬂ_cﬁ‘grB@R&@%%r?ﬁﬁblﬁ@sfcﬁ‘ ﬂ:lgnfirmqtion to the
software mamtenanc:; tool [(gtp?]ril#{)é] %v?tgr% Tpese ollff%ricﬁnttmm%ssra%tesF rw% I?ef crollected i}I1VIth other
messages to trarfSter Bg@? to the |br§ry. S Br%cgé‘gse{henam rKS the Toca coﬁyec?fn ff\e’ddmmand as sent
to the aircraft (optPatmiorstd P il fECiHibes'ey firMatifg tPeaTaiites aHsOHIBedss Pr¥vents the proxy
server applicatioadiaecsesendingttee;cammand biackitooiheasofivers) maimtengocestool.

20  terminating thereafter.

With reference back to operation 4408, if the aircraft is not uplinking, a
determination is made as to whether the aircraft is downlinking (operation 4420). If the
aircraft is not downlinking in operation 4420, the process finds and returns the next
command for the aircraft (operation 4422), with the process terminating thereafter. If

25  the aircraft is downlinking in operation 4420, a determination is made as to whether the
next command for the aircraft is a downlink command (operation 4424).

If the next command is not a downlink command the process proceeds to
operation 4422 as described above. Otherwise the process finds and returns the next
uplink command or delete command (operation 4426), with the process terminating

30 thereafter.

In these examples, the different decisions in determining which command to

send to the aircraft is performed to avoid sending too many uplink and/or downlink

commands to the same aircraft at the same time. This type of processing is employed
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Turning now to Figure 49, a flowchart of a process for sending information to a 5software maintenance
tool is depicted in accordance with an advantageous embodiment. The process illustrated in Figure 49
may be implemented in control process 3502 in Figure 35. The process sends information in the form of
uplink commands and software aircraft parts to the software maintenance tool. The process begins by

receiving requestg W@Er%ﬁkﬁfé@ﬂ@@@%ﬂ%%@ﬁmﬂf elmé Qﬁ&@ft@&%ﬂ#ﬁéa@%%ﬁﬁ'%woo) This
operation may be for various tﬁ of commangls. For example t% for any commands

th
that have been d%rgld'naetgarf%'? Cg?p?ar{rtmu avresé ware main en%ecne? i?)greﬁe reql?es may obtain

commands for a PRFFEBIAR HIPRPER, YA Palt ePAi R AEpRicEabIeRriBrPtHe atrelafellorseRY identifier. 15In
response to receidvightiysd@ograssdtinerasosesstipeatssicasvnands b rrespondmgrentigheequest in the

database (operafigiA9Q2). JALRIGCGH3S thep é?&ﬁbY@%@r%k?Eé@%ﬂcﬁ?ﬁr%@%ég §QBRKAfIon 4904). The

process sends the results back to the software maintenance tool g% e}ratlonf 4906), with the process
terminating thereXRSFe7578 QETRALIE FRSRRISAMEPRSS malgTEd Gese LRI RAREMNRY the 20software
aircraft parts usimj@iproEsshsimilar to the one illustrated in Figure 45 for sending software aircraft parts

to an onboard electrongiglissrieriemsysiemgure 48 WMGROVHLa Figiss &) racBrwgharivafa process for
sending lists of spiwars AiLGe p‘?aét& iFa @c%PJBNé‘J%WAHEGA“VQHga‘aé&?J $5-HERIGIed inaccordance with an

advantageous embodiment. This process may be implemented in a software 25 component, such as
control process 3BOFH 'ﬁ'l‘@fﬁ?ée‘é@ "_I*ﬁfé"bfléd”@%% k?ﬁéﬂ?pé‘?-:m?gé?ﬂj (6] WW%%%?&aﬂ parts are
available on the proiyl pevvessddFPRaatiigure 35. ThHeeprocesssilbetiatediy treceivimglaisegaest for a list of

software aircraft pagis frmdhesalwssadnaintepansednet gagﬁ!égﬁ@n 5000). The process then sends a
guery to the database ﬁ] identi Sdpe soffware arcraft eoart})?tored in the file W(g/stegl (dogeration 5002).

30Results are received from the database | 0083/#5 i6n 500 Oﬁ'?\gﬁtset 0 nst,%' re aircraft parts are sent to
the software maiffErRARB HD (‘éib%fﬂa%'ﬁ oo G/ HRE oot éPRATPAAR G AR e Bifer. In these
examples, the lispsoretisredtén hperatétorvH&omiay cohtaiequest (tpsafivad8a)rcfalt packsames that are in

the inventory of the PraxhseyerAPR i@@tm@sf@@@&%é%«m@irg&&m&é%%htnmr OXxy server
application only to. %L{Rgort a.comman i t%t was dispatched specifically to that proxy server application

Brocess ermina ereatter.
and not for 5othel dev IC
Turning now to Figure 46, a flowchart of a process for receiving command status

information from an aircraft is depicted in accordance with an advantageous
20  embodiment. The process illustrated in Figure 46 may be implemented in a software
component, such as control process 3502 in Figure 35. This process is used to receive
status information from an onboard electronic distribution system on an aircraft.
The process in Figure 46 is employed to obtain status information regarding the
processing of commands on an aircraft. The status information may indicate whether
25  the sending of the command was successful with respect to the particular line
replaceable unit. Further, with uplink commands, the status also will indicate whether
the software aircraft part is stored on the aircraft and ready for installation. In these
examples, the installation of the software aircraft part on the line replaceable unit is one
initiated by a mechanic or technician. In other embodiments, this type of installation
30  may be automatic.
The process begins by receiving a call from the onboard electronic distribution

system with a command status (operation 4600). The process inserts a new record in
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With reference now to Figure 51, a flowchart of a process for receiving downlink files from a software
maintenance tool is depicted in accordance with an advantageous embodiment. The process illustrated in
this example may be implemented in a proxy server application component, such as control process 3502
in Figure 35. 10The process begins by receiving a request from a software maintenance tool to downlink

a file (operation $10Q)minARGEALIANBELIA: NS RERHEHMHRSIBIAAS AS A BWRRsteXtAtaasport protocol
request. A detergnnatlon ig de as to whether a dll’?CtQ[péIS Rresent for the aircraft (operation 5102). If a

directory is pres ﬂ?,eéat(']‘?e_r{erml _’a\'f'iionﬂ?_se r%%%'satsertrg"\}vaﬁg?herrﬁlae file is already present in the directory
(operation 5104). 15If iNahfifsi§ s BEBEAE iPreRe SEMEE IR TiBaY SHREE® Fitdthe subdirectory for the
aircraft (operatiombio&)or basieaftes, lihrarpeecestirnbertscecoew decaed suaceannlimkidiles database table

for the downloadegfile. (Gperalion FAORK Wi, heRacess terminaling: esrafieL. With Jeference again to

operation 5104, if the file is alrea%y{ resent in the 20subdirectory, a timestamp is added to the file name

(operation 5110) 2 AE 5P A BB SR AiNAP BRETARE N B 0B EE &R aBie. In operation
5110, a time stardyeis laddees tectseefifeisaied o apovasmintidittordlatopyinsf theciiiarmfilend be written
without overriding &y dosiegsthie pEgiagdilesAsasesulictheirdgigalfily namedisigsesam along with an

additional file haying.a.file, name 25thah s similar XSARLIRY e addiomaf the fime siamp, The contents

of the files may be identical iIn some cases. With reference again to operation 5102, If the directory for the

aircraft is nat’pre8ét a¥ie Proeaseddrdaf s IBRiFaeESry for the aircraft (operation 5112). The process
then proceeds to operdtionn§108 &s fdeecribe @ dboden nfRigures52{ca rkosidhartopénpridesess for receiving
event log files frampagaffvaie3@mainenanse peldsuericirdinaaccordanse with.anadantageous
embodiment. The.giogess llusiated i Flgnte 5¢ Mavhe Implemeniaddo soniipl process3502 within
proxy server application 3560 in |5ure 35 e process begins By recelvméfa request from a

software mainterfafiiB83Pto IRk AENIMTERER G TR thes Srakg servérassirvatlok tisgeration 5200).
The process thesaetermings vehesthaplicatibdirectenoid presentfonithdstéviten (®penmration 5202). In this

example, the device isspfWaIE IBRIRBPANES fapk dERrSHPHERFIISRIGRARL SRk BB Hevice, a

timestamp is added, Lo e e AT G aning J1& B Seiesh 1958) N % 3R B mpies, the on ground

component identifies a partial downlink when a file writing operation was previously
interrupted and the entire contents of the file were not written into the file. If the file

20  writing operation completed successfully, the downlink is a completed downlink. If the
call is to send additional data for the downlink, then the information received is added
onto the file previously stored for the downlink on the file system with the proxy server
application.

The process then receives data for the downlink file (operation 4702). Next, the

25  process determines whether the data is for a partially downloaded downlink file
(operations 4704). If the data is for a new downlink file, the process creates a downlink
file (operation 4706). Thereafter, the data is stored in the downlink file (operation 4708).
A determination is then made as to whether additional data is received for the downlink
file (operation 4710). If additional data is received, the process returns to operation

30 4708. Otherwise, the process determines whether the file is complete (operation 4712).
If the file is complete, the file is stored in the file system on the proxy server (operation

4714) with the process terminating thereafter.
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maintenance tool (operation 5204). The process then writes the file into the device name subdirectory
(operation 5206), with the process terminating thereafter. With reference again to operation 5202, if a
subdirectory is not present for the device, the process creates a subdirectory for that device (operation
5208). The 10process then proceeds to operation 5204 as described above. Software Maintenance Tool

Within software aircrafy i RARRISBIRNIARRAISHS PO EiATe iRl pdvantageous

embodiments promee ﬁ]c?{ Uteg"fllmg‘f% ntl%g ? Own rﬂpﬁgrg&%@ﬂdcwp p%% é)éogcram product for
managing softwaré aircra parts ifferent advant ageo sem {8 provide a Foftware

maintenance tooldBEaEa0AAEBrabNb I ER BRee SSSIA (PIRAEIP IO dyNsedaisea S establish connection
to a source througgwalgieiinig foetwarkalfy selobagnkcoammansds dpaycbss ieitievied Sromattiee source

through this gonnde&mgl d%vﬁ%i?fﬁ'%qg‘fyr%g%rﬁ'{‘&rﬂfé BQ{J%&%%%HQ%’H}Q to the uplink commands are

retrieved from the source through the established connection to form a 20set of retrieved software aircraft

parts. The set of softwgllgeaﬂ%‘?’ bAlRLSERSUATR R PHRABIEISS BPEFRSLiAG & em. This portable
data processing dgstabehaiyheRthendist i ecess Sreamdthen grourid thewbekrditbeoeniected to an aircraft
network in an airgrafi, AbrupkinacepyRand 4326 sweel te pidhs Setaindphin heraTeantssterdae aircraft

network through g, op.gy Rh‘t"é’p%ﬁ%?@b%ﬂﬁ&‘h@%’iﬁtﬁg &%tm% Bé’”é}ﬁ'ﬁyqﬁ‘éao%%’r%seﬁ&%%étem The stored

software aircraft part corresponding to the uplink command may then be sent to the aircraft network

through the 'oh g EOhTHEREYE Not pr?fﬁgté)é‘fmfa‘?éoﬁfasﬂf?ﬁaﬁbté“fo%tf‘ﬁﬁﬁﬂ W W28 in situations in
which an aircraft eletivoik istihalive syséstabhghesarartheetitie Wit @rbaenderetamyler. For example, at

30some airports the aifgrafispeiwRikad R BsRNBRAIBIS Withithedafistiarayaidnd asinwerk that is
present. In other ex mes a failure or arror in tpt%groun nei;t\ﬁlqrg1 P)é nrev nt.the alrcraft network from
on a W

OXY Server a |cat| same tim ard eectro
communlcatlng Wlﬁ'l tﬂe gtp nyd netwoﬁ?to receive commanas an are alrcra Earts. Further,

the software maiftsHRHE8 RIBEBhHeFpYRA ISR (BB SRy Ry steie R8B! iR79 bel Bifhployed to receive
data from the airprafts§ tigatetaoreno o, thiar iesanmgien anckgventiokdiiling the downlinking of data

to the proxy server application. If the sending of downlink data is interrupted, the

successful written part is saved for later when the rest of the data can be written. In this

manner, rewriting of earlier data is not necessary. In these examples, an event log

message may be recorded that indicates that the downlink data was received from the
20  proxy server application from a specific aircraft.

With reference now to Figure 48, a flowchart of a process for receiving status
information from a software maintenance tool is depicted in accordance with an
advantageous embodiment. The process illustrated in Figure 48 may be implemented
in control process 3502 in Figure 35. This process illustrates the different operations

25  that occur in receiving status messages from a software maintenance tool.

The process begins by receiving a call from a software maintenance tool with
command status information for a command (operation 4800). Thereafter, the process
inserts a new record in the command results database for the table for the command
identified in the call (operation 4802). The process marks the record as software

30  maintenance tool reported success (operation 4804).

The process returns a confirmation to the software maintenance tool (operation

4806). These different messages may be collected with other messages to transfer

back to the library. The process then marks the local copy of the command as sent to
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With the reference next to Figure 53, a diagram illustrating data flow and a 5software maintenance tool is
depicted in accordance with an advantageous embodiment. Software maintenance tool 5300 interacts
with components, such as library 5302, proxy server application 5304 and onboard electronic distribution
system 5306. These components also are referred to as sources. In these examples, software

maintenance toolR30QRQusiestRy 486sl ARRTRE QFIRURAHAL T WAk afy; 9 BR% Qand/or proxy
server application 5304 alqd onboard electronic strlbutlon.sg.?rt]em 5306. ’ backLt'cl)j{l?éy Sf%)azremay be, for
i

example, library gﬁgelrﬁt%—tlg%%oé)f wiiie SPgiﬁaé%?vgrmaﬁﬁﬁgg' n 5364 Irr‘rﬁ"’};{]y be proxy SETVer dpplication 306
in Figure 3. Onb&aratensead el distribution system 5306 may be, for example, onboard electronic
distribution system 310rimnkriguoes 3o Efjuiteragy HEQdsandsaeveesmonandsaidopastoiasaftware

maintenance: ool 0 maRRaaRcE lobfle dasULS fRLrESSI0Y Al et £emEads in parts may be
returned to library 5302 by saoftware maintenance tool 5300 messei%e E2). ddltlonalli/, software

maintenance toof 536058 nhidf e HERMiRk ARPERAT (B3 HE %eé%%'é{a%'ﬁﬁ?n pending on the
particular implenfsptasidbo? insEigyeftifare halntena pered soplop08BU0 Miks feepeailerhiv commands and
parts indirectly fresmiibrary £3Q2thepsighcRiDYEat/ ek apphcalipRipRdntnessage E4). In a similar

fashion, software mai”%‘REE%’P&&&Q‘BES%Q%W@&@K}?&Br@&%@lmtﬁ@éiﬂﬁm@&ﬁ%ﬂg&n%ﬁ L3y fpwnlink and

event log files (messaré;e 6) to proxy server application 5304, which in turn sends this information to

library 5302 25Vt RSHELY B4 PR EN G IO &t RoPPRIRHCB Y Tele@iarid@RtMbution system 5306,
software mainterrantestost 330@xaray sdhel ragve somnanids anydgoftwede thatdrafe pass to onboard

electronic distribytiggrsystian B30 INRFSRER & hHAENALR MainteRanseoalH3RMay receive a

command status o oRboard sieclianic disirbulon sysien 5306 (messpge F), g command status

. comm ne re . . .
also may include the %6 status of software directory parts Sent to onboard electronic distribution system
5306. Onboard efeBRdFfieHRitribution system 5306 may send downlink and event log files to software
maintenancestool 5300rfoedpansfes teckiMiagytts32 (esessagedes. Idexamplesendhese types of transfers

are described in RageR ARtAIREIPW request in the database (operation 4902). The process then
receives a result form the database (operation 4904). The process sends the results
back to the software maintenance tool (operation 4906), with the process terminating
thereafter. The software maintenance tool may request the crates containing the
20  software aircraft parts using a process similar to the one illustrated in Figure 45 for
sending software aircraft parts to an onboard electronic distribution system.

Turning now to Figure 50, a flowchart of a process for sending lists of software
aircraft parts to a software maintenance tool is depicted in accordance with an
advantageous embodiment. This process may be implemented in a software

25 component, such as control process 3502 in Figure 35. This process may be used to
identify what software aircraft parts are available on the proxy server application.

The process begins by receiving a request for a list of software aircraft parts from
the software maintenance tool (operation 5000). The process then sends a query to the
database to identify the software aircraft parts stored in the file system (operation 5002).

30 Results are received from the database (operation 5004). The list of software aircraft
parts are sent to the software maintenance tool (operation 5006), with the process

terminating thereafter.
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Further, these steps and interactions may occur in a particular order and any of the different messages
and interactions may occur simultaneously at any time. For example, software maintenance tool 5300
may send new commands and software 5aircraft parts to onboard electronic distribution system 5306 at
the same time software maintenance tool 5300 receives downlink files from onboard electronic

distribution system 53G6{gstheseerammes sSetNEIMPaRANR 0 PANLEXGRMIES ON a portable data
processing systemﬂsuch as aftlagliorp comtﬁutter. Data rocctessinfg[ seystem 200 in Figurte 2 is an example of
the data processing SyStem that Ay be Used o 10implemant 15pRop E8mButd 2B ottware
maintenance toofPB300theBpBetrafisattediiitorn BRPIBBatRIMeIRarIsEIer ItatRRLRPdistribute software
aircraft parts andctoneteinintoaichisdenspatinag spetifiasiigawnloaebdatarosfipglitramnline reptaceable units on
an aircraft. In;the gdiffegentadvantageous embodiments, software maintenance tool 5300 establishes a

direct 15connection with onboard electronic distribution system 5306. In these examples, a direct

connection may be a wird' SRR I ARHERRL 8 JRNERH0RT TRIEBRSIGT Lt HB Y ade without a
network connectifigsthertareiwersersingsystemobissigpiciesioagtrsdalrerafitictire ritagm@sessing system
on which softwarenipaditenanue: i9et&30(Lis-asale thiuipin ghaome tefrignsiedyina blogk diagram of a

software maintenange 100} is ERISIE InAcsrdance with a0 adapiaoeRls.ebodiment. In this example,

software maintenance tool 5400 includes library service 5402, database 5404, file system 5406, manager

5408, on-grotind compBifeCRTE RIS AN (P SHY SR JFOURRY EUmp oA S A ER5AER 'Sefce 5402
provides an interf@eatakcoitentpsicate W00 bthee2batmm pHoik tits vathiesarsoftwaned@irsraft part

management appapakx: LHrROHIREWES RHIZRIVidesSREWAIR MAlBRNRNARIRG H4RRBR interface to
communicate with corsneplpg?ms suc g\s fo .exgmalg,"aa IldtI)rrea}:rt Irglrilsd aproxy server %{‘,8',%99“0”- Database

o : t , -
5404 contains infofmation, such as m PRaate ABoLT commandsa n Sorware aircrat parts or parts in file

system 5406. 30RaeRBHRINNeHaeaHsEeS2 BUCIEOPRESEBHES HITRFS T ARSAEEI BT YBwnlink information.
This information is storéthérfikhe fatrpredaabies adickcecorte i nwdiddalhasehb404diFeattinefordatabase 5404

may store commaRdsEesENSI MO R0BIONSEEVEF, the process inserts a new record in a downlink
files database table for the downloaded file (operation 5108), with the process
terminating thereafter.
With reference again to operation 5104, if the file is already present in the
20  subdirectory, a timestamp is added to the file name (operation 5110), with the process
then proceeding to operation 5106 as described above.
In operation 5110, a time stamp is added to the file name to allow an additional
copy of the same file to be written without overriding or losing the original file. As a
result, the original file name is present along with an additional file having a file name
25  thatis similar except for the addition of the time stamp. The contents of the files may be
identical in some cases. With reference again to operation 5102, if the directory for the
aircraft is not present, the process creates a subdirectory for the aircraft (operation
5112). The process then proceeds to operation 5106 as described above.
In Figure 52, a flowchart of a process for receiving event log files from a software
30  maintenance tool is depicted in accordance with an advantageous embodiment. The
process illustrated in Figure 52 may be implemented in control process 3502 within

proxy server application 3500 in Figure 35.
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application for execution by an onboard electronic distribution system on an aircraft data processing
system in the aircraft. File system 5406 stores files, such as commands, software aircraft parts, and
downlink files. The different files may be stored within crates in file system 5406, 5depending upon the
particular implementation. Manager 5408 includes processes for managing the operation of software

maintenance tool 5400y 5%@@@%{}?9@5@@@;\?9;&%9& FRAY dNCRPALAHRRIGERRERSIQs Presenting user
interface views to a ulsq(r These vie ;row e a user an int rface to '%2% eﬂperatlons and to view

information. 100n grounanc%vr%rbtcl)%ge mter? e"?éi%efa east'%nnl hterrace n grouncf component 5412.

On-ground compbfeAeipeifasa/sihe m%tjpﬁiéeﬁﬁﬁ?b{é?ﬁé‘?ﬁ@ﬂ (2sithg apprRERsApPBGAMIMIRg interface calls,
in these examplegis@ragineltbectvipoReniddblecoanruaicateswith thid diectad).idipibese fexamples,

on-ground compgpent A1z RRLSABIILNICAIS WQ'H@H%@QF\F% ﬁl'@FéEQ%%Fﬁ'G‘ré%?t@Xﬁetem located on

the aircraft 15data %Nocessm%oﬂstem in the aircraft. By h avmég an interface to on- around component

5412, on-ground CBMPEIERIEAP AP DR AN JEHPE RS A YIP p DL LH P& BR 5P types of aircraft
without affecting Theoshbdintapoiresinith?Gofivahe nanessriamueaiigl tBaeeftaurning now to Figure 55,

a diagram of commanadgidngieentnagsnesepicacBabics aaudapittediimacsesdarteetmgth an
advantageous e'E‘QS?é@”ﬂ?é“ rdPellig rSé%@Q&b%ﬂ&@@%Ptﬁ%P&%\ﬁée I@JSB’E%%%B%?OFHQ‘E‘”O'S while

command resource table 5502 represents command resources. These tables are examples of tables that
may be found in BRESER I B RIATRSIRRRTE AR NEH AR CEXSBP8 4067 Figure 54. Commands table 5500
includes command identifier 5504, airplan8attent¥idlalBE696;esistém named 5508, application named

5510, command type 3%ikidn RHRKEYeQUiAREDSAtndRNimBATBEpaRLS SiRViceibne 5318, date 5520,

servicing status %%%rén‘? cution status 02 pgreent comp lete 5526 Lxecy |ontﬁompletlon date 5528

d
and command resource ?st ° So(lewlnnman res ﬂ?\é'ee abﬁe"g%% gfudes command identifier 5532,

command resou@@%Hﬁfm%%{tar?ﬁ?ér%g@{Cérfa'fé“ﬁ5?&@%5@3?%?8&6%%@%§4d'@00rate file size
5542, productiondiffaters 564 ayeplisatidndtesrdaroobbd 6, imer5bBiesanimobBbefedrate expiration

date 5552 and releaselale fedssing THErHifara fisldsdlusuataslorGammands agle.sS00 and

mmand r r | 2 repr nt fiel m found in les wi re maintenan
command resouige, aple 502 SRk heds RLMBH RS oHnd Blables wthin 3 goflyage maintenance

through this connection. A set of software aircraft parts corresponding to the uplink
commands are retrieved from the source through the established connection to form a

20  set of retrieved software aircraft parts. The set of software aircraft parts is stored in the
portable data processing system.

This portable data processing system may then be disconnected from the ground
network and connected to an aircraft network in an aircraft. An uplink command is
issued from the set of uplink commands to the aircraft network through an on ground

25 component located in the portable data processing system. The stored software aircraft
part corresponding to the uplink command may then be sent to the aircraft network
through the on ground component.

This software maintenance tool may be utilized in situations in which an aircraft
network is unable to establish a connection with a ground network. For example, at

30 some airports the aircraft network may be incompatible with the particular ground
network that is present. In other examples, a failure or error in the ground network may
prevent the aircraft network from communicating with the ground network to receive

commands and software aircraft parts.

67



tool database. In commands table 5500, command identifier 5504 uniquely identifies the particular record.
Command identifier 5504 may be found in various tables to point to a specific command record. Airplane
identifier 5506 identifies a specific aircraft. In these examples, the 5identifier may identify an aircraft
uniquely within a fleet of aircraft for a particular airline. System name 5508 identifies the name of the line

replaceable unit on whighytbe eeftwersrelmatt%&ésdacat% RYEIRTHAR PR R inglydgs routing
information to |dent| theblrne reg geable unit, ate 5520 ide ttrfr]ehI st e date %nd trme thalt a command
St

was created in the Pbrar(y eric 105 fdémtines ofimands tn F0Rave BEER'S Successfully

sent to the onbod&rdosi@itkdific dlstrlbutron system and identifies commands that have been reported to the
library as having been witscessétdhyndpl e Gigre@3tentieytie inaand edechanihdistribution system.

Execution status 5524 pravides.anafificatian.abwhetherdhe. commangashesn executed on the aircraft.

In particular, this command provides information as to whether 15the onboard electronic distribution

system on the a|Fé?gﬂdﬁﬁ‘%”exg%‘t@&etwg'Etgﬁﬂh?fntadlf’ép@eHt%%?ﬁﬁ'f'&b%%‘ﬁ%’ﬂ&fcﬁt@g fife progress of the
uplinking of a sofitvanc53Rerafppaseivenapriatnn thtdbabdardaslsctieiendistidbiptibensystem in these

examples. Execlsine.corapiatinnoaatSaids ideniifiesiwdhandhecemmaaskexeamiiay) iseamplete.
Command resoufeg it apa0 dRagize SRS CE AN RN BIRAan pRRybde crate, 20such as

command resource table 5502 in Figure 5 In command resource table 5502, command identifier

5532 is simildr to?BBIR%Y ?BﬁfﬁfrﬁBP'ggw|ﬁ386ﬁfrﬂgﬁﬂga(§lﬂ@%5’ﬁ§ Qﬁﬁ'lﬁ%ﬂﬂ@&te&ﬁ d8Rtification of a
specific command recaoibra@drd®dan tes dureeaidentifleay 504 is kigetktd iddistifyospeeifier command

resource record Ebyteadatad@@zené%tam 538 igpRtifies B turmgatéi@ttnaétﬁrotlaereaqarce For

example, the res&xugr e may See g%t‘\)zvare grr raft art or a file. nth se.examples. ea h command allows

e le, onbo elec ronic r| u ion system
different types of info rmation 8 assoclatet ‘the particular command, (9r e name 5538

identifies the narm&%dF I'HQ"EPa?e in which the software aircraft part is located. Crate path 5544 identifies the
location of the crate cartaanrijaRes0soitwarenaiecraibpataGratedilessizebidRaitdentities3tdve size of the

crate. Prwumm%ﬁ@%éﬁ%ﬂﬁ@t@%%Jh&&r&‘é tm@@%&%%@&%&@@ﬁ%%ét@@&@ﬁ part
contained within th ngz}gm e\;%%regm X P% be, tosota ggaomﬁ%rs %%% ] elAé)ALglong]P 1%O?r black label.

Applicable standarc? B e applic Ware aircra d'ih these
examples. OwneWSBE%‘%@?rtﬁ%§%5Hﬁﬁﬁ@?yd’Phwqﬁtﬁ]l@!ﬁt%ﬂ BYeﬁfé?g/ft'ffStH’é%éﬂgﬁé aircraft pad
contained within the cratecRéteasettaparbabdt idpriifiesdie elesse daterohthietsaftwareoaircraft part.

20 5300 may receive new commands and parts indirectly from library 5302 through proxy
server application 5304 (message E4). In a similar fashion, software maintenance tool
5300 may return command status (message E5) and downlink and event log files
(message E®6) to proxy server application 5304, which in turn sends this information to
library 5302.

25 With respect to transferring information with onboard electronic distribution
system 5306, software maintenance tool 5300 may send new commands and software
aircraft parts to onboard electronic distribution system 5306 (message E7). Software
maintenance tool 5300 may receive a command status from onboard electronic
distribution system 5306 (message E8). The command status also may include the

30 status of software directory parts sent to onboard electronic distribution system 5306.
Onboard electronic distribution system 5306 may send downlink and event log files to

software maintenance tool 5300 for transfer to library 5302 (message E9).
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5With reference now to Figure 56, a diagram of partial downlink data is depicted in accordance with an
advantageous embodiment. In this example, partial downlink table 5600 is an example of a table that may
be found in a database within a software maintenance tool, such as database 5406 in Figure 54. As
depicted, partial downlink table 5600 contains message identifier 5602, airplane identifier 5604, downlink
file 5606 10and partial gilg Mk Ge0&e typeMassRGR iSRG REQRIIT R cABRARd Identifier for partial
downlinks relate totha d%wnlinr command sent to an onboard el _ctrlonic distrigution §¥stem. This identifier
is generated by t & onboard 8 Sg%r%rﬁlcmé‘?é?ﬁ '%r}‘lc'orﬁagyos &m'on &N 'acﬁgfa%d%raaov?/miﬁk ifes and not the
result of the dowHTHekeEbFRBRASS SSett HHaifEtoRD SEpPERE TNt aRYIADLH L 88\PstERT by the library
through a proxy sesvesapplicatomarnttharseftaassonaniesanoe ioclmiigplanentdestites 5604 identifies the

particular airgraftwithin g Rt YrBEG R Hectron IALDHS, 2RAG 398 clfiRS kUl AiesipLEPath to the

partially downlinked file. When an onboard electrgnic distribution system req}uests a downlink file for

which an attemp{ TSR YR 16 LR SRA iTe RP83 SletiRe GHE YR RAre 20management

tool returns the pasian 838G adrtidkpaieeniiedditeare mapégaian dHdoxivB08EB8cotRtaing information about

the partially dowpbinked fitea Phisciriagroation, may be dspdpydhpuanborid elecisonicsgistibution system to

resume downlink}qg mfﬁ@ggﬁy\{%nﬁgrﬁ ‘FefBP{iﬁc]eV&Q%r rgggsg%vggl/mgm%x\{%apr v&ggl%interrupted. In this
n

manner, the downlinking of the file may begin from where it was 25interrupted to avoid having to resend

the entire file?  MRGRFALPHBXCRCRIGUTE S 7, a diagram of a downlinks table is depicted in accordance
with an advantageous &efilyedimeinte Crowainuk§38H e 7e0rm srvixd@fmpieood Btatide in andatabase in a

software maintengatei@obisHsasoHatabage ataiNhioUreahdaowlinsadatlech 490 stores information
about each dowrgink d H'Sa ent gﬁgs?fOOnPoard re?l%%t[g%nic distribution %/sltemeigi ese examples.

Downlinks table %@?ﬁclu es file r_la{(r)nné 5702 tile patﬁrg%ﬂ], aaﬂr%'igr?e iofén_tlfier%r%& system name 5708,
data type 5710, fieVaRieIs7eHBIR AR StaR (YT MeBIRRRRKR caRfber SR iEISE 280 library 5718, and
downlink sertt to ¢itoreeytibid 2@th onbodrileiraimei&TiBRIbdentifigscin e 3rtm & didbediengirtaining the downlink

informaton. File e 80l ARspR RS ideRsifis- bR desetianatibe fisiegpiegning the downiink

information. Airplane identifier 5706 Ldeptifie the aircraft fr(ﬁ[{g which the downlink file was received. This
. e .connecftlon]gs m]a e withou fa etwork connectin datﬁ ?rocessmﬁ.smtem or. .. .
identifier is a unique dentifier Tor'a set of baircraft, such as aircrarft for a particular airline. This identifier

may be a tail parbYFfser ByEHPhEnTe SPEETaerHes e Rt v BiEfreliveeepiiteiiecunit on which
the software aircradt pEn0 is laeated. Data type 5710 identifies the type of data. In the case of downlink

information, the data isridgalfiRd asAdilf APBNARGRLHIPIUERR A0 ARRligalieD 8p the aircraft data
processing SyStecrjgp;[igtaetlec’n raec:Sc%?dr.]:lﬂc?é%v]ic%ra%br—:l[aa\l/gmgg%ho%s embodiment. In this example, software
maintenance tool 5400 includes library service 5402, database 5404, file system 54086,
manager 5408, on-ground component interface 5410 and on-ground component 5412,
Library service 5402 provides an interface to communicate with other
25 components within a software aircraft part management apparatus. Library service
5402 provides software maintenance tool 5400 an interface to communicate with
components, such as, for example, a library and a proxy server application. Database
5404 contains information, such as metadata about commands in software aircraft parts
or parts in file system 5406.
30 Additionally, database 5404 also may contain information about downlink
information. This information is stored in the form of tables and records within database

5404. Further, database 5404 may store commands received from a proxy server
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10software aircraft part. File size 5712 identifies the size of the file containing the downlink data.
Downlink status 5714 indicates the status of the downlink operation. In these examples, downlink status
5714 shows successful downlinks. In some embodiments, partial downlinks may be identified by downlink
status 5714. Library 5718 indicates the 15time when the file was downlinked to the software and

maintenance took DRWRNKS SeRLIRIblaR SERgndicatssche s WbsAdhe danalioked e is sent to the

library or proxy server gﬁ@licg}gpnnih 'Erpeis ;'mgﬁmation is used to determine when to delete the downlinked
file from the softWare mamienance toor. Downlinked files may be deleted after a configurable amount of

time past the time the GREYRRTIRGWSEsTIES. SHSU RS COTHAANTR HOWATMRETTH @aias®acked up on the
library or proxy sesvwelirappisatios dorswrchidhendpvendiokelil@ivas st in file shgtengaoew to Figure 58, a

diagram of asoftyiae mainenancsaelbis-systonsinctams e g 5 dericisddn accpydance with an
advantageous embodiment. In this ex%g%% directo gy structure 5800 r?é)resen s a file system directory

r
structure that mayZEELULELRFE IR rSIAT oA 218k, BA88SHERIRES4. Directory structure
5800 identifies differeaetppes rofilecotooratrowigsethierfiieessitenvent mtsdfiveaiewnirepeince tool. In

these examples, THesetaewstigipre 38R ke ptpacts: S Bt sloveritiis 2806 Wewnlinks unpacked dir
5806, route 5808, application 5810, logs 5812 and conf 5814. 30Parts 5802 identifies a directory that
stores crates received from a library, directly from the library or through a proxy server application. In

these examples, the c/3TEL HEY SRERAIE UdRfHarR AR A/8Y CBHANHRCHRET AR PuPte Mrther, the crates also
may be loaded fremmpneehbd4lishCasarotiaditamenneny otelfacd S lenzdydehienbirréddptoin which the

software maintengpgeatRalinipsatesy Thearsrates itisdirecianidnayhesem tardheranboard electronic
distribution systetﬁaﬁncan aircra[t. ith Rownlin S I%qgélsare a director usegl lo storenggx\q}link files and
: .

. ? ommunicgaies wi e dalrcra € exgaln .Ies, on-groun O one
partial downlink files received from an onboard electronic distribution system.rﬂ[l) these examples, the

5downlink files nfB3YFEBIYAIGZENHY TS TANF ABEOBICtHS AR RFSHERTRTRALRE fresisfRjinated.
Downlinks 5804 ragy inclersting shslinadtotie siraafte d piviegaindradtftak to on-ground component

5412, on-ground component 5412 may be changed or modified for particular aircraft or
types of aircraft without affecting the other components within software maintenance
tool 5400.
Turning now to Figure 55, a diagram of commands and command resource
20 tables are depicted in accordance with an advantageous embodiment. In this example,
commands table 5500 represents commands, while command resource table 5502
represents command resources. These tables are examples of tables that may be
found in database 5404 in software maintenance tool 5400 in Figure 54.
Commands table 5500 includes command identifier 5504, airplane identifier
25 5506, system named 5508, application named 5510, command type 5512, priority order
5514, device name 5516, device type 5518, date 5520, servicing status 5522, execution
status 5524, percent complete 5526, execution completion date 5528 and command
resource list 5530. Command resource table 5502 includes command identifier 5532,
command resource identifier 5534, data type 5536, crate name 5538, crate path 5540,
30 crate file size 5542, production status 5544, application standard 5546, owner 5548,
supplier 5550, crate expiration date 5552 and release date 5554.
The different fields illustrated for commands table 5500 and command resource

table 5502 represent fields that may be found in tables within a software maintenance
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numbers, in these examples. The downlink files are stored in crated form in these examples. Downlink
files that have already been sent to the library are not automatically deleted from downlinks 5804. Instead,
these files may be deleted after 10some selected amount of time from when they are sent to the library or
proxy server application. Downlinks unpacked Dir 5806 identifies a directory used by the software
maintenance tooldq uhRackethe CRRLRINSQLISEAEE, TRRFRAIALRS S bERAGKESkIPitEAct information
about a dOWI’]|InK”]:I|e Thelflle in lénccgated fogna %y bgs % ored |n 15director W|tt)h|n down inks unpacked
dir 5806 using the ng?ﬁéc%? theTiie. ~ M RGlE %§ g ifies ?ﬁ leec%/ra)}"ﬂﬁgt ai‘:on amn& 8 'SMT-route
info.xml file. This!9iRSe6AH G8BMRIDRSYStems, applications, and commands sorted by each of the
applications. The contenisapktidestsitiiases alusEid Dy dhectioftnare. matntsnaneeire| iad indirectly by the

library to ensyre H&RHQM%Q&HWQQ% F&@ft%ﬂ&&glmﬁtﬁﬁlarﬁ’égﬂﬁ%u?@% RS G Ssirline. APP 5810

identifies the dlrectog/ in which the dif erent?processes for the so tware maintenance tool is installed.

Additionally, logs 38 @8%6‘?#5%80\‘?&}3%6%5 MRS EL FIBIC YA B AUt SPeY TR HIE directory. These logs
include, for exanfofevaeaisahasiiajobeadcoydisthdarnspifé bpkretopudhgHefyofaielréomaintenance tool.
25Logs 5812 is adsvbmlitesipeyryykiisasRbit 10806520 1aitsdb & evertdaggerxral file last sent to the

library and/or pro&%ﬁ?eﬁ(ﬂv%@@lé%@é% RNESE e’é%%%%ﬁﬁ sféﬁféfs'?é}‘.‘dle%@néy?%%%%éf thdfhin app 5808

and contains property files to define the o era ion or behavior of the software maintenance tool as to

define the bEhaviByHPEaNSULTHHPORENLES NRMPPARIFtlaRe Hﬂ%{ﬂﬂ\étf?&r?é’ét%?r@d*ﬂ}tm% now to Figure
59, a diagram illustratyrtetfbee dempenents impreihenteds hedgoferare seessitdianteedol is depicted in

accordance with &@@é&,@gg@gwgr@mgi&@m,aa,;hi&mgag}@[@muser interface components 5900 are

examples of user inter ce c%%rrp o 'EEz'i{“p Lf he in Baenono g m%nac%er nE]Sa4n%8h |bh|n software
maintenance tool 540 gure O%er interface components (5 §'include connection view 5902,

uplink command ‘a‘ﬁéﬁé S@Gﬂraﬂpliﬁ RABEHIAR R Y VR @Qﬂée%&ﬁmﬁi@dﬁl&WéW%QOS events
console views5910; antebaetrigyvérdranaibbitanjowieyst&® id. tbE€anneafction axiewt&d 02 imarused.interface

component that pigisesdapan a5 [RrisBlandynsgianaliniebsii6es examalsheuser interface

rovides device identification information as we a dro wn, box allowing, a user to select between
P nacra?ab Hwe onboarct] [éctronl Jl&ﬁbutldon Eys?eml %ese examgles xecution

completion date 5528 identifies when the command execution is complete. Command
resource list 5530 identifies a data structure containing information about the crate,
20  such as command resource table 5502 in Figure 55.
In command resource table 5502, command identifier 5532 is similar to
command identifier 5504 in commands table 5500 and provides an identification of a
specific command record. Command resource identifier 5534 is used to identify specific
command resource record in the database. Data type 5536 identifies the type of data
25  for the resource. For example, the resource may be a software aircraft part or a file. In
these examples, each command allows different types of information to be associated
with the particular command.
Crate name 5538 identifies the name of the crate in which the software aircraft
part is located. Crate path 5544 identifies the location of the crate containing the
30  software aircraft part. Crate file size 5542 identifies the size of the crate. Production
status 5544 indicates the production status of the particular software aircraft part
contained within the crate. These values may be, for example, red label, blue label, or
black label.
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various components, such as an onboard electronic distribution system, a library, a proxy server
application or other devices. Further, this interface component also may 10provide a control to connect
the software maintenance tool to the particular device selected from the dropdown box. Uplink
command queue view 5904 provides an interface to view the progress of uplinking commands and parts.

This view also has a cappRliQA8leie P58 AR SRR ROIMNRLEHRIGERATRAFLS thRlipk Jpcal inventory view

5906 provides a usertjnterfac% to 15a||o vano er@gx of the soﬂ]'1 are maiptenan nee tg Ilto load or import
art in t 8 identifi ner algy intellectu
software aircraft parts f Sm'a MEadiE: s V|ew aflows 2'ULer' 16 Credte plink‘commands without being

connected to a gPERRSENENe FOTaE FHerahBg iselBiginas b i e eraiR- p%?i@aﬁﬁr‘iﬁéﬁﬁﬁﬁfg to specific line
replaceable unitddentsipetiicaissatiaithistmediavaayikesffpaexample, a portable media, such as a flash
memory, a pgrtable hayglfrive,a &omRas e%%%@%ﬁﬁ%f’ﬁéﬁ%‘i‘%Qﬁﬁk@%@'ﬁ‘é&ﬁ&éﬂes view 5908

provides a user interface to view downlink files received from the onboard electronic distribution system.
A user also may USSTRICAENHE 88 RIECHBERMMCIBS WLREIL HUS S50 RATHR 488t commands.
Events console vizhlg §90@iaHowssapise olaaihadiffere he dvarstinthaetaboscodthimredofiveErty the execution

of various processgstehdhe-sebinaars Bxadaten’ea oM. RherxaspikieyeiLcanselevirw 5910 may
present a d'ffefe@Abﬁ’ecgeabt@artgﬁg%%gagmmm é’sé?fﬁ‘\lﬁra%é‘l&%ﬁe%.@ow aAnReRLGggCtronic

drstrlbutlon&ﬁstem These events m %&ﬁ/ include, for example, connection to the aircraft, sending of the file,
and identificatiorP8f XS SR8 Hing of the file. Retrieved from library view 5912 is a user interface
that may be used to inflate=geprtecdssS§ddisobtamingndamniferdsraadisofowaliekairgedt parts from a library

Or proxy server amh%ﬁi%&%menﬂa gak&ﬁb‘ééﬁaoeiecmwa.&ﬁdmtﬁiefeﬁelds that ey ke found in

commands table 5500. Thi s ie Iso qs bac 8 gessfu Ilnked com %nds q( nlrnkfrles and
rat eon oar ec ronic Egléu 10N s S I"I alrcr? ow, 'II"I
event logs. Wlt refer nce next to ures exa emen atlons 0 user mterfaces for

user interface coﬁ'?ﬁdﬁéw&rs%bofﬁhﬂ@%@ iy %R@’B@H&%'H.twm ersheleqiidties BitRIEPB0, window 6000
illustrates aIpairsgstreehychinterfgobrthah maybespresentddatiouse thaterfaceccoanpearents 5900 in Figure

59. In particular, WH‘dﬂr ér@%&wiﬁr@r%@é@ﬁ%@ﬁ@i G@Hb‘?@ém YR PR EigyFgirPafVindow 6000
includes tabs 6002, 60 4 OQ%GG%J bs mﬁlyto %Se!ﬁﬁtﬁd (}o MP eﬁenr; controls and
e

ecr 1es ’%e fr\ rec a a E
information for various unc ions an r Ceésses within a so are marhtenan ection 6012

displays informamwaﬁbwmrgﬂmﬁ%'mﬁt@ﬁ&ﬁc%ﬁt@ﬁl.rﬁQ%W@@WM@K§&:f96w*6€112n|ndrcates that the
software maintenateaetaost Wreamneatiehtel@ downlink the file at a prior time, the software

20 management tool returns the path to the partially downlinked file.
Partial file XML 5608 contains information about the partially downlinked file.
This information may be used by the onboard electronic distribution system to resume
downlinking of the downlinked file from where the downlinking was previously
interrupted. In this manner, the downlinking of the file may begin from where it was
25  interrupted to avoid having to resend the entire file.
Turning next to Figure 57, a diagram of a downlinks table is depicted in
accordance with an advantageous embodiment. Downlinks table 5700 is an example of
a table in a database in a software maintenance tool, such as database 5406 in Figure
54. Downlinks table 5700 stores information about each downlinked file sent by
30 onboard electronic distribution system in these examples. Downlinks table 5700
includes file name 5702, file path 5704, airplane identifier 5706, system name 5708,
data type 5710, file size 5712, downlink status 5714, downlink received 5716, is sent to
library 5718, and downlink sent to library 5720.
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10aircraft identified by the tail number. List 6014 provides a list of other components to which a software
maintenance tool may establish connections. Control 6016 allows a user to initiate a connection to
another component. In these examples, a user may select various components, such as an onboard
electronic distribution system, a library, or a proxy server application from a set of proxy servers. 15With
reference now to Figurg61.aseieetioaafdam A0 dnifigienarHrlnkCcABBaAhAUeue view in window
60(_)0. In this examfglr(raﬁat[llnolrs]_ %Jég%gggg a%dtr%uguge( viey is an %%%%I% é)af the o %rf;relterface presented by
uplink command queue view AR Igure 59." In 8 eXamptfe, section gTbB |spl|ays commands for a
particular aircraftRi&ifige §aeqenimiysérmpiipt efdtelan S Een it Mg fes tiefrireeriidhie 1D by 20selecting
those commandsvand peessingrigiete coruziant 6h32ddhiecsiatasriniormattitisraboute@anmands are

presented in sectipl Gl Q8 a5 RIGHMFIORHANMAMIRE HRRIBGIRIGHASR JLFxamplapliem 6104,

expiration 6106, priority 6108, destination system 6110, file type 6112, nomenclature 6114, file size 6116,
uplink status 6118/8% GBWEP&L’&? B%egsrg?snéffd’.f%ﬁﬂ’@fﬁ?&%ﬂﬁé&'iﬁa WBBfcular item, such as a

software aircraft pefivargraecrefkpaaiidnceteds athwedirdfioredifiesfthedyparicldiar doierasd. Priority 6108
identifies the order dewmtihrgsrmanamndsadadashecblirkadtaidhe plestinationisystamoanthe aircraft.

Destination systeypLAQ.1dgRlSR g Paowaline Lonlacaable WABJAAR.aRnlisafinn g the aircraft i

which parts are to be sent. Type 6112 identities thetype of item contained in the crat€, such 30as a file or
a software difcrafPPya’e arerRibPABnclature 6114 provides a short identification or description of the part.
File size 6116 identifie5ikheizsi A& U thetdexté esimmniithg tirecpaidicuaihiteimwitipkinkistatus 6118 provides a
status as to the PieRARK SHEEESH Pifalkke efascamrand «binlink cpatissPraginsss6120 provides a

graphical progress by Shoig IS RSISEAl CMPISIS (015, PAIIGHIRL CRTUMANG, oo YD reference now

to Figure 62, a di‘?’;{(grr_gl%eﬁlus_tratmg a user interface for an up ink local mventg;y view Is depicted in
accordance with RHUZtNRAMIAYESTRY RerIsaHfiRtEM IRk siairs piE] 4ad- Bty WS Beisiieal8éted and a user

interface for aplinknkoeakimnyeritonyasidonb & dndigusetsa s presentedadsisoparboulsinkeew allows a user
to load crates or sgftwalis 2676 Palts:iomaiacalrpurcslimkasietdupstianalithalipws a user to load
a software aircraft gart from anPther sajree In the event thda\t access to ahllbrarg Or Droxy server

. roxy_server ication. is information Is used to determine when {o delete the
application may be thavaiiathe 6f
downlinked file from the software maintenance tool. Downlinked files may be deleted

after a configurable amount of time past the time the downlink file was sent to ensure
20  that the downlinked file was backed up on the library or proxy server application to
which the downlink file was sent.

Turning now to Figure 58, a diagram of a software maintenance tool file system
directory structure is depicted in accordance with an advantageous embodiment. In this
example, directory structure 5800 represents a file system directory structure that may

25 be usedin a file system, such as in file system 5406 in Figure 54. Directory structure
5800 identifies different types of files to work within the file system on a software
maintenance tool. In these examples, directory structure 3900 includes parts 5802,
downlinks 5804, downlinks unpacked dir 5806, route 5808, application 5810, logs 5812
and conf 5814.

30 Parts 5802 identifies a directory that stores crates received from a library, directly
from the library or through a proxy server application. In these examples, the crates
may include commands and/or software aircraft parts. Further, the crates also may be

loaded from media, such as a flash memory or hard drive attached to the laptop in
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10interrupted. Additionally, new parts that may not be found in the library or proxy server application or
updated versions of software aircraft parts also may be loaded in this manner. A local inventory of
software aircraft parts or other items may be found on storage devices, such as a hard drive, a flash
memory, a compact disc, or a digital versatile disc. 15Section 6200 illustrates an identification of local

inventory that may,Re ieadadaric igsefvar maRkaanttiogled RaRR BRRR A% UdR: software

aircraft parts and L.comm %nds A artlcu ar jtem may be loaded bl% selecting that item in section 6200 and
oard eledtr rbc |strl%5|65 ;‘%em on an F
pressing load mventory rom media € curréen mventory found on a particular storage

device may be refresh@8Wylipie38MprefedRaRneriorcow Jumetkilkcapal Pasikldedtieims in section
6200 may be dispiayeddinaretionbaotdn hese axamglesioths sformatierdeayniptisdee for example,

inventory item 6208, expHalian, dal %&e@'ﬁ@'ﬁ@%ﬁﬁ&%@( KL Arane dastnaiionL214, type 6216,
nomenclature 6218, file size 6220 ink status 6222 and uplink statugqyfpgress 6224. This information is

similar to the infoPHARS? dBBMVBﬁS RS Ll PHRASEHL 58 LAUER A"SREEN proxy server
application as digprabes.im Wwirrscwab00e inlFigdmergnk files apgigiorefeiresietehnma tgere 63, a diagram of
a user interface fgtaampewntivkerhkigssviewrsvdenisiediseaceardancaivyily ar advantageous embodiment.

In this example, %’u‘ib‘?#é{ﬁc@%p&?’é%&'ﬁ%%%é!ﬁrﬁfn@%éf@ﬁrﬁQtreS‘d“ﬁ% UVRIASS samBgRE I uch 30 as

downlinked files view 5908°in Figure 59. This view |sHEresente In response to a selection of tab 6006. In
this user inteffacEoMFSARARE R ABYGLRE FSMHRREE TP SRR M SIRAR AR BEPTASREd in section 6300.

A user may suspeprdaatistop downlinks from an onboard electronic distribution system on an aircraft by

selecting suspend dommmm@Ju@a&%@23,wm,@@iﬁ,@gp&r&@e}q@&ﬂb@tﬁgmgénaintenance tool does

not receive any addltonald nlnks or i ormapon frp E aflrcraftt which the nectlon IS present.
o un ack e contents crale hese cra S ar unp

Downlinks may bea'g]resume By pre smg & resurme button that is dIS er a user may

redirect downlink&HREIFEETHOF BreXP<ErRink s |C£'i‘i%ﬂ"fd”tH@°§%ﬁ@\f8F@ m%ﬁ%ﬁ%"f!@ol by selecting
redirect downlink$rbettign@Bia4loBeliektionpatkthisdinison csingd= tementddardielectronic distribution system

to reroute all downlink ﬁ!f@t@%@ﬁ@rblgﬁ(ﬁfé@?ﬁ’ef&F&tBFPmétS%Nt%fn@%péimﬂr%ﬂté%#@x%ﬂ'?ﬁéo the software 10

maintenance too; If thIn _soft { Sal etenaancecégol is d| c(%rrlnnect dsf(r)%n %1 A fa,[ d electronic
distribution system T, PeTowninks e ther Futsma |Ca sen{nt% e ongm&l aesf) ation. Section

6306 displays ad%ﬁﬂwpnﬁo?ﬁ%ﬁ@ﬁeﬁﬁ Gb\ﬂﬁﬁﬁwﬂ%a&@ ﬁP@ééﬁtﬁG RPSERIFORBEOM TR RRAE user may
view or delete damsnliehyfileshieiveatian &306 thaDeletiansmandberaashe tbynselpoitpgageparticular downlink

file and initigting Eh‘éré’f%%?ems.

App 5810 identifies the directory in which the different processes for the software
maintenance tool is installed. Additionally, logs related to the software maintenance tool
also may be stored in this directory. These logs include, for example, events that may
be recorded during the operation of the software maintenance tool.

25 Logs 5812 is a subdirectory within app 5810 and contains the event logger.xml
file last sent to the library and/or proxy server application in these examples. Conf 5814
is a subdirectory within app 5808 and contains property files to define the operation or
behavior of the software maintenance tool as to define the behavior of various
components within the software maintenance tool.

30 Turning now to Figure 59, a diagram illustrating interface components
implemented in a software maintenance tool is depicted in accordance with an
advantageous embodiment. In this example, user interface components 5900 are

examples of user interface components that may be implemented in manager 5408
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command. Information presented about downlinked files in section 6306 include, for example, file
name 6308, airplane identifier 6310, system 6312, application 6314, data type 6316, description 6318, file
size 6320, downlink status 6322, and downlink date 20and time 6324. File name 6308 identifies the name
of the file downlinked or received from the aircraft. Airplane identifier 6310 identifies the aircraft from

which the data is figgeusearysisMeAdie eniRstheding seriacaahismnitipmmdichsdos datais
received. App|lCé|1;[1lqu;] d6314 identifies t%:go%oftvyigﬁe alrcrafé art on.the BHE re‘)lli eal?le un{t associated with
€

the data. 25Data tﬁpeeB%pfgeiﬁéonnti\ﬂ%\é’ y“ 2'Of Gt ?;rén rarsd 'B‘f/’ ﬁ1e ab‘B ication. 'The' Software

maintenance tooVfecafis W tiliifddterlie AP axtaityiaeseledisie SaH: andiiesdtiatEertownlink in these
examples. Description a1 8ddiEntifies the name of the file downlinked, in this example. File size 6320

identifies the size of the JawHIKed,80LRWILIKiHASA3A BN kﬁg%%‘&efo%% drtaas

successfully downlinked to the 30software maintenance tool. Downlink date and time 6324 identifies

when the downlifEREMHIEEG 2 hiE o MbIRTREHIRP S '8 YERELSIIPERRIPILTS Y FSilure, or a partial
downlink, dependiagifigpiartidopastionlas witliasierfropdown e aving foustyireBact eligepram illustrating a
user interfa_ce forvam)ayeg_smg@ﬁ@ﬂbe gaddggiatedngmédme wgtivamadyastagemisgabodiment. In this
diagram, window ‘?&9%%\%9'59@%%%#Bﬁﬁéﬁa%%%iégé.?F‘&Tt‘ﬁrer‘!?ﬁﬁéfﬁh?&f%’@b%ﬂga%ﬂén%& fAgpvents console

5910 in Figure 58. In epicted example, this particular view Is presented in Swindow 6000 in response
to selecting tab GYBYISREABPERGE it IR AAEG8RERIRAA WpBFHAEr LfRare maintenance

tool session. In tlselsetekanmples deosodwerexmaintenance tool session is a period of time during which the

software maintenance (RehisoRaTAINgLlBSieNaIG PHsitRieshihseatio oA IBRYRRpresented in real

time. 10In these exam (\Iﬁgj rﬁtl%%% Lve Ft)%rpg__a¥ be savggobp( selectlpg| §oag§e§é/ggrtnsm%%tﬁsole button 6402.

Events may be cléare m display in s_ectlonh'éi'bedv by sel%scﬁr?onclear events conso & Bﬂ?ton 6404.
Additionally, the SBVFRSIFRENHRANEN LPIBOIATFA AR MRU MY LR SRRt BB FSEPintervention. In
these examples, #lastaeniyraispityedafieaetioartdmdachuted @datérand tiofiestaaipradt user identifier of
the user 15perf055}i{ggr@np§r,gg_gq@r ﬂq_@waé@s@%§§@@%J9&9@Mﬂgmr@éﬂ&%n@hh@%een p_erforrr_]ed.
Turning now to Flaure ?5 a dlaI%ra[P |Iltustrk£=1t51p]% a user |nte{che ora retrleyte f%orp I|br?r¥.wew is depicted
in accordance wif ngﬁca%fvgnﬁggeugusngﬁgod|meH?.e IS %?(%r%%i\év?\rf\e/iﬁ'rcg\e}v 6600 disy é{‘yé”% user interface
for retrieve from MbeaPF ltdiReIoR/aderRIB g ifresPerhisliseEftintefdeedis Prysentetsreredpohse to a
selection of tab 6&AblEhigdia, such as a flash memory, a portable hard drive, a compact disc, or a

20  digital versatile disc. Downlinked files view 5908 provides a user interface to view
downlink files received from the onboard electronic distribution system. A user also
may use this view to delete downlink files as wells as issue downlink control commands.

Events console view 5910 allows a user to view different events that have
occurred during the execution of various processes of the software maintenance tool.

25  For example, event console view 5910 may present a different action that occurred in
sending a software aircraft part to an onboard electronic distribution system. These
events may include, for example, connection to the aircraft, sending of the file, and
identification of a successful loading of the file.

Retrieved from library view 5912 is a user interface that may be used to initiate

30  processes for obtaining commands and software aircraft parts from a library or proxy
server application. Commands table 5500 in Figure 55 identifies fields that may be
found in commands table 5500. This view also sends back successfully-uplinked

commands, downlink files, and event logs.
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user interface may be used to retrieve commands from a library or a proxy server application as well as
browsing or looking at the various software aircraft parts. Additionally, this is when the loss may be used
to create commands to uplink software aircraft pads to an onboard electronic distribution system. 25Parts
that are available in the library are displayed in section 6500 Particular software aircraft pads designated
for the software maintepanesdRALaNaxig ERjlir\esh % REess) ,,gagmélgg@g)gft[ggﬁactlons button 6502.
A user also may cre te cc%mmand 'EQ uplink softwargg%rcrg 8 to an P%ar%%ectronlc distribution
system using thid {REETaes or,&sﬁggrem%% SPEBPSLREET 3 SO AL S AT rom Section 6500 and
30designate a paffRigraeanerart ke bl Y@iﬂﬁ‘d&&ﬂﬁb”l&ﬁﬁ%r@ﬂ‘@ﬂ 65(?4%?@”1@!‘.@@(16?‘]1@)‘6504 provides
identifications of iedrpredentdstiob&lo istertifie sompaiticis|agdnie Fegplacsable paiicrsiheiaioeraft for the
software airckaft geg s an é&féﬂp@%FSOH%’&HQI‘?%W@BEY#?&&% ﬁéa%nﬁb%l%%&’ﬁ\%@éf&@& part may be

retrieved from the I|bra aresg retrieve selected inventory from library button 6508 Selection of this

button causes th&% gaft 84e% L a?F?oGB?eoremg?/%E?%%'a"’bYB FHHSSISd 8%858%8%15 S El?)cflnk the
software aircraft ipéatetivrefelMaris Sanstioirrpend weossyandi b, axsdibgrarméditistraniisgahta flow through a
software maintenance $eelith serHingepmmandsansdsaftveaseratas albpaitsiceasoningraft is depicted in

accordance with g, 3 ‘éaé‘é@&)%oébﬁﬂﬂ& QL!E% t|%%ﬁﬂémgﬁeﬁﬂé‘eﬁg&%%%‘@téﬁ fhgyn for software

maintenance tool 6600 to the send |n%ﬁé|| commands and software aircraft parts from library 6602 or proxy

server applicatioA'EE0 6 B tsHRr 'S I SLIrERTC H%t%ﬁl‘@fﬁ%%?étﬂ%@%@ﬁ@ﬁomﬁe&ﬁé‘h aircraft. Each of
the different stepshagitktheftresaltzotehase stelsayartaiheatcoyrsofanarcCordiotédthakteal 6600 may be

logged as events,f@f @qwm&,aéi'traﬂﬂ@ctibﬁasyaﬁ@@&%mwrﬁemeﬁ@@mmm&%%r mayIN this example,

the process begins o3, Ussh IEIRS &1 Anar Uons progess MU INa, 808 or plgsy, server

application 6604 Using a user intérface from a user terface component, such as retrieve from library

view 5912 in FigQfé BPXYiBra/sf 8eplfCHB608 2 fé PER N SEHAIHlink commands that have been
successfully Biplinked t@/igntzdared el @otvan Eiglistr i ticrelsyste wf GHOBORIigatesemip8nE608 then makes a

call to either libragy, 6602 QUAIEXKREFUEH ARPEGAHOM GR04anpiRasResMliskalthrcqmmand identifiers for

commands that were. Ssuccessf Ily @Ilnkecrila (r)fnboard elec dlironlc %Edlsr%rlbutlon s[)J/stem 6606. Library
service 6608 retrieves 4 list of up I?nk commands thaf hiave Hpsucggsgfuﬂy upeiln?e%“from commands

table 6610. Comﬁ?&ﬁdﬁ&ﬂ@é@l@@ﬁﬁ’@(&?ﬁpl@@f@ R dspiAsirraMtanEs P EERZIIe s mands table
5500 in Figure Saiidentifiesrielgsthatmayrbeafotmetdra conomanaisataisl @b 1€:tbow €8eby command

identifier sept to E%m&ﬁ%%eosowm&emm% gaa@&@é;ﬁﬁ%dtaﬂﬁwfﬁéegﬂ@r}gomgﬂm@nd s deleted
from commands table 6610 in database 6612. Additionally, library service 6608 also may send downlink

files and event IGH¥ HGAHIE S stEnPEsEIACd In section 6103.

Information that may be displayed includes, for example, item 6104, expiration
6106, priority 6108, destination system 6110, file type 6112, nomenclature 6114, file
size 6116, uplink status 6118 and uplink status progress 6120. ltem 6104 identifies the
25  particular item, such as a software aircraft part name. Expiration 6106 is an expiration
date for a particular command. Priority 6108 identifies the order in which commands
are to be uplinked to the destination system on the aircraft. Destination system 6110
identifies the particular line replaceable unit in an application on the aircraft in which
parts are to be sent. Type 6112 identifies the type of item contained in the crate, such
30 as afile or a software aircraft part.
Nomenclature 6114 provides a short identification or description of the part. File
size 6116 identifies the size of the crate containing the particular item. Uplink status

6118 provides a status as to the process, success or failure of a command. Uplink
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Thereatfter, library service 6608 may make a call to library 6602 or proxy server application 6604 to obtain
a list of commands. These commands are compared with 30commands that should be in queues for
distribution to different aircraft. If commands are present in commands table 6610 that are not in the list of
commands received from library 6602 or proxy server application 6604, those commands are deleted

from this table. HowyeyBio §RRBHIS GRISTRIRSRILAN BPRIRIBEQSAIArE PariBieRaRsRLrol 6600 will be

retained. The delfetlon aolr[lccu gngg)ands n these examples, occurs for commands previously sent from
library 6602 or pr8xy erver app IrFca ioh 6604. For each new command received, library service 6608

determines whether a ¥YéiaitreneR/eoxisesHOHIAE S FFRiRge iR {hare \Hﬁmlﬁ‘tﬁréaé?/&éﬁﬁ‘ 6614. If the crate
for 5the softwarewintn&tpaitdatogtyresentordhe eosriamns, wieradibsatyiageviee 6608 retrieves a crate

containing the 505%%%%@%%@@5%4‘ti&%’oﬁﬁ%s%e%%%ﬂe%?é&%h@BRJ&%?‘HR&@@Q%TA”y retrieved

crates are stored in file system 6614. If the crate is successfu eg)ﬁ retrieved or a crate already exists, the

new command is BiQEé%CﬂHtBVSBﬁ?{M%{%Veﬂé 9818 BEYERIR A RAIBEENE 6 12 S PR URLESY 8l 8stully retrieved
or the 10crate alrsadipdoddterathe neaftnermmismeltisatgdemnts lacgliravecin Uplnrsophmand queue manager

6617. Uplink conmanm4iuesipvienu66s sy shawirfaraatioafaocampandsumanaged by uplink
command queue mapager, 6817 to@f?&%?;ﬁ&f pF&U%‘éAPe‘%%' @ %H&W%(yeo‘@ Ge4Giisoipgated or refreshed. In

this example, upllnk local invention view 6616 IS a user interface com onent, such as uplink 15local

inventory viét 5%%'%@%?5%58%'%%%@?565@ MRS LURIE § SJ\PEﬂI%\ﬁEpé‘Pf%ﬁ%?ﬁror to see the
different softwareiticedfinparte thiat aressiosed safthane hecsdftneaiccaimameerigricedtsoh Big knowing what
software aircraft parseare M@aﬁmm&ﬂ%syeﬁqmééaéa@aae@m@memgmate@e%emmands to uplink

those software alrcraft arts usm& the s are mai tenance toal. Theregg:er Sla ommand gueue
ces S a'com iSC, O

view 6618 is 20up8at%d IS V|ewhrﬁsé§ aemlfo'rrlvt-:'exc'?tm e Umlan Sommand queue VI w 904 as displayed
in window 6000 iVeERfieeliBa:. Thereafter, the operator may disconnect software maintenance tool
6600 from lilFary 6602Se¢{imoXgEeiver @ipphoadioni®b0dn Softweireamamtéaaneg todH56800 may then be

transported to thg,gdr meﬁomqrgme%%@teab%@iﬂe%m& ﬂiaﬁ&%éﬁ@%&?@ﬂ?@ﬁm When this
connection is established, uglln!&com apge%ueue we(\)/g d% 0 L1tomat qu Irllnskes(,: %D%mands that
elé

have not been succe%(,)st?mﬁ/ uplln alrtl1°or he arta &ng airerat to 8(r31tb8ar Ctronic distribution system

6506 through on @%9@6%%@!%’(@'@@9%&@‘6@2@?02 The current inventory found on a

particular storage device may be refreshed by pressing refresh inventory 6204.

20 Details about selected items in section 6200 may be displayed in section 6206.
In these examples, the information may include, for example, inventory item 6208,
expiration date 6210, airplane identifier 6212, airplane destination 6214, type 6216,
nomenclature 6218, file size 6220, uplink status 6222 and uplink status progress 6224.
This information is similar to the information displayed for software aircraft parts

25  received from a library proxy server application as displayed in window 6000 in Figure
61.

With reference now to Figure 63, a diagram of a user interface for a downlinked
files view is depicted in accordance with an advantageous embodiment. In this
example, window 6000 displays a user interface for a user interface component, such

30 as downlinked files view 5908 in Figure 59. This view is presented in response to a
selection of tab 6006. In this user interface, information about data downlinked from

different aircraft are displayed in section 6300.
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On ground connection interface 6620 creates a command for on ground 30 component (OGC) 6622 and
adds this command to a list of commands for on ground component 6622 to retrieve one at a time. These
commands are identified in uplink command queue manager 6617. When on ground component 6622
calls on ground component interface 6620, on ground component interface 6620 determines whether the
aircraf(; is already upggnégzigga%@,t%, gggp&fiw@bigﬁ;ﬁﬁ@fg&{igﬁi&gﬂ%@g}g”igﬁﬁﬁg&ﬁéwned t? on
ground component and comman re not chanpged in the com t. In these 5 examples, on
Ground componcHERESY BT ICHER tale LA BREISE Gt B o Coutblh BB b qetormine
whether the aircréfteigaspRriidiigeiaieriniehasee &l e got recei gruiedtirna devalifkady uplinking, the
oldest uplink convfamnetishthencormarand guebiehshpassaectonid prand CompDReRiHG22. In turn, on

ground comg)oneggg@rqggblsp&gggwgi@gmevgugogqu}qg%gmgnic distribution system 6606 to start

uplinking the crate identified in the command. On %r_ound compaonent 6622 m%)/ obtain status information
, d

during uplinking of softWARE AR %‘ﬁ}ﬂé?qfﬁﬁth SO G LIS AR AR K858 Ray update
uplink command theieaevaeineB i ancstHon ky petagtinsd dstiecs dehrdiskhbsiéoil 630htdd astigplietk status

progress 6120 iniiigiine-b tads2dinepibeacosnpasiichnsbessh syseassfuly eyenuiemmirlink command
queue view 6614 gdaie IR IIABABRID SomMaRis. R BEL0 AFHIlQBRINaipIink command queue

view 6618 also updates the execution status of the command in commands table 6610. Turning now

to Figure 67,a dfAgraraNesirding BacoRuds e YeRAMSRI SO M AiFtemaTss (Ul 6 08EEHY downlinked files
is depicted in acetrctanmeedisitivetivadisenadeodsvwink dimdat. dntohisterbnsphe (stfdwdomahaintenance tool
6700 may receivgdgvnlinked files initiated by application 6702 executing on a laptop computer

connected to onboard glectropigc distriputio stem (OBEDS) 6704. Additionall solicited downlink
flos rom line replaceatle G ICHU T 00 i iar e et R e ool 6700,
When software nigfiferE39e Fo6h6700/28taBNRS Y g@ﬁmwﬂ'rﬂb Bebharriebbhic distribution system
6704, on grotind Rentiponenly GEQBa: the se@ttpgrepHrticalaprovides fircapdrinitiutinig #ttodelwith onboard
electronic distribytigin,system 6704. On ground component (OGC) 6708 communicates through on ground

30component interface, (OGS €740 il olnet SompRS e A GIRRIRiERE e 100

example, file name 6308, airplane identifier 6310, system 6312, application 6314, data
type 6316, description 6318, file size 6320, downlink status 6322, and downlink date

20  and time 6324. File name 6308 identifies the name of the file downlinked or received
from the aircraft. Airplane identifier 6310 identifies the aircraft from which the data is
received. System 6312 identifies the line replaceable unit from which the data is
received. Application 6314 identifies the software aircraft part on the line replaceable
unit associated with the data.

25 Data type 6316 identifies the type of data generated by the application. The
software maintenance tool receives downlinked files with a data type to represent an
unsolicited downlink in these examples. Description 6318 identifies the name of the file
downlinked, in this example. File size 6320 identifies the size of the downlinked file.
Downlink status 6322 identifies whether the data was successfully downlinked to the

30  software maintenance tool. Downlink date and time 6324 identifies when the downlink
completed. This completion may be a successful completion, a failure, or a partial

downlink, depending upon the particular situation.

78



6700. In this example, a downlink file is downlinked and stored in file system 6712. When the downlink file
is transferred to file system 6712, on ground component interface 6710 inserts a new record in downlinks
table 6714 in database 6716. The different downlink files stored within file system 6712 may be

viewed using downlinked files view 6718. This view is an example of a user interface component, such as

downlinked files view 53081g figuse-R%d Bis Yigusmaviba-uses daddeptiiy.what dowplink files have been
received as well as m?eqlg)éllate downlink files. D%wnlln s Stable 570% c'ﬂirﬁé% r?nStr?isshows examples of

fields that may b&¥OUNd 1 ¢ d%erﬂi'rr\]kascfgb 86714 hées tea Software main enancedt'(a)%rlaglioo may be

moved and estabiSACPREtiBRaxNHA HEREIB20 16F PHORY IBEHASE 2PPIRCAGDI BTFR2S\AMFETS this connection
is established, liiarsores9i0ebFigdne eatifiescowniak éites phattapearinotyeidermeeatttal 10library 6720

OF Proxy server ﬂpﬂﬂsaftm@%%ésg&ﬁgé‘#@9&1@8%0!3@Béﬁﬁ.sééﬂﬁénfﬁﬁ%%‘?e@H&da%ﬁ@‘fﬂé@”kS table 6714. In

these examples, partially downlink files are not sent to library 6720 roxy server application 6722. For

| . or
each of the dowrfififKTIEL GRS ABVATMIIERE G729 SR5PRY JBAIRE 728 Bhfirms that these files
are still stored in filéewysteringTencd BoimeasiosdpaceB e thedfsingartishalhefdiwastated downlinked files

to library 6720 ompfigin seiyejorRiiensinn 6T7Re o unys filesusent itDspeaxy v el-apeltatien<a622 are
eventually sent tg library 6720 by proxy server application 6722. In some cases, files may be only
partially downlinked to the software maintenance tool because of an interruption. The different

advantageotfs emboditidMECBRftfe BeRFeIFAH SHM RFOtRYA Wi ER FARTIRY BI6VRIm R Hifes are saved
by the software rhatintedice=teolwithyrpéildesystdron6 it RlaY resetiarfidd @ bywdiedifiledeare saved and

additional or remajpingRastiRNs.ebtRcioElRicRY Be seifirveshahriaire ilbead added to these partial

downlinked files to forn}aﬁ: lete d ink.file. In this manner, if an interruption oceurs, the downlinking
automatica ch.entry

of data may piok s P el o L e S o= T i now (0
Figure 68, a diagtSRPIRISIREGAIPASEPN SN LI58 Fodfiid BB IR BVR HESHeREisHAIARE Yiglintenance tool is
depicted in aecorgafoosivg th raniadsanttgeaus @ mbodiyn drdntifyitiishe xatiopl hes bftsvarenmaintenance tool
6800 logs events,infiig system 6802 using process event logger 6804. Process event logger 6804 is an
Turning now to Figure 65, a diagram illustrating a user interface for a retrieve
from library view is depicted in accordance with an advantageous embodiment. In this
example, window 6000 displays a user interface for retrieve from library view 5912 in
20  Figure 59. This user interface is presented in response to a selection of tab 6010. This
user interface may be used to retrieve commands from a library or a proxy server
application as well as browsing or looking at the various software aircraft parts.
Additionally, this is when the loss may be used to create commands to uplink software
aircraft parts to an onboard electronic distribution system.
25 Parts that are available in the library are displayed in section 6500. Particular
software aircraft parts designated for the software maintenance tool may be retrieved by
pressing perform library transactions button 6502. A user also may create commands
to uplink software aircraft parts to an onboard electronic distribution system using this
interface. A user may also select a software aircraft part from section 6500 and
30 designate a particular aircraft and line replaceable unit using list 6504 and list 6506.
List 6504 provides identifications of aircraft. List 6506 identifies a particular line

replaceable unit on the aircraft for the software aircraft part.
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30 example of a process that may be found in manager 5408 in Figure 54. In these examples,
process event logger 6804 may log all of the different steps and results of those steps performed by
software maintenance tool 6800 in uplinking and downlinking data. This type of information may be
displayed in event console view 6806, which is an example of a user interface component in user

interface components aAA0{aEiare2Sidha FXABRIS HsellnierLaRa R WIRANNLGRRAJR Figure 64, When

software mamtena&cg tool r§18t90 conn ctsrto IIJbra}r 6\%/308 or dfo Xy server d’E Ilcatlgn 6810 through library
service 6812, a uger |r?p Cis recelv% d tansh %%\ﬁ S T q’r?e syus em 6802 are

forwarded on to 5%y Bderd el ib‘#@kyt@r%'fs&ﬁﬁ?ﬁ:ﬁﬁ@f?%ﬁ'@rmh@t@éﬁt%@%’%@%@cessfuIIy sent,
the event log filesatiemsenamedieted ehivainpuipesasare airdrafirpag tbake torérigure 69, a diagram illustrating

data flow in a software FAIRLaANGEHQald 881G BArTR UL UKPRLepigteddn,aggordance with an

10advantageous embodiment. In this ex are maintenance tool 6900 may connect to library

6902 or proxy seRATaEPIREA8HBEEA" WrBﬁW?%W%@?&%@%%ampﬁ%Fcfﬁgﬂr&ﬁé{?e from library view
6908 to identify pigRiststbireacerrdineay80a? asaitrgsryg\esengimeppliciti® @9k, Retieved from library

view 6908 is an expaiadnf retrevadoiresmvidraanavienad&badlsbob-iguie SHhaithin dssaninterface
components 5900 in Figure §9a¥¥tc?8'é?%/‘fr§8q(i%ﬂé}fé%£% ﬁ&ﬂ&%ﬁgﬂBl%a%ﬁ ShtR iR Hags for this

particular view. The parts ma;g) ayed andretrieved from retrieve from library view 6908. A user

may select a%et PP it éfﬁ@\%s{tﬁg‘s@ﬁgﬁﬂmplmﬁﬂﬁggﬁﬁ R PRSGEERIEY SR lication 6904
and store the sofendtecapsridtoptresastfiles spstenmee 93 GoMhe pariviaranbeivaiéM@yedy 2@for users to

create uplink conyyaRskvents Fauaamgmwg%ﬁ'igar@e%@z@ﬂdﬁ&mruaawatmdaaéeoﬂow in a software

maintenance tool durlqg retrlevm%a d creatin of commands is d%;d){cted in ag&ordance with an
S

e ces NS when a user ini 10NS proce
advantageous embodlmenﬁ exarﬁpﬁ are maintenance toola‘/t(% may r trleve parts and

create command@'iﬁ‘ﬂh@rﬁe’{’ﬁ%@rf%?ﬁylﬁﬁ%(ﬁy W@W#@Ofeﬁéwmé’\/@ﬁﬁﬁﬁ%ﬁ?ﬁW?@OZ is an example
of a user intetfacetedmpon@ptnsutihas estree/&oomlitbrary wesnsSRLD Fidriguse. 3%asypresented in

window 6000 in Kigiite 6os retriw&eé‘ ||L@@%W\éi9ﬁn7§% igcRaNested éQc'&QE@fMI] 0BG RIIREOXY server
application 7008 user ma w.ezl]g_ st of pasr s r%tgbesvifj from retrlev%%go“%hbr y view 7002. A user may

select parts throug Wis View arvd mitiat t('ao'rc]ics) mkmg {?1 Se%\(r's rary ser?n%e"%m The parts

retrieved by libraPj$eHAEsy 4502 aireraxy &iveT ﬁ@'%@\ﬁ%l@‘.dlﬁaﬁ@%‘ é%éiﬁtbﬁaéo'ﬂﬁ‘@%ftware aircraft
parts are stored agetmiesiotiplinkdacatinveatosysdessdiflpimiess be sefoashedctronidVith retrieved from

orary view 7002865 SHEBIAETIBANKABea68 UERES RABYARAS bl didn database

7018. These commands may be added to up link command %ueue manaﬁer 7020 for execution by on

ground compone?ﬁvﬁféasfﬁﬁfmg’d@qngﬁ JFS'HnCc?rBBW:%ﬁ e 88 & 762450 Hboard

electronic an example of a table found in database 6612. Commands table 5500 in Figure 55
identifies fields that may be found in commands table 6610.
For every command identifier sent to library 6602 or proxy server application
25 6604, the corresponding command is deleted from commands table 6610 in database
6612. Additionally, library service 6608 also may send downlink files and event logs
from file system 6614.
Thereafter, library service 6608 may make a call to library 6602 or proxy server
application 6604 to obtain a list of commands. These commands are compared with
30 commands that should be in queues for distribution to different aircraft. If commands
are present in commands table 6610 that are not in the list of commands received from
library 6602 or proxy server application 6604, those commands are deleted from this

table. However, commands generated by an operator of software maintenance tool
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5 distribution system (OBEDS) 7036. Uplink command queue manager 7020 is an example of a
component within manager 5408 in software maintenance tool 5400 in Figure 54. The status of this
process may be viewed through uplink command queue view 6928. With reference now to Figure 71, a
diagram illustrating uploading of software 10aircraft parts from alternative sources is depicted in

accordance with gip@dyRgeALs. eRALIBRER b IiS-RI@MRIRsSAFR MaiRipORRCE tool 7100 may
upload software aircraft pads from medi ‘1*7%9‘% mt%ﬂg system 7104 t%r}gu Ih u M( local inventory
up in

ommands. previously sent fr 10ra or pro server a . . .
manager 7106. THIS View i8 an exdniple ot UpNAk 10T MVEntoRy View igure 59. This view uses a

graphical user interfacE 5eRH &8 WAREHIRBUBESIMEH dhfaneser1isT RROEsIstrsMbTahikhapI®=’ling or uplinking
process from megligerdifB2dnayifie Ppetiosveibtsingraplink locah myepiary geaw. 1108.cEadtiware aircraft

parts may besuplpadginte SAftwAss-MAIBISRARAE P He/ LA LAM AhAERRY LSS tBgsghan a library or a
#e of erX|b|I|t%,}Ssof ware maintenance tool 7100

software proxy server a Elicatlon. By allowing_for this t ]
may allow for Ias'tertﬁﬁﬁfg e " WB&'}%S&@W&%{R% LB S8R H O ARM SoRIRYSEEBe uploaded to an

aircraft or if a cormnetRian6ehe Irargtaeverosptsepre sippslicaileonvisiemadafaliite crateligrning next to
Figure 72, a highslevebitanycbaietianieaas sifendpansgingesafivaiarade afopaesigdepicted in
accordance with 9&%%\%9@9@% FCMBdinaNts 1516, AIRcG SR USRI I FigHIE /4 may be

implemented in a software maintenance 25tool, such as software maintenance tool 5400 in Figure 54.

The process begfRH 68 HIHIN§'a KON AYBIBADERHSER tha PHasIe dRtaBrieadifE Y stem and a
source through antpiaged 68 &v diklitdk fommandestalii steadoéb® nestiaopferaibon 7@00). Thereafter, the

process retrievesahaelRfsurinig s mnsiksliamaaseuee ithrdghdéer establish connection (operation

7202). The 30source may,be fo1, SXaMble. 5 DIRXY, serven application. 2 ibrany, of eyen a local storage
device. The process then retlieves a set of aircraft parts corresponding to H1e set of uplink commands

from the source 0GR tHEESRBliHereBNisucERIP 16 203" dnistase component, such as uplink

15 local inventory view 5906 as displayed in window 6000 in Figure 62. This view allows
an operator to see the different software aircraft parts that are stored within the software
maintenance tool. By knowing what software aircraft parts are present in file system
6614, an operator may create new commands to uplink those software aircraft parts
using the software maintenance tool. Thereafter, update command queue view 6618 is

20 updated. This view may be, for example, uplink command queue view 5904 as
displayed in window 6000 in Figure 61.

Thereafter, the operator may disconnect software maintenance tool 6600 from
library 6602 or proxy server application 6604. Software maintenance tool 6600 may
then be transported to the aircraft and connected to onboard electronic distribution

25 system 6606. When this connection is established, uplink command queue view 6618
automatically uplinks all commands that have not been successfully uplinked for the
particular aircraft to onboard electronic distribution system 6506 through on ground
connection (OGC) interface 6520.

On ground connection interface 6620 creates a command for on ground

30 component (OGC) 6622 and adds this command to a list of commands for on ground
component 6622 to retrieve one at a time. These commands are identified in uplink

command queue manager 6617.
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retrieved software aircraft parts (operation 7204). The process stores the set of retrieved software aircraft
pads in the portable data processing system to form a set of stored software aircraft parts (operation
7206). The process then disconnects the portable data processing system with the 5stored software
aircraft parts from the ground network (operation 7208). In these examples, the portable data processing

system is moved to a lggaian @&JM&%&@W@%@ gﬁ%}g%m,t,qbg%mqqg;@%gﬁraﬁ network on

an aircraft. Next, the brocess conn C.F‘ th&%gg%e Flata roces iengi sya%em wit the.s%ored aircraft parts
10N .

. ro component ace ethert I is_already uplinkin
to an aircraft net\%/oH< N an %urcrafp opera e process t%en ISsues )énpup |n9< command from

the set of uplink €aimehagiferafdsailieasht Hrltakipeotasimity Systeristiraig BPBI9rgreand component in
the portable datacprgeessirepay steimonmharkoaes®sanagal siared@ireeaid pad ieareesponding to the uplink

command in {he et SLOpRd Sl Atk ARIATEER D ING AU AtARIRRIP SR System through the

on-ground component ho eration 7114), with the 15$rocess termfln,atlnﬁ thereafter. Turning now to
Figure 73, a mord YR4 Y HSREHEHYS LRIl YEP AN TG e RV RPARGAYaR P&SE depicted in

accordance with @f@apl¢antageous embodiment. The process illustrated in Figure 73 may be implemented
in a software maintenange toekasushoas sdWastRIRNteNaBes: tpmhbaGHnAIT gL 2dmifaadrocess in this

figure 20illustrates, the diferent SERINALASHHILA %8%%@%@?%%?&91%6%@9@%6&[‘”eCted toa

source, such as a library or a proxy Server application. process begins by receiving a request to
perform trarSactiHETIPER SN SBN2Th e aR G AP HiRe 5Y6E,eé‘§§qgﬁﬁgﬁ%fﬁ‘l‘ﬂ’ﬁh'§aéﬁ%ns may be
initiated by a usesrétg ddegtifedivghémerfacedvithirgysed Frefacen Cerap orremistE06@ s Figure 59. In 25
particular, the pragessRAN RS IIIAIRG PYradISRIE BN HSEr HRHEINA seslieyedipanbhrary view 5912 in

Figure 59 with a yeer nieigee suchas widow, 6000.as lusiated g Eiguns 63, The pipess then

retrieves a list of ug ink commands’sent 6 _'an onboard electronic distribution sys(t)gFﬁS opetation 7302). In
this example, the>Hsh 88 Hismek!ISeEdRTarIst e R e HaRh YT W Fdere St aircraft parts identified by the
uplink command has béearsihecessfiully senbtetheaabdaliv edeatrahigptigtibutiondsystem. These different
commands may beskyafuiniadabie ikAAIaPRINHEHR3ERBENGR ARICRPQBIHNK Figure 55. Each of
the records within comrﬁmds table %g%) ip F&ggr? S%ma)y in%:lud? an ir} ication as&c% vlv(p.ether a command
was successfuIlycg'renrrlrt].a reafter, the prgcsé)s cafig aG"sc%uer(élé"fgﬁearélJ ion %ﬂT%ne §aarle may be, for
example, a libraroBreepegrsestd?-application. The process sends these lists of

Turning now to Figure 67, a diagram illustrating data flow in a software

20 maintenance tool processing downlinked files is depicted in accordance with an
advantageous embodiment. In this example, software maintenance tool 6700 may
receive downlinked files initiated by application 6702 executing on a laptop computer
connected to onboard electronic distribution system (OBEDS) 6704. Additionally,
unsolicited downlink files from line replaceable units (LRU’s) 6706 also may be received

25 by software maintenance tool 6700. When software maintenance tool 6700 establishes
a connection to onboard electronic distribution system 6704, on ground component
6708 is the component that provides the communication with onboard electronic
distribution system 6704.

On ground component (OGC) 6708 communicates through on ground

30 component interface (OGC) 6710 with other components in software maintenance tool
6700. In this example, a downlink file is downlinked and stored in file system 6712.
When the downlink file is transferred to file system 6712, on ground component

interface 6710 inserts a new record in downlinks table 6714 in database 6716.
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5 commands to the source (operation 7306). The commands sent to the source are then deleted from the
database and the software maintenance tool (operation 7308). The process then calls the source to
retrieve new commands (operation 7310). A list of commands is received from the source (operation
7312). In operation 7312, the commands are received in an uncrated form unlike the manner in which a

proxy server 1001 apphgligRdEREivs FRMRAeITIMiIA DS eh B2RIREE TS handelgHgs commands not
in the list from thg daﬁalﬁagt? éo era%g?n 7%45). As a result, the source is thr? authority or provides an
wnlinked fil 01b& is Vi Bﬁo a user Interfa

. [0) lew W IS, an exam ce CO t .
override as to what commands are e execuefedsby t%e SOftware main enance%)om? a user desires to

remove commangksiopeieptalipkf Mane o8& dr hitwheotP al S dr e BRY tRedeee dpringaiids may be deleted
at the source. Thehistoheninmeniets,septiadbevaofivwarsl B3aintiepalbraitoallireIikdts iDamyiiemmands not in

the list beingdeletfd ghgor pryliletBE MG SLAIRRESS AUAWR IPFRUDARYAG S AIBAIARGHE executed on

the software maintenance tool. The process selects an unprocessed command for processing (operation
7316). 20A deterilation is made as to whether a crate containing a software aircraft part is present for
the command (operatidhersaiBy. refoprsranientZoagetive! Hiihdens\chretiesati@rfilesghliem on the software
maintenance tootsardetermine vlastBer@dctisiscosiainipgiitesofteare\siserait parhis@raady stored in

the file system. If.g GllfIs RALRISSSIRL &SR NG RECESH AR jfﬁé’?ﬁéb%%%‘i& %%PS&%H%QJ?@O?- 25Next, a

determination is made as to whéther additional unprocessed commands are present (operation 7322). If
additional uhprodBER¥ S EIRHREESSENE PBRIHHIANE o cHES PERTHGRRY @ pratiBE 7336 The process
proceeds to opefratioshi7 822rfirofa tepleréitith 7318 if a crate is present for the command. The process then
adds the commands toaipieus {PpREYARIAF2bIvIiNR s eRSRINRAUP HsHas dreddysriary of 30software
aircraft parts (operation (328, 67J79HLe LA ISHAIRS %‘Erﬁ}%‘Of&%ﬁﬁ‘éﬁﬁ%émﬁé?%‘féare maintenance
tool when a port?fb[e da é)processin | system, on which the software maintenance tool is located, is

connected to an &fit4ditRBtRRIMCE 672 prifsmeahipies s il sterprdintlerite 86l nay be used to
send software aitdvedtypzadcto &1adthbo &rchetectiooi thdiktridedioomsyistemfiesgolitragydT2haircraft data

processing systegnoiy hn sirssaitasiere I eRs SRS BE-riepEimM PR example, a queue in
uplink command guete anager o2 6130 I re,S Lo e DIAEESS: 6722.
In some cases, files may be only partially downlinked to the software
maintenance tool because of an interruption. The different advantageous embodiments
20  provide a mechanism through which partially downlinked files are saved by the software
maintenance tool within file system 6612. These partial downlink files are saved and
additional or remaining portions of the downlink may be retrieved at a later time and
added to these partial downlinked files to form a complete downlink file. In this manner,
if an interruption occurs, the downlinking of data may pick up where it left off without
25  having to downlink the entire file again.

Turning now to Figure 68, a diagram illustrating data flow and logging importing
events by a software maintenance tool is depicted in accordance with an advantageous
embodiment. In this example, software maintenance tool 6800 logs events in file
system 6802 using process event logger 6804. Process event logger 6804 is an

30 example of a process that may be found in manager 5408 in Figure 54.

In these examples, process event logger 6804 may log all of the different steps

and results of those steps performed by software maintenance tool 6800 in uplinking

and downlinking data. This type of information may be displayed in event console view
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5then updates an inventory of software aircraft parts (operation 7326), with the process terminating
thereafter. Turning now to Figure 74, a flowchart of a process for sending software aircraft parts from
a software maintenance tool to an onboard electronic distribution system is depicted in accordance with
an advantageous embodiment. In this example, the 10process may be implemented in a software

maintenance tooba%ﬁcmrﬁ‘&%’mﬁ\’é[%@8#%%@%@%@%991%@9%%5& il bEaPEQSRTHR&MNS by detecting

a connection to tg%?nbgar‘gr gg%ctronnée( adrlnslirlbutlom S aE%rlr; evpn e alrera I:data RIpcEssing system
(operation 7400). The pracess determine hErPAEommand s present 1 theé ‘comimand queue 15

(operation 7402)54’ft}9@f9mﬁi@ﬂﬂlal?§9Fé@'éiﬁ?‘ll@@f}ﬁm%"ﬁ@t@r?ﬁwe@Wﬁél‘ﬁéf‘ﬁfeaa‘i’l‘@?éﬁﬂs currently
uplinking data (opefratinbudd0b)ady Saeiay el is nadrowpieRthsdeplsaking-tate, dhe piocessieends a request

o the onboatd elegaaricrlsyliuiaB ey Ianal b FIRI AR ARG IS SOpiEAEref par

(operation 7406). T Process then obtains the s?atus of the uF ||nk operation 7408). The status may be
displayed on a uggp% i REnt SeeRsSYrasl 6o il eRyGR '81 ey %ﬁ%’i?é‘ﬁ'?%@ occurs while
uplinking of the cregieivebpitiingess-  After uplinking completes, a determination is made as to whether the

uplinking of the crate withnthg renftwaigua @R p@@rmsubeﬁi.@eg@aﬁwl fapesation 7410). If the uplinking
of the crate was ﬁ%ﬁ%@ﬁ%‘dé n%lﬁ’ r‘é?r(l:\m%’b%r‘i@*? &A%HB %?Qéé’pﬁﬁéétlﬁgccéﬁo%%cgénﬁ% table, in these

examples, is a commands table, such as commands table 5500 in_Figure 55 The&rocess then returns to

operation 7362 RAERRRE TRt Hé'i"étfr’fﬁ‘?l‘ﬁl‘?d§°§f’éaﬁr€?érﬁ‘?rﬁriﬁ%t&ﬂéﬁg ¥rocessing.
With reference ageined opibraticé® 7210 0pridh ecoyslirskivlgoiothé28é ftwewrehdivsrafs paitaki@9ob successful, an

error is generateds(QReIAHARe(4 4Binameh N0 EWARREII RILKAG BEHe QPRIPHOMIAP2HS drgeribed above.
With reference agaln to c\)/geratl 40490|£ the aircraft is uplinking data, a null value is returned (operation

e
7414), with the proc Ss termir at‘fﬂg'; {hereafter With reference now to Figure 75, a flowchart of the

process for receiving d%%rr‘ﬁifﬂ@' 88\‘.&'I%%‘éﬁ'@t’é@qwa%é‘{i@%WF?HWV%JQH‘?A@%&§'%bodlment The
process illustratesdir? Fifigerd 5MayibedeniemiantednipacascssadtivEigureadatenimios @) such as

software ma'me’?ﬁ‘?%f@%lsfié’f% éQa'r:ﬂgl'é@r Q%QTH@HPJ&C%?%Q é'fdgié[ﬁﬂ neaing BA(rt"ser%%WHég a call from
the onboard elec roqlc stri ut on s tem t ret eve artlal |Ir.%\k file greg altlglp 75 0 A

n r| om re rom I VIeW
determination is mé)aae’ s ow e ar own |nE¥|Ie IS co alne |na a ownqlnkstable

parts and retrieve those par’cs from library 6902 and/or proxy server application 6904
and store the software aircraft parts in file system 6910. The parts are then displayed
20  for users to create uplink command(s).
Turning now to Figure 70, a diagram illustrating data flow in a software
maintenance tool during retrieving and creating of commands is depicted in accordance
with an advantageous embodiment. In this example, software maintenance tool 7000
may retrieve parts and create commands using retrieve from library view 7002.
25  Retrieve from library view 7002 is an example of a user interface component, such as
retrieve from library view 5912 in Figure 59 as presented in window 6000 in Figure 65.
When library service 7004 is connected to library 7006 or proxy server
application 7008, a user may view a list of parts retrieved from retrieve from library view
7002. A user may select parts through this view and initiate downlinking of those parts
30 by library service 7004. The parts retrieved by library service 7004 are stored in file
system 7010. In these examples, the software aircraft parts are stored as crates.

Uplink local inventory view 7012 may be refreshed.
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(operation 7502). This partial downlink table may be a table, such as, for example, partial downlink table
5600 in Figure 56. If the partial downlink file is not found in the 10table, the process receives a call to
obtain a handle to the downlink file from the onboard electronic distribution system (operation 7504).
Next, a determination is made as to whether enough disk space is present to store the downlink file

(operation 7506). If sulffieplsared s PigSRidha sipnalal e e eimalashinadliasiary called "downlinksr
and a file handle return to the on I ectronic diIs ti system (operatio e prOCESS
e S oren the dEI i T e R S A R SR R s e Brocess,
determination is HERKPRIOB30S! ' QWseTIREPIRETA8 0/ i Sk iony SUiceeysfLagseted (BF&rhtion 7512). If all

of the downlink dmazmsmaﬂewuﬂt}/mrﬁdeﬁhmopmae@smmtdom&?d(éi&ttombe _downlinks data _
base table (%er%mlﬁ%@ysmﬁ(@éﬁ%s%%ﬁéyﬁ@rﬁ(%%QH&HL%%J%R%‘&JPP&%?&XYP“”“ table 5700 in

Figure 57. The process then updates the downlink files view to show the new filegé)eration 7516). This

view is a view, sTEAHRHIATRTIOAISE VISR 588 aL" S8R R WA\ E060 RPFIGds3.  The
process then detEigniedid whesistatthofdbitabiowwsiten toavjsaveihioven riifieop@artiore?s 18). If the data
is not written to ajpargadglownlink file, the process 25terminates. Otherwise, the partial downlink record in

the partial downlinks tafle ‘%fgpéﬁégq ‘%‘ngﬁgﬂh& %}5’2%i%}?%h&d%&%ﬁ%ipﬁgmHbag}r&mgrgafter. In this

case, the partial downlink file 1Is completed with the rest of the ata and the identification of the
partial downlifhk fETETHRAIGHERP ALEERY AR STt ERvE Y RiAEPEAITEN" 532 2SR of all of the
data for the 30doxnlaaknfiet washiroe:sunge ssitilydtrenmiotess aetwivEd @ roayl drdradtheftonloard electronic

distribution systegd@rsiues adhartiabid Mol tiiR QRRMYA041R2ALH DR Basaniba@pboard electronic
distribution system ma rh,%g i%erru ted the downlin ingngqta flor a qlimeer %fgcﬁgfergnt reasons. For

man IS VICW | n example u ocal Inventory view 1n. ur . .
example, the amount of bandwidth available 1s nsufficient to downiink data an upﬂml?otﬁer information.

The process theR?trdate¥iavEedtd Hapicphy e BEirimIS PAaN4 LAY SpBaB$Z524), with the
process terminating th&reaftetolVithhikedplenivey agapiirtkirgperationfrtbOteifiaBLficiepbspace is present for

_the 5C_|0_W”"n_k f”%eﬁ‘d?H]'é&%%Ubﬁ%ﬁ'k%éQﬁrﬂ@ﬂB?’ di&lﬁﬁfﬁ%ni§d?@\§m@'éﬁ%f§¥§ﬂi§%$9 padicate that _
insufficient disk space is reseqt for the cgownlln d eratlﬂn 7526). Wﬁh reference back to operation
rE ﬁﬁ(ﬁ)o I(er other than a li

7502, if a partial o%??r?l?r?kgtﬂlseofsw 6?%§near'1 i ?H(éeﬁ%? oWnhinks tabre; the processre s Irpartial

downlink file infoAfatisfredipe SANBERERIfEERDNRY disthingtiendy sYerr{dpEkiile #8285, This information

includes a startingaintenance tool 7100 may allow for last minute parts or new parts not yet available
20  from normal sources to be uploaded to an aircraft or if a connection to the library or
proxy server application is unavailable.

Turning next to Figure 72, a high level flowchart of a process for managing
software aircraft parts is depicted in accordance with an advantageous embodiment.
The process illustrating in Figure 72 may be implemented in a software maintenance

25  tool, such as software maintenance tool 5400 in Figure 54.

The process begins by establishing a connection between the portable data
processing system and a source through a ground network to form an established
connection (operation 7200). Thereafter, the process retrieves a set of uplink
commands from a source through the establish connection (operation 7202). The

30  source may be, for example, a proxy server application, a library, or even a local
storage device.

The process then retrieves a set of aircraft parts corresponding to the set of

uplink commands from the source through the established connection to form a set of

85



10point or offset to send the rest of the downlink data for the downlink file. The process then proceeds to
operation 7510 as described above. Thus, the software maintenance tool described in these different
advantageous embodiments provides an additional feature for transferring software aircraft parts from a
library to an aircraft data processing system. In the different advantageous 15embodiments, the software

mai”_te“ance tOO}éI'Fi@Ve%%ﬂ%F@QP&éﬁ the lyaryer 790%) PFRY 6LV aprlicatiop:ep a gfoun_d network to
receive comman(rj%and software alrcr[?f arts Therfcg)ﬁté/v re maintenance tool may then be disconnected

elrieved soO arg aircra rts mf orta ata processin stem to torm a sef of .
from the ground networ ang pﬁysma move(f?ooa ocation o]s conngc%}lon to'4n aircra { network. At this

location, the softiiaied priinesn aheaftosriedprrsetend 288 aircraft network and 20transfers software aircraft
parts and commands tOHé profdeatidralectianictdlist fautitr sysien @xeioytiyg@n witaka processing system

on the aircraft neyrk B8 AUFRTRH pans om ALIIRTRAING S SRUAG MatRlenARRE ool allows for an

operator to create commands independently from the library usin graghi(_:al user interfaces presented by

view component$IATRE &SRR IR ARE PARES 108 S S5 lgxPd fRYER A ¥oBPalso includes
features that alloppHatdecgrtfoonesisindrisceivecsofoeareraietragtvratl oframaictiaér Stsurkc®s other than a

library or proxy spivesisapphicedio he@ohansdilesisonisitdisiiutiannSystasied airdiirepdifferent
advantageous embodiments also. fEQ\QQ&&?Q %%%r;m_gpmented method, apparatus, and computer

program product for transterring information with an 30aircraft. In one advantageous embodiment, a
computer injrﬁlementedTH‘?é%WGBS%tU%ﬁ%‘?StPéh‘é‘?@?ﬁﬁ@”i‘ﬁ?@?%fé?mﬁr\%ﬁﬁtﬂ{é‘%ﬁ?gwrﬂa%ﬁ%ction is

established betwieriame@riatrapctbedesironictdistiibuibras psternuedecativgant antizgreedttbikata processing
system in the airgadt RHeksying R BIMN T KO PIRRRSRENds a RGN BERINThERBIRAPSIiIMYAY the located in a

ground network ina ﬁ%fgvr}]/araengf)rptlh%astle N S u<r:ehOI asa, softwar markrsltt%qﬁmf%% (Fthgt I | Q1.2 proxy server

application in thegt)a"éxa_mp es. Inresponse to a requaergtaf(r)(’}r% (?oammang e onboard electronic
distribution systePfPRIEBIBARYSEFhItFRYEBRIFEEBI U RBRATRIN PRSF Eiecliidh BiNtHE 50nboard electronic
distribution systeproisideatifiegtinphisidattified command is sent to the onboard electronic distribution

system from the on grayRdGABREYure FRARSAGHORIERHIGH dR-ASSHEPRSELRIRE FRR¥NANT.
software aircraft parts is depicted in accordance with an advantageous embodiment.
The process illustrated in Figure 73 may be implemented in a software maintenance
tool, such as software maintenance tool 5400 in Figure 54. The process in this figure
20 illustrates the different steps that occur in a software maintenance tool when connected
to a source, such as a library or a proxy server application.
The process begins by receiving a request to perform transactions (operation
7300). In this example, the process to perform transactions may be initiated by a user
through a user interface within user interface components 5900 in Figure 59. In
25  particular, the process may be initiated by a user entering user input into retrieve from
library view 5912 in Figure 59 with a user interface, such as window 6000 as illustrated
in Figure 65.
The process then retrieves a list of uplink commands sent to an onboard
electronic distribution system (operation 7302). In this example, the list of uplink
30 commands are ones in which the software aircraft parts identified by the uplink
command has been successfully sent to the onboard electronic distribution system.

These different commands may be stored in a table in a database, such as commands
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A status of the transaction associated with the command is maintained on the onboard electronic
distribution system and on the on ground component using the 10transaction identifier. An uplink is
initiated by the onboard electronic distribution system. A software aircraft part is then sent to the onboard
electronic distribution system from the on ground component to perform the uplink. The status of this

transfer is storedyap|e 5304 HMHIGIANEE EGHE: 16 @ DRGMHNIOESAMARSHER UseH 1Prgnales information
with an aircraft is de |ch%iem accordance wit gfﬂ advanta%e us embodlrputﬁnt. Onboard 15electronic

. . . ma an indication as 40 wi erago mngwas ucces sent.
distribution system 55 IS an example oftan onhboar (A8 ronic osl'sfrl ustlorY sys&em, such as onboard

electronic distribution sy$tea{ter1 thrseserarallar@efosd AraiaiigEtent agparEtas3D0sni®igure 3. In this
illustrative exampbesrandcaickalestropicxgistrilutipplisyséienTREObesd saass wtskages #6502 are components

located on an airgraft,data BIRGaSRH A%g%‘i%ﬂ&#‘]%hftoﬁi@?@ﬁMSJ&W@%nQ&%%&RJ@QF&%E%diSt”bU“O”

system 7600 is an example of onboard electronic distribution %}n/cstem 146 in Figure 1. Mass storage 7602

is an example of SISFAGEURNREAFRRS PIYURS IOV L abyspRIEHR PR BaIPRY AR kircraft data
processing system, sucheayesieepafted arllpivredsirisyaitene 18w feairerst (resaic M3100Dn ground
component 7604ard SR@helindsGorpanantrinientass.eQbparetidh E@mnplesceftommanenis that may be

found in a proxy §§%¥r‘?£n%@%'_ﬁ8%i&ﬁb8& 7 SRR MRINCRALCR J9PhnRUCR AR PiSE Y& gpplication 3500

in Figure 35 or software maintenance tool 5400 In Flaure 54. In these examples, on°’ground component

7604 and onBoary BELTRIAL B BLARSHGSIR AP Pe0ty iy EXCREGESIRTSHIATER CeBRiththd 7607,
software aircraft petrin 260 8st dowriliakidikb 7610 rnalistatd$47.6A2 areselkdnepiey of 8@eformation that may be

transferred with QbRA RlsetraBicAisUaRMOR By ieMNcERRinds artidhRsseXasnigson ground

component 76045@?% rseerp]gi Ir%ommar}go?GO? to onboard electronic distribution system 7600. Onboard

electronic distribution SthemQPgB_Bemay execute this command to perform a transaction. This transaction
may be, for example, dhPUSRARIraSdev@IvHe SPASTANRIPLIRIRIR RAENTRESSER GRS UBRWARS aircraft part
7608 to onboard @teeftohisdisinibubtion systeanid6R0. Atoowmiick iMctudesfsendiagda sowtalink file 7610 to

on ground comp@Regii(BRdrardiianalibohesiainsa) tis difrrenitramsastionsdusadataied by both on
Sground component f603 and.onhoard SGEtanic JISRLUON SYSIRT, H82RNHESS e
software maintenance tool.
The process selects an unprocessed command for processing (operation 7316).

20 A determination is made as to whether a crate containing a software aircraft part is
present for the command (operation 7318). In operation 7318, the process checks the
file system on the software maintenance tool to determine whether a crate containing
the software aircraft part is already stored in the file system. If a crate is not present,
then the process retrieves the crate (operation 7320).

25 Next, a determination is made as to whether additional unprocessed commands
are present (operation 7322). If additional unprocessed commands are present, the
process returns to (operation 7316). The process proceeds to operation 7322 from
operation 7318 if a crate is present for the command. The process then adds the
commands to a queue (operation 7324). The process then updates the inventory of

30  software aircraft parts (operation 7326).

Figure 74 illustrates operations that occur in a software maintenance tool when a
portable data processing system, on which the software maintenance tool is located, is

connected to an aircraft network.
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examples. Status 7612 is sent by onboard electronic distribution system 7600 to on ground component
7604 to provide the status of a particular transaction being performed through the execution of a
command, such as command 7606. This status is associated with a particular command or transaction
through a command identifier. 10 Software aircraft part 7608 may be sent to onboard electronic

distribution system 7640 fok StkARRANIISAUARE AGTBARBSBA o) s S1IRNEAAAZ. Downlink fie

7610 may be a dawnipicile from downlink fies, 7010,n mass siorage, (602, oy ariaiis pormation 7618
may be stored in‘mass %?orage%%@f an(‘flncludes stta us m%rmatlon, sSu asast% us7e3. Status

information 7618PassRtGARECAt BparGEilacrssoftiatesairepateisartiea peemaueedesfully stored
within software aiseiafiigartud@dih upinassnsteiageuéod hanSjatesinfamgiierss 61Beallovesdor the initiation
of the loading of g, 5ot ASralRAL OB MRS IaAGR7 AR ARIR AbBe RRIAGsABlewnNit once that
software aircraft part has been identified as being successfully uplinked by onboard electronic distribution
system 7600 andS8PEE"RTHIFAISSs storage 7602. 20Additionally, status information 7618 may identify
whether a downlink fileTuwnich esndoidie fite 7 8avchar dearanges éxstemnyintowhiliakedrdfefl partial downlink
of downlink file 7pd:@ aeevssssHiats infiatenatiedntdd 18-prevides: thecstriidsiefwahi sjeferation within

downink file 7610.ipaRgeaLransteth A% S IIRNINGA SiAWR ALIANHeh information has

been downlinked to on ground component 7604 25may be used to downlink the remaining information for

downlink file 7610/ %I BY PoIRIRTRAE MR MR ARG AR ER e PHAS ANSSIBYAET downlink file 7610.
On ground componriatinanesftoe 5400 6 griguitdst an hntedecs hathnethedaertippasntsdotion iground

component 7604NdHHs RN R0 GBS E QRRANBATHEDAA ey Re Bty gealie or modified with
other versions or, configuratjons of on 30 ground components to provide access to a particular onboard
neu%’onaﬁlﬁ{{)h

electronic distribL(J%en siystem at may have a different protocol for exchanging information or processing

commands. In these eX8MPRESBAYPHITRESHIRPSHERCTETAEHREGFRItR if GEE¥R# Y f¥8HRd to transfer
information with ¢reostich @azyoiiie chstnibutitnpsysteirihAGocdéaddiffeners oretadelectrafiic distribution

system is employeg, thakis Rt GRsRaliRJsotbrORBER URt SAMPANE LT B0/ GFRHRRLGRMPONent 7604

may be substituted with another on %'r%%%p% omﬁonent. é&ra re ult ther software corm]%nents in the

€ progess sends a board el 0 istribution system to, uplin
ground network do r?o? avee[o Be ?C anged. For exampile, On[ er compon n%s WtﬁhIPl a Proxy server

application and LEHHERNEINTSIHTR Al ¢HCHY RBK tepeiiriom Otifitalibn 8rasdse Bsedga@®mmunicate with
an onboard electtranicadisibhioplisy sdpamation 7408). The status may be displayed on a user

20  interface, such as window 6000 in Figure 61. Operation 7408 occurs while uplinking of
the crate continues.

After uplinking completes, a determination is made as to whether the uplinking of
the crate with the software aircraft part has been successful (operation 7410). If the
uplinking of the crate was successful, the command table is updated (operation 7412).

25  The table, in these examples, is a commands table, such as commands table 5500 in
Figure 55. The process then returns to operation 7302 determine whether additional
commands are present in the queue for processing.

With reference again to operation 7410, if the uplinking of the software aircraft
part was not successful, an error is generated (operation 7416) and the process returns

30 to operation 7402 as described above. With reference again to operation 7404, if the
aircraft is uplinking data, a null value is returned (operation 7414), with the process

terminating thereafter.
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Turning now to Figure 77, a message flow diagram illustrating message flow used to poll for a command
is depicted in accordance with an advantageous 10 embodiment. In this example, the components
involved in this message flow are on ground component (OGC) interface 7700, on ground component
7702, and onboard electronic distribution system 7704. In this example, onboard electronic distribution

system 7704 polls on WH?Q&QH@Q%@% FIS%d952.0RMMNa g (Me59R6& TobkelRitaRPONSE to being polled,
on ground 15 co get command request to on "%round component interface 7700

t77 2
(message T2)TH£ comr%aéﬁ i BE eéi 51 Sﬁogr;ronucﬁ cgr?qnp%nveaﬁ{ Niacs acehf)?lfﬂﬂ1 entn‘y commands that

may be located |ﬁracﬁﬁéﬁﬂﬂ%*é?\?@r"éﬁtﬂl@&t?&rmﬂy&%ﬁﬂmﬁdﬁéfﬁ?élméﬁﬁ??c@fwrﬁdﬁ?dﬁl%afﬁaeelectron|c
distribution systetbif €0¢h 46 sebparaseaiatemmesant $108 padardasa crated command file is returned to on

20ground component 770%nessads,lil 7nuese s XAmRIRS 4 AR ShOEE anliGalin eturms a pointer.

such as a universal resource locator, o a crated file containing the command. With a software

maintenance toof THEURRSYXSMIR SHEFHE APRR SR HEL TR AP 8590, EoRIFENERIO R0t present, then
a null value or sopeagthes indiceitsr iSeearinedPimiink §kbigeonBindgd etprmetidcominicrigbis then sent to

onboard electronispdraisirmaotnnmastanar d&n(Messroea] 4p Habeasdealestionisgigibution system
7704 may then pﬁgﬁ%?ﬁo%ﬂn%%&étﬁeﬁb‘%nCP@urPéEE' rﬁﬁ%‘{)‘%‘ﬂt o éﬁﬁﬁﬁfﬂgﬁ T not fouhH{iRIAG now to Figure

78, a messa%e flow diagram illustrating the Sending of status information is deplcted In accordance with

an advantag ouéaQIﬁHBﬂﬁF%?PSIF??ﬁlgeéfa?ﬁ'H% OEEﬂ‘Hﬁd?‘?é‘H{E st myedek gl fisl Melude on ground
component interfag®aB0cir00nonlighdutidnciysiporiepsr @27 HMd onboard electronic distribution system

7704. Onboard electropisdistimHpmRYSIEMabEQ2 By AMElRS: StaltishinKK BpatoR inky@ieys operations and
processes execufe retm onbo r(g ﬁle troni d'?H&% ste¥n 7704, This §t§]tu% Cl)gqu ?rpgpon may include,

for example, the status 0?%W§O ftware arcratt t part tjhatsﬁJ S'Be ?Jcelllﬁl%%g the status of a downlink file,

and/or other suit&bfEERFIHMATBRCONIBLY erRetiBrit H@tﬁﬁ!ﬁl@?%@é@kﬁ”ﬁ?@?%ﬁﬂ@ fhe status to on
ground componesiedtitdR: (fisetsdge YdpnT isesttitu s §08¢ | dyecbhyars groustoreotigonenink702 5 to on

ground componeagtmafa@edzx%m@m@e 4R hiikkus siRtys-NBEnatATSHgY then be processed by a
proxy server appllcatIOR gertearr%ma%%r% gr%nr%%ggg%? %lemetrq S%%ﬂ”l?!?e was successfully
stored (operation 7512). If all of the downlink data was successfully stored, the process
adds the downlink file to the downlinks data base table (operation 7514). This table
20 may be a table such as, for example, downlinks table 5700 in Figure 57. The process
then updates the downlink files view to show the new file (operation 7516). This view is
a view, such as downlink files view 5908 as presented in window 6000 in Figure 63.
The process then determines whether the data is written to a partial downlink file
(operation 7518). If the data is not written to a partial downlink file, the process
25 terminates. Otherwise, the partial downlink record in the partial downlinks table is
deleted (operation 7520) with the process terminating thereafter. In this case, the
partial downlink file is completed with the rest of the downlink data and the identification
of the partial downlink file is no longer needed.
With reference again operation 7512, if the storing of all of the data for the
30 downlink file was not successful, the process receives a call from the onboard electronic
distribution system to store a partial downlink file (operation 7522). In this case, the
onboard electronic distribution system may have interrupted the downlinking data for a

number of different reasons. For example, the amount of bandwidth available is

89



Two phases are present for downlinking data. Figure 79 illustrates a first phase in which a request for
downlinking data is made and Figure 80 depicts a second phase 10in which the data is downlinked. With
reference now to Figure 79, a message flow diagram of a request to downlink data is depicted in
accordance with an advantageous embodiment. The message flow in Figure 79 shows the first phase in

downlinking datambaﬁr&?e%@t%%mnmﬁggm J&@MM thSrhesiidRstiR dawpliol, datge dbe second phase is
for actually transmlttnﬁlqn wnalrltpalf ata] E’s bean)\nt res ecnt ;g,ﬁlgur 0 15below. In this

0 t10 it CESsS.
example, phase one has w8 cases n case , areq 8s{ down hw in orrﬁa ion’is made with a partial

downlink being al¢&MEIsEg therggfi@ise 7900, onboard electronic distribution system 7706 sends a request
to downlink a file (mesgagedfdpnbe angasagepditidha se6 uastumiaietepefosedrédsant spaece 20is present to

store the do"%”“%Wﬂrnu‘ﬁf@%"ﬁmﬁ@’r&Ur%SW%&BHBBQFbeQLJ%% IROER AFEGURH [9iAgIsImine whether a

partial downlink record is %resent to on cgsoun component interface 7700 (message V2) In response, on

ground componehE iR 7786 B8R L B RSGUESE tBesIRAME AaRiQPSGIRN IR 28 ihted with the
request to send tefatersabrel/ P aprIgticn)€502)if Theriervgtlivsnfiipisreesenjénizipaitindes an airplane 25
identifier and a deswinksigmdifies. pfdtissiferimatieitii usedibynigoedatbeeampebestdrterface 7700 to

determine whethgy, éerﬁ\”'&}%%M‘{B%%il@H?o%‘?&%# 'f?ééﬁ"srf?@rﬂ%‘u‘ﬁ%tgﬂ‘{\é%|ll&‘éi les@ground component

interface 7700 returns a null value to on ground com%)nent 02 1In |cat|n§t at a partial downlink file is

not present for tkfé"f@&ﬁ@g?SHt%ﬁeBBJWIfﬁRt FhsLye s YaR fISBE NSy JlouhtedBRsphent 7702 makes
a request to dowthiénkptheseldsninlopkriil@ifmeEsagdevaiheiabornessage in message V4 is a request to

downlink the entire filerindh@sasxMRPiesnihihes e exdERIes: nqmesami@ma@ma@ewtion about the
file size. If space] IS avqalla e, on.ground (?93 clqe%;g%rface 7700 returns a, Ioc apt fo da downlink the file

OVI eS dn d r transferr' %ls ware Flrcra
to on ground component message N6 space Is avallabie, a nulf value'is returned to message

V5. In respoﬁsér%}‘lt@M@régr?@féﬁé?ﬂe??fb@ﬁﬁﬁfﬁs'a ﬁ’é’s?dg?f%tt%dléﬁﬁé%ﬁwelectronlc distribution
system 77045 messaginé6ls, Thisofiessageiiscather anl mdjoatiordhsthis antekity 4y proceed downlinking

or a denial of thep’}%%P@e%er applR&RPSA 2 '%MM§FMB@§&|\%M%@§%H9@&Q§$bUtiO“ system 7704
makes a request to rlnk'Pn art o{ a file for a downlln f|Ie ghme sage V. V7 FSRP se, on ground

tware maln enan ect ({
component 7702°MA are ues etermine w e PelEpartar downlinked fifeis a ready present for the

requested downlﬁiRWﬁ@%’&@”& 38)P\GIFPH¥SPRHFSETE eI HBNFEe8dgEn GHGRB IEHVeBMmponent

interface 7900 At this location, the software maintenance tool connects to the aircraft network and

20  transfers software aircraft parts and commands to the onboard electronic distribution

system executing on a data processing system on the aircraft network in the aircraft.
Additionally, the software maintenance tool allows for an operator to

create commands independently from the library using graphical user interfaces
presented by view components in the software maintenance tool. The software

25 maintenance tool also includes features that allow this component to receive software
aircraft parts from other sources other than a library or proxy server application.

Onboard Electronic Distribution System
The different advantageous embodiments also provide a computer implemented

method, apparatus, and computer program product for transferring information with an

30 aircraft. In one advantageous embodiment, a computer implemented method is used
for transferring information with the aircraft. A connection is established between an
onboard electronic distribution system executing in an aircraft data processing system in

the aircraft and an on ground component.
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returns a document containing a reference to an existing partially downlinked file to on ground component
7702 (message V9). In these examples, the document is an extensible markup language (XML)
document and reference may be a pointer or universal resource locator (URL) depending on the particular
implementation. 15When the reference is returned, on ground component 7702 sends a response to the

request to downlink a Ragigh driiek e 1enPRRO A GIaek AnicHisHIIRBR YSIEMmAN4 (Message V10).
The response, in thi quam le mclud(ﬁs an |nd|§at|on that it is oka)g\(ﬂto I]z\)/roceed v¥_|th _thﬁ;1 downlink and an
n

offset to use. ThE'GSd cia’enu[?ﬁeass wiRerdan the'e SWHﬁﬁkofﬂleofﬁeo oW fnaé) %IF 8&?3_'%0%?8 start. This
offset is identifie@fFotRAI¢Re 2 0RFORMIMI MTBRHFREIEH ARKAE T FeVebrfonprr HeRAYIRIkCTile. Turning now to

Figure 80, a mesaaigetﬁewﬂ%ﬁgmcﬁ@md@mlhhbm@de@ois thepicteddnddccerdanioe withean advantageous
embodiment As with FiaHee: £ o S AW IBK RS IRRIHIeR MR FARES s 20%ANd case 8002.

Case 8000 involves downlinking data with no partial downlinks and phase 8002 involves downlinking data

25with partial doWRIMRSAIA BRSPS & SERMECFGYS AT PR AL KR FORRRIS ™ fartial downlink is not
available, while degsea902 iilknifientisseas oeste theveiomangartial downlink file is available on the on ground

component. In case 8Q06athe dNBssage-iaw begitstwithivnbe asehelaetie neaisistidawionsystem 7704

downlinking the %RWJQiH'&QE‘?r&RiQﬁisQHBH{P& %9&1999#&‘(%3 l?h%zoﬂ‘é?o?ﬁ%gc‘?gﬁ%n%’i‘ Ry component 7704

makes a re?Luest to downlink the file from the onboard electronic distribution system 7704 to on ground
component ifterf&RETHO0 (HHELEAgWRIT RIS THALERY B G RIBoRE 89kosis SIS ERMERY YfRr suitable
downlink informatisnftware@incgid pard ie rap eer@riv ihtesfdoard 230 retin distabrdéspasetofiomground

component 7702(g&isgaae M¥shpdrdillispetsinesk il sRceris Ynavadable tadrwrlikthe downlink file. If
the downlink file can bq.udownlinkgd on %rS%mad ompongnt 7702 grites tp)et infwapon iptg a file and

ning No o0 Figu - agram or compo s used rans n atlo
returns a response to on[)oa d eVYectro iC dIStrlbgtIOI‘l systeﬁ1 UIQ/U 4 (message 21). ereafter, on

ground componefit7an2inkialkisigrie§déspEsBREFE U BBRTYBRGHEMEPrARIIMI0 t0&e7E the file
(message W5). elecineid distidfasier832;ronboditael ectropic distrimbtion systemid digditdaowmlinks a file to on

grounql co_mponeszvs?em%&m%%%%é%%&%n%f&%rb%r%%m 8P0NRABRRAE HierdP gapuests th_e partial
downlink file from on roun(gl compon |ntgrface37700 (message W7). In this example, the file is
a Wé@%{/ OI ure

returned to on grrgﬁﬁa Sgr%npoﬁgeﬁt 7 ground component interface 7700 (message W8). At this

time, on ground compdh&nt H7ERYARS ARt ARRITTC SIBCtRE Rl T RERTpRiEECTR & IVBRReRfe and returns
a response to on&ioaidk g roaicodistibniiatcated on an aircraft data processing system in an

20  aircraft network. Onboard electronic distribution system 7600 is an example of onboard
electronic distribution system 146 in Figure 1. Mass storage 7602 is an example of
storage device 148 in Figure 1. These components are part of an aircraft data
processing system, such as aircraft data processing system 144 in aircraft network 101.

On ground component 7604 and on ground component interface 7606 are

25  examples of components that may be found in a proxy server application or a software
maintenance tool, such as proxy server application 3500 in Figure 35 or software
maintenance tool 5400 in Figure 54. In these examples, on ground component 7604
and onboard electronic distribution system 7600 may exchange information. Command
7607, software aircraft part 7608, downlink file 7610 and status 7612 are examples of

30 information that may be transferred with onboard electronic distribution system 7600.

In these examples, on ground component 7604 may send command 7607 to
onboard electronic distribution system 7600. Onboard electronic distribution system

7600 may execute this command to perform a transaction. This transaction may be, for
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15system 7704 (message W9). In this example, the number of bits written in the file is identified in the
response. Thereafter, on ground component 7704 sends a request to on ground component interface
7700 to store the downlinked file (message W10). In response to this message, on ground
component interface 7700 may store the file within the file system of the ground component. The ground

component may pe,R40fis StaRREIR BoRrmK SEIMET épn!mqahme@s%ﬁwag%mméemm tool. ~ With
reference now to F'9%888t1’ abdla rgm t|Ilustr§1t{ng message f]r%\q wg\e(p th I|(Ie i gnly a(i[_tlally delivered is
depicted in accorp(fénce_wﬁhognog v%?\%a'\raré'%u'ss Embodiment. i this ex%“r'ﬂp')rl]e,"bcn Gard eléctronic

distribution syste#fgroRiiR Atk oL ierasin o neraTal 88vnlink sequence in which the connection fails

or stops (message 25)Ahaiﬂesa|qm_3@maﬁ)jﬂwemedﬁfragzrpan’ér&bﬁﬁerﬁl& mairgﬁowa_cby:omlpoment 7702 sends a
request to on,ground GAMAANRAL I TARELAEANd SIS haRAiRl AQualinkebiFiimessage X2). In

response to receiving this request, the partial downlink file is stored in a file spéstem bi}/ on ground
f3CE |

component interfZEE P50 SIS iR £YEEM WAV 98 TH RIS T L HFEY e P I I8REATSR or a software
maintenance toofrSOTLPTIRY TN/ P 419 re V82, theradsngfen flowidliag ransdttistraeing an uplink process is

depicted in accorpjga@ﬁaé&iqh\r@rgmd@é)@gﬂ@msf%mmmngummk@ngﬁgrﬂaréosmwmg@t@m phases in these
examples. In phaa%g 00 WFR%QF{F&U@Q%%HARJ e tFQrEScHBH'ﬂhz‘SHg'r? J%SH%%S’S’iEé}ﬂiﬁQrPhase 8202, the

file itself is uplinked. In both phases, on ground component 7702 prompts the ground system for

information &bout the r%%fB"’LﬁEee‘?‘iﬂel‘Raftgﬁ’%h &K e iR B RIS BT REIOREHTS in a proxy
server applicatio&90 sofsi@irgamdin tofiancesicodfitistiefidtad s ctrad etagé@dnicadistriblikon system 7704

sends a messages foredyestingthaiktiokah aselivare airersfhrast {aessRA®0%21). In response to
receiving this request, gn.gra dc (r)p}p&ggnt 7702 sen sa call to obta.}g(glge n%a}rti ular S'stotftware aircraft

1 b des s L
part to on ground compone%'tnlrcl){{anr ace ok %egssaogr% mﬁsrsegragre]se this B%H, an identification of the

software aircraft PieiRtutHetat BrRusoifilars BiNg Sioparine SRSty ineisaidBay 3 Paltf!fie part is not
present, a null valofevseetumégan theseaxammpesuly sesponibincsieeiviaigthisoanasdgdgan on ground

component 7702 rglays,iigmeeFRI61R, O HRAAIAliSER 8 Rifo AiSHHDHE QRaY St H RAdmesisage Y4). In
phase 8202, onbo%rd electronic d{sftrlbutlon system %4 reqbquts tl]?g %%&warq alrcr%ft tpart (message
(0] ar e onto ne re ? e unit onc

ware alrcra rom mass stora yé a .
Y5). In response 10 feteiing tHis request, on gro%na6 componen reqUe3tSIhE software aircraft

part from on groSREESRPHBRENPAFte# e B0 (iR S5 R Y BT F iy RtNkeMPoNEREIAterface 7700
returns the resousieetibiiidsliairilables (B1€asE96 2h0)sidrtbwiesoures saajarveilable, a null value is

returned. Op ground component T7A2-then-sands g salweremiirafPatia i ARDQaJ electronic

distribution system 7704 (message Y8). If the software aircraft part _ _
as downlink file 7610 has been successfully downlinked. If a partial downlink of

downlink file 7610 occurs, status information 7618 provides the status of what
information within downlink file 7610 has been transmitted. As a result, maintaining a
status of how much information has been downlinked to on ground component 7604
25  may be used to downlink the remaining information for downlink file 7610 at a later point
in time without restarting the entire transmission of downlink file 7610.
On ground component interface 7606 provides an interface with other
components to on ground component 7604. In this manner, on ground component
7604 may be interchangeable or modified with other versions or configurations of on
30 ground components to provide access to a particular onboard electronic distribution
system that may have a different protocol for exchanging information or processing
commands. In these examples, on ground component 7604 contains the processes

needed to transfer information with onboard electronic distribution system 7600. If a
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20is not available, then an error is returned. Turning now to Figure 83, a diagram illustrating message
flow in an uplink process is depicted in accordance with an advantageous embodiment. In this example,
two phases are present in the message flow, phase 8300 and phase 8302. In phase 8300, a request is
made for a partial uplink of a software aircraft part and in phase 258302, the uplink of the partial software

aircraft part is Peafﬁém%nEBé%Pél&%HE'H‘éﬂﬁﬂt%%&&éwéf@n%r&yééttpﬁrkw%p%%ieRmﬁd if a previous
transfer of the software %rrcraft par mterru t d. In ?; nbo r é:trqlqlc distribution

system 7704 sends’an upf;n'i??%q%nest o Sh grodn %rg?nﬂ%rhen nstﬁls examp'le the request

identifies the 30s¥TANEFRRENTE SaRAANGR offset or start position from which the part should be uplinked
(message Z1). In resperseréeule ctieingthisrdeqghpshads g tungraoian pemert do b2 regeests the software

airoraft part (message2kor oA CAMBABROLAFIAGS IO EPwnR NG, spfjare aircraft part i

the part is present. Otherwise, a null value is returned (message Zg In response to receiving the
software aircraft f)%[r‘f.”aé‘?‘r@?W'&%‘&)H%HPV?BE'rFeWRﬂgCSt@fptB eam%fB%HW?%‘?éNggftware aircraft
part is available antbirbprirticigriiooffsistapulierireigoint (message 574). Next, in phase 8302, onboard
electronic distribution systeng MR EGURSTS thensedbyarpaiieiarparisauling s@seataet position

(message Z5). O'L-QJ%‘BS\r‘?8.’2F&%ﬂr‘?ﬁﬁn@?%é&&%gﬂ%E@Sr&gﬁé’&mﬁtﬂ I (RBAAREQ receiving this request

(message 263 In response to receiving the request, on ground component interface 7700 10returns the

software airtraft PARCOIE Hull VRIGE PR EIE Fgrﬂﬁﬁ%[ifaﬁ]éoﬁﬁesH“d'i’bﬁjﬂﬁséﬁfﬂﬁﬁ'BWé}ﬁ? 7702 (message Z7).
Responsive to regeividgdmeaespdnse;) oregiaand @b mpormend 270ddbefiidgA2phnkingptaedsoftware aircraft
part at the start pgiitrerioffsaiddentifieedmeeaage Z8). If the part is unavailable, an error is returned to
onboard electronic drs rrlgﬁrtlon ?Xﬁte@nggaoré eiLe C;I;grrlryg%t to F e7%4a owchart oJ a process for

[

uplinking data is deprcte n accordance with an advantageo U Sé yodime Si’ﬂn £grocess illustrated in

Figure 84 may b&ArRABPAEATEE Pl ATBHBBRT dretesaesnid)distiBues ey Keins rlier 28 8iyBdrd electronic
distribution systemn7GD@nin7FIpsends algethisnexam peutisetaphnkaatbcisriosrersofterfae girotaft part.

(message T2.) This command is used by on ground component interface 7700 to
identify commands that may be located in a proxy server application or a software
maintenance tool for onboard electronic distribution system 7704.

In response, a command or a pointer to a crated command file is returned to on

20  ground component 7702 (message T3). In these examples, a proxy server application
returns a pointer, such as a universal resource locator, to a crated file containing the
command. With a software maintenance tool, the actual command itself is returned in
message T3. If a command is not present, then a null value or some other indicator is
returned in message T3. The returned command is then sent to onboard electronic

25  distribution system 7704 (message T4). Onboard electronic distribution system 7704
may then process and execute the command received in message T4.

Turning now to Figure 78, a message flow diagram illustrating the sending of
status information is depicted in accordance with an advantageous embodiment. In this
example, components in the message flow include on ground component interface

30 7700, on ground component 7702, and onboard electronic distribution system 7704.
Onboard electronic distribution system 7702 provides status information for various

operations and processes executed by onboard electronic distribution system 7704.
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20The process begins by receiving an uplink command to uplink a software aircraft part (operation 8400).
A determination is made as to whether the software aircraft part has already been partially uplinked
(operation 8402). If the software aircraft part has not been partially uplinked, a request is made to receive
the software aircraft part (operation 8404). The process then receives data for the software aircraft part

25(operation 840f)s stat A | %Fﬁféﬂ%ﬂﬂ@%h%lﬂ&%%@&&%g( qthariihr Hanssissioniefdhgata has stopped
(operation 8408) Tpﬁ tr%nsmlan(ae n“ﬁ%/ a number o of reason; For. eé%rlnnﬁ)le the transfer of

ownlink er sui ﬁh
software aircraft part may av com n ano er examp e, anin errup 1on may ave occurred

without completing thengféﬁ@th?@'%ﬂvﬁ%%%ﬁ@bﬁ&fﬁeﬂﬁéthﬁéﬁu’ﬁt@ﬁﬁwa%o occur due to
various events. |acar@erenyohaeesagunigationsstnkshetaaan theoanbaadelestraniczdoribution system

and the on ground GoMPANENIBENNAYE BHDIRAIE AriaSReGs dht é%éﬂ%tﬂ?ér%ﬂ%%the event may be

an operator terminating the transmission of the software aircratt part from a software maintenance tool.
If the transmissioR°0 a??ﬁeﬁ‘?‘ljotfys?&ﬁﬁ’éyasetwgrﬁ‘%%@ggofb?ﬂm%o&vgrﬁépg%?‘[‘gwogfﬂgﬁﬁge a

determination is mxad@!es to whether the software aircraft part is 5complete (operation 8410). If the
software aircraft part isTaerppiets, dheprelinase rcialtinalkis FRiad 1 asiesage dexipeale the aircraft data

processing SySter&ﬁ’QﬁraaFé%ﬂ S bR Wkemgﬁ% 3%@%%%%%%61&@% BAFprRigrage 7618 in

Figure 76. The process then returns a status to the on ground com onent (operation 8414) with the

process terminatiy R84 8- i ?ﬁ\@"&%ﬁf\@%@%ﬂﬁ?@%@ﬂ@é"[ﬁa tREEERRIVE aircraft part has
been completely deggived.a requasitip réferdnic g &inapdop ératiorn @4t )yith theasimegeoaircraft part has

not been completglyd@rrived T&#@rﬁegﬁg@ﬁmmi%@féh@ m@rs RUGIAiLPa biswwiRied in a storage
device (operatlon 2?41@ The proce stEen stog the tatus %tlonlmk%SP WLm the epracess terminating

th
thereafter. In this fllustrative example g%rt%tus m(:rv;i ident tﬂe software aircraft part and the portion

of the software aﬁrﬁé?t'ﬁg’&ﬁﬁtﬁﬁ%gaﬁémgﬂ‘ﬁ BRwn lecenes ﬁf“?ﬁ%”f?ﬁ%r‘ﬁ'fﬁtr BiPPRaY FiguLRPat a later point

to retransmitthe elmaining portion of the software aircraft part. With reference again to operation
8402, if the software aifcfiglt farh Hashegnpaitialnyrlinked, e PF9FLSS ERINES Hsent portion of
the software alrc{r%fotr%%[iton is made with a partial downlink being available.
In case 7900, onboard electronic distribution system 7706 sends a request to
downlink a file (message V1). In message V1, the request may be refused if no space
20 is present to store the downlink file. In response, on ground component 7702 sends a
request to determine whether a partial downlink record is present to on ground
component interface 7700 (message V2). In response, on ground component interface
7700 sends a request to obtain a partial downlink associated with the request to send to
message V1 (message V2). The request sent in message V2 includes an airplane
25 identifier and a downlink identifier. This information is used by on ground component
interface 7700 to determine whether a partial downlink file is present for this particular
downlink file.
On ground component interface 7700 returns a null value to on ground
component 7702 indicating that a partial downlink file is not present for the requested
30 downlink (message V3). In response, on ground component 7702 makes a request to
downlink the downlink file (message V4). The message in message V4 is a request to
downlink the entire file, in these examples. In these examples, t message includes

information about the file size. If space is available, on ground component interface
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20(operation 8420). The process then proceeds to operation 8406 to receive data from the software
aircraft part. In operation 8420, the request may include an identification of the offset or start point for the
software aircraft part data that has not yet been received. Turning now to Figure 85, a flowchart of a
process for downlinking data is depicted in accordance with an advantageous embodiment. The process

illustrated in 25Fighgie, SnrmayiQe iBRIe REARER iﬁle%na%'QQ@F&%@%W&EMHWU@&%X&&em such as
onboard electronj |?ftr|but|on S ste 7600 in Figure 7 roces; begins by sending a request to

send a downlink Ti (opé)rsé[ﬁac?ﬁ §d65 %edgtréurmma (')Snr?surrﬂg%(teoég S%ﬁ ier an indication is received to
send the data for the dOVFARIRFRebFeratcieBBUBNIT &7 Wéﬁ&ﬁl@i‘ﬁ%’?@%%ﬁ?é’@%a%nd the data, the
30process sendstéercawibnidatasierdher dowrbskde YepeTaione8siyd)is eithdNextinaidatermination is

made as to whetheg the,] @Q?‘EB'B%Q&Q%H‘%HRYHB'HP‘%g@ﬁ"f’ar@ﬁr%t%%gt (operation 1006). The

transmission may stop because all of the data has been sent. In other instances, for example the

transmission may stop 480’ 81545 B Are it eReYHS gk GHcATstApLt RIb%ﬁeBy &R%perator on the
aircraft. If the trangkassioero¢thie dewa s aidopsediptad athewprokdss(reessrget¥Opéaration 8504 to continue
to send downlinkrgigiensé tbe Jransnaissindras WRRRREs a detrrninatemimaasignasdparigther all of the

5downlink data h&%vpﬁ%ds%grgpg ppe%\é/ﬁ}l;fghﬂéeréggees@y%Vﬁﬁ.gﬁ)(r#%%% &1 U"s‘? downlink data has been

sent, the process sends a status of the com letion (operation 8510) with the E ocess terminating

thereafter. 10 With refefEF R QiFFE5YPes 6?198%?% ﬂ”a‘i’lr?iﬂﬁéomﬂﬂ?fk ahdSHot been sent, a
status of the transteissied@iuthentiowtdinkdataftsesicor ddafopestitiopa8El 2 Hownlidkhe e éxamples, the

status may be stgrechassipbieinfiosnatiansZed §dn Eﬂghléee@e?ﬁla%sstmwgdam&mg@mple may identify the
downlink file and tt}e amount o UE)ﬂata tha&w&nt Thi ipr cess also may. be us§d to send a partial
In

downlink file in which aporrnt?o The dov rT<'Jtes'na ready “heen sent Wﬁ?thls type of downlinking,

operation universal resource locator (URL) depending on the particular |mplementat|on
15 When the reference is returned, on ground component 7702 sends a response to
the request to downlink a partial downlink file to onboard electronic distribution system
7704 (message V10). The response, in this example, includes an indication that it is
okay to proceed with the downlink and an offset to use. The offset identifies where in
the downlink file the downlinking of data should start. This offset is identified from the
20  downlink information already received for the downlink file.

Turning now to Figure 80, a message flow diagram for downlinking data is
depicted in accordance with an advantageous embodiment. As with Figure 79, this
downlink process includes two cases, case 8000 and case 8002. Case 8000 involves
downlinking data with no partial downlinks and phase 8002 involves downlinking data

25  with partial downlinks. In Figure 79, case 7900 illustrates the case in which a partial
downlink is not available, while case 7902 illustrates the case in which a partial downlink
file is available on the on ground component.

In case 8000, the message flow begins with onboard electronic distribution
system 7704 downlinking the downlink file to on ground component 7702 (message

30  W1). On ground component 7704 makes a request to downlink the file from the
onboard electronic distribution system 7704 to on ground component interface 7700
(message W2). This message includes a file size as well as other suitable downlink

information.
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158500 sends a request to downlink a portion of the downlink file rather than the entire file. With a partial
downlink file, operation 8502 is a positive indication if the on ground component finds the partially
downlinked data from a previous transmission. This indication also includes an offset or starting point to
send the rest of the downlink file. CRATE TOOL 20Software aircraft parts may be received from various

sources. Software aircegftparts By BieHerrivedSaab AMARUASYHRLOIBE GHiGrAft or some third party
source, dependin% on thetpﬁrt'hcltjlar im Iﬁvrgenl\ati n. FI}thhedr,_ n airline alsolr‘%ﬁ/ cr atei_slgftware aircraft
parts for use Within 16 ATteraft, H‘&S%aﬁ%r Chré QG T 2rate diA Te ARt Advantageous
embodiments. 28Thecuffereie atmtayetnisiEpoamientdipieiige HeompriternepléMénted method,
apparatus, and cenmaUiey iplagrapnpnacktitbad prometes gidamaiionbodihel¢eesift and distribution
Processing dbg'taé'iéﬁ%&Bﬂt%ﬁ%wﬁ{egéggém)ﬂe%ﬁeh”oﬂ'gﬂilﬁnfg&)EB?n it $epwible by a computer.

One advantageous embodiment includes the replacement of the physical s ippin crate and physical
media with a corTBUifEr 2 S8PLEH<MbRY Brata4Rar RaRPARE TR AR R SRt %\gvg?ﬁ%‘beeous embodiment

is the application¥¥)one or more digital signatures to the objects inside the crate and to the crate itself,
thus in conjunction witinexfuncheais@ vatald e tatastiseiviedprodasaohaeniaaten akthe sender,

non-repudiation ang. assHEANGE A IMILIHEY-(mes{ARANNE)C TANARIAIT WIS ST BQFINIERL Aggethod is used
f f

for automated processSing software aircraft parts. An incoming crate, which can be an electronic zip file for
instance, corftainfifiy &8I JHebPEiT iR B Eifiopyet e PHEE SRIBPRBTA Kb e S0AIIESS 4 airline's part
management syéi. |AtBstexbgighatia éis s telidetet for dhweiimoomingnt iater b trescsoftware aircraft
part. Responsivetpnthp setntsianatye sheingyalll, the incoming crate is unpacked. The contents of the
incoming crate may beAglﬁplg%%c,i_o%t sEpoe tuqser's discr{a.;iﬂﬁ Respo sive to a re uest [o upload the unpacked

. componen es information into 5]
software aircraft part to a Ilgrary in a sol?nware Féurcraft part managfement system or apparatus, the

unpacked softwaf@ IR PGV EIdHernd galiHRRitH 2R A5 IO\IPPES] GRS RSN R Signed, approved

software aircraft pattrin7advantageoWs embibdimentds thet thisbse obvits appeovaltdigitailssignature also

acts to trar_lsf_er baimeas fram W%BHQMidﬁﬁééﬂ&,%{bF&“@c%Biﬁm préhehRY And RIQvifes

non-repudiation of the c%nsummatlo_n of the;%gz?acpon. In ana
comp e OWB

A action, gn\{(agtﬂg ous emlw%ment where the

recipient of the sfffn%rafj apprové)aef%'sné ware aircraft part may p‘faced incanother cr)ate. The crate

containing the signed, Yetaprens&isphtyedsseaty AredsHGOpRATSSiHIFEd ® TR R sRpEd & ate wherein
signatures for theailsighied trapipeayedsaitwargrairer afhpareandithegsigne derateatardiffesent from the set of

signatures inthe jRcRIIAGHSIa16, T8 inedl Srate My R SentdR e tesigignts library in the software

aircraft part management sg/stem or apparatus. 20In another advantageous embodiment, a computer

implemented method i€ U8EY Y6 SO A PELR o A SRR Ui % BIes 2edIate " 0sR L Ring a

configuration iterfigds only partially delivered is depicted in accordance with an advantageous

embodiment. In this example, onboard electronic distribution system 7704 downlinks a
file using a normal downlink sequence in which the connection fails or stops (message

25  X1). Inresponse to only receiving part of the file, on ground component 7702 sends a
request to on ground component interface 7700 to store the partial downlink file
(message X2). In response to receiving this request, the partial downlink file is stored in
a file system by on ground component interface 7700. This file system may be located
in a proxy server application or a software maintenance tool.

30 Turning now to Figure 82, a message flow diagram illustrating an uplink process
is depicted in accordance with an advantageous embodiment. Uplinking is performed in
two phases in these examples. In phase 8200, information about the file to be uplinked

is requested and in phase 8202, the file itself is uplinked. In both phases, on ground
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received to form a received crate. A determination is made as to whether a set of signatures for the crate
and the configuration item are valid. Responsive to a determination that the set of signatures are valid,

the configuration item is stored. 25Turning now to Figure 86, a diagram illustrating a crate tool is depicted
in accordance with an advantageous embodiment. Crate tool 8600 is used to receive and manage crates

for use in an envirgRRL: Wp?&rﬁﬁé%@@&lﬁﬁ@&t@ﬂ tIMARAYSDR BHbBMRAREANLS 300 ikigure 3.
Additionally, crate tool 8600 ma l?)e im Ieme ed n other conEonents for 30 creartlngocrates within

software aircraft %aH e Sett%néme appara it 08 N |guPen§ or eX: ro%ﬁeenfﬁ PLPnc?onaﬁy of crate tool

8600 may be impideraathimeauieie maintenance tool, such as software maintenance tool 5400 in
Figure 54. As another gxaljtesdhesedungtcrsizlsptrmaydie ymplenTonteshds airerafagretwork 7601 in

Figure 76 (0 send,laumatn, siRLAS dAWAN ek B CrRISS e (0R GURd emllng  In this

example, crate tool 8600 may receive software aircra %ﬂgart stored or wrap ged W|th|n crate 8604.

Although these eXEHFIE&HTRPEE dSRINRPASIEFAR P 5360 AW HG G RE ESHEE Fel P Erate 8604, any
configuration iterainievaly kst therearonts eparec8eu4nfsriacseiiithimessfada @ aiferafioasevdhiagement

apparatus 300 inckiigaieddnifidhRseexaniasrdarcexapaple, ool guratidniaiaatserpay take the form

of a document, cgrgggég&tt%gg%g%&on or other suitable information. Crate tool 8600 processes crate

8604 for uploading to library 8606. Library 8606 10may be implemented U'FTR? library 1700 in Figure 17.
€.

This processthg may |ﬁfi:ﬁ%%a\'}dﬁﬂ%pfﬁﬁ%ﬁoﬂg“%E’I‘f%’é EHERMY theshEsamBeandd5sBPbiSignatures
within crate 86040 Té¢reicheckmyefssgmatuges ndapimsioes HHA iaysitpeatessdor tratd@604 and software

aircraft part 860Z%Edherqiselwrresaderafiied t86Q25may)be removed from crate 8604 and inspected.

Crate tool 8600 also ay repa e software aircraft. part 158602 in other crate for uploading to
library 8606. Turnlngrﬂo e El%%s:g Y Eér%nfﬁés%%?nanas Tate toglgls %&%t%c?m accordance with

an advantageou§‘§WiB@oﬁﬁ?é?ﬁ p@*ﬁét@%@ﬂ% 00 i% EEARORS ISR RS MY StiRtRoN S QafEAgH 8600 in Figure
86. Crate todl 876@vipatedesr 08 exdnéstialoe BtOAresiimatit pa 870k, annpeaakdand nspect 8706, crate 8708,

and upload 8710, dags2PIBlENREEBE0% Provigrs A sRIiHEHA%e f2r Heer R aparate crate tool 8700.

Crate tool I . : : :
resource if it is available (message Y7). If the resource is not available, a null value is

returned. On ground component 7702 then sends the software aircraft part to the
onboard electronic distribution system 7704 (message Y8). If the software aircraft part
20  is not available, then an error is returned.

Turning now to Figure 83, a diagram illustrating message flow in an uplink
process is depicted in accordance with an advantageous embodiment. In this example,
two phases are present in the message flow, phase 8300 and phase 8302. In phase
8300, a request is made for a partial uplink of a software aircraft part and in phase

25 8302, the uplink of the partial software aircraft part is performed. This partial uplinking
of a software aircraft part may be performed if a previous transfer of the software aircraft
part was interrupted.

In phase 8300, onboard electronic distribution system 7704 sends an uplink
request to on ground component 7702. In this example, the request identifies the

30 software aircraft part in an offset or start position from which the part should be uplinked
(message Z1). In response to receiving this request, on ground component 7702

requests the software aircraft part (message 22).
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8700 may be implemented in a data processing system, such as data processing system 200 in Figure 2.
Signature 8704, in these examples, provide a number of different functions. For example, signature 8704
may check the integrity of a crate and its configuration items. 25This integrity may be performed by
checking a digital signature for the crate and its contents. In these examples, the signatures are located in
extensible markup langyage dacumesisinalrR SeRY AR HOMdRsHREMS JARbATErsigned. In other
embodiments, 5|%nature§ rgfiw be inte rzﬁl tq the s%ned OIconf| ura%ﬂ |Fem. Sllgnatture 8704 may sign an
existing software alicraft par as well’as otiier* 30 ocrLTrQne% SoTiEE “afid bR Siitable Gata’ Unpack and
inspect 8706 alloies RitYsHe @ e OFE. SHfeRRMR aRERF S Brigtvitfe? [RAOATRRIBAITRRY Herate and
inspect or view thigseotaaipanentspiit Wnpatkingsatcsgiartivinpacksang srspegbinOeneszaps or removes
software aircgaft pgyts from the crate and places them in a selected file system. [0001] Additionally, if a
packing slip is present in the crate, this packing slip also ma}/, be displayed. The in%%ect ortion of this
function may be used {Beéhdwaﬁi‘éér"?&iHEB%%%tﬁ'é)%Ht%ﬂ% LHEFS;g é‘%/mg-’\?é‘liw tHites 8714 stored
in file system 87 52ft\Grgteigrigralichib ageptofthearsiienorsregahl) niamiolateceriserg) crates. 5For
example, in manirelftng ssaies, rasdeRlMaypPIRBita et Atddquat Gubikagk fzem its contents. Crates

may be organized i aYRs QARG B ASHERA A0 F AR RLIEIsRgation. Fo

example, a directory may store crates containing software aircraft parts for a particular type of aircraft.

Also, crates'thay BUBTOREFBHLEE BFFIRLRASRIREURAbAY PIRFD o VifYe 'S fIsRMR5 P8 8ENd signed
10configuration itemgomect d#d2 froensegzt& 1 IREF V0 tweatdibreriyjrauibh @sdiimsyot go@ind Figure 17, in these

examples. TesRipsh&QWAcuigiine GinRryassagtlrRvairingrasn Bustrating the sregessing of a crate is
depicted in accorigéalnqﬁg (}/\(ith an ad%:%ntﬁgneous embo\gémgpt. The message féo[w i”b'éia%'re 88 illustrates a

; t ; . :
flow of messages use to??%%agg ates ?orr)alﬂp'ﬁ)%n mgI 0 158 I?l:r)rroa{r?re "M tﬂl%nexample, the different

components invoHASH IR priscERLirR y¢pat 1Adolve user 8800, crate tool 8802, and library 8804. The
message flaw, in this exanigleobegiguwhéd, a fdeechznd ots pescessr & eipesimodatngierated806. In this
example, a User MaYERESIYE INFURNNG S8R0 oI EHIOTSSAYEsES I RXAMPl§uiagaming crate
208806 may be tecelved thiouah 2 Iteinet cprinection o trquah sme physlcal medja, such as a flash
memory or compacY i5C.P y ’
electronic distribution system 7600 in Figure 76. In this example, the uplink data is for
a software aircraft part.
20 The process begins by receiving an uplink command to uplink a software aircraft
part (operation 8400). A determination is made as to whether the software aircraft part
has already been partially uplinked (operation 8402). If the software aircraft part has
not been partially uplinked, a request is made to receive the software aircraft part
(operation 8404). The process then receives data for the software aircraft part
25  (operation 8406).
A determination is made as to whether the transmission of the data has stopped
(operation 8408). The transmission may stop for a number of reasons. For example,
the transfer of software aircraft part may have completed. In another example, an
interruption may have occurred without completing the transfer of the software aircraft
30  part.
The interruption may also occur due to various events. In one event, the
communications link between the onboard electronic distribution system and the on

ground component may have terminated unexpectedly. In another example, the event
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The user opens the crate using a crate inspection tool (operation 11). In response to this user input, crate
tool 8802 displays crate information to the user (operation 12). The user then inspects the crate contents
and chooses to unpack the 25crate (operation 13). In response to receiving this user input, crate tool
8802 validates the signature information and unpacks the contents of the crate into the file system
(operation 14). The SigNatupRsBIRFAMINECHIG SRAG A SianalyemaesrateshRY:the-source of the
software aircraft é)a}[t in mconiungrf%ra%te I8806. Thereatfter, user input is generated by user 8800 to upload
the unpacked 3 Softvare airdra %é)r? to the library using a library upload tool (operation 15). The user
enters user input to addl tgiErPIBIEPRIERS ABATETDfiRRIGSH EPRECTSEAIRIHTO R PREGHAB). The user then

presses an uploeailae.lit_)raéyfdmﬂtqlde(@pﬁrraﬂ:mn it fMade géﬁd&&pﬂ%&&ﬁﬁwanserrmhaﬁrate tool 8802
prompts user, 88Q0 1oy braR: ginea A e AL (RREFELAR B INI SSRANSE IR LBIRRIAMAL Lper 8800

enters library credentials (operation 19). Crate tool 8802 then prompts the user for a signing password to

sign the software @it SI'SET @BOrABRASY 16)M Nt LS R POSEivIRg IS BPSHAR user 8800 enters a
password (opera$&t2)L 11 fhisiseasipiing peismge @tk vinsthesd e xeasmhitaais (1648 inoFéiguerd he signature that

is to be applied to the vadQus:HiesHer iberaoHwatesalaralirmgiduha EerpPONsE BpKeriviegitie password
from the user, crgi, el Phas ARRliFs P Slanae o difgrenhs ik plisiatpapiiles (operation

112). As part of this signing process, a new crate Is created with the software aircraft 10part files being
placed in that nefPEY4fE AN AR B P iripitivéatichivate digital signatures on the software aircraft
part in the crate, at this\§tagdeiendéffegantdromwethiesiddtllitbdranitvacormefterate8808. The signatures
mt arhe applied %@%ﬁ%’éﬁnﬁl’éﬂﬁyﬁ&’;ﬁiﬁ@{ﬂﬁ@'@%éﬁ@tﬁé@dﬁh %tﬁg%’ﬂﬁ%l@éiﬁif?ﬁggg@?mé@ﬁaﬂcg 8fgiility-

er the signature has heen ied, a upjoad is initiate crate 100 t ry
(operation 113). LIAs Gub e gy U RlE e a0 TN, s
(operation 114). PHeFRaRECSH GERrAIDn SEAEaES retivh dySrbra 8802 HidHs iskary 8804 (operation
115). Crate 160! 3808fgerdstinaey eintriggptot Hatyed80ib (ap ératofwbicyirdlaé parethtakdgss uploaded by

library 8804 (opesafiay bh&) RONRKL ANORRFAHAD S BORHeLP|9RA JsikelbioRshiafrate tool 8802 from

library 8804 (operation. 118). This aperaﬁion status {'s tnen presented to user 8800 by crate tool 8802
. rem mﬂ'ﬁ rtion of SO wa§9a|rcraf art. . . . .
(operation 119). urfAing now to Figure 89, a |a81ram illustrating one implementation of a user

interface for a crate todV8 ERipieteel It EoraaiREen Az Bavaftaieslis@hMsediriéseR5In this example,
user interface 89QgHtilustiaie®caneiooanisrtyatonay denusehbaitnplaneanttuaer drtesfacat8702 in crate

tool 8700 in.Figurs. 87Ijy s xampldsetinterace A8 Religesaetking siatelishyigw 8902 and

working crate detail view 8904. _ ) o
the software aircraft part. In operation 8420, the request may include an identification of

the offset or start point for the software aircraft part data that has not yet been received.
Turning now to Figure 85, a flowchart of a process for downlinking data is
depicted in accordance with an advantageous embodiment. The process illustrated in
25  Figure 85 may be implemented in an onboard electronic distribution system, such as
onboard electronic distribution system 7600 in Figure 76.
The process begins by sending a request to send a downlink file (operation
8500). A determination is made as to whether an indication is received to send the data
for the downlink file (operation 8502). If an indication is received to send the data, the
30 process sends the downlink data for the downlink file (operation 8504).
Next, a determination is made as to whether the transmission of the downlink
data has stopped (operation 1006). The transmission may stop because all of the data

has been sent. In other instances, for example, the transmission may stop due to a loss
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Working crate list view 8902 displays a list of different crates. From this view, a user may initiate project
operations 8906, working crate operations 8908, or exit 30application 8910. Project operations 8906 may
be used to create a new project, open an existing project, close a current project, or save a current
project. Working crate operations 8908 allow a user to create crates, delete crates, or duplicate crates, in

these examples. cﬁé'k@ﬂmmeréqmg &'QW&&M&@‘MBFANJE@&B@% 88 aircraff UGS, from working crate

list view 8902, a user may |n|E %te or clos 9 k|n crate %912 If a w rklré%oc‘{?te IS open, working
SIon oces ns, to O era P
crate detail view IS"employéd. i |ng cr de RiPViewW B prow 4eS W USEr Inferface that may

display different fREfEHE Eﬁéﬁéi%{ﬁ@bﬁaﬁﬁe particular type of crate being processed. 5 In addition, from
working crate list view B#2ranshfissmnwiaskitg psate cetaihivielond90dda sserwhayacaessHools 8914,

Tools 8914 %OV'Q&N\H%PH&J%Q%@F:’séHFﬁoﬂ?tﬁQ%mﬁ%IPFPet%oBbt:%ﬂHﬁyaéb’éPaﬁ'é'lFQr g inspecting crates,

and checking compatibilit and setting preferences. In this example, tools 8914 provides functions 8916,
8918, 8920, 8925 4RY'EE3A. 'Eﬁﬁ‘c?ﬁBﬁ t%eo‘ié%ﬁ%&?ssﬁﬂg?r%é%‘#?npéé'éerﬁw ﬁ%%%i‘ﬂﬁﬂ'ﬁﬁugnature and the
signature states 89tRevddritigurasens frsmin@&ikarisiesfsf signatures states are manufacturing, approval,

and source. Function 8918ruRpacksagaigoeddpartassieripasethindbnmrai@andplrtesdhose

components into g fé'%t%%%%éﬁ%%%&%ﬁ%@tRé%&éﬁMoéa?i‘ Nsheq!g ePJt%rr?‘é%Fﬂ” fnts, validating

crate and component signatures, and managing crate files. 15Function 8922 allows & user to check the

compatibility bf a '%‘?ﬁ‘f\ﬁé?a’&'ﬁﬁ’rgﬁ PEHWRAN ‘é%ﬂﬁ%ﬁ%?%’r‘ﬁa‘ﬂ@@ﬁ%ﬁméﬁ RHEHER (D). Function
8924 allows a usgri gditivarieuspropextrdiatic: grefeirentiesntitiecdepiote dffdaigtiorisvase provided as
illustrative examplgg of functions that may be provided in tool 8914. Of course, other functions may be

used n addiion lo o s plogscof e IERBIEANSIaNS ANIISISIERE oA Figuie 90,  diaoram

illustrating data flow in inspecting an acking crates is depicted In accordance with an advantageous

embodiment. Th@fd%?éj%WWhlf%?r‘ﬁéé'iﬁaﬁYd%ﬁ%“%%a\y Bethtn presr i AR RN QBRT&HRA inspect 8706 in
crate tool 8700 irs5igure&ra tecthist exampliaktaveodiatogf thexesvainkiélwsaérer prastrtedjrinfipect and

unpack 25view 9@@Q §BQ@%8®H§MQ%¥§§W@% NS peSHANAIRBR K Miew Q900 displayed to a user
and allows a user to &)%refrgtrm Yapious ?cl |ons with rg dg%cftrto a crate th?.t has.been celved by the crate

? %?r a down |nke F{)FGVIOUS SSIO
tool. For example AEEr may sele era ion"to manipulate a crate S opera ion may be, for

example, delete BEigRPE Q%éﬂ@ﬂ@?&t@“fﬂ@%‘?t%ﬁtﬁé‘%ﬁ@%@lé@@ fh?sr%éhféﬁ%ﬁ%hﬁ"iﬁ%‘bect and unpack
view 9000, the selected crate files are moved orafAated @aperation 9004). Thereafter, the crate list is

refreshed (operation 9QQR), 4 R P FRAESSAPIHTRE LA FRAC AT LRAGK VY IQ8srcraft
parts may be received from a manufacturer of the aircraft or some third party source,
depending on the particular implementation. Further, an airline also may create
software aircraft parts for use within its aircraft. These parts are distributed using crates
in the different advantageous embodiments.

25 The different advantageous embodiments provide a computer implemented
method, apparatus, and computer program product that promotes automation of the
receipt and distribution processing digitalized content, computer program(s) or data in
digital form that is sensible by a computer. One advantageous embodiment includes
the replacement of the physical shipping crate and physical media with a computer

30 sensible crate that facilitates automation. Another advantageous embodiment is the
application of one or more digital signatures to the objects inside the crate and to the
crate itself, thus in conjunction with a functioning Private Key Infrastructure provides

authentication of the sender, non-repudiation and assurance of integrity.
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If a user selects an operation such as removing a location, the process then modifies the location list
(operation 9008). The location preference is then stored (operation 9010), with the process then returning
to operation 9006 as described above. This location preference is a path or direction selected by the user.
In this manner, a 5user may remove a location from a set of directories or a set of locations in which

crates may be stored. | 4néthiPSRESHEHbLORABKIRWNM IDARHEING LSRNENIBIHISES Input at a new

location in this vieyvbthemuse%? rogpé?t?td fPtr a pew I%:i%tiop %Jpegriaﬂon 9011). n(r:emthgri user enters the
new location infoFr_)n(%a ?(;Sn,gtﬁ% prao(ég_ss_ 5rd)ca_e§ds to (5:8era_8na ot %scfﬁ_ggsacrﬁ)(éc abo7eE. If the user
selects or decideda®irapattn raRINIe SHoRELSoMe S e el iifsiseetien aewr 9002eIn this user

interface, the_userumgy @earrﬁcmnh\earbwamﬂ;@emwitbyme_memt tetafosigtatlres iexranﬂp!ed user may select to
update crate informafian.FRELAMRL SHRIUREMAtan. iRreachliomdhe. g (PRRIRlRRsIRLY- The process

then updates dialog box controls with data to dlspla%?crate information to the user (operation 159016).
u

When crate insp&@libi Gilleoauh e aiSoiayaded A& P B S HEP A R as unpacking a
crate. The selectiligpleferist drtivpereslisesdiirtheRerpensiniata redveiidovalicritdtk (apecktion 9018). If the

signature is validsdhe-ceatieciaftippacketbianenaliosmneRMid herosess dyiaseizste sesults of unpacking
the crate along “QH%&Q@'&RL%%HE&QA@%%&M% SHB:&0 &ﬁ%ssféh\gﬁf’éss'@%%%\?g@é\%%9002 (operation

9022). Thereatfter, the process returns to inspect and unpack view 9000. n operation 9018, if the

signature of'the G&T8HESARANT FRIPFOcBIY presseniteaireAlairihfSh ASEmetiiserition 9024). These
results present irecia@nespedctientvieye @002 pp@y dhdiidesamandecaltiondsde thSryrrailmenproblem is fatal

if the validation igrip¢ca1EgrbRalpbaH 3R HARatdEDient of IhEAIE IRSPRELAR Vs R Htbe user selects

to validate a crat%ethgng)&pn(}% S X%y%%tﬁg ntglaectcjs(gﬁlte signature (operation 9026). If the crate signature is

valid, then each con?lguratlon ltem signature IS then validated (operation 9028). In both operations 9026
and 9028, the process/'PRStEEESRIAEBAITOTY W AR PlayeHR GBSl e SIgrRd serRifvRttion. If a
configurationsite recftiginataireridt pot: viadich ¢ pdava wearmittgispres@héedeire contriastowhthsiyfathl problem

occurring if the cralegiangpiEeds Qptwpddind AR DSBREIAYIFY A< Uthewsesikloses the dialog box,
the process returns tcgulrréssqecliqand unpack V_\I/%\QIS%(PP {nlngap] \%to .F;%lére 91, a diagram illustrating

0. . T
the data flow in csr'éJQ\ﬁng a 8Fatlt§ ?éga(épigf)é)ao in accovr\laéen?:'éCWLf ETY va%?é%eom%aéemaﬁ%diment. The

process illustratediierEgiRe g ArapIIHoNAEIeR. M d APAIRI&HE ool NS FIN (S ERERERYAIBTON in Figure 87.
More specificallyidhre diffiprentsoipenations: ifosirateal rindftigaterd hagaydoesysiplemerieatis.crate 8708 in

Figure 87. ,, In this example, e Rrosess Begins v CBeRING.&-PRNGHSXISIRG AERIRGIdgperation 9100).

Thereatfter, the process creates a working crate 5?_ eration 91023. In creatlng an initial srngned
configuration iterf?" RGPS 08 BEYIREBY IR LRIY b%mﬁia’rera&%c ntaining a corifiguration itent's

received to form a received crate. A determination is made as to whether a set of
signatures for the crate and the configuration item are valid. Responsive to a
determination that the set of signatures are valid, the configuration item is stored.

25 Turning now to Figure 86, a diagram illustrating a crate tool is depicted in
accordance with an advantageous embodiment. Crate tool 8600 is used to receive and
manage crates for use in an environment, such as software aircraft part management
apparatus 300 in Figure 3.

Additionally, crate tool 8600 may be implemented in other components for

30 creating crates within software aircraft part management apparatus 300 in Figure 3.

For example, the functionality of crate tool 8600 may be implemented in a software

maintenance tool, such as software maintenance tool 5400 in Figure 54. As another
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metadata and a configuration item identifier (operation 9104). In these examples, a 10 configuration item
is a single item consisting of a set of files that may be stored within a crate. Each configuration item has a
unique identifier. A configuration item may be, for example, a software aircraft part, a related document,
or some other file. The user then navigates to the configuration item's data directory on the file
system and entegspgladaRdenitpse selecgbilas(oneraion SL04) nétmﬁﬁ%y AfFlqdata files is
selected becaus%agartlgul r co fllgura ion item [nm/lbe com r| ed of moret ne | ile. For example, a
software aircraft part may inc e Gh BXacaRIE e, S tontig gura ft?e groéim ﬁermlc link library.

Then, the process valitat@is %@Wﬁ@tzﬂﬁt’at%m m@d@wm@fﬁ‘g@ﬁ(@ffé@ﬁﬂ@ﬁ 84eR5taebperation 9108,
the process maywieieeninghinheikegeie meiadaizhesdriesn2iseeisasetsotwatesirtfaggamules may require
certain types-0f Gofialraling ﬁ‘i@'&%@%& CPRGNgERHAln ATRSIS LRI MAYIBE Aad.6GHaIn types of

information. For example, with software aircraft parts, a source or manufacturer of the software aircraft
part as well as aﬁr?d%%ﬂéé?foﬁ%\“’{we‘ﬁfﬁ@'ﬁeaﬁ crak %ﬁ?ﬁ%agﬁ?é%oa%%afﬂ%ﬁ%%” fieition, the
metadata also mintidehefprapsarticolaxaitelafe teafiis @icadeivairensoftakardairsraff 25part. The

process may valigiafentbie, configutatiomitamutanending vpenitiaitypeatiohworking crate (operation 9110).
Next, the process rece&’g?e?otﬂié‘?'ggt?8%8&948%‘?&%%9@ f%}&&al'ﬂs tBWﬁSr%Psﬁb%” Cist 56’69'9“"""3/ signed

extensible markup language fil e configuration item and stores the digitally si extensible

markup Iané]lgagé‘“l"ﬂeb%@1 ﬁﬁ‘?ﬂ@%ﬂﬂﬂ%d?&ﬂéﬂﬂ-{m|ﬁ'¥l‘|‘é°fﬂe YRR EEPRPABY ¢ ‘i?)e The process
proceeds to save/gheupriojetio(eperdtien @tdigng e sdegnaygrduarise] efrvjgoditreseitliffer@tet operations,

choose to halt anggavenhenpRigshanishsrminme theibseisshat asgHe-iBeLRespgerthen navigates to

the asset's data d|r ectory. ;pl%j t@g flg%@/;te:m nﬁgrds%%eg?e rgl%taﬂ? a fﬁ’é&?%%e %glree%tlggefé ff operation 9118).
Thereatfter, the process validates the metadata Sntries ma e user operatlon The process

e
receives a user E36\H6P4 topdrerRsFI1 573 eriRe BPAR &Y tHah r@P@&'ﬁégeasa ?éﬁ)?'é‘?@ﬁb??@extensmle
markup langaageéie oo thethssetandrstpresitgnothieag8606.directory (operation 9124). Turning now to

Figure 92, a flowchart %@.p@%ﬁefﬂg@{@@%@%ﬁfﬁ%@{%@.@etereedeaieegd.et@&wrdance with an

advantageous embod ment he p s illustrat 4n Flgu&e implem Jwt,[eq in a software
CCOI’ P OUS eng%u rate 7 EIS a more
component, such as crate oo | uré Ore sp &cific process may be implemented in

unpack and mspé'éﬁBﬁFt% Fﬁ q:rﬁjelf@ogﬁioo in Flgure 86. Crate tool 8700 mcludes user interface
8702, signature 8704, unpack and inspect 8706, crate 8708, and upload 8710. User

20 interface 8702 provides a user interface for a user to operate crate tool 8700. Crate tool
8700 may be implemented in a data processing system, such as data processing
system 200 in Figure 2.

Signature 8704, in these examples, provide a number of different functions. For
example, signature 8704 may check the integrity of a crate and its configuration items.

25  This integrity may be performed by checking a digital signature for the crate and its
contents. In these examples, the signatures are located in extensible markup language
documents that are separate from the contents that are signed. In other embodiments,
signatures may be integral to the signed configuration item.

Signature 8704 may sign an existing software aircraft part as well as other

30 documents, files, and other suitable data. Unpack and inspect 8706 allows a user to
remove software aircraft parts and other information from a crate and inspect or view
those components. In unpacking a crate, unpack and inspect 8706 unzips or removes

software aircraft parts from the crate and places them in a selected file system.
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The process begins by receiving a crate (operation 9200). In this example, the crate may be received
through various sources. For example, a physical media may be connected to or placed into the data
processing system in which the process executes. 15In other embodiments, the crate may be received
through a communications link, such as a network link. The process presents information about the

crate (operation %’Qgi] In\RIBARERS QF'QBa&hﬁdQjRﬂE‘ﬁF&@HﬂﬁYhQ%rBY@%ﬂE@QcWQHﬂPa@&Fﬁﬁh'cm user

interface. This m[for on mar¥1|nclu e orrtlg%(%mge th anufgctur soyrce of the crate, an

20identification o e[hesl%o}‘ffents h'TRe-¢ 3 €, a slze Sofl{ %%r}gt]gyané' Soet é)rasu?f'a%f’es h 8r'PnS 8n Thereafter,

a determination i$'fAERS ?@Wﬁ&ﬁjﬁ'ﬁa@ﬂ@tﬁ‘éﬁaﬂé popedatidle agta) 813 de®emination may be
made through reeedgngouser ispub théhe atalersdo e uippoked eildiny oesss validates signatures for the

crate (operation 9206)¢ 5 éQ?ﬁ%I@)ﬁﬁQOIéhﬁg%%ﬁ@éué%ép%)p&gﬂgﬂg@é@g%@d%'v@rte key. 25 A public

key located in the crate m gﬁ/ge used to determine whether the manifest and file digests are valid. This
t

validation also is U888 AR EHFIRE WheaPIHR¥ R O RNAIR 'h AL yaRe 8HileatBt5Ythe source and
remains unmodifitedendiagraperedviittlar implefatatatiimation &amatie adiesiivatiagstbie sigitatures for the

crate are valid (opsialify 9808)rd fAheaarpiasignaparecisayalish heikracesssinpasksitieperate 30containing
the software a"%?ﬁe%%&?%&%ﬁ‘ﬁ%ﬁ%&% th %L?d@ﬁ@ﬂ?o@?&%@%t%%ltg)wm% &‘?éH iguration item

signatures do not have to be valid to unpack the crate. It is up to the user whether or not to continue
unpacking the crat8f9 YA BIHsTE ﬁ\?ﬁﬁjﬁ(‘,’ﬁhﬁﬁfﬁé‘{%ﬁm&{? ﬁfjH@erégcﬁr%saQ@é(té@qI’Pthese examples if
the crate signatuFégisrevididn thessehtaraplesircraft part is unpacked and stored within a file system as

described in operation24;8) M@meméhmﬁgam st Jefersabessasgist to operation

9208, if the crate S'QQQWEF S t.valid, an error.is ret rned 0 ergt n 21%) ﬂqth the rocess terminating

thereafter. With reference 5bac 't%agf)%rmﬁ%ﬁ \6%3 %tﬁe LSer decides not to unpacﬁt e crate, the
process also terrfifaeEigure 8prllsiairs Al tResHrgRe HatH LAasandraliRdaisdoatisiiiplementation
of a user interfacelisadiscussed in Figure 2 above allows the user to create, validate and complete a

crate. A crate starts with @iglEafisiRiUse iR dORDSRAR GABIPANANGfdhe  §ACrale skl as the part and
a related docum%gt r @ﬁ&hclz%a e?oo‘?%gdyoc%el‘%réry §88£at'11ﬁe message flow, in this example,

begins when a user processes or receives incoming crate 8806. In this example, a user
may receive incoming crate 8806 from various sources. For example, incoming crate

20 8806 may be received through an internet connection or through some physical media,
such as a flash memory or compact disc.

The user opens the crate using a crate inspection tool (operation I1). In
response to this user input, crate tool 8802 displays crate information to the user
(operation 12). The user then inspects the crate contents and chooses to unpack the

25  crate (operation I3). In response to receiving this user input, crate tool 8802 validates
the signature information and unpacks the contents of the crate into the file system
(operation 14). The signatures in incoming crate 8806 are signatures generated by the
source of the software aircraft part in incoming crate 8806.

Thereafter, user input is generated by user 8800 to upload the unpacked

30  software aircraft part to the library using a library upload tool (operation 15). The user
enters user input to add a part to upload from the unpacked crate location (operation

16). The user then presses an upload to library button (operation 17).
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of the crate, as well as each component, changes from draft to in-work, and to complete as the crate is
signed. The implementation also allows the user to add, delete, or modify any components of the crate.
Any addition, deletion, or modification will result in a change of the current status of the relevant
component and that of the crate, and thus 15requires re-validation and resigning. The status is graphically

indicated in both crate liskyjwsansrraieHGiaieeyiewoMEIL REMILINg:f axtdlity mnshsiagporting work
flow, this functlonallé)é fur}hgr ensure the mtegrltg of com Iet(?d cra% o This tocg)l supports the dynamic
cre t tﬁ eBE 0.enters li rarg)

. . . nt, operation In respons IS pro user N . .
release/distributiSiT WOrK TIOW Status. The implementation of & USET mterface as drstussed in Figure 4

above allows thectgsEntgle (ireratenJalidatelaied! &8fdtete rierate R epatdosaMsnifith a draft status, and so
does each comppasenioad theigfate éstearasithefppattansktietate). docekpens. thstaisifpy agess proceeds,

the status of the g3l AR BBGESARED £OMARINLAARKFRITOMALAIIA WAtk e cOmPlete as the

crate is signed. The implementation also allows the user to add, delete or modify any components of the

-t .
crate. Any additi§A2YRIRSh SPEhERITCARSIP PRSI i BPRlgR Bt WMR AP the relevant
component and tbriwselRirerpiteamnth tlhaponsqiressebivalickapersweid fresightndeT ivsattaeak is graphically
indicated in both ggedefistedew aigraairie desaileslaievsiivnd aipraishrgitiexdpititianeh 3jpporting work
flow, this functionalty cher sAs'egyhe nsearloLomplsien cratasThe Iashadn ap block

diagrams in the different depicted embodiments ma§¥30|llustrate the architecture, functionality, and

operation of 8ne A HGRPFHSRIGEE HpIEFhBRATIBIS i@dbﬁﬁ%ﬁﬂ?s?fﬁ%’ﬂﬁmgtamc@&ﬁﬁi@ program
products. In this rematdree @chitsl sckwardmrflelcharit drebtotk, didgrasiag misyifepeestemdhmodule, segment,
or portion of compeieluHsARlm HERRAG ISP BREE MO ANV RICN R BIPHBERANBWEINIBFRs @fecutable

instructions for implemeptin the specified funFtion or functiops. In some alternative implementations, the
.aparticular, user, su ar airline o dintenance 1acl

function or functions noted In the OCK 1 gggccur out of the or erno e_ol fh the figures. For example, in
some cases, two blocl@ ShBiRHIMAUERRSRGThRY 58 @tELvelat isdbdiaird h R 2or the blocks
may sometinies SbibexesatddapethioreMayseibrae g addpendifgtpasittecfainctiémalitinitheolved. Further,

the different block-gliagramsiff SATWEHR RO BRAREMS1 RTINS fter, an operation status is
returned to crate tool 8802 from library 8804 (operation I115). Crate tool 8802 sends an
event log to library 8804 (operation 116). The event log is uploaded by library 8804
(operation 117).
20 Next, an operation status on the upload is returned to crate tool 8802 from library
8804 (operation 118). This operation status is then presented to user 8800 by crate tool
8802 (operation 119).
Turning now to Figure 89, a diagram illustrating one implementation of a user
interface for a crate tool is depicted in accordance with an advantageous embodiment.
25 Inthis example, user interface 8900 illustrates components that may be used to
implement user interface 8702 in crate tool 8700 in Figure 87. In this example, user
interface 8900 includes working crate list view 8902 and working crate detail view 8904.
Working crate list view 8902 displays a list of different crates. From this view, a
user may initiate project operations 8906, working crate operations 8908, or exit
30 application 8910. Project operations 8906 may be used to create a new project, open
an existing project, close a current project, or save a current project. Working crate
operations 8908 allow a user to create crates, delete crates, or duplicate crates, in

these examples. Exit application 8910 allows a user to exit the crate tool.
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components, and data structures illustrated in this disclosure are provided for purposes of depicting one
manner in which the different advantageous embodiments can be implemented and not meant form that
different embodiments may take. For example, 10some of the block diagrams illustrate functional blocks
that may be combined or subdivided in software implementations. Also, the hardware and architecture

llustrated in these exappies My BeREerkiD HiRiRsBS A DLORAYT RAIBARIMERLDHAISO the diferent
il

examples of graphl al user |rét9e1r aces are prese ted for r pur oses 0 ust atln ng.gne manner in which a
n cr dF crael rat etal (% F ﬁ
user interface may 'b emen ese xamp o2 aISo are meant to [imit the manner in which

different advantaﬁé@@#ém\ﬁ’@di%ﬁ@ﬁﬁiﬁlbé@mﬁPé\ﬁéfﬂé@ﬁS a US‘Fh'@t@Fﬁé?éh@ta{ﬂ%ﬁ'%%’ous
embodiments casiffakethedosns, efepanamidgretytiapdnienrhgsecs embadimantoassettirely software-based

embodiment.or an emhodimens, %ﬂ#%veﬂeﬂdoameher%@f@gaﬂqmm&lﬁ&@&@dégmﬁmbod'ments

are 20|mplemented in software, which includes but is not limited to forms, such as, for example, firmware,

resident software” 904 PrHREI JRBYACCess PlreRR ol 8Ol IfrRIPXIGES VRIS SRR SERE the form of a
computer prographgaidtiueieicioessibvienmmekacandpuiesaisabletes. eompsekingeriaasbiidium providing
program code foausednngpisiéenfastianuitx aprnpuies Dy AR 6 QA5 8YsteBYiisat executes

nsuructons. For s YeRaSE s EIREIRSHES: & AOMPLISE:HSRMIG SL AT gAdable medium can

generally be any tangible apparatus that can contain, store, communicate, propagate, or transport the
program for'llse BQWWFF@&HN&%’&@HWW] iﬁéeﬁw%ftf'&%ﬁBW'gwéeﬁ?ﬁﬁr%y%mpﬁﬁﬁé?%”f?rsdewce The
computer usablestatepanp oteTufesid alde aprerdiameodsdecdor example, without 30limitation an electronic,
magnetic, optical, elecirarpagnedie infaseds 9@ﬁ@m@@@q%msw@tm@&awmmgmmdium Non

limiting examples of f & comput 0Ehree]a}dabl(g mei;iun |on% 6}0% ni grnginu%gor Qr solp State memory,

magnetic tape, aTemovable computer Iskette, a'ran Bccess memorypﬁSAol\r}l a read- -only memory
(ROM), a rigid rr?ﬁﬁ?‘?@f&\tﬁ%‘?@t“d“ﬂflgﬁfﬁ/%@?@?ﬁ‘l@l?'gé]ﬁﬁ@ﬁ GpflcaRekIoHR legisks may include
compact dislc- reaa dioty asehatow{ @ DsR@Mheck thpactghisibHiteaidd \woite € RIRAM) andvNBe Further, a

computer-usableQp AR B eaAPISRHLIEH AR EPNERILRINE058 Rlows a user to edit

various properties and preferences. The depicted functions are provided as illustrative
examples of functions that may be provided in tool 8914. Of course, other functions
may be used in addition to or in placed of the depicted functions.

20 With reference now to Figure 90, a diagram illustrating data flow in inspecting
and unpacking crates is depicted in accordance with an advantageous embodiment.
The data flow illustrated in Figure 90 may be implemented in unpack and inspect 8706
in crate tool 8700 in Figure 87.

In this example, two dialog boxes or views are presented, inspect and unpack

25  view 9000 and crate inspection view 9002. Inspect and unpack view 9000 is displayed
to a user and allows a user to perform various actions with respect to a crate that has
been received by the crate tool. For example, a user may select an operation to
manipulate a crate. This operation may be, for example, delete or move a set of crate
files.

30 If the user selects this operation from inspect and unpack view 9000, the
selected crate files are moved or deleted (operation 9004). Thereafter, the crate list is

refreshed (operation 9006) and the process returns to inspect and unpack view 9000.
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5 computer readable or usable program code such that when the computer readable or usable program
code is executed on a computer, the execution of this computer readable or usable program code causes
the computer to transmit another computer readable or usable program code over one or more
communications links. Each communications link may be either wired or wireless. 10A data processing

system suitable for Storﬁ@%@é}@/@é&ésﬁweeme&i{%rr%%@mbea%eampqﬁerp»%@@tmgram code will

include one or more pro es d directl rect to memor ele ents through a
communications ?’aor?}?c gucﬁog’g'%n Hﬁf PRI %\8&; ceﬂﬂn(.j):rf/}"/ae'lfc)en At m%‘fy'slrr?& ude focg:)al memory

employed dur|ng(a@f‘t‘tﬁilo@@éﬂﬂdﬁ“ﬁ)fftﬁ@@?é@%ﬂﬁ”d@ﬁé?'bg.lI‘i@ Wﬁ@@ NP eaclvecetharrée which provide
15 temporary storageocohtain @astsonedLco paiute dieastabielanepryphiarsesallenpragrasn, @ode to reduce
the number of times, cade Ry e LLLHEN R8T ATLOUIIRIAEAAE Hu 09 SIESHIAD RWREGI9Rs

Input/output (or I/O) devices can be coupled to the system either directly or through intervening I/O
controllers. Thesg e'?ﬁcsé%r?ﬂay include, for example, without 20limitation to keyboards, touch screen
displays, and pointing dewikss! Biffereaccoiew iR dtibas srigpters yseiyrRlg@bersuupredto the system to

enable the data piaseSHRYIRY SRMIPHEpAIGHEURIEbiaIoMRhERtRMNIVEESSIIESYERINE Or remote
e o e ARvisen b iearealan ikt LBl Rely e Noantipling examples are

modems and network adapters are just a f ew of the currently available 25types of communications

adapters. METHEASEREE ’f}?@\t@Aﬁ&?ﬂ?ﬁ%ﬁlﬁ%@Aﬁfﬁﬁﬁﬁ%Wﬁﬁ% *F?Fﬂ.%ﬁ?:s PRRTE (LSAP)
DISTRIBUTION Emribodivaeing ieay9B@2c| aireduas foltoiase AleAuseftweareeaivarafepart astiorgement

apparatus, commms@eﬁw@%&@@swp&&%\@it@ @Q%pé@@@ﬁ@imgoey&eme therksayy. being configured

manage a set of .ﬁgftwq{e alr raft parts for a set of aircr rec |V|r§g e ca abI of receiving the
ef, cra e |nf ion i rea m the peration 991 e pro
plurality of software aircraft parts and sendin e set o so ware aircra parts "o the brary, a proxy

server in commubRCaRSTHRRE Bex FHERP, ‘Q/\ﬂﬁé’@ﬁﬁf&%ﬁ%@f%ém@"@t@&ﬁaﬁlé bTeE&P0RTIa s et of aircraft

clients; an artboaohéjectronic distribution system for an aircraft in the set of aircraft, wherein the onboard
electronic distribution Wﬁ%@rbﬁeﬁﬂs@g&féﬁt\ﬁé\ﬁ@bﬁ ?Q%n%&ﬁgdaﬁ%ﬁ chgRisRnshisarakig of receiving a

software aircraft gart for the aircraft from _me |IL‘iI’a{X th )W {ver and. a gortable software
5 lll S un ?In a g selecll O |0n S | cfa te Slﬁ ?
maintenance tool Whereln e dHADIe software enance row es an aiternate

belng validated (operation 9018). If the S|gnature is valld the crate is unpacked
(operation 9020). The process presents the results of unpacking the crate along with

20  displaying any packing slip contents in crate inspection view 9002 (operation 9022).
Thereafter, the process returns to inspect and unpack view 9000.

In operation 9018, if the signature of the crate is invalid, the process presents the
validation results (operation 9024). These results present in crate inspection view 9002
may include an indication that the signature problem is fatal if the validation is incorrect

25  for a crate signature.

In crate inspection view 9002, if the user selects to validate a crate, the process
validates the crate signature (operation 9026). If the crate signature is valid, then each
configuration item signature is then validated (operation 9028). In both operations 9026
and 9028, the process proceeds to operation 9024 to display the results of the

30 validation. If a configuration item signature is not valid, then a warning is presented in
contrast with a fatal problem occurring if the crate signature is not valid. In crate
inspection view 9002, if the user closes the dialog box, the process returns to inspect

and unpack view 9000.
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route to send the software aircraft part to the onboard electronic distribution system of the aircratft.

A2. The software aircraft part management apparatus of claim Al, wherein the library being configure to
create a crate containing the software aircraft part and wherein 10the software aircraft part is sent to the
onboard electronic distribution system in the crate. A3. The software aircraft part management

apparatus of claim Al, wheigindhaPERHSeIVETisRssaRRld Wit ha fRia procassingsystem. A4,

The software aircr%ft a%rt management at%parat S ?f claim Al, wherejn {Jge 15E>orta]l? e sgf are
. S eﬁﬁc e(% II’1ta(‘t(f.| rdance with'an ac#an ageous,embo ent. [~ Pr?t ess lllustrate
maintenance tool°conmnects 6 the Proxy server 10 receive the software aircraft part, 1S moved onto the

aircraft containintj frieusadaravele sitelareeaist b rivate yetk s ot tale sTahr&0an EiaRrpdrt, and connects
to the onboard sofbnaspeditttibytionogistenvieuansie thatsofvwagaraiearaf#pestiipiecatdaoard electronic
distribution sgsteimcéwﬂgmgﬁgm%e aircraft part management apparatus of claim Al, wherein the
onboard electronic distribution smstem downlinks data from a set of line replaceable units on the aircraft to

the proxy server to fort 86 Gl FRAINIRY BRENY)LBRRY LRI L R SRhlink data to the
library for storagéeperationQ400hd keftafterethirorefepragtariapagenng cippdratistion G- Ah wherein the
25software aircrafiepadl isnmaresidremctiadinsaty iR ihenepharid slemismyicdistiubing sygtem in a crate.

A7. A computer implementpBaihad 5 manaeinga RLLARG PSRRI AR ARl puts, the computer
g: storin ft f y; iden

implemented method comprising: storing a software aircraft part in a librar tifying an aircraft for the

software airtfaft PAHYYFBPMIGH i8S Soa RIS G N S RFARPURE IR FANREA the library to a
proxy server; andrsendraghthen§oftaiareiigirchast pantove iethéiqrok g sdioreationateromrydrel &lectronic
distribution systegaprpiia isigntifiedirirgtatir, a relA& dh@GeRRiEspIsspaBted method of claim A7,

wherein the step of ser}ggn gg gﬁ)ft\év\ﬁrgt alrt((:)r%fé par é.[jgarg th_ﬁ: Rraxy server to an | nl%?eard electronic

distribution system on the identitied aircrart comprise ser?alngt e software wqraﬁ f)art from the proxy
server to the onbYARIMEREEFHIES ATSiABRIAdR SR ATI6HM dlFddPrrialos A1RftASiRgIant8mmunications

link. 15 datafiles is selected because a particular configuration item may be comprised of more
than one file. For example, a software aircraft part may include an executable file, a
configuration file, and a dynamic link library.

Then, the process validates the metadata entries made by the user (operation
9108). In operation 9108, the process may determine whether the metadata entries

20  meet a set of rules. These rules may require certain types of configuration items that
contain certain amounts of information and certain types of information. For example,
with software aircraft parts, a source or manufacturer of the software aircraft part as well
as an identification of the type of aircraft may be entered as metadata. In addition, the
metadata also may identify a particular aircraft that is to receive the software aircraft

25  part.

The process may validate the configuration item depending upon the type of
working crate (operation 9110). Next, the process receives a user password (operation
9112). The process then creates a digitally signed extensible markup language file for
the configuration item and stores the digitally signed extensible markup language file

30  with the configuration item in the file system (operation 9114). The process proceeds to
save the project (operation 9116). A user may, during any of these different operations,

choose to halt and save the project and continue the project at another time.
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A9. The computer implemented method of claim A7, wherein the step of sending the software aircraft part
from the proxy server to an onboard electronic distribution system on the identified aircraft comprises:
sending the software aircraft part from the proxy server to the onboard electronic distribution system on
the identified 10aircraft using a portable software maintenance tool. A10. The computer implemented

method of claim A7, whgEgiBethRsstREIGRIS B SUNRUSESIARCENINGHRE SRR RIFCEAT part from a
supplier to form a received at?gt%?{e alrcr?fttgg\gl; processin tﬂ%%sqrﬁmar aircraft part to from a processed

. enfers mefa 0Se seleC (S erafiorn’9 . reaiter, the proc
software aircraft paret; and storing the processed So Ware aircra parf3 iR the: iBF ry. TBAIl. The computer

implemented meYRBPEE i AT #if #eromAsE SN g Sesriirng Bt mnahid tectReeriBoard electronic
distribution systerscioss thedibsasyvibirougbrthiepIexy) senesrieaewiioad deda ot theigieeraft; and

receiving the5dat9x?én‘§94iP{é’r%éhéﬂ%%&“géhfﬁe%%%%%E\é?érﬂ@ LEHRORSEHR seding thg,gommand. Al2. The

computer implemented method of claim A7 further comprising: 20sending the software aircraft part from
the library to a sOMRYSHCMAlAfdnance tool on a portable computer; moving the portable computer with the
software aircraft part td therainsnife Eistatsiighiadaveorrirmimiasensddinkdsessieen theekeftware

maintenance tootiithdlaeppibomrscebesirepinigiskibutionagystennandieeaircralt @iassgoving the portable
computer to the gjreraftio f %Hhﬁ‘e”g‘i%%?'b%}%%lgﬂﬁ%‘dghcﬁg%ﬁé#@gbﬁ'ﬁgn%ﬁﬂ‘lm flie gesoftware aircraft

part from the software maintenance tool to the onboard electronic distribution system through the
established comMBHEAHSHEHHIE 87 Moresmipsifter imibf iR AL ifdB RlRG S hatieadt managing

software aircraft pattisspesdifiére gerafhart management apparatus comprises a library, a receiving

module, a proxy serverpRIBaARMEClf otisiditrRuianchEsian 9o alrgialixangia k0 portable
software maintenc@qge tool. The lib on.the ground data processin tem Stores and manages

libr W S
. efﬁ HVSro ap |?? %ﬁ paan
software aircraft pgrtsr??)\r’ aircraft. The re el\\//?ﬁgur?n%o uleis c%rp%)ﬁlrgpo fe evag the Software aircraft parts

from suppliers arf@EERHMEP PP SERNATR BF EAkH AT ES YO HUTESTBFIR WV TAR [PRIXCSERAEE TP communication
with the librapy andois@apatizldinahdistrbortirgnsoftwaredoal plunaiiya cbairansiftachentek Theronboard
electronic distribytignsystgnde an aircraft client and is capable of receiving software aircraft parts for the
aircraft from the library_through the proxy server, The portable software maj nce tool provides an
Alternate route o send 1o COTArE ATRFAR AR 8 R BB Ad SECHUT SR uh systom for the
aircraft. CRATE PeS@HEnBOAIR@AIS MBSy IHE elaneiderdsresppwsirarhicg|ugedpipirier ifiplemented
method for proceasgimgasoftwayenaiiceafb patis;dlaetco mauteicimgl esoentettaetard gomprising: receiving

an incomingz §rat%&9m[;%iﬁyﬂgf%e contents in the crate, a size of the crate, and other suitable
information. Thereafter, a determination is made as to whether to unpack the crate
(operation 9204). This determination may be made through receiving user input.
If the crate is to be unpacked, the process validates signatures for the crate
(operation 9206). In these examples, the signatures may be signed using a private key.
25 A public key located in the crate may be used to determine whether the manifest and
file digests are valid. This validation also is used to determine whether the crate
actually has been originated by the source and remains unmodified or tampered with.
A determination is made as to whether the signatures for the crate are valid
(operation 9208). If the crate signature is valid, the process unpacks the crate
30 containing the software aircraft part and places it on the file system (operation 9210).
The configuration item signatures do not have to be valid to unpack the crate. It is up to
the user whether or not to continue unpacking the crate if one or more invalid

configuration item signatures are detected. In these examples if the crate signature is
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10software aircraft part from a source outside of a software aircraft part management apparatus;
validating a set of signatures for the incoming crate and the software aircraft part; responsive to the set of
signatures being valid, unpacking the incoming crate; displaying contents of the incoming crate;
unpacking the crate to obtain the software aircraft part; responsive to a request to upload the software

aircraft part to a igfanminsLRie-SHNAGAIIC [RERRELANAgRMGRRARARE AR HelelNGipgwhether the
software aircraft Part meets 3 1%?“%5 responsjve to lt'hetﬁoftwigf\re aircraft part meeting the policy, signing
10).

the software aircr%ﬁpﬁéar'% ?o a &gﬁ[—? essgfmgr"éaﬁ?craeﬁesa?& placing the signed software aircraft part in

a crate, signing the cratéticsrieamiropansSiypraiedonf#ie Aifteareisaronstias AdigHedacrat@wherein
signatures for thessigneddseiiwatiercdmiaftbpastanc i ecaignan ¢ iadecater differastdir@nethe set of

signatures in<the ingoming,ckieeane paRdiog theisianeshsate.ta the Jiarany i the.sofhware aircraft part

management apparatus. B2. The computer implemented method of claim B1 further comprising:
identifying metad8t4'f5¢ e software aircraft part and other configuration items. 25B3. The computer
implemented method oftigdiel Bp@ireiiswaielionfisirive airtcdsfepiss.isTacfirsplsiypreidicofehare aircraft part

and the signed soéevafieraicerafiapaisiesigregurs man@itiesestisignatuseisar theditstsigned software
aircraft part. co.ﬁé‘letmec?a?&?E&%?ét@é[%!ﬁ@vfﬁm%%}?m P&&A%Eh?és_‘%?ﬁ e igsiepapyes for the

signed software aircraft part or the crate are from a manufacturer, an airline, or a 30supplier. B5. The

P .
computer implenf&ifel GBI AR B AR RTHITE 5t HY SREF RBHRTSESS i tig e software
aircraft part in a dirthetorgténas filgl spstech compoBit, Thengeatputerraf pleémesrtednvétlvroth@éelaim B1 further
comprising: displaying aduserdigiridace Canabie abisreivihnaibwe iHapyEie RaHaIaRPsFations on a plurality
of stored software ad'rtcraft parts, BZ A compyter igﬂdqlemgr\t d method.for rocxﬁssi% configuration
. moalry any compone ts of the crate! aaditon, deletion, or modification will res n . .
items, the SCompu?er |mp3fementednmethod compns¥ng: receiving a crate containing a conhguraﬂon item

to form a receive®l €12teS ALt ARG YAIEREING SR \GRSrgRRene firdthetdhe areie. and thus

15 requires re-validation and resigning. The status is graphically indicated in both crate list
view and crate detailed view. While providing flexibility and supporting work flow, this
functionality further ensures the integrity of completed crates.

This tool supports the dynamic release/distribution work flow status. The
implementation of a user interface as discussed in Figure 4 above allows the user to

20  create, validate and complete a crate. A crate starts with a draft status, and so does
each component of the crate (such as the part and a related document). As this
process proceeds, the status of the crate, as well as each component, changes from
draft to in-work, and to complete as the crate is signed. The implementation also allows
the user to add, delete or modify any components of the crate. Any addition, deletion or

25  modification may result in a change of the current status of the relevant component and
that of the crate, and thus requires re-validation and resigning. The status is graphically
indicated in both crate list view and crate detailed view. While providing flexibility and
supporting work flow, this functionality further ensures the integrity of completed crates.

The flowcharts and block diagrams in the different depicted embodiments may

30 illustrate the architecture, functionality, and operation of one or more possible
implementations of apparatus, methods and computer program products. In this regard,
each block in the flowchart or block diagrams may represent a module, segment, or

portion of computer usable or readable program code, which comprises one or more
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the configuration item are valid; and responsive to a determination that the set of signatures are valid,
saving the configuration item. B8. The computer implemented method of claim B7 further

comprising: 10determining whether the configuration item is valid. B9. The computer implemented
method of claim B7, wherein the step of determining whether the configuration item is valid comprises:

comparing the cQRgUERNIONJLRMISABR MiBkementing thB4cHRE £RIBHIS iMRISaentedmaethod of claim
B9, wherein the configuration 15item.is a tﬁgf{[wa e aircraft _gart and th%}%%llg:é{(ls a softwar? aircraft part

standard. B t.e %évgdWP6%T§rnf?ﬁ'8P§men ed Metho nqcf' crl]giantﬁdi'?ur er corrﬂaig?rcl&F ?%sponsive toa
user input to upl¢héha VaRESsiGUPStTEHTRENT, SIGHFRY th & valite CopfRy dratRiPriepopmbing the valid
configuration iterauistébsiceraiey séigniag thesttatanang canrdirgihecrma s ibsagpinansaftware aircraft

part managemeriAQRAIRLY, ORI KNG SBUIRLITRISRNISShasing Al g B further comprising

organizing a plurality of configuration items including the configuration item in a file system in response to
a user input. B13UHH AR RS RS ARE TRERBY T CRIRCEY RitREM & fnprising: displaying a

user interface capribbersintecwividguseydinmsilostraiedinltie dsslosoe2Be orfiddaatiomitensss B14. The

computer implemgatgiting thedehalaim Bicfurbercempiisingagispiaing anises intesace capable of

supporting and indigating, Ine Ay PARIC e IRARs/dIRIIO SRS Hhame] AkeORligwalign items.
d method of cl h h

B15. The computer implemented method of claim B7, wherein the set of 30signatures comprises a first

signature fof the SSRFHGURRRIACHSYA%AES] WaaRd S iRarh RSP that Braxde compiigs! 9he computer
implemented metibd\afesi dirnoB7anelrepgimenatorate Aontindaqrareeaydcanfitpetatioiugsatednd a set of

additional configyatior kRiples maPle vANBRIRTOCRESINGBYSIE N ARSI s Storage device

connected to the i, Wherein he siorage devioe cluleo Piogiam,eods, A RLacssear ypit connected to

the bus, wherein the processor unit'executes the program code to rec%ﬁ\pl)grgn Incoming Crate containing a
software aircraft PRRIRORF RSB0 U SeIDRNRE S BLRe AR hal P PRa s yBRRS R s PEratus; validate a
set of signaturesrarrtirerinodiminenatener in which different advantageous embodiments may be

implemented.

The different advantageous embodiments can take the form of an entirely
hardware-based embodiment, an entirely software-based embodiment or an
embodiment containing both hardware and software elements. Some embodiments are

20  implemented in software, which includes but is not limited to forms, such as, for
example, firmware, resident software, and microcode.

Furthermore, the different embodiments can take the form of a computer
program product accessible from a computer-usable or computer-readable medium
providing program code for use by or in connection with a computer or any device or

25  system that executes instructions. For the purposes of this disclosure, a computer-
usable or computer readable medium can generally be any tangible apparatus that can
contain, store, communicate, propagate, or transport the program for use by or in
connection with the instruction execution system, apparatus, or device.

The computer usable or computer readable medium can be, for example, without

30 limitation an electronic, magnetic, optical, electromagnetic, infrared, or semiconductor
system, or a propagation medium. Non limiting examples of a computer-readable
medium include a semiconductor or solid state memory, magnetic tape, a removable

computer diskette, a random access memory (RAM), a read-only memory (ROM), a
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and the software aircraft part; unpack the incoming crate in response to the set of signatures being valid;
display contents of the incoming crate; store the software aircraft part; determine whether the software

aircraft part meets a policy in response to a request to upload the software aircraft part to a library in the
software aircraft part 10management apparatus; sign the software aircraft part to form a signed software

aircraft part in re%g@%gﬂ%ﬁb%@Qf&W@B%ﬁiﬁg%?@t{e%g@%iglgJ%QQ}W;@{%‘@ gmss,i‘ggyed software aircraft
es

part in a crate; signing the crate containing t [ nef 0 §/@§e aircraft part to form.a signed crate
wherein signaturc%é;II or the" S%Crilg& sc_)ﬁeﬁgl:%l ircrar p ﬁ%ér% the SIgRat é?r%té r&?eg’rcvﬁi*f& nt from the set of

signatures in theMeoaiIAG¥kate; and send 15the signed crate to the library in the software aircraft part
management apparatusurther, BbBhplie-dadslpso caspingrsysiabeahalaim Bdy/contaretsisre processor unit

further executes EBﬁM@QFQéHa%?Q&E%&‘E%?i%%@Q@&@JB{ M@R&W&%&iﬁdﬁﬂﬂ Ralable orB19 The data

processing system of claim B17, wherein the polic%/wlﬁg?qulhndustry standard for software aircraft parts.

20B20. The data S YIHG BySH SFerAiRT 817, iR L5 IBPYIGhed software aircraft
part and the signed@tiecoarsdptsnmragraitiiede aaspplies comaumainifacsnréanothergpmpTise data processing

system of claim Badawibereishilegxegiatingothaopspanart aasle dongtaiecthersafwareaircraft part, the
processor unit e%%%%ﬁigggoggRﬁg%%%g%gﬁe;%ﬁgc&rgrmﬁe%%gware aircraft part in a directory in a file
impl hod '

system. A computer implemented method, apparatus, and computer program product for processing
software airtfaft parts. ABFARWEREA MG S S SHFEIR Y PARIAIVR FEEEHBY FP8HUESource. Signatures
are validated for trighlterandthte softhiareredrenafiogamtillintledsignatumesra@oaiidotheoupéie is unpacked.
The contents of theigeMHE iRt enkidiapiaad infhg seftyarsuaitarafistatis dnrpagked. Responsive

to a request to uglo‘tad tBSSSt?ﬁeqn art to a rLI}%I;] ry in tp]gl Lqucgﬁ\c/)\/caarle aircraft rgglrt management apparatus, a

determination is rﬁlgggl_ as to whether the stored p3¥t meets a porﬂ?:?.oﬁy t_%e St _?e Lgar% meets the policy, the
part is signed. THESIYIREPHAR PEBIABEPTHT 2 ekatio2e8 RNGIGHEE TETATRSY'EIGhBEPEFSte wherein
signatures fos theesigoed stitager ef airteradt pare andihersigned rateare differdmt froprethe set of

signatures in the igeoiRA LR dhfoaldfGrhetalRd é?et(h@v@ar%% bulk stérgEGMHing SERVER FOR
DISTRIBUTING SOF'I[',WnA(\)BfF AI%gRAFT PARTS 5Embodiments may be claimed as follows: Cl.A

computer implerr?é(ﬁfg Pmethod for managing software aircraft parts, the computer implemented method
comprising: retrieving #'Bef BfRGftWale) dreass prrke aadPmetadzas\abuethersieei\seftware aircraft parts
from a library in amr@iseratervehivorkalasatpieeesTirgsysieas iadplimnlasaboéxatipyedisaitware aircraft

parts; Storinﬂotheliﬁﬁ’ttation to keyboards, touch screen displays, and pointing devices. Different
communications adapters may also be coupled to the system to enable the data
processing system to become coupled to other data processing systems or remote
printers or storage devices through intervening private or public networks. Non-limiting
examples are modems and network adapters are just a few of the currently available
25  types of communications adapters.
METHOD AND APPARATUS FOR LOADABLE SOFTWARE AIRPLANE PARTS
(LSAP) DISTRIBUTION
Embodiments may be claimed as follows:
A1. A software aircraft part management apparatus, comprising: a library
30 associated with a data processing system, the library being configured manage a set of
software aircraft parts for a set of aircraft; a receiving module capable of receiving the
plurality of software aircraft parts and sending the set of software aircraft parts to the

library; a proxy server in communication with the library, wherein the proxy server is
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100f software aircraft parts in a file system; storing the metadata in a database; sending the set of
software aircraft parts and the metadata to an onboard electronic distribution system, a communications
link between an on ground component interface, and the onboard electronic distribution system; and
maintaining status information about activity on the communications link. 1502. The computer

implemented me&%ﬁ&\o@&f’@é‘ﬂuﬁa further SRMATRNG: SRR MeSRIHR '&l%ﬁﬂﬁ&@@y&%ﬂ%’r’bfafy 03.

The computer im Ieme TI,[ ethod of claj im 02 wherein thesat S |nf8 tion comprises an
atlh |nt set of alrcra réln e on a1r ctronic_distri tlon &1 .
identification of whethér a software aircra par e se ware aircra par |s rea y for installation

in a line replaceaie" fﬂhﬁ'@ﬁ @ﬁ%@tﬁ.a'@mﬁ&"%%@m%bim%&%mﬁ@w&@ éfrelefim Cl, wherein
the set of softwaramiterall paitstisanfirat Behofisoliyane ansrafcparsrihe ppatddadafisdisst metadata, the
onboard elecironic,distibuHon,BYHEM %2 BB?‘EB@Q%%%%'%fﬂ@#&n‘#&étﬁg%QGoﬁé@ﬂ@lt@%t@e

communications I|nk is a first communications link and further comprising: sending a second set of
software aircraft [PAHe' QRS2 RY WRE-HSTE0RAE 1§ Nec e BB P UL BRI A S¥RTMSH system through
a second commuhéczitioals link between the on ground component interface and the second onboard
electronic distribution gystenTisrsettane iyt sendingnthe seleftco nsimalicraitRartsand the

metadata to the ﬂ&%ﬂ%g SIGEHANIR S gglg%ayesz%ma.ﬂﬁgme %ﬁxﬁ%‘?&‘%‘?&}%%m%%@e‘?ﬁmd of claim

Cl further comprising: 30 receiving a set of commands from the to form a received set of
commands; @endn‘?gs?ﬁté’?&@f\?@ﬁt 8@[th E%ﬁ%ﬁ‘ﬁd%‘%aéds%‘éﬁmﬂ"Bl‘ilff‘a'g?‘ﬂf'%'"ﬁﬁ{?mdrbqﬁnbutlon system
through a secondremmunications link between the on ground component interface and the second
onboard electronic dism@utiqm@ggme aircrdft pERGERARYRHISH AR le M Seddnerod el 05, wherein
the set of commands comp rljésgs at qﬁhof a der%E%S%Qnmrsn%pd and a downlink command. 7. The
computer mplen?enté method of claim 05 furt ompr|S| y receiving downlink data through the
second communlcatlor?é‘i|nk%‘étﬁ\?é‘é’ﬁ%@rgﬁfsa?&ﬁ?ﬂj‘%%?ﬁﬁ&h%?ﬂﬁ%?faﬁ@aé{ﬂd\ihé’%éﬁﬁﬂeonboard
electronic distribptiaabsy stéwgrstoring: the ctawn tnkndatatintth @by systenvtedeoirs tetosethvdownlink data;
and sending the §ﬁ9F§I@d§ﬂV\4Q|Jﬁ%§/@@%ﬁ9tmealllj9r@{¥ontam|E§&hé‘6@99@@@§@9%&ﬁﬁﬂoﬁ file system; a
database; a set of softwa[e ﬁurcr% éoarts stored Jin the file Sys erEé %et oJ &} d§ Ig tared in the
database; an on i@ground corrsioonerﬁta(':rgraa 3rofa exc er]\eglr?g informaton with a [ t'JSrarl' '%rf onboard
electronic dlstrlbﬁﬁﬁﬁf@%f@?ﬁ%ﬁha ?ﬂﬁ%i@%ﬁ@ﬁ@@ft%%ﬂ?@?ﬁ?@@%ﬁWH@F&W%@ control process is
capable of receivipgdine set of commands and the set of software aircraft parts from a library and sending

the set of commands gty thEi‘r’?eeéd?fm?é?gt‘é{?’crr%fﬁﬂéﬁﬁ‘ﬁ%ﬂé’%&?n%i%d%‘r‘é@é”éf abalrsredhhanshasdata

processing system, wherein the file 1551¥stem the database, the set of software alrcraft parts, the set of

I1:]1board electronic distribution system downlinks data from a set of line replaceable

commands, the &t
units on the aircraft to the proxy server to form downlink data and wherein the proxy
server sends the downlink data to the library for storage.

A6. The software aircraft part management apparatus of claim A1, wherein the

25  software aircraft part is moved from the library to the onboard electronic distribution
system in a crate.

A7. A computer implemented method for managing a plurality of software
aircraft parts, the computer implemented method comprising: storing a software aircraft
part in a library; identifying an aircraft for the software aircraft part to form an identified

30 aircraft; sending the software aircraft part from the library to a proxy server; and sending
the software aircraft part from the proxy server to an onboard electronic distribution

system on the identified aircraft.
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ground component, and the control process are software components on the data processing system.
9. The apparatus of claim C8, wherein the control process is further capable of sending the set of
commands and the set of software aircraft parts to a software 20management tool on a portable data
processing system. 10. The apparatus of claim 08, wherein the on ground component is capable of

receiving c_iownlink datagnd ﬁﬁ@r_&B&6U%H%W@H@ﬁ@@ﬁ%éfh$ﬁ%ﬂ%iﬁ¥§§€'\Wherein tﬂg.s{gp%!apparatus of claim
08, wherein the cong_ol process is calpatge OL ran?p:ernn the doyvnllnk ata from the file system to the
sending the,so CfB p\a/\; e 0%\/ Q E

library. 25012. Thé apparatus of ciding erein s &6 Séerré/%ircraanftoﬂa?? fﬁ & Set of software aircraft

parts is received JistER iR SreigtRe tiisrighptified atgaft pemppeyateRIBRcRaFri8alRIREFEf BIE apparatus is
located at an airpit @icprogjinienancetiaciiyard elect#nid gemyaLiter Peagrash peodaifieamprising: a

computer reasdab‘;ﬁcpgﬁqj@ﬁég%mmcgg%,mg_red on the computer readable media, for retrieving a set
of software aircraft parts and metadata about the set of software aircraft parts from a library in an aircraft

network data processiny syst8R R RIAT Rl e Be A Ir P Lirt PafePaRe S5 gram code, stored on
the computer reskfabledrifediefierestiring tae Eemsheoftnarer@irtran palresiit Aefileorsiystem; program code,
stored on the compiiteticaagaile meskaddatifaotnghedmpirdatacivmdnabaseirpmgrafpeade, stored on

the computer reafP'o%t?kﬁé%?o%sé%?%‘ﬂ@gn%%r%eé|é’ét%?%%?s’tﬁkb%iﬁSEasf{/s‘?&ﬂ%r@{%% 1h,fRgtadata to an

onboard electronic distribution system, a communications link between an on ground component

Sinterface, and tAEEAbYHEPE R RUSIHCUNRB AN LRSI And program code, stored on the computer
readable media, for m&iffainihg statuganiopmatoied@betitcaciidgiroi theteoemiumstetiangdink. C15.

The computer pregiprseyadustinf eI fuifclbithet sampising: RirRgiB MRS eaciosgd on the computer

readable media, of, sendg g stalye niormaton o the AUl . o G1g, e computer program

product of claim & [g',a\;\(/ehaérreln e status'in drmation comprises an identification o ether a software
aircraft part in thé'&E8TbPAGAfA ECHE ARt Sares 164 s Ay S ARl IRRIO R e Rf&Yreplaceable unit on an
aircraft. 15 C17. Thaidompruteorppogrampparodutet ofattaitnCiladnwiidoeiretihersgistfgsoftware

sending a command to the onboard electronic distribution system from the library
through the proxy server to download data from the aircraft; and receiving the data at
the library through the proxy server in response to sending the command.

A12. The computer implemented method of claim A7 further comprising:

20  sending the software aircraft part from the library to a software maintenance tool on a
portable computer; moving the portable computer with the software aircraft part to the
aircraft; establishing a communications link between the software maintenance tool with
the onboard electronic distribution system on the aircraft after moving the portable
computer to the aircraft to form an established communications link; and sending the

25  software aircraft part from the software maintenance tool to the onboard electronic
distribution system through the established communications link.

A computer implemented method and apparatus for managing software aircraft
parts. A software aircraft part management apparatus comprises a library, a receiving
module, a proxy server, an onboard electronic distribution system on an aircraft, and a

30 portable software maintenance tool. The library on the ground data processing system
stores and manages software aircraft parts for aircraft. The receiving module is capable
of receiving the software aircraft parts from suppliers and sending the software aircraft

parts to the library. The proxy server is in communication with the library and is capable

113



15aircraft parts is a first set of software aircraft parts, the metadata is first metadata, the onboard
electronic distribution system is a first onboard electronic distribution system and the communications link
is a first communications link and further comprising: program code, stored on the computer readable
media, for sending a second set of software aircraft parts and second metadata to a second onboard

electronic d'St“b%F'Qﬁtr%gt%%iém&mwgBl@éﬁ&gﬂgr@%ﬁ‘m%&aﬁﬁé‘édﬁa&@%ﬁm.&he on ground
component mterfg\ce and the §econd onboar FC”(Pn'C dlstb L#tlon %}/sten? S|multanefousr¥ with sending

the set of softwaresgll?gr'g Sk a{?l ﬁgcrrﬁet 'fchcaBa oarde e?ectr(‘i)nlctwaa s?rab rP system.

C18. The compuf@’rtb?ciy’ﬁé?ﬁ fﬁ?ﬁﬂiﬁét"@f%‘i‘?ffpmffaﬂf%b’ €erYiridi F@Pﬁﬁé@'ﬁﬁﬁf@@é@)de stored on the
computer readahieimechacéasspgeivieg ansateafaco ramands foime thetharagirteafosan oreeeived set of

commands; Rroggap $ade.siared; QHHGE&%EQEQM%F%%Q%{““'E‘ for sending the received set of

commands to a second onboard electronic StI’IbUtIan _sl&\éstem through a second communications link
between the on ground component interface an TS onboard electronic distribution system.
30C19. The computer pratpdirrepiodarbefcdinerd @1 & mkwrein the set of commands comprises at least

one of a delete commagd and@dpwistiftpleadiantethod f6r2odRsiePsBRNLIRE BrogragarRroduct of claim
C18 further ComF?rﬁ!?l!&gnp%‘i&gi‘?ﬁm&%ﬂ%u%%‘iﬁ&’d%’a&lbﬁs?ﬁdﬂl%ﬂé‘ﬁﬂr{%ﬁﬂ@&ﬂ?&‘é%&%é%ﬁ%‘?ﬁ%QQ downlink

data through the second communications link between'the on ground component interface and the

second onbbard FBVAGALGRERBGITOR QK prisyiam %B%fav%rfo?gﬂ?fhpﬁé”&%?ﬁw}eadable media, for
storing the downhpkatzts;ivethietiiie systefisigndomes Stoteeidowimnnkraata;dihd privgremaicodl, stored on the

computer readabdsrm%gﬂﬁnwe&smeﬂ%ttbﬁs@t%eéééa\ﬁ@mm dﬁtga@.mr@r@&mng crtgomputer
implemented megw é;0 atus, gﬂﬁl computer p Regram rodhg]ct or man soft are aircraft parts. In

€ crat
one advantageous e ment a metho INC udes ret evm aseto so tware alrcr V\f? parts and

metadata about m@@&tp@ftsmvsﬁe@aﬁwét%w%d|quﬁaﬁ]%@ﬁéﬂ%@w&r ¥X¢4 processing
system to farin atsetoiwate retcretedsoftwayenainCeafigpaits. detarsietnof\@ofteatbeaintiredteparts is stored in a

fle system. MetagiaiarissioiRainopiahaserbe ook oL selbness aueral p@etﬁnaraﬁ*etaa fetadata is sent

to an onboard electron|ﬁ1d|st¥ ution sy§ em aFommunlc tions link be ee a g(r}ound component
€,S0; re alrc f O 10rm a si % Hware Ircra B {1%
interface, and thé Brboard electronic UoR syste StUS IRforma ct|V|ty on the

communications $8Re ?W&M@(&lﬁ@d?ﬁBMEWHG@eAﬂ@'WP%@%q%t@W ﬁ’R@@E@SSﬁN@r@OMMAN DS IN
AN AIRCRAFT NEd¥tQRKiEibadgnesismaywberclasmeshassallanssigned software aircraft

20  part and the signed crate are different from the set of signatures in the incoming crate;
and sending the signed crate to the library in the software aircraft part management
apparatus.

B2. The computer implemented method of claim B1 further comprising:
identifying metadata for the software aircraft part and other configuration items.

25 B3. The computer implemented method of claim B1, wherein the software
aircraft part is a first signed software aircraft part and the signed software aircraft part is
signed using a different signature from the first signed software aircraft part.

B4. The computer implemented method of claim B1, wherein the signatures
for the signed software aircraft part or the crate are from a manufacturer, an airline, or a

30  supplier.

B5. The computer implemented method of claim B1, wherein the storing step

comprises: storing the software aircraft part in a directory in a file system.
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D-1. A computer implemented method for processing commands in a network data processing system,
the computer implemented method comprising: creating a set 20of commands for an aircraft in a plurality
of aircrafts; storing the set of commands in a set of queues in a library in the network data processing
system to form a stored set of commands; responsive to an event, sending the stored set of commands to

a proxy server applicaii@n exgeutingoRtRsReENREK ARlRROCEsING Arsiemndnfasmga distributed set of

commands; estaglispinﬁ a conn_e?ti?n betw ?n tfhe raxy server %?a gl'cation and an onboard electronic
. . . ISplayl 8ta user interrace caPa e of recelving.user iInput to I’{ M operayons on a _ ..
distribution system 'executing on an aircraft data processing system on the aircraft; requesting the

distributed set ofRbgHiM MBS TS HPIMEBRIN2E9Es- application by the onboard electronic distribution
system; receiving the digtributechgeiaficprimansdsriandhe proxasseguenappitatineniay ttke onboard

electronic di%“ib%H%éXﬁﬁ%Hl‘eFﬂefr%'a‘rﬁ_e'Eﬁ&c?E\b‘?r‘}’pﬁ&F&erQéT‘\ﬁﬂ&B%?étBréb‘%ﬁaﬁﬁiﬂ&é'&‘érﬁf‘g‘ffé\‘u‘éﬁ set of

30commands by the onboard electronic distribution sgstem to form a Erocessed set of commands; and

forwarding a set BT BSRREPS SN RISEAE P TP P (A PGHaa L hrOraRRING S L EMT R AL aircraft using
the processed seébofedigurrinddeftiacesetiprace spdsheomaratersnasicn seatdfieptir® commands.
D2. The computeigraplemertedimethnd vlclamyrdtionerein the processing step comprises: identifying a

command type for a C%Qmaﬁ‘ﬂe"éo%ﬁ&grti%fp%%gfﬂ?@c?t%t QAo @?P&{ﬁ%?c%%@%'a?’; requesting a

corresponding software aircraft part'in the set of software aircraft parts if the command is an uplink

command for the E5BERSHIRE & <BRKAIE WirtPAHHEIE 6 ¥8rm a requested software aircraft part; and
receiving the requeste8%oftwheeainentdt ipwiementedDBetidreat olmputér whplemibatgdrméethod of claim D1,

wherein the distriigadiset AhegrRIMRNEs s FeMHNanSel Al Cratesisvhiesiparghirate in the set of crates
is signed with a %g%ial %gnat re 10D4ii The computer implemented method of claim D3, wherein the
c

processing step in es: valic atl%a ?ﬁecﬁllgltal signature for the each crate in the set of crates. D5.

The computer implemétied MEtRIaRYEIERIaTENRA SRt PHRSEESSINGestEp a AR EHiRtises:
requesting dewnliak dadadforarérdranat parchedebtr pniic\sigstenttifizaicderttified tamianénd is a downlink

command. B11. The computer implemented method of claim B7 further comprising:
responsive to a user input to upload a valid configuration item, signing the valid
configuration item; placing the valid configuration item in the crate; signing the crate;
and sending the crate to a library in a software aircraft part management apparatus.
20 B12. The computer implemented method of claim B7 further comprising:
organizing a plurality of configuration items including the configuration item in a file
system in response to a user input.

B13. The computer implemented method of claim B7 further comprising:

displaying a user interface capable of receiving user input to manipulate a set of
25  configuration items.

B14. The computer implemented method of claim B7 further comprising:
displaying a user interface capable of supporting and indicating the dynamic
release/distribution status of a set of configuration items.

B15. The computer implemented method of claim B7, wherein the set of

30  signatures comprises a first signature for the configuration item and a second signature
for the crate.

B16. The computer implemented method of claim B7, wherein the crate

contains a primary configuration item and a set of additional configuration items.
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15D6. The computer implemented method of claim D5 further comprising: retrieving, by the onboard
electronics distribution system, the data from a selected data processing system on the aircraft to form
retrieved data; placing, by the onboard electronic distribution system, the retrieved data in a crate to form
the downlink data; sending the downlink data from the onboard electronic distribution system to the proxy

20server over the connggetion %{Q%g&gﬂ\d@;@w&mbrgﬁﬂ@;aqgg;sﬁg}g}ggetgg,r(%cggxﬁgc@gwnIink data to

the library. 7 Ttge computer implemented metlhgd of claim D2, wherein the Rrocessing step
. . the bus \I{h rein the sorage evice inglu esap{o%;ra 80 €; a8rocessoru It . . .
comprises: identifying a data processing systeni to forii atarget data’processing system if the identified

command is a deletBaEEA AP VBRI thledersefifield 25 LR thaRiP AR Wedererei4eprocessing
system to deletedranesoitca 08 dhadianget datavpeogiessingaRyRiemm.source D&siBecemputeramplemented

method for processing SOMMARYSyhe SamaKierimplemanted mrthed Gamnrisiagridentfying a set of

commands in a library in a network data Eroces&g%/_syste,m to form an identified set of commands;

sending the idenfifi@ '3 G0V BPAHRTLRAIS Y83 Brd% TORLe SR Al ERE D iNyEhYhe network data
processing systesignatfaepPainiistiioutishledconieoinaidmiscesind kst glore drangadticameriieien the proxy
server applicatipaaar;]d@a@mbwa@hﬁg@mmdﬁgwimmﬂawm@@ exeftiting<porBeaiseraft da_1ta processing
system on an a'VFJ%ES??&%%%WR&S&UB\%&%‘H—C%‘?@p%frt%”a‘ﬂL%}Q%flfﬁ’é%éﬁﬁa‘?éog%r%ﬁrHE& application to the

onboard electronic distribution system to form a received set 0Of commands over the connection;

processing the réCIIEE Y 8PRYAIHTaNER B TR DB R LRSI BR MG SRR AT ¢ Form a
processed set ofreohmnesrdssa e svévdiregpacsitinetit setadh g dftnvaleairtredttipastsnStbcated on the aircraft

data processing sysigi ta@asetf 1rsaehid AR nrears SRt SYatemsQRt bR RIS HRING dhe processed set

of commands if the processed set, of mands. is a set prIinkcgm ands.. D9. The computer
T [ the sojtware aircraft. d

0
mplemented et ar o BB H o L anaurcs 1 e ined SRR wiroraft pert g - 1o the
aircraft data procd68sigesySeiePe WiRrFA0tAR dtersd YSIBPRERWAIBIEPETNPAFES: and B919. The computer
implementetsmethosigiedlaiatcD8{he lierein thiesprocessiaig- st paconyprgeseidentiyiigsa command type for
a command in the set gfigommangds ﬁ%@%@r@%ﬁ@%iﬁﬁgaﬁﬁrﬂW@Wﬂééﬂﬁtr@(ﬁ%g%mﬁiﬂder?t_ified
command. D}]l. The (%omﬁ)uter |mrrr)]lementeg n}?tho of clz];nq D10, wherein tqe identified 15
er execuie to 1den or t

command is a défijé%e commarnt aerf)cfo\%ﬁerecfﬁdﬁ*ne exe(':tvjtm%as aetf) corﬂ(f)rslgfévé'?r eﬁgﬁ'ﬁé Ec‘ilatr:Orresponding

software aircraft part fretf thehsetast PaPGRISRAYPIB S SIAG SY/stergrein the policy is an

industry standard for software aircraft parts.

20 B20. The data processing system of claim B17, wherein the signatures for the
signed software aircraft part and the signed crate are from an airline, a supplier, or a
manufacturer.

B21. The data processing system of claim B17, wherein in executing the
program code to store the software aircraft part, the processor unit executes the

25  program code to store the software aircraft part in a directory in a file system.

A computer implemented method, apparatus, and computer program product for
processing software aircraft parts. A crate containing a software aircraft part is received
from a source. Signatures are validated for the crate and the software aircraft part. If
the signatures are valid, the crate is unpacked. The contents of the incoming crate are

30 displayed. The software aircraft part is unpacked. Responsive to a request to upload
the stored part to a library in the software aircraft part management apparatus, a
determination is made as to whether the stored part meets a policy. If the stored part

meets the policy, the part is signed. The signed part is placed in a crate and is signed
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D12. The computer implemented method of claim D10, wherein the identified command is a downlink
command and wherein the executing step comprises: downlinking data from a selected target data
processing system in the set of target data 20processing systems to the library through the proxy server
application. D13. The computer implemented method of claim D8, wherein the step of sending the

distributed set of@mandsdimthgHarsRRaELARRIIRAURAAR hrrrbaridelertpRigdistribution
system to form the receiv d setd%f con}rnar}ﬂls over the ctonnectt%)n. comprises: s hdln_ thg: distributed set
of commands froft the %?o%f/rger'v%rre%é%ﬁhc% |8n°{5" N8 OB Jard SIeoNiE Qistribitio ngystem through a
software manageéfaEne sl &xEediion a portable data processing system to form a received set of
commands over the CArFROKYIS ERVERFOR\DISTRIBIETING SGFTWIARE ol RORKFIBPGRASCOMputer readable
media; program code, §%g&1,9&@ﬁg@g&p&|gﬁﬁergggmmedia, for creating a set of commands 30for an

aircraft in a plurality of aircrafts; R}r?oLgra_m code, stored on the computer readable media, for storing the set
of commands in a set &f qued &8 TR ATETRIGTIS U5 AsSHOG T BYBELNg _ LAY B5'5rM% stored set of
commands; progeampeist engeseteshmad ebeapising adabin e sih of espivarsiveaetaprasent for sending

the stored set of ngaBIMaRESHAR BEOYYBRIRE aPfiAaIPR PXACUIRIEPH tiealelmaikwaia processing
system to form aﬂ@%%&%@ﬁ&&;%ﬁ&ﬁ%%%%é&fé?%%%&f‘18@5%%%8&#Bsr&f’é?o?l}ﬁbe{hée&qab'e media, for

establishing a connection between the proxy server application and an onboard electronic distribution

system exectting oS RFSR HRAESIPE BESIHY o5 LaRe 81F (RE'2HRL AR 2 SRR AR G688 Stored on the
computer readabife isr dissoforarediresifngptiveadistinbunsedset iofarornbeandddtonithdspitoxipserver

application by therboardalaeliRaie MiSHILIRBSYSOM g a6hposa e ontheseomputer readable
media, for receivirrl]% th% dist ibute&i §ebt (Pf com[nands from therprogéy server ap Iicgti n t%mhe onboard
ornovoara e ISTriouti out acCliwi

. . . eClronic on systiem, and maintaini S Information a
electronic distribution system to form a received set 0 commar?dss; 0 program codJe, Storéd on the

computer readabe ReefgIePisrEeRsEKg the received set of commands by the onboard electronic
distribution system to foan aTprocessedrsepehcotemhantiepandignograinttedangtosed:on the computer

readable media, {gripryvaeding s aksafiyaie Rirgiaft parts to a set of target data processing systems

on the aircraft using thg&ro sesedmsﬁegﬁ comman smh(‘e mo% s?g Broc %Vehd ofI ct?]mg?aatl&sds are a set of
15uplink commands. " D15: ?%epcompLﬁer program produc Of craim 'DT4, Wherels program code,

stored on the corMHIREAPAMBSATTI A ToifliproeR SEIMiP RS PerdVa SEEEf e IMHIfRE R the onboard
electronic distribytibnasy siemteiasTs thedyrocessadiRetiobtonimaadsiempriaesn phegram code, stored

on the compyter readable meglia, faridentifing AZ0FAMMANGIREQlR LoMBRAH N the set of

commands to form an identified command;%jogram code, stored on the computer readable media, for

requesting a corrSPEHAAG EERALE ZifFLEhAre ATRE SUP TSR APE TFELHBHAASH the command is an
uplink command fsitateia dreespoad] el sodictistairdierftsysianadsfe fivela repacs RieLkofivare aircraft pad;
and program codsstshatRe Si3iie senpitemrmadabiensedia, Jardseepiviogications link and

further comprising: sending a second set of software aircraft parts and second metadata
25  to a second onboard electronic distribution system through a second communications
link between the on ground component interface and the second onboard electronic
distribution system simultaneously with sending the set of software aircraft parts and the
metadata to the onboard electronic distribution system.
C5.  The computer implemented method of claim C1 further comprising:
30 receiving a set of commands from the library to form a received set of commands;
sending the received set of commands to a second onboard electronic distribution
system through a second communications link between the on ground component

interface and the second onboard electronic distribution system.
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25the requested software aircraft part. D16. The computer program product of claim D14, wherein
the distributed set of commands is sent in a set of crates, wherein each crate in the set of crates is signed
with a digital signature. D17. The computer program product of claim D16, wherein program code,
30stored on the computer readable media, for processing the received set of commands by the onboard
electronic distribution syster i@ igrpJReiRmSassed selkcammards includesRagram code, stored on
the computer readable rgedlar\ﬁ for vaIH tln%the dl% tal S|g0nature for heOI eaqh crate in the set of crates.
D18. The compufer progrsaFr? ppga%c? of STAm nel'.?i% erelﬁmﬂ%]gr%% 264e! " RT B e computer
readable media, for précdessiHif R v&ﬂ%&%e@aﬁhﬁﬁ@%ﬁé rbeRfeMAERiSnic distribution

system to form thecprocgssedisketofacbramandsskidhe ceampricarnpipgrestweadehestared on the computer
readable media, 6?6&@%#&%&@%@%%% QLS ARPR L E{RA E%!?r.ﬁé(ﬁ%ﬁ%%ftéhﬁ identified

command is a downlink command he computer program product of claim D18 further
comprising: progP S84 Q1L %ﬂﬂﬁb“&%m%fﬁtf Pl QBTsINEE i YO e HRRIAGY B Wi&%nboard
electronics distribhgtisiarsystewnlinkedaiata fremPreselected data processing system on the aircraft to 10

form retrieved data; prggramﬁqﬁ)@afgmm.aprm@gcampugefefﬁaéja&a)égedéaéemjf ptaGiag, by the onboard
electronic distribyy F%f?XéF&g&% §i n%ﬂgemg@ﬁﬁ&% . ée%? %%%E‘ élb‘?egﬁ’.’{"tﬂ!i'}}%r‘!%%epéﬁ%am code,

stored on the computer rea le media, for sending ownlink data from the onboard electronic

distribution %Q/SteQFPt@?kFQrBPBQ%QWQP'S\%Fi‘ﬁ@%@ﬁﬁé‘gﬁaﬂaﬁ?"fd’i’ﬁ? FoRIETEY YRRRRAIR data; and program
code, stored on tHleclioionipuitattippadalslesmedialufelitgehdicgpthe cecededbaunlimkalatheto the library.
D20. The computghipFASHRBYPROCH RS @%e&.&?ﬂ@w@e@&mm&%ae storad Qe computer

readable media, ‘,1;% Brocessin th? re(:elv%dS Jn £omima Coe;,n ba Iatse é)nrép[ ar?o(le teg H.)nIC distribution

system to form the processed set of commands Comprses: program code, “stored on the computer

readable media, FFTRIEPRHY Hb”é?@&t’é'ﬁbﬁfrétﬁ%?gl@%?%W@%?ﬁf%%?ﬁ& daeIgRde88ing system if the
identified carmmasydtésnatle e lcemnharsd anubiwegrancredertstdredednf ttrencemyxutee readable media, for

sending the idenfifigel command tathe Rt da1a RQcsssing YSIMItSaletRdiR Kaspurce on the target

data processing syscteesrgnAsmctethod apparatus, and program code for processing commands in a network.
25 A process crefates 3 S84t commands for an aircraft. The commands are in queues in a library in the

network. Responsive t&%n el@hePaeeestd g3t of consiant: jersehpieraspidiyisergapapplication
executing on thedietwairk taiadpricessizgGystanhcALonsetiag israstaplishedchketivaen the proxy server

application gpd arﬂa%@&%ﬁt%%FH@Q'Soq%TMQBréé‘ééS Qpumaircraft data processing system on the

aircraft. The 30commands are requested hy the gnboa gibelectronlc distribution S}/stem The distributed
C10. The apparatus of claim C8, wherein the on ground component is capabl

of receiving downlink data and storing the downlink data in the file system.
C11. The apparatus of claim C8, wherein the control process is capable of
transferring the downlink data from the file system to the library.
25 C12. The apparatus of claim C8, wherein a software aircraft part in the set of
software aircraft parts is received in a crate from the library.
C13. The apparatus of claim C8, wherein the apparatus is located at an airport
or a maintenance facility.
C14. A computer program product comprising: a computer readable media;
30  program code, stored on the computer readable media, for retrieving a set of software
aircraft parts and metadata about the set of software aircraft parts from a library in an
aircraft network data processing system to form a set of retrieved software aircraft parts;

program code, stored on the computer readable media, for storing the set of software
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commands are received from the proxy server application by the onboard electronic distribution system.
The received commands are processed by the onboard electronic distribution system and a set of
software aircraft parts is forwarded to a set of target data processing systems on the aircraft using the
processed set of commands if the commands are uplink commands. SOFTWARE MAINTENANCE TOOL

Embodiments may g claingoasiolous: REdrfncompuiseinpigRentedmetiagiorpanaging software
aircraft parts, the com LAterl dplementgd rget od comprising: estgbllspln ac nnecgo between a

storing the mefadata in atabase; program code; stored on the computer readable , .
portable data processing system and a source ﬁlrgug a grbun(f nhetwork to Torm an established

connection; retriéVadi d¥SeBHi0B lifk 66 Al FrAMEser ARt easi e et afd @3fdsIsIEd connection;
retrieving a set otlsofiwvar eigiiliadh pastsroairespaociigdes 1iokeselcafapingreammmangs éom the source

through the %StamEH&&LPQrﬁH‘t‘ﬂ‘ét_EQfBJQréoé’@E@oﬁ%td?étFBUﬁ%H%Qs%é#E‘%BepPJP‘FéﬁftcBé‘éF%;té@J g the set of

retrieved software aircraft parts in ? portable data processin syﬁtem_ to form a set of stored software
aircraft parts; disESTERHY [RR BB AME 3PS ProtatLa VSR AT I Lt 35 s B S frware aircraft
parts from the greemayigaiorns ltdnnecting the portable data processing system 15with the set of stored

sofftware aircraft parts to15__n aeafinpeverkgramaiceads d&wiogﬁﬂrmélilak(ﬁ@iﬁﬁgaaebg@m the set of _
uplink commands . the.pircrath, nenyorkvenah & an.orHud fompengiin i BRiiablg data processing

system; and sending a stored software aircraft part corresponding to the uplink command to the aircraft
network thr&ﬁgh thE¥n ground component. 20E2. The computer implemented method of claim El further
comprising: receiving &4%et offeosemimkefilesdrmmptheuaireaftiméiho nkher dorthesstsétsof received downlink

files. E3. TharsermsHesimplenaniehmeaihacophbiaing: Elbihkes semprising: idestifying whether each
software aircraft goaf[t in the pal rali gof soé‘tv¥are Lﬁ%t%fﬁ %art§nis 2 UCGe S’SfrHPX sent .torgﬂe aircraft network
) ’ )

are alrc arts IS rea rIns a line replacea N an airc . .
to from a status; an sendln tlﬁ)e atus tg tﬂe source In I’ESDOI'IS% to a subsequent connection being

established with the gredifid hBRerieuter Program PrRABEHATRRER (lflathekte i dIMAZEm El, wherein
the sendingistepabenafnses isefidingthessiorad softafapersirérafhgadte iafirsthbearthteleietronic distribution

onboard electronic distribution system is a first onboard electronic distribution system
and the communications link is a first communications link and further comprising:
program code, stored on the computer readable media, for sending a second set of
software aircraft parts and second metadata to a second onboard electronic distribution
20  system through a second communications link between the on ground component
interface and the second onboard electronic distribution system simultaneously with
sending the set of software aircraft parts and the metadata to the onboard electronic
distribution system.
C18. The computer program product of claim C14 further comprising: program
25  code, stored on the computer readable media, for receiving a set of commands from the
library to form a received set of commands; program code, stored on the computer
readable media, for sending the received set of commands to a second onboard
electronic distribution system through a second communications link between the on
ground component interface and the second onboard electronic distribution system.
30 C19. The computer program product of claim C18, wherein the set of
commands comprises at least one of a delete command and a downlink command.
C20. The computer program product of claim C18 further comprising: program

code, stored on the computer readable media, for receiving downlink data through the
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30system on the aircraft network through the on ground component. E5. The computer implemented
method of claim El further comprising: controlling operation of the portable data processing system
through a set of graphical user interfaces. E6. The computer implemented method of claim E5 further
comprising: creating the uplink command to send the stored software aircraft part on the portable data

processing systegadaihe Airkrath RGNk soEaE R rARBIRA desIaTfareHRdBRSRE Of graphical user

interfaces. 5E7. The computer implemented method of claim El further compri§ ng: receiving a software
. secon oard electronic distribution sysiem:; program.code,, stor don ecorp\pu]tﬁr .
aircraft part from™a portable media’to form a received software aircraft part; and storing the received

software aircraft [fafaplatepsriapiictagahsroessdikgagitehe foeforprthe deoreeisendrysliafrcraft part.

E8. The computefaim pheamesdeshretb osopdClai mhdob fitpiine rearmipe shegia e keatimg the sigiak command to
through the gorapgmli%%ggttgré@ecpopgrﬁend the stored software aircraft part to the aircraft network.

E9. The computer implemented method of claim El further comﬁrisi%storin%éthe set of %;?Iink command

in the portable data prot&XeREPEYRRkented mefof, JARaraliH SRS RERELA MRS F claim El,
wherein step of rexi@ging Sbierserofofitars aireedyuees e ebrshitiing orRbehlikikéesmmands from

the source throughribengsiablishesheernachamp@toin heartohsetteestsafbymiaraisgtitparts
comprises: retrleggllg m‘%eﬁgqéﬁmﬁgﬁgﬁF%EB%%%F‘?CS"%?W&' M@&ng!@ goypmands in a set of

crates from the source throu e established connection to form the set of retrieved software aircraft

parts. 20ElI1The "€BINYEE MR BTt 68 5 ClaMEA sATerdiiPaNE Saes 18 8d¥Ected from one of a
library and a progystenvédylelpgiicat otorélin aMatapparallls sempsisingrecailattbests eapaiste of storing a set
of commands; a filesystenseansis Shstprrea-set afsaftvai e aierall RafsuadirRyisrrvice capable of

communicating Wil Asou c5 Selecledflom.one ol brang.andha. Soproey. serve, application: an on

he onpoar eeci( ?n
ground Component capaple ora Irect connection with an aircraft network in an aircrart network; a

manager, wherei#y #EmalfitfdPidEa[br V1 RSEXIVIAR HfeCeB B iGiiPRldssaRa tRingdt of software
aircraft partsfrom WET$DOEND ARFARAT U IFORIPRODEFSING KDV AYDSIN, ANSAIRTRAHMNG from the
source, and sending the set of commands and thg seh@figeftware aircraft parts to the aircraft data

rocessin . .
P 9 Embodiments may be claimed as follows:

D1. A computer implemented method for processing commands in a network

data processing system, the computer implemented method comprising: creating a set

20  of commands for an aircraft in a plurality of aircrafts; storing the set of commands in a
set of queues in a library in the network data processing system to form a stored set of
commands; responsive to an event, sending the stored set of commands to a proxy
server application executing on the network data processing system to form a
distributed set of commands; establishing a connection between the proxy server

25  application and an onboard electronic distribution system executing on an aircraft data
processing system on the aircraft; requesting the distributed set of commands from the
proxy server application by the onboard electronic distribution system; receiving the
distributed set of commands from the proxy server application by the onboard electronic
distribution system to form a received set of commands; processing the received set of

30 commands by the onboard electronic distribution system to form a processed set of
commands; and forwarding a set of software aircraft parts to a set of target data
processing systems on the aircraft using the processed set of commands if the set

processed of commands are a set of uplink commands.
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30system in the aircraft network through the on ground component; and a portable data processing
system capable of establishing a communications link to the ground network and the aircraft network,
wherein the library service, the on ground component, the database, and the file system are located on
the portable data processing system. E13. The apparatus of claim E12, wherein the manager

comprises a plurality ofyiews B iPERSRBNIRY AGFBRRICHIHSE INeIfarendseeladpiiate a transfer of
the set of softwar(? aircraft parts to the aircraft daﬁtpro?erssin %%tdelrrp 31. The a%)aratus of claim

1
E13, wherein thespﬁ%rcé)ﬂ g5 \%ié%gt'c%ﬂ?par%%rgr%? e4Ast'Ghe SF'an uplln&hggﬁ’tlr%l?acnwanﬁgﬂse view, an uplink

local inventory vl ardeanliak eantiea i coauasiay é Y TespRt By RN alsRECrfr RAVETi6SRbrary view.
E15. The apparattsofveleigirfzd2 fatttietheasiprisings theupsbiot @ammanidshsteseddpotiitngatabase; and the

set of softwate aHSf‘E@QrQ%ﬁérﬁ%@?t&%ﬁ# I8 RRET oftwark Lo GRS FJURGFG M Product comprising:

computer recordable storage 1 medla;f program code, stored on the computer recordable storage media,
for establishing d CHFRECHEIT BERASHS Mttable data processing system and a source through a ground
network to form an estBBlish&teconmettidmp|srogriahreeitied stofeioh 61 thbateimihgtesiidntedable storage

media, for retrievisgoncagirmdnisliskaemmands fremsthe sewrsactheniigh the astetliskedsconnection;
program code, sl;\%ﬁgdqmtﬁ@(]q&[?gﬁﬁgta@ecordable storage media, for retrieving a set of software aircraft
parts corresponding to the set of upfink commands from the source through the established connection to

form a set oftetrieved SbftwdfE SHEPFEPIIE BroIARCEEYS StEira R e dbirpliirstiSrdable storage
media, for storingttiparsbtiefrettidstied oftigiad sgorafegartsd eariportbiettdatatmioressing system to form
a set of stored softwareircraft RaripuRIAAFRMAAE RIS IDe GRRIBMiRkIgeeEdaRle storage media,

for disconnecting fhe poviable, data pracessina sysiem Wil ihe sel.of sioed. spitware, craft parts from

the ground networﬁr;)_ program code, sto the computer recordable storage me a, for connecting the
portable data pro€eddsAlie) SRATARth H7e Swh BksterutPs8ftware aircraft parts to an aircraft network in an
aircraft; progeam code Dgtoretherdmgutenimppiten2fse cortlab lef skoradeé finddiacdmpissuing an uplink

command from thaR&tf bplinkseEAmaNds {RithaiaiiERENMSRK I OMIN G 28HQuREHemPonent in the

rtabl
portable data processing system on the aircraft to form retrieved data; placing, by the onboard

electronic distribution system, the retrieved data in a crate to form the downlink data;
sending the downlink data from the onboard electronic distribution system to the proxy

20  server over the connection to form received downlink data; and sending the received
downlink data to the library.

D7. The computer implemented method of claim D2, wherein the processing
step comprises: identifying a data processing system to form a target data processing
system if the identified command is a delete command; and sending the identified

25 command to the target data processing system to deleted a resource on the target data
processing system.

D8. A computer implemented method for processing commands, the computer
implemented method comprising: identifying a set of commands in a library in a network
data processing system to form an identified set of commands; sending the identified

30 set of commands to a proxy server application executing on the network data
processing system to form a distributed set of commands; establishing a connection
between the proxy server application and an onboard electronic distribution system

executing on an aircraft data processing system on an aircraft; sending the distributed
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processing system; and program code, stored on the computer recordable storage media, for sending a
stored software aircraft part corresponding to the uplink command to the aircraft network through the on
ground component. 30E17. The computer program product of claim E16 further comprising: program
code, stored on the computer recordable storage media, for receiving a set of downlink files from the

aircraft network tQ.fQfimomsehes fReeINe ddRyaaink: filgfication t5 48 BB BIRISH PERGBIJroduct claim

E16 further comprising: program cade, siored on the compyter recordabl storage media, for identifying
whether each softWare aireraft par? Inthe p%ra'irl}y or}dso ware aircra paRs IS suc%essfully sent to the

aircraft network tE$eHPOSStatGSMEMTNHT By taPrrEbeRd slerEansiipE R GAT P TEedPTAIe Sstorage media,
for sending the statdsstedhetsguteeniankesponsaiaraisubsenesitcoBoReierabatigpastablished with the

ground netwark. oot 49ENG GOMBHIST RLogkAT k! AL 4laim GGtuhereindhg program code are

stored the computer recordable storage media in a data rocessmrg system and wherein the program

9
code were downfSIFEY S0P EIERHLIRTIFORT BTPSHTSES Gat8 tORrBRESS KSRt Se #120. The computer
program producteehtterdstd 8 saié rsiinkreprogidam code are stored in the computer recordable storage
media in a server datagocersingsysianmmarechwiereiatiia progiameedeswdpreitgaded over a network

fo a remote data piageSRIOY SYFER (91 it L AORISCBUIEIIESAIdBtIE Medim i fhe remote data

15processing system. A computer implemented method, apparatus, and computer program product
for managir'ﬂgjsoﬁ'@ﬁzfi@rﬁﬂé%ﬂfﬁa AR YEHAERAGH is established between a portable data processing
system and a source tirtugh e groundenetpernentsplmktoohaidarics @ evhetrienvbe prosasiegsource through

the established coanestighsca0fiwaigiR s tfhRAHS A AITaBAMIAG itortbe iRk saRMRARdS are retrieved
from the source %F%u%q (}Qr% Iséablished con §>?tic%9h T{p]g ,{?et,r]'& I\é%d softwaJe aircraft parts are stored in a

d; .
portable data processing systeemc.O e E)or?g le data rocessm? sfgtrgrrrﬁa% disconnected from the ground

network. The portable Bafa proteaspites ysR R e iriBas P aR Aferaft petivbAddraifiesircraft. An uplink
command is issuedriremitie dpkitk commarahas teHérei2 Sairoradttivetetopkctimprirgls: alleimground component

in the portable da{apEpseRsGRVSIERMRIMRISATINAS &itaralt PAH SRRAasRINYUIEHS the uplink
command is sent to the aircraft network thrqg Q te on groun §0m8neﬂéie'n he ig%lr\]ltlEﬁgdARD
ELECTRONIC D|STR%@T|£’E\? SVEYER m[%oalmen?s May BE Qaimed SLBIIBWS'
command is a downlink command and wherein the executing step comprises:
downlinking data from a selected target data processing system in the set of target data
20  processing systems to the library through the proxy server application.
D13. The computer implemented method of claim D8, wherein the step of
sending the distributed set of commands from the proxy server application to the
onboard electronic distribution system to form the received set of commands over the
connection comprises: sending the distributed set of commands from the proxy server
25  application to the onboard electronic distribution system through a software
management tool executing on a portable data processing system to form a received
set of commands over the connection.
D14. A computer program product comprising: a computer readable media;
program code, stored on the computer readable media, for creating a set of commands
30 for an aircraft in a plurality of aircrafts; program code, stored on the computer readable
media, for storing the set of commands in a set of queues in a library in the network
data processing system to form a stored set of commands; program code, stored on the

computer readable media, responsive to an event, for sending the stored set of
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30FI.A computer implemented method for transferring information with an aircraft, the computer
implemented method comprising: establishing a connection between an onboard electronic distribution
system executing in an aircraft data processing system in the aircraft and an on ground component;
responsive to a request for a command from the on ground component made through the connection,
identifying the comgmanchian exsekiomRY %;9igﬁgg%r)ge&]%r&p{g%}%%i@&ﬁmﬁ%form an identified
command; sendin tthe tigl(;ntifieg_ camman tt the onbé)ard electroréic dtistri utl%n sxsteT from the on
ground componeS t; %@&grﬂrn”éaa transaction [AENtMar 1o Sthe contmana. main alr?iﬁgm StAtus of a
transaction asso&eafEd!avtiedide eorairRlisIEhA RN BRATIArRE RIS 81F O'aIst APIEDAPSYSIEPR affdl the on
ground componest oigibgrihgctiansadtinmidentfieeninitiedingaonuplisikci tagmogessing component;

sending a SOW%&%WB%W@JM%@%r&’g&%%h@,'“s‘FJFQd“B‘ﬁ diStenHpoR S¥siearRLmithe,on ground

component to perform the ugllnk; and storing a status of a transfer of the software 10aircraft part on

ground componeRfueSiNg 8 HlI R R BIEANS S M PG b P EATh PR KRR PE SR prising:
responsive to anethepreejaestrtc dishidielowalank filerethecds sfrvemhdrcomponiaieseaddrism the onboard

electronic distributignsisteaimiheonigiousd samnorendndeteminingoxesner lpgratbthe downlink file;
responsive to a qeteiminalion é%&?dh‘i’c%]?‘tr?b%ﬂé??("%ﬁs@ﬁﬁ 5 idhe @&%@;ﬁé@ GURARERL, sending the

downlink file to the on ground comﬁonent. F3. The computer implemented method of claim FI,

. pleme .
wherein the'StepRSPLERMTAGET 4hE SHEPAELERCOIR BHSES YNBSS (ifsEReSttsh of the
software aircraft plartrondvel obbtharchetectrekidrdistrilaitiniaysyetenifitHerstatoo dadiedtess that an 20unsent

part of the softwakgrlEr@ft RArbisPERSENe, storef 8n TREEAPIRHRIIBPICManiehmatnedief claim F2,
wherein the step_of se ding the dowRIithge tQ tpgf%rg ru d component ompri§ﬁs: sending an unsent

7
portion of the downlink fife o rt?]S'rcC)rnag oun 0cao?’nepone ; aﬁpae%r ing the unsent %%rtl%ﬁ'%fat e downlink file

received by the df¥ BISURETeERFRFSHEMPLEABRTRR HBRARNR FreS25E SF ¥pBAA G ARE @bwnlink file.
F5. The computerpiinpememted.method of claim F4 further comprising: identifying the unsent portion of

the downlink file using @1GorraspaRANG:SiAsHS R franztel tasithe fownliRkh flRogram o5, The computer
implemented method of ctlﬁnim Fl further gobqurggmaqustorin 30thﬁ1 softw.arg Saé{crfaft art icrjl a storage

device in the aircsrg)ﬂegé){]a perggéngstﬁr?érg?/s?em oRwhichPR&"Shbbara efectronic disthbufion’is located.
by the onboard electronic distribution system to form the processed set of commands
comprises: program code, stored on the computer readable media, for identifying a
20  command type for a command in the set of commands to form an identified command,;
program code, stored on the computer readable media, for requesting a corresponding
software aircraft part in the set of software aircraft parts if the command is an uplink
command for the corresponding software aircraft part to form a requested software
aircraft part; and program code, stored on the computer readable media, for receiving
25  the requested software aircraft part.

D16. The computer program product of claim D14, wherein the distributed set of
commands is sent in a set of crates, wherein each crate in the set of crates is signed
with a digital signature.

D17. The computer program product of claim D16, wherein program code,

30 stored on the computer readable media, for processing the received set of commands
by the onboard electronic distribution system to form the processed set of commands
includes: program code, stored on the computer readable media, for validating the

digital signature for the each crate in the set of crates.
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F7. The computer implemented method of claim F2, wherein the downlink file comprises data generated
by a line replaceable unit in the aircraft. F8.The computer implemented method of claim F7, wherein the
line replaceable unit is selected from one of a flight management system, an autopilot, an in flight
entertainment system, a communications system, a navigation system, a flight controller, a flight recorder,

and a collision avoidanggssysiRrBomper e FAMptalinriemenied /metied g claimdd, wherein the

software aircraft Ead (ljs fO{ use in aline r(%xg)lacea le unit in the ai{craft. . F%LO A computer program
. .stored on the ctompu er, r%aI le H1e,|a, for processing th recglved %e of commarlds .
product comprising: a computer readable’ media; program code, stored on the computer readable media,

for establishing &P¥gMhedRATRtAERSH AifEPIIAreY SR i RIEdRIMRARSACS\AEPheREERRfTy in an aircraft
data 10processirgrisgsigmgrstie @igrafit aad, area grakdoegueoreatby egida) feode, stored on the

computer readahle, megia. JSSRARSING 1A IRAUARIIAr A CommansLiraphaankaridslegtonic distribution

system made through the connection, for identifying the command for execution by the onboard electronic
distribution systefht8 PSP IYANffed command; program code, stored on the computer readable
media, for sending 15tRé9dehifiecenpwianrartian enedosishslelrelt¥rynitedpsmbigiosi Biastem from the on

ground componesfiRragiandcadesonipiest adhscoBmItRF Freadable tnedantonrssigNingas transaction
identifier o the comANG: RAGRMERAR IR ELALIE- RS RRORRE BiFia, fergintaining a

status of a transaction associated with the command on the onboar ectronic distribution system and

the on ground cofPUREIR BRI HESHRIARSR RO S SRR FOPIBYPARABEE, BRYRI VR T Computer

readable media, forttinitiattivryceeiagptink bigttivetonsysirdnetbetdnéeadistaibtienrsiste fmrnptogram code,
stored on the comyuimieadabieymedisddosisrRadinga safwase aiteialt Ratltadha enkeai electronic
distribution system fram t n ground component to perform the uplink; and program code, stored on the
computer readiab e e O B Rl e R A 0™ ST, The

computer prografegidUGEIT QA Fats eIt SRS RERgFah WGeSietered 8if the computer
readable media, tesponrsivedebinothi, fegsmsintg the mekai\downlinknfilea théhelibggound component sent

from the onboa_rd eI_ect,gQ@i_c ﬁ*i%t@QMEQ{érﬁM%EﬁgﬂntBrHAG&BfoQHTlﬁ'@Pm{é?éiﬁ’BFoé%rﬁi%B%@Pini_ng whether to
send the dOWI’I|II’IlifI|e' SO@rocgoram code, s&?red n the computer I!;eadabledmedlg responsive to a
sto da e S

determination to sehec(if e aeowmf)ﬁﬁeﬁ_g ol %raﬁggroﬁWJofgn?ﬂgﬁen{e oe}vseengFr?g }iﬂré] or\ﬁﬁlink file to the
on ground comp@hdift onboapglectiagie diFipPiEPHPYEPAMIRSHLEE BFIBFRPEID WIRERETANfe program code,
stored on the compuiiesaeatedpiernetiastoesendiagdhe softeadebaiaeait partidentiigrgrbaesed electronic

distribution system,fran, the, oR,Ar0Y54hCAMBONERS IRREaTTIe HRRk RRMRALSES-RIgAAM code, stored

on the computer readable media, for sendlrrwng .
a delete command; and progrant code, stored on the computer readable media, for

sending the identified command to the target data processing system to deleted a
resource on the target data processing system.
A method, apparatus, and program code for processing commands in a network.
25 A process creates a set of commands for an aircraft. The commands are in queues in a
library in the network. Responsive to an event, the stored set of commands is sent to a
proxy server application executing on the network data processing system. A
connection is established between the proxy server application and an onboard
electronic distribution system on an aircraft data processing system on the aircraft. The
30 commands are requested by the onboard electronic distribution system. The distributed
commands are received from the proxy server application by the onboard electronic
distribution system. The received commands are processed by the onboard electronic

distribution system and a set of software aircraft parts is forwarded to a set of target
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5an unsent portion of the software aircraft part to the onboard electronic distribution system if the status
indicates that an unsent part of the software aircraft part is present. F13. The computer program
product of claim F11, wherein the program code, stored on the computer readable media, for sending the
downlink file to the on ground component comprises: program code, stored on the computer readable

media, for 10sendigagkunseyt,aniieB e daalnl (e srotbe.en oindifagiRanent program code,
ada

stored on the corggr#rtnearnr s uI ! %drigmg%r Sappending the unsent portion of the downlink file received by
the on ground componen% 84 artia?down?m‘k file corresponding to the downlink file. F14. The

computer program product of claim F138@fikhéRe MPSIEYANeEHRPES5code, stored on the computer
readable media, for identibgingdhe magertdrornefdnavdownlink file using a corresponding status of

transfer for tl%e downlirﬁqfile. A ComFg:qugriH;Bgrggmrw@gy%H&Qﬁg&%&lg%ﬁ&&%@g@hﬁ%comprising:

program code, stored on the comguter readable media, for stonng Oct e software aircraft part in a storage

d .
device in the aircFARRY S B PSE R A e R B P UR B heTHRP I SA? F RIBRE SRRSO EtRbution is located.
F16. The computerightrydain prodsried\siisim Y B soheeeirehehdogvelitk ilevediinddgagdata generated by

a line replaceablesttifidnediecaitssadh; retriefily’a £ RPARATLESEAINPSISHE RO @ @WahEOMponent; an
onboard e'ec”orﬁ?edéét%hg!ﬁ'gé‘%%Xﬁg%%r%are%lﬁng_fa“é&%}’!&%@ai? RNANEHOW e AN Hgynd component;

25requesting a software aircraft part corresponding to an uplink command in response to receiving the

uplink command foRT ARSI FOTHEPEEHIIM Bl SULERAMG A (o AR S BRE FARBSIP FriHPERe on ground
component in respehsértdriregd estingrehrrgeftwante; aiccraftzastitof fietne \@deocéivad softafre aircraft part;
and storing the spitwane: RBAERIE Bal; Rodadaiiy epasring eiRie Bt whesein dhevan: airwtherIPONent

executes on the gala 30piaccsog SYSIGI: 90020 AL0iall Aolh loESSINg SySlgMpyorein the onboard

electronic distribution system executes on the aircraft data processing system. ~  F18. The apparatus
of claim F17, whélslATtRar sl SEsne RRMVTEEERINS RS9 SRR P e RePER SSERAMY 8 request to the
on ground compaeiitenitdcaeardtaretovoftlinkefdedaftiparangaowndrab ngperent andisertdingubhe downlink file

to the on ground GOMRANEMILFEFRANER R A iRAIRLANERI RERLIERHNL CRIMARREEH SHcapable of

receiving the downlink file. : . ,
9 on groun(?component in the portable data processing system; and sending a stored

software aircraft part corresponding to the uplink command to the aircraft network
through the on ground component.

20 E2. The computer implemented method of claim E1 further comprising:
receiving a set of downlink files from the aircraft network to form a set of received
downlink files.

E3. The computer implemented method of claim E1 further comprising:
identifying whether each software aircraft part in the plurality of software aircraft parts is

25  successfully sent to the aircraft network to from a status; and sending the status to the
source in response to a subsequent connection being established with the ground
network.

E4. The computer implemented method of claim E1, wherein the sending step
comprises: sending the stored software aircraft part to an onboard electronic distribution

30  system on the aircraft network through the on ground component.

E5. The computer implemented method of claim E1 further comprising:
controlling operation of the portable data processing system through a set of graphical

user interfaces.
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F19. The apparatus of claim F17 further comprising: an aircraft network in an 5aircraft, wherein the
aircraft data processing system is located in the aircraft network. F20. The apparatus of claim F17
further comprising: a set of line replaceable units in the aircraft, wherein the software aircraft part is for
use in one of a line replaceable unit in the set of line replaceable units in the aircraft. A computer

implemented method, apparafids, NP MBIIGEREAGH MR OduGH et HHFRPsiRtpNg pformation with an
aircraft. A connection is %stabliskhed between an nboard electronic disf]érib tio sglstenhexecuting inan
t e upl gu 'ft ortable

. creating t ink command to sen e sfored software aircraft pa
aircraft data pI‘OCGSSIna syslfgm mc’[We alfcrart and an on groun compon%n Oﬂesp%nswe toa request for

a command fromP#ie RBAcGrENAGSHPe e eirgialctaierant Fue ek SERRvTRIS SBRAIFEES ThEeSdentified
command is senstp dhgrapheardelieatans distribution system from an on ground 15component. A

transaction identifier isEafssigﬂgéjC(ngep %@Hteﬁﬂé’tﬂﬁé‘%tfi%iﬁ%?ﬁiﬁ%ﬁj égmrggﬁd_:ommand is

maintained on the onboard electronic distribution slel/stem and the on ground component using the

d
transaction ident/fi&FVAH BSAAKILATRER T, T BRYRUIRE RYMBINThE REDRA L Gr2raft part is sent to
the onboard electitrié distringtigarisgsterefeivadiselivargraimeltaampohenptgpedeianm the uplink. A

20status of a trapsieesfihe,safiarpaircwaéipadisongieundrepmponent is stored. SOFTWARE
AIRCRAFT PART LIBIgg\_RYﬁ@go%q%gt]%mﬁpﬁgﬁlgﬁgd%m&%@aéﬁu@/y%gh or %%Bﬁs%mputer implemented

method for managing software aircr artsi e computer implemented method comprising: receiving a
software airtfaft PAA'AP P RRRF S8TTRR A PEREN SRS SETRNSRE SFEIAR SR IS ESARY TheYE€eived software
aircraft part in a stiragre artrad borbiythathirargluretlityriof software aircraft parts; providing a user interface

system to manipulate the plufiditsebseitwiendrtsaitoada b1 dhadibialyineBapsivegtakaegiving a user
input from the user, ing%;alﬂ%cﬁri%/stem to urpu]nk a rf,a%llgc ed software airctraft part from the plurality of
inthe i

. d { ) .
software aircraft par?s in ?8@%%% 'targeef) aircraf %885‘%%66?8&%3'“ system, creating a command to

send the selected softWwaPe diFCSPPAiEtETRIFRREI2HTS ARt ch tREt & SthSIRN SR AId48YBEsing system is
located to farm atheugdink sofitwenanlcrstopinty theresplinkico mnhanglinkaquesedsfthre ttosagedn the library to

form a stored uplink earpaedbristituingcha &ieed Hplaksommand iRAmR ARy se P application in

response to a re%uest_for commamiiﬁ,efgo oftQ roxy ser plication; ndtg?ﬁ onsive to receiving a

_ e er
request for the sefeeT Software aircrar parf) ?roarﬁetﬂécrartog)(?/ﬁgé:ﬁéersgﬁp ication pHS’cessing the stored

uplink command CBftrs thé selet ferfoTruale shereftiyarsto iR e ProRS S8 RREY apishcatiem

the set of retrieved software aircraft parts.
20 E11. The computer implemented method of claim E1, wherein the source is
selected from one of a library and a proxy server application.

E12. An apparatus comprising: a database capable of storing a set of
commands; a file system capable of storing a set of software aircraft parts; a library
service capable of communicating with a source selected from one of a library and a

25  proxy server application; an on ground component capable of a direct connection with
an aircraft network in an aircraft network; a manager, wherein the manager is capable of
receiving the set of commands and the set of software aircraft parts from the source in a
ground network through the library service, disconnecting from the source, and sending
the set of commands and the set of software aircraft parts to the aircraft data processing

30 system in the aircraft network through the on ground component; and a portable data
processing system capable of establishing a communications link to the ground network
and the aircraft network, wherein the library service, the on ground component, the

database, and the file system are located on the portable data processing system.
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5G2. The computer implemented method of claim G1, wherein the distributing step comprises: responsive
to a presence of a connection to the proxy server application, identifying the uplink command for the
proxy server application; creating a command data structure for the uplink command; sending the
command data structure to the proxy server application, wherein the proxy server application begins

processing 10the compands ysing he SUTNBRNE HRRHSIICIHES AN SEShARRIKE éfﬂﬁfm 8 request for
e

the uplink command receiY) d ?fter sendin th%.co mand data structure, sendin 1; ink command to
the VIeW? capaple o pres%]gnq.ﬁ rapnica Fser ma ace used 1o ”}ﬁ'ag a ral ster 1&}9 h
proxy server application. . computer implemeénted method of claim urther

comprising: distriighectiesiaredliprir Cohmaseaite desoriranenaisiegement tool in response to a 15
request for the commapds frone Hpe=soiivwarelanaaagementiaed. pluralitdr. vidwe eomplsteramplemented

method of clajm 1 furtber SoMRKiSInG: SIAHNg RS RAMWAS, AL RAEIRG GEaje,in a storage device,

G5. The computer implemented method of claim G4, wherein the software aircraft part is digitally signed

and the crate is &ﬁ‘i‘f&ﬁﬂ}(gﬁjd‘ﬁ%%‘.”%@@.eT‘ﬁ'%tsc%?ﬂ?)%?evﬁ}%pﬁ@%?erl‘ﬁtgavﬁfé?ﬁb@ GFeiaiy G1, wherein the
software aircraft part i=$forethincarfiesusyxtepimifrdustorncemprisinghibreisttbieceuegads located in a
database in the siiorag@e: the datébasd; R CoRNpatter donplaenies pethadred slavaflekfsigher comprising:

deleting a set of aircrag%rtgggﬁb&@q Bjé‘g%lniﬁypﬁgdé%f;%ﬁ&@iﬁ r mlésr L@C%qagggé%ggg@another user

input. GS. The computer implemented method of claim G1 further comprising: receiving status
information th uPiFke Bf P8 BRARRCAEPANS L R RSP PEE a8 8 GA Mation; and storing the
received status isftebligtion 2aGnkntiapparacas eomptisingtapitecspstenydtrated es@srage device, 30
wherein the file sygieg storam@ rRiwaiho Mreoivasiasicsait prdsich datahasedasalreanihe storage

device, uherein the dalatave.Si9lEn 2 ATy of commandasised g Maae e Blyglly of sotware

aircraft parts; a management component cap of generati e plurality orpcommanrélls; and a user
interface system £a5aHIeedIREEIIAG TR ISR Bpiera R M@ heRTag 8RR PBAMRFSABNIET  G10. The
apparatus of claimcG9abidheresyt¢hectiariagemennt oy ohsrftvcoaprisas apactsresulb dingl ta command

dispatcher. 5G1k,db& aﬂ%@t%&#@m&%@%ﬁ%@tW&éM@&@SN&E@J%&%tBE hafshlisk drives.
G12. A computer csomdgrlsmgl:egstg#s a communications ada t(iaer g%?é‘fgt‘?ﬁ to the tpurs; a memory

e retrie twarge aircraff parts: program e . compute .
connected to theabus, wﬁereln computer usaf:)Pe pfo%rgm c08e is stored on tﬁe"lg)us; and a processor unit

connected to thermgMQ?nggﬁénsp&é@Sﬁpring the set of retrieved software aircraft parts in a
portable data processing system to form a set of stored software aircraft parts; program

20  code, stored on the computer recordable storage media, for disconnecting the portable
data processing system with the set of stored software aircraft parts from the ground
network; program code, stored on the computer recordable storage media, for
connecting the portable data processing system with the set of stored software aircraft
parts to an aircraft network in an aircraft; program code, stored on the computer

25  recordable storage media, for issuing an uplink command from the set of uplink
commands to the aircraft network through an on ground component in the portable data
processing system; and program code, stored on the computer recordable storage
media, for sending a stored software aircraft part corresponding to the uplink command
to the aircraft network through the on ground component.

30 E17. The computer program product of claim E16 further comprising: program
code, stored on the computer recordable storage media, for receiving a set of downlink

files from the aircraft network to form a set of received downlink files.

127



10unit executes the computer usable program code to receive a software aircraft part at a library to form a
received software aircraft part; store the received software aircraft part in a storage in the library with a
plurality of software aircraft parts; provide a user interface system to manipulate the plurality of software
aircraft parts in the library; create a command to send the selected software aircraft part to an aircraft in

which the 15target airqzaf daiq, em@ggv&m&@e%@%fmrmeaeowm#@h&ogm@aﬂﬂ in response to
receiving a user |r(1)put f{om the user interface s sg?m to upe)llnk a sfelegteg SOftWﬁll’% alrcraH‘t part from the

. code,.s Or‘ﬁ? on tFe.co uietg recorda %storatg .medlﬁ,dorl enfif mgw ether ?ac . .
plurality of software dircraft parts’in the' library to a target'aircraft data processing system; store the uplink
command in a queliedrs tHersforagdnii eraupiiae eoTuaTe aistEferripimieerhridygetfistribRite the stored
uplink command dpceaf2t:prexyiceores ajpplicahonisyraspodsestoradrettresidapaemesanr@dsiérom the proxy
server applicatiogiand seneths SElBReH SAIRTS HEATTRANIRIBRBIRYRLLGLGRPlication in response

to receiving a request for the selected software aircraft part from the proxy server application processing

the stored uplink CSRFHRAGSI eE RIS e &Ly R BIRIMSFERIN G 12, wherein in executing the computer
usable 25 program colHéSto distibunaigrerstiari Riplivi ebeiainantbtavhiseeiprieypseatast egsislication in

response to the rgquestianecompaidriam Ao 6eReh aPplisalipRcHsify epasrosrnit executes the
compute usable pAGIRTERAIGILBANY RS BRNRL SOBIPAR QI G BROSY AR Application in response

to a presence of a connection to the proxy server application; create a command data structure for the
uplink command PSSR ¥8ETmmand data structure to the proxy server application, wherein the proxy
server application beging0prddessing e woarmmapddussvigitie Ebonwiame datapstargturedand send the

uplink command 4g; the- 8@ SRERSLARRLEa DA IS SRS RRRItPIRRheS IeaxeRIdsthe uplink command

received after sendlg the, command. dpta sHSlire,. 4o 14.dS COMPYIEH ClBIN G2, Wherein the

processor unit further executeesfetWe computer Usable program code to di r(l)lg_lﬁte the stored uplink
command to a sefRFaFETASHEGEHRENEEIBIARPHATORYRIRY EEreuiaRSt Tsdtve WBRiRtREY R GRidhe software
managemenbtoobr&Essingsyenputer program product comprising: a computer recordable storage media;

program code, stored an:the cRMPHIEHERRIARRIESIRgs aedia fRhIaer hing-m sptvar eaircraft part at a
library to form a received sotftware .aer{aft I;Part' program code %}o edp the com ug?r recordable storage
ornware naec ion Is_establis (%ae?ween a Iﬂ'%aa datﬁ

. . _managing soft ircrait parts. 0
media, for storing s78eeved’So ware%lrcra'ﬁ partin a storage in ibrary ;ﬁura ty of software

aircraft parts; protjPERFSITLSREBRIRE St PR IBOHINAET PO FGAHIES StdPReCATRBRI Sfo?"Providing a user
interface system rarisanaipulatedikeuptaalibyof thefbatabesayc rafireatits inddbfevibs aiyraregram code, stored

on the compyter recardable StorRgRMRdaMFESRANSIVE R 1805 YINt A LRRLIRRYL M. the user interface

system to uplink a selected software aircraft Part from the plurality of software alrcraf{%%arts in the library

to a target aircraftAts BroSRLRREP T sy St HSF SRINING A ¥a AR 8 fo SERY e ReERfed software

aircraft part to ardaigdrgfeessing system. The portable data processing system is disconnected from the

ground network. The portable data processing system is connected to an aircraft
network in an aircraft. An uplink command is issued from the uplink commands to the

25  aircraft network through an on ground component in the portable data processing
system. A stored software aircraft part corresponding to the uplink command is sent to
the aircraft network through the on ground component.

ONBOARD ELECTRONIC DISTRIBUTION SYSTEM
Embodiments may be claimed as follows:

30 F1. A computer implemented method for transferring information with an
aircraft, the computer implemented method comprising: establishing a connection
between an onboard electronic distribution system executing in an aircraft data

processing system in the aircraft and an on ground component; responsive to a request
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in which the target aircraft data processing system is located to form an uplink command; program code,
stored on the computer recordable storage media, for storing the uplink command in a queue in the
storage in the library to form a stored uplink command; program code, stored on the computer recordable
storage media, for 20distributing the stored uplink command to a proxy server application in response to a

request for commangls, frAmtE.RIAHY SEsNRHaRBIGRIOR AR ARINBIRIGHARLSEsHRAIEd on the

computer record%ble storalgde media r_es%or]qsive to receiiv'%n are L!)e?[ for the sel?cted software aircraft
e comma for. ex?cbtlon gt eonb?ﬁrd ectrgnic ?ls% ufion s stgmfto orm&n
part from the proxy server application processing the stored uplink' command, for sending the selected

software aircraft farlitgtiserprsny: 25senaeihaisitias sommaed B, trpenkeaip Glestirsgram product of claim
G15, wherein thelcompistespiograsmansen stovad amifw @anpsiteingearsiablgigtiaragsenadia, for

distributing the stared Mpliak. GRINTRANTY 1 FRIOSYSRINEIARPLCAINJR IRRRQDSS IR hbeguest for

commands from a rox(%ac'{server %gfliqatl_on comprises: computer program code, stored 30on the computer

recordable storad¥ MEGHC rESREMLRASEPY SreREHE BIHRGRAREMIB tTREI5UX 'S8 application, for
identifying the uplricediomidandfier ihidapneyap selivkbapsieatonndsemereepregrditicode, stored on the
computer recordabigsitoErgemiedia i oreadiagRmomMaNbIfia Sisusturerianshs yplimk command,
computer prograg,fgd, S{R1Gda i EpHR U LerRIiabia efadm MRdia. R 3fAgjag the command

data structure to the proxy server application, whereinthe proxy server application begins processing the
commands USingtiTE L ERThOArRICYATCLRAEERE:; and computer program code, stored on the computer
recordable storage meldéa, rddpaosivetto iamsthentesquesvd igrcthien ijlinkreogwmansneceived after sending

the command dajgssbiisibig ftsaneingsing slink camimrid 10 HRIGYRRINApaRPICRHON. G17.
The computer prﬁgﬁa{ﬁe%ﬁ%%%% of gra(l%qui]c %t%x{)&t%ﬂesry%%mQé'ﬁ%g%h‘ﬁ?@ﬁéﬂ%%rnf’@ 1gm code, stored on the
computer recordable sto_rage media, Tor distri utln_g t e store uplink comman _tO a software
management tool§iFFEEhYBHA ReBRisst fof BRI HRTRAREN Hi8rR YRESHRHARd hiaRABEment tool.
G18. The campudewpiiokfiEnopheduairofirclaiom@hbriusiefirgpimpdisimijnictimnputer progrant code, stored on
the computer recgydahigstorage media, for storing the software aircraft part in a crate in the storage
device. =~ GI9. The oM R AR RIS et LR S FINSIS e Spfwgre aircraft 15part Is
digitally signed and the Crate is’digitally sighed.
sending the software aircraft part comprises: sending an unsent portion of the software
aircraft part to the onboard electronic distribution system if the status indicates that an
20 unsent part of the software aircraft part is present.
F4. The computer implemented method of claim F2, wherein the step of
sending the downlink file to the on ground component comprises: sending an unsent
portion of the downlink file to the on ground component; appending the unsent portion of
the downlink file received by the on ground component to a partial downlink file
25  corresponding to the downlink file.
F5. The computer implemented method of claim F4 further comprising:
identifying the unsent portion of the downlink file using a corresponding status of
transfer for the downlink file.
F6. The computer implemented method of claim F1 further comprising: storing
30 the software aircraft part in a storage device in the aircraft data processing system on
which the onboard electronic distribution is located.
F7. The computer implemented method of claim F2, wherein the downlink file

comprises data generated by a line replaceable unit in the aircraft.
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G20. The computer program product of claim G15, wherein the software aircraft part is stored in a files
system in the storage and wherein the queue is located in a database in the storage. G21. The
computer program product of claim G15 further comprising: computer 20program code, stored on the
computer recordable storage media, for deleting a set of aircraft parts from the plurality of software
aircraft parts in responpg to RRORRIJURS Wented b dfieIsANRUtRl RERAFRMBroduct of claim G15
further comprisi %O et% ﬂggéﬁerrtlecc%goe s%ore op m% cr?m ut%r recordat%Ie storralge medla for
receiving status fformation on aplin Ske o?ﬁtﬂees% & Aierd p%r ST ALk Wltus information;
and computer prﬂgmw@ﬁé@”ﬁ@réﬁ@ﬁ‘tﬁé%?ﬂﬂlﬁéﬁ'%%ﬁ@l@%‘ﬁé@@ﬁ@@iﬁﬂcﬁ Jehting the received

status informatiobontrollefy ediILERbIGRPI@RIeNtenisbe thatiaappaystrs, and computer program product for
managing software airgeaft pﬂ@scd%ﬁ&fé}"fﬁﬁﬁe%?ﬁ@g Refids seeaiveeh alAlDrARe JiGanD received part s

stored in the I|brarg with other software aircraft cparts A user interface is provided to manipulate the
software aircraft BT PAESIN1TE T LR a0 S ik BUb 8T HHE user interface to uplink a selected
software aircraft part td &Ftarfepaipeiefpiaranm riedsdingsyisios 2 swopHinaieddabts dztdid: to send the

selected part to ghogitsraisde, whieh therHargeairaicaticdalapeare ssipgaysien isdasai@dnThe uplink
command is StOVBQt\Mé@n%H%‘A%d&‘ré'h‘?eéh%ﬁgﬁléﬂlBﬁﬁo'.’]bsr?sr Yml 38 HRHEK-COMAmaRg 5 distributed to a proxy

server application in response to a request for commands. Responsive to receiving a request from the

proxy servet AppREsioT LGN théE' ?F@féﬂ"ﬂﬁir}ﬂ{‘%%‘mm%%&%@@ BTS2 to the proxy
server applicationn THeecd@goriptieat afl teadifersnbasivatageoussidniizodimesns fiaw theen presented for

purposes of illusationand-deserinionBndyjsaatiatrndedde e @m@ut%h/eoerd@mitﬁﬂgtm&e
embodiments in the form |sclos thonl\garwe N rgodolgpqaqgas and vgﬁna ons w m to %o'[%arent to those of

d
ordinary skill in the & art t %)fec ere tadvantageous Bem w%%?%s may prowc?e different

advantages as c&ﬁﬁﬁ?@&?ﬁ‘m Bﬂkgéﬁifh‘fj’é’ﬁuﬁ‘é'ﬁ%uvﬁﬁéﬁ@pq*ﬁ@%%ﬂfﬁ?gm & SABYIments
selected are thogendniifide sonipeohdntottdesrtoobestiexplain disgilrici pjeoffthe tmbodiments, the

practical applicatafanchicable athe s Al pefitRoAln beiaridmunderstanssing disclosure for

various embodiments with warigus npdifications a5 are suted 1p.ing prjiculariizs Aogpgeomplated.
media, for malntalnlng a status of a transaction associated with the command on the
onboard electronic distribution system and the on ground component using the
20 transaction identifier; program code, stored on the computer readable media, for
initiating an uplink by the onboard electronic distribution system; program code, stored
on the computer readable media, for sending a software aircraft part to the onboard
electronic distribution system from the on ground component to perform the uplink; and
program code, stored on the computer readable media, for storing a status of a transfer
25  of the software aircraft part.
F11. The computer program product of claim F10 further comprising: program
code, stored on the computer readable media, responsive to another request to send a
downlink file to the on ground component sent from the onboard electronic distribution
system to the on ground component, for determining whether to send the downlink file;
30  program code, stored on the computer readable media, responsive to a determination to
send the downlink file to the on ground component, for sending the downlink file to the

on ground component.
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5 1. A computer implemented method for processing commands in a network data processing
system, the computer implemented method comprising: creating a set of commands for an aircraft in a
plurality of aircrafts; storing the set of commands in a set of queues in a library in the network data 10
processing system to form a stored set of commands; responsive to an event, sending the stored set

of commands to a prox erveE aembfa@&%@eg%mam@.wwm?éa m&sﬁ@?mc%tem to form a
distributed set of (%omJ‘nan ut eerstalaag nge[gac?grnsgggmpc etw en the, rgrofg((é Serve appllcatlon and an

onboard 15electrofic di gttrhguct%nr? SyS {&f exedl |ng onana rapftsaa 5y Irfi“r(a)'cesm g sys &m on the aircraft;
requesting the diStBgfie 8 SBIGI ORISR tRTPRSONSHPYEE SPPHRCAEDIH DREIEBAIS0ard electronic
distribution systemplineceinphiged e digtihuted, seired oanhmennisufeorediwbproxyiseinreeaqiptication by 20the

onboard electroni distipuin PYplRILAEILASERRMNEH B QLAOMITABA: DERGRSSIDY the received set o

commands by the onboard electronic distribution ‘%Xf?tem to form a rocessed set of commands; and

forwarding a set M CHRWATS SHEPARISAIES tB2A RSP RGEL J4bs BBNALATG " RYLRRIESEN the aircraft
using the processed sét18f coherpeinpigdf thegswin prodesisédiamib! tomeraindsearegrasercofieiplink

commands. 2ol e RuIRIURIEMANedmehpdalielgim: Howheiein: thereroegrsing step
comprises. co %ﬂ%f'@%&%@'ﬂ%&%ﬁ%’ Q@déorsf%r‘é@m&‘é‘gom t&%ﬁ%&&’é&é’ﬂ%‘éﬂ%”%? to form an

30identified comman requesting a corresponding software alrcrat part in the ‘set of software aircraft

parts if the ddmn¥4AENG 2 Lunaﬁﬁkpegmmmf&%'@%aﬁé%mmwgsm@%?ewogmo form a
requested softwar@lairteadt partacmnpeceiermpittenredjadstesoitward caircrert pation of the

downlink file received by the on ground component to a partial downlink file
corresponding to the downlink file.
F14. The computer program product of claim F13 further comprising: program
15 code, stored on the computer readable media, for identifying the unsent portion of the
downlink file using a corresponding status of transfer for the downlink file.
F15. The computer program product of claim F10 further comprising: program
code, stored on the computer readable media, for storing the software aircraft part in a
storage device in the aircraft data processing system on which the onboard electronic
20  distribution is located.
F16. The computer program product of claim F11, wherein the downlink file
comprises data generated by a line replaceable unit in the aircraft.
F17. An apparatus comprising: an on ground component; an onboard electronic
distribution system capable of receiving a command from the on ground component;
25  requesting a software aircraft part corresponding to an uplink command in response to
receiving the uplink command from the on ground component receiving the software
aircraft part from the on ground component in response to requesting the software
aircraft part to form a received software aircraft part; and storing the software aircraft
part; a data processing system, wherein the on ground component executes on the data
30  processing system; and an aircraft data processing system, wherein the onboard
electronic distribution system executes on the aircraft data processing system.
F18. The apparatus of claim F17, wherein the onboard electronic distribution

system is capable of sending the request to the on ground component to send a
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3. The computer implemented method of claim 1, wherein the distributed set of commands is sent in a set
of crates, wherein each crate in the set of crates is signed 5with a digital signature. 4. The computer
implemented method of claim 3, wherein the processing step includes: validating the digital signature for
the each crate in the set of crates. 105.The computer implemented method of claim 2, wherein the

processing step iihaRCABBIRESHIGBHESIBg ALK datailtom hsanharsddalretopis.ystem if the

identified command is a downlink command.. .. 6, The computer im Iemeqted megpoq of claim 5 further
. fomponer%m response to gn |Pd| ation fha.tﬁe on.dround ¢co nﬁ)O{Hands%:aqa eqQ
comprising: 15retrieving, by the'onboard electronics distribution system, the data'trom a selected data

processing systefecoMitadgiremtit ftsrm retrieved data; placing, by the onboard electronic
distribution system, the-retrievedpladetinafcriate o faumhtie dowsiigk dedacraft netwsemddng the downlink

data from the, onbipar electranic distriaution system o dhe.2001B SerYRILQYRF AR GIRRection to form

received downlink data; and_sending the received downlink data to the library. 7. The computer

implemented method $Fldairhs ARAERS L Y R e T e P Sl Eglf)é‘éﬁ?ﬁﬂﬂﬁ%agedata processing
system to form auziigjet thasirpricedsind systafmvdrtheridehtifidd domipsdndrs ef ddiftte command; and
sending the identifjgsteatnaineh tadket Fnget dptr Rnecesaing sysiesnto deleted a resource on the target

data processing systerR.Cg%lﬁép%%%gﬁtggm_gmg&%g&qﬂgp&@gg%ggéﬁ%agr%@mmq§Orthe computer

implemented method comprising: = identifying a set of commands In a library in a network data
processing $§stefAtES0I Qirioeefiedsat 8f ¢ahmdrgasction is established between an

onboard electronic distribution system executing in an aircraft data processing system in
the aircraft and an on ground component. Responsive to a request for a command from
the on ground component, the command for execution is identified. The identified
command is sent to the onboard electronic distribution system from an on ground
15 component. A transaction identifier is assigned to the command. A transaction
associated with the command is maintained on the onboard electronic distribution
system and the on ground component using the transaction identifier. An uplink is
initiated by the on ground component. A software aircraft part is sent to the onboard
electronic distribution system from the on ground component to perform the uplink. A
20  status of a transfer of the software aircraft part on ground component is stored.
SOFTWARE AIRCRAFT PART LIBRARY
Embodiments may be claimed as follows:
G1. A computer implemented method for managing software aircraft parts, the
computer implemented method comprising: receiving a software aircraft part at a library
25  toform a received software aircraft part; storing the received software aircraft partin a
storage in the library with a plurality of software aircraft parts; providing a user interface
system to manipulate the plurality of software aircraft parts in the library; responsive to
receiving a user input from the user interface system to uplink a selected software
aircraft part from the plurality of software aircraft parts in the library to a target aircraft
30 data processing system, creating a command to send the selected software aircraft part
to an aircraft in which the target aircraft data processing system is located to form an
uplink command; storing the uplink command in a queue in the storage in the library to

form a stored uplink command; distributing the stored uplink command to a proxy server
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sending the identified set of commands to a proxy server application executing on the network data
processing system to form a distributed set of commands; establishing a connection between the
proxy server application and an onboard electronic distribution system executing on an aircraft data
processing system on an 5aircraft; sending the distributed set of commands from the proxy server

application to the;gnRassH flreonic distributionsysismdailarmareseixehart ahsrmmands over the

connection; é)rocessmg the received set of cowma]nds gl'fhe onboarp elec%troniﬁ distribution 10
and responsive to r celvmlgna reguest fqr the,selected software airgratt par; roFP e .
system to form a"processed set of commands; an forwarding a stored set of software aircraft parts

located on the aiPEPAYt EALE" BRICEEKIAGTeyetelp b asteed LRlffcramasreeassing eystestss on the aircraft
using the processefthaet sfcafipaandsd ghaypsocesspplissionf commands is a set of uplink commands. 15

9.The computer implergenteqneshodaf 6laio 8 IHRIERAOPHSIAG PEnMing-the ﬁ%&%ﬁﬁ’iﬁtware aircraft

parts to the aircraft data processing system to form the stored set of software aircraft parts. 2010.The

computer implent&TREGTRESREI SPEISHG & WHEPENTTHE HFOLREYIRY QLS REMIREY: identifying a
command type f@palicainmiledtiiyitadhsatrdinicopmmand sordHe miparsiieeitifimtcetipnnssgriinand executing the
identified commagithnd bathercempute tHeiemeniadamethndiog elaisarPanheieistthaudentified

command is a deleie, cominan ANc Rlei OB PIESUING SIER CRISES: JelRIg A gqyesponding

software aircraft part from’the set of target data processing systems. 3012.The computer Implemented

. g .
method of cldim ,%ﬁ'@’r@?ﬁstHé”iQé'?ﬁiﬁ@BrEﬂ?ﬂﬁ%{ﬁatfgc&‘%\ﬂﬁﬂifﬁfﬁ?ﬂﬂﬁéﬂ@ww&%ﬁﬁ the executing
step comprises: dowelinkingcdatadndreeeigeteatedstandgjey thataoproeedsialg siysteme. inctiméngdbef target data

processing systempsiocthedbiary #hexgd thearaxisamer application. 13.The computer implemented
method of claim 8, Wh%&in ﬂFﬁeSgger%{er implemented method of claim G1 further comprising:

distributing the stored uplink command to a software management tool in response to a
15 request for the commands from the software management tool.

G4. The computer implemented method of claim G1 further comprising: storing
the software aircraft part in a crate in a storage device.

G5. The computer implemented method of claim G4, wherein the software
aircraft part is digitally signed and the crate is digitally signed.

20 G6. The computer implemented method of claim G1, wherein the software
aircraft part is stored in a files system in the storage and wherein the queue is located in
a database in the storage.

G7. The computer implemented method of claim G1 further comprising:

deleting a set of aircraft parts from the plurality of software aircraft parts in response to
25  another user input.

G8. The computer implemented method of claim G1 further comprising:
receiving status information on uplinks of the software aircraft parts to form received
status information; and storing the received status information.

G9. An apparatus comprising: a file system located on a storage device,

30  wherein the file system stores a plurality of software aircraft parts; a database located
on the storage device, wherein the database stores a plurality of commands used to

manage the plurality of software aircraft parts; a management component capable of
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sending the distributed set of commands from the proxy server application to the onboard electronic
distribution system to form the received set of commands over the connection comprises: 5sending the
distributed set of commands from the proxy server application to the onboard electronic distribution
system through a software management tool executing on a portable data processing system to form a

received set of CQERRIANAY BRI CAUBREHANL O COMRHSERUAATREMILIE CORATENG: 2

computer readable medi?' program code, stored on the computer readable media, for creating a set
user Inpuf to operat e management.component.
of commands for'an aircraft iR p‘?uralﬂ’y OTRITCrafts: rograim code, stored on the computer readable

media, for storing the $et®f 1BecprrrinisfiFlasEtor brielidsd manasirg ihcaieraediiork data processing
system to form acstapaickset gfrcomumands; comrng tspata@de, stored on the computer readable media,

responsive tq an evenigfar sppding the storagSe Ol ARMMANIS I AR SELVEN BPRljgation executing

on the network data processing system to form a distributed set of commands; 20program code, stored
on the computer ¥8584KT& media, for establishing a connection between the proxy server application and
an onboard electronic GiEribttommistarmexendtiagusn agrairifttana prervessimgssyetden on the aircraft;

program code, staeaslom thenteingisasceadablerme diredin torijastinghe slisiribnedsrt of commands
from the proxy S%EX.%%%RRHS%% Ny %&%@P&?%‘EL%%Q&E% %?_%Jé%l(%‘ﬂ%@@ﬁ%‘biocgsgéPgram code,

stored on the computer readable media, for receiving the distributed set of commands from the proxy

server applitatioH By HTE HiTdBa P BRET SR SIRBIRTL ACSFLteer Bt FotiP A RIESUE s bR mmands;
program code, stitred tmfthe eoenputersrdacdabiireradidiartfetoprduessiaigetheo80rse eivaeltgetriof commands

by the onboard efegtpipigdistibuten systenitefeyar sorieresredsphed gosimandssand  program
code, stored on thF omputer r adable [neq;]a, fpr fﬂnmgrd}pv%a set o; sofljtwarﬁ1 aircraft_ parts to a set of
inte sten ate urali t s In the library;

ace g 0 m?ﬂgu ﬁ B y Of SOftware aifcraft pa
target data processing systems on aircraft Using
create a command to send the selected software aircraft part to an aircraft in which the

15 target aircraft data processing system is located to form an uplink command in response
to receiving a user input from the user interface system to uplink a selected software
aircraft part from the plurality of software aircraft parts in the library to a target aircraft
data processing system; store the uplink command in a queue in the storage in the
library to form a stored uplink command; distribute the stored uplink command to a

20  proxy server application in response to a request for commands from the proxy server
application; and send the selected software aircraft part to the proxy server application
in response to receiving a request for the selected software aircraft part from the proxy
server application processing the stored uplink command.

G13. The computer of claim G12, wherein in executing the computer usable

25  program code to distribute the stored uplink command to the proxy server application in
response to the request for commands from a proxy server application, the processor
unit executes the compute usable program code to identify the uplink command for the
proxy server application in response to a presence of a connection to the proxy server
application; create a command data structure for the uplink command; send the

30 command data structure to the proxy server application, wherein the proxy server
application begins processing the commands using the command data structure; and
send the uplink command to the proxy server application in response to another request

for the uplink command received after sending the command data structure.
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the processed set of commands if the set processed of commands are a set of uplink commands. 15.
The computer program product of claim 14, wherein program code, stored 5 on the computer readable
media, for processing the received set of commands by the onboard electronic distribution system to form
the processed set of commands comprises: program code, stored on the computer readable media, for

identifying a commanddype t%%&@mteaag.mh@ %%%ﬁ@t@m%%éptmt RrdRideatifiedicommand;
10program code, stored on the comguter é1 ?dgt le me ch“e S grre re T(ei%tclg g a cgrrespopdmg software aircraft

uter usa fo %o %
part in the set of SO are aII‘CI’ r S e command Is an Up comman orthe correspondlng

software aircraft PAREES o LB dY (REBREG SEffWaRE ir it rasit!s from thererfbe@iecode, stored on the
computer readabiexnagéliesfabseceiving the 15requested software aircraft part. 16. The computer

program product of clajgnel4 ubgiB Beglisripuies sshalenmTasais sea kacehRlrates. wherein

each crate in the set of crates is signed with a digital suﬁnature he computer program

product of claim 16 tﬁh@?&t‘i”ﬁr%"é'?arﬁoé‘é‘%” érﬂSr“e"d"BHt thesediiblig °|’88‘E15lﬁ‘$%f8&t’8 {883 cessing the
received set of cepfivrindytyitheronisdirdreledaonicrelistvigsLieiiivessamaio Hfatnpwasaorsedssed set of

commands includesepeagrarnoafdtarsteimehor theLpempuieriseadahirpesiaiviarsalidating the digital
25signature for the ?&FFaﬁrf'#S é‘i‘oFQ&eﬁﬁtr%f |ﬁ{r%¥§%wth a pﬁﬁa@‘&f S?WBP&%%?%QH} RyRgHes of claim 15,

wherein program code, stored on the computer'readable media rocessing the received set of

commands by th@OSﬁ'b%%{ﬁ]j Q%Et?&?f@%?{rfﬁﬁ?fgﬁ%%f%ﬁﬂfonﬁ?m tfﬂepb?tﬂ'%@s%ﬂs%t”&?r@&ﬁtmands further
30comprises:  syprogtamaueldgtstieelwalithef soffputarimesitipdrte mtvdifh oy reggestingddownlink data
from the onboardglegtsanie %Mﬁi@ﬂbﬁé‘&@r&éﬁ@@t@@g@m@ﬂ@n%§§®QMB|t@15eﬁﬁ)rﬁ§'5‘@!%1 idht The computer

program productpf laim.dg yither compyiaings procram egder iored o he cpmpyier readable media,

for retrieving, by the onboard electronics distribution system rom a selected data processing
system on the aﬁ&\"ﬁ%’oﬁ&ﬁ%ﬁ@fféﬂ% in the library to a target aircraft data processing

15 system, for creating a command to send the selected software aircraft part to an aircraft
in which the target aircraft data processing system is located to form an uplink
command; program code, stored on the computer recordable storage media, for storing
the uplink command in a queue in the storage in the library to form a stored uplink
command; program code, stored on the computer recordable storage media, for

20  distributing the stored uplink command to a proxy server application in response to a
request for commands from the proxy server application; and computer program code,
stored on the computer recordable storage media, responsive to receiving a request for
the selected software aircraft part from the proxy server application processing the
stored uplink command, for sending the selected software aircraft part to the proxy

25  server application.

G16. The computer program product of claim G15, wherein the computer
program code, stored on the computer recordable storage media, for distributing the
stored uplink command to a proxy server application in response to a request for
commands from a proxy server application comprises: computer program code, stored

30 on the computer recordable storage media, responsive to a presence of a connection to
the proxy server application, for identifying the uplink command for the proxy server
application; computer program code, stored on the computer recordable storage media,

for creating a command data structure for the uplink command; computer program
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5program code, stored on the computer readable media, for placing, by the onboard electronic distribution
system, the retrieved data in a crate to form the downlink data; program code, stored on the
computer readable media, for sending the downlink data from the onboard electronic distribution system
to the proxy server over the oconnection to form received downlink data; and program code, stored

on the computer geadabiemsdia forsenrdingdagiscrived Arunlink Saiado thelhrasms 2QaThe computer

program products?f c{aim 15, wherein pro r?}l'? ?ode stored is on the corrn%)lﬁl;er readahle media, for

. ructure to the proxy serve ion. wherei € Nroxy. server ication begin
processing the receive se& ofpco mands ﬁe o’n\%oarcp elecqrorch dlset ion syste% %o form the

processed set ofEBPAPRERAARSCHIMPIFEES USing thgeRIPEIRNEGEER BB ANhEEHMISLREPTEAable media, for
identifying a datacpiecsssingrsysiemta farracartatetidaigeprecrssisgosystem dhtiteidenidied command is

20 a delete commagel At comPIPYN ABRRESHSIUSHIRG HRESOMAISLIE afiallf-MGiandpgsending the

identified command to _trll(e tar%et (cji?t?hprocessm syst?mtto deleted a resource on the target data
processing systeﬁthe. %ln command to the proxy server application.

G17. The computer program product of claim G15 further comprising: computer
program code, stored on the computer recordable storage media, for distributing the
stored uplink command to a software management tool in response to a request for the

10 commands from the software management tool.

G18. The computer program product of claim G15 further comprising: computer
program code, stored on the computer recordable storage media, for storing the
software aircraft part in a crate in the storage device.

G19. The computer program product of claim G18, wherein the software aircraft

15 partis digitally signed and the crate is digitally signed.

G20. The computer program product of claim G15, wherein the software aircraft
part is stored in a files system in the storage and wherein the queue is located in a
database in the storage.

G21. The computer program product of claim G15 further comprising: computer

20  program code, stored on the computer recordable storage media, for deleting a set of
aircraft parts from the plurality of software aircraft parts in response to another user
input.

G22. The computer program product of claim G15 further comprising: computer
program code, stored on the computer recordable storage media, for receiving status

25 information on uplinks of the software aircraft parts to form received status information;
and computer program code, stored on the computer recordable storage media, for
storing the received status information.

A computer implemented method, apparatus, and computer program product for
managing software aircraft parts. A software aircraft part is received at a library. The

30 received part is stored in the library with other software aircraft parts. A user interface is
provided to manipulate the software aircraft parts. Responsive to receiving a user input
from the user interface to uplink a selected software aircraft part to a target aircraft data

processing system, a command is created to send the selected part to an aircraft in
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which the target aircraft data processing system is located. The uplink command is
stored in a queue in the storage in the library. The uplink command is distributed to a
proxy server application in response to a request for commands. Responsive to
receiving a request from the proxy server application processing the stored uplink
command, the selected part is sent to the proxy server application.

The description of the different advantageous embodiments has been presented
for purposes of illustration and description, and is not intended to be exhaustive or
limited to the embodiments in the form disclosed. Many modifications and variations will
be apparent to those of ordinary skill in the art. Further, different advantageous
embodiments may provide different advantages as compared to other advantageous
embodiments. The embodiment or embodiments selected are chosen and described in
order to best explain the principles of the embodiments, the practical application, and to
enable others of ordinary skill in the art to understand the disclosure for various
embodiments with various modifications as are suited to the particular use

contemplated.
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CLAIMS:

What is claimed is:

1. A computer implemented method for processing commands in a network
data processing system, the computer implemented method comprising:

creating a set of commands for an aircraft in a plurality of aircrafts;

storing the set of commands in a set of queues in a library in the network data
processing system to form a stored set of commands;

responsive to an event, sending the stored set of commands to a proxy server
application executing on the network data processing system to form a distributed set of
commands;

establishing a connection between the proxy server application and an onboard
electronic distribution system executing on an aircraft data processing system on the
aircraft;

requesting the distributed set of commands from the proxy server application by
the onboard electronic distribution system;

receiving the distributed set of commands from the proxy server application by
the onboard electronic distribution system to form a received set of commands;

processing the received set of commands by the onboard electronic distribution
system to form a processed set of commands; and

forwarding a set of software aircraft parts to a set of target data processing
systems on the aircraft using the processed set of commands if the set processed of

commands are a set of uplink commands.

2. The computer implemented method of claim 1, wherein the processing
step comprises:

identifying a command type for a command in the set of commands to form an
identified command;

requesting a corresponding software aircraft part in the set of software aircraft
parts if the command is an uplink command for the corresponding software aircraft part

to form a requested software aircraft part; and
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receiving the requested software aircraft part.

3. The computer implemented method of claim 1, wherein the distributed set
of commands is sent in a set of crates, wherein each crate in the set of crates is signed

with a digital signature.

4. The computer implemented method of claim 3, wherein the processing

step includes: validating the digital signature for the each crate in the set of crates.

5. The computer implemented method of claim 2, wherein the processing
step further comprises: requesting downlink data from the onboard electronic system if

the identified command is a downlink command.

6. The computer implemented method of claim 5 further comprising:

retrieving, by the onboard electronics distribution system, the data from a
selected data processing system on the aircraft to form retrieved data;

placing, by the onboard electronic distribution system, the retrieved data in a
crate to form the downlink data;

sending the downlink data from the onboard electronic distribution system to the
proxy server over the connection to form received downlink data; and

sending the received downlink data to the library.

7. The computer implemented method of claim 2, wherein the processing
step comprises:

identifying a data processing system to form a target data processing system if
the identified command is a delete command;

and sending the identified command to the target data processing system to

deleted a resource on the target data processing system.

8. A computer implemented method for processing commands, the computer
implemented method comprising:
identifying a set of commands in a library in a network data processing system to

form an identified set of commands;
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sending the identified set of commands to a proxy server application executing
on the network data processing system to form a distributed set of commands;

establishing a connection between the proxy server application and an onboard
electronic distribution system executing on an aircraft data processing system on an
aircraft;

sending the distributed set of commands from the proxy server application to the
onboard electronic distribution system to form a received set of commands over the
connection;

processing the received set of commands by the onboard electronic distribution
system to form a processed set of commands; and

forwarding a stored set of software aircraft parts located on the aircraft data
processing system to a set of target data processing systems on the aircraft using the
processed set of commands if the processed set of commands is a set of uplink

commands.

9. The computer implemented method of claim 8 further comprising: sending
the set of software aircraft parts to the aircraft data processing system to form the

stored set of software aircraft parts.

10.  The computer implemented method of claim 8, wherein the processing
step comprises:

identifying a command type for a command in the set of commands to form an
identified command; and

executing the identified command.

11.  The computer implemented method of claim 10, wherein the identified
command is a delete command and wherein the executing step comprises: deleting a

corresponding software aircraft part from the set of target data processing systems.

12. The computer implemented method of claim 10, wherein the identified
command is a downlink command and wherein the executing step comprises:
downlinking data from a selected target data processing system in the set of target data

processing systems to the library through the proxy server application.
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13.  The computer implemented method of claim 8, wherein the step of
sending the distributed set of commands from the proxy server application to the
onboard electronic distribution system to form the received set of commands over the
connection comprises:

sending the distributed set of commands from the proxy server application to the
onboard electronic distribution system through a software management tool executing
on a portable data processing system to form a received set of commands over the

connection.

14. A computer program product comprising:

a computer readable media;

program code, stored on the computer readable media, for creating a set of
commands for an aircraft in a plurality of aircrafts;

program code, stored on the computer readable media, for storing the set of
commands in a set of queues in a library in the network data processing system to form
a stored set of commands;

program code, stored on the computer readable media, responsive to an event,
for sending the stored set of commands to a proxy server application executing on the
network data processing system to form a distributed set of commands;

program code, stored on the computer readable media, for establishing a
connection between the proxy server application and an onboard electronic distribution
system executing on an aircraft data processing system on the aircraft;

program code, stored on the computer readable media, for requesting the
distributed set of commands from the proxy server application by the onboard electronic
distribution system;

program code, stored on the computer readable media, for receiving the
distributed set of commands from the proxy server application by the onboard electronic
distribution system to form a received set of commands;

program code, stored on the computer readable media, for processing the
received set of commands by the onboard electronic distribution system to form a
processed set of commands; and

program code, stored on the computer readable media, for forwarding a set of

software aircraft parts to a set of target data processing systems on the aircraft using
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the processed set of commands if the set processed of commands are a set of uplink

commands.

15.  The computer program product of claim 14, wherein program code, stored
on the computer readable media, for processing the received set of commands by the
onboard electronic distribution system to form the processed set of commands
comprises:

program code, stored on the computer readable media, for identifying a
command type for a command in the set of commands to form an identified command;

program code, stored on the computer readable media, for requesting a
corresponding software aircraft part in the set of software aircraft parts if the command
is an uplink command for the corresponding software aircraft part to form a requested
software aircraft part; and

program code, stored on the computer readable media, for receiving the

requested software aircraft part.

16.  The computer program product of claim 14, wherein the distributed set of
commands is sent in a set of crates, wherein each crate in the set of crates is signed

with a digital signature.

17.  The computer program product of claim 16, wherein program code, stored
on the computer readable media, for processing the received set of commands by the
onboard electronic distribution system to form the processed set of commands includes:

program code, stored on the computer readable media, for validating the digital

signature for the each crate in the set of crates.

18.  The computer program product of claim 15, wherein program code, stored
on the computer readable media, for processing the received set of commands by the
onboard electronic distribution system to form the processed set of commands further
comprises:

program code, stored on the computer readable media, for requesting downlink
data from the onboard electronic system if the identified command is a downlink

command.
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19.  The computer program product of claim 18 further comprising:

program code, stored on the computer readable media, for retrieving, by the
onboard electronics distribution system, the data from a selected data processing
system on the aircraft to form retrieved data;

program code, stored on the computer readable media, for placing, by the
onboard electronic distribution system, the retrieved data in a crate to form the downlink
data;

program code, stored on the computer readable media, for sending the downlink
data from the onboard electronic distribution system to the proxy server over the
connection to form received downlink data; and

program code, stored on the computer readable media, for sending the received

downlink data to the library.

20.  The computer program product of claim 15, wherein program code, stored
on the computer readable media, for processing the received set of commands by the
onboard electronic distribution system to form the processed set of commands
comprises:

program code, stored on the computer readable media, for identifying a data
processing system to form a target data processing system if the identified command is
a delete command; and

program code, stored on the computer readable media, for sending the identified
command to the target data processing system to deleted a resource on the target data

processing system.
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