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DESCRIPTION

RE~-ENCRYPTED DATA VERIFICATION PROGRAM, RE-ENCRYPTION

APPARATUS AND RE-ENCRYPTION SYSTEM

Technical Field

Embodiments described herein relate generally to a
re-encrypted data verification program, a re-encryption
apparatus, and a re-encryption system.

Background Art

In 1998, Blaze et al. proposed a technique referred to as
proxy re-encryption in connection with a public key encryption
systemnm.

A basic model for this technique comprises five functions
(hereinafter also referred to as algorithms) for key generation,
encryption, decryption, re-encryption key generation, and
re-encryption. The functions of key generation, encryption,
and decryption are similar to the corresponding functions for
normal public key encryption.

(Key generation) KeyGen (1X)—>(pk, sk)

The key generation algorithm KeyGen outputs a set of a
public key pk and a private key (pk, sk) in response to input

of a security parameter of 1k.

(Encryption) Enc (pka, m)—>Cp
The encryption algorithm Enc outputs an encrypted data Cp

destined for a user A in response to input of a public key pkp

and a message m of a user A.
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(Decryption) Dec (skp, Cp)—>m

The decryption algorithm Dec outputs the message m in
response to input of the private key skp of the user A and the
encrypted data Cp destined for the user A.

(Re-~encryption key generation) ReKeyGen (pkA, ska, pkg,
skp)—>rka_sp

The re-encryption key generation algorithm ReKeyGen
outputs a re-encryption key rkp ,p in response to input of the
public key pkp of the user A, the private key skp of the user
A, a public key pkp of a user B, and a private key skp of the

user B.

(Re-encryption) ReEnc (rka sy, Ca)
The re-encryption algorithm ReEnc outputs an encrypted
data Cg in response to input of the re-encryption key rkp g

and the encrypted data Cp destined for the user A.

The basic model has been described. HoWever, the
following models have been designed depending on an
implementation scheme for re-encryption: a model with inputs
to the functions different from the above-described inputs, and
a model with functions and keys different from the
above-described functions and keys.

For example, in connection with inputs to the
re-encryption key generation algorithm, the following models
have been designed: a model referred to as a non-interactive

model and eliminating the need for the input of the private key

skg of the user B, and a model involving input of the

re-encryption key rka yp destined for the user B and a private
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key skc of a user C instead of the private key skp of the user

A,

The following models are also known: a model referred to

as a unidirectional model and allowing re-encryption Ca —> Cp
to be achieved using the re-encryption key rkp. g, while unable
to carry out the reverse conversion of the encrypted data Cp
— Cp, and a model referred to as a bidirectional model and
allowing the reverse conversion to also be achieved. In the
bidirectional model, the re-encryption key rka.,g may be

represented as rkaep.

Moreover, a scheme based on ID based encryption, a type
of public key encryption, has also been designed. This scheme
increases the number of function setups for generation of a
master key and adds a master key and an ID as inputs to the key
generation algorithm KeyGen. In the ID based encryption, the
public key pk is the ID itself.

As examples of specific schemes, the following are known:
for the unidirectional model, schemes described in Non-Patent
Literatures 3 and 4, for the bidirectional model, a scheme
described in Non-Patent Literature 5, and for the ID based
encryption, schemes described in Non-Patent Literatures 6 and
7. The embodiments are based on a scheme described in
Non-Patent Literature 8.

FIG. 9 is a schematic diagram showing an example of a
content distribution system illustrating a re-encryption
technique such as described above. The content distribution

system comprises three entities including a content provider
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1, adistribution system 2, and a user 3. The user 3 is referred
to as user A or user B when the users are distinguished from
one another.

In prior arrangement, the content provider 1 is assumed

to have a public key pkgy of the distribution system 2. The

distribution system 2 1s assumed to have re-encryption keys

rkgr-s»a and rkgr—yp used to re-encrypt an encrypted data (pkgr,
M) destined for the distribution system 2 into an encrypted data
destined for a particular user A’s re-encrypted data E(pkp, M)
or B's re-encrypted data E(pkg, M). Each user 3 is assumed to
have a private key skp or skp used to decrypt the re-encrypted
data E destined for the user 3’'s encrypted data E(pkp, M) or

E(pkg, M). Various other keys and parameters will not be

described.

Next, the content provider 1 encrypts a data M using the

public key pkay of the distribution system 2 and distributes

the resultant encrypted data E (pkgr, M) to the distribution

system 2.

The distribution system 2 receives the encrypted data E
(pkgr, M) from the content provider 1. Subsequently, in
response to a content request received from, for example, the

user A, thedistribution system 2 re-encrypts the encrypted data

E (pkgr » M) into a re-encrypted data destined for the particular
user A’s encrypted data E(pkp, M) based on the re-encryption
key for the particular user A rkgr—ya. The distribution system

2 distributes the resultant re-encrypted data E(pkp, M) to the

user A.
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The user A decrypts the re-encrypted data E(pka, M)

received from any distribution system 2 using the private key
ska, and utilizes the resultant data M.

In the content distribution system as described above, the
data M is subjected to no single decryption during a period from
the encryption performed by the content provider 1 until the
decryption performed by the user A. This enables possible
information leakage to be inhibited during a process of content
distribution.

Furthermore, the content provider 1 performs encryption

using the public key pkgy of the distribution system 2 without

identifying the user 3. Thus, only the public key pkgy of the

distribution system 2 needs to be managed, enabling a reduction
in the cost of key management.

The distribution system 2 re-encrypts the encrypted data

E(pkgy, M) for the user 3 without decrypting the encrypted data

E(pkgy, M). This eliminates the need to strictly manage a

server used for re-encryption, enabling a reduction in costs.

The user 3 can utilize any data M as in the case of the
conventional art simply by issuing a content reguest to the
distribution system 2.
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Summary of Invention
Technical Problem

The re-encryption technique as described above normally
has no particular problem, but through their research the
inventors have found the following disadvantages.

The conventional encryption system comprises two entitieg,
an encrypting person and a decrypting person and has only to
be able to identify the decrypting person. In contrast,
according to the re-encryption technique, a decrypting person
disadvantageously fails to verify for whom encrypted data that
has been re-encrypted is originally destined if the decrypting
person does not know from whom the decrypting person receives
re-encrypted data.

For example, according to the re-encryption technique, a
function to generate a re-encryption key can be separated from
a function to perform re-encryption, and thus, these functions
may be implemented in separate entities. In this case, even
when receiving re-encrypted data from an entity that has
performed re-encryption, the decrypting user has no means for
verifying for whom encrypted data that has been re-encrypted
ig originally destined.

Therefore, even if a user or a third person who
investigates the cause of leakage receives leaked encrypted
data that hag been re-encrypted, the user or the third person
is unable to verify, in this state, for whom the encrypted data
that has been re-encrypted is originally destined. Thus,

identifying the source of leakage is difficult.
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As a candidate for a technigque for eliminating the
above-described disadvantage, for example, proxy re-signature
is known. However, the technique is configured to replace a
signature and thus needs to implement a combination of proxy
re-signature with proxy re-encryption that achieves the
above-described re-encryption function. However, the
combination is difficult to realize because the combination
involves an increased amount of calculation and an increased
data length needed to achieve both functions, and because no
suitable method for allowing both systems to cooperate with each
other is known.

As another candidate for a technique for eliminating the
disadvantage, a technique for combining proxy re-encryption
with an existing electronic signature system has been proposed.
However, for this technique, it is presently unknown to which
data and how the encrypting person and the re-encrypting person
may add electronic signatures. Thus, implementing the
technique 1s difficult.

That is, for the re-encryption technique, the
above-described disadvantages have not been eliminated.

An object of the embodiments disclosed herein is to provide
a re-encrypted data verification program, a re-encryption
apparatus, and a re-encryption system wherein a decryption
apparatus, upon receiving re-encrypted data, can verify for
whom encrypted data that has been re-encrypted is originally
destined.

Thus, a case will be described herein where a function to
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generate a re-encryption key and a function to perform
re-encryption are executed by different entities.

A re-encryption system according to an embodiment
comprises an encryption apparatus, a re-encryption key
generation apparatus, a re-encryption apparatus, and a
decryption apparatus.

In the encryption apparatus, a first storage means stores
a public key of the re-encryption apparatus. An encryption
means executes an encryption process on the plain unencrypted
data using the public key of the re-encryption apparatus read
from the first storage means, to obtain encrypted data. The
encryption apparatus transmits the regultant encrypted data to
the re-encryption apparatus.

In the re-encryption key generation apparatus, a second
storage means stores a private key corresponding to the public
key of the re-encryption apparatus and a public key
corresponding to a private key of the decryption apparatus. The
re-encryption key generation apparatus generategs a
re-encryption key using the private key of the re-encryption
apparatus and the public key of the decryption apparatus, both
having been read from the second storage means. The
re-encryption key generation apparatus transmits the generated
re-encryption key to the re-encryption apparatus.

In the re-encryption apparatus, a third storage means
stores the re-encryption key received from the re-encryption
key generation apparatus. A re-encryption means, upon

receiving the encrypted data from the encryption apparatus,
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executes a re-encryption process on the encrypted data using
the re-encryption key read from the third storage means without
decrypting the encrypted data, to obtain re-encrypted data.
The re-encryption apparatus transmits the resultant
re-encrypted data to the decryption apparatus.

The decryption apparatus comprises a fourth storage means,
a decryption means, a holding means, determination means, and
an output means. The fourth storage means stores the public
key of the re-encryption apparatus and the private key of the
decryption apparatus.

The decryptionmeans, upon receiving the re-encrypted data
from the re-encryption apparatus, executes a decryption process
on the re-encrypted data based on the private key of the
decryption apparatus read from the fourth storage means, to
obtain the plain data.

The holding means pre-holds a verification formula that
holds true when the verification formula is calculated by
substituting into the verification formula, a part of the
re-encrypted data used for the re-encryption system, the public
key used for the encryption process executed on the encrypted
data before the re-encryption process is executed on the
re-encrypted data, and a private key that enables the
re-encrypted data to be decrypted.

The determination means performs a calculation based on
the verification formula read from the holding means by
substituting, into the verification formula, the part of the

re-encrypted data received from the re-encryption apparatus,
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and the public key of the re-encryption key generation apparatus
and the private key of the decryption apparatus read from the
forth storage means, to determine whether or not the
verification formula holds true.

The output means outputs verification success indicating
that the public key used for the encryption process executed
on the plain data is the public key of the re-encryption key
generation apparatus when a result of the determination
indicates that the verification formula holds true.

Brief Description of Drawings

FIG. 1 is a schematic diagram showing a configuration of
a re-encryption system according to a first embodiment.

FIG. 2 1s a seguence diagram illustrating the operation
of a key setup process according to the first embodiment.

FIG. 3 1s a seqguence diagram 1llustrating the operation
of an encryption processg according to the first embodiment.

FIG. 4 1s a sequence diagram illustrating the operation
of51re—encryptimﬂkeygenérationprocessaccordingtx>thefirst
embodiment.

FIG. 5 1s a sequence diagram illustrating the operation
of a re-encryption process according to the first embodiment.

FIG. 6 is a sequence diagram illustrating the operation
of a decryption process according to the first embodiment.

FIG. 7 is a seqguence diagram illustrating the operation
of an encryption process according to a second embodiment.

FIG. 8 is a sequence diagram illustrating the operation

of a decryption process according to the second embodiment.
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FIG. 9 is a schematic diagram showing an example of a
content distribution system illustrating a general
re-encryption technique.

Description of Embodiments

Embodiments will be described below with reference to the
drawings. Apparatuses described below can each be implemented
using a hardware configuration or a combined configuration of
hardware resources and software. As the software in the
combined configuration, a program is used which is
pre-installed in each computer from a network or non-transitory
computer-readable storage media M1 to M5 and which is executed
by a processor in the computer to allow the computer to achieve
functions of the respective apparatuses, as shown in FIG. 1.

(First Embodiment)

FIG. 1 is a schematic diagram showing a configuration of
a re-encryption system according to a first embodiment. The
re-encryption system comprises a key generation apparatus 10,
an encryption apparatus 20, a re-encryption key generation
apparatus 30, a re-encryption apparatus 40, and a decryption
apparatus 50. The key generation apparatus 10 generates
various parameters for the re-encryption system and pairs each
of a public key and a private key for the apparatuses 40 and
50.

The encryption apparatus 20 executes an encryption process
on plain data using the public key corresponding to the private
key of the re-encryption key generation apparatus 30, and

transmits the resultant encrypted data to the re-encryption
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apparatus 40.

The re-encryption key generation apparatus 30 generates
a re-encryption key using the private key of the re-encryption
key generation apparatus 30 and the public key of the decryption
apparatus 50. The re-encryption key generation apparatus 30
subsequently transmits the re-encryption key to the
re-~encryption apparatus 40.

The re-encryption apparatus 40 executes a re-encryption
process on the encrypted data received from the encryption
apparatus 20 using the re-encryption key transmitted by the
re-encryption key generation apparatus 30 without decrypting
the encrypted data, and transmits the resultant re-encrypted
data to the decryption apparatus 50.

The decryption apparatus 50 executes a verification
process on the re-encrypted data using the public key of the
re—encrthion key generation apparatus 30 and executes a
decryption process on the re-encrypted data using the private
key corresponding to the public key of the decryption apparatus
50, to obtain plain data. A plurality of the re~encryption key
generation apparatuses 30, a plurality of the re-encryption
apparatuses 40, and a plurality of the decryption apparatuses
50 may be provided. However, in this case, a single
re-encryption key generation apparatus 30, a single
re-encryption apparatus 40, and a single decryption apparatus
50 are provided by way of example.

Now, configurations of the apparatuses 10 to 50 will be

described.
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The key generation apparatus 10 comprises a key generation
parameter storage unit 11, a temporary data storage unit 12,
a public parameter generation unit 13, a public key and private
key generation unit 14, a communication unit 15, and a control
unit 16.

The key generation parameter storage unit 11 is a storage
apparatus that stores key generation parameters.

The temporary data storage unit 12 is a storage apparatus
that stores temporary data such as data originating from
processes being executed by the generation units 13 and 14 and
the results of the processes.

The public parameter generation unit 13 generates public
parameters for key generation.

The public key and private key generationunit 14 generates
a public key and a private key destined for a user.

The communication unit 15 is a communication interface
that allows communications with the other apparatuses 20 to 50.
The communication unit 15 has, for example, a function to
transmit the public and private key pairs of 30 and 50 in the
temporary data storage unit to the apparatuses 30 and 50 under
the control of the control unit 16, and a function to transmit
the public key of the re-encryption key generation apparatus
30 in the temporary data storage unit 12 to the encryption
apparatus 20 under the control of the control unit 16. In the
description below, the description of intervention of the
communication unit 15 for transmissions may be omitted in order

to avoid redundant descriptions in connection with the
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transmissions. This also applies to communication units of the
other apparatuses 20 to 50.

The control unit 16 has a function to control the units
11 to 15 so that the units 11 to 15 can perform operations shown
in FIG. 2. |

The encryption apparatus 20 comprises a temporary data
storage unit 21, a communication unit 22, an encryption
parameter generationunit 23, an encrypted data generationunit
24, and a control unit 25.

The temporary data storage unit 21 is a storage apparatus
that stores the public key of the re-encryption key generation
apparatus 30 received from the key generation apparatus 10 and
temporary data such as data originating from processes being
executed by the generation units 23 and 24 and the results of
the processes (hereinafter also referred to as temporary data) .

The communication unit 22 is a communication interface
that allows communications with the other apparatuses 10 and
30 to 50. Thecommunicationunit 22 has, for example, a function
to acquire the public key of the re-encryption key generation
apparatus 30 released to the key generation apparatus 10 to
write the public key to the temporary:data storage unit 21 and
a function to transmit the encrypted data in the temporary data
storage unit 21 to the re-encryption apparatus 40 under the
control of the control unit 25.

The encryption parameter generation unit 23 has a function
to generate encryption parameters.

The encrypted data generation unit 24 apparatus has a
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function to execute an encryption process on plain data using
the public key of the re-encryption key generation apparatus
30 read from the temporary data storage unit 21 to generate
encrypted data and a function to write the resultant encrypted
data to the temporary data storage unit 21.

The control unit 25 has a function to control the units
21 to 24 so that the units 21 to 24 can perform operations shown
in FIG. 3.

The re-encryption key generation apparatus 30 comprises
a private key storage unit 31, a temporary data storage unit
32, acommunicationunit 33, a re-encryption key generationunit
34, and a control unit 35.

The private key storage unit 31 is a storage apparatus that
stores the private key of the re-encryption key generation
apparatus 30 received from the key generation apparatus 10.

The temporary data storage unit 32 is a storage apparatus
that stores the public key of the decryption apparatus 50
received from the key generation apparatus 10 and temporary data
such as data originating from processes being executed by the
re-encryption key generation apparatus 34 and the results of
the processes.

The communication unit 33 is a communication interface
that allows communications with the other apparatuses 10, 20,
40, and 50. The communication unit 33 has, for example, a
function to transmit the re-encryption key in the temporary data
storage unit 32 to the re-encryption apparatus 40 under the

control of the control unit 35.



10

15

20

25

- 17 -

The re-encryption key generation unit 34 has a function
to generate a re-encryption key using the private key of the
re-encryption key generation apparatus 30 read from the private
key storage unit 31 and the public key of the decryption
apparatus 50 read from the temporary data storage unit 32 and
a function to write the re-encryption key to the temporary data
storage unit 32.

The control unit 35 has a function to control the units
31 to 34 so that the units 31 to 34 can perform operations shown
in FIG. 4.

The re—-encryption apparatus 40 comprises a re-encryption
key storage unit 41, a temporary data storage unit 42, a
communication unit 43, a re-encryption process unit 44, a
verification program storage unit 45, a distribution unit 46,
and a control unit 47.

The re-encryption key storage unit 41 1s a storage
apparatus that stores the re-encryption key received from the
re-encryption key generation apparatus 30.

The temporary data storage unit 42 is a storage apparatus
that stores temporary data such as data originating from
processes being executed by the re-encryption process unit 44
and the results of the processes.

The communication unit 43 is a communication interface
that allows communications with the other apparatuses 10 to 30
and 50. The communication unit 43 has, for example, a function
to deliver the encrypted data received from the encryption

apparatus 20 to the re-encryption process unit 44, a function
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to transmit re-encrypted data in the temporary data storage unit
42 to the decryption apparatus 50 under the control of the
control unit 47, and a function to transmit a re-encrypted data
verification program in the verification program storage unit
45 to the decryption apparatus 50 under the control of the
distribution unit 46.

The re~encryption process unit 44 has a function to execute,
upon receiving the encrypted data from the encryption apparatus
20, a re-encryption process on the encrypted data using the
re-encryption key read from the re-encryption key storage unit
41 without decrypting the encrypted data to obtain re-encrypted
data, and a function to write the resultant re-encrypted data
to the temporary data storage unit 42.

The verification program storage unit 45 is a storage
apparatus that stores the re-encrypted data verification
program. The re-encryption key storage unit 41 and the
verification program storage unit 45 may be implemented as
separate storage areas in the same storage apparatus or as
separate storage apparatuses.

The distributionunit 46 has a function to distribute, upon
receiving a distribution request for the re-encrypted data
verification program from the decryption apparatus 50, the
re-encrypted data verification program in the verification
program storage unit 45 from the communication unit 43 to the
decryption apparatus 50.

The verification program storage unit 45 is located in the

re-encryption apparatus 40, which distributes the re-encrypted
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data verification program in the verification program storage
unit 45 through the distributionunit 46. However, an apparatus
other than the re-encryption apparatus 40 may perform the
distribution. This is because the above-described
configuration is only an example of the embodiment, and because
an apparatus other than the re-encryption apparatus 40 may
distribute the re-encrypted data verification program.
Specifically, the key generation apparatus 10 may distribute
the re-encrypted data verification program to the decryption
apparatus 50, described below, or the re-encryption key
generation apparatus 30 may distribute the re-encrypted data
verification program to the decryption apparatus 50, described
below.

The control unit 47 has a function to control the units
41 to 46 so that the units 41 to 46 can perform an operation
of distributing the re-encrypteddata verification program (not
shown in the drawings) and operations shown in FIG. 5.

The decryption apparatus 50 comprises a private key
storage unit 51, a temporary data storage unit 52, a
communication unit 53, a decryption process unit 54, an
encrypted data verification process unit 55, and a control unit
56.

The private key storage unit 51 is a storage apparatus that
stores the private key of the decryption apparatus 50 received
from the key generation apparatus 10.

The temporary data storage unit 52 is a storage apparatus

that stores the private key of the decryption apparatus 50
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received from the key generation apparatus 10 and the public
key of the re-encryption key generation apparatus 30,
temporary data such as data originating from processes being
executed by the decryption process unit 54 and the encrypted
data verification process unit 55, and the results of the
processes.

The communication unit 53 is a communication interface
that allows communications with the other apparatuses 10 to 40.
The communication unit 53 has, for example, a function to write
the private key of the decryption apparatus 50 received from
the key generation apparatus 10 to the private key storage unit
51, a function to write the public key of the decryption
apparatus 50 received from the key generation apparatus 10 and
the public key of the re-encryption key generation apparatus
30 to the temporary data storage unit 52, and a function to
deliver the re-encrypted data received from the re-encryption
apparatus 40 to the decryption process unit 54.

The decryption process unit 54 has a function to execute,
upon receiving the re-encrypted data from the re-encryption
apparatus 40, a decryption process on the re-encrypted data
based on the private key of the decryption apparatus 50 read
from the private key storage unit 51 to obtain plain data, and
a function to write the resultant plain data to the temporary
data storage unit 52.

The encrypted data verification process unit 55 has the
following functions (£f55-1) to (£55-3).

(£55-1) A holding function to pre-hold a verification
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formula that holds true when the verification formula is
calculated by substituting into the verification formula, a
part of the re-encrypted data used for the re-encryption system,
the public key used for the encryption process executed on
encrypted data before the re-encryption process is executed on
the re-encrypted data, and the private key that enables the
re-encrypted data to be decrypted. The holding function to
pre~hold the verification formula may be interchanged with a
holding function to hold a program code in which the
verification formula is pre-described.

(£55-2) A determination function to perform a calculation
based on the verification formula read from the holding function
by substituting into the verification formula, the part of the
re-encrypted data received from the re-encryption apparatus,
the public key of the re-encryption key generation apparatus
30 read from the temporary data storage unit 52, and the private
key of the decryption apparatus 50 in the private key storage
unit 51 to determine whether or not the verification formula
holds true.

(£55-3) A function to output verification success
indicating that the public key used for the encryption process
executed on the plain data is the public key of the re-encryption
keygenerationapparatus30xﬂkﬂlthexesultcﬁfthedeterminatidn
indicates that the verification formula holds true.

The control unit 56 has a function to control the units
51 to 55 so that the units 51 to 55 can perform the operations

shown in FIG. 6.
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Next, the operations of the re-encryption system
configured as described above will be described using sequence
diagrams shown in FIGS. 2 to 6. The decryption apparatus 50
is assumed to have transmitted a distribution request for the
re-encrypted data verification program to the re-encryption
apparatus 40 and to be executing the‘re~encrypted data
verification program received from the distribution unit 46 of
the re-encryption apparatus 40.

Furthermore, the following operations will be described
taking an example case where a (1) key setup process, an (2)
encryption process, a (3) re-encryption key generation process,
a (4) re-encryption process, and a (5) decryption process are
executed in this order. However, the operations described
belcw need not necessarily involve the execution of the
processes in the above-described order. For example, the
generation of a re-encryption key may precede the encryption
process. Furthermore, the encrypted data may be decrypted
without execution of the re-encryption process.

Furthermore, the operations will be described using the
technique described in Non-Patent Literature 8 by way of example,
except for a process executed by the encrypted data verification
process unit 55 in the decryption apparatus 50. That is, the
processes other than the process executed by the encrypted data
verification process unit 55 can be more deeply understood with
supplementary reference to Non-Patent Literature 8.

(1) The key setup process is executed by the key generation

apparatus 10 as illustrated in FIG. 2 and steps ST1 to ST12
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First, the public parameter generation unit 13 of the key
generation apparatus 10 generates public parameters (p, A, G,
Gp, g, u, v, Sig) (ST1l). Specifically, the public parameter
generation unit 13 selects, based on a security parameter A

pre-stored in the key parameter storage unit 11, bilinear map

groups (G, Gp) that satisfy a prime order p > 2Ai, generators
g, u, veG, and a one-time signature Sig(G,S,V) satisfying strong
unforgeability.

Here, G in the one-time signature Sig(f},g,‘?) (Sig(@,&‘?)
is hereinafter also referred to as Sig) means a function to
generate a one-time key pair (ssk, svk), S means a function to
generate a signature o for a message M, and V means a function
to verify validity.

The one-time signature is described in detail in
Non-Patent Literature 10. Furthermore, G and Gp are group sets
defined by elliptic curves and used for a pairing function such
as shown below.

Pairing function: e(gq1, gp) = gp where g1, gp€G and gpeGr.

The pairing function has such a property as shown in the
following formula:

e(g®, g) = s(g, g®) = e(g, g)@ where geG and aeZy.

Subsequently, the public parameter generation unit 13
writes the generated public parameters to the temporary data
storage unit 12. The key generation apparatus 10 uploads the

public parameters (p, A, G, Gp, g, u, v, Sig) stored in the

temporary data storage unit 12 (8T2).
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Furthermore, when identification information on the
re-encryption key generation apparatus 30 is denoted by i, the

public key and private key generation unit 14 generates a

private key Xi€Zp* of the re-encryption key generation
apparatus 30 and uses the private key xj to generate a public
key X; = g¥1l of the re-encryption key generation apparatus 30.
Note that Zp* is a set of integers which are Zp and which are

coprime to p (= (Z/pZ)*) and may also be referred to as a
multiplicative group Zp* for a prime number p. Zp ig a set of
integers equal to or larger than 0 and smaller thanp (=(Z/p2)*) .

Subsequently, the public key and private key generation
unit 14 writes the generated public and private key pair to the
temporary data storage unit 12. The communication unit 15
transmits the private key x4 in the temporary data storage unit
12 to the re-encryption key generation apparatus 30 under the
control of the control unit 16 (ST8). The key generation
apparatus 10 uploads a public key X; of the re-encryption key
generation apparatus 30 in the temporary data storage unit 12
(ST9) .

Similarly, when identification information on the

decryption apparatus 50 is denoted by J, the public key and

private key generation unit 14 generates a private key‘XjeZp*
of the decryption apparatus 50 and uses the private key x4 to
generate a public key X5 = g*J of the decryption apparatus 50
(ST10) .

Subsequently, the public key and private key generation

unit 14 writes the generated public and private key pair to the
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temporary data storage unit 12. The communication unit 15
transmits thejprivate'key'Xj in the temporary data storage unit
12 to the re-encryption key generation apparatus 50 under the
control of the control unit 16 (ST11). The key generation
apparatus]l)uploadseapublic:key}gjof the decryption apparatus
50 in the temporary data storage unit 12 (8T12). Furthermore,

a process similar to the process in steps ST10 to ST1Z2 may be

executed on a private key xp and a public key Xy of the encryption
apparatus 20 as necessary to transmit the private key xp to the

encryption apparatus 20, while releasing the public key Xp.

The key setup process completes as described above.
Subsequently, the apparatuses 20, 30, 40, and 50 may
appropriately acquire and utilize the public parameters and
public key uploaded in steps ST2, ST9, and ST1Z2.

(2) The encryption process is executed by the encryption
apparatus 20 as shown in FIG. 3 and steps ST21 to ST24.

That 1s, the encryption parameter generation unit 23 of
the encryption apparatus 20 generates a key pair (ssk, svk)<«
G(ZJ of a signature key ssk and a verification key svk in the
one-time signature based on a security parameter A and a key
palr generation function G in the public parameters (ST21).
The encryption parameter generation unit 23 sets the
verification key svk in first encryption data C1 (C1 = svk).

Furthermore, the encryption parameter generation unit 23

generates a first random number reZp* to deliver the first

random number reZp* to the encrypted data generation unit 24.

Based on the first random number r, the encrypted data
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generation unit 24 generates second, third, and fourth

encrypted data Cp, C3, and Cg4 shown below for a message meGm

as plain data (8T22).

CQZZZXf

Cg=c¢elg,g)l 'm
r

C4::(U8Vk'V)

Specifically, in step ST22, the encryption key generation

unit 23 generates the second encrypted data Cp based on the
public key X3 of the re-encryption key generation apparatus 30
and the first random number r. Furthermore, the encrypted data
generation unit 24 generates the third encrypted data C3 using
the pairing function based on the generator g included in the
public parameters, the first random number r, and the message
m. Also, the encrypted data generation unit 24 generates the
fourth encrypted data Cq based on the generators u and v included
in the public parameters, the verification key svk generated
in step ST21, and the first random number r.

After step ST22 ends, the encrypted data generation unit

24 generates, for the third and fourth encrypted data C3 and

Cq, a one-time signature ¢ based on a signature generation

function § in the public parameters the signature key ssk
generated in step ST21 as shown below (ST23).

c = S (ssk, (C3, Cg))

Subsequently, the encrypted data generation unit 24
generates encrypted data C; = (C1, Cp, C3, C4, o) including the

first to fourth encrypted data Cq; to Cg and the one-time
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signature o, and writes the resultant encrypted data to the
temporary data storage unit 21.

The communication unit 22 transmits the encrypted data C;
in the temporary data storage unit 21 to the re-encryption
apparatus 40 under the control of the control unit 25 (ST24).

The encryption process completes as described above.

(3) The re-encryption key generation process is executed
by the re-encryption key generation apparatus 30 as shown in
FIG. 4 and steps ST31 to ST33.

That is, the communication unit 33 of the re-encryption

key generation apparatus 30 acquires the public key'Xj of the

decryption apparatus 50 uploaded by the key generation

apparatus 10 and writes the public key'Xj to the temporary data

storage unit 32 under the control of the control unit 35 (ST31).
Furthermore, in step ST5 described above, the communication

unit 33 receives the private key x3; of the re-encryption key

generation apparatus 30 from the key generation apparatus 10

and writes the private key x; to the private key storage unit

31.

The re-encryption key generation unit 34 generate a

re-encryption key Ri 4 based on the private key x; of the

re-encryption key generation apparatus 30 in the private key

storageunit31andthe§mblickey>% of the decryption apparatus

50 in the temporary data storage unit 32 (ST32). The

re-encryption key R:- 1s described by:
1]

e Ji
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Subsequently, the re-encryption key generation unit 34

writes the generated re-encryption key Ri4 to the temporary data

storage unit 32. The communication unit 33 transmits the
re«encryption_key'Rij in the temporary data storage unit 32 to
the re-encryption apparatus 40 under the control of the control
unit 35 (ST33).

The re-encryption key generation process completes as
described above.

(4) The re-encryption process is executed by the
re-encryption apparatus 40 as shown in FIG. 5 and stepgs ST41
to ST43.

The communication unit 43 of the encryption apparatus 40
writes the encrypted data transmitted in step ST24 and the
re~encryption.key'Rij transmitted in step ST33 to the temporary
data storage unit 42.

The re-encryption process unit 44 uses the public
parameters and verification formulae shown below to verify the
encrypted data C; in the temporary data storage unit 42 (ST41).
In this case, the verification succeeds if the two verification
formulae hold true. The verification fails if at least one of
the verification formulae fails to hold true.

o
eGZz,uC1°V)¥:eCXi,C4)
?

V(C1,0.(C3,Cyq))=1

Upon succeeding in the verification, the re-encryption
process unit 44 generates a second random number tezp* and first,

second, third, and fourth re-encrypted data Cy', Cp", Cp"', Coy
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(ST42) .
CQ:Xf

{%}/j
1 X:
Cé::R{§::g !

L — t: rt
cp=cl=x!

t

Coy =g’

Specifically, instep ST42, the re~encryption procegg unit
44 generates the first re-encrypted data Cy' based on the public
key X; of the re-encryption key generation apparatus 30 and the
second random number t. Furthermore, the re-encryption
process unit 44 generates the second re-encrypted data Cy" based
on the re-encryption key Rij and the second random number t.
Moreover, the re-encryption process unit 44 generates the third
re-encrypted data Cy"' based on the second encrypted data Cp
and the second random number t. Additionally, the
re-encryption process unit 44 uses the second random number t
to generate the fourth re-encrypted data Cyy.

After step ST42 ends, the re-encryption process unit 44
substitutes the first to fourth re-encrypted data Cy' to Cy""',
CoV with the second encrypted data Cp in the encrypted data Cj
to generate re-encrypted data Cy = (Cp, Cp', Cp", Co"', Cpy,
C3, C4, ©). The re-encryption process unit 44 then writes the
resultant encrypted data to the temporary data storage unit 42.

The communication unit 43 transmits the re-encrypted data
C5 in the temporary data storage unit 42 to the decryption
apparatus 50 under the control of the contrcl unit 47 (ST43).

The re-encryption process completes as described above.
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(5) The decryption process is executed by the decryption
apparatus 50 as shown in FIG. 6 and steps 8751 to STh4. If step
STh4 fails, steps STH5 and STh6 are further executed.

That is, the communication unit 53 of the decryption

apparatus 50 receiveg the re-encrypted data C5 transmitted in

step ST43 to write the re-encrypted data Cj to the temporary

data storage unit 52.

The decryption process unit 54 verifies the re-encrypted

data C5 in the temporary data storage unit 52 using the public

parameters and the public key X of the decryption apparatus

50 as well as verification formulae shown below (ST51). The
verification succeeds if the three verification formulae hold
true, and fails if at least one of the verification formulae

fails to hold true.

?
e(Ch,Ch)=e(Xj,e)
C e
e(Cﬁ,u 1'V]=%JCQ,C4)
N ?
V(C1,0,(C3,Cy))=1
Upon succeeding in the verification, the decryption

process unit 54 decrypts the message m from the re-encrypted

data.Cj based on the private key'Xj of the decryption apparatus

50 as shown by Formula 11 (8T52).

m=©3

bes

e(Ch,C%)

On the other hand, the communication unit 53 acquires the
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public key X4 of the re-encryption key generation apparatus 30
uploaded by the key generation apparatus 10 to write the public
key X4 to the temporary data storage unit 52, under the control
of the control unit 56. The public key X; of the re-encryption

key generation apparatus 30 corresponds to the public key X;

of the re-encryption key generation apparatus 30 having

identification information i expected to be the destination of

the encrypted data C; present before the process of
re-encryption into the re-encrypted data C5 is executed.
The encrypted data verification process unit 55 pre-holds
a part of the re-encrypted data C5 used for the re-encryption
system, and such a formula as shown below holds true when the

public key Xi, used for the encryption process executed on the

encrypted data C; present before the process of re-encryption

into the re-encrypted data C5 is carried out, is substituted

into the formula.

e(Ch.g)=elCav . X;)

The left side and right side of the verification formula
can be expressed as follows.

X.- t X.. t
(Left side of the verification formula) ::e(g ! ,g]zwa@,g)l

' X
(Right side of the verification formula) ZZe(gt,gX'lj:e(g,g)1
Subsequently, the encrypted data verification process

unit 55 performs a calculation based on theverification formula

by substituting, into the verification formula, the part (Cp',
CZV)ofthere—encrypteddatacjreceivedfromthere~encryption

apparatus 40 and the public key X; of the re-encryption key
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generation apparatus 30 read from the temporary data storage
unit 52, to determine whether or not the verification formula
holds true. The encrypted data verification process unit 55
thus verifies for whom the re-encrypted data is originally
destined (ST54).

The encrypted data verification process unit 55 outputs
verification success indicating that the public key used for
the encryption process executed on the message m as plain data
is the public key Xi of the re-encryption key generation
apparatus 30 when the result of the determination indicates that
the verification formula holds true.

Furthermore, when the result of the determination in step
ST54 indicates that theverification formula does not hold true,
the public key of another apparatus (for example, ancther
re-encryption apparatus not shown in the drawings) is acguired
(ST55), and verification similar to the verification in step
ST54 is repeated (STh6). Thus, a re-encryption apparatus 1s
identified which has a public key that allows the verification
formula to hold true.

Ags described above, according to the first embodiment, the
decryption apparatus 50 comprises the encrypted data
verification process unit 55 that pre-holds the verification
formula that holds true when the verification formula is

calculated by substituting into the verification formula the

part of the re-encrypted data C5. the public key X5 used for

the encryption process executed on the encrypted data C{ present

before the re-encryption process is executed on the
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re-encrypted data Cq, and the private key X that enables the

re-encrypted data Cy to be decrypted, the encrypted data

verification process unit 55 verifying theverification formula.
Thus, the decryption apparatus, upon receiving the re-encrypted
data, can verify for whom the encrypted data that has been
re-encrypted is originally destined.

In the first embodiment, the order of the processes may
be changed. For example, the orders of the decryption process
and the encrypted data verification process may be changed.
Similarly, the order of the re-encryption key generation
process may be changed such that the re-encryption key
generation process precedes the encryption process.

Furthermore, the first embodiment may be changed to a form
in which the encrypted data is decrypted without being
re-encrypted as disclosed in Non-Patent Literature 8. In this
case, the message m is decrypted by the private key x;i of the
re-encryption key generation apparatus 30 rather than by the
decryption apparatus 50. For example, the re-encryption key
generation apparatus 30 verifies the encrypted data as in the

case of step ST41 and then decrypts the message m based on:

m= ©C3

ki

e(Cz.g)

That is, the re-encryption system according to the present

embodiment can be implemented by adding the process executed

by the re-encryption process unit 44 to generate Cpy and the

encrypted data verification process unit 55 to the technique
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described in Non-Patent Literature 8.

In addition, according to the first embodiment, even if
the re-encryption key generation apparatus 30 decrypts the
encrypted data without executing the re-encryption process,
verification of encrypted data as shown by Formula 14 allows
the system to determine that the public key originally used for

the encrypted data is the public key Xi of the re-encryption

key generation apparatus 30.
e(Ch.g)=e(Cov .X;)
The left and right sides of Formula 14 can be expressed
as follows.
xit t Xit
(Left side of Formula 14) ::e[g ,g}zua@,g)
. X:°t
(Right side of Formula 14) :e(gﬁ gX{%:e@;g)l

(Second Embodiment)

Now, a re-encryption system according to a second
embodiment will be described using FIG. 1 described above. The
second embodiment is a modification of the first embodiment in
which the public key X; of the re-encryption key generation
apparatus 30 is pre-embedded in the message m so that any
re-encryption system can verify for whom the encrypted data is
originally destined.

Specifically, the encrypted data generation unit 24 of the
encryption apparatus 20 has a function to execute the
above-described encryption process on the message m as plain

data in which the public key X; of the re-encryption key

generation apparatus 30 is embedded. The embedding process may
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be, for example, a process of generating a digital watermark
or a process of simply adding (concatenating) the public key
X4 or the encrypted data in the public key X; to the message
m. For example, 1f the encrypted data generation unit 24

creates the encrypted data in the public key X; by encrypting
the public key X; of the re-encryption key generation apparatus
30 using the private key xp of the encryption apparatus 20, the
decryption apparatus 50 performs decryption using the public
key X, of the encryption apparatus 20 to enable the public key

Xs of the re-encryption key generation apparatus 30 to be

extracted.

In connection with this, the control unit 25 of the
encryption apparatus 20 has a function to control the units 21
to 24 so that the units 21 to 24 perform operations shown in
FIG. 7.

On the other hand, the encrypted data verification process
unit 55 of the decryption apparatus 50 hags functions (f£55-4)
to (£55-6) instead of the holding function (£55-1),
determination function (£55-2), and output function (f55-3)
described above.

(f55-4) An extraction function to extract the embedded
public key X4 from the message m decrypted by the
above-described decryption function.

(£55-5) A comparison function to compare the extracted
public key X3 with the public key X4 of the re-encryption key
generation apparatus 30 read from the temporary data storage

unit 52.
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(£f55-6) A function to output verification success

indicating that the public key X; used for the encryption
process executed on the message m is the public key X5 of the
re-encryption key generation apparatus 30 when the result of
the comparison indicates that the extracted public key X;

matches the public key X5 of the re-encryption key generation

apparatus 30.

In connection with this, the control unit 56 of the
decryption apparatus 50 has a function to control the units 51
to 55 so that the units 51 to b5 perform operations shown in
FIG. 8.

Next, operations of the re-encryption system configured
as described above will be described using sequence diagrams
in FIG. 7 and FIG. 8.

(1) The key setup process operates as described above.

(2) Step S8T21 of the encryption’process operates as
described above.

After step ST21 ends, the encrypted data generation unit
24 of the encryption apparatus 20 embeds the public key X; of
the re-encryption key generation apparatus 30 in the message
m as plain data (ST22-x), and then performs the operation in
step ST22 described above on the message m with the public key
X; embedded therein as shown in FIG. 7.

That is, the encrypted data generation unit 24 generates
the second, third, and fourth encrypted data Cyp, C3, and Cq for

the message with the public key X; embedded therein meGm based

on the first random number r, as described above (ST22).



10

15

20

25

- 37 -

Steps ST23 and ST24 of the encryption process operate as
described above.

The (3) re-encryption key generation process and the (4)
re-encryption process operate as described above.

Steps ST51 to ST53 of the (5) decryption process operate
as described above.

After step ST53 ends, the encrypted data verification
process unit 55 of the decryption apparatus 50 extracts the
embedded public key X; from the decrypted message m as shown
in FIG. 8 (ST54-x1).

The encrypted data verification process unit 55 compares
the extracted public key X; with the public key X; of the
re-encryption key generation apparatus 30 read from the
temporary data storage unit 52 to verify for whom the
re-encrypted data is originally destined (STh4-x2).

The encrypted data verification process unit 55 outputs
verification success indicating that the public key used for
the encryption process executed on the message m is the public

key X; of the re-encryption key generation apparatus 30 when

the result of the comparison indicates that the extracted public
key X3 and the public key X; of the re-encryption key generation
apparatus 30 match.

Furthermore, when the result of the determination in step

STh4-x2 indicates that the extracted public key Xj and the

public key Xi of the re-encryption key generation apparatus 30

fail tomatch, the public key of another apparatus (for example,

another re-encryption apparatus not shown in the drawings) is
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acquired (ST55-x) andwritten to the temporary data storage unit
52, andverification similar to the verification in step ST54-x2
is repeated (ST56-x). Thus, a re-encryption apparatus is
identified which has aApublic key that matcheg the extracted
public key.

As described above, according to the second embodiment,
the encryption apparatus 20 comprises the encrypted data
generation unit 24 that embeds the public key X; of the
re-encryption key generation apparatus 30 in the message m as
plain data and then performs the above-described encryption
process on the message mwith the public key X; embedded therein.
Furthermore, the decryption apparatus 50 comprises the

encrypted data verification process unit 55 that extracts the

embedded public key X; from the decrypted message m and performs
verification by comparing the extracted public key X; with the

public key X5 of the re-encryption key generation apparatus 30

read from the temporary data storage unit 52. Thus, according
to the second embodiment, since the encryption apparatus 20 and
the decryption apparatus 50 as described above are provided,
the decryption apparatus, upon receiving the encrypted data,
can verify for whom the encrypted data that has been
re-encrypted is originally destined.

According to at least one of the above-described
embodiments, 1n the re-encryption system, the decryption
apparatus, upon receiving the re-encrypted data, can verify for
whom the encrypted data that has been re-encrypted is originally

destined.
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The method described in each embodiment can also be stored
in a storage medium such as a magnetic disk (floppy™ disk, hard
disk, or the like), an optical disk (CD-ROM, DVD, or the like),
a magneto-optical disk (MO), or a semiconductor memory as a
program which can be executed by a computer and distributed.

As the storage medium, any configuration which is a
computer-readable storage medium in which a program can be
stored may be used regardless of a storage format.

An OS (operating system) which operates on a computer on
the basis of an instruction of a program installed from the
storage medium in the computer, database management software,
and MW {(middleware) such as network softwarelnay'execﬁte51part
of the processes to realize the embodiment.

Furthermore, the storage medium according to each
embodiment includes not only a medium independent of a computer
but also a storage medium in which a program transmitted through
a LAN, the Internet, or the like is downloaded and stored or
temporarily stored.

The number of storage media is not limited to one. A case

~in which the process in each embodiment is executed from a

plurality of media is included in the storage medium according
to the present invention. Anymediumconfiguration may be used.

A computer according to each embodiment is to execute the
processes in each embodiment on the basis of the program stored
in a storage medium. The computer may have any configuration
such ag one apparatus constituted by a personal computer or a

system in which a plurality of apparatuses are connected by a
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network.

A computer in each embodiment includes not only a personal
computer but also an arithmetic processing apparatus, a
microcomputer, or the like included in an information
processing apparatus. The computer is a generic name of an
apparatus and a device which can realize the functions of the
present invention by a program.

While certain embodiments have been described, these
embodiments have been presented by way of example only, and are
not intended to limit the scope of the inventions. Indeed, the
novel embodiments described herein may be embodied in a variety
of other forms; furthermore, various omissions, substitutions
and changes in the form of the embodiments described herein may
be made without departing from the spirit of the inventions.
The accompanying claims and their equivalents are intended to
cover such forms or modifications as would fall within the scope

and spirit of the inventions.
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CLAIMS

1. A re-encrypted data verification program used in a
system comprising an encryption apparatus (20) executing an
encryption process on plain data using a public key
corresponding to a private key of a re-encryption key generation
apparatus (30) and transmitting resultant encrypted data to a
re-encryption apparatus (40), the re-encryption apparatus then
executing a re-encryption process on the encrypted data using
a re-encryption key without decrypting the encrypted data and
transmitting resultant re-encrypted data to a decryption
apparatus (50), the decryption apparatus executing a
verification process on the re-encrypted data using a public
key of the re-encryption apparatus, and executing a decryption
process on the re-encrypted data using a private key
corresponding to a public key of the decryption apparatus 50
to obtain the plain data, the re-encrypted data verification
program being executed by a processor in the decryption
apparatus comprising a storage means storing the public key of
the re-encryption key generation apparatus and the private key
of the decryption apparatus, the re-encrypted data verification
program being stored in a non-transitory computer-readable
storage medium (M5), the re-encrypted data verification program
characterized by comprising:

a first programcode (55) allowing the processor to execute
a process of holding a program code with a verification formula
pre-described therein, the verification formula holding true

when being calculated by substituting into the verification
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formula, a part of the re-encrypted data used for the
re-encryption system and the public key used for the encryption
process executed on the encrypted data before the re-encryption
process is executed on the re-encrypted data;

a second program code (55) allowing the processor to
execute a process of performing a calculation based on the
verification formula by substituting into the verification
formula, the part of the re-encrypted data received from the
re-encryption apparatus and the public key of the re-encryption
key generation apparatus read from the storage means, to
determine whether or not the verification formula holds true;
and

a third program code (55) allowing the processor to execute
a process of outputting detection success indicating that the
public key used for the encryption process executed on the plain
data is the public key of the re-encryption key generation
apparatus when a result of the determination indicates that
the verification formula holds true.

2. The re-encrypted data verification program according
to Claim 1, characterized in that, when the private key and

public key of the re-encryption key generation apparatus are

represented by x5 and X4 (where, when bilinear map groups

satisfying a prime order p > 2h are represented by G and G and

a first generator is represented by geG, based on a security

parameter A, public parameters (p, A, G, Gp, g, u, v, Sig)),
the plain data is presented by meGr,

the encrypted data is represented by Ci = (Cq1, Cp, C3, Cy4,



10

15

20

25

- 43 -

o) (where, when a signature key and a verification key in a

one-time signature are represented by ssk and svk, a

multiplicativegrowpforeaprimenumber;>isrepresentedknfzp*,

a first random number is represented by reZp*, a pairing

function is represented by e(,), a second generator and a third
generator are represented by u, veG, respectively, and a
signature generation function of the one-time signature is

represented by §, for

C1 = svk,
C2=::Xf,
Cg=celg,gf

r
Cy= (uSVk . v) ,
c = S (ssk, Csz, Cg)

), and
when the private key and public key of the decryption
apparatus are represented by x5 and X5 (where: Xi::gxi,
Xv
X=g 1),
the re-encryption key is represented by:

1 Xj
j 14

the re-encrypted data is representedby C4 = (C1, Cp», Cpn,
Cowi, Coy, C3, C4, ©) (where a second random number is
represented by teZp*), for

Co=xr,

1

- %)

CHh = c‘ﬂ-~><;rt
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the verification formula is represented by:

e(Ch.g)=e(Cav . X).

3. The re-encryption apparatus (40) using the
re-encrypted data verification program according to Claim 1 or
Claim 2, the re-encryption apparatus (40) comprising:

a verification program storage means (45) for storing the
re-encrypted data verification program; and

a verification program distribution means (46) for
distributing the re-encrypted data verification program in the
verification program storage means to the decryption apparatus
upon receiving a distribution request for the re-encrypted data
verification program from the decryption apparatus.

4, A re-encryption system comprising an encryption
apparatus (20), a re-encryption key generation apparatus (30),
a re-encryption apparatus (40), and a decryption apparatus (50},
the re-encryption system characterized in that

the encryption apparatus (20) is comprised of:

a first storage means (21) for storing a public key of the
re-encryption key generation apparatus;

an encryption means (24) for executing an encryption
process on the plain data using the public key of the
re-encryption key generation apparatus read from the first
storage means, to obtain encrypted data; and

ameans (22) for transmitting the resultant encrypted data
to the re-encryption apparatus,

the re-encryption key generation apparatus (30)
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a second storage means (31 and 32) for storing a private
key corresponding to the public key of the re-encryption key
generation apparatus and a public key corresponding to a private
key of the decryption apparatus;

a means (34) for generating a re-encryption key using the
private key of the re-encryption key generation apparatus and
the public key of the decryption apparatus both read from the
second storage means; and

ameans (33) for transmitting the generated re-encryption
key to the re-encryption apparatus,

the re-encryption apparatus (40) comprising:

a third storage means (41) for storing the re-encryption
key received from the re-encryption key generation apparatus;

a re-encryption means (44) for, upon receiving the
encrypted data from the encryption apparatus, executing a
re-encryption process on the encrypted data using the
re-encryption key read from the third storage means without
decrypting the encrypted data, to obtain re-encrypted data; and

a means (43) for transmitting the resultant re-encrypted
data to the decryption apparatus, and

the decryption apparatus (50) comprising:

a fourth storage means (51 and 52) for storing the public
key of the re-encryption key generation apparatus and the
private key of the decryption apparatus;

a decryption means (54) for, upon receiving the

re-encrypted data from the re-encryption apparatus, executing
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a decryption process on the re-encrypted data based on the
private key of the decryption apparatus read from the fourth
storage means, to obtain the plain data;

a holding means (55) for pre-holding a verification
formula that holds true when the verification formula is
calculated by substituting, into the verification formula, a
part of the re-encrypted data used for the re-encryption system
and the public key used for the encryption process executed on
the encrypted data before the re-encryption process is executed
on the re-encrypted data;

a determination means (55) for performing a calculation
based on the verification formula read from the holding means
by substituting, into the verification formula, the part of the
re~encrypted data received from the re-encryption apparatus and
the public key of the re-encryption key generation apparatus
read from the fourth storage means, to determine whether or not
the verification formula holds true; and

an output means (55) for outputting verification success
indicating that the public key used for the encryption process
executed on theplaindata is the public key of the re-encryption
key generation apparatus when a result of the determination
indicates that the verification formula holds true.

5. A re-encryption system comprising an encryption
apparatus (20), a re-encryption key generation apparatus (30),
a re-encryption apparatus (40), and a decryption apparatus (50},
the re-encryption system characterized in that

the encryption apparatus (20) is comprised of:
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a first storage means (21) for storing a public key of the
re-encryption key generation apparatus;

an encryption means (24) for, upon embedding a public key
of the encryption apparatus in the plain data, executing an
encryption process on the plain data with the public key
embedded therein using the public key of the re-encryption key
generation apparatus read from the first storage means, to
obtain encrypted data; and

ameans (22) for transmitting the resultant encrypted data
to the re-encryption apparatus,

the re-encryption key generation apparatus (30)
comprising:

a second storage means (31 and 32) for storing a private
key corresponding to the public key of the re-encryption key
generation apparatus and a public key corresponding to a private
key of the decryption apparatus;

a means (34) for generating a re-encryption key using the
private key of the re-encryption key generation apparatus and
the public key of the decryption apparatus both read from the
second storage means; and

ameans (33) for transmitting the generated re-encryption
key to the re-encryption apparatus,

the re-encryption apparatus (40) comprising:

a third storage means (41) for storing the re-encryption
key received from the re-encryption key generation apparatus;

a re-encryption means (44) for, upon receiving the

encrypted data from the encryption apparatus, executing a
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re-encryption process on the encrypted data using the
re-encryption key read from the third storage means without
decrypting the encrypted data, to obtain re-encrypted data; and

a means (43) for transmitting the resultant re-encrypted
data to the decryption apparatus, and

the decryption apparatus (50) comprising:

a fourth storage means (51 and 52) for storing the public
key of the re-encryption key generation apparatus and the
private key of the decryption apparatus;

a decryption means (54) for, upon receiving the
re-encrypted data from the re-encryption apparatus, executing
a decryption process on the re-encrypted data based on the
private key of the decryption apparatus read from the fourth
storage means, to obtain the plain data;

an extraction means (55) for extracting the embedded
public key from the plain data decrypted by the decryption
means;

a comparison means (55) for comparing the extracted public
key with the public key of the re-encryption key generation
apparatus read from the fourth storage meang; and

an output means (55) for outputting verification success
indicating that the public key used for the encryption process
executed on the plain data is the public key of the re-encryption
key generation apparatus when a result of the comparison
indicates that the extracted public key and the public key of
the re-encryption key generation apparatus match.

6. The re-encryption system according to Claim4 or Claim
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5, further comprising a key generation apparatus (10) that
generates a pair of a public key and a private key for each of

the re-encryption and decryption apparatuses.



