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FIG. 1 

Judge whether a user to be authenticated belongs to a similar user group 

Authenticate the user to be authenticated according to reference feature 

information in the similar user group if the user to be authenticated belongs to 

the similar user group 
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FIG. 2 

Acquire reference feature information and sample feature 

information corresponding to each one of at least two sample 

users 

Calculate, for any sample user, similarity degrees between the 

sample feature information corresponding to the sample user 

and the reference feature information corresponding to each 

sample user 

Add the at least two sample users to the same similar user 

group 

Determine that the at least two sample users cannot be added 

to the same similar user group 

Yes 

No 

Judge whether the at least two sample 

users meet a preset distinguishability 

condition according to the calculated 

similarity degrees 
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FIG. 3 

User A User B 
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FIG. 4 

User A User B 
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FIG. 5 
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FIG. 6 

Judge whether the user to be authenticated 

belongs to a similar user group according to 

the identifier information of the user to be 

authenticated 

Receive an authentication request of a user to be authenticated, 

the authentication request including identifier information of 

the user to be authenticated 

Authenticate the user to be authenticated according to 

reference feature information in the similar user group 

Acquire a global user information database, the global user 

information database including reference feature information and 

identifier information corresponding to each one of users in excess 

of a preset number 

Determine reference feature information corresponding to the user to be 

authenticated in the global user information database according to the 

identifier information corresponding to the user to be authenticated 

Authenticate the user to be authenticated according to the 

reference feature information corresponding to the user to be 

authenticated 

Yes 

No 
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FIG. 8 

FIG. 7 

First judgment module 

First authentication module 
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FIG. 9 

Apparatus for user authentication based on feature information 
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