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WHAT IS CLAIMED IS : 

         1.        A method comprising： 

          receiving, from a first party among a plurality of parties, a request for an operation 

related to an object; 

 

          verifying the requested operation based on a rule set agreed by the plurality of     

parties,  the verifying comprising broadcasting a notification related to the operation  to the 

plurality of parties, the rule set defining one or more constraints on one or more operations 

related to the object, the rule set being set by : 

                     receiving, from at least one of the plurality of nparties, a request for setting the 

rule set; P2 broadcasting the rule set to the plurality of parties ;  and 

            in response to receiving confirmation of the rule set from one or more of the plurality 

of parties, enabling the rule set by creating a record for the confirmation and storing the 

record in a blockchain database; and  

            

            in response to verifying that requested operation is valid :  

                      

                     causing the operation to be performed; 

                     creating a record for the operation,  the record being specific to the rule set； 

and 

                     storing the record in the blockchain database, wherein the stored record enables 

the object to be traced.  

 

 

            2.       The method of claim 1, further comprising :              

             

            receiving, from a party among the plurality of parties, a request for tracing the object 

            

             in response to receiving the request for tracing the object, retrieving one or more 

records for operations related to the object from the blockchain data base; and  

            

             providing the retrieved records to the party.. 

 

  

 

                  3.     The method of claim 1, wherein the verifying the requested operation further 

comprises :  

 

                   extracting,  from the request, a reference to the rule set; and 

                   addressing the rule set based on the reference for the verifying. 

 

                    

 

                   4.    The method of claim 1, wherein the rule set includes executable code, and 

wherein the verifying the requested operation further comprises：  

                       verifying the requested operation by causing the code to be executed. 
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                   5.    The method of claim 1, wherein the record further includes at least one of the 

following： 

                    an event identification (ID) specific to the rule set,  

 

                    a reference to the rule set,  

 

                    an ID for the operation,  

                    

                     a description of the operation,  

 

                      a signature of the first party,  

 

                      a public key for decrypting the signature of the first party,  and 

 

                       a timestamp indicating a time point when the request is sent. 

 

 

                      6.       The method of claim 1,  further comprising： 

 

                      receiving an inquiry for a state of the operation,  the state indicating whether the  

 

operation is performed successfully;  

 

                   in response to the inquiry， determining the number of subsequent records 

appended to the record for the operation in the blockchain database;  and 

 

                   determining the state of the operation based on the number of subsequent records. 

 

 

                   7.        A device comprising： 

                   a processing unit;  and  

                 

                   a memory coupled to the processing unit and storing instructions for execution by 

the processing unit,  the instructions,  when executed by the processing unit,  causing the 

device to perform acts comprising： 

                 

                    receiving,  from a first party among a plurality of parties,  a request for an 

operation related to an object;  

 

                   verifying the requested operation based on a rule set agreed by the plurality of 

parties,  the verifying comprising broadcasting a notification related to the operation to the 

plurality of parties, the rule set defining one or more constraints on one or more operations 

related to   the object, the rule set being set by : 

 

                   receiving, from at least one of the plurality of parties, a request for setting the rule 

set ;   
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                   broadcasting the rule set to the plurality of parties; and 

 

                   in response to receiving confirmation of the rule set from one or more of the 

plurality of parties, enabling the rule set by creating a record for the confirmation and storing 

the record in a blockchain database; and   

 

                   in response to verifying that requested operation is valid :   

                               

                           causing the operation to be performed; 

        

                           creating a record for the operation, the record being specific to the rule set; 

 

and 

 

                            storing the record in the blockchain database, wherein the stored record 

enables the object to be traced.  

 

 

                   8.     The device of claim 7, the acts further comprising :                  

                  

                   receiving, from a party among the plurality of parties, a request for tracing the 

object;  

                 

                   in response to receiving the request for tracing the object, retrieving one or more 

records for operations related to the object from the blockchain data base; and  

 

                   providing the retrieved records to the party.  

 

 

                   9.          The device of claim 7, wherein the verifying the requested operation 

further comprises : 

 

                   extracting, from the request, a reference to the rule set;  and 

 

                   addressing the rule set based on the reference for the verifying. 

 

 

                   10.       The device of claim 7, wherein the rule set includes executable code, and 

wherein the verifying the requested operation further comprises : 

 

                   verifying the requested operation by causing the code to be executed. 

       

 

 

                  11.   The device of claim 10, wherein the record further includes at least one of the 

following： 

                  an event ID specific to the rule set,  

                  a reference to the rule set,                     



26 
 

                  an ID for the operation,  

                  a description of the operation, 

                  a signature of the first party,  

                  a public key for decrypting the signature of the first party,  and 

                  a timestamp indicating a time point when the request is sent. 

 

 

                   12.      The device of claim 7， the acts further comprising： 

                    receiving an inquiry for a state of the operation， the state indicating whether the 

operation is performed successfully;  

 

                    in response to the inquiry,  determining the number of subsequent records 

appended to the record for the operation in the blockchain database;  and 

 

                   determining the state of the operation based on the number of subsequent records. 

 

 

                     13.     A computer program product being tangibly stored on a non-transient 

machine-readable medium and comprising machine-executable instructions,  the   

instructions,  when executed on a device,  causing the device to： 

 

                   receive,  from a first party among a plurality of parties,  a request for an operation 

related to an object;  

 

                    verify the requested operation based on a rule set agreed by the plurality of 

parties, the verifying comprising broadcasting a notification related to the operation to the 

plurality of parties,  the rule set defining one or more constraints on one or more operations 

related to   the object, the rule set being set by :  

 

                     receive, from at least one of the plurality of parties, a request for setting the rule 

set;  

 

                     broadcast the rule set to the plurality of parties; and 

 

                    in response to receiving confirmation of the rule set from one or more of the 

plurality of parties, enable the rule set by creating a record for the confirmation and storing 

the record in a blockchain database; and  

 

                    in response to verifying that requested operation is valid;  

 

                            cause the operation to be performed;  

 

                            create a record for the operation,  the record being specific to the rule set;  

and 

 

                     store the record in the blockchain database, wherein the stored record enables 

the object to be traced.  
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                    14.   The computer program product of claim 13, wherein the instructions,  when 

executed on the device,  further cause the device to set the rule set for the plurality of parties 

by：  

                   receiving, from a party among the plurality of parties, a request for tracing the 

object; 

                

                    in response to receiving the request for tracing the object, retrieving one or more 

records for operations related to the object from the blockchain data base; and  

 

                         providing the retrieved records to the party.  

 

 

                        15.         The computer program product of claim 14, wherein the request for 

tracing the object comprises an event ID, the event ID being used to retrieve the object from 

the blockchain database. 

 

 

                          16.          The computer program product of claim 13, wherein the verifying 

the requested operation comprises : 

 

                          extracting, from the request, a reference to the rule set;   and 

                           addressing the rule set based on the reference for the verifying. 

 

                           17.            The computer program product of claim 16, wherein the reference 

is implemented as a pointer or a uniform resource indicator (URI) 

 

                            18.            The computer program product of claim 13, wherein the rule set 

includes executable code, and wherein the verifying the requested operation comprises : 

                            verifying the requested operation by causing the code to be executed. 

 

                            19.              The computer program product of claim 13, wherein the record 

further includes at least one of the following : 

                             an event identification (ID) specific to the rule set, 

                             a reference to the rule set, 

                             an ID for the operation, 

                              a description of the operation, 
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                               a signature of the first party, 

                               a public key for decrypting  the signature of the first party,  and  

                               a timestamp indicating a time point when the request is sent. 

 

                             20.                 The computer program product of claim 13, wherein the 

instructions, when executed on the device, further cause the device to : 

                             receive an inquiry for a state of the operation, the state indicating whether 

the operation is performed successfully; 

                             in response to the inquiry, determine the number of subsequent records 

appended to the record for the operation in the blockchain database; and  

                              determine the state of the operation based on the number of subsequent 

records.     

 

 

 

 

 

       


