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Watermark Gonerator, Watermark Decoder, Method for Providing s Watermarked
Signal Based on Discrete Valued Data and Method for Providing Diserete Valued
Datn in Dependence on 8 Watermarked Sigual

Techuical Figld

Hmbodiments according to the present invention are related to a walermark generator for
providing a watermark signal based on discrete valued data. Further embeodiments
according to the presert invention relate 1o 8 watermark decoder for providing discrets
vatued data in dependence on a watermarked signal. Further embodiments according 10 the
present invention are relaied to a methoed for providing a watermark signal based on
discrete valued data. Further erobodiments according o the present invention ace related fo
a method for providing discrete valued data in dependence on a watermarked signal,

Further embodiments are related to corresponding computer programs.

Backeround of the Invention

In the following different watermarking systerms shall be reviewed in short.

A watermarking system can be viewed as a comsounication system. Let the bit-wise
information to be transmitted be represented by a watermark signal “wm”, which is the
desired signal. The signal w15 ‘embedded” into a host sigual “a” by adding the two
signals (the watermark signal wm and the host signal a), obtaining a watermarked signal
“awm”, With respect {o the watermark, the host signal can be scen as an additive
distortion. This means that awm deviates from its ideal value wm, corrupting the decoding
process (if the original host signal a is not known at the decoder). The signal awm i3
further affected by a transmdission chamnel, in that the chamnel introduces distortions.
Examples of fransmisston channels are the compression of the signal awm with an audio
codec such as AAC as well as the playback of the signal awm with a loudspeaker, is

propagation in air, and its pickup with a microphone,

A characteristic of watermark systems is that one part of the distortion, namely the host
signal, is known at the transmitter. If this information is exploited during embedding the
method s called informed embedding or watermatking with side information {see also
Ingemar J. Cox, Ed., Digital watermarking and steganography, The Morgan Kaufmann
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serigs in multimedia information and systems. Morgan Kaufmann, Burlington, 2. ed
edition, 2008). In privciple, weighting the watermark wi according to power levels given
by a perceptual model is alveady a case of informed embedding. Bowever, this fnformation
is used merely to scale the watermark in order to make it imperceptible whereas the host

z
1

signal is still seen as an unknown noise source for the generation of the watermark orior {o
the weighting. In certain cases, it is possible to create the watermark signal in a way that
compensates for the host signal induced distortion so that only channel-induced distortion
corrupis the decoding. Such methods are called host-interforence rejocting methods {see
also Chen and Womell, ¥ Quantization index modulation: A class of provably good
methods for digital watermarking and information exnbedding,”  IEEE TRANSACTION

O INFORMATION THEQORY, May 2001, vol, VOL. 47} .

in EP non pre-publis bcd 10154964.0-1224 differential encoding has been introduced in
cornbination with BPSK- (binary phase shift keying) signaling to obiain a system which is
robust with respect to movement of the decoding device {fov example if the signal is
picked up by a microphone), potential frequency mismatch between the local oscillators fu
the transmit (Tx) and receive (Rx) sides and potential phase rotations introduced by a

frequency selective channel, such as the propagation in the reverberag environment.

The robustness comes from the fact that the information is coded in the phase difference
‘F

between two adjacent symihols, so that the system is virtnslly wnaffecied by a slowly

drifting phase rotation of the modulation constellation.

Although the method deseribed in BEP 10154694.0-1224 uses iwformation about the host
signal a by scaling the watermark signal wm in order to make i imperceptible, the host
signal g is still an additional source of unknown poise from the communication system’s
perspective, In other words, the watermark signal wm (prior 1o the perceptually maotivated

sealing) is generated regardiess of any knowledge of the host signal a.

Several watermarking systems use some kind of informed embedding method but only a
few belong to the group of host-interference rejecting methods, Examples of these are low-
bit moduiation (LBM) (Mitchell 1. Swanson, Bin Zhy; Ahmed H. Tewfik, © Data hiding

for video-in-video," IEEE Intemational Conference on Image Processing, 1897, vol. 2,

58

pp. 676 - 679; Brian Chen and Gregory W. Womnell, © Ouantization index modulation
methods for digital watermarking and information embedding of ymultumedia,”  Journal of

VLS Signal Processing, vol. 27, pp. 7 — 33, 2001) and quantization index modulation
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{QIM) that was introduced in {Chen and Wornell, © Cuantization index modolation: A
class of pravably good methods for digital watermarking and information embedding,”

{FEE TRANSBACTION ON INFORMATION THEORY, May 2001, vel. VOL. 47, and
Brian Chen and Grepory Wornell, © Bystem, method, and product for information
embedding using an ensemble of non-intersecting embedding generators,” 1999,

WOE0514A),

In QIM, it is first necessary o choose one or more parameters of a gignal representation,
c.g., the complex coethicients of a time-frequency representation. The parameters chosen
ave then quantized according to information to be embadded. In fact, cach information-
carrving symbol is linked with a certain guantizer; alternatively a whole message is linked
with a sequence of quantizers. Depending on the information {o be transmitied, the signal
is quantized with the guantizer or sequence of qumti:f.ers associated with the information.
For instance, if the parameter to be quantized was a positive real vumber, the quantizer to
be used to embed a § could be defined by the qu&zﬁiza‘imn steps 0, 2, 4, 6, . .. whereas the
quantizer for a 1 could be 1, 3, 5, ., .. If the current value of the host signal was 4.6 the
enybedder would change the vahue to 4 incase of a bit D and to S incase of a 1. At the
receiver, the distance between the received signal representation and all possible quani'izr‘:d
representations is calculated. The decision is made according to the minimum distance. In
other words, the receiver attempts to identify which of the available quantizers has been

used. By doing so, host-interference rejection can be achieved.

Of course, guantizing certain signal parameters may introduce perceivable distortion to the
host signal. In order to prevent this the guantization error may be partly added back to the
signal which is referred to as distortion-compensated QIM (DC-QIM) (see also Antonius
Kalker, “Quantizaiion index modulation (QiVD) digital watermarking of multimedia
ignals,” 2001, WO03/053064). This is an additional source of distortion gt the receive

Although it has been shown that DC-QIM s optimal for the AWON (additive white
Gaussian noise) channel and regular QIM is near-optimal (see alse Chen and Wornell,
* Quantization index wmodulation: A class of provably good methods for digital
watermarking  and  information  embeddiag,” IEEE  TRANSACTION  ON
INFORMATION THEORY, May 2001, vol. VOL. 47} the methods have certain
drawbacks. They allow for high bit rates but are especially sensitive to amplitude scaling
atiacks (see also Fabricio COurigue; Vinicius Licks;, Ramiro Jordan; Fernando Perez-

Gonzalez, “Angle gim: A novel watermark embedding scheme robust against amplitnde
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scaling distortions.”  IEEE International Conference on Acoustics, Speech, and Signal

Processing (JCASSP), March 2005).

Another method (derived from QIM) is named Angle QIM (AQIM) and was proposed in
the article of Fabricio Qurique; Vinicius Licks; Ramiro Jordan; Fernando Perez-Gonzalez,

Angle gim: A novel watermark embedding scheme robust against amplitude scaling
distortions,” IEEF Isternational Conference on Acoustics, Speech, and Signal Processing

(AICASSP), March 2005, There the information is embedded via the guantized angular
coordinates. By doing so, robustness against amplitude scaling can be achieved. This
method does not provide differential modulation and is therefore not robust against phase
drifi.

Other watermarking systems exist where the (nformation is embedded into the phase of the
audio signal. The methods presented in the article of W. Bender, D, Grubd, M. Morimoto,
and Alguo Lu, * Technigues for data hiding,” IBM Syst. ], vel. 35, no, 3+4, pp. 313~

3 (34

338, 1996 and S. Koo, 1.D. Johnston, W, Turin, and S.R. Quackenbush, ” Covert audio
watermarking using perceptually tuned signal independent multiband phase modulation,”

IEEE Inlernational Conference on Acoustics, Speech, and Signal Processing, (ICARSP),
2002, vol. 2, pp. 1753 — 1756 are non-blind methods and therefore liraited to on’iy a small
number of applications. In the article of Michael Arnold, Peter G. Baom, and Walter
Voesing, © A phase modulation sudio watermarking technigue,”  pp. 102~ 116, 2009, a
blind phase modulation asudic watermarking fechnigque is proposed which i3 called
Adaptive Spread Phase Modulation (ASPM). Additionally, these phase modulation
methods do not have the host-interference rejection property and do not take the

differential coding into account.

Many more watermarking methods exist, including spread spectrum or echo-hiding
methods, But as alveady stated in EPF 10154964.0-1224 these methods may not be
applicable to certain tasks of inierest, e.g. transmifting a watermark over an acoustic path
in a reverberant ervvironment.

It is an object of the present invention to create a watermarking concept, which allows for
an improved robustness of a watermark signal which is embedded into a host signal and

transmitted in the host signal over a communication channel,
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Surrary of the Invention

1

This object is achieved by a watermark generator according fo claim 1, a watermark
decoder according to claim 11, a method for providing a watermark signal based on
discrete valued dats accordipg to claim 14, 2 method for providing discrete valued data in
dependence on a watermarked signal according to claim 15 and a compoier program

according to claim 16,

An embodiment according to the present invention creates a watermark generator for
providing a watermark signal as a seguence of subsequent watermark coefficients based on
discrete valsed data. The watermark generator optionally comprises an information
processor configured to provide, in dependence on information units of the diserete valued
data, a strearn of subsequent stream valoes, such that the stream represents the disorete
valued data. The watermark generator further comprises a differential encoder configured
to provide the watermark signal, The differential encoder is further configured fo apply a
phase rolation to a cwrrent stream value of the stream values representing the discrete
vatued data or ifo a current watermark svmbol, the current watermark symbol
corresponding to a cwrent stream value of the stream values representing the discrete

valued data, to obtain a current watermark coefficlent of the watermark signal. The
differential encoder is further configured to derive a phase of a previous spectral
coefficient of & walermarked signal which is a2 combination of a host signal and the
watermark signal. The differentiai encoder is further configured to provide the watermark
signal such that a phase angle of the phase rotation applied to the current siream value or
the current watermark symbol i3 dependent on the phase of the previous spectral

coefficient of the watermarked signal,
g

It is an idea of the present invention that a watermark signal is more robust, especially with
respect to a degradation, for exaruple, by Doppler effect, if a differential encoding of a
watermark coefficients is performed such that a phase of a current watermark coetficient is
based on a phase of a previous spectral coefficient of a watermarked signal which is to be
embedded in a host signal. Bmbodiments of the present invention combine host
interference rejection with differential encoding. This concept of deriving the phase of the
current watesmark coefficient based on the phase of a previous spectral coefficient of the
watermarked signal reduces the distortion induced by the host signal and thus improves a
decoding process, for example at a decoder being configured to extract the watermark

signal out of the watermarked signal.
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In a preferred embodiment of the present nvention the information processor may be
configured to provide the stream representing the discrete valued data in a time freguency
domain, such that sach stream value of the strearn 1s assoclated to a frequency subchannel
with a center frequency and a Hme slot. The differential encoder may be configured o
obtain the cwrrent watermark coefficient in the Hime frequency domain, such that a
fregquency subchannel associated to the current watermark coefficient 1s identical lo a
frequency subchannel associated to the current stream value and such that a time slot
associsted to the current watermark coefficient is 1dentical 1o 4 time slot associated to the
current stream value. In other words, the current stream value and the current watermark
coeflicient which corresponds to the current streaxs value may be associaled to the saue

frequency subchannel and Hme slot.

The mformation processor may for example parform 2 thne spreading and a frequency
spreading of the information units of the disorete valued data, such that every information
urit of the discrete valued data is represented by at least two different siream values of the
sireayn vepresenting the discrets valued data, wherein different stream values representing
the same information unit differ jn thelr associated frequency sabchannels and/or time

slats.

Furthermore, the differential encoder may be configured to derive ﬁaf, speciral coefficients
of the watenmarked signal in a time frequency domain soch that each 51‘.?6301]{‘&1 coefficient of
the watermarked signal corresponds to a freguency subchannel and a thue slof. The
differential encoder may further be configured 10 determine the phase rotation, such that a
time slot associated to the previous spectral coefficient of the watermarked signal, in
dependence on which the phase aggle of the phase rotation applied to the current strearn
value or the current watermark symbol is chosen, and the time slot associated to the curment
strearn valne are adjacent in time. The watermarked signal may for example be a sequence
of subsequent spectral coefficients and a current speciral coefficient of the watermarked
signal may be adjacent in e to {or may follow} the previous spectral coefficient of the
watermarked signal. Bach spectral coefficient of the watermarked sigual wmay be 2
combination of a speciral coefficient of the host signal associated to the same freguency
subchannel and thme slot like the spectral coclficient of the watermarked signal and of a
vatermark coefficient associated to the same frequency subchanuel and time slot Bike the
speciral coefficient of the watermarked signal. The current spectral cocfficient of the
watermarked signal may therefore be based on a current eoefficient of the host signal and
the current watermark coefficient, wherein the phase of the cuprent watermark coefficient
is based on {(or is in some cases even identical to) the phase of the previous spectral

coefficient of the watermarked signal. The frequency subchannel associated to the previous
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speciral coefficient of the watermarked signal may be ideniical to the frequency
subchanne! of the current speciral coefficient of the watermarked signal and therefore also

to the frequency subcnanneis of the corrent coefficlent of the host signal, of the current

T

stream value and of the current waterrnark coefficient.

Briel Deacrintion of the Filgures

Embodiments according to the present invention will be deascribed taking reference {o the

enclosed fig

Hig. 2
Fig. 3ato 3¢
Fig. 4
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P .
Fig. 8a

s, i which:

k]

shows a block schematic diagram of a watermark generator, according to an

embodiment of the present Invention;

shows a bock schematic diagram of a differential encoder, for use I an
embodiment of the present invention;

o~

show diagrams of an example for phase rolation and scaling applied in the
differential encoder of Fi ,q 2

shows a block schematic diagram of a differential encoder for use n an

embodiment of the present invention;

shows a dlagram of an example of mapping stream values to watermark
symbols;

)

shows diagrams of possible ouvtputs for different sirearn values in
dependence on 2 maximues number of watermark symbols associated to the
same stream value;

shows a dlagram of an example on how a watermark cosfficient is dertved

in an Mepoint constellation using the differential encoder from Fig, 4;
& &

shows a block schematic diagram of a watermark generator according 10 a

further embodiment of the present invention;

shows as a comparison example to Fig. 7, a block schematic diagram of a
H ¥

watermark generator as described in EP 10154964,
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Fig. 8b shows a diggram as an example for the embedding principle of the

i

watermark generator from Fig. 8a;
Fig. @ shows a biock schematic diagram of a watermarked audio signal provider
with a watermark generator according to an embodiment of the present

Invention;

Fig. 10 shows a flow diagram of a method according to an embodiment of the

present inventien;

Fig, 11 shows a block schematic diagram of a watermark decoder according to

I3
3

A

embodiment of the present invention; aud
Fig. 12 shows a diagram of an example of the mapping of different ghme angle
ranges fo discrete values of discrete valued data like it is performed by the

walermark decoder from Fig. 11,

Distailed Descrintion of Embodiments of the Present Invention

Before embodiments of the present invention are explained in greater detall, taking
reference to the accompanying figures, it is to be pointed ouni that the same or functionally
equal elements are provided with the same reference numbers and that a repeated
deseription of these elements shall be omitted. Descriptions of elements provided with the

same reference numerals are therefore mutually interchangeabla.

Watermark generator according io Fig. 1

In the following, a watermark generator 100 will be described taking reference fo Fig. 1,
which shows the hiock' schematic diagram of such a watermark generator. The watermark
generator 100 is configured to provide a watermark signal 102, also designated as “wm”,

s 2 sequence of subsequent watermark coefficients, The watermark generator comprises
an optional information processor 106 and a differential encoder 1808, The information
processor 106 is configured to provide, in dependence on information wmits (for example
bits) of the discrete valued data 104 (for example binary data), a first stream 110 of
subsequent stream values, such that the strearn 110 represents the diserele valued data 104,
The differential encoder 108 is configured to provide the watermark sigoal 102 and to
apply a phase rotation 112 to a current stream value (for example, a stream value b{, j}) of

the stream values representing the discrete valued data 104 or to a current watermark
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symbot {for example, a watermark svmbel a3, |)) corresponding to a current stream value
{for example, to the siream value b{i, 1)} of the stream values representing the discrele
valued data 104, to obiain a current watermark coefficlent (for example a watermark
coefficient wrn(i, 1)) of the watermark signal 102,

The differential encoder 108 may therefore perform an optional stream value to watermark
symbol mapping 114

1

The differential encoder 108 i further configured to devive a phase 116 of a speciral
G

coefficient (for example a spectral coefficient awm(i, } — 11 of & watermarked signal. The
watermarked signal is a combination of a host signal 118 and the watermark signal 102,
The watermarked signal may slso be designated as “awm” and the host signal may also be

designated as “a”.

The differential encoder 108 §s configured fo provide the watermark signal 102 such that a
phase angle of the phase rotation 112 applied to the current stream vaiue or the current
watermark symbeol is dependert on the phase 116 of the previeus speciral coetficient of the
watermarked signal. In a preferred embodiment of the present invention, the phase angle of
the phase rotation 112 applied to the current stream value or the current watermark symbol
is equal (o the phase angle of the previous spectral cocfficient of the watermarked signal
To derive the phase 116 of the previous spectral coefficient of the watermarked signal the
differential encoder 108 may perform a phase derivation 120 on the previous spectral
coefficient of the watermarked signal. The previous spectral cocffizient may, for example,
be provided from 2 stage which is extersal o the watermark geperator 100, or the
differential encoder 108 may be configured 1o determine spectral coefficients of the
watermarked signal by combining watermark coefficients and spectral coetficients of the
host signal 118, For example, the differential encoder 108 may be configured to derive the
provicus spectral coefficient of the watermarked signal based on a combination of a
previous watermark coefficient (for example a watermark coefficient wm(l, j — 1) and a

proviens speciral coefficient, for example 2 spectral cosfficient a(i,  — 1) of the host signal
118, In other words, the differential encoder may not only derive watermark coefficients

but also spectral coefficients of the watermarked signal,

The information processor 106 may be coanfigured to provide the [ist stream [10
representing the discrete valued data 104 in a thme frequency domatn, such that sach

stream value of the siream 110 18 associated 0 a8 frequency subchannel and a time slot.
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The mdex ™1 wsed above may indicate the frequency subchannel and the index " may
mddicate the “svmbol pumber” or, i other words, the time slot of the corresponding

§13%

coefficient or symbol. In other words “i” denotes a freguency subchannel {at center
frequency £ and Y denotes the tempaoral index or the time slot of the value corresponding

ot

Therefore each stream value of the streamm 110 s associated 10 a fequency subchannel
and a time slot . Furthermore, the differential encoder 108 may be configured to obtain the
current watermark coefficient wmdi, i) in the time frequency domain, such that a frequency
subchannel § associated to the cwrent watermark coefficient wmfi, i} is identical to a
ﬂ‘equf:zzcy subchanne! | associated fo the current stream value B, 1) and such that a time
of j associated to the current watermark coefficient windi, 1) i identical to a time slot §

associated to the current stream value b(i, i)

In other words, a frequency subchannst and a time slot or symbol number of a watermark
coefficient of the watermark signal wny, which are associated to a sircam value of the
stream value of the stream 110, may be identical to the frequency subchannel and time slot
v aymbol mimber of the corresponding stream value
Furthermoere, the differential encoder 108 way be configured lo derive spectral coefficients
of the watermarked signal in & time frﬁquemy domain foo, such that each spectral
coefficient of the watermarked signal 15 associated fo g frequency subchannel and & time
slot, The differential encoder 108 may therefore be configured to determine the *;hase
rotation 112 such that a tme slot i~ 1 which i3 sssociated to the previcus spectra
1

coethicient awm(i, 1 ~ 1) of the waterroarked signal, in dependence on which the {’h&‘)c

angle of the phase rotation 112 applied to the current stream value b{L, i) or the current
watsrnzark symbol xu(3, 1} is chiosen, and the time slot cmresponding to the corrent strean:
value bli, 1) are adjacent in time, In other words, a current speciral cosfiicient awradl, i),
which 18 & combination of the cwrent watermark coeffictent wim(i, §} and the cuwrent
spectral coafficient afi, §) of the host signal 118, may directly follow the previons speviral

coefficient avm(i, 1 1} in Hme when the watermarked signal is viewed a3 a seguence of

subseguent spectral coefficients awm(i, §) (0, § ¢ N}, Furthermore, the differential encoder

ot

0% may be configured such that the frequency subchannels 1 of the current stream value

B(1, i3, the current watermark coeffieient wra(l, i

7

and the spectral coefficient awmdl, §) are

identieal. This means, the differential encoder 108 may perform the walermark signal
dertvation process for every frequency subchanmel onto which the information units of
discrete valued data 104 are mapped. This iz advaniageous because in g reverberant

5

environment different phase rotations to the ransmitted sigoal may be applied to different
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frequency subchannels. The phase of the cumrent watermark coefficlend wm(i, 1) way
therefore only be based on the previous spectral coefficient awm(i, j — 1) of the
watermarked signal being associated to the same frequency subchannet 1 like the current
watermark coefficient wm(i, i)

Differeniad Bncoder seponding fo Fe 2 osing 2 Two-Point Constellation

In the following, a differential encoder 208 for use in & watermark generator according to
an ergbodiraent of the present invention shall be explained 1aking reference to the Figs. 2,
3a 10 3¢, in the following, the host signal 118 will be an audic signal and may also be
designated as host audic signal in which the watermark signal is t© be embedded.
Nevertheless, embodiments of the present invention may also be used for embedding
watermark signals in other signals than audio signal, for example in video sigoals. The
functionality of the differential encoder 208 may be equivalent to the functionality of the
differential encoder 108 and the differential encoder 208 may comprise the further

fupctionalities shown in Fig. 2

The differsntial encoder 208 is configured to receive the host signal 118 as a host andio
signal a(t) n the time domain, The differential encoder 208 may therefore comprise, as
shown in Fig. 2, an analysis filter bank 202 coufigured to obtain the spectral coefficients

{for example the current spectral coefficient a(l, J)) of the host signal 118 in the fime

.k

n

frequency domain, This analysis filter bank 202 may also be U.St‘:d in a corresponding
watermark decoder. In other wonds the audio coefficients (the speciral coefficients of the
host signal 118) in the encoder may be obtained by applying the same analysis filter bank
202 that is used in a decoder, Obtaining the spectral coefficient of the host signal 118 may
be part of the phase derivation 120, which is performed by the differential encoder 208, To
obtain the current spectral coefficient awm(l, i} of the watermarked signal the differential
encoder 208 may perform, during the phase derivation 120, a combination 204 of the
current walermark soefficient win(i, ) and the current speciral coefficient a(i, i) of the host

signal 118, for example according to the following equation:
awm(i, 13 = a(i, 3} + wmli, Do (1)

The obtained current spectral coefficient awm(i, §) of the walermarked signal may be

¥

stored in the diffsrential encoder 208 (symbolized by a delay element 206 of the
differential encoder 208), The stored current spectral coefficient awm(i, j) of the
watermarked signal may then be used to determine a following watermark coefficient

.

win{l, j + 1)
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To find the current watermark coctficient wm(i, 1) for the freguency subchannel i, the
phase 116 of the previous spectral coeflficient awm(l, j ~ 1), which is also designated as
previous wateitparked andio coefficient of the watermarked signal, is caleulated, for
example, in a phase calculating process 210 of the phase derivaiion process 120 using the

following egnation:

i B (2)

7

In this application /" designates the Imaginary wnit {square root of -1}, it should not be

mixed up the index § for the time slots.

The phase 116 (represented by the complex value e""""" iy or the phase angle o, § - 1) of
o E < b AN o
the previous spectral coefficient awm(, | — 1) 1s used by the differential encoder 208 in the

"
]

phase rotation 112, which is applied 1o the current stream value b(l, 1) of the stream 110, If

1o phase change is 10 be transmitted, for example 11 the current stream value b(3, j} is equa
to §, a phase of the current walermark coefficient wmi, 1) is identical to the phase 116 of
the previous spectral coefficient awm{i, } ~ 1) of the watermarked signal, or in other words
the current watenmark coefficient wim{i, }) points in the same dirsction as the previous
smmai coefficient awna(l, ] — 1} of the watermarked signal, If a phase change by m (1807
is o be ravsmitied (for cxample if the current stream value b, §) iz -1, the current
watermuark cosfficient wmd, 1) may pmm in the opposite direction when compared 1o the
previous speciral coefficient awmd, § ~ 1) of the watermarked signal, The stremmn values

may, for example, be binary data, for example, the stream values may be:

b(i, = {1, 1}

mja
s

9%}
N

s

At the beginming of the stream 110, that is for | = O or if the phase 1716 (&%} {s undefined,

the phase 116 or &0 Dy may be set equal 1,

The differential enceoder 208 may further perform a scaling of the current stream value b,
1) by & current scaling factor w3, 1) (1, ] & N, v € B} or by a current factor which is smatler
than the current scaling factor v(3, 1), The scaling 210 may be applied w the current siream
valpe b(i, j) before applying the phase rotation 112 or after applying the phase rotation 112
fas i i shown v Fig. 2). The current scaling factor v, 1) e provided by a
psychoscounstical processing module (not shown in Fig. 2) in dependence on the host signal
118, wto which the watermark signal 102 is to be embedded. The scaling factor v(i, §)
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t

describes a masking characteristic of the host signal 118, The current scaling factor v(i, i)
may deternine a maximurn amplitude of the current watermark symbol wimdi, ) such that

the current watermerk coeffictent wm(i, 1) stays inaudible in the watermarked signal.

In a preferred embodiment of the present inveniton the maximum amplitude of the current

3

watermark coefficient wm(l, 1) allowed by the psychoacoustical model is always used,

The differcntial encoder 208 may therefore determine the current watermark ceefficient
windi, i} ast

2

S ,‘3«” -1 ¢
wim(i, 1= b, v, 1 P (4

By using eguation 4, the encoding strategy may get optimal, this means that a signal-to-
notse vatio at 2 decoder after differential decoding can be maximized, From equation 4 it
can be seen that a differential encoding is camied out tmplicitly, 50 that 2 signal basdt, }) =

i, 11 bas{l, j-1), widch has to be computed in EP 10154964, does not need to be

a:omputm in embodiments of the present fnvention.

wrthermore, it is to be pointed out that in embodiments of the present invention the phase
rotation 112 doring differentis] encoding 15 introduced, to archive a host interference
rejection with an implicit differential encoding, which is a significant advantage, especiaily

when compared to the embedding method stated in EP 10154964,
I Figs, 3a 10 3¢ an example for the embedding process is given.

Fig. 3a shows in a diagram the host signal plus watermark for the previous temporal slot,
namely the previous spectral coefficient awm(l, 1 — 1} of the watermarked signal, as &
vector 310 in the complex plane. Furthermore, the current speciral coefficient afi, §) of the
host signal 118 is shown as another vector 312 i the complex plane. The current aadio
signal a{i, ) or the current spectral coefficient ai, }) of the host signal 118 represents the
center of a circle on which the phase rotation 112 can be applied to the current stream

valne bli, j). Furthermore, the radius of the cirele after scaling the curvent stream value b(j,

1) may dellmit some masking region of the host signal 118,

iIn other words, the radius of the circle may be scaled based on the current scaling facior
v{i, 7). As can be seen from Fig. 3a, the current stream value b{l, 1) may comprise a phase
of O or a phase of 7, depending on its value, As shown in eguation 3, the current siream
value b{i, 1) may either take the valne —1 or +1, this rule may apply if the discrete valued



(¥4

Sanst

ey

e
e

152
i

4

WO 2012/038344 PCT/EP2011/066118
data 104 is binary data, the stream 110 therefore may comprise only binary stream vahues.

The vector B( §, |} may therefore c-mrrespend with a first value (for exawple -1} of the
current stream vaiue bl 1) and the vector b é, } may correspond with a complementary
valne (for example +1) of the current stream value b(i, J).

Fig. 3b shows the circle from Fig. 3a affer the phase rotation 112 has been applied to the

current stream walue bii, 1. It be seen from Fig, 3b, that the phase angle ofi, j — 1) by

v

which the circle from Fig. 3a is rotated is identical o the phase angle o(i, | — 1) of the
$

N
previous spectral coefficient awmd{i, § — 1) of the watermarked signal, In other words, the
current stregma vatue b{i, §) is phase shified by the phase 116 of the previous spectral

coefficient awnyi, | - 1} of the watermarked signal,

Fig. 3¢ shows the oircle from Fig. 3b after scaling 210 of the phase rotated current stream

vafue b{i, ). The circle therefore delimits the masking region. According io embodimentds

D

of the present invendion the watermark win(l, i3 or the current watermark coetti

i1 s constructed sither a3 wm™(, ) or as wim™)

wini,
i, 1) depending on the current stream value
b, i) As a wmpa‘r«nr e;«‘ampae thc wo.s:,zb;hm& for the wraditional method stated in EP
10154964 pamely %™, jor ¥m®(,1), are also shown. It can be seen that for the
iradittonal method the current watermark coefficients W™ (G, Por  FmY ({5 are
constructed independent on the phase of a previcus spectral coetficient of a watermarked
signal. in other wwrds, comparing the two sirategies it can be observed that embodiments

of the present jnvention rotate the traditional solution by an angle dependent on the
0

previons watermnarked signal awrafi, § — 1} or the provicus speciyal coefficient swm{i, j - 1)

of the watermarked signal,

To summarize, the currem spectral eoefficient awm(, §) of the watermarked sigual can bs
obiained by a sommation of the current spectral coetficient a(i, 1) of the host signa] 118 and
a rotated (and, optimally, scaledy version of the current stream value b(i, ) such that the
current spectral coefficient awmd, 1) lies on or within the circle, the center of which is
defined by the current spectral coefficient a(i, ) of the host signal 118, a radius of which is
determined by a magnitude of the current stream valie b{l, I) and a range of values of the
cugrent scabing factor v{i, i},

This embedding strategy according to embodiments of the present invention reduces the
distortion induced by the host signal 118 and thus improves the decoding process at g
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From Fig. 3¢ #t can be seen that the cwrvent spectral coefficlent awm(i, 1) of the

watermarked signal can be caleulated depending on the current strear value b(, ) as

@ Fr : .'3\.{; - o~
awn™, D= ad, 1)+ wmE, D {5

S

aOr

o vy (Bies
awrs!™(, 1) = afi, 1) + w™G, .

o
)
e

depending on the value of the current stream value 2, ).

The current scaling factor ¥{i, J) and the phase 116 (&%) of the previous speciral
G, v Sp

coefficient awm(i, i-1} of the watermarked signal are already inctuded i wm® 5, ) and

fb N
win'”(3, 1) (see equation 4).

The circle of radius {3, ) delimils the arca of the complex plane in which the current
watermark coefficient wwm(i, 1), which is expressed as a vector cenfered in the current
spectral coefficient a(l, §) of the host signal 11§, can be defined. The current scaling factor
v(i, 1} 1 provided by the psychoacoustical model and ensures that the watermark will be
inaudible, To achieve the highest SIR, namely the highest signal to interference {ie. the
host signal 118) ratio, it can be optimal to place the current watermark coetficient wm(i, J)
on the circle rather than within it In other words, it may be optimal {0 use the maximum
allowed power of the waternark cocfficiznts of the watermark signal 102, In other words it
may be optimal to use the current scaling factor v{i, §) provided by the psychoacoustical

nodel for the scaling 210 rather than another {also allowed) sealing factor which i smailer

3

than the current scaling factor v(i, i),

5 ¢

it has been found that with such a masking circle shown in the Fig. 3a to 3¢ not only
wot, 3y = b {4, 1) - v, D owith b {4, 3} e { -1, 1} is allowed, but that instead also
windl, Jy =0, 1) - ¥ - b{i, ) with 6 & [0, Zx) can also be used. Embodiments of the present
invention make use of this finding by applying the phase rotation 112 to the current strearn
values of the siream 1310 based on phases of previous speciral coefficients of the
watermarked signal, Other masking regions might alse be pessible. For example, if
investigations showed that phase changes of an audio coefficient {of a speciral coctiicient
of the host signal 118) are less critical to the ear than amplitude changes, the masking

region {which is a circle in Figs, 3a to 3¢) may have a kidney shape.
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For stmplicity reasons a circular masking region 15 assumed in the embodiments described
in this apgi,eatzm

In the embodiment described above the invention was presented in 2 more specific way,
this means in a two-point solution, whersin no stream value {0 watenmark symbel mapping
is performed. This two-polnd solution may be of greal importance for current practical
a!:vpﬁaa.tifms. However, more general multi-point solutions may be of interest in future
applications. Therefore, in the following, another embodiment of the invention will be

described which extends the specific two-point sclution 1o a more general higher order

sotution,
Clereralization tit hisher erdes coastellaton o ing a difercatial anenderasenrding to Fiw 4

Foliowing the same principles used in the previous sections, the invenlion is unow
generalized to an Mepoint consteliation. To do so, we allow a different symbols fo map the
same information as shown in Fig. 5. In this plet, two symbols are allowed for each bit
state. For example, for the bif state *17 a first complex symbol 510 with o phase of G and a
second complex symbol 512 with a phase of n are allowed. For a second bit state “0” a
third complex symbol 520 with a phase of w/2 and a fourth complex symbol 522 with a
phase of 3n/2 are allowed. The choice between the different symbols can be carried out,
once more following the informed embedding idea, this means by considering the current
ho

st sudio signal (i.e. the current spectral cocfficient a(i, i) of the host signal 118) as well
as {for the differential encoding) the previous watermarked signal (i.e. the previous spectral

. o

coefficient awmf(i, ] —1) of the watermarked signal).

Fig. 4 shows a block schematic diagram of a differential encoder 408, for wee in a
watermark generator according to an embodiment of the present invention. The differential
encoder 408 differs from the differential encoder 208 in that it is configured o perform the
streamn value to watermark symbol mapping 114, which was also mentioned as an optional
feature of the watermark generator 100 in Fig. 1. To perform this stream valve to
watermark symbol mapping 114, the differential encoder 408 comprises s subconsteliation
selector 402 and a decider 404, The decider 404 may also be called muiti-point decider
404, The subcounstellation selector 402 is configured to selectively provide a pluralily of
current watermark svinbols w i, 1Y (4 §, k € N), which coustitute a subconsteliation, in
dependence on the current stream value b(i, i) The index k7 is associated to a symbol
number of the carrent watermark symbol. If one stream value is mapped o a subset of M
watermark symbols belonging to two different subconstellations, for each subconstellation
k may range from k=1 fo k=M/2. A first subeonstellation may be associated with a {irst



L5y

‘2
e
Sans

Lt
LA

prery
ok

WO 2012/038344 PCT/EP2011/066118

stream value {e.g, +1} and g second subeonstellation may be associated with a second
stream value {e.g. -1k

Furthermore, the differential encoder 408 may be configured io apply a phase rotation 112
o each of the current watermark symbols x¢{d, 1) of the subconstellation corresponding to
the current stream valie b{i, ), to obtain 2 plurality of current candidate watermark
cosflicients wing(i, ). As can be seen from Fig. 4, the differential encoder 408 further may
be configured fo perform a sealing 210 of cach of the current waterraark symbols x(i, 1)
based on the current scaling facior y(i, 1) provided by the mentioned psychoacoustical
maodule. The cumrent scaling factor (3, 1} i equal for each of the current watermark
symbols {3, 1) of the subconateliation corresponding io the current streamn valus b{i, J).
The differential encoder 408 may therefore alse be configured to apply the phase rotalion
112 to a scaled version of the current watermark symbols w(i, 1)

According o further embodiments of the present invention the differential encoder 408

may firstly perforny the phase rotalion 112 and then _:.:cxzfri‘em} the scaling 21{.

The decider 404 may be configured to choose one sut of the cwrent candidate watermark
coefficients wimnl, i} as the current watermark coefficient wmd, §).

As an exaraple, the differential encoder 408, or, more precise the subconstellstion selector
402 may abways code | hit (one siream value of the stream 110) always with M symbols,
In the following it is assumed that the stream 110 only contains binary values or in other
words the stream vabhes of the sirears 110 can only take binary values. For exarple, the
stream velues may be either ~1 or +1. The current stream value b{3, J) may therefore be ¢
{~1, 1}. The current stream value b(i, 3} or the bit b, j} enters the subconstellation
selection block or the subconstellation selector 402. Ap output of the subconsteliation
selector 402 comprises, as stated in Fig. 6, M/2 complex watermark symbols x.(L, §},
%mall, i1 The M/2 points constitute the subconstelistion, which corresponds to one bit state
or in other words the subconstellation corresponds to the current stream value b{, ). Put in

mathematival terms, the k-th point of the subconsteliation can be compuied as:

i, jy = exp (28 (k-1 +alL ) N
where
N
o
Ams {8}
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and

n{i, )= 0 for bii, =1
w0, 1= 4 forb{i, )=

Asg can be seen in Fig. 6a for M = 2 theve 19 ouly one syrmbol o each subeconstellation and
we have simply xi{3, 1) = b{i, 1), which was the case with the differential encoder 208 of

Fig. 2.

From Fig. & it can be scen thal for each siate of the bit b{L, 1} or for cach value of the
current value b1, §) diffevent subeonstellations are provided by the subconsieilation
selecior 402, Farthermore, it can be seen that the subconsiellation selecior 402 may

rovide the plurality of current watermark symbols {5, I} as complex values, such that
m_{'i'ez:’em. current watermark sywbols only differ in phase and such that phase differences of
different adiacent current wa termark symbols assoctated with the same current stream
value B, §) are aqu.a.éc For example, for M = 8, a phase difference between watermark

symbols of the same subconstellation is always #/2.

Furthermore, a first subconstellation may correspond with a first value of the cwrent
stream value bii, 1), for example, bii, [} = 1, and 8 second subconstellation may correspond
with a second value of the current siream value b, §), for example, b{i, i} = -L
Fogthermore, a phase difference between two adjacent watermark symbols of different
subconstellations is always egual and is half of the phase difference berween two adjacent

watermark symbaols of the same subconstellation,

As cany be seen from Fig. 4, cach svimnbol in the subeonsteliation, in other words each
watermark symbol x4, 3} of the subeonstellation is scaled accerding o the current scaling
factor (i, 1} given by the paychoeacoustic model and is then rotated according to the phase
116 of the previcus spectral coefficient awm(i, 3 — 1) of the walermarked signal. Rach
scaled and retated svmbol in the sobconstellation entering the decider 404, for example as
the current watermark candidates wimdd, J), i5 a candidate for the cwrrent watermank

coelfictent wmii, 1
vefficient wmdl, ).

The decider 404 chooses which of the candidates, denoted by wan (L, 1),... wmma(l, 1)

should be used as watermark {as the current waterrark coefficient wm(i, 1))

Oue possibility iﬁ io choose the candidate out of the cuwmrent candidate watermark

cocfficlents wmy(t, 1) (k= L..M/2) which maximizes s signal-to-noise ratio of the
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watermarked signal with respect io chamnel noise. In this case the decider 404 may be
configured to add sach candidate wan(i, 1} (k= 1. . M/2) to the current spectral coetlicient
ali, ) of the host signal 118 to obtin watermarked ugmi candidates awm(d, i},

awmw,q( i, D, which are alse denoted as cwrrent candidate watermarked speciral coefficients

awmydi, 1) (k=1 .. M/2) and choose the one with the highest power. In mathematical terms:

W TG \x ST

B ®

o

that the walermark signal or the current watermark coefficient is

(€23
PSS
G

wers o A o ‘/,l" P
windd, 71 = wiriers(t, 31 (10
in other words the decider 404 may be configured to devive the plurality of current
candidate  watermarked  spectral  coefficients  awny(i, ) (k=1 .M/Z based o
combinations of the current spectral coefficient a(i, j) of the host signal 118 with the
plurality of candidate walerwwark cosfficients windi, §) {k=1.. M/2), {0 determine the
corrent candidate watermark spectral coefficient with the i}ighest power out of the plurality
of current candidate watermarked spectral coefficients awm(i, 3) (k=1.. . M/2) to choose
the current candidate watermark coefficient corresponding to the current candidate
watermarked spectral coefficient having the highest power as the cwrent watenmark

costhicient,

It should be pointed out once more that embodiments of the present invention implement &

differential encoding mplicitiv,

For using a higher order M the signal-fo-noise ratio of the watermarked signal can be
improved, meaning that the watermark may survive more easily the distortions introduced
for example by microphone noise. On the other band, the symbols in the subconstellation
are closer for larger M (this means the phase difference gers stoatler). This implies that the
bit error rate BER will increase. Given this fradeoff, the choice of M depends ou the
desired application.

Fig, 6b shows in an example how the decider 404 decides which current candidate
watermark coefficient out of the plurality of current candidate walermark coefficients
win(l, ) (k=1...M/2} o use as the current watermark coefficient wm{i, j}. In the example
it is assurned that the subconstellation selecior 402 codes one bit with ooe of a total out of

sight sym im}a This means M = &, Furthermore, i is assumed that the value of the current

stream value b{i, [} = 1. From Fig. 6a the subconstellation for this case can be found io the
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first column, third row of the table shown in Fig. 6a The subcounstellation therefore
comprises four current candidate watermark symbols xy(1, §} to x4{i, j), which are spaced
apart from each other with a phase of w/2. In Fig. 6b the current waterraark symbols x4, §)
to x{i, §) have already been scaled and phase rotated to obtain the current candidate
watermark coefficients woy (i, 1) to wim(i, i} The multipoint decider 404 derives, based on
the combination of the cwrrent spectral coefficient a(i, §) of the host signal 118 and the
current candidate watermark coeffictents wry(l, 1) to wig(l, §), the cwrrent candidate
watermarked spectral coeffictents awm{d, 1) to awme{l, {). The decider 404 ther chooses
the cwrent candidate watermark cocfficient which corresponds to the current candidate
watermarked speciral coefficient with the highest power. Io the example shown in Fig. 6b
the decider 404 would choose the current candidale watermark coefficient wnn(i, 1) as the
current watermark coefficient wmi, j). because its comresponding current candidate
watermarked spectral coefficient awni(i, 1) has the highest power out of the current

candidate watermarked spectral coefficlents awm{i, 1} to awnu(i, 1)

within the masking region and the signal-to-noise ratio at the decoder afier differential

decoding is maximized, e.g, when a decoding rule like in equation 13 is used,

It should be noted that fo oblain the special case shown in the embodiment of Fig. 2,
namnely M = 2, the scheme in Fig. 4 simplifies greatly. As already mentioned, the
subconstellation selector 402 can be superfluous as we have only one candidate which is

e

x:{3, 1) = b, 1), Therefore, the decider 404 may also be removed, as no cholce is reguired.

s

After describing the two differential encoders 208, 408 in the following another watermark
generator, which may use the differential encoders 208, 408, will be explained iaking

reference to Fig, 7.

The Watermark Generator Avcordine to Fig. 7

Fig. 7 shows a block schematic diagram of a watermark generator 700 according fo an
embodiment of the present invention. A functionality of the watermark generator 700 may

be similar to functionality of the watermark generator 100, The watermark generator 700

% ¥

may comprise the optional features shown in Fig. 7. The walermark generator 700
comprises an information processor 706, & differential encoder 708 and & modulator 710, A
funictionality of the information processor 706 may be similar o the functionalily of the
niformation processor 106 and the information processor 706 may comprise the additional

features shown i Fie, 7. The differential encoder 708 may be the differential encoder 108
[ o b
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the differential encoder 208, the differential encoder 408 or another ditferential encoder

according to an emboediment of the present invention.

For the description of the watermark generator 700 a stream 104 of binary data expressed
as {-1, 1} is assumned, A signaling block 712 of the information processor 706 organizes
the data in packefs of equal length and appends overhead bits, A packet of pavioad bits

together with the overhead is denoted as a message.

A chanpel encoder 714 of the information processor 706 adds redundancy to the message

for forward ervor correction purposes.

Afterwards, the data is spread in frequency, for example binary data for the different

subchannels 1 is generated by a frequency spreader 716 of the information processor 706.

In order to facilitate decoding, a synchronization signal is inserfed by rmzitiplvirw the
matrix of binary information by a concatenstion of synchronization seque This
synchronization scheme insertion can be performed by a synchronization scheme inserfer

718 of the information processor 706,

A time spreader 720 of the information processor 706 carries out a spreading in time
domain, this means adds further redundancy in order fo gain more robusiness against noise.
Awn output of the information processor 706 is binary data (for example the stream 110 of
subsequent stream values, alse denoted as b(i, 7)), where { indicates a subchannel and j

indicates the time slot or symboi number.

The differential encoder 708 carries out the host interference rejection and differential
encoding process on the stream 110 of subsequent stream values which is provided by the

£ ;v 4 ~
7
i

time spreading block 720. The differential encoder 708 may also be denoted as host

interference rejection and differential encoding block 708, The differential encoder 708
may for exarople be similar or equal to the differential encoder 108 from Fig. 1, the
differential encoder 208 from Fig. 2 or the differential encoder 408 from Fig. 4. The

differential encoders 108, 208, 408 have been described before, therefore a repeated

description of the differential encoder 708 is omitted.

The differential encoder 708 provides the watermark signal 102 in the time frequency
domain as a sequence of subseguent watermark coefficients wm(, i} (4, 1 ¢ N} for a
pim‘ahtv of frequency bands. In other words the output of the differential encoder 708

consists of the watermark coefficients wmd, 1} (1, ] € N). The modulater 710 is configured
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to derive the watermark signal in 2 time domain based on the subsequent waltermark
coetficients of the watermark signal 102 in the Hme frequency domain, The modulator 710
therefore provides the watermark signal 722 as 3 thme dowmain watermark sigral 722, which
i also denoted as wmi) In other words, the job of the remaining modulator 710 is 1o
convert the watermark cocflicients wm(i, j}, (3, ] € M), into the thne signal wm{t),

The resulting time domain watermark signal 722 (wm{i}} s the watermark which can be
E‘;‘ pes N Sr

added in the (audio) host signal aft).

In the following, the watermark generator which is deseribed in BP 10154964 shall he
explained in short as g coraparison example to the watermark generator 700 according to
an embodiment of the present invention showa in Flg. |

femventional Watermark Sqenerator a5 8 Compaiisg

O RIE A TR AR PAEE

Fig. 8a chows a block achematic diagrarn of a watermark generator 800 as i is described in
EP 10154964, The watermark generatoy 800, like the watermark generator 700, may also
perform the sigraling, channel encoding, frequency spreading, svﬂchrs:mizatism scheme
inserting and time spreadivg to the binary data at 8 Input, o obtain a stream 804 of binary
data as a sequence of subsequent binwy values bii, i} (.7 = N for a plurality of frequency
bands. The watermark generator 800 comprises a differential encoder 802 which then
performs a differeniial encoding on the stream 804 of binary data. An cutput of the

differential sncoder 802 is:
Edifi‘ (i7jl}r;%§ii”{ L] '~~I\P b{i ’ JE (11}

The output of the differential encoder 802 is a swream 808 of subsequent differentially
e fo N e . - .
encoded binary coefficients f;,,ﬁé G, 1 € N)oA modulator 806 of the watenmark

generator 80U iransforms the resuiting binary data b i ? {l,jel

\

N} into a time signal and
performs amplitude scaling at the same time according to scaling factors (for example
A E

o

Ar-_,i, AN . o = p

Vi, i) given by a psychoacoustical model. One can regard the differentially sncoded

binary coefficients by, (}*} (1, 1 & N} as coeflicienis and the modulator 806 as a synthesis
filter bank that first scales the coefficients and then transforms them into time domain. A

resulting time signal ®m{t) is the watermark which can be added to an audio host signal

a{t).
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Fig, 8b shows the embedding principle of the system proposed in EP 10154964, Please
note that the sealing factor ¥{, ) for the coefficlent amplitudes are already included in
~ fe - i~ (A o o il ey
Fof3, J). I fact, #nd, ) = b 3 7650

. L . R\ T o~ SYEEE ’
The watermark Wmli, _ij is chosen bstween W' "{z,,\;} or Wra™{i, i} depending on

P [ < R ., RGO YIS [ £ N S ‘ o~ fo %y
B .. T other words either Wm®{L, i} or ¥m™ {1, j}is chosen as the watermark Wmij, j}
depending on by i},

o

I can be observed that both Wm™, i} and Fm®™{, }} have been constructed regardless of
5 . . . ¢ s e " N NV A B . .
the host audio signal {with the excepbion of the factor ¥, )} vprovided by the
peychoacoustical model, which has {obviously) analyied the host signal and adiusted the
factor ¥4, i} in accordance with frequency wasking effects and temporal masking effects).

2 g 3 J & i

In the following u short example for an application, in which a watermmk generator

according o an embodinent of the present invention can be used, shall be shown,

Examuple of an Application using the Watermak Generator 708
%

Fig. & shows a block schematic diagram of the watermark generator 700 from Fig. 7 in
comjuniction with a psvehoacoustical processing module 902 o provide a time domain
watermarked audio signal awmit)., In this example the watermoark generator 700 is only
nsed as an example. The watermark generator therefore may be substituted with any other
watermark generator according to embodimenis of the present invention. As can be seen
from Fig. 9 the walermark generator 700 recelves as inputs discreie valued data 104 (in the
present example binary data 104), a host signal 118 (in the present example a time domain
audic host signal 118) and a current scaling factor ¥(i, }). The scaling factor v{i, ) is
provided by the psychoacoustical processing module 802 based on the time domain audio
host signal 118, The psvchoacoustical processing module H2 provides scaling factors y(i,
NG, & N} for cach stream value b{i, I} {1, j & N} which are internally generated in the
watermark genergtor 700, 1o other words, the psychoscoustical processing module 802
provides the current scaling factor {3, j} in each subchannel i {at center frequency £) and
for each time slot 1.
As mentioned before, the resulting signal of the watermark generator 700 1s the time
domain watermark signal wm(t). This resulting time signal wm(t) is the waterrmark which

is added to the time domain audio host signal a(t). The watermarked host signal:
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awm(ty = a{t) + wm{t) (123
can be ransmitted over a communication channel and consiitutes a received signal v{t) at

the roceiver,

In the following a method for genersting & watermark signal will be explained

Meihod for Genesating 2 Watermark Sienal According to Fig 10

Fig. 10 shows g How diggram of a method 1000 for providing a walevnark signal as s
seguence of subsequent walermark coeffictents based on discrete valued data.

The method 1000 cornprises a step 1002 of providing in dependence on information units
of the discrete vabued data a first strean of subseguent values, such that the first stream

represents the discrete valued data

The method 1004 further comprises a step 1004 of applying a phase rotation 10 a current
stream value or to a cumvent watermark symbol, the cwrrent watermark symbol
corresponding o a current stream value of the stream values representing the discreie
valued data, to obtain a current watermark cocthicient of the watermark signal,

The method 1000 firther comprises a step 1008 of dertving a phase of a spectral
coetficient of a watermarked signal which is a combination of a host signal and the

waizrmark signal.

The methed 1000 further comprises a siep 1008 of providing the watermarked signal such
that a phase angle of the phase rotation applied to the auwrent stream valve oy to the current
watermark symbol is dependent on the phase of the previcus speciral coefficient of the
watermarked signal,

3. el
&l

In the following, a decoder for decoding a watermark signal generated by a walermark

generator according o any embodiment of the present invention will be described.
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In a receiver, which comprises a watermark decoder, typically the inverse of the mentioned
operations for generating the watermark signad is carried oul in reverse order 1o decode the
watermark, For the case that the differential encoder 208 from Fig. 2 is used in the
watermark generator to generaie the watermark signal, the differential decoding can be

periormed by

b, () =Re{b™ (i) 5™ (i~ )= (13)
— h;w;::; {j}: §b;‘mm jml}ﬂ C'&!S{(’) {3’ g g\} I}? g}f‘}}

where i) = £b2™{(i}. b™™{i} are normalized complex coefficients given by an analysis
fifter bank in subechannel 1 (at conter frequency §i) representing a received mgzna y{t) and
the variable § is the tomporal index. The resulting 1 aE valned soft bits b {iare the
estimates of b, j). The differential decoding works in that if the phase difference is 0 the
cosine is I, whereas for a phase difference cqual to n the cosine becomes —~1. ¥(1)
epresents  the watermarked  sigoal awm(ty which bas been transmitted over a
communication chamnel, This ditferential decoding principle works fine for watermark

1 ¥y

signals generated by the differential encoder 208 in which the phase rotation 112 is directly
%« ! 3

applied to the current stream values b{, |} (&, ] € N} of the stream 110, In other words this
decoding principle works for differential encoders in which no stream value to watermark
symbol mapping 114 is applied, Therefore, a decoder, which is configured to decode the
watermark signad 102 generated by the differential encoder 208 can be similar to a
decoder, which is configured o decode a watermark signal generasted by the differential
sncoder 802 of the walermark genergtor staled in EP 10134964,

in contrast to this, the use of a Mepoint constellation with M > 2 implies a use of a differem
decoder. Such an M-point constellation has been shown with the differential encoder 408
according to Fig. 4, wiz:tdﬂ appiies a stream value fo watermark svmbol mapping 114 t©
zach of the stream &akuas M, 1 (L1 8 NYof the stream 110,

Fig. 11 shows a block schematio diagram of 2 decoder 1100 according $o an embodiment
of the
h

watermark signals. The watermark decoder 1100 for providing discrete valued data 1102

present invention, which is configored t decode such Mepoint constelistion
comprises an information processor 1104 and a differcutial decoder 1106, the information
processor 1104 is configured {0 provide a stream 1108 of complex valued spectral
coefficients b7 {j} (4, ] & N}, the stream 1108 representing the watermarked sigral 1101

S
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The nformation processor 1104 may be configured to provide a siream 1108 for sach
frequency subchannel {

The ', mcntiai decoder 1106 is configured to determine a phase angle differsnce 1110
(also denoted as @™ {§}) between a previous complex vaiued spm:im} coefficient 1112
(j-1

LN

\aiﬁo denoted as 5P {j-1}) and a curvent complex valued spectral coefficient 1114 {also
denoted as b {ﬁl The differential decoder 1106 is further co:rziigured o map phase
angle differeuces within at least two differsnt phase angle ranges 1o g first discrete value
1116 of the discrete valved data 1102 and to map phase angle differences within at least

10 ancther two different phase angle ranges 1o a second discrete value 1118 of the discrete
valued data 1102, The discrete valued data 1102 may for example be binary data and the
first discrete value 1116 may for example correspond o a logical | and the sevond discrete

vaiue 1118 may for example correspond 1o g logical -1 or 0.

15 In other words, the differential decoder 1106 may be configured to choose In response t©
the determined phase difference 1110 falling fmo the phase angle ranges mapped o the

first diserete value 1116, the first disorete value as a value for a current element of the
discrete valued data 1102 and to choose in response to the determined phase difference

1110 izlling info the phase angle ranges mapped to the second discrete value 1118, the

o
&

second discrete value as a value for the current element of the discrete valued data 1102,

The fnformation processor 1104 may be configured to provide the stream 1108 of complex

spectral coefficients in a ﬁvquencv time domain, sueh that each spectral coefficient
corresponds 10 one frequency subchannel 1 and one time slot i The differentisl decoder

25 1106 may be mnﬁb\m:c} 'sus:.-h that the previous complex speciral coofficient 1112 and the
current complex spectral coefficient 1114 correspond to adjacent time slote §, | — 1 and 1o

the same frequency subchannel 1

Fig. 12 shows how the differential decoder 1106 may perform the mentioned phase angle
ranges mapping. Fig. 12 shows the special case for M = 4, This means two different phase
angle ranges are mapped 10 the first discrete value 1116 of the discrete valued daa 1102
and another two different phase angle ranges are wapped {0 the second discrete value 1118
of the discrete value date 1102, In Fig. 12 a ;}hasf: angle is drawn in an anti clockwise
direction ss‘izming from a point 1210 with the a phase angle of G,

A first sngle range 1202 which ranges from -n /4 (or 7r/4) 1o /4 and g second phase angle
range 1204 which ranges from 3 /4 to Sn /4 are mapped to the first diserete value 1116 by

i~

the differential decoder 1106, A third phase angle range 1206 which ranges from /4 to 3x
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:
i

/4 and a fourth phase angle range 1208 which ranges from 5x /4 {o 7x /4 are mapped to the
second discrete value 1118 of the discrete value date 1202 by the differential decoder
1106, Comparing this diagram shown in Fig. 12 with the diagrams shown in Flg. 6a for the

case 1o which M = 4 it can be seen that the mapping perfornied in the decoder matches the

LR

mapping periormed in the encoder, Widths of the phase sngle ranges 1202, 1204, 1208,
1208 are equal for all of the phase angle ranges 1202, 1204, 1206, 1208 and are 20/M (n
the special case which is shown i Fig. 12, where M=4 the width is n/2). As can be seen

from of the combination of Fig, 6a and Fig. 12 & phase drifi through the communtcation
channe! smaller than n/4 may not lead (o 8 bit emror.

As can be seen from Fig. 12 the differential decoder 1106 may be configured (o map the
~hase angle ranges o the diserete values sueh that adiacent phase angle TENESS are Kﬂriﬁ“”"
& & 3 1 =

1o two different discrete values of the discrete value data 1192,

Fromi the explanations made above it becomes clear that the use of an Mepoint
consteliation with M > 2 iroplies the use of & different decoder, One significant difference
to conventional (fraditionaly decoders is the mapping of the bits, in that a traditional system
typically codes log.{M) bits with M symbols, whereas at least some of the proposed

systems abways oode 1 bit with M symbals,

—<

In the following some aspects of the present invention will be suenmarized in short.,

A watermark scheme employed in embodiments of the present nvention comprises a
ralii-channe! differential BPSK method for embedding digital information in an andio
25 signal. Each of several subchannels 1 is related to a frequency () of a time frequency
representation of the audio signal alt). The information 1o be transmitied in one subehannel
i 18 contained in the phase difference of consecutive coefficients b3, 11 (4, § € N) of a time

frequency representation.

0  Embodiments of the present invention have been presented In a more specific way using
the differential encoder 208 in Fig, 2 and bave been presenied in a move generabized way
using the ditferential encoder 408 1 Fig. 4. The two-point solution shown in Fig. 2 may be

of greater importance for the current practical application. However, the more general

multipoint sofution presented in Fig. 4 might be of intereat in future applications,

LA

At least some embodiments of the present Invention relate to digitel audio watermarking,

Le. some modification of an audio signal in order to hide digital data and the corresponding
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decoder capable of receiving this information while the perceived guality of the modified
audio signal remains indistinguishable {inandible) to the one of the eriginal.

Embodiments of the present invention implement differential encoding implicitly by
providing a current watermark coefficient based on & previous spectral coefficient of the
waterrarked signal.

Embodimends of the present invention oreate a method for generating an inaudible
watermark featoring differential encoding in the time frequency domain, The watermark ig
shaped optimaliv, or at least approximately optimally or mgnalwacayted considering the
host audio signal to maximize the decoder performnance. Moreover, the choics of the order

of the symobol consteliation allows to tradeof robusinese against external noise sowrees {(Le,

betier signal-to-noise ratic of the watermarked signal) versus better bit exvor rates.

Hrabodiments of the present invention create a {partly} host inferference rejecting

vatermaric ombedding method which implicitly contains a differential enceding scheme,

Inplemeniation Allernatives

Although some aspects have been described in the context of an apparatus, it is clear that
these aspecis also represent a description of the corresponding method, where 2 block or
device corresponds to a method step or o feature of a method step. Analogously, aspects

deseribed in the context of a method step also repwesent & desoription of a corresponding

R

block or ttem or feature of a corresponding spparatus. Some or all of the method steps may
be executed by (or using) a hardware gpparatus, ke for example, & microprocsssor, a
programmable computer or an electronic circuit. In some embodiments, some one or more

of the most important methed steps may be executed by such an apparatus.

Depending on certain implemeniation requirements, smbodiments of the invention can be
implementsd in herdware or in software, The implementation can be performed using a
digital storage medium, for example a floppy disk, a DVD, a Blue-Ray, a Ty a ROM, a
PROM, an EPROM, an EEPROM or a FLASH memory, having electronically readable
condrol signals stored thereon, which cooperate {or are capable of cooperating) with a

programmable compmter system such that the respective method is performed. Therefore,

the digital storage medivm may be computer readable,

Some embodiments according to the invention comprise a data camrier having

electronically readable conurel signels, which are capsble of cooperating with a

>
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programmable computer system, such that one of the methods described herein is

performed.

Oenerally, embodiments of the present invention can be implemented as a computer
program product with a program eode, the program code being operative for performing
one of the methods when the computer progfam product runs on a compuier, The program
code may for example be stored on a machine readable carvier,

{Other embodiments comyprise the computer program for performing one of the methods

described herein, stored on a machine readable carrier.

In other words, an embodiment of the inventive method is, therefore, a computer program
having a program code for performing one of the methods described hersin, when the
computer program Tuns on a computer,

A further embodiment of the inventive methods is, therefore, s data carrier {or a digital
storage medium, or a computer-readable mediwm} comprising, recorded thereon, the
computer program for performing one of the methods described herein. The data carier,
the digital storage mediwm or the recorded medium are typically tangibie and/or non—

transtiionary.

A further embodiment of the inventive method is, therefore, a data siveam or & sequence of
signals representing the computer program for performing one of the methods described
heyein, The data siream or the sequence of signale may for example be configured to te

transterred via g data communication connection, for example via the Internet.

A further embodiment comprises z processing means, for example a computer, or a
mrogrammable logic device, configured to or adapted to perform one of the methods
described herein.

A further embodiment comprises a computer having installed thereon the compoter

program for performing one of the methods deseribed herein,

A furthey embodiment according fo the invention comprises an apparatis or a svstem
configured to transfer (for example, electronically or optivally) a computer program for
performing one of the methods described hersin to a receiver. The recelver may, for
example, be a computer, 2 mobile device, a memory device or the ke, The apparatus or
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system miay, for example, comprise a file server for transferring the computer program o

the receiver .

In some embodiments, & programmable logic device (for example a field programmable
gate array) may be used to performt some or all of the functionalities of the methods
deseribed herein. In some embodiments, 2 feld programmable gate array may cooperaie
with a microprocessor in order 1o perform one of the metheds described herein. Generally,
the methods are preferably performed by any hardware apparatus,

The above desoribed embodiments are merely iHustrative for the principles of the present
invention. It iz understood that modifications and variations of the arrangements and the
details deseribed herein will be apparent to others skilled in the art. It is the intent,
therefore, o be Hmited only by the scope of the wmpending patent claims and not by the
specific details presented by way of deseription and explanation of the embodiments

herein,

Naturally, the concept deseribed herein may alse be used for watermarking of video signals

or unage signals,
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Claims
A watermark generator for providing a watermark signal as a sequence of subsequent
watermark coefficients based on a stream of subsequent stream values representing discrete
valued data, the watermark generator comprising:
a differential encoder configured to provide the watermark signal, wherein the differential
encoder is configured to apply a phase rotation to a current stream value of the stream values
representing the discrete valued data or to a current watermark symbol, the current watermark
symbol corresponding to a current stream value of the stream values representing the discrete
valued data, to obtain a current watermark coefficient of the watermark signal;
wherein the differential encoder is configured to derive a phase of a previous spectral
coefficient of a-watermarked signal which is a combination of a host signal and the watermark
signal;
wherein the differential encoder is configured to provide the watermark signal such that a
phase angle of the phase rotation applied to the current stream value or the current watermark
symbol is dependent on the phase of the previous spectral coefficient of the watermarked
signal; and
wherein the host signal is an audio signal, an image signal or a video signal, and the

watermarked signal is an audio signal, an 1mage signal or a video signal.

The watermark generator according to claim 1,

wherein the watermark generator comprises an information processor;

wherein the mformation processor is configured to provide the stream representing the
discrete valued data in a time frequency domain, such that each stream value of the stream is
associated to a frequency subchannel and a time slot; and

wherein the differential encoder is configured to obtain the current watermark coefficient in
the time frequency domain, such that a frequency subchannel associated to the current
watermark coefficient is identical to a frequency subchannel associated to the current stream
value and such that a time slot associated to the current watermark coefficient is identical to a

time slot associated to the current stream value.

The watermark generator according to claim 2,

wherein the differential encoder is configured to derive spectral coefficients of the
watermarked signal in a time frequency domain, such that each spectral coefficient of the
watermarked signal is associated to a frequency subchannel and a time slot, and

wherein the differential encoder is configured to determine the phase rotation, such that a time
slot associated to the previous spectral coefficient of the watermarked signal, in dependence

on which the phase angle of the phase rotation applied to the current stream value or the



32

current watermark symbol is chosen, and the time slot associated to the current stream value

are adjacent in time.

The watermark generator according to claim 3,
wherein the differential encoder is configured such that a frequency subchannel associated to
the previous spectral coefficient of the watermarked signal and the frequency subchannel

associated to the current stream value are identical.

The watermark generator according to one of the claims 1 to 4,

wherein the differential encoder is configured to additionally scale the current stream value or
the current watermark symbol by a current scaling factor or by a current factor which is
smaller than the current scaling factor; and

wherein the current scaling factor is provided by a psychoacoustical processing module in
dependence on a host signal into which the watermark signal is to be embedded, and such that

the current scaling factor describes a masking characteristic of the host signal.

The watermark generator according to claim 5,

wherein the differential encoder is configured to scale the current stream value or the current
watermark symbol by the current scaling factor to adjust an amplitude of the current
watermark coefficient such that a watermark is inandible in a watermarked signal determined

by a combination of the host signal and the watermark signal.

The watermark generator according to one of the claims 1 to 6,

wherein the differential encoder comprises a subconstellation selector configured to
selectively provide a plurality of current watermark symbols which constitute a
subconstellation in dependence on the current stream value,

wherein the differential encoder is configured to apply the phase rotation to each of the
current watermark symbols of the subconsteliation corresponding to the current stream value
or to a scaled version thereof, to obtain a plurality of current candidate watermark
coefficients; and

wherein the differential encoder comprises a decider configured to choose one out of the

current candidate watermark coefficients as the current watermark coefficient.

The watermark generator according to claim 7,
wherein the decider is configured to derive a plurality of current candidate watermarked

spectral coefficients based on combinations of a current spectral coefficient of the host signal
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with the plurality of candidate watermark coefficients to determine the current candidate
watermarked spectral coefficient with the highest power out of the plurality of current
candidate watermarked spectral coefficients, to choose the current candidate watermark
coefficient corresponding to the current candidate watermarked spectral coefficient having the

highest power as the current watermark coefficient.

The watermark generator according to one of the claims 7 to 8,

wherein the subconstellation selector is configured to provide the plurality of current
watermark symbols as complex values such that different current watermark symbols only
differ in phase and such that phase differences of different adjacent current watermark

symbols associated with the same current stream value are equal.

The watermark generator according to one of the claims 1 to 9,
further comprising a modulator configured to derive the watermark signal in a time domain

based on the subsequent watermark coefficients.

A watermark decoder for providing discrete valued data in dependence on a watermarked
signal, the watermark decoder comprising:

an information processor to provide a stream of complex valued spectral coefficients, the
stream representing the watermarked signal; and

a differential decoder configured to determine a phase angle difference between a previous
complex valued spectral coefficient and a current complex valued spectral coefficient,
configured to map phase angle differences within at least two different phase angle ranges to
a first discrete value of the discrete-valued data and to map phase angle differences within at
least another two different phase angle ranges to a second discrete value of the discrete valued
data;

wherein the differential decoder is configured to distinguish at least between four different
phase angle ranges, and

wherein the differential decoder is configured to map adjacent phase angle ranges to different
discrete values of the discrete-valued data; and

wherein the watermarked signal is an audio signal, an image signal or a video signal.

The watermark decoder according to claim 11,
wherein the information processor is configured to provide the stream of complex spectral
coefficients in a time-frequency-domain such that each complex spectral coefficient is

associated to one frequency subchanne!l and one time slot; and



13.

14.

34

wherein the differential decoder is configured such that the previous complex spectral
coefficient and the current complex spectral coefficient are associated to adjacent time slots

and the same frequency subchannel.

A method for providing a watermark signal as a sequence of subsequent watermark
coefficients based on discrete-valued data, the method comprising:

Providing, in dependence on information units of the discrete-valued data, a stream of
subsequent stream values such that the stream represents the discrete-valued data;
Applying a phase rotation to a current stream value of the stream values representing the
discrete valued data or to a current watermark symbol, the current watermark symbol
corresponding to a current stream value of the stream values representing the discrete valued
data, to obtain a current watermark coefficient of the watermark signal;

Deriving a phase of a previous spectral coefficient of a watermarked signal which is a
combination of a host signal and the watermark signal; and

Providing the watermark signal such that a phase angle of the phase rotation applied to the
current stream value or to the current watermark symbol is dependent on the phase of the
previous spectral coefficient of the watermarked signal;

wherein the host signal is an audio signal, an image signal or a video signal, and the

watermarked signal is an audio signal, an image signal or a video signal.

A method for providing discrete-valued data in dependence on a watermarked signal, the
method comprising:

Providing a stream of complex-valued spectral coefficients, the stream representing the
watermarked signal;

Determining a phase angle difference between a previous complex vaiued spectral coefficient
and a current complex-valued spectral coefficient;

Mapping phase angle differences within at least two different phase angle ranges to a first
discrete value of the discrete-valued data and mapping phase angle differences within at least
another two different phase angle ranges to a second discrete value of the discrete valued
data;

wherein adjacent phase angle ranges are mapped to different discrete values of the discrete-
valued data; and wherein the watermarked signal is an audio signal, an image signal or a

video signal.
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15. A computer program for performing the method according to claim 13 or 14, when the

computer program runs on a computer,



