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USER/INTERACTION ASSOCIATION VIA A MEDIA GATEWAY

RELATED APPLICATION
{6001 The present application claims the benefit of priority to U.S.
Apphication No. 14/308,545, filed June I8, 2014, which is incorporated by reference

herein in its entirety.

FIELD
[6002] This application relates generally to the field of electronic
comymunications and, in an example erobodivoent, to associating a user with an

interaction via a media gateway.

BACKGROUND

{6003] In some media environments, such as, for example, interactive
television applications provided by way of a set-top box and/or wedia gateway and a
connected display device, a user may carn a benefit, such as “points” or some other
type of consideration, 1o respouse to an activity performed by the user. Such an
activity may inclade, for example, watching a particular item of content (e.g., a
telcvision prograrm or an advertiseraent}, engaging in a particular game, or some
other interaction between the media gateway or sct-top box and the user.

(3004} To assign the award to the correct user performing the interaction, the
media gateway or set-top box may request the user to enter some kind of
identification, such as a user identifier or personal identification number (PIN), into
the media gateway or set-top box, such as by way of a remote control or wireless
keyboard communicatively coupled with the media gateway or set-top box. In
circumstances in which more than one user may interact regularly with the media
environment, such as in the typical case of a household with multiple family
members, the users may consider the entering of a user identifier or PIN to be at
teast somewhat onerous. In other examples, a user interacting with the media
environument may sitaply forget to eoter the identifying mformation after another
person has engaged with the environment, thus causing the set-top box or media
gateway to determine incorrectly the particular user currently interacting with the

environment.
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BRIEF DESCRIPTION OF DRAWINGS

{3005] Erabodiments are illustrated by way of example and not lmitation in

the figures of the accompanying drawings, in which like references indicate similar

efements and in which:

[6006] FI1G. 1 is a block diagram of an example communication system

employable for associating a user of a user device and an interaction using a media

gateway,

[6007] FIG. 2 is a block diagram of an exarople wedia gateway eroployable

in the communication system of FIG. 1;

[0008] FIG. 3 1s a block diagram of an example server employable 1o the

communication system of FIG. I}

(6009 FIG. 4 is a flow diagram of an cxample method of associating a user

and an juteraction via a wedia gateway;

6016} FIG. 5 is a flow diagram of an exaraple macthod of identifying a user

based on establishing a connection between a user device and a media gateway;
(6011} FIG. 6 is a flow diagram of an cxample method of identifying 8 user

based on a user device interacting with a media gateway;

[6012] FI1G. 7 is a flow diagram of an example method of performing a user-

specific action based on a user and an interaction; and

{3013} FIG. 8 is a diagramimatic representation of @ machine in the example
orm of a coraputer system within which a set of instructions may be executed for

causing the machine to perform any one or more of the methodologies discussed

herein.

DETAILED DESCRIPTION

6014} In the following deseription, for purposes of explanation, numerous
specific details are set forth in order to provide a thorough understanding of the
embodiments disclosed herein. It will be evident, however, to one skilled in the art
that the embodiments may be practiced without these specific details.

{601 5] FIG. 1 is a block diagram of an exarople communication syster 100
emaplioyable for associating a user and an interaction via a media gateway. inthe
system 100, a local network arca 101, which may be a home, apartraent, small
business, restaurant, bar, or other simlarly localized area, may include a roeda

gateway 102 that is configured to deliver media content, interactive content, and the
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like to one or more users located at the local network area 101, In some exaraples,
the media gateway 102 may deliver the content to the user by way of a display
device 104, such as a television and/or other device capable of presenting audio,
video, or other content to a user. In some examples, the media gateway 102 may be
a smart television, computer, or other device capable of presenting content 10 a use
without the use of a separate presentation device. The media gateway 102 may also
deliver the content to one or more user devices 110, which are described in greater
detail below.

8016} To deliver content, the media gateway 102 may configured as a cable
modulator/demodulator (modem), digital subscriber ine {BSL) modem, or other
gateway for relaying communication traffic between the local network area 101 and
one or more servers 140 via a wide arca network (WAN) 160 (e.g., the Internct) and
possibly one or wore trusted servers 150, In oue exarople, the server 140 may be a
remote third-party server that provides one or more services by way of the trusted
server 150, which may be a server of a service provider, such as a cable television
service provider, a satellite television service provider, an Internet service provider
(ISP}, and s0 on. In other exaraples, the server 140 may be communicatively
coupled to the media gateway 102 via the WAN 160 without a scparate intervening
server 150,

(30171 In some embodiments, the media gateway 102 may also serve as or
include a television set-top box to provide content received by way of satellite
antenna, cable connection, terrestrial antenna, Internet connection, and/or other
communication connection to a user via the display device 104 (e.g., a television or
video monitor). Accordingly, the media gateway 102 may include one or more
tuners, a digital video recorder {BVR}, and other components often associated with a
set-top box.

[6018] The media gateway 102, in some examples, may also operate as a
tocal area network (LAN}) router (such as an Ethernet router and/or a WiFi® router
for routing communication traffic between various communication devices within
the local network arca 101) and/or a local communication connection device (e.g., a
Bluctooth®-enabled device), thus facilitating communication between the media
gateway 102 and one or more user devices 1 10A and 110B (alternatively, user
devices 110} tocated within the local network area 101 by way of wired and/or

wireless local communication connections 120, Examples of the user devices 102
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include, but are not himited to, desktop, laptop, and tablet computers; gaming
systems; smart phones; personal digital assistants {PDAs); printers; and so on.
00194 One or more of the user devices 110A and 110B may include an
application 1124 and 1128 {(alternatively, application 112} that may be executed by
the user device 110. In some examples discussed hercinafter, the application 112
may facilitate the interaction of the user with the media gateway 102 by, for
example, presenting media content and/or interactive content to the user. Such
media content roay include, for example, television series episodes, movies, sporting
events, news programs, audio clips, still images, documents, and so on. The
mteractive content may include, in some embodiments, interactive shopping
programs, interactive gaming programs, news feed programs, stock information
programs, and the like. Each of these interactive programs may be executed on the
media gateway 102, on the user device 110 {e.g., by way of the application 112}, or
some combination thereof.

[0020] In some examples, the application 112 executing on the user device
110 may provide the media gateway 102 with an identifier for the user and/or the
user device 110, Also, 1o some embodivoents, a single application 112 may both
facilitate interaction of the user with the media gateway 102 as well as provide the
media gateway 102 with the identifier for the user and/or the user device 110, while
in other exampies, separate applications 112 may perform these functions. Further,
the user device 110 may include multiple applications 112, cach of which facilitates
a different type of interaction between the user and the media gateway 102, and one
or more of these applications 112 may provide the media gateway 102 with the
identifier for the user and/or the user device 11{.

(0211 In the embodiments described below, the media gateway 102 may
facilitate, in an accurate and secure manner, the identification of a user employing a
user device 110 to interact with the media gateway 102, and to supply that
wdentification, along with an indication of the interaction between the user device
118 and the media gateway 1072, to at least one server 1480, 150, Such identification
may allow the server 140, 130 fo perform some user-specilic or user-related action,
possibly including, but not limited to, providing user-specific content to the user,
tracking the consumption of content by the user, and providing the user a benefit

based on actions or habits of the user.
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[8022] FI1G. 2 1s a block diagram of an example of the media gateway 102
employed in the communication system 100 of FIG. 1. In this example, the media
gateway 102 may include a wide area network (WAN} interface 202, a local
network interface 204, a traditional television interface 206, a display device
interface 208, a user identification module 210, a user interaction module 212, a user
interaction fogging module 214, and a gateway authentication module 216. Each of
these modules, as well as other modules deseribed herein, may include hardware,
software, or some combination thereof for performing the various functions
corresponding to the module, as is described more fully below. The media gateway
102 may also include one or more of a user device registration log 220 and a user
interaction log 222. Other possibie components, such as, for example, a user
interface, one or more broadcast channel tuners, a DVR, and so on, as mentioned
above, roay be tocluded 1o the media gateway 102, but are not explicitly Ulusirated
in F1G. 2 to simphify the following discussion.

{0023] The WAN interface 202 may facilitate communications between the
media gateway 102 and the one or more servers 140 and/or the one or more trusted
servers 130 of FIG. 1. As discussed o greater detail below, the media gateway 102
may provide the server 140, 150 with information identifying a user of the user
devices 110, as well as various interactions of the user with the media gatewsy 102,
The server 140, 150 may then perform some user-specific or user-related action or
operation based on the user and associated interaction information, as mentioned
above.

{8024} The local network interface 204 may be configured to facilitate
communication between the media gateway 102 and one or more of the user devices
110 of FIG. 1. Accordingly, the local network interface 204 may be capable of
communicating using the local communication connections 12 via any one or more
of Ethernet, WiFi®, Bluetooth®, NFC™, RFID, HomePlug®, and other
conumunication networks, connections, or protocols. lo soroe exarples, the local
network interface 204 may serve as a LAN router, thus operating as a
cororounication node through which the user devices 110 may communicate withio
the local network area 101, In other examples, the media gateway 102 may be
communicatively coupled with an external LAN router to facilitate communication

among the media gateway 102 and the user devices 110,
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[0025] The traditional television interface 206, if provided, may be
configured to received media content, interactive program content, and the like via
one or more of a satellite antenna, a cable connection, a terrestrial antenna, and/or
other broadeast communication connection for presentation to a user, such as via the
display device interface 208, Consequently, as discussed above, the media gateway
102 may include one or more tuners, a DVR, and other components often associated
with a set-top box. Such components are not explicitly shown in FIG. 2 or described
in greater detatl herein.
8026} The display device interface 208 may be configured to generate
output signals compatible with one or more display devices 134, such as, for
example, a television, a video monitor, and/or so on to present media content,
mteractive content, and the like to the user. For example, the output signal may be
corapatible for transmission to the display device 104 over a coaxial cable, a
composite video connection, a component video connection, an HDMI (High-
Defiottion Multimedia Interface) connection, or any other connection capable of
orwarding the content to the display device 104 for viewing by the user. In other
examples, the media gateway 102 may include the display device 104, thus possibly
resulting in the display device interface 20¥ not being incorporated in the media
gateway 102, or not being accessible externally to the media gateway 102,
(60274 The user identification module 210 may be configured to determine
the identity of a user associated with a particular user device 110 that is
communicatively coupled with the media gateway 102. In an embodiment, the user
identification module 210 may be configured to cause the user device 110 to register
with the media gateway 102 prior to allowing the user device 110 to communicate
via, or otherwise interact with, the media gateway 102. During the registration, the
user identification module 210 may receive information from the user device 110
indicating an identifier for the user device 110 {e.g., 2 media access control {MAC)
address) as well as an 1dentitier for the user of the user device 110 {e.g., a naroe, a
username, an email address, or the like)}. The user wdentification module 210 may
also store one or both of the identifiers for the user device 110 and the user in
association with each other in the user device registration tog 220. Thereafter, when
the user device 110 establishes a communication connection 120 with the media

gateway 102, the media gateway 102 may detect the dentifier for the user device
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110 and thus associate the appropriate user to the user device 110 via the user device
registration log 220.

100281 In some embodiments, the user identification module 210 may
receive an ideutifier for the user in the course of the user device 110 executing the
application 112, which may provide the user identifier to the media gateway 102.
Further, in some examples, the application 112 may explicitly request the user to
enter some kind of identifying information or code {e.g., username, password, and/or
the like) to ensure that the application 112 exphlicitly determines the identity of the
user. The user identification module 210 may perform other operations in addition
to, or in lieu of, the operations described above to discover a particular user
associated with a specific user deviee 119,

(6029 In some exaraples, the user identification module 210 may also
identify users of remote user devices (ot shown in FIG. 1) that interact with the
media gateway 102 via the WAN 160 and the WAN interface 202, In one
embodiment, a user may employ a Slingbox® or simatlar device to interact with the
media gateway 102 via the WAN 160 to view media content on the remote user
device that 1s normally provided via the display device 104. In such situations, the
remote user device may log in 1o the media gateway 102 via username, password,
and/or some other mechanista by which the user identification raodule 210 may
identify the user prior to the remote user device accessing the media content.
Morcover, the user identification module 210 may distinguish between local user
devices interacting with the media gateway 102 via the local network interface 204
and those interacting with the media gateway 102 via the WAN interface 202, by
way of which interface 202, 204 is being emploved for interaction with the media
gateway 102, as is described in greater detail below.

6034} The user interaction module 212 may be configured to facilitate one
or more types of interactions between the media gateway 102 and one or more user
devices 110, Such interactions may toclude, for exaruple, relaying media content
{e.g., video content, still image content, audio content, documents, web-based
content, and 80 on) recetved at the media gateway 102 via the WAN 160 using the
WAN interface 202, and/or via the traditional television interface 206. These types
of interactions may also be represented by the user’s sclection of a particular

broadcast chaonel for viewing or recording, as well as other inferactions between the
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user via the user device 110 and/or directly with the media gateway 102 or the
display device 104, such as by way of a remote control unit.

{3031} The user interactions may also include, for example, providing an
interactive program for use by the user, as well as the user’s actual use of the
interactive program. For example, the interactions may include the reception of user
commands for the interactive program by way of a remote control unit associated
with the media gateway 102 and/or the display device 104, the user device 110
associated with the user, and other compouents, as well as the output of responses o
the user commands by way of the display device 104, the user device 110, and/or
other devices.

{3032] Moreover, the user interactions may include, for example, any
content received, commands provided, output generated, and/or other interactions
hetween the media gateway 102 and the user that involve content and/or other
information exchanged between the server 140 or other communication nodes via
the WAN 160 using the wide area network ijuterface 202, In using the media
gateway 102 to access the WAN 160, the user device 110 may cngage in
fateractions such as downloading web pages, documents, audio content, video
content, and so forth; accessing shopping web sites; interacting with social media;
taking part in surveys; and many others.

{3033} In yet other examples, the user interaction module 212 may also
facilitate interactions between the media gateway 102 and a remote user device (not
shown in FIG. 1) via the WAN interface 202. In one embodiment, a user may
employ a Slingbox® or similar device to interact with the media gateway 102 via
the WAN 160, as mentioned above. Such interactions may or may not be treated
equally compared to interactions that occur via the local network interface 204, For
example, the user interaction module 212 may be configured to identify and track
the interactions of the user devices 110 located within the local area network 101,
and ignore interactions of user devices located externally to the local area network
101. Such embodiments may help prevent spoofing of user interactions instigated
by user devices not located within the local network area 101,

16034} In conjunction with the user interaction module 212, the user
mteraction logging module 214 may be configured to log to the user interaction log
222 mteractions undertaken by one or more users with the media gateway 102 that

eraploy the WAN interface 202 and/or the traditional television interface 206. For
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example, the user interaction logging module 214 may record each interaction of
interest, including the particular interaction involved and a time at which, or a time
period during which, the interaction cccurred, and an identifier for the particular
user and/or user device 110 engaging in the interaction. In one example, the user
interaction logging module 214 may receive this information from the use
interaction module 212 and store some version of that information to the user
interaction fog 222. Further, the user interaction logging module 214 may store all
of the ynformation relating to each interaction as a data object, or may use some
other storage sirategy to relate each interaction with its particular user or user device
119,

{3035 In some examples, the user interaction logging module 214 may filter
the information received from the user interaction module 212 so that information
associated with less than all of the interactions taking place are recorded at the user
interaction fog 222. For example, the user interaction logging module 214 may
distinguish between user devices 110 juteracting with the media gateway 102 via the
local network interface 204 and those that interact with the media gateway 102 via
the WAN nterface 202 by filtering or ignoring those interactions occurring via the
WAN interface 202, thus resulting in only those interactions facilitated via the local
network interface 204 being logged to the user interaction log 222, In other
examples, interactions that occur via the local network interface 204 and the WAN
interface 202 may both be logged to the user interaction log 22, and thus be treated
equally for purposes of reporting such interactions to the server 140, 150.

{6036} The gateway authentication module 216 may be configured to
authenticate the media gateway 102 with one or more servers 140 and/or trusted
servers 150, thus providing the servers 140 and/or trusted servers 150 with a
measure of security that the media gateway 102 is a trusted source of information.
In one example, the gateway authentication module 216 may transmit a digital
certificate or other secure form of identification via the WAN woterface 202 over the
WAN 160 to a server 1440, 150 to authenticate the media gateway 102 with the
server 140, 150.

[6037] Consequently, by identifying a user interacting with the media
gateway 102 via the user identification module 210, and verifving or authenticating
the media gateway 102 with a server 140, 150 of interest, the server 140, 150 way

receive accurate, verified information regarding user and user device 110
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mteractions with the media gateway 102, The server 140, 150 may then use that
information for various purposes, as mentioned above.

{3038 FI(3. 3 is a block diagram of an example of the server 140, 150
emapioyable in the communication system 100 of FIG. 1. In the example of FIG. 3,
the server 140, 150 may include a wide area network (WAN) interface 302, a
gateway authentication module 304, a user interaction collection module 306, a
benefit determination module 30¥, a content sclection module 316, and/or a content
rating module 312, The server 140, 150 may also woclude user interaction
information 320 received from the media gateway 102 of FIG. 2. In particalar
embodiments, one or more of the modules deptcted in FIG. 2 way not be jocluded 1o
the server 140, 150. Also, other components may be tncladed in the server 148, 150,
but are not explicitly illustrated in FIG. 3 to simplify the following discussion.
[6039] Sivoilar to the WAN interface 202 of the roedia gateway 102 of FIG.
2, the WAN interface 302 of FIG. 3 may be configured to facilitate communications
between the server 140, 130 and the media gateway 102, As wentioned above, the
server 140, 150 may receive from the media gateway 102 information identifying a
user of the user devices 110, as well as various interactions of the user with the
media gateway 162. The server 140, 150 may then perform some user-specific or
user-related action or operation based on the user and associated interaction
information.

[3040] Operating in some examples as a counterpart to the gateway
authentication module 216 of the media gateway 102 of FIG. 2, the gateway
authentication module 304 may be configured to authenticate the media gateway
102 so that any user interaction information received from the media gateway 102
may be trusted. In one example, the gateway authentication module 304 may
receive a digital certificate or other secure form of identification of the media
gateway 102 from the media gateway 102 over the WAN 160 via the WAN interface
302 so that the server 140, 150 roay autheunticate the server 140, 150,

{3041} The user interaction collection module 306 may be configured to
recetve tnforroation indicating interactions undertaken by one or more users with the
media gateway 102. For example, the user interaction information may include
information regarding each interaction of interest, including the particular
mteraction tovolved and a titae at which, or a tivoe period durtog which, the

interaction occurred, and an identifier for the particular user and/or user device 110
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engaging in the interaction with the media gateway 102, In one example, the user
interaction information received at the server 140, 150 may have been stored at the
user interaction log 222 of the media gateway 102 prior to the media gateway 102
transmitting that information to the server 148, 150 via the WAN 160, Further, the
user interaction collection module 306 may store at least some version of that
information as the user interaction information 320 of the server 140, 150. Further,
the user interaction collection module 306 may store all of the information relating
{0 each interaction as a data object, or ray use some other storage strategy to relate
cach interaction with its particular user or user device 119. In some examples, the
user interaction collection module 306 may filter the information received from the
media gateway 102 so that information associated with less than all ofthe
mteractions taking place is recorded as the user interaction information 320.

[0042] Based on the user interaction information 320, the server 140, 150
may perform one or more user-specific operations or tasks. Examples of modules
that may perform such operations at the server 140, 150 include, but are vot mited
1o, the benefit determination module 308, the content selection module 310, and the
content rating module 312, In one embodument, the benefit determination module
308 may assign or reward a user of a user device 11¢ with one or more benefits in
terms of cash, products, loyalty credit {e.g., loyalty “points”}), and/or the like based
on at least one interaction between the user via a user device 110 and the media
gateway 102. For example, if the user has accessed or received content provided by
a particular content provider, has purchased one or more products from a particular
merchant, or has engaged a particular provider in some other valnable way, as
reflected 1n the user interaction information 320 received from the media gateway
102, the server 140, 150 may award one or more benefits to the user.

0043} The content selection module 310 may be configured to deliver,
advertise, or perform some other action involving media content {e.g., audio content,
audio/visual content, still irnage coutent, graphical content, textual content, and so
on} to a user device 110 of a user based on at least one interaction between the user
via a user device 110 and the media gateway 102, For instance, if the user has been
accessing audio content of a particular musician, perusing a website representative
of that musician, engaging in social media involving the musician, or so on via the
media gateway 102, and such interactions are ndicated in the user interaction

mformation 320, the server 140, 150 may sclect alternative content of the musician,

i1
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content created by another musician of a similar style as that of the first musician, or
some other content of potential interest to the user. The server 140, 150 may
advertise or deliver the selected content to the user, possibly by way of the media
gateway 102 to one or more user devices 118 associated with the user. In one
example, the selected content, or advertisoment therefor, may be delivered to at least
one user device 110 which was not involved in the interaction of the user with the
media gateway 102.

6044} The cootent rating roodule 312 moay be configured to provide rating
information for one or more types of media content {e.g., musical pieces, television
prograrus, motion pictures, and 80 on} involving a plurality of users interacting with
multiple media gateways 102 coupled with the server 148, 150, and possibly with
other servers. More specifically, the server 140, 130 may receive user interaction
mnformation 320 that indicates the particular items of media content that each user
interacting with the media gateways 102 views, purchases, downloads, or otherwise
consumes. The server 140, 150 may then process the user inferaction inforroation
320 to generate rating information that indicates, for example, the relative popularity
of at teast some of the content iterns.

16045] In some embodiments, the server 140, 150 may access data other than
that available in the user interaction information 320 to perform one or more of the
operations described above. With respect to the content rating module 312, for
exaraple, the server 140, 150 may access demographic information associated with
the users of the media gateways 102, geographic information indicating the locations
of the media gateways 102, and so forth to provide additional context to the user
interaction information 320. Based on this additional context, the server 140, i5
may generate more specific rating information as it relates to age groups, geographic
areas, and so on, which may be of significant benefit to content providers, content
distributors, and advertisers.

{6046} Other examples of additional information that the server 140, 150
may take mnto account when processing the user interaction information 320 may
inclade 1nformation that assists the server 140, 150 1o interpreting the user
interaction information 320. For example, the content rating module 312, in rating
teicvision prograras, may access television program scheduling information that
mdicates the particular geographical areas, days, tiroes, and broadcast chanuels over

which specific programs may be broadeast. Consequently, if the user interaction
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information 320 provides a particular broadcast channel and tirne at which a user
was viewing content via the media gateway 102, the server 140, 150 may determine
the particular program viewed by the user. Other examples of supplementing the
user interaction information 320 with additional information to perform one or more
operations or tasks within the server 140, 150 are also possible.

{60471 Moreover, while FIG. 3 depicts three specific modules (e.g., the
benefit determination module 30¥, the content selection module 310, and the content
rating module 312) capable of performing operations based on the user interaction
information 320, such modules are exemplary in nature, and many other types of
modules that are capable of performiog operations for the benefit of users, content
providers, product manufacturers and distributors, and other individuals or entities,
arc also possible.

[6048] FIG. 4 is a flow diagram of an example method 400 of associating a
user and an interaction via a media gateway. In the following examples, the media
gateway 102 of FIG. 2, including the various components provided therein, is
presumed to perform the various operations of the method 400, However, other
media gateway devices or components not specifically desceribed herein may
perform the operations of the method 400 in other embodiments.

[0049] In the method 400, a user of a user device 110 interacting with the
media gateway 102 is identified (operation 402). Examples of how the media
gateway 102 may identify the user are discussed below in conjunction with FIGS. §
and 6. The media gateway 102 may associate the user with at least one interaction
occurring between the user device 110 of the user and the media gateway 102
{operation 404). In addition, the media gateway 102 may authenticate itself with a
server 140, 150 (operation 406). The media gateway 102 may then provide the
server 140, 150 with an indication of the association of the user with the interaction
{operation 408}. As explained above, that indication, possibly along with
mdications of other interactions of the user with the media gateway 102, as well as
interactions of other users with the same media gateway 102 and other media
gateways 102 located in other local network arcas 101, may be atilized by the server
140, 150 to perform any of a number of different operations or tasks, such as, for
cxample, providing benefits to users, sclecting content for users, rating content

consumed or accessed by the users, and so on.



WO 2015/195489 PCT/US2015/035670

[0050] While the operations 402 through 408 of F1G. 4 {as well as the
operations of other methods illustrated herein} are shown as ocourring in a specific
order, other orders of operation, including concurrent cxecution of two or more
operations, are also possible. For example, at least operations 402 and 404 may
occur periodically, continuaily, or in some other repetitive manner, possibly ina
parallel, simultaneous, or concurrent fashion, as one or more users interact with the
media gateway 102 to access media content or other information; provide input to,
and receive output from, a television interactive application; and the like.
Accordingly, in some examples, multiple users may be viewing the same media
content provided via the media gateway 102 and the display device 104. The user
device 110 for each of the users may, at that time, be interacting with the media
gateway 102 as well, thus causing the media gateway 102 to perform the method
400 for each user present, resulting in an indication of the association of each user
with the interaction (¢.g., the user viewing the content on the display device 104) to
the server 140, 150. Inresponse, the server 140, 130 may then perform a usex-
specific or user-related action that is associated with cach of the users, such as, for
example, providing a benefit of some sort to each of the users.

6051} F1G. 5 is a flow diagram of an example method 500 of identifying a
user based on establishing a connection between a user device 110 associated with
the user and a media gateway 102. In the method 500, a user device 110 may be
registered at the media gateway 102 (operation 502). In one example, such a
registration may involve reception of some ideuntifier of the user device 110 (e.g., a
MAC address) and an identificr of the user {e.g., a username and/or password) such
that the media gateway 102 may associate the two identifiers with each other. The
media gateway 102 may also register other nser devices 110 associated with the
same user, as well as user devices of other users.

{0052 Also in the method 500, 2 communication connection 120 may be
established between the media gateway 102 and the user device 110 (operation 504).
in one example, the communication connection 128 may be established in response
1o the user device 110 comuing within a communication range, such as a WiFi®R or
Bluetooth® communication range, of the media gateway 102, thus causing a
wircless communication connection 120 between the media gateway 102 and the

user device 110 to be established. 1o another example, the user device 110 roay be
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connected to the media gateway 102 via an Ethernet cable or other wired structure,
thus causing a wired communication connection 128 to be established.

{3053 During the establishment of the connection, or shortly thereafter, the
media gateway 102 may receive an identifier of the user device 118 {operation 506),
such as the MAC address of the user device 110, Based on the previous registration
of the user device 110, the media gateway 102 may determine the identifier ofthe
user that is associated with the received identifier of the user device 110 (operation
508). Thus, as a result of the method 500, the media gateway 102 may attribute
interactions of the user device 110 with the media gateway 102 over the established
connection {o the user associated with the user device 110,

{30541 Beyond the establishment of the communication, FIG. 6 is a flow
diagram of an example method 600 of identifying a user based on the user device
110 interacting with the media gateway 102, In the method 600, the media gateway
102 may receive a second identifier for the user during the interaction of the user
device 110 with the media gateway 102 {operation 602). This second user ideutifier,
which may or may not be the sarae as the first user identifier received in conjunction
with the registration of the user device 110 with the media gateway 102, may also be
used at the media gateway 102 to identify the user (operation 604).

[BO55] In one example, the user may initiate execution of an application 112
{e.2., a web browser, a music player, a video player, or the like) on the user device
110 that interacts with the media gateway 102 to access content, exchange data with
the server 140, 150, and/or perform other operations. In respounse to the user
initiating execution of the application 112, the application 112 may transmit a user
identifier for the user (e.g., the second user identifier} to the media gateway 102,
(30561 In some embodiments, the user device 11§, such as a computer,
gaming system, or tablet device, may be utilized by more than one user located at
the local network area 101, In those embodiments, the user may sign into the user
device 110, or to the application 112, by way of a code, such as a username and/or
password, to identify the user with the user device 110, That user identifier, or some
fndication thereof, may be trausferred to the media gateway 102 to specifically
identify the user from among the potential users ofthe user device 110 and thus
associate that user with interactions of the application 112 with the media gateway

102.
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[BO5T] In some embodiments, the application 112 may request input from
the user that indicates the user is viewing the display device 104 coupled with the
media gateway 102, For example, the application 112 may request the user to
answer a question or otherwise describe or indicate content that is currently being
displayed on the display device 104. A correct answer from the user regarding the
content being displayed on the display device 104 may serve as a verification that
the user is viewing the display device 104, and is thus identified as the user that is
currently interacting with the media gateway 102. Counversely, an incorrect answer
may indicate that the user is not viewing the display device 104, and thus may not be
a user that is currently interacting with the wedia gateway 102 1o exaruples in which
the interaction involves viewing of the display device 104,

[6038] FIG. 7 is a flow diagram of an example method 700 of performinga
user-specific or user-related action based on a user and a corresponding interaction.
As discussed above, the server 140, 150 may be configured to receive from the
media gateway 102 an indication of an association of the user with the interaction
{operation 702). The server 140, 150 may receive such information for multipie
fateractions regarding a particular user fnteracting with the media gateway 102, as
well as corresponding information for other users interacting with the same media
gateway 102, In yet other exaraples, the server 140, 150 may receive this interaction
information from a number of different media gateways 102 involving users located
at different local network arcas 101, Based on the received user and interaction
information, the server 140, 150 may then perform user-specific or user-related
actions or operations based on that information {operation 704). As mentioned
above, examples of such actions may include those that primarily aid the user, a
content provider or distributor, an advertiser, or the like, such as, for example, the
providing of user benefits or awards, the selection of media content or advertising,
the rating of media content, and so on.

[6059] In at least some of the embodiments described above, a media
gateway may f{acilitate accurate and secure identification of users and their
interactions with the media gateway, such as media content access, use of
applications (e.g., television interactive applications, smartphone/tablet applications,
and s0 on}, and more. Further, the media gateway may be securely aunthenticated

with one or more servers that may be configured to receive that information in order
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to perform various functions that depend upon such interaction information that nmay
benefit any of number of parties or entities, including the users themselves.

{3060} FIG. 8 illustrates a diagrammatic represeontation of @ machine in the
example form of a computer system 884 within which a set of instructions may be
executed for causing the machine to perform any one or more of the methodologies
discussed herein. In alternative embodiments, the machine operates as a standalone
device or may be connected {¢.g., networked) to other machines. In a networked
deployment, the machine may operate in the capacity of a server or a client machine
in server-client network environment, or as a peer machine tn a peer-to~-peer {(or
distributed) network eovironroent. The machine may be a persoual computer, a
tablet computer, a set-top box {8TB}, a personal digital assistant (PD A}, a cellular
telephone, a web appliance, a network router, switch or bridge, or any machine
capable of executing a set of tnstructions (sequential or otherwise) that specify
actions to be taken by that machine. Further, while only a single machine is
tHustrated, the term “machineg” shall also be taken to include any collection of
machines that individually or jointly execute a set {or multiple sets) of instructions
o perform any one or more of the methodologies discussed herein.

6061} The example computer system 800 includes a processor 802 {e.g., a
central processing unit (CPU), a graphics processing unit (GPU}) or both), a main
memory 804 and a static memory 806 which communicate with each other via a bus
808. The computer systermn 800 may further include a video display unit 810 {(c.g., a
liquid crystal display (LCD) or a cathode ray tube (CRT)). The computer system
800 also includes an alphanumeric input device 812 (e.g., a keyboard}, a user
interface (U} navigation device 814 (e.g., a mouse)}, a disk drive unit 816, a signal
generation device 818 {¢.g., a speaker) and a network interface device 820.

[6062] The disk drive unit 816 includes a machine-readable medium 822 on
which ts stored one or more sets of instructions and data structures {e.g., instructions
824} embodying or utilized by any one or more of the methodologies or functions
described heretn. The instructions 824 may also reside, completely or at least
partially, within the main wemory 804, the static memory 806, and/or within the
processor 802 during execution thereot by the computer system 804, the main
memory 804, the static memory 806, and the processor 802 also constituting

machine-readable media,
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[0063] The instructions 824 may further be transmitted or received over a
network 850 via the network interface device 820 utilizing any one of a number of
well-known transfer protocols {e.g., HyperText Transfer Protocol (HTTP)).

{6064} While the machine-readable medium 822 is shown 1o an example
cmbodiment to be a single medinm, the term "machinc-readable medium” should be
taken to include a single mediom or multiple media (e.g., a centralized or distributed
database, and/or associated caches and servers) that store the one or more sets of
fostructions 824, The term "machine-readable medium” shall also be taken to
include any medium that is capable of storing, encoding or carrying a set of
mstructions 824 for execution by the wachine and that cause the machine {o perform
any one or more of the methodologies of the present inventive subject matter, or that
is capable of storing, encoding or carrying data structures utilized by or associated
with such a set of instractions 824. The term "machine-readable yoedium” shall
accordingly be taken to include, but not be limited to, solid-state memories, and
optical and magnetic media.

{8065] Throughout this specification, plural instances may iraplement
coraponents, operations, or structures described as a single justance. Although
individual operations of one or more methods are illustrated and described as
sgparate operations, one or more of the individual operations ruay be performed
concurrently, and the operations may be performed in an order other than that
itlustrated. Structures and functionality presented as separate coraponents in
example configurations may be implemented as a combined structure or component.
Similarly, structures and functionality presented as a single component may be
implemented as separate components. These and other variations, modifications,
additions, and improvements fall within the scope of the subject matter herein.
{0066} Certain embodiments are described herein as including logic ora
number of components, modules, or mechanisms. Modules may constitute either
software modules (e.g., code embodied on a machine-readable medivm orin a
transmission signal) or hardware modules. A “hardware module” is a tangible unit
capable of performing certain operations and way be configured or arranged in a
certain physical manuoer. In various example embodiments, one or more computer
systems {¢.g., a standalone computer system, a clicnt computer system, or 4 server
computer system) or one or wore hardware modules of a computer system {e.g., a

processor or a group of processorsy may be configured by software {c.g., an
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application or application portion) as 4 hardware module that operates to perform
certain operations as described herein.

{30671 In some embodiments, a hardware module may be implemented
mechanically, electronically, or any suitable combination thereof. For exampie, a
hardware module may include dedicated circuitry or logic that is permanently
configured to perform certain operations. For example, a hardware module may be
a special-purpose processor, such as a field-programmable gate array (FPGA) or an
application-specific integrated civcuit (ASIC). A hardware roodule may also include
programmable logic or circuitry that is temporarily configured by software to
perform certain operations. For example, a hardware module may include software
encompassed within a general-purpose processor or other programmable processor.
It will be appreciated that the decision fo implement a hardware module
mechanically, in dedicated and permanently configured circuitry, or in temporarily
configured circuitry {e.g., configured by software) may be driven by cost and time
considerations.

[6068] Accordingly, the torm “hardware module” should be understood to
encoropass a tangible entity, be that an entity that is physically coustructed,
permanently configured {e.g., hardwired}, or temporarily configured (c.g.,
prograrared) to operate in a certain raanuer or to perform certain operations
described herein. As used herein, “hardware-implemented module” refers to a
hardware module. Considering embodiments in which hardware modules are
temporarily configured {e.g., programmed), each of the bardware modules need not
be configured or instantiated at any one instance in time. For example, where the
hardware modules comprise a general-purpose processor configured by software to
become a special-purpose processor, the general-purpose processor may be
configured as respectively different hardware modules at different times. Software
may accordingly configure a processor, for example, to constitute a particular
hardware module at one instance of ttme and to constitute a different hardware
module at a different instance of time.

[006%] Hardware modules can provide information {o, and receive
information from, other hardware modules. Accordingly, the described hardware
modules may be regarded as being communicatively coupled. Where multiple
hardware modules exist conteruporaneously, communications may be achieved

through signal transmission {(¢.g., over appropriate circuits and buses) between or
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among two or more of the hardware modules. In embodiments in which multiple
bardware modules are configured or instantiated at different times, communications
between such hardware modules may be achieved, for example, through the storage
and retrieval of information in memory structares to which the multiple hardware
modules have access. For example, one hardware module may perform an operation
and store the output of that operation in a memory device to which it is
communicatively coupled. A further hardware module may then, at a later time,
access the memory device to retrieve and process the stored output. Hardware
modules may also initiate communications with input or output devices, and can
operate on a resource {e.g., a collection of information).

{30376} The various operations of example methods described herein may be
performed, at least partially, by one or more processors that are temporarily
configured {e.g., by software)} or permanently configured to perform the relevant
operations. Whether teraporarily or permanently configured, such processors may
constitute processor-implemented modules that operate to perforro one or more
operations or functions described herein. As used herein, “processor-implemented
module” refers to a hardware module implemented using one or more processors.
(6071} Similarly, the methods described herein may be at least partially
processor-implernented, a processor being an example of hardware. For cxample, at
least some of the operations of a method may be performed by one or more
processors or processor-implemented modules. Moreover, the one or more
processors may also operate to support performance of the relevant operations ina
“cloud computing” environment or as a “software as a service” (SaaS). For
example, at least some of the operations may be performed by a group of computers
{as exampies of machines including processors), with these operations being
accessible via a network {e.g., the Internet) and via one or more appropriate
interfaces {e.¢., an application program interface (AP1}).

{6072} The performance of certain of the operations may be distributed
among the one or more processors, not only residing within a single machine, but
deployed across a number of machines. o some example embodiments, the one or
more processors or processor-implemented modules may be located in a single
geographic location {¢.g., within a horne enviromment, an office environment, or a

server farmy. In other examople embodiments, the one or more processors or
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processor-implemented modules may be distributed across a number of geographic
tocations.

{3373} Some portions of this specification are presented in terms of
algorithms or symbolic representations of operations on data stored as bits or binary
digital signals within a machine memory {e.g., a computer memory}. These
algorithms or symbolic representations are examples of techniques used by those of
ordinary skill in the data processing arts to convey the substance of their work to
others skilled in the art. As used herein, an “algorithm” is a self~consistent sequence
of operations or similar processing leading to a desired result. In this context,
algorithms and operations jovolve physical manipulation of phystcal quantities.
Typically, but not necessarily, such quantities may take the form of electrical,
magnetic, or optical signals capable of being stored, accessed, transferred,
corabined, compared, or otherwise manipulated by a wachine. It is conventent at
times, principally for reasons of comnmon usage, to refer to such signals using words

39 4

such as “data,” “content,” “bits,” “values,” “elements,” “syrobols,” “characters,”
“terms,” “nombers,” “numerals,” or the like. These words, however, are merely
convenient labels and are to be associated with appropriate physical quantities.

[6074] Unless specifically stated otherwise, discussions herein using words

s 39 4% 59 4%

such as “processing,” “computing,” “calculating,” “determining,” “presenting,”
“displaying,” or the like may refer to actions or processes of a machine {e.g., a
cornputer} that manipulates or transforms data represented as physical (e.g.,
electronic, magnetic, or optical) quantities within one or more memories {e.g.,
volatile memory, non-volatile memory, or any suitable combination thereof),
registers, or other machine components that receive, store, transmit, or display
information. Furthermore, unless specifically stated otherwise, the terms “a” or "an”
are herein used, as is common in patent documents, to include one or more than one
instance. Finally, as used herein, the conjunction “or” refers to a non-exclusive
“or,” unless specifically stated otherwise.

{30751 The Abstract of the Disclosure is provided to allow the reader to
quickly ascertain the nature of the techuical disclosure. The Abstract is submitted
with the understanding that it will not be used to interpret or limit the scope or
meaning of the claims. In addition, in the foregoing Detailed Description, it can be
seen that various featares are grouped together in a single embodiment for the

purpose of streamlining the disclosure. This maethod of disclosure s not to be
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mterpreted as reflecting an intention that the claimed embodiments include more
features than are expressly recited in each claim. Rather, as the following claims
reflect, inventive subject matter lies in less than all features of a single disclosed
embodiment. Thus the following claims are hereby incorporated into the Detailed
Description, with each claim standing on its own as a separate embodiment.

{3076} Although embodiments of the present disclosure have been described
with reference to specific exampie embodiments, it will be evident that various
modifications and changes may be ruade to these emnbodiments without departing
from the broader scope of these embodiments. Accordingly, the specification and
drawings are to be regarded in an illustrative rather than a restrictive sense. The
accompanying drawings that form a part hereof, show by way of illustration, and not
of limitation, specific embodiraents in which the subject matter may be practiced.
The embodiments dlustrated are described tn sufficient detail to enable those skilled
in the art to practice the teachings disclosed herein. Other embodiments may be
utilized and derived therefrom, such that structural and logical substitutions and
changes roay be made without departing from the scope of this disclosure. This
Detailed Description, therefore, ts pot to be taken in a limiting sense, and the scope
of various embodiments is defined only by the appended claims, along with the full
range of equivalents to which such claims are entitled.

{60771 Such embodiments of the inventive subject matter may be referred to
herein, individually and/or collectively, by the term “invention™ mercly for
convenience and without intending to voluntarily limit the scope of this application
to any single inventive concept if more than one is in fact disclosed. Thus, although
specific embodiments have been illustrated and described herein, it should be
appreciated that any arrangement calculated to achieve the same purpose may be
substituted for the specific embodiments shown. This disclosure is intended to
cover any and all adaptations or variations of various embodiments. Combinations
of the above embodiments, and other embodiments not specifically described herein,

will be apparent to those of skill in the art upon reviewing the above description.
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4,

CLAIMS

A method comprising:

registering, at a media gateway, a first device, wherein the media gateway receives an
identifier for the first device during the registering of the first device;

establishing, after the registering of the first device, a communication connection
between the media gateway and the first device via a local network, wherein
the media gateway receives the identifier for the first device during the
establishing of the communication connection;

determining, at the media gateway, an identification based on the identifier for the
first device received at the media gateway during the establishing of the
communication connection between the first device and the media gateway via
the local network;

logging, at the media gateway, in association with the identification, at least one
interaction of the first device with the media gateway that occurs via the local
network over the established communication connection;

authenticating, using the media gateway via a wide area network, the media gateway
with a server; and

providing, by the media gateway via the wide area network to the server, the logged at

least one interaction with the associated identification.

The method of claim 1, further comprising:
identifying, at the media gateway, the first device interacting with the media gateway;
wherein the identifying of the first device is based on the registering of the first

device.

The method of claim 1, further comprising:

detecting, at the media gateway, the first device entering within a communication
range of the media gateway,

wherein the establishing of the communication connection occurs in response to the

first device entering within the communication range of the media gateway.

The method of claim 1, wherein the identifier for the first device comprises a media

access control address of the first device.
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5. The method of claim 1, further comprising:
receiving, at the media gateway, during the interacting of the first device with the
media gateway, a verification that a user of the first device is viewing a
display device providing content from the media gateway, the display device

being separate from the first device.

6. The method of claim 1, further comprising:
receiving, at the media gateway, during the interacting of the first device with the
media gateway, a second identifier for a user from the first device resuiting
from an application executing on the first device; and
identifying the user based on the second identifier for the user;
wherein the interacting of the first device with the media gateway is facilitated by the

application.

7. The method of claim 6, wherein the second identifier of the user corresponds to a
code entered by the user into the first device during the executing of the application on the

first device.

8. The method of claim 1, wherein the at least one interaction of the first device with the

media gateway comprises using a program executing on the media gateway.

9. The method of claim 1, wherein the at least one interaction of the first device with the

media gateway comprises consuming content provided by the media gateway.

10.  The method of claim 1, wherein the authenticating of the media gateway with the
server comprises:
transmitting, from the media gateway to the server, a certificate identifying the media

gateway to the server.
11. A non-transitory computer-readable storage medium comprising instructions that,

when executed by at least one hardware processor of a media gateway, cause the media

gateway to perform operations comprising:
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12.

registering a first device, wherein the media gateway receives an identifier for the first
device during the registering of the first device;

establishing, after the registering of the first device, a communication connection
between the media gateway and the first device via a local network, wherein
the media gateway receives the identifier for the first device during the
establishing of the communication connection;

determining, at the media gateway, an identification based on the identifier for the
first device received at the media gateway during the establishing of the
communication connection between the first device and the media gateway via
the local network;

logging, in association with the identification, at least one interaction of the first
device with the media gateway that occurs via the local network over the
established communication connection;

authenticating, via a wide area network, the media gateway with a server; and

providing, via the wide area network to the server, the logged at least one interaction

with the associated identification.

The non-transitory computer-readable storage medium of claim 11, wherein the

operations further comprise:

13.

receiving, at the media gateway, during the interacting of the first device with the
media gateway, a second identifier for a user from the first device resulting
from an application executing on the first device; and

identifying the user based on the second identifier for the user;

wherein the interacting of the first device with the media gateway is facilitated by the

application.

A system comprising:
a media gateway, the media gateway comprising:
a local interface configured to communicate with a user device;
a wide area network interface configured to communicate with a server via a
wide area network;

at least one hardware processor; and
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14.

15.

16.

memory comprising instructions that, when executed by the at least one

hardware processor, cause the media gateway to perform operations

comprising:

registering a first device, wherein the media gateway receives an
identifier for the first device during the registering of the first
device;

establishing, after the registering of the first device, a communication
connection between the media gateway and the first device via
a local network, wherein the media gateway receives the
identifier for the first device during the establishing of the
communication connection;

determining, at the media gateway, an identification based on the
identifier for the first device received at the media gateway
during the establishing of the communication connection
between the first device and the media gateway via the local
network;

logging, in association with the identification, at least one interaction
of the first device with the media gateway that occurs via the
local network over the established communication connection,;

authenticating, via the wide area network, the media gateway with the
server; and

providing, to the server via the wide area network, the logged at least

one interaction with the associated identification.
The system of claim 13, wherein the operations further comprise:
receiving, from the server, content based on the logged at least one interaction; and
forwarding, to the user device, the content.
The system of claim 14, wherein the content comprises an advertisement.
The system of claim 13, wherein:

the media gateway further comprises a set-top box configured to provide video

content to at least one display device that is different from the first device.
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17.  The system of claim 13, wherein:
the media gateway further comprises a router configured to communicate with a
plurality of devices via the local interface and to communicate with the server
via the wide area network interface; and

the plurality of devices comprise the first device.

18. The system of claim 13, further comprising the server, wherein the server is
configured to perform operations comprising:
receiving, from the media gateway, the logged at least one interaction of the first
device with the media gateway; and

perform a user-specific action based on the first device and the interaction.

19.  The system of claim 18, wherein the user-specific action comprises providing a

benefit to a user.

20.  The system of claim 18, wherein the user-specific action comprises providing at least

one of media content and advertising for presentation by the first device.

21.  The system of claim 18, wherein the user-specific action comprises providing rating

information for media content consumed using the first device to a third party.

22, The method of claim 1, wherein the logged at least one interaction comprises

presentation of content.
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