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A RECORDING PRODUCTION LINE SENDS A RECORDING REQUEST TO A RECORDING
AND VERIFICATION APPARATUS

IS THE RECORDING REQUEST LEGITIMATE?

THE RECORDING AND VERIFICATION APPARATUS ASSIGNS AN IDENTITY IDENTIFIER
AND DEVICE KEYS TO THE 10T DEVICE TO BE RECORDED

!

THE RECORDING AND VERIFICATION APPARATUS SENDS THE {DENTITY IDENTIFIER
AND A DEVICE PRIVATE KEY TO THE RECORDING PRODUCTION

~

THE RECORDING PRODUCTION LINE RECORDS THE {DENTITY IDENTIFIER AND THE
DEVICE PRIVATE KEY TO THE CORRESPONDING 10T DEVICE

THE RECORDING PRODUCTION LINE SENDS A RECORDING RESULT TO THE
RECORDING AND VERIFICATION APPARATUS

\ J/
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THE RECORDING AND VERIFICATION APPARATUS SENDS THE RECORDING RESULT
TO THE IDENTITY AUTHENTICATION APPARATUS

#»  END THE EXECUTION OF THE PROCESS

FIG. 2
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INTERNET OF THINGS SERVICE ]

PLATFORM 301

J

IDENTITY AUTHENTICATION PLATFORM 302

r

IDENTITY AUTHENTICATION
APPARATUS 104

“

\.

RECORDING AND VERIFICATION
APPARATUS 101

INTERNET OF THINGS DEVICE
103

FIG. 3



adelaine
Rectangle


4/8

JLVINLLIDITH S1 3A0D NOWLLVZIHOHLNY
FHL LYHL WHIENOD 0TV

FLVIANILISAT SI 3400 NOILVZIIOHLNY
FHL LVHL WHIHNQOD 60¥

FLVIAILIDAT S1 3000 NOILYZIRIOHLNY
FHL YIHLIHM AN 80P

o

o

220

3000 NOILVZIOMLNY FHL AN3S 1£0Y

A

3002 NOILVZIMOHLNY IHL ANV
IN3LNOD IDIAIS AN3S 1G0F

AT 3LVAIYd 3DIAIA V ANY YIGAINN \
IWOANYY JHL NO a3sve 3003
NOILVZIYOHLNY NY 31V¥INIO (SO

N,

Y34ILNTAl £SIN0IY FHL NO a3sve
YIGANNN NOANVY V 3LVHINID (€01

.

YAGNNN NOONVY FHE GNIS (H0P

h

/
/

S/

|\\

171NS3Y DNIAYOI3Y V AN3AS Q0%

YIHLINIAL 1S3NDIY IHL DNIANTINI LSINDIY

YIGAINN WOANVY V JLVYINID 70

YIHILNIAL 1S3N03Y v
JIVHINID ANV ¥3HILNIal
ALILNAQI NV aV3Y S TO0V

_/

\

NOILVIIHIY3IA ANV DNIQH0IIY

€0T SNivYvddy

YOT Snivivddv
NOILVIILNIHLNY ALILN3AQ]

C0% WYHO41V1d NOILVIILNIHLNVY ALILNIQ]

TOP WHO41vid
FOIAYIS SONIH | 40 LINYILN]

{(LNIWNOHIANG

NOILND3X3 a3LsnyL) E0T
FDIA3A SONIH L 40 I3NYILIN]


adelaine
Rectangle


5/8

400
'3

OPERATION
409

OPERATION 410

4 The identity authentication apparatus sends a session key h
generation instruction to the oT service platform, wherein the
session key generation instruction is used for instructing the loT
\ service platform to generate a session key )
C
Y va
4 ™\
The identity authentication apparatus sends the session key
returned by the [0T service platform to the loT device
\. J
b
Y /
4 ™\
The loT device and the loT service platform conduct
communications using the session key
\. J

(If the identity identifier or the device private key is leaked from the )
trusted execution environment, the identity authentication
" | apparatus deletes a recording result related to the recorded identity | -
\_ identifier or the recorded device private key y

("If the identity identifier or the device private key is leaked from the )
trusted execution environment, the identity authentication
apparatus deletes the identity and the device private key recorded
\ in the loT device )

FIG. 4B
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APPARATUS 500

PROCESSOR(S) 506

INPUT/OUTPUT
INTERFACES 507

NETWORK INTERFACE
508

MEMORY 509

ProGraM UNITS 510

RECEIVING UNIT 501

) {

LICENSE VERIFICATION

UNIT 502

ALLOCATION UNIT 503

7 \.

FIRST SENDING UNIT

204

SECOND SENDING UNIT
505

‘

PrROGRAM DATA 511

FIG. 5
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APPARATUS 600

PROCESSOR(S

) 61

INPUT/OUTPUT
INTERFACES 611

NETWORK INTERFACE
612

MEMORY 613

PrOGRAM UNITS 614

.

RANDOM NUMBER
GENERATION UNIT 601

‘

v

7

RANDOM NUMBER
SENDING UNIT 602

-~

\.

AUTHORIZATION CODE
VERIFICATION UNIT 603

“

J

FIRST CONFIRMATION
UNIT 604

”

SECOND CONFIRMATION
UNIT 605

‘

FOURTH SENDING UNIT
606

FIFTH SENDING UNIT
607

FIRST DELETION UNIT
608

SECOND DELETION UNIT
609

PROGRAM DATA 615

FIG. 6
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APPARATUS 700

PROCESSOR(S) 703 INPUT/OUTPUT NETWORK INTERFACE
— INTERFACES 704 705

MEMORY 706

PROGRAM UNITS 707

THIRD SENDING UNIT RESULT RETURNING
701 UNIT 702

PROGRAM DATA 708

FIG. 7
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