O -1 VALIDATION CHIP TECHNI CAL FIELD This invention concerns a validation
protocol for determ ning whether an untrusted authentication chip is
valid, or not. In another aspect it concerns a validation systemfor the
protocol. The protocol may be used to determ ne the physical presence of a
valid authentication chip. The untrusted chip may be associated wth a
consunmabl e so that validation of the untrusted chip authenticates the
consumabl e. BACKGROUND ART 1 Introductiop.Manufacturers of systens that
requi re consumabl es, such as a laser printer that requires toner
cartridges, have struggled with the/ALWAHOINAGGHIRUt henti cating consumabl es,
to .varying | ah&cgi cess. Most  have resorted to specialized packagi ng.
However this 00 op hone refill operations or clone nanufacture.
The preventi on of Thivp¥pitiagropcsmi snglidation protofabior detampining avbethesen untfiged prtihtiggion
revenues To cﬁﬁ £ Vel or daomrﬁomemutta&t%e%n&dmem&r@e sﬁﬁ&u @fblﬁl'oﬁﬁol iy

damagi ng t he St . poor t ered cIo print
nozzles in aﬁse?ir%t)ﬁm%t" tgen%%sfcgl reseﬂceggﬂpvﬁlgatg ??i{fhépa cypreg c Q‘h %3%/?5 | ar ge
and const ant WW%@W%MMM%WWWFW@@H%W@GMW th
aut henti cating consunables In nost cases, there is no reason to prohibit
the use of cgps Aﬁf1 athird party product The invention concerns an
aut hentication chip contains an authentication code and circuit
specially designed to prevent copying. The chip is manufactured using the
standard Fl ath neawedpctiomanuf act uri ng process, and is | ow cost enough to be
| ncl uded i n CONS AR Rersti e hal Mfir AQSubBRE Luch 38 el 5108 S0at OGS g 00" ammed,
u

t he aut henti cat nt wi th the NSA ‘exp ort i nes since
they do not “8‘64%%*{11% gl s‘?r'“g "@ AUthFERF Rt conspalies, emﬁé"ﬁ'gf'fd&méﬂ%'&%t
practi cal | y meavesreed togpecieliz¢dpadichping \BgAevecthisidoesartsop hoa yefih ppemtippsvnelre el se i n t he
wor | d. 3 Congfihcurd i prt@htha of coyihs Refdorll BiGHSRAss:t € B and concepts that are
referred to throughout the remai nder of the docunment. 3.1 Synbolic
Norencl at ure The T8FFOW AG symbol i ¢ nonencl ature i s used throughout this
docunent : MHZ@Hm@pwlzmmfytwed@bS@myabM fr@ydapazing the pdorestrol Bk ur e Synbol

Description F[X]exaEblB@&drl?ﬁlteFedmicﬂzK&Mp&tﬁdzﬂ&'n@an&ﬁfe%&:er X F[X, Y] Function

F, taking two paraneters, X and Y Y X concatenated with Y XAY
Bi t Wi se XANDY _
‘ 2 Scope

Authentication is an extremely large and constantly growing field, This invention is concerned with
authenticating consumables. In most cases, there is 1o reason to prohibit the use of consumables in a third
party product. .

The invention concerns an authentication chip that contains an authentication code and circuit
specially designed to prevent copying. The chip is manufactured using the standard Flash memory
manufacturing process, and is low cost enough to be included in consumables such as ink and toner cartridges.

Once programmed, the authentication chips are compliant with the NSA export guidelines sincé they
do not constimte an encryption device. They can therefore be practically manufactured in the USA (and
exported) or anywhere else in the world. |

3 Concepts and Terms

This part discusses terms and concepts that are referred to throughout the remainder of the document.
31 Symbolic Nomenclature

The following symbolic nomenclature is used throughout this document:
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XvYBitwse XORY (inclusive-OR)

X (r)Y Bitwise X XOR Y (excl usive-OR)

-, X Bitwise NOT X (conplenent) XY X is assigned the value Y X f- {Y, 2)

The domai n of assi gnment
Xi s not equal
| engt h)
the bits of the Flash nenory register X ba8ed on Y Z <-

regi ster

inputs to Xis Y and Z X=Y Xi s .equal
(floor 0) X Increment X by I
Erase X Erase Flash nenory register X SetBits(X
ShiftRi ght[X, V]

to Y X Decrenent X by |

toY XmY

(modul o
Y] Set

Shift register X right one bit position, ,taking input bit fromY and
pl acing the output bit in Z 3.2 Basic Terms A message, denoted by M is
pl ai nt eat . Tiwleprsaﬁm;sofs;fmbbmm&é@mmng Minto ciphertext C, where the
subst ance of .vr}asn. urcn, s—eated eRefy éscmﬁ n.hc pr-oeess—of—t ransf or m ng
C back into{Mis cgﬂ ed delcryption. Referrin o the encryptiaon function
as E, and théPdHecryption fdri&l@qumf,talsnglsmmaﬁavgxt he follow ng jdentities:
E[M=C D C[fx W Therefore mogp@h@%ﬂgmhg@pklﬁdwls true: OHM] = M3.3
Symretri ¢ Chrptegraphy—A-—syipet+i-c—enRcrypti-on—algert-thmis—enre—wher e: t he
encryption icddtion E reli esk??ﬁca'ﬁ‘@?&ﬂaf t he decryption function Drelies
on key K2, |Xs¥can be derihmgiss XaNDK]1, and Kt can be derived fromK2. In
nost symret 1+ f U TS Kook ; i ; es not equal
K2, given that_one Kkey can Dbe erlvé'ac?romthe other, a singleg key K can
suffice for &Y nmat hemat i cdIBittisf X KOR ¥ épclusiFhOBY EKEM = C DK Cl} = M
AUTH20- AU 0 =% The Securi Uy 5 oASE cénptbdbdy. M5 T ests very muct) i n the key
K. Know edge_of K allows anyone to encrypt or decrypt Consequently K nust
remain a set®&tYfor the dufakissvenefteppes Xal ue of M For exanpld, M may be
a'wartine negsagezy W curre*nﬁedaﬂﬁgafhsggmga,@ﬁtgﬂ’xpmgnazon 123-459d". Once the
war is over -Hthe—value—of—Mis “m@*'" reduced—and—if—Kis—age public,
t he know ed ‘g 3‘? t he conbat qusrﬁqﬁ’hg position may be of no relevance
what soever. | XEYcourse if i Xisnoppglaltt¥cally sensitive for the cagnbat unit's
posi tion tofjpg KIMOWT EVET ﬁ[&éréﬂentkiﬁyi(%ﬂ)) Kmay fraveto-Ttemai misecret for a
very long tlae

X Increment X by 1 (modulo register length)

Erase X Erase Flash memory register X ‘

SetBits[X, Y] Set the bits of the Flash memory register X basedon Y

Z « ShiftRight{X, Y] Shift register X right one bit position, taking input bit from Y and

placing the output bit in Z

32

substance of M is hidden, is called emeryption. The process of transforming C back into M is called

Basic Terms

A message, denoted by M, is plaintext. The process of transforming M into ciphertext C, where the

decryption. Referring to the encryption function as E, and the decryption fanction as D, we have the

following identities:

33

E[M] =C
D[C]=M

Therefore the following identity is true: D[E[M]] =M

Symmetric Cryptography

A symmetric encryption algorithm is one where:

the encryption function E relies on key K,

the decryption fanction D relies on key K,
K; can be derived from K, and

K, can be derived from K.

In most symmetric algorithms, K; equals K;. However, even if K; does not equal K, given that one
key can be derived from the other, a single key K can suffice for the mathematical definition. Thus:

AUTHZ0-AU
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An enornous variety of symetric algorithns exist, fromthe textbooks of
ancient history through to sophisticated nodem al gorithns. Many of these
are insecure, in that nodem cryptanal ysis techni ques (see Section 3.8) can
successfully attack the algorithmto the extent that K can be derived. The
security of the particular symetric algorjthmis a function of two things:
the strength of the algorithmand the length of the key [78]. The strength
of an algorithmis difficult to quantifyg relying on its resistance to
cryptographic attacks (see Section 3.8). In addition, the |longer that an
al gorithm has r eTiseedly ofithede aigorittu keiste vesppmich in thelkey Kt Knveldat sfdthllowsaipoelen in t he
m dst of int t 0 be.
eﬁ@y%?orﬁe@&%{ do&)‘qu%n?]?ﬁﬁﬂmge § :%orﬁhbﬁga%&%t: {iTbeng FL.J(;J&E.LM M

By contrast secret al g as not been scrutinize
crypt ogr aphi @Y BaFatine messagq, mywmﬂyosenan i gridoaitigp B34 Sesithe “‘[aﬁé°"§1“§6?1‘f°t°f1m is
"perfectly" Mbkgeulgredicddpndin K ¥ nveeepulilio, ﬂbmﬁﬂ.lkdgetofmeco;hmnhnypoaﬂ@rn;aym;/no- see

Sect i on 3 Bichu)wia@URR b DRl sl e bl Bty o WS £ 1

nore keys th re are e nor e N keys,
it owill tak@E0HKEy lﬁm wr(fﬂtﬁiﬂ.%?‘ﬁ*ﬂar"erﬂ?ég%@y is N blts long, it will take
a maxi mum of 2NA#enprexgys vatiety bf spmbd@idaigbriinG exiq ffroh tha akthrglkstoh@cike histaf tewgh on| y

Find he ey R it shmud ol SRSe o 1080 TR el o R cbronl oLy T emat 1
depends ¥%°H gg)a%%“ﬁf Wﬁ?‘%@%?%?%ﬁdhﬁeﬁ@t@?tﬁéﬁq’ﬁf’mﬁﬁ ch the secret nust
remain secr et asThaesirityafthoparicyla bivenctio sigithingisg functivs oftwatbisgs: thasec@ thean ad hoc
group of WoskdithQuAMISH S REyJE.2Pher s and conputer scienti sts reI eased a

report [9] descr' ni_mal k . for met.ri c  ci rovi de
adequat e commer cl a% gtr AEB g ﬁlﬁly(mg g@ t'clgﬁg‘}éﬁt%mfmtﬂcer% °ﬁ%pm r%ylgl ength
of 90 bits 5% SertiepdS)- qua%tﬂ@éqnged thatgn figprithm hasgemained in thepyblisteyceand yot femtined |

i ncr easi ngl ybrols inae ypki@EMElsCR Rty drhbidseduf (1 AlRd-&HaTis kbl HOK By tdaeet, Hedidte- f or ce

key sear ch, e ulBLolblch Sl Bercl SO i BGEADLecfi0T TUTLT € SUT pri ses

in cryptanalysis techni ques nore nost historical symetric

al gorithms on t & diseranat i eteete srong @e Py inberak L 9 8% P -SGPFER nodem
conput i ng tEckheteampfly thé siebt keyelill byfieundiHolveveli, emgskeystigrefan) thowirsigysahworbe t hns:

DES Bl vamﬁhfmmm I«:ysI %ﬁtﬂk@n mRaxinupleEN ggﬁlf(hp%y(i’s I’Eﬂl@foygoft Wikt ARaaRd) [ 26]

is a US and te t ar. r to encrypt
and decry fﬁ%e“&@ EM feﬁ’gﬁ% 5 e{ff’lymg“ "?"t ]E'g%mﬁ%pésr{ WZ??E%F@WT’?‘T har dﬁre
and soft Wart'é? IOHSHF#M&%WO ﬁ!efme ke, png jheped thetpnsg S@mm%%m%mﬁmﬁld?mdsrhe

ori gi nal- alog o valda 6O theSefdt dndichdfinte AtAHicDBE Redét Qlst Fethaid bt af VAT as Pal-BIOEcmpiRD S

3, 962, 539) r@gpce@as since expired. AUTH20-AU O -4 During the design of DES,
the NSA (Nati ongﬂ Securlty Agency) provided secret S-boxes tqo perform the
key- dependent nBriPr7atbos Fohr &f Wil ErnertenmioetRies Mg fupppyr slgatistsAfiqased a

di f f er ent i adporelPldetrhing mnimabkeydeseldl ifs eyometie ciphen toipSividendtdree dNBAgrcialteowims reveal ed

t hat the D@yagmw&swmaﬂﬁayﬁenmfbvb@ﬁ.s,}dgiwgotscpdaa%r m%@&

gIGf Lle': € B}EISam:%e % Elsaégg 0 eeén(.)s\iuec?uma es e %ﬂg‘f %}fﬁblute%‘lrce ke3§s|es|11r e]irgnggo tgge@r%l ogy. a
requlred to account for future surprises in cryptanalys:s techniques. -

We will ignore most historical symmetric algorithms on the grounds that they are insecure, especially
given modem computing technology. Instead, we will discuss the following algorithms:

. DES

. Blowfish
. RCS

. IDEA

331 DES

) DES (Data Encryption Standard) [26] is a2 US and international standard, where the same key is used
to encrypt and decryﬂt. The key length is 56 bits. It has been implemented in hardware and software, although
the original design was for hardware only. The original algorithm used in DES was patented in 1976 (US
patent number 3,962,539) and has since expired.
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designed $1 million machine performng a brute force attack in only 35

m nutes. For $10 mllion, the key can be recovered in only 3.5 m nutes.
DES is clearly not secure now, and will becone less so in the future. A
variant of DES, called triple-DES is nore secure, but requires 3 keys: Kr,
K2, and K3. The keys are wused in the follow ng manner. EK3[DK2[EKI[M]] =
C DKr[EK2[ DK1[C]]] = M The mmi n advantage &f triple-DES is that existing
DES i npl enentati ons can be used to give.gore security than single key DES.
Specifically, triple-DES dgives protection of equivalent key |length of 112
bits {[78]. Tri plDe-idgis deligest DRS)ithedNS i @Natibne! Seqytity ¥ geneyhjroviiedxe@a Siboxes toferfarm1 68- bi t

key (3x56) af @P&pdateBbbnlial t4BkoYmRXR Site dhitbtboR TR dicfelditl ¢ i%as Hilchlef - DES
decodi ng and/ or er}](lzodl ng cannot be exported fromthe Udite States. 33.2

Bl owf i sh Bl SRFEHF Y58 ihwas feusaled that the B hosesiwetg secifipllydpsiepsd b it By Schnei er
i n 1994 [ 76]diffefentiat cplpmmlysis. vari abl e | ength key, from32 bits to 448 bits, is
unpat ented, and iagqdehdd i (425 GHA 953 M9 2d 6 %it DESRy cah Be rBtdbkeli bl bustdnl. 1S much
faster than DES. IQ@H)BI oyl\%e! sg aJ %OI’I tﬁgm coga st % of t}zvpragﬁilr%lrs?: a

key- expansi S5 PE* BAC AR AOTBAE S ST AR IR RS B PR S8 K0S s a
key of at nbstecotet ityinlyd.Smiputes. BES/esicatly trotuesynow endnjibbetante debsisn g the i@ 8e- byt es.
Data encrypti on aAQ&fistbSDRE] cdlled rbR-DES i drekRis, b keqilRl VRysKk Ak an@ RETRUEQRS ar e
XORs and ad%eaighré%ngvpmsz tgit words, with four index array | ookups per
round. It shou be noted that decryption is the same as encryption except
that the subkey arrays are used in EdiRelfrd@NBi~de order. Conplexity of

i npl ementation is therefore reducedgeapyi@d= other algorithms that do

not have such syﬁgg ; 7 Skl hes . i abd ' have
been nmounted on ()_\%7¥1 ?%ﬁhzea*?ﬁlg?%ﬁlét ‘e“’“%‘{?g%r. thlerﬁegggjrral n‘%%%géog%&g}g of
February 1988y singlekey DES; Sppciffoally drinlyDES 2ives Rrowstios ofampivplepteyiength glldbit h o
di'scovery 0f78). TripletzES docvudBgivelie ¥ quivalfil s ectined K 148 @it Bey C&B5) Bsond ighit @dvefy@rpetlur i ng
key generation. e mat.i .  2ed T
Desi gned by_Ron %&J\%st 1%%@@%%%?%§eg%dmacn aﬁ?%:%%imtg?ge, key

si ze, and ntiffer of rounds. Typi cal Iy, however, it uses a 64-bit bl ock
size and a 12B- DBlenfikey. The RCS al gorithm consists of two parts: a
EGY-_GXPGH;I ;)n pam&wﬁaik 16la i lo6¥ Liph %{-gﬁslﬁ?&enﬁéﬁﬁsmdé@%nf Id é}%ﬂal@ﬂaﬁﬁdﬁbﬁe”; a
ey into 2ri-2 supkeys. e .r = u . of rou e subkey bei ng
W hito. - For il Bbe Y e LR fngaonf sl KRS e g6 iﬁ?ﬁmﬁn@s Loy
arrays totapste1®&@0Rft es. Data encryption uses addition nmod 2w, XOR and

bi twi se rotati OrThe BbMsdi3orvhin Consishibf twd ipiris: Al keyeokpulidiot Piirl 400 dAY-eHipliclphr BEA Yi N
[43] SUQQC,Rlkidn Beridd @D EHH fhot st i oo AL ekl S5 el 4 o8 WL Ak AP PRI €
inpractical for.t § ﬁ-'_lt ocksi ze version of the-al qorithm. . Thelr
di f f er ent i d°°UEE8L%E d Eistehueniork Alboperaligntra s pad aditions on Hbitypris, 3 four o s e
pl ai nt ext s mdesgacihikyrepyroundhi | e the |inear attacks on 4, 5, and 6 round RC5
requires 237, 24¢éncal 6k sdied thdf ROMptioRls e i X cfidyprich 283 hiMR siblcdyRfeS ardlishd in
| ndependent, of ke, St& elex'll;'/b{ir% LeGent Ly ehga\,\ever 8 copp S oSk &l ad 471
described anew type oF “dr FFEPERTR" SAPREEST 18 €
' not have such symmetry.
[77] describes the published attacks which have been mounted on Blowfish, although the algorithm
remains secure as of February 1998 [79]. The major finding with these attacks has been the discovery of
certain weak keys. These weak keys can be tested for during key peneration. For more information, refer to
[77] and [79).
333 RCS
Designed by Ron Rivest in 1995, RC5 [74] has a variable block size, key size, and number of rounds,
-Typically, however, it uses a 64-bit block size and a 128-bit key.
The RC5 algorithm consists of two parts: & key-expansion part and a data-encryption part. Key
expansion converts a key into 2r+2 subkeys (where r = the number of rounds), each subkey being w bits. For
& 64-bit blocksize with 16 rounds (w=32, r=~16), the subkey arrays total 136 bytes. Data encryption uses
addition mod 2w, XOR and bitwise rotation.
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that inproved the earlier results by a factor of 128, showi ng that RC5 has
certain weak keys. RC5 is protected by nultiple patents owned by RSA
Laboratories. A license nust be obtained to use it. 33.4 | DEA Devel oped in
1990 by Lai and Massey [53], the first incarnation of the |DEA cipher was
called PES. After differential cryptanal yﬁi s was di scovered by Bi ham and -
Shamr in 1991, the algorithmwas strengthened, with the result being
published in 1992 as |IDEA [52]. |DEA uses_128-bit keys to operate on 64-bit
pl ai nt ext bl ocks. The same algorithmis used for encryption and
decryption. |t i dwnipiaslradidayonbekdisktledYngad] dngoenad sliat seadand ligardahdoditereatiayor i t hm
avai | abl e t Qel@Mnalykid hdurabilnprddatu B G085k bibk@NEGH oftho Aol Theildrekifolackshat 11
is patented S patgﬂ;ta nunber, 5, 214, 703, |ssue§ in_1993), and a |1 cense
must be obt &FAEY 1 PHIRASEGHT 7t /shosmenlainieys regpeciucly. yiile thelingar Atagiz aad, p.japd
Cr ypt ogr aphy rénd RGSyremiess 27T, 27 @i 27 knpd plainteais)yTede tonmticks agriecpakien efkey sizt.he
encryption funct MR rdenftPlob&er, Ritasifid Mbier (47) R&riblAG bR Bt ARGE AR odRdsE | €5
on key K2, KtZ cancrllgt t?&gfé%ﬁrl;ve frf%? Kt In a é asonabl ekam)unt of tine,
and K cafRoPPREd Bee b PP Ofi s ShoviaslbR RGP oAt Bt tine.  Thus:
EK, [M = C DK2[ &5 isprivecihbyomltiple gatanis pimvd byetSa Labosrricsad liede putiieiobaited o ugecause
one key Kr @an be made public. Thus anyone can encrypt a nessage (using
Kt) but onl é_,‘g‘hemriﬁr'son wi th the correspondi ng decryption key (KZ) can
decrypt and thus fead the nmessage. |n nobst cases, the followi ng identity
al so hol ds: EK2[ Ryvelepedin 198kby Laj and-Magpey (53] the fratrincirpaion; of theBE) ciphepens callpd PEBecause
it rrPI i es hhatdfeensieRepadhlfd M&c&&wﬂygwm&ﬁmﬁaﬂwseaemoamg wgkgow that i tOI
came fromt - NO - ave generate ecause to do
R il e S DR pRIRG T B8, KA1

so would inply e |sgt;|v_es I'se to a different
appl i cati on, unr@'ﬁét‘%ﬁlzg‘k}”@ﬁé‘%‘?ﬁ?‘?@@'b‘ elfigyest tlockss Thy s plpsighm iswied oy operty of
not bei ng advkrgptiomand dciyntien. K js gérein rtgArda@nglthe/in @ esednfeibbek alghritin svaiablowadyl e tine i S
of course @ghpyged by the concept of reasonable tinme. Wat has been
denonstrat ed tinﬁﬁ&fter tinme, is that a calculation that _ was thought to

t

require a |ong ‘ sepshdraviback of INERy s the Berthapt s paigped (U patspt gbR, &2 505 BRed st er
conput ers, &Yy andd ligaseinubiirsobained fromizgcomdieehrAG @ergfto wsiermet ric al gorithns is
based on they di fAsjedbaiocrifoghipy Of two problens: factoring |large nunbers
(rmore specifically |lar cemnuglr‘q]e §ﬁt§npagne%rheer_t he product of two | arge prines),
and the difficalty of calculacing discrete logarithms in a finite field.
Fact ori ng I*ar ge tegtetyetios fupegionfomifeaentkarod to be a AUTH2O-AU O -6 hard
probl em gi wen t a@dasrybion RekEsT ARdbdigyef mat hematics. The probl em however, is |
that factoring is egéeidgrg, asj er. _much faster .than anticipated Ron Rivest i
. . ed £ %31 b A Rl Ve
in 1977 said that c%éoc ofing a 125-di o v °etrfm?7v?)ngl d take 40 quadrillion
years [30].* | n Xdoumopbegoiyedfiopik; ingumatsatblepmemfeldmor ed [3]. According ‘to
Schnei er, you ngisd a 1024%&M]=C
D[C1=M
These algorithms are also called public-key becanse one key K, can be made public. Thus anyone
can encrypt a message (using K;) but only the person with the corresponding decryption key (K.) can decrypt
and thus read the message. '
In most cases, the following identity also holds: ExIM]=C
Dg[C} =M
This identity is very important because it implies that anyone with the public key K| can ses M and
know that it came from the owner of K. No-one else could have generated C because to do so would imply
knowledge of K,. This gives rise to a different application, unrelated to encryption - digital signatures.
The property of not being able to derive K; from K, and vice versa in a reasonable time is of course
clouded by the concept of reasonable time. What has been demonstrated time afier time, is that 2 calculation
that was thought to require a long time has been made possible by the introduction of faster computers, new
algorithms ctc. The security of asymmetric algorithms is based on the difficulty of one of two problems:
factoring large numbers (more specifically large numbers that are the product of two large primes), and the

difficulty of calculating discrete logarithms in a finite field. Factoring large numbe_rs is conjectured to be 2
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bit nunber to get the level of security today that you got froma 512-bit
nunber in the 1980s. [78]. If the key is to last for sone years then 1024
bits may not even be enough. Rivest revised his key length estimates in
1990: he suggests 1628 bits for high security lasting until 2005, and 1884
bits for high security lasting until 2015 ,[69]. Schneier suggests 2048
bits are required in order to protect against corporations and governnents
until 2015 [80]. Public key cryptography-was invented in 1976 by Diffie
and Hell man [15][16], and independently by Merkle [57]. Although Diffie,
Hel | man and hive picblem given today eahderitredimofipalpmaticd. U8 ppblew hawevey mithet fectodng2Qm@tiag7 0 and
4,218, 582), elshem@n RAt-@Bt SidpsRd. RERieR inh P Caid that RORNE b 183 digh Widbdr GrodfBidke 40

crypt ographic .al.gorit ' Mbst, are._i ical to inplenment nd
oy goner gl T B34« ot B OF hbcrtpad Stnehastiaenalef s, 1
ot hers, whi bitougmberinast thedevel of ssqurity today thal yowgot frniyes 1 pbitrinber iithe 1950s [Bb Vdhedty iy ear s.
Because of  tdlisBtor sﬂiﬁd’ﬁéa;rﬂﬂéﬂhbﬁ %)i'é%éy Y S BnoBghERIAVR sl mské}ldayb%s%melsﬁyggo; .
mechani smis_use rans a.s [ ey, a en sessi on
oy s usedtt SR s il AR B ot SRl e PR g AL 70T oo
in terns of [Refchacier wegeitsP8 biks arngpriisarhinrprdete proteot agginstparnpratinot and goweements wlough.
The two | argmspoines p and q nust be chosen carefully - there are certain
weak conbinatio n e factor oSS L) fndb e keys
can be tested for htk%ﬁ%”%%%@f efngs%? ngg%ﬁeca@olﬁxxl il%ﬁ{r%?’%adspf%ﬁ\ﬁg%knatter
of randoni yMekk Bét {lfguch 3. Hyliman méMerids patpptecihe coppprise(HE earryoymben &2008V0 %8¢ ect i on

process mnmus4,218a325 thebpatg@erplra.in 37.t he practical algorithns'in use under

public scruti ny7A£unlgcrfomr#lggégiagpt@g§£mgilg%mﬂ§§&gt Most B%grﬁ%o mp@mgﬁ,rmd 3.4.1

RSA The RSA crypt osyst [O “naned after Rivest, amyr, and Adleman, is
the nost wi B8 FTEEGYeD ARSI Ry 2RiKsP Morysgrus Sooopausieys, i ofhers, yhilgsecprg ate B0 angar d
in much of ddwdo Yepracugal[for §veral Tdae. Beengsg of this medy pREBAks eyyencre: bphwidt imbiedey ect ur ed

difficulty ddchbh@slsQlel Rtads@t AGmMLHIELISh Kef) 3dd dRh Be JebiRn kdp hsQedl fol dorufi VO pri MES
(p and q). There are a nunber of restrictions on the generation ofp and g.

They shoul d"*B8th be large, with a sinilar number of bits, yet not be close
to one anot her Atohibe Agotimyhave 2 groblem in¢pyms of key selediébnt4 udom pumbsr isgigphieets have
suggest ed tskuadepnoaghdrig gl&fwgébﬁinéaﬁaﬁhmgednﬁs&fmmﬁﬁﬂm&h&mﬂ@b&ﬂﬂbm&a&h pat ent
(US patent QUADE e vl Riare Q38D somO WSl ek kR b1 D81edi QtorIB R Gluibhelel ke e Ridis RSA
pi i mesp andﬁql _sucﬁ“trhatfcn ]S)éﬁ _an§ f%c?’grl n%tesn ioégﬁeﬁluevee%g(te% Le
conput at i orfSi=5irPle petenelirgomly sqlprring el bisy B sramPl T opeTERy hake sqlecop BEC T 983 (US
pat ent nunisles bedeed®5, 829) . The patent expires on September 20, 2000. 3.4.2
DSA DSA (Di gi t abr & @RadatHigBrichh sk B bubliSseifay dhNob il IR fesi@ned as part of
the Di gltal' Sig ure Standard (DSS) [29]. As defined, it cannot be used
for generali zed cryption. In addition, conpared to RSA, DSA is AUTH20- AU
O -7 10 te 40 Paes slower for signature verification [40]. DSA explicitly
uses the SEA-1 hgghing al gorithm (see
34.1 RSA .
The RSA cryptosystem [75], named after Rivest, Shamir, and Adleman, is the most widely used
public key cryptosystem, and is a de facto standard in much of the world [78].
The security of RSA depends on the conjectured difficulty of factoring large numbers that are the
product of two primes (p and g). There are a number of restrictions on the generation of p and ¢. They should
both be large, with a similar number of bits, yet not be close to one another (otherwise p = ¢ = Vpg). In
addition, many authors have suggested that p and ¢ should be strong primes [56]. The Hellman-Bach patent
(US patent number 4,633,036) covers a method for generating strong RSA primes p and g such that n = pg
and factoring # is belicved to be computationally infeasible.
The RSA algorithm patent was issued in 1983 (US patent number 4,405,829). The patent expires on
September 20, 2000. '
342 DSA
DSA (Digital Signature Algorithm} is an algorithm designed as part of the Digital Signature Standard
(DSS) [29]. As defined, it cannot be used for generalized encryption. In addition, compared to RSA, DSA is
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Section 3.6.3.3). DSA key generation relies on finding two prines p and q
such that q dividesp-1. According to Schneier [78], a 1024-bitp value is
required for long term DSA security. However the DSA standard [29] does
not pernmt values ofp larger than 1024 bits (p nust also be a nmultiple of
64 bits). The US CGovernnent owns the DSA alogorithm and has at |east one

rel evant patent (US patent 5,231,688 granted in 1993). However, according
to NIST [61]: "The DSA patent and any fareign counterparts that may issue
are available for use without any witten perm ssion fromor any paynent

of "royal ti estotatt tintsalotwhr Br gjpnatere menifiprtion 140]. PS4 explicitly useh thoBilfel bashivg blgorithinisen, NI ST
states in thg.ggigsgocunent [61] that DSA does not infringe third party's
rights: 'MST revi d all ,of the_asserted patents and concl uded that none
of them woul d b?%ﬁ?yﬁe‘ﬁ@'é%‘%°B§'§P“g%?PPﬂ“ﬁWé‘(‘f§fh6‘ﬁqW%?sPsﬁﬁ°Wﬂgf°t en into

t he PKI pi | dichopierd]3hetl02tHhitg valie Isrequiredfociprz team DA gemilyZEdvieenthadsAishderd (28ual  from
Sui Ng anyON & %& éhit {ANLs FPMREME o4 §iQfr MRS LBIVe 2 mkipié FgLu@Nt  during the
course ofthe pro CLE |t nust h%) \é{%r, bedggt?d tha} t he Sﬁﬁnorr

aut henti cation ajlrgﬁo S PR £ s \@g At 2pd o leprgors elenteaY (RSFHLr ¢l ai ns

t hat DSA i nf52p f§eganteddn 19%). HpwevarirecoBoR VST [pdt ent is not due to expire until
2008. 3.4.3 El Gamal TRendal aaiiBk ab 9RaR kR bhs ¥ mdy sk 2 haidle DOt h
encryption and di gi taorgi‘gfﬁ%yreg %Tef}gis soe.gnljjng irtax [ smemt?) rs%gesgon t he

conj ectured difficul th BF Lat &0 At A ALy EMPOTETATRES™h a finite
field. Key selection faideeesneshe sel ection of a prinmep, and two random
nunbers g and x muehctshédker BRiafticd, NISTheX in@He Sanle @&Emdnt¥a1] . DSAIGHnE RiriSgdl at e y
gx nod p. T%%ﬁm&gﬁwkey isy, g, andp. The private key is x. El Ganal is
unpat ent ed. ough it uses the patented Diffie-Hellman public key

al gorithm [15] [16], TREserdribeithe s fatees ¢nf cordefyd thatranagfal publi ¢ key
encryption and di gi t akenSiogliBetinftinged bg BSS. Baviploectpribi@ bywrizgggle W t hout
infringing third party. Rab&mirsec far Rilghebdl ARl ShRldLNIE- Response

Prot ocol s and Zero Know edge Proof he gener al jnciple of a

chal | enge-response prSPSEE“»% G Fﬁﬁfrﬁgemgﬂgﬁf'fgb"%fﬂf"ﬁenti cation. The

si npl est form of chald@udecresegtngwendkes the formof a secret password. A
asks B for the gegiselowiasWatdluat théSfkolr butiBnicARIPARAGMYE1] (Us bd: 4005, 632 Ct

E??‘Z\Mg; d’si '%fff%{)l?&% glgimth%uﬁ BEX' &RL i%e:_s:léif R-I;?t/ar,?trﬁe Qghgogtpngn?g n(gg‘timQO riro Q‘Lﬁ\?\nﬁtﬁﬁ’lw th this

protocol . once as responde t he
passwor d, o4&, C will know what the password is. Secondly, A must
know t he passworitie Elfamabschted [221123Yie tised fyr both snciybtion ehd digitd] §igntluresThe segwinydd es A,
then B Wi I | paglls Yind di§echts SARES of Ricdiribe a0k ol ¥a5uibleia t hUS — compr oni si ng
the password. U?ﬁn% a. cl%\%r |t?ht t,exkqé{g}uch .as a haik as .the lgaag word is
not sufficient, GoTRIISRmResfcselectionp © Prafid o BRQYE oS £ A &R B EW, ¢ he
passwor d (faa¢x assdesafbiny. Thea ealcalaenrt symodh dhepubligtken it o g tarfon The piyekeyis xi s not
respect ed). AUTIER2mA dpatefied. Although it uses the patented Diffie-Hellman public key algorithm [15][16],
those patents expired in 1997. ElGamal public key encryption and digital signatures can now be safely used
without infringing third party patents,
3.5 . Cryptographic Challenge-Response Protocols and Zere Knowledge Proofs
The general principle of a challenge-response protocol is to provide identity authentication. The
simplest form of chailenge-response takes the form of a secret password. A asks B for the secret password,
and if B responds with the correct password, A declares B authentic.
There are three main problems with this kind of simplistic protocol, Firstly, once B has responded
with the password, any observer C will know what the password is. Secondly, A must know the password in
order to verify it. Thirdly, if C impersenates A, then B will give the password to C (thinking C was A), thus
compromising the password.
Using a copyright text (such as a kaikw) as the password is not sufficient, because we are assuming
that anyone is able to copy the password (for example in a country where intellectual property is not
respected).
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The idea of cryptographic chall enge-response protocols is that one entity
(the claimant) proves its identity to another (the verifier) by '
denonstrating know edge of a secret known to be associated with that

entity, without revealing-the secret itsellto the verifier during the
protocol [56]. In the generalized case of _cryptographic chall enge-response
protocols, with sonme schenes the verifier Rnows the secret, while in others
the secret is not even known by the verigier. A good overV|eM/of t hese
protocols can be found in [25], [78], and [56]. Since this docunent
specifically con@hm¢30ﬂmm¢QMMmoﬁﬁmgﬂﬂwmh@maahuamnmnprd@ﬁdwmwmum@ha$Ienge-

res |toonse pr q&aﬁmﬁlom&qﬁe&ma)m y V&%f&egamwhsde aggac,atéaen@@fr opriate
sectl ons erQ na ear.s ,nentijoni ng
e “The VD RakfEerie okt ot r*%%%‘éfa‘?ﬂdwgr@tp P b SRRt 2 and
Shamir i n [ 2d#ptographiechalienps ragpehsy protasylsvith sro@shigntes i@awd@erhows thehe‘»repuhlbwéwr@f

aut henti cat |ﬂfé@ecn{¢l3.§uo{e%§1]k{1@21]by thd VR AYbRGHrview dBihlse SibibosB A BSfound inlP3E B8], ON  the

assunption t ilg is conputationally infeasible to conpute square roots
nodul o a Iarg (Borrposme integer wth unknown factorization. This is
provabl y equi val ¥vee thisdocuent sperically ednesres Avikepticftign the pityalyrpiogrephic fnifeagger s i s
difficult | tesgohoptbtbbold Gsedfdf Atlentiditidn afe QIR ih Be Pproftiae thetioly, HéWaRr Gt dhod@BE t O have
signi ficant &9&%&@@9:0&? $n§(§mr§1 cards inplenment this kind of

aut henti cation usi v fodul 0 mul t | plications [341 [36]. Finally,

it should be not@ﬁzifﬁﬁ%“‘”i‘/’?’ﬂé Pipefpgstorah it dsvstied brEsige. Figtaat Sy in[24) isgxemiveled [ 82]
(US pat ent usédd if &Bart@Bids fot thesrhiPobe daytheddeation BBRBE1678 The prafeol Yiifctivenese is basddsn A
one-way fungtiQn.f, BRGA @EF‘%”@W% ﬁéputm&mrr&woaﬁof compGl mfpiat X

- cannot be determ ne e I's no restriction on_the format
of X, and FPsyuekigh aﬁ%a%%m Raqvetly s vglent o the apsupption.that faptaring lecee iptgeps isoy j st A
col lision i@ﬁidélfl ned as two different X input values produci ng the sane

F[X] value - i. @Qspofid bRk it edlisth nSbohind didhanto hate s}é&ﬁ&ﬁtco:ﬁ:&a%bower Ehat?] - VWen

X cont ai ns re In sone way to
create the ch%s 'fnﬁp‘f'em *’ﬁgﬁ%’ﬁﬁ}h@%‘%ﬂ“% ‘i“g atgelwdygﬂoqnﬁ?p "“ﬁ“&@@ﬁ’%of a particul ar
si ze, and corrpré’@@b’dtibmbeaotﬁm&@ﬁ(ﬂmwfmmlhsmWWi@ﬁvat@f one round
bei ng t he i4yasiésslissuch Ry NewEs). The out put of the hash function is the | ast

out put onc sunmed. Apseudo-collision of the conpression
function C%IS gﬁgﬁgg&ﬁgg wo different initial values V, and V2 and two

inputs X, and X2 PRy imstionF pradist qoamimnut Xyeed refprosdiX]syrh fhatd pagnotbpetpgmined | ) =
CF( V2, X2) .from[¥fi{]cWhehatre ks heremriciigitor heornef of A, aadEHNonginl fiweshitohandyden not nean

that it lsca&m&@t&&m&l@m@%}ﬁdmoaﬁ%@ u&aluc?fod@cﬁn@thQWFﬂXﬂ]%ﬁEeSted in
one-way func ons that re f nad tion, we are only

i nterested m'?fe?‘é?”r%sn RN 3%5 &ﬁ%} %ﬁggtl ons that are repeatable in

di fferent inpl ebert’edontgmanorc@issthan §B4, theerinputams hqromprfssogfipsprae Wy Mjcreptstht he ti ne
bet ween calohtgut. tmnaEyca&@rxxabrg&ﬂ/@sbxﬁﬁqfab&r&a&@mFmﬁeoﬂﬁégﬂmr??dnﬂaﬁf&?&m Xis
not even u wev om | r.e ar

di fferent F‘ﬁgi“p‘?/ré’ﬁ‘t"é T ons. HO en“}’rﬂ" '}Ir]—‘eompm%er t%(;"rmgmrilso elas PP B est In

the scope éftayhsigongmed; H‘B"ﬁﬂ*‘d""iﬂ,@s‘@rﬂémﬁ’ qemerpseian fangtiqn OF s definpdts Mﬁﬂn‘fﬂé’l“hs of
one-way f umgdes raad V, andiv6 iy, &rd Xl GrossiBly albntithl) e @inkh skich yhat CRANAGN . CRIVITE).
Sequences nokRghe EHRGL PLReudd BB SARes BN G Hat £ LD coiBHES x, AT RO x AU
We are only interested in one-way functions that are fast to compute, In addition, we are only

interested in deterministic one-way functions that are repeatable in different implementations. Consider an

example F where F[X] is the time between calls to F. For a given F[X] X cannot be determined because X is

not even used by F. However the output from F will be different for different mplementatmns This kind of F

is therefore not of interest.

In the scope of this document, we are interested in the following forms of one-way functions:

. Encryption using an unknown key
. Random number sequences
. Hash Functions

. Message Authentication Codes
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0 -9 3.6.1 Encryption Using an Unknown Key When a nmessage i s encrypted

usi ng an unknown key K, the encryption function E is effectively one- way.
Wthout the key K, it is conmputationally infeasible to obtain MfromEK M.
An.encryption function is only one-way for as |long as the key remnains

hi dden. An encryption al gorithm does not create collisions, since E creates
EK[M such that it is possible to reconstfuct Musing function D.
Consequent |y F[X] contains at |east as nany bits as X (no information is
lost) if the one-way function Fis E. Symmetric encryption algorithns (see
Section 3. 3;,6.mavmm@nmwm@my asymmetric algorithns (see Section

3 0) hor Produc! i Qe BN LRSI LG/ AR A0 LB B Rkl bl | oW 1o

reasons: The ke or a |ve PR enc ron"algorithmis s orter f or
a symmet ri cvah Y P‘tﬂ??#?ytﬁaaﬁ GWP“W%#WW%O‘&P@MW RSy i t his
are faster by @OaRUes 1odds hel@iemhains hidges. Sof tware or silicon Note however,

that the selecti ‘QE{}DCS?&, ar,,%g%&%@hﬂ%&? ﬂﬁ:oﬂgﬂm&'ﬁ Ft&%rl(wshéﬂ'ﬁxaﬂh&%s{b

chosen. Certain St rong ticular encringu on a %onthms
so any key Fresrc MossipgdumctingDagongegently P@F@W“‘W@SW@‘“’E% ofqmpatien iHeRy t o be
per f or med f e keywagfdcamtFicm, the less likely the key will remain hidden.

3.6.2 Random Nu\rl%ﬁﬁmeﬁee‘ﬂ&?pﬁﬁﬁa&or@ﬂ?&e&%no@s i)%M@:ﬂdOAﬁH%%&er%ﬁﬂH SRGRodtEs R,

R, R+1 defi ne the one-way function F hat ﬁ‘% returns the
Xth random ﬁ?fﬁB"’@?“S4¥°T%‘§‘“‘i“%§ﬁ’&?‘d’ﬁ¥§‘é‘t’j’€?émf‘é’°“%’9%\9‘e “BR&ure that F[X]
i S repeatabte {ibekepfogi gemsoénetiendghipidne@lpaitim is shplecierspatdrgnigeritiiitienpandom
nunber sequence [heraf glamgannot be truly random Instead, it nust be

pseudo-random w'th the ner at or use of ecific seed.. There are
a | arge nunber W@?&@gnq%ﬁ*@&“ﬁéﬁcw ‘{fé‘F*FﬂFsﬁﬁ’%ﬁﬁgﬁ ""%?ﬁdom number

gener at ors. KnutNate hovieper,[1i8he scletarof $gosd kajndependrmk de craryrierrigoribm chotey Gothin
(i ncl udi ng 18sateingbiton r fafiadia éncryﬁﬁ@ﬁléoh@mﬂﬁx@ﬁﬂ'lé} nebts Q3L RA& foraRE@ACTRIRA W th

constructin them reau ur of e current state of
‘the field i “%B‘ig‘g#"flfei’/se ?“°?’§'ﬁéff§§'¥e§mhi W'g}e/cﬁér a?cgrs produce the r'h
random numnidk? fMﬁomlﬁ{empﬂﬁequﬂEﬁate - the only way to determne the 1"
nunbgr isto |t@5@ﬁ@ahh&mnhﬂﬁrﬁqueda¢mm[ N3:2) f&hweﬂefinethdd‘ne-haylfﬁxctiangxehthdtt may
not be pr [ LG \\a iterations gyﬂ%

random nunb ]q"emr?ehrgt oréfnﬁ%’fl oggmé 1o echan?nvég‘}c{egnéugseg%%aﬁﬂfx "
and Shub dé"l"laﬁ’é“’tXWé differes mplsmerasione- Jhe radom pmbesgguence therefopresanipl e il rpdem. o
pseudo- r andemdeguscr peudedmding vitr the gheraguimdiop ye plaertiGescedf r om short seeds,

o Serire s S A Lo b oot
successi v i i i

more conmmorth éﬁee@w&%%w%& %F‘%sf' Sﬁ’ﬁ‘em?ﬁ’&/\g" bf fhat given
certain asgueeisted WOMMWWMW‘@# mbighy lgvpitsesypy aﬁ}wurreeq saieof hefieldmg60gener at or
passes extrenel Yaesdajolith gfittionStuabdr gdnéritétt prédec i i rdidém BBSer gen ek at'caicF &t | es on

sel ecting 'EE%MQ‘% P BN ath, RSy ok 9€  Prine
nunbers, QMWAy%cEe&gﬁﬂgL%g}lﬁemgg%wéﬁnﬁedaq The initlar s%yate of the
gener at or @C“gﬂlﬁ?é"ﬁ“fﬂﬂ/"%“%ere xo =x'" nmod n, and x is a random i nteger
relatively pri nmdoweantierd i3 e type'of padew donbecpag o thit toe§ gllow hiedolngerss. IsliigjrBidn), cant

bit ofx, WafkhGnd sasub dem.e mfaﬂ&%ﬂhé&m& extii Wlw&ya-ra}faﬂﬂ%@%@en%orp and q

|1 ir f he r th
allows a di to qs!g fy pr '}J'ram 8 ort see z'ontg se%uences {of tsthar appear in evgry way to be generated by

successive flips of a fair coin”, They defined the X’ mod n generator [10], more commonly referred to as the

Bl um

BBS generator. They showed that given certain assumptions upon which modern cryptography relies, a BBS
generator passes exiremely stringent statistical tests.

The BBS generator relies on selecting n which is a Blum integer (n = pg where p and ¢ are large
prime numbers, p # g, pmod 4 = 3, and ¢ mod 4 = 3). The initial state of the generator is given by x, where xp
=’ mod n, and x is a random integer relatively prime to n. The i* pseudo-random bit is the least significant

bit of x; where:
X; -f i1 mod n
As an extra property, knowledge of p and g allows a direct calculation of the A numbser in the

sequence as follows:
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sequence as follows: AUTH2O-AU O -10 x;.xarnodn wherey=2' nod((p-1)(g-1))
Wt hout know edge ofp and g, the generator nust iterate (the security of
calculation relies on the conjectured difficulty of factoring |arge
nunbers). Wen first defined, the primary problemw th the BBS generator
was the amount of work required for a single output bit. The al gorithm was
consi dered too slow for nost applications. °®However the advent of

Mont gonery reduction arithnetic [58] hagogiven rise to nore practical

i npl enentations, such as [59]. In addition, Vazirani and Vazirani have
shown in [90] t hat dependlxaag;’mdnt he si zevh@n‘syﬂmm:(@d)%l)ﬂs can safely be

taken fromxi W HARindwRERE én@ﬂor%ﬁ:&%&!a e Sburfy Ve caARRH Rlid@ bn theASSUM NQ
we only take bi X g@ d hence |terat| ons of the bit
generator f {?f’\“‘b‘{ﬁfg 2 °?‘1‘f‘ der to generate an N-bit random
nunber. To the oWhwsifidelfiiod e pravary pepblee witatheRRSteprenioryas Sieqmagft ofyfotkgequiredher e | s
no way to dek£fidgledfput BETH QX dritH Was QhdiRted Io@ﬁ(nff@rnﬁglalgpgcaﬂd'@lﬁ&bdvérltﬂeﬁvenwf t he x,

p and q are, hi dden and it tati

P o oasibi e MEHGERER eichGu Rt ARl o TR et e ERRR MR o g
conput at i oneﬂdiﬁ%VW@@B?W@VCGWM%@“@W@W%SWOM“E%“é’ds%saﬁbh‘ér ate a
gi ven ‘set ofajceﬂ&&uﬂmo&mdﬁyfenh&ng&eseMtﬁ)meQgﬁamtd‘reature makes the generator

one- wa D fferept value an.nro n of a
gi ven yI engt F[eé ‘D‘“ "?yt"gsa“eI ltpear‘ido %ﬂ § °eﬁ%mth!mggllfm%%m%%%&%@gnknom

for a givene o ordgr tcwa:r«rratsm vbbenda@pmbe@n&be oawld%oéwerfsxmgmww pt&8: not as
a certain Vﬁér&ﬁ@m{v&f’ to@EtHnmEthé dextibld Gtheil BB 30/5@robiabilitgs Ifti @\prand f dachitidénlxieys@ s Of

possi biliti ﬁ& itid c%g;glﬁﬁgaﬂgﬂg&gﬁg %gﬁé@\gﬁ%ﬁwsﬂé&g%ﬁoﬁ{u@x me; &1 als bn

sél ecting agoo I'n particu tter_in [68]
descri bes - BP%P%#W‘@%‘P@W‘H 8 valuerqf fuspiip %FFeé“"tffg“’F‘h‘ﬁt P‘““C’)‘B‘P‘ °F‘§"3t?éﬁ a BBS
gener at or d@se&annomakcﬁrﬂeamar ons waygPigeray Glues obf cakmaiv Idelaln@ bibsequingestobeepiien | t

cr e?t es % K b2 (& 32\6@4&%@%@5] @véﬁ%t‘xz[ P Ag% wh?‘gl, fé@gﬁ@d@ﬁ[@tzem(oa@memmﬁ h% ”
cycl es. us eneraorcn e hLialdz ate - i
mygh t be Onseta?%o[s]sg%[ug not %cen%tb course le f iis Euow%, tthen t%e sg{é:?mss%nmu% of [ 10]
to determ rreduteﬁé’ﬂlleéngth of the per| od for a gl ven seed given certain
strenuous condi How#&, tﬁeﬁi’me@mb@mﬁn&lehﬁ@hgoﬁ&ma&Qﬂﬁlg&lﬂ@&éhﬁl[n;ﬁﬂaﬁw»etfwncti ons,

known as gth
hash val u;‘gﬁ?ﬁa&ﬁe%%h&gtl o%ge&nge re %H‘fe q,f},gfe,ﬂ @fﬁ%@%@%@;&&%&qﬁi@ is of
arbitrary |SB#gEAe ofkooya lepsty B‘ﬂﬁaﬁ“c?FFa‘FFa%"l“afvé‘i?ﬁﬁ?‘ﬁ’é‘%lnf}}‘fi“ﬁd??ﬁﬁﬁ&ﬁ’tﬂﬁ"ﬁ rder to
produce a feydeedhiseBBE irnaair pantot belilgdaizefl witcd radorsstad -Stanighaesn ashorvbfle Spraifi¢ on
conmponent |a@otﬂnﬂ@fmt£u@ecﬁ@|9%flfw(}] tHetbfinfe Wk fenditor fob Petodorol alghved sAGivaehaln0 det er mi ne
i nformati or;maboutm{i\é romH Because col lisions do exist, nost
appl i cati ofSreqaire: %4t the bash al gorithmis preinmage resi stant, in
that for a3§BveHasiFugeionss difficult to find X2 such that H X1] = HX2]. In
addi tion, nost 8je@ll bfeada fikions,kidm/aENpH fubtions, Bl ARGy 18z @icisighm foad-lofzth
collision f and X2
such that El%f%?ﬁsaﬁ&m ﬁ&&gﬁ&%&% 'gcgghg'r" ‘“3* ml s&gﬁqasopen
pr obl em whfIRarEssiqn eogpeney Mﬂﬂr‘%?@feéﬁfedﬂ%%‘hw‘wm f“EPH"“S It bpys@n phfscation s ons e
can exi st admpareht in ofdaeto pike iveificularp fikd colligionpmd fodeterining infofmprictabend fiom HIMI. t he

r ed:JCtl ?n of aancﬁE:LéBIth% xﬁo&taﬁbh@mws feblir bhat mefhésﬂﬂgdn&m:memég@&ﬁme;ahe
a | catl o | | S| ONS
weh a g ¢ i Puna b deahl ab smn e ARy R0 PP BIPR §oa Rl sl Rorente

the hash algonthm to be colkswn resistant (i.e. it should be hard to find two messages X; and X such that
H[X:] = H[X;]). However, as described in [20], it is an open problem whether a collision-resistant hash

fimction, in the ideal sense, can exist at all.

The primary application for hash functions is in the reduction of an input message into a digital
"fingerprint" before the application of a digital signature algerithm. One problem of collisions with digital
signatures can be seen in the following example.

A has a long message M1 that says “7 owe B $10", A signs H[M;] using his private key.

B, being preedy, then searches for a collision message M, where H{M;] = H[M,] but
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A has a |long nessage M that says "I owe B $10". A signs H ML] using his
private key. B, being greedy, then searches for a collision nessage M
where HM] = HM] but AUTHZO AU 0 -11 where M2 is favorable to B, for
exanple "I owe B slmllion". Cearly it isin A s interest to ensure that
it isdifficult to find such an M2. Exanples of collision resistant one-way
hash functions are SHA-1 [28], MD5 [73] aneé RIPEVMD- 160 [66], all derived
fromMD4 [70][72]. 3.6.3.1 MM Ron Rivesf;.introduced MM [70](72] in 1990.
It is only nmentioned here because all other one-way hash functions are
derived in some waye Myiohvoleidio BlHbddxinplertDawe SShsliehs ek lydOsip e ingtest br oken

[18][19) in that tog%@rlm&,gg,ﬁlg@m%wl ated instead of searched.for. In
t he exanpl e above, uld triviall enerat e a sub W th
the sane hash vﬁ’faﬁ‘élesé’gmthﬁ%“ HsEgio ‘?/ayﬂ‘ﬁ %g:@[gg @Bﬁ“‘%ﬁé%%st

i ntroduced V455 alf dédved from MDP[TONFE]. a NOr e secure IVD4. Li ke M4, NMD5 produces a
128- bit hagtaﬁam MD5 is not patented [80]. Dobbertin describes the

status of MD5 af rece escrl S how udo col l'isions
have been found F¥FFifEBEE %ﬁ‘ﬂ?@?ﬁ@zﬁf"%%’ﬁ? °R o et i on,
and nore reé@hﬁ!mwnse"eﬂehreémmwahmween found Thi s rreans that MD5 shoul d
not be used for mﬁ&sosasra&edoemﬂétayﬂra&nﬁsygmtthmeuﬁmemmm@etm

exi stence of cgldt.orrfm%?mﬁ %{bove Souflel i re cons e‘ﬁ‘ﬁ&?s_ﬁ&‘lé‘g still
one C

be used as & I on. |on construct (see
Section 3. 6"@%%“@%‘!1“&8#1\@& ed by these recent attacks. 3.633 SEA-1
SI{A-1 (28] 3682vepy simlar to MD5, but has a 160-bit hash value (MD5 only
has 128 bits of t he NI ST
and NSA for use 1p’n tfts“}{%m Wﬁzﬁﬁaﬁeggg&%ﬂd DgD%%m @ﬁ‘g‘?s%zisnar

publ i shed d@%@rvﬂtﬁ%ﬁsm%ﬁ@ﬂ SHA [27], but very soon afterwards, was
"revised to becdmbbe&:lées&lb{s}lﬁ]stammmposfedﬂegemtamacbwl Ee tes@ibs dowpseudyrcoflisiony | 1 SHA

(al t hough ttteedé%un@,ﬁmtmdr&tn @&é.ﬁuetsmhem&ttﬁmwmt@e&@&mgom nd the
change) . Ther aret{;1 %w#%l%r ttacks ﬁg i.n HA- L [78] It
is also morB% 9L REPTHY %B'ﬂi o/ “Cnpl y
because of v theoritase Oﬁaglhons esxhatc.duél'tmse@@c@dmtﬁrﬂém cap stitlde usprkas SpRawAY and DSA
al gori thms gutidi 19 hdafbn, mi.- BVACHIS calshBRAL §L@n B 6A.1) iddoQiddiddnneieteteantacas part

of DSS [29], I%n a‘Ho | east one relevant patent (US patent 5,231, 688
9

granted in wever, accordin o NIST [61]: "The DSA Eatent and any
foreign counterp tlézgtﬁé"ﬂ%&?”?%@&é’“‘g‘i“é‘13?7‘3%*%5?1‘&@‘8?"“&?3“@5 ZHPERTEY any
witten pervaiu®sSHAr vas desigred andinyodpay byalnt NI and N§fot useis the Digitdl 8ighdBre Standard

gover nﬁnt bshna. Jﬂéﬁh SONIRHCRL AMaL Y7 M Sy ShalBS bl wisiBisshBE
une q |
AEC @5 s“?Pﬁséd‘%t‘gé‘E‘F"f‘é&“‘ﬁg‘i‘?ﬁt‘% @n‘gg‘% D‘ &9 t‘%t"asﬁ‘{)dr‘fg of them

"TI'I ST revi evved
woul d be mathematlcal reasonmg behind the change).

There are no known cryptographic attacks against SHA-1 [78]. It is also more resistant to brute force
attacks than MD4 or MD5 simply because of the longer hash result.

The US Government owns the SHA-I and DSA alporithms (a digital signature authentication
algorithm defined as part of DSS [29]) and has at least one relevant patent (US patent 5,231,688 granted in
1993). However, acr:;ording to NIST {611: .

"The DSA patent and any foreign counterparts that may issue are available for use

without any written permission from or any payment of royalties to the U.S.

government."

In a much stronger declaration, NIST states in the same document [61] that DSA and SHA-~1 do not
infringe third party’s rights:

"NIST reviewed all of the asserted patents and concluded that none of them would be

infringed by DSS. Extra protection will be written into the PKI" pilot project that will
prevent an organization or individual from suing anyone except the government for

patent infringement during the course of the project.”
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infringed by DSS Extra protection will be witten into the PKlI pil ot
project that will prevent an organi zation or individual from suing anyone
except the governnment for patent infringenment during the course of the
project." AUTH2ZO-AU 0 -12 It nust however, be noted that the Schnorr

aut hentication algorithm[81] (US patent nunber 4,995,082) patent hol der
clainms that DSA infringes his patent. The $chnorr patent is not due to
expire until 2008. Fortunately this daogg-not affect SHA-1. 3.63.4

Rl PEMD- 160 RI PEMD- 160 [66] is abash function derived fromits predecessor
RI PEMD [ 11) ( devkinggpledetenbe rotadthat e Sdnpaanth@inatm pletrithmd s IRUSBatgnt wimbet i n 1992) .
As i tS name 49¢5@RS i holdbr SlaMPink BEA RIEAEUI 66 Satedle. 1 Scrldint paldd & Bot dic@Sdipiteunil Uned f or
sof t war e HTH‘#O %ent ay&gi On%‘%% architectures, RIPEMD-160 is intended to
provi de a g OIFUERY oesBatafief ¥t or 10 years or nore. Although there have
been no sucdéd4fRIPEMPtISEks on Rl PEVMD- 160, it is conparatively new and has
not been extensi MekND-G40) 4 B B Rky/EREbn dIVEd Fknl i prodibessh REFEMD 1) Gevedobdamr id 1] was

speci fically designed.t, Si.St. 0 crypto riﬁjﬁﬁ t M4, The

recent atta Wg%r?gwr{%{e%a‘i"f’eecg }nﬂ[%ﬂmﬁéﬁgg\%ﬁ Sim |‘§§P&%§%ﬁ§§‘s¥,@§h in the
Rl PEVMD 128- tspult. Tyaed fpr foffere implomenaficnhendérhit arphiiechres REENDSIAdHatndshioyrovifedor et i cal
weaknesses, nigiiobiedeturity for BF RAER mo@Nd Bossel aers further strengthened Rl PEMD

into a new al gorhmﬁﬂ «Eiloré:ﬁw%eekl‘ﬁ%cc@sﬁﬁm{m%@%g@-1@0,}'\5%%0&6:!}%%& nf0aRL, and

requires no |licensr| royalty paynents. . 6. ssage_ AUt henti cation
Codes The prebWsPRsmErstelyEpiambzedalie pregifeh RIEEMDpecrdy (HEvaE ﬂ’ﬁ‘i’r‘% gy e S Bt ows:
How can A becsadnetopihic a@ckiesiBy hegerp @add byMDT W@ewildl in B0]) shotaeiilér om B?
!\/Esfﬁge au: P&aiteds & i dhe@iipEMD b-bif nsgh%m%ﬁoh.lr;@cﬂaugm Jayck@swamyt m&m%&;&%&w ; G btedt
in the sec on._ Cc ogr aphi ¢ chal | enge-response .pr. entity
aut hent i cat#‘g’ﬁ",m"trjbﬁeé‘e"i%’maf laf‘?ﬁ‘gheﬁﬁuﬁ?g%?gﬁfi@\'fg%“ﬂ'gg’ngﬂmm?'o anot her
(the verifier). RIYBMP-190 isdthpauliip tidmaing dndrquirespo liggesing praoyalyvemepieéd wit h maki ng

sure that asedi WekkagtosBRRato? chde®@m Who we think it is fromi.e. it has not
been tanpered vvi.l{mh en.foute t1’fmr1 m.the source 19?M'Qﬁo%vs,desti nation. Wiile this
section has a briel overvien o Nessage authent!cation, a nore detailed
survey can be found v qEBéhe supthaneanetiagy smpesedlviign isitfae fram Bot  suffi ci ent
protection for Me¥Rssdigaicadois fifférehDEdn G aiidtlatias(ddddbed ifihysectipforgener at i ng a
hash val ue ' € ' , iqginal i gi nal -

i nput canncf%ﬁ_@%ﬂpg%?%eg%ﬁ@%%oﬁ%) .%@hﬂ@ﬁ?ﬁé&g&agﬁsﬁé Qﬁrg,kﬂgt‘%ﬁc kts esg{s who is
i n- bet ween Ikntinig angtheri(de verifiep) Withmpegspge 2ythratication.v gis oqupegqd yaith m %js“§d%'sat itute his
own. Even iglvenfmeadagds foervwhs wathinlais i frof id s oot bgr naperedpiticagate fpmdw soust pl y
subst i t ut e i henhRS Wni@this Bbton 18 Yol PSSRBR of nidSh R GutiknR ARn, Waibre R@S1I fubrByCchd ON

al one, A hq,g ng. of knowi ng that B's nmessage has been changed. One

sol ution t G W m\gl?%‘bl em of nessage authentication is the Message

Aut henti cati on &gufevay bysh funggign is npjraficipnt greterfon fapsdussseas. Hoph fnctiogs Rieh as MR ElyvAC M
so that then gy cHashwhthd thaki Rpresediaiie dfiht Srighaltitpad, doy the SrigidaNidput chpst bé ¥fiwdt 0 be

possi bl e, o QOHEE An o [ bhBON, A
shoul d be %g%}ilefﬁts%%ﬁl%@] g@&%@%ﬁﬁ qs'diMig\C' ) NotBic’)%éM%teha qierﬁgsss?g?gﬁf%fere_nt

fromencry ﬂ?q sphstityle his\gwn. By alsosendsahash of tie priginal message, E can simply substitute th

of his new message. Using a one-way hash function alone, A has no way of knowing that B’s message has
been changed.

One solution to the problem of message authentication is the Message Authentication Code, or
MAC.

When B sends message M, it also sends MAC[M] so that the receiver will know that M is actually
from B. For this to be possible, only B must be able to produce a MAC of M, and in addition, A should be
able to verify M against MAC[M]. Notice that this is different from encryption of M - MACs are useful when
M does not bave to be secret.

The simplest method of constructing a MAC from a hash function is to encrypt the hash value with a

symmetric algorithm:
1. Hash the input message H[M]
2 Encrypt the hash EK[H[M]]
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M does not have to be secret. The sinplest nmethod of constructing a MAC
froma hash function is to encrypt the hash value with a symetric
algorithm 1. Hash the input nmessage HM 2. Encrypt the bash EK[H M]
AUTH2O-AU 0 -13 This is nore secure than first encrypting the nessage and
t hen hashing the encrypted nessage. Any synmetric or asymetric
crypt ographic function can be used, with the appropriate advantages and
di sadvant age of each type described in Sgction 3.3 and Section 3. 4.
However, there are advantages to using a key-dependent one-way hash
function inst ead'Ihiﬁismmmtmmmmmmmmgmhaﬁﬁshom
?Eove) Sp%ﬁﬂnetrp:% mmniﬁbncm@&sk@%m&t e ran {dfd much faster
an encryp ssage is at | eas e sane size as
M while H lﬂ”“%’mﬁ"'& %gﬁéﬁ%gfﬁFggmd?ﬁhQ derably smaller than M
Har dwar e/ sof t war HowesqyitherearraiMagages tk@ipediep dependmioniyaeythash mgien il OQ.W@N‘EWI cally
Larhl ]tcass comg{lggengrnﬁgh(mgm%tsﬁ,@gmpgl on- basgd counterparts; and One-way
as unction i ntations not . consi e encryption or
decryption devi gg@efgﬁad“?ﬁe‘?aéf'%#@cﬁ?n@mﬁwgi g’té’sfe ‘R’(ﬂ?"@? t controls. It
shoul d be neted Mesdze $imdacabisei BRIM] GaSeayuthe eann eivess MowhilgHiME fslafixedeigi (gmadld to
contain a key orcmeﬁu Qgﬁg,mm{m)ssage aut hentication. As a result, sone ad
hoc met hods of u |nvgﬁ/ anwh function erfo m messag’p, aﬁ;tlhentl ca
i ncl udi ng variou GRS RT e Y‘ﬁith%“' radien gra BPiggly §S%?;°P81Fx'%af‘ef| xes,
suffixes, or bothewmwnmwomfm@s@d [56][78]. Most of these ad hoc

met hods have beegysh &gﬁﬂcwnlﬁpleﬂfe&&%%n&mﬁ&%m bdergeSflor JXBAE devices

[42] [64] [ 65] . Addi @g&tﬂ g been sgsggested based on XOR schenes [ 8]
and Toeplitz matPf F“ﬁi? SPAGMRS speci al case of LFSR-based

(Li near Feed ShlHﬁowmmyhaw@ns&omqm@ﬁmywmﬂwFﬂm@ﬂWémeﬂ

::onst ruct i ofesf=84 :{uﬁ}nma%npﬁsratrésauéoaaeadhscﬂauomdﬂ@mgﬁa@@mcmsﬁpaﬁnﬁmaﬁwt| on for
nt ernet ne e . aut.hentica urit ot 0co ruction
acte o a i besaer Rl bkl el iRl it RS R U LML BB 0L 0
Repl acement haytbesapeoresedd 17§l ast obesp de heg tpefiodstheve Srepvargssiitly afeckqd brygrltigticated o
security ormeamm[eﬂmnmmﬁmmaave blenayg2sted biskdon XBR Gdhenfed (8t Agplitohatdctse HVAC

conSt ruct. | Gor\(Alink he 535 B8 PEANSLAEEHE foos AU AEHokbRsgigder | Vi ng bash

function has sone reasonabl e cryptographic strengths - that is, HVAC s
strengt hs ar%d 1dlql‘”é‘t"fly connected to the strength of the hash function [6].
Since the HVAC JbaEMAQ edpstinasionn6)((f] dnppréicular ia gajring p@epsendeves shiativh fof Iemttimsyiage an be

UG sed in hanfahib%ﬁceamn%eea@,&ra&onk "% rvdlec JﬂMﬁ&uMQEBts astiVipppeS g the Iﬂd&@mgﬁwmeg Hit cl: )
ven the OWI LlLlons. as ctl or -

n = nunber a;L%%ku E ]%elpo tfflieh”’&'%é‘ﬁ' 'lmgﬁ Of%ﬁsge%b‘g"t For Mos) M
= the data PF’@WFW% OWFRES theaiof mtazes)f fhefEac sppwtééba“ abepiEenSEWE ot key
shared by tpheidédns upiilting@ssh function has some reasonable cryptographic strengths - that is, HMAC’

. strengths are directly connected to the strength of the hash function [6].
Since the HMAC construct is a wrapper, any iterative hash function can be used in an HMAC.
Examples include HMAC-MDS, HMAC-SHA1, HMAC-RIPEMD160 etc.

Given the following definitions;

. H = the hash function {e.g. MD5 or SHA-1)

. n = number of bits output from H {e.g. 160 for SHA-1, 128 bits for MD35)
. M = the data to which the MAC function is to be applied

. K = the secret key shared by the two parties

. ipad = 0x36 repeated 64 times

. opad = 0x5C repeated 64 times

The HMAC algorithm is as follows:
1 Extend K to 64 bytes by appending 0x00 bytes to the end of K
2 XOR the 64 byte string created in (1) with ipad
3. append data stream M to the 64 byte string created in (2)
4 Apply H to the stream generated in (3)
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| pad = 0Ox36 repeated 64 tinmes opad = Ox5C repeated 64 tinmes The HVAC
algorithmis as follows: 1. Extend Kto 64 bytes by appendi ng OxQO bytes to
the end of K 2. XOR the 64 byte string created in (1) with ipad 3. append
data‘stream Mto the 64 byte string created in (2) 4. Apply Hto the
stream generated in (3) AUTHROAU O -14 5. XOR the 64 byte string created
in (1) with opad 6. Append the Hresult fr@em (4) to the 64 byte string
resulting from(5) 7. Apply Hto the oyygput of (6) and output the result
Thus: HVACIM = H((K 6) opal) H(K (Dipad) I M] The recommended key

| ength i s ats. | eaXDRhe b4 iys strify chelyedig1) with opddoul d not be | onger than 64 bytes

(the length of t| twﬁmwﬁwﬁﬂgﬂgmmﬁfn n bits does not add

to the security o nction. HVAC optionally allows truncation of the
final output’ e, gAPRYRRELYRFHOE(R)2nd swpub Pt & r om 160 bits. The HVAC
desi gners' RequeSwsfor Comments [51] was issued in 1997, one year after the

algorithm was first int rqw:@ﬁg@gﬁai]gm@@%a@lmhned that the strongest
on th '

known attack agai nst HVAC | s Dbase he frequency of collisions for the
hash function Fl Eisawommrede i legeiei  isgs  bifypitiough t dou 1o beionese ot B (e
mnimally teegisefitiabdsking bl A kanlodgeroas » biddoeauvt @1 @ithe beyritpwEthciomsginder a hash

Lo acqui re the omsCoiel) et A Ah Do e lineallalias D Bontleh BEL 1 1o o
secr e? key K) on%W%%&W%W%E&‘F%?@%L‘T”' adgn Wgﬁ? YF ffi“%\é\fg‘t'""e"
processi ng ofs fat inrglasd. TRGsigdrobies:d thatate stronest impwh atpck gt FMACAseseil po thgny

real i StiC SEEpak) @oollishobs 3 b Anci BRIt s@fon 84, 10 )6hiS okl iipribiidl ok isakiaty 250, 000

years in a cont 1 Gops link and w thout changing the secret key K

n
all this tif%sf‘?a"%ol&uﬁ'ﬁ?%ck coul d becone realistic only ifseriousfaws in
the col lision betrawEanple we desidnehes fiprioHka MBS vhepdhsoapelgetids 148 Col | i si ons
found after 230 5k %e agem:) needdld Glyuite kb coreMmEsyge Wakthiitatdeiagsiconpaed t he 1 Medi at e

%P{g@@g@f%n Wk rhi@l ok feGudipy! d be far nore

repl acenent of function H (
severe for the ‘Jf}‘ratoﬁs?'f'oﬁca e context of digital signatures,

publ i c key. cent A&t ey 204 blpckyrgdar Heam imnossible wefn & tealf4STH™ nct i on i s used,
then 264 shoul d (bea ¥i@pleatefisattsimisiaald fhd 250,60 guals th deenticowt!Gistlield Wi th a

regul ar col |isi %d»@iih&ﬁ%ng@u?m%eyw&ﬂ?ﬂ dme NP dck DG b2Bh riifiGE € N0 secret
key is invol ved a’ng 269 Of T - i@a, gral_le}}" abl e o’p?ratigns suffice to find
col i sions. Mor & EEERES ,“"I-i’}\ﬁ& ”ﬁg BB PR F 8855 EFent i on component s
[62] have been diefienefuwidafienfidarssagesh Sysh @ discomerymirdd detepyingrhe imaidiare epl ay of any
M HIC\]I/ACF1 M & (I\)/ITC): | e drtQA) ofWonk b 1Y (e fbckk F budhlalfaitur Dbulddd far fbrbdheteyar :hie_t shoul d ]E)e
not ed t hat , . . , I, D l1censing Tees.

zrlac%:ds&a}t-%P HR c‘lorﬁexgog(agr%tgzpsz%é pu%!.g(;ey R%ﬁ 12 efd

There are no known tents 1 nfringe g om Nunbers and Ti ne
Varyi ng Nessageé)fcourse,lfal60—b1thashfunct10nlsus then 2™ should be replaced with 2*°.

This should be contrasted with a regular collision attack on cryptographic hash functions where no
secret key is involved and 2% off-line pasallelizable operations suffice to find collisions.
Meore recently, HMAC protocols with replay prevention components [62] have been defined in order

to prevent the capture and replay of any M, HMAC[M] combination within a given time period.
Finally, it should be noted that HMAC is in the public domain [50], and incurs no licensing fees.
There are no known patents infringed by HMAC,
3.7 Random Numnbers and Time Varying Messages
The use of a random number generator as 2 one-way function has already been examined. However,
random number generator theory is very much intertwined with cryptography, security, and authentication.
There are a large number of issues concerned with defining good random number generators. Knuth,
in (48] describes what makes a generator good (including statistical tests), and the general problems
associated with constructing them. Moreau gives a high level survey of the current state of the field in [60].
One of the uses for random numbers is to ensure that messages vary over time. Consider a system
where A encrypts commands and sends them to B. If the encryption algorithm produces the same output for a
given input, an attacker could simply record the messages and play them back to fool B. There is no need for
the attacker to crack the encryption mechanism other than to know which message to play to B (while
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The use of a random nunber generator as a one-way function has already been
exam ned. However, random nunber generator theory is very nuch intertw ned
wi th cryptography, security, and authentication. There are a |arge nunber
of islsues concerned with defining good random nunber generators. Knuth, in
[ 48] descri bes what nakes a generator good (including statistical tests),
and the general problens associated with onstructing them Moreau gives a
hi gh | evel survey of the current state qk.the field in [60]. One of the
uses for random nunbers is to ensure that nessages vary over tinme. Consider
a Systen1mh@&emﬂganﬁmyphﬁqﬁﬂ@ﬁﬁﬁﬂ@mﬂﬁdmﬁﬂﬂdﬁmmhﬁﬂt&amBnmtﬁm@hﬂmmndnyption
algorithn1pﬂquﬁﬁéwkhgméﬂgﬁz gE&PkMLQRm%S aen input, an attacker could
r

sinply reco nessages a them back to fool B, There is no need

for the attackeRanippp WW@W?W?SWWFE%%YSSWB’%@?W%WT“ know

whi ch nessagewb #5)phaga/faily oBedutetidedback repisiiiiREOhd lurpOses of hildipg key-guadtis dgs it Ize  A) .
cnour e that oo RePaaa b Elieh B “"ﬁhﬁfﬁ%ﬁ%ﬁﬁﬂ%ﬁ%ﬁ‘éﬁg&%ﬁ "Ls each
CT e, Rando RN BLR BEte B D ety S HE 0B 0 5  Garib s P SE

Al t hough Kl sppemubassenete iftief.FSRsihdmgt 2 8o dlydt bita of teerstagpoegiflics dadeiemint eedback
regl sters f@@ﬁﬁecoa%m&q&kgjgemh}dl ng key-streans does exist, he does not

gi ve any practi Cﬁ1|h “(;cgn%e mle oJei |t°IS hekllecrnggtgrrlsom est L2 Say at the moment
that all generatdrs are. Thsélure Fpose.  ror exarﬁ)&f The

Ber | ekanp- Mims tigseeyrityof the aqmafosan]i seeq rsnoaas e*paéasi ag it atfqr gresion by eqrpretior Sﬁieoquan dom
nunber genehaafiom nkndbedskta gdnEﬁB id c&n;ﬁfmsle@ Ekgtaﬁ]at@ckermmﬂ toQﬂ&uléte Ahud)rebdmOf t he

sequence SUEumt'b%? Ec)aﬁlleg‘%tsﬁ{ g}og?ols % ahfg'ih %93?1;11%&15'& efadGiedGith GROGS AL OF .

I f, however élt e ran er generator 1s to nmake sure
t hat rressag'é’és‘W’gf over tine, the securlty of the generator and seed is
not as i nport antThashllypt 6f rdnGiin MEBiEEdetRd SYuIGERNE faénd o th fnplyom@iik@iagd thet he
random nu ”bﬁ.&oé%ﬁtvlﬂﬁ Be éeﬁéré?& i Qﬁm&gfﬂcﬁﬁ%m@ Bfdmala hid ﬁéj Kfdamicipnedhf O

cal cul ate future "rand

can. | eave . s open to
o ok oy R Preb R e o 3t R et i M B bl Sofres
situati on. gkireatossctoh &FSRs (lirgar Géedipek $HiG Regintansdh BB] ag@h@mtc@wm@mme&pwl | depend
upon the i npkegyadid Chrd/3hifl RebisteRP441pUr poses for which the generator is used.
Gener ators cl e Bl um Bl um and Shub [ 101, stream ci phers such as RC4
by Ron Rivest [ bash functions such as SI-1A-1 [28] and Rl PEVD- 160
[66], and tradi (Thigietion degraibrs e yarpvs tvess efetacksgie cap be erptpbretl R
Regi sters) cBiystam hd dheksrareipimed e porital o0 wptdnpest FCSRs ( Feedback with
Carry Shift Reg L%{l(ﬁf afdckd wdfkdon thSpr&ochls biA KRtk MR SR AYsidBBPEhdRGR e vari ous
types of attacks that..can.be undertaken to break an authentication
crypt osyst EHFPTRE 4F PR EEF ¢ grouped. i nto physical and | ogical attacks.
Logi cal at t*acks Bywessithe autheptiquiopgrastsogdotetheror  al gorit hns rather than their

physi cal i npl emmme@am@wfma&tdedm{om%&hﬂ& QR&ioRéan bdWeMRred Ni Ngs:  Bypass
t he aut hentlcatlogngro e alto th Cbtal n thg secr.et . key Ig%ufo ce or
%a Jviihdle o

deduction, *so t gte %ﬁ'f E]’é‘ca&f‘%%ﬁf‘ ﬁs‘ﬁed“%?{%eﬂté
nature of the agltffhéérrtght@@wnrgsa‘dru@sttop-ons and answers in order-to, W|thout t he
key, gi vemmackgtg&tmmﬁgthsﬁakgmmgydeaw on. The attack styles and the

forms they tak eReg ess gtltl% aigon%]m% gx!d protocol used by a security chip, the circuitry of the authentication
part of the chip can come under physical attack. Physical attacks come in four main ways, although the form

of the atiack can vary:
. Bypassing the security chip altogether
.. Physical examination of the chip while in operation {destructive and non-destructive)
. Physical decomposition of chip
. Physical alteration of chip

The attack styles and the forms they take are detailed below.
This section does not suggest solutions to these attacks. It merely describes each attack type. The
examination is restricted to the context of an authentication chip (as opposed to some other kind of system,

such as Internet authentication) attached to some System.
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Regardl ess of the algorithnms and protocol used by a security chip, the
circuitry of the authentication part of the chip can cone under physical
attack. Physical attacks cone in four nmain ways, although the form of the
attack can vary: Bypassing the security chip altogether Physica

exam nation of the chip while in operation (destructive and

non- destructive) Physi cal deconposition &f chip Physical alteration of
chip The attack styles and the forns thgyg-take are detailed bel ow. This
section does not suggest solutions to these attacks. It nerely describes
each att ack 38y pelogichlaAttacksam nation is restricted to the context of an

aut henti cation C‘?ﬁe&a@ﬁ;&%&m&%ﬁ%ﬁaﬁwﬁﬁadﬁi ,Bﬂeuﬁétmﬁ,){%tﬁmgp:os shah as
| nt ernet authenticati onp?tg@%ac hed to sqne %{hﬁu AUTH20 -16 3.8.1

Logi cal At t deR&okAgwY By andfhegecprpyof e glgq T s 1 "SR t he physi cal
i npl enent at B8A.1o€iphdnestonlygitadsyst em  They wor k agai nst the protocols and

the security of T}I&Qs@leﬂ%d:&dﬂ&ﬁas%&@rﬁ&@&%t&%@% ﬂleeﬁ&fpé&&ih§zhes3m8 1.1
Ci phertext aonl ncrypt ed

is is
nmessages, °“é’ﬁ'%6‘fne°ﬁ ﬁ@g‘tﬁt‘aﬁtﬁ%@?ﬁ@ﬁm‘&i‘ ESSW I?ﬁ’?’%?ﬁ“é’y%tfd(r)ﬁmss?gwf ﬁeea Bt t acker
is to obtai mekﬁewptawm@mmm%mﬁemch@lsehmwﬂ@éd messages. |deally,
t he key cang,b,ezrmgraﬁgn&a,ckhat all nmessages in the future can al so be

recovered. 3.8. 2 Known | pLext cles | r

both the plainteXx anaref‘%%“gncry th t'ﬂf“ge?‘mo et‘i%’ Orm?tft%égitgmtg{‘tﬁ?% case of
an aut hent i &xpp{aegtication chip, a alomﬁmextﬂw gstoasarher the &@ﬂ‘ef can sgr b dofp, BpvebetEra thst t acker
can see t hegslab ad bk autiehiediwenip. mhapumagtﬁﬁ@mm@nawwrmtmehwdamrmm@m p. The

i nputs and g d For Vedkne? ss(ﬁnrc ﬁlbg%ﬁﬁe:@éﬂ r&&‘?fm%%@fﬁl&%&ug infbhe@n  be

anal yzed for  weaknesses suc y attacks or by a search for
differenti aPaFi)' interesting i nput/out put p) A known plaintext attack can be
carried out by cokmrenidnmgtagack agbaarsiniaiby emndig b lvgic golymet the onnectioet ween t he ‘

system and &M@@g%&@%@%&m& 3.8. 1.3 Chosen plaintext attacks A
chosen pl aly:n t attﬂglétgde%c%l bes one where a cryptanal yst has the ability

to send an oSdfren o the cryptosystem and observe the response.
If the crypt anal%@semtaﬂdqedew@emewhmammstmhebehty ta ssog g eliogsms hi p

bet ween i nphdsfgeddise &ﬁlio@bt&xﬁ mtdtaeserv&aenesp@seemt & pisdyshiod:eR R PmanaPRSILE | C
output to t r}gat%mﬁplﬁg e(ean %and ou rutsfthl'alt c%r} e% dﬂottecnae fe%n%%%&ecnﬁi o%%mttoetﬂ(ctm @tt EaCk i's

much stronger nown ain ttack cet ttacker can
choose the é%&%‘rat her than Si rrpl y observe the data flow. On a system
using an enbeddatk chastaplainteiiasdck i9much kopger thin tegnagye plaintedt hipckspreyheditdbier @ul t t 0

prevent chqQggk ﬁcmﬁgg;mmﬂsmglg%@ Mmh&e crypt anal yst can | ogically
pretend he/she is the syste osell.. attern streans
to the authenti CafPER® 'é%ﬂg er'%ed%qi ﬂ}f"t}i%“g g’t‘l’v‘é‘s 8&5’ foslie nt e‘3< e fht)ac ks
plaintext attacks since the cryptanalyst can logically pretend he/she is the system, and thus send any chosen
bit-pattern streams to the authentication chip.
-3.8.1.4 Adaptive chosen plaintext attacks
This type of attack is similar to the chosen plaintext attacks except that the attacker has the added
ability to modify subsequent chosen plaintexis based upon the resulis of previous experiments. This is
certainly the case with any system / authentication chip scenario described for consumables such as
photocopiers and toner cartridges, especially since both systems and consumables are made available to the
public.
3.8.1.5 Brute force attack
A guaranteed way to break any key-based cryptosystem algorithm is simply to try every key.
Eventually the right one will be found. This is known as a brute force attack. However, the more key
possibilities there are, the more keys must be tried, and hence the longer it takes (on average) to find the right
one, If there are N keys, it will take a maximum of N tries. If the key is N bits long, it will take a maximum of
2V tries, with a 50% chance of finding the key after only half the attempts (2™). The longer N becomes, the
Tonger it will take to find the key, and hence the more secure the key is. Of course, an attack may guess the
key on the first try, but this is more unlikely the longer the key is.
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This type of attack is simlar to the chosen plaintext attacks except that
the attacker has the added ability to nodify subsequent chosen plaintexts
based upon the results of previous experiments. This is certainly the case
with any system/ authentication chip scenario described for consumables
such as photocopiers and toner cartridges, especially since both systens
and consunmabl es are nade available to the ¢ublic. 3.8.1.5 Brute force
attack A guaranteed way to break any keyipased cryptosystemalgorithmis
sinply to try every key. Eventually the right one will be found. This is
known as a br ut e Gopsidem ket lergthlof 56 bigwie the worsticise a3t testsiKEA/x 10] Gs9yiniest bd aies fitdher e

are, the norg, IK:? ¥1§19WJ§&ﬁeQ§i ﬁeMSQescr?)wjah E@g&gdr ILJQ%ue f&'@rgc%nF bES E@F&xﬁg de 8:@

average) to find the ri one e
maxi mum of NUiop precessqry “?*f%@ﬂklégaf rynging,png,million fegts per seqopd | ﬁ] |Speh ﬁaﬁ@maww%ak?&ﬂn of

2N tries, wi lobrsmbb@MmddaEsrede. of finding the key after only half the attenpts
(2N-"). The |0n9<%.fonsl}ier|9%9ﬁ ufﬁzﬂﬁw @Jl%%{caéetauwﬁtés:sf(%?xoi**%sé)'mﬁgbetntkﬁﬂkey and

hence the nore secure ey course, an attack uess
on the fi rstﬁﬂfif'lﬁ,°Yﬂfa¥‘"€%4@<ew§bﬂmmm#wﬁﬂr@nwﬁmwwwh@ﬂm
AUTH20- AU O peestcéndConsi der a key | engt h of 56 bits. In the worst case, all

256 tests (7.2 X whflkfud disiafley BHH, a e AR frack e éstaa%ngso'aswésﬁgﬁada&eé%&o}m Dffie

or cracki ng consi sting of

and Hel | man dﬂd é gﬁ specia
one nillior BE *keach capable of running one mllion tests per
second [17]. Sucﬁhlamtdmnqk@mmmhketmﬁﬂswmw&udmmbk@a%aanyckm[ﬂﬁdeo@ele.

Consi der a K@t)(c ﬂrﬂm&u&fc(sée%%cd@aiﬂ 5) Lvﬁbrémdmm&esg@eﬁ&a ofthd ler@@ ot e S (3. 4 X
10 tests) Mgt a{l%qc find the key. This would take ten billion years
fa i

on an array "0 °'(I)'ﬁ"tf)'r"85° ssors each running | billion tests per
second. Wth a | éntgeakprahifikerk eqradumpguippter B3 J8NMR.Orficsh eraged privmkoontaifdesy aulily | ong
to be worth eﬁlﬂitﬁdeﬁfnhﬁ@b’teﬂhats al@dritheintust be bud, &el;uaé:m@d&ﬁ:ﬁtiarrwecﬁ&etyaﬁks i s. type of

ttack i

ULA0K TS MiiAR Bk LACKE! TRlEOR b B LRy SR WG S

wher e the odf&segys W@é&%ﬂvﬁfé’ﬂ% AETGihsyEtere(Whish st '”df""lt"ﬁ@ StRigs)s I‘ is thought @ss’i"kQJant um
conput er at toaetknd T tdof qabils (veith 6ihsiiltnebi® Yoherent SN itiia Goypad er [ 83] (NWR,

Optical, or Cage@,,fﬁangmy &%sﬂu&m%mwg&ueﬁm@&?@&% sibrl rERes AR HRRE At €

algorlthm bU|It nt um conput er ectlve ex|sts in.2"

si mul t aneou §??F’es§ts%ﬂ°%s§m &“‘Prkfycf?é“‘?"g eeRscidly FHLET otefBs PGt coher ent
state wt hoﬂrptqgawhgccanw@eecoherence To date this has been achieved with
a 2 qglblt tsyst e%(a%ﬁ@i&a&%éﬁfcﬁptbﬁpﬂcaﬂ%&iﬁc@t ; 6(Z§tlemtl§)%:smglatquhn&rﬂd;1b&yﬂéaam {ates)
possi bl e Simu neou er states
within a fe@v‘cl%(g?%g&%%em{&m"tt ﬁelg%tquaﬂtamtc?m(?ngf h%“efw Tafves

relative stWé?@P‘ﬁwﬁ*”'P?@m%'&ﬂé}fe“‘F%%%%WWgﬂ thipe EK“éysmg ﬂfﬁﬁ‘@“ﬂ"&%‘f"ﬂl y becorres
a serious i swppnzE st tue rdqased wetekiagstbitkeyespeci al |y with the | ong keys used

in crypt ogggm%pgo;emgrg&uﬁﬁksyst ems. As a result, attacks on a
eI Bt o 20! Cal iy SSERE . i S Pl g B R TR B  *
conput er s vibisicansangeirometheicaorandsspen fert tq theetime H@on fenthesmor tpbogngrated- t hi n t he
commer ci al | i f etd sidple@fanipls & tatidf b @erid/passd drOdhetmbliTNFe errbrbREsagd Sull§ says T4 qubi t
quant um _ c Q@S&h‘{ Egn’whg::'aﬁ attagé; g%ts Q{xlgssalég sgﬁégr"ggl pgsgwo%" Lléad,athe]ﬁgx Qlow thlét%}é ‘userid

is correct. If the message always says "Bad userid/password" then much less information is given to the

attacker. A more complex example is that of the recent published method of cracking encryption codes from

secure web sites [41). The attack involves sending particular messages to a server and observing the error

message responses. The responses give enough information to learn the keys - even the lack of a response

gives some information.,

An example of algorithmic time can be seen with an algorithm that returns an error as soon as an
erroneous bit is detected in the input message. Depending on hardware implementation, it may be a simple
method for the attacker to time the response and alter each bit one by one depending on the time taken for the
error response, and thus obtain the key, Certainly in a cﬂp implementation the time taken can be observed
with far greater accuracy than over the Internet,
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3.8.1.8 Purposeful error attack Wth certain algorithns, attackers can
gat her valuable information fromthe results of a bad input. This can
range fromthe error nmessage text to the tinme taken for the error to be
generated A sinple exanple is that of a userid/ password schene. If the
error nessage usually says "Bad wuserid", then when an attacker gets a
nmessage sayi ng "Bad password" instead, theem they know that the userid is
correct. If the message al ways says "Badguseri d/ password” then much | ess
information is given to the attacker. A nore conplex exanple is that of
t he recent pishloi Bimhdhyamichkod of cracking encryption codes from secure web

it 41]. Th : i i - : d
sites [41] € il ALK WP LAERe %ﬁdﬁg 'bﬂ&dagﬁig%xc bith :sﬁmcg@gﬁ‘ﬁné&%xﬂaiﬁ%é’ er an

observing the error nessage responses. T responses e enouglh

I or it | on O ooBERE e HERgRAY Ay v ABFeE. i } 8 (6o punsie R FEHerIgE DBt o

i nf or mat i on be 1B pedpteiPioam Of thebdders betnivrd ten 51%41kat G of theen she® ombititidayalovavegor i t hm
that retur Ng.R0uRlll b@S SRR Aonf meklid RARRYEN Plobs chidoedl £F i daled the 1 nput

nmessage. Dependi'ng on_hardware | nplementation, 1t may be a sinple nethod
for the att SiEpday assppwpinibe follgping wlatonse and alter each bit one by one

dependi ng on the tine taken #of =t/ hePrintt 1 -0365PB8ETROS07 and t hus obtain the
key. Certainly ig..a iD. i j . ved
with far greater agcﬁa%%yﬁgﬁéﬁﬁg%lr%%&%% h%sntgeatrléﬁl[éﬁ?st’ Wﬁ%@%—.@%{ 3.8.1.9
Bi rt hday at febige bpshing with figialisieparesaned after the fanmpus "birthday paradox”
(which is not adfusdsiage has pagaord @l al@idy yigned lreattackel chast shrclofos cpliisi@orssghar i ng a

bi rt hday wi i j E;épsgm iMBAY. Sdwever NEiRET OF €

t here nust &%qié%g%%é?é@mﬁ?h%;%g%rm he. ol%jog%ﬁgﬁ% m)ge tl;han -50% t hat

one of thenf™ %fr”@sgc‘{j%ﬁ °BFYEhH %”“‘ Afesl ggrmes inp iay- °d‘ﬁ‘7°§°’f?§r§tﬁ§ %%8° pe 23

peopl e i n amEegntbitgmretivame hish vilne (anadesess tdwantva poplesharing mbishdahatly ensyesagp shar e

265?2; } ggggkaﬁégﬁ%%pﬂn%@ﬁgfg%c{t&v&h&g“ tre&lﬁaszmméa&&kaboﬂct -eihepm@fﬂagtsagﬁed:h! -
L= r ay. acks are. comon . st hashi ng

o oori t i g Rebfaghd et Yinl LA R Faip R b RSB BRBLSL OO0 DO

si gnat ur es. matfemygicalfys thera iy ao yaydo ¢ b gesvse wesdg ongingl. girce Beydyth daslyiq @y samg paluss t acker

nmust search for Assu@ig i brit PRe MR&SAROly vhab ddvatifasnatch tHeReakamnyof a albisiey

(anal ogous gl 2 b Lo we | T the

attacker cab%gmte)ner az{a%kl?s %e'%gégzeg%%m%hbe |t§t§‘ﬁ%gt§ﬁe§ﬁ%%%q%%&ﬁzé§ﬁ?%§&%?ay. The

attacker sdgpBAEEYPHhst\wo nessages that share the same hash val ue

(anal ogous 38J.186yaisivgnttaekopl e sharing a birthday), only one nmessage is

accep}( abl e to t RusdeS 8RR nfali3hiROmd cﬁ:a:dni@% brhad mailrousi. -mepiewI,dtsAcaA]présmnkt he
attacker. ce t rson.nas s e or.l gl.n nes t a cKer
oty i ai TR S SR REER e RhAREH e el otk o Sion B SRR Pl

mat hemat i cd#Ppipadimdrces 4 cansiqes lepgil outpst by arpqessig be Pkl Agdmgdas e TSRPYi nal |

si nce t hey vhatifustiasine &gnmgwaﬁamemwaieum bldks.mmfﬂgna;dhg monisfb@gaim adtigck i s
the only m@}ﬁué@e:&gk%{%v@@axﬁ?gsﬁal%g v:IrQlﬁe 3@?@%&&' sﬁ\gtitgé bIGH thgt'\hﬂ xtesuﬁﬁn)fhe_s@é the

birthday attack Is 2a' 2. ength of 128 bits that is susceptible to
the birt hdSYPAFrapgapRes & fegPPeBE™%e |ength of only 64 bits. 3.8.1.10

Chai ning att ackTﬁEhemrcdplmicatfdrapmuleiagiaﬂidnmlﬂ:ei&dxécéﬁaﬂwk-ﬂ@hv&#@me_ of hash
functions. kagyis 964 1Rind BRGNS b Hdom rPfidel K8 thOblock 1BABH s bitd/uet | on.  The

dea |9 baged OPatiiSAGh bbb THUELLSHAERE] bbb SRR T 1727

such blocks are a sparse subset of all possible blocks. .

For SHA-1, the number of 512 bit biocks is approximately 2°'%/2!%, or 2%*, The chance of finding a
block by brute force search is about 1 in 21
3.3.1.11 Substitution with a complete loockup table

If the number of potential messages sent to the chip is small, then there is no need for a clone
manufacturer to crack the key. Instead, the clone manufacturer could incorporate a ROM in their chip that had
a record of all of the responses from a genuine chip to the codes sent by the system. The larger the key, and
the larger the response, the more space is required for such a lookup table.
3.8.1.12 Substitution with a sparse lookup table
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i nput and produces a constant |ength output by processing the input n bits
at a tinme. The output fromone block is used as the chaining variable set
into the next block. Rather than finding a collision against an entire
input, the idea is that given an input chaining variable set, to find a
substitute block that will result i'n the sane output chaining variables as
t he proper nessage. The nunber of choices btor a particular block is based
on the length of the block. If the chainpng variable is c bits, the
hashi ng function behaves |ike a random mappi ng; and the block length is b
bits, the nunbelfthofmesepks kentie the thiplateagiehovt medialid, Btherniai eeytivily thndan, thedlthe

chal | enge { Ol afib Rk oo SOk bl 1Kl e 4, SUC DloCks are a

sparse subset of possi t he nunber of 512 bit
bl.ocks is appr oxﬁ%eefagemwwmewﬂswn%ﬁew sigply providfialagkug ably| ook by
brute force searthdiconsineualods for bast afid peddfated Bul. sdialhilmbee | Thére dreninli@ly totic tolare daxc onpl et e
| ookup table If Ihoeth%gnber of potential nessages sent to the chip is small,
then there is no need for a clone manufacturer to crack the key. |nstead,
the cl one nhnuf dERefFserodibiRy heftstsn g tlene &WFH“@W@W“&?’H‘WW%‘&% %ad a
record of all ofdathahenéiggonses from a genuine chip to the codes sent by the

system The, | ar ggg, {6 @ﬁ&g@&@&ﬂ@{@% B PRRRR e DB 1 BB e | S

required for suc stitutron wt spar.se

| ookup table AUFIsoermepyfsturer jysgneeds tq sk fpreeudeyaadon gmberigeperigrin ?ﬁ%?‘@ssorrehow
predictabl e, ratidyesatlynanifbfufacthiy\hede yecésaua do thject iz iof thdsestemc Tie cleneranuf act ur er
need not provi d%aﬁxfﬁﬂm ﬁﬂ&e.!. %&chnﬁmagdresﬁﬁém&fﬁ@rm ﬁerspa}séar;amo gsgge is

sinply a seri al one manuf acturer néed sinply prOV|de a | ookup
tabl e that contﬁﬁfeﬁ%d%?cﬁfésﬁ“’fedP“‘bﬁ%‘t“"’é??despr edicted future serial numbers.
There are A1 Pliferental pmptamlyeds t han 109 of these. |If the test code is
sinply the dat e pifha &;lgemgé@nenﬂammw&@gm%?upmdyeegam&tmk:m&meI e

usi ng the tecesaasndtthcgfra s“?een he temii gode is a pseudo-random nunber
using either €'serra el or a5 a seed, then the clone

manuf act ur er ju§¥1s%@@§ﬂ?%at@%ﬁkh%Wéd$§@@wwmﬁﬁPﬁﬁéﬂs‘Q@ﬁe‘?l:étaﬁf’r in the
system Thlo&ersinﬂarrarga{ﬂahlmthmﬁotma‘lgohﬁui&:chaambsmrﬁvaoaemsxatt@kethe obj ect
code of thenéﬁg‘,e&&e;&eh@&% % e 4 then produce a content
addressabl e nenory (or ot h gparse rra up) using these codes to
access storfed a %ﬁ‘ﬁﬁ’ﬁ’ﬁ‘séﬁﬁ%‘g“@%ﬂ .gi'ﬂpubl fferential cryptanalysis
Dfferenti al crwmﬁmnmfrmc@mﬂnsamﬂaesm&ponaihgmk where pairs of input streans

are gener at ed Wwa:ésmamw %Q&t it nﬁ,wslm,fs,t S’Jc@tﬁl@ﬁ&eés Raslah&nancoded
streans are anal Exi st|

d erenti al re heavil dependent
on the. st r 6T BT s SR ot F o) PR e VSR PR gor | ¢ his.
Al t hough otlsithms fleyelved ihsperetdins heen brokah ikCusida Hevlgrees hadotSonsidscedserajysvls facker
can under Hiffeential athicds {937 @iNdid Rk subjik BeirdidoAeiks bpubELRERNY.aki Nng stati sti cal

anal ysis o 1 e inputs, and their correspondi ng outputs
M ni mal - di %?ér%%@ﬁ?%ﬁ%éﬂeﬁgn their .correspondi ng i nputs Mbst al gorithns

wer e st rengt henld @i Bpeeels: aap-fethecrpifdlefen whsitye aartar Hof amessisee THiHEYISIEA &8s s was
descri bed authentication chip is plugged into a reusable clone chip within the consumable. The clone chip intercepts all

messages between the system and the authentication chip, and can perform a number of substitution attacks,

Consider a2 message containing a header followed by content. An attacker may not be able to
generate a valid header, but may be able to substitute their own content, espeeially if the valid response is
something along the lines of "Yes, [ received your méssage". Even if the return message is "Yes, I received
the following message ...", the attacker may be able to substitute the original message before sending the
acknowledgment back to the original sender.

Message Authentication Codes were developed to combat message substitution attacks.
3.8.1.15 Reverse engineering the key generator

If a pseudo-random number generator is used to generate keys, there is the potential for a clone
manufacture to obtain the generator program or to deduce the random seed used. This was the way in which
the security layer of the Netscape browser progrzm was initially broken [33].
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This is covered in the specific sections devoted to each cryptographic

al gorithm However sone recent algorithns devel oped in secret have been
br oken because the devel opers had not considered certain styles of
differential attacks [91] and did not subject their algorithnms to public
scrutiny. 3.8.1.14 Message substitution attacks In certain protocols, a
man-in-the-m ddl e can substitute part or abl of a nessage. This is where a
real authentication chip is plugged infjg.a reusable clone chip within the
consunmabl e. The clone chip intercepts all nessages between the system and
t he aut hent i33di16 Bypasing the mddvdticaton ppreési Or m a nunber of substitution attacks.

Cons der 3 oS5 aq G pAR AR Ay AhARAELLALLAE i FAIIBI L byofiled t acker may

not be able to enerate a e to substitute
their own caﬁ’eévfem Begss dtoggthes; Wit theﬁ'endaaﬁamksrtfe§ﬁdﬁf§’evlﬁ‘%¥ M G g4 ong t he

I|nes of Yassnoheedsemeawedrc;emwu nmessage". Even if the return nessage is

ves, | recel vedooldieudoluh U ik g%%%aemmwm ol o Blehle Ryl € 1O

substitute the ori gl nal nessage ore send |&9 % WL @ ment back to
the ori gi nalPtEaRe&reusas casmabloiibp gpreubetcgiye &@mbé SFPBPEFPo conbat
nmessage subship. Thetcloormuthdnticaitok ship us 8 redl chib foRewaeﬂlsJecaewgnlh@é egsipualeethiaeay

gener at or Iguugndg%ym%g@pggmwpmer generator is used to generate keys,
there is the pot ial for_a clon mslnuf turet bt ai h enerat or
program or teo de‘g't? &“’fﬁﬁ’@"’?%?ﬁﬁﬂ%%@‘&‘&“ﬁgﬂea ﬁ){f“’s‘“?xg"“g '350\1‘6'61&&“”(El X Aren  the
security | alasbeenfsed holofcantientization (hinsepresomplishapinania apbestidatipn bypass vmw%aeqee#“[ 33].
AUTH2O AU O of condibbtish-afler dhe U off 8RR aimSkabig but Beforctbiblatieiidaion broodd! s REas (bieveiBy be

that there a}argd)probl ens in the authentication protocols that can allow a
bypass of th aut hentication process altogether. Wth these kinds of

attacks the key (g infanaysjaspimep ap e TKenruiy Fried e packs [2hipvolypdeenlacingdy s no need t o
recover |t aicrothastille@hip for a sGIEIRS TV Skte IWHeX St riberhpped pjhfpttemabkdipion &ejthaent | cat es

at power - W@ﬁ&mﬁg 3 ot s Ranki %Seeeraahnmmpornmrma@mp:fue&&%ab' e

consunmabl e one aut hent catl on ¢ %{) may neke use of real
aut hent i cat PEee 2faoppassigpte de s maieHE it TCH™n chip uses the real chip for
t he aut hent 38517 @Gurotdkibe attagkd t hen sinul ates the real authentication chips

state data aft erlfﬁe&b@lmovﬁﬁb%ﬁ%reﬁ&éﬂ&hﬁh@&t&b’ﬁ%@&k]ﬂﬁm&ﬂé&b@%& ©Bkgiobd S i f
t he system ut hent i

a C A cl one
b hont cat{Pb I SETo PRR I eI Iel (o TR SR n e D F Ry I8 by
si mul ati ng aéaqk%ﬁ@m@fch@mwée% Wa‘#&fe‘?"“fﬁéedﬂrg’étbei‘eytﬂﬂ\‘é“mﬁﬁﬁﬁib%%ut bef or e
t he aut hentgesphiclafingts 12 (06l @l witithe deRIEPhaL o the DK stA¥BT haveSdoailly @b/ TunéX988) i Nf anous

attack KNOWQ. a5 \Ga KPIVHEKY Db sl 'ne BAGoc) EhshiPhothelefBhact no a

m crocontroller chip for a 'sat V system en a subscrlber stopped
payi ng t he B eracking deyiees 1 @hof pROgiRle- syst em woul d send out a "di sabl e”
nmessage. Hdev ePhysivd Attacks i cr o-control l er would sinply detect this nessage

and not pass it Td¥oilo necksggﬁxu mrm&msagce‘hdah&ammusmmmBmaonlcmﬂm

€] telb Qlﬂ% t t th t
Car ot o1 b AL L S5801 By Py B Lo DL RISEL L. 11
garrote et@§0vaé#%¢@@#@zg“°lﬁ%§%ﬂwﬁﬁcr%ﬁyéﬁwwg@ﬁme’B‘?"ym mpl y for

princi pl e. 3B2as®eadak RODMKS are usual ly cheaper and easier than other efforts
at deducin gt he Iflﬁgégris sé?ed ﬂq{(ﬁaﬁm&%ead ﬁm@:wTi? ﬁbMQ&u thus be safely used to hold a public key

(for use in asymmetric cryptography), but not to hold a private key. In symmetric cryptography, a ROM is

completely insecure. Using a copyright text (such as a haiku) as the key is not sufficient, because we are

assuming that the cloning of the chip is occurring in a country where intellectual property is not respected.
3.8.2.2 Reverse engineering of chip

Reverse engineering of the chip is where an atiacker opens the chip and analyzes the circuitry, Once
the circuitry has been amalyzed the inner workings of the chip’s algorithm can be recovered.

Lucent Technologies have developed an active method [4] known as TOBIC (Two photon OBIC,
where OBIC stands for Optical Beam Induced Current), to image circuits. Developed primarily for static
RAM analysis, the process involves removing any back materials, polishing the back surface to 2 mirror
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people claimng to be involved with the devel opnent of the Din standard
have recently (May/June 1998) been naki ng noi ses on a variety of DVD
newsgroups to the effect they would like to help develop Divx specific
cracking devices - out of principle. 3.8.2 Physical Attacks The follow ng
attacks assune inplenentation of an authentication nmechanismin a silicon
chip that the attacker has physical access to. The first attack, Reading
ROM descri bes an attack when keys are .sjored in ROM while the renaining
attacks assune that a secret key is stored in Flash nenory. 3.8.2.1 Reading
ROMIf a ke;ﬁnﬁlsanstharfe@lsﬁgmgﬂa\mdstrfa@eameb:&itaﬁaﬁchvdéngtbiﬁpbojﬁcallﬁclﬁ@/h@a:rhdtdaals be
safely used {o.gtdca public key (for use in asymretric cryptography), but

not to hold a private key. In symetric¢ cryptograph a ROMis_ conpletely
i nsecure. Using & WW.WW@%G?@UWM é‘%‘“ﬁ"ﬁ‘é’yk‘@?‘ﬁ‘%‘ F ot

suf fi ci ent, dpetais@e werkiagsere Hesatsedrags therdibmd hesclemonasizepdes brike 39 Hep | s
occurring i &p@at%ﬂhédcréé@ﬁﬁsﬁeéd@&%}el yaihd 4@y, AM%E%M‘esﬂw%y{Sthoze&E%Bﬁchl Sis

3.8.2.2 Reverse engineer.l nlg Rever se engi neering of
where an at F3SERERE BPe? v ak&ﬁ?'ﬂ“eéﬁ?ﬂk“ﬁﬁﬁ‘ie}ﬁ‘?@s the circuitry. Once the
ci rcui try ha&2.pecsrpingstiepmtbaititatien proveser Wor ki ngs of the chip's algorithm can

be recovered. Luggifve ISRk 3GicRD DAKRALHEIQRGThoRIhe §5kh ¥R iREAAL [ 4] known
as TOBIC (T%DPﬁQOton OBI C, where OBIC stands for Optical Beam.l nduced

Current), ge circuits. Developed primarily for static RAM anal ysi s,
t he process i nvdftheseme chnpa) is pegd frppmiyupdcition betweer thd systemgerd 4 tyhidisiptemhe  back
surface to suhBAbdied chip, AdlHdnAbd chosumdble authddticdtotdnp s ma@%o&shﬁ%rfh@ﬁ‘dﬂ&rbd’b@ l'i ght

on the Sur f 46 ke XhlrAdaafBUS] 001 D bty AP AL K pfASEGROL 10

i nduce a rent e nineteénth century nmade a
f undament al ma&%%ﬁﬂﬁﬁw‘%ﬂ?%hb‘mdﬂewﬁfham{ﬂw vepuld pely hayg o trickjthg sysion A usieE henner
wor ki ngs  arrespirsee framihesysecubintiafionthie scheme, the schene is as good as broken

(39]. He stipubgl gt dibalenbdl? ﬁéﬁ@éﬂm@ﬂd&%ﬁﬁé&ﬁﬁm@%& darad ﬁ{ezdo@as]&ﬁ%t ﬁ%mc/hl QSI 2

result, the b r ot ect al.nst reverse en neerln 0

to make the™S Eaeé‘i”%%"ﬁ'g%sﬁlrﬁr'ﬁ“l" %"t’l‘f‘“‘“éedéng“ﬂé‘iﬁ V¥Rt hent i cati on
process |t anthenticative passssesiakelplich aimulating pavlendvan etanuf acturer has access to both
t he syst emasapc m&mf@m,ﬂesi gns. If the sane channel is used for

comuni cation b system and u d s em aut at.ion chip,
and a non-trusté cc‘)jr?gﬂmrfg I%ﬂraﬁﬁfm"’['fs%% |%d%4“g f °é£§é°{“°°°m% q%sgti'gl e for

t he non- t r (R8Y B chaagsiofsyiign RO emwafféheaow‘;#f efdmampﬁemﬁie@%ﬂﬂﬁemfoww in order
to obtain thesysearrect answer' If this is so, a clone manufacturer woul d

not have to det gEdfisiiforiidk Iﬁé’s&cﬂ‘ﬁkﬂnﬂmﬁg&eﬁé%:%gh& ol %ﬁdﬁ&oﬁ%ﬁeﬁy stem

into using the responses_from st em alt tion c
al ternati vé"q'r‘fﬁt‘q‘TB‘EFe‘b‘f“"’ﬁ% TRsTeregule prually Vﬁ@ﬁ‘i‘lﬁl,‘éft“f"ﬁ’i‘fagﬁ@b@%@gsu‘P?SF"luﬂ he same
net hod as tiska neificaial, sing it wardddynibelyoweoid lwerthoty ardSedd nenikdy B céstd.Gp eiamplobivi ng

si mul at ed lsﬁﬁ5mﬂifcﬁ%ﬁﬁ%le%&v§htafgﬂ€m@&ﬁguﬁépls)’m&ﬂﬂx‘éﬁd’tch t@auiugeeﬂted RAL VD

g;gf 2rsns es t ayers 1190' rg'g?o% ﬁ'eesf)‘H}l llaay'rgr!.s Qﬂwl?gg 1t shoy lgg)e te(?l}:a?hs 15 ngt o use cIOne c%!:gurlnzﬁ:?t ion of
but rather originals from the same companies simply targeted for sale in other countries).

3.8.2.5 Direct viewing of chip operation by conventional probing

If chip operation could be directly viewed using an STM (Scanning Tunnelling Microscope) or an
electron beam, the keys could be recorded as they are read from the internat non-volatile memory and loaded
into work registers.

These forms of conventional probing require direct access to the top or front sides of the IC while it
is powered. .
3.8.2.6 Direct viewing of the non-velatile memory

If the chip were sliced so that the floating-gates of thé Flash memory were exposed, without
discharging them, then the key could probably be viewed directly using an STM or SKM (Scanning Kelvin
Microscope).
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This kind of attack is where the systemitself is nodified to accept clone
consunabl es. The attack may be a change of system ROM a rewiring of the
consumabl e, or, taken to the extrene case, a conpletely clone system Note
that this kind of attack requires each |nd| vi dual systemto be nodified,

and would nost likely require the owner's gLonsent. There woul d usual ly
have to be a clear advantage for the consuner to undertake such a

nodi fication, since it would typically verd warranty and woul d nost |ikely
be costly. An exanple of such a nodification with a clear advantage to the
consumer is a sofffoyaterslsiag terhip ¢ titievalydtheut disskprging ghe eﬂtﬁSBb@mblpmyseibls Usiret 0

regi oln free Bl pysiistchiad, Iohﬂinﬁb(fd»cﬁse&bmh@et&ﬂg)n&tﬂﬁ&c&l Bedhantchipslistig WPt tO I
use clone c [ i.n mthe sane conpanles si mpl y
Ofisid %g%hﬁ@ o s} Earg MNe @ fgmgg .

targeted for_sale in o r-coun ect viewi ng of chip
operation by* nwmgﬁféﬂhtb%ﬁhﬁdbﬁs%ﬁhvaer ation could be directly

vi ewed using an $Mhdc(ebe guriahanggs W@iﬂhﬁb@ntMﬁa&ﬂ&@@?ﬂsmﬂﬁm@&wsﬂkﬁﬁgron beam
the keys couluglodG: b GEXORL. Js@a%&?nﬁe?veﬁ%ﬂ é%@e@u@%@é%& ek Lgeor} yolatile

menory and | gaded .into wor Feql st R |onafh‘prob| ng
Crequire dir Gt HeEUEEn proges Hé’eaﬁ‘dﬁs'&gmﬁ%@tm%eldﬁf@?dbtm%éml@emlpw it is

power ed. 3. 8le@lofd Br use idtastroioen Thepedbiique [89], oelopdd By AN, |1ﬁ:al[§EP[UAYP1do§ecohc|ﬂE1a§ﬁgi p were
sliced so tttffftuutmyz&b %%Is&goﬁ?égﬁér {a&ome%@t%nbemg iR ehﬁxeo%sﬁm W thout

dlscharglngcgg nh hen the key cou iTec y usi ng an
STM or SKM ("&c&H thﬁEj‘aT{&ht?la'rFme FHEEs ﬁf)’a thgt part ‘2%’%@%‘%r slicing
the chip to3tsﬂissViera1hekmtdmgltan:hargl ng the gates is probably

| mpossi bl . Usi N nouisi® ki Bice QJo@:?ﬁBs ShGlY ERGric I‘OBF[]amdelJog 49 SERAEHURGA | on

beam et chin or che cal chani olishin certainly

di schar ge t e 5 l?"&&‘s”%‘f‘ glgr{gﬁ&hgﬁ’fyqﬂqBd%pﬁtqqgmb%ﬁaggplacgdagevg 7 View ng
the |ight bmw'éﬂ’%?e‘t& chigy wislt thet reobe d pigreis foitfien @apasitoraAny ACsipehZowipe sensithat e, a
fmaI | f am)ugﬁze Zféi}eeblcﬂkﬁ dfpﬁdmﬂﬂWto'fﬁ\%b&muﬁﬂtﬁﬂca%aglof]gﬁcifsﬂelvil&?ﬂhé c'ﬁnentéfhﬁlgegfar e?t
oinfrare e serve 00Ki e cir ry from
the undersi go ofﬁﬁw&%‘}:ﬁ]ﬂ;}@a Wi fetlat NS &M }séléel"s’ 0(’:’%? @ ng?,parf‘tfﬁt"g"ybrl ght
enough to b'@"“d'é’tlﬁﬁtsé‘d“l’ﬂ’?“sﬁ’rghl y sensitive eqU| pent deveI oped for use in
astronony. 3339 tMahwingesa[ 89], devel oped by IBM is called PICA (Picosecond
I maging G rcui tyidRad }.‘lgc‘t:r&&cctréuftryt)&gtétfﬂQleq%ma%neﬁcs?grﬁsta?er vetrs t{ ﬂe? N, AL time t,

t hen wat chi, g L that regi ster .chan &P“% time. w )3'act val ue
at time t+n CBAaCrTPERE g B “% 2Bt copifigvacasyet infpraffiop t?&tlovvpﬂartfacwo

conpr om sed“’(’}w%‘“z‘% Vi ewi ng the keys usi ng an SEPM A non-invasi ve testing
devi ce, knoweer.laviewninplahtuaguE! ectric Potential M croscope (SEPM, allows

the direct vi ewEooq,,ngsgaP@o\tN&e,%wwr Ohll%]aﬁluct%a PmLmEe%%whc‘l;%%prgE%Mt Eﬂg@ﬁ@eyngst en

probe t hat net ers above obe and
circuit foﬂﬁeﬁ%hﬁﬁﬁ’&%é‘ﬂaﬁ? noisppatio, aatiackey g mopifopiitf difEerones ind g it may pasurybesh e
causes di s pioanenisgdverciter ciih of adov B0V bRERWO cinhéveal BRRREIaB: theley) Afackshe val ue
of the cur rs&ﬂ&s:&m(é‘lmﬁ%&ﬁ&d&m&@ ksl Mtude and phase of the AC signal,

t he signal the signal 15 part of the key then that part
i's comprom segl B% ?@W’F’Brl ng EM

This attack assumes introduction of a bit error by ionization, microwave radiation, or environmental

stress. In most cases such an error is more likely to adversely affect the chip (e.g. cause the program code to
crash) rather than cause beneficial changes which would reveal the key. Targeted faults such as ROM
overwrite, gate destruction etc. are far more likely to produce useful results.

3.8.2.12 Clock glitch attacks .

Chips are typically designed to properly operate within a certain clock speed range. Some attackers
aftempt to introduce faulis in logic by running the chip at extrémely high clock speeds or introduce a clock
glitch at a particular time for a particular duration [1]. The idea is to create race conditions where the circuitry
does not function properly. An example could be an AND gate that (because of race conditions) gates through
Inputl all the time instead of the AND of Input; and Input;.
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Whenever electronic circuitry operates, faint electromagnetic signals are
given off. Relatively inexpensive equi pnent can nonitor these signals and
coul d gi.ve enough information to allow an attacker to deduce the keys.
3.8.2.10 Viewng hid fluctuations Even if keys cannot be viewed, there is a
fluctuation in current whenever registers change state. If there is a high
enough signal to noise ratio, an attacker €an nonitor -the difference in Idd
that may occur when progranmm ng over eifsher a high or a low bit. The
change in Idd can reveal information about the key. Attacks such as these
have al ready beeH2ufteckerkepws fheinierna) srpeture ofthectbip, [ Bdan at@ms tointbducdBack Fapditans | al

Faul t Anal ysitBe chidctmoibd: &iGite aRSHHANRGutloh) iHeREMEVeAIRY linfBinadbn Blolit ¢ k&yQér idde worst

i oni zation, njgrowave radiation, or environmental stress. I'n nost cases
such an error i s re’likely to adversely affect the chip (e.g. cause the
progr am codd8243 Peyersupply #ttaghser t han cause beneficial changes which woul d
r;aveal th? key. Eﬁfa@&fcﬂﬁhn'EﬁglflchSlé]ii'dl@éks@%l,@%ﬂem%?&%&d%&gﬁ%&lhgthéé%&&rkUC][!?nh
etc. are fa . ce ul .results. 3.8. itc
ot L acks: oy P bl Sle b |8l SR G R 88 Pt oo i e Yl | L)
clock speed®ffeghitfhe sasppclock glishk raguotion of errppin the greputieryabeipatisuldr ipstrugtin.The il gi ¢ by
runni ng t heisehsiop tha CPEfdnt X0Rigythe laéy(di fr6:h ifing SRR LG e Bif-pokifidnle@.Sy&Hic Rstbiomsk

glitch at auD@dbildh intdihdibhn bR mdrePRELdafelt! @r duration [1]. The idea is to
Create race gi)g‘d&ti ons where the circuitry does not function properly. An
exanpl e coul W HOUH™ MR ¢ that (because of race conditions) gates

t hrough | nput| Saigle bitshiee ROMren bavs¢redtdn wing b her dDmefosdopillf to eitherd od Nput =.

AUTH20- AU Odependilch e b 8 A6t b ROW Bonbliidu 1oy B { ifllatler R N 1 .

they can atte o introduce race conditjons e correct nment in the
al gorithm e&ttmecg%%’l%aﬁ',ge at%r“%‘ﬁ@m?pé?/%‘ﬁf’?ﬂﬁm?“ﬁlfj‘ﬁ‘fpn‘ﬁﬁr P © e desiRation?l® (or in the
WOr st cas eresisteh manifen Il the targdt fuytructin ig chpsed Grelfubiyvitmag g inphedeyt tmioksvebls t ead  of
creati ng a 3pasudiffnglHEPROMAGKL S| gnal , attackers can al so produce glitches
in the power s I e the power is increased or decreased to be
out si de the wor ﬁ%ﬁ%cgéﬁ??kwmﬁ%ﬁ%ge range. The net effect is the sane as
a clock gli%tch 3hosesimslesen fhetRObhaterks exgepigiat thefaservattepiorosgene tsrbnigfic can boaged focul ar
i nstruction. Theoth @aad redctindi@iufl bi@PThisRRes@iikh dréa@FecopeiRitdnss of hisdite@isa ofor . f rom
shifting the datdlgon%g bit-position etc. Specific instructions are targeted
so that informatlon about the key is revealed. 3.8.2.14 Overwiting ROM
Single bitd in ewenrcenprogranmingef gptog g Ardpspriyecin [8Zsnd (3P sifecased ¢eemos cope
[1], to either BeamranChangdepesigidapositng eléchens SIS Rarize b e rekt@fthdircditcanstthe ROM
cont ai NS i NSt I UgidbANS destrlbed Y1105 Badi _aaﬂ%wwo&;&rgﬁ.@mm@ oAl 1o change
~aconditional jump to a non-conditional junp, or perhaps change the
destination of a °Fyé_gi ster transfer. . |If the target instruction is chosen
car ef ul | y, 3BE-LhEste desiEustien i n t he key being revealed 3.8.2.15 Mdifying
EEPROM Fl ash Thasiersd bidaibssiedoitied th iiPscisivh ot 185) Goik@Sp on FhdSufi@ars Edtiyp@h t O the
ROM at t ack i, @6 hhant dfnahl ookl Bl aofelbd S5 MoGLOPERRA ALDUANE4GRY P USEd
IV s g g

to both set .and reset individual bits. I ves nmuc reater scope in
in? tF f‘“(ﬁlﬁ 1iware impiementation of a known block cipher (DES). The net effect of the attack

terns of nf§
was to force a particular bit of a register to be "stuck”. Biham and Shamir described the effect of forcing a
particular register to be affected in this way - the least significant bit of the output from the round function is

set to 0. Comparing the 6 least significant bits of the left half and the right half can recover several bits of the

key. Damaging a number of chips in this way can reveal enough information about the key to make complete
key recovery easy.

An encryption chip m-odiﬁed in this way will have the property that encryption and decryption will
no longer be inverses,
3.3.2.17 Overwrite attacks .

Instead of trying to read the Flash memory, an attacker may simply set a single bit by use of a laser
cutter microscope. Although the attacker doesn kuow the previous value, they know the new value. If the
chip still works, the bit’s original state must be the same as the new state. I the chip doesn work any longer,
the bit’s original state must be the logical NOT of the current state. An attacker can perform this attack on
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al gorithns. Electron beam programm ng of floating gates. As described in
(87] and [32], a focused electron beam can change a gate by depositing
electrons onto it. Damage to the rest of the circuit can be avoided, as
described in [31]. This attack is potentially able to work agai nst
mul-ti-level flash nenory. 3.8.2.16 Gate destruction Anderson and Kuhn
descri bed the runp session of the 1997 worRshop on Fast Software Encryption
[1], where Bi ham and Shamir presented am4attack on DES. The attack was to
use a laser cutter to destroy an individual gate in the hardware

i mpl enent at i bipef ths kevrgar ghtaip the a-kit kel pring pt nfoRFES)ips (Fthencrbl mfhbdibioldbit, smbe at t ack
was to for cehifispabdiieabadeRiiting@e nét Gggi Ster to be "stuck". Biham and Shamir
descri bed tr}%zq fl‘esFtlrc [réftgrm ng a particular register to be affected in
this way - the eas‘f ffcant bit of the output fromthe round function

is set to 0. CoMptehingepntaisdest@irjuitry specifichllyrdpsignesiandheck for manofectiringdefead. Thihal f  and
tEe ri ght E&icfude@ﬂllST (BRAQY SIF TSO U séhh péais t@n@éﬁeﬁ BscanlpfRbs. mmﬁm%cﬁdeﬂkb@?@r of
chips in thi ea ugh mati on about the ke

o8 B SR 3 S AR s e R R bl SulS el B 1

conpl ete Kkey recover
have the pr BﬁéPﬁveW“%HWWWW§W@BWWﬁ on"will no longer be
i nverses. 3.8.2. nc?tcmmywronenamateaaﬁmchapsas@&ebdafmanﬁfyduﬁ&t&se ih @aelcatddsy Fl ash

nenmory, an ﬁB&.ﬂ%&E‘&Iﬁ OB NnoSloh Pt v hip %d%Je atQéertlﬁéeéeMsﬁn S%Eom?ect'm%fe ;, cutter

m croscope. | gg the attacker doesn now pfew ous va t hey
know t he neffH @erreemplal  chip still wor ks, the bit's original state nust
be the saned&d!tMenoncwmatemee. |f the chip doesnt wor k any | onger, the

bit's original waﬁﬁﬁeMRQQl&Meﬂﬂﬁ%@Lastﬂge&ﬂ?ﬂ SRR, doito@bdin AN
attacker c emu m@thjs -24 each bit of the key

and obt ai n R §’f’%‘6’ @F%‘?@%@mﬂb"g PYYet on ISR PIBTHORHE ¥Rod t he
old bit, a rﬁwmtew (fprspxmte wogkingfegisss).fand thel gttemptth raadnley viliecromddAM. Bhig aftack
3.8.2.18 T%hoﬁﬁs&fﬂﬂé&hﬁtﬁcﬁf‘@ﬁéﬁ: Mve&@ﬁ]ﬁm&ﬁh@la&ﬁgﬁmﬁéﬁﬁw iyr[ﬁ where

speci ficall t.0 f or manuf a def I ncl udes
AT (Bt TARZ A G Righed Yl el AL ARy L R R DR L g
test circui®Pgd ﬁ?@%‘ﬁé@%&%@%ﬁy @mﬁq%ﬁdweﬁe&mmx@md migeve the key btsmseembedded
| at ches. | nhesalin@peigés the test circuitry could potentially be wused to

gi ve infor ngtipendRibaipe. contents of particular registers. Test
circuitry is of fg”s di sabl ed once the chlt? has passed all manufacturing
tests: in some CASEE°RPUbHohterd 4 e phop o %H‘Eﬁé’bﬁhlpo‘ﬁcl\ﬂf'f‘ﬁ??ﬁgfsl’?@“éﬁl p. A
det er mi ned examingdik terms of vemiGications focgewrity dould plis be ddie. Foesdmplecif infomiatimys and hence
enable it. pﬁg&ﬁedlx@otﬁ&ﬁmn\éwéee%ﬂm%%ﬂéﬁe&?s%& mmnﬁeé}/whwagma%% the

power has 0 0. n ough to be
consi der edlﬂﬁgﬁ t,\?,? T at %Jﬂsm%]fém%fl%glﬁ'gr Ydd °g%lpésﬁ8{?’é8‘5%‘5(é$$5‘?98%°“§%nlﬂ’§? P"feve

i nf or mat i oRTOHAEMpEda%s it giyspptitagkeraey lminiof Fhovicakedwntpge® wor ki ng regi sters), and
then att enps.2edTropadertevetackal ue from RAM This attack is nmost useful

agai nst .securi tXtMéﬁ%aBﬂ&&ca&ﬂXﬁps&ﬁ&%&é%& gé:reté%%ll;%§§!mcat‘t&§e§npl eis

ted b t t t
pover - Shut BB PR relinel e e L SR Pl b TP i s

especially built the clone chip so that it looks and behaves just like a real authentication chip, but will give the

key out to the atiacker when a special attacker-known command is issued to the chip. Of course the attacker
must have access to the chip after the programming has taken place, as well as physical access to add the

Trojan horse anthentication chip to the genuine chips.

SUMMARY OF THE INVENTION

This invention is a validation protocol for determining whether an untrusted authentication chip is
valid, or not, including the steps of:

(enerating a secret random number and calculating a signature for the random number using a
signature function, in a trusted authentication chip;

Encrypting the random number-and the signature with a symmetric enéryption function using a first
key, in the trusted authentication chip;
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opened. The attacker was able to sinply open the case, renove the RAM
chips, and retrieve the key because the values persisted 3.8.2.20 Chip
theft attack If there are a nunber of stages in the lifetinme of an

aut henti cation chip, each of these stages nust be examned in terns of

ram fications for security should chips beostolen. For exanple, if
information is programmed into the chip in stages, theft of a chip between
stages may allow an attacker to have accgss to key information or reduced
efforts for attack Simlarly, if a chipis stolen directly after
manuf act ure but Baspiegtes engrypied rapdawrinvreper agkbsingatire froph thetrusted agthenticetice chirtman | 0gi ca

or physi cal eeddudeBtsacBp;2. 21 Troj an horse attack At sone stage the

thenticati I.pS..must b d with a . t key. S .
aut hentication chips.nust be &)r%%grﬁ%ﬁn%\s/l a‘H@eacre mlch?%umlfj g%ﬁf]%nof

attacker builds & ¢fone AT ReRrRn
chi ps to be tsiBtienimthapnnppdantienticstivoshiphas  especial |y built the clone chip

so that it | OOkSCﬂﬁdﬁ@th@ﬂé&&f&r'&h‘é%e&ﬁt ot Rdber@io R BbdafuRtifknOdn, Gl thed, DU Wi | |
give the key 9 tautgeg%%gbgch@t_tacker en a speci al attacker-known conmand is
issued to the chip. ¢ co_u'?"se the attacker nust have access to the chip
after the prograftFHPAES e st ssirulstedie the unirystedenthentpatiopipiith i signewre desrypted add
the Troj an hor Sk tuichaiat thaab figiuestiaph, eopif 1E ARHbERaRbh Riber SMVARY OF THE
| NVENTI ON Thy, Sl j i:S. & i i 0 r ot | for term ni ng whet her
an untruste aﬁ%‘ﬁéﬁﬁdggﬁf%% c %/%L‘!logﬁgvag?fﬁ'?mgg%ﬁlgt"?s(?ﬁdﬁ% WA Phe steps of
Generating a sectEPrinafeatirn aHbeby dngmesrieernmtionfncionasing heserend kivolr the he

r andom nunbewstedigithergicagiorsdhignat ure function, in a trusted authentication chip;

ENCTYPLing the renfiailh A0 Rhaoddnde ErcS bR\ seihd 10y, § BRI fuichilhe T YDLT ON

function using a first key, in the tru aut henti'cation chip; H2O AU
0 -25 Passf ¢ the encrypted random nunber and signature fromthe trusted
aut henti cati on dnfhpevens thatthe twprndens watlersrméryred usingalteiseomd &tyinpich, Dawideyimttheng t he
encrypted ranaRaaibabn Aipthisvgrat ure with a symmetric decryption function
using the first in.t.he untrusted.authentication chip; Calculating a
signature for the §e§r°°fsb1?egﬁedﬁeélﬁ otﬁqsaﬁﬁer’r‘ﬂ""é‘ 0"13@?%?68?1 ‘gsi gnature function, in
the untrusted dJttHekwsadheldinbok e gustedandpatnityiguthdyticatin gipst and musthg keptseated i n
the untrusted aThdrerdtr saibirany Blpbqeraiad énly ik HemSkddhp] itthe1dbe SttRhdyd seedell Witk he

event that ddiirekWRiaPoROaliaf % MR albn SRS MRk Ut R HREL VRLES LRRRRM Nunber

by the symretr encryption tunction using a“second key an rning it
to the trusted W‘f“%(c(?&“f’ipbfﬂ"%‘f‘?imﬁ’,’beéﬂe FHRS t he random nunber by the
symet ri ¢ encr y ke sppmdtigriednipdincimminaybethkid odycig G ahtksted chip. N t he  trust ed
econ Koy o LS o R Ml R T B e Lo
" andom numsae & Sk At o ERkort Borrioe Fams B 5 t he
untrust ed AFEAETER 8X08 YReEn] hampgn BE ofesperaging aOpliskiepisdy @t deri ng t he
unt rust ed aut heApicecfiriciun mafbefhel enliethé wlitastcl chip to test the decrypted random number and
signature. It may retum the random ntmber encrypted with the second key if a signature calculated from the
decrypted random number matches the decrypted signature. Otherwise it may return 0, which indicates the
chip is invalid. The time taken to return O must be identical for all bad inputs. The time taken to return the
random number encrypted with the second key must be the same for all good inputs.
A test function may be held only in the trusted chip and it may return 1 and advance the random
number if the untrusted chip is valid. Otherwise it may return 0. The time taken to return O must be identical
for all bad inputs. The time taken to return 1 must be identical for all good inputs.
This protocol may be used to determine the physical presence of a valid authentication chip. In this
case a system may call the trusted chip to generate a random number, then call the prove function in the
untrusted chip, and finally call the test function in the trusted chip. The untrusted chip may be associated with
a consumable so that validation of the untrusted chip authenticates the consumable.
The invention also concerns a validation system for performing the method, including a trusted
authentication chip and an untrusted authentication chip.
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The two keys are held in both the trusted and untrusted authentication

chi ps, and nust be kept secret. The random nunber may be generated only in
the trusted chip, it should be secret and be seeded with a different
initiral value each tinme. A new random nunber may be generated after each
successful validation. The symetric encrépt function may be held in both
chips. The symmetric decrypt function may be held only in the untrusted
chip. The signature function may be hel thgin both chips to generate digital
signatures. The digital signature nust be |ong enough to counter the
chances of soneols tyeadewtienticaiyn ehiprigphde Arasdogmarbor senerabf @ syourktsic dnaryibe

preferred smzlamngluwo@@ms@mmgﬁimgmm M@t@nof generating a valid
signature by random

ve fung e held, only in the untrusted
chip to test theghﬁec"rui’/teﬁit% G ifﬁﬁéf%ﬁ?ﬁceﬁ?%qﬁfnﬁﬁ%wq“?mﬁﬂ?a?déf’%rn t he
random nunb&ereeae iy frese nspnstend digatere frastioh, 4y prove fimction g rstilur dscrmpeed esirgdt ed f r om
the decryptietkey @@ ambndiaboipEBlhi®ssedoikefecr ypt ed signature. Qtherwise it

may return O, h s .invali nto
return O nust be |%m%11?¥}cgﬁlte$}%reéa WMBOI}HE“ Ym°”r°r?5‘b’ﬁ-g?fb°f€’°§kn§?1we¥eﬁg? eturn the
r andom nu nbg?“eé??&’l“?ﬁtbwhW@H“‘bqﬂ@a@e%BOﬂkws Faydeve e saui intemalveucfugyor 4yl good

i nputs. A testbeflifret.i on may be held only in the trusted chip and it may

return | and advgpg%ngogg“ﬁgm%gam if the untrusted chip is valid.
QO herwise it may_return 0. The tine taken to return O nmust be identical

for all bad |ani‘Eh%5°°“\*|'i'a'S o PPéer%'R@ﬁ“‘tgéheﬁ'é'FEﬁcW&metThb@nﬁWWaﬁ nofedgr g |

good i nput sis enfiypisl, 50 that GO reveEiyd dovng i @thehtivaticiefre ksl ne t he physical presence

of @ valid aut NoplukdeR} daidedolli sfabicofyafulis e Eﬁ%u%x BifBlon 6Bleks, AN LTSt ed
rove ct

chip to genergtear domnu hen ca on in the

untrust ed BT ampyeer Fqn ity 0"&%11841&1?%4@%“&@?&?%%%@%@@@%@#@ BRi p. The
ent rust ed chdopl ey trdorassari taé edseviett lrtackaTie eanduimabbetontyadaivad with avalichadn, on of

t he untrustsed.emlk@aaymﬁ%uﬁam%h&éaﬁ‘ex&%ﬁumb' e. The invention also
concerns a vali qﬁtl pn for “’P%[ gr m ng’fst he thod including a trust ed
aut henti cati on rﬁnreﬁ% o O HEREETRT d’ﬁm‘éﬁ Rynterh BFARSRSE -26
The trustedrmwfﬁwq%fﬁd@ﬁmpcmmd udes a random nunber generator, a
Symmetric encry PleeGi a nhrkbaCE welidottiRi@nid e PG hed kit AborkbRe kb PRy and a
si.gnature fﬁﬂ%ﬁ&&mlb&g% e H&tagﬂm%t%g%o; gation chip includes a symetric

encryption and ecréF gs unctl on secret keys for these
functions, and F P PGPS “ddop 5peasy autieptivatiop tpdes tagenders pumist o
decrypt ed ergvengs tp hﬂaf bastd symmpeticeryyp@graphy. Siguagte funatiodedndsymmerriy/qptrggion iponitigmst he

second kequﬁﬂh&w&%&iaﬁw&gm@éw&aﬁyﬁaﬁmm ohﬁm§0ftwafe hardware or a
conbi nati on of

t
aut henti cati on %:) hmysg‘o %mﬁ" et e"rcﬁf/""ﬁ%"\?sém@ﬁ‘g bﬁl”fses]”Ferf’f %?F?‘ﬁé?‘fbﬂ‘f‘ e, or
they may K& ”éﬁ°F%rAé?fP‘m““TH%‘2?‘Pi‘§@HPﬁ°B¢? aM@Hthmwlfqrmgcm ages: The
secret keys ar ehnnotheragueat ﬁ%@u&lam@ﬁuh&yadﬂi&eﬂhhﬁﬁgmewnm The tinme

var y' ng r amdﬁmgys Valld,sthe%gsgcl;ny &'e a tﬁ:gtedtam%néa{' 03 cl"xsp angt urn %g augfnucagr I ng the

aut henti ca gus gess An attacker cannot ues for the
i nput and tﬁﬁ {5f auhRRsicatippqip dncudsp 2 ‘Bﬁ‘dﬁ'&é@%”e’gﬁﬂ?ﬂ‘“’éf EY&E’&‘E‘F e”é%ﬂi‘iﬁ’b‘?‘“"&‘&l | Prove
wi t hout a apdivodeys fentiofmetionrdsmatanfinctongudit test Bucpai The enpstadpitadticstor bhit he fir st

key. The ﬁ&ﬁ&ﬂdynk&ﬁcb&xybm&ﬁfd&%n&%&ﬁﬁ B hwolkEys for mgﬁ.saao&s%guaa&é ack. The

random nunhe vmthavalldat on the first key al so not
suscept i b[%n "‘0"7"’-“‘5&/ osen r%v?%ﬁonoperatestodecryptarandomnumberan s:gnatu.n%/

enczypted using the first key by the trusted authenticetion chip, and to calculate another signature from the

O

decrypted random number, for comparison with the decrypted one, and in the event that the comparison is
successful to encrypt the random number with the second key and send it back. The test function in the trusted
chip then operates to gencrate an encrypted version of the random number using the second key and to
compare it with the received version to validate the untrusted chip.
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The systemis easy to design, especially in |ow cost systens such as ink
jet printers, as no encryption or decryption is required outside of the
chi ps, There are a nunber of well-docunented and cryptanal yzed synmetric
algorithns to choose fromfor inplenentation, including patent-free and

| i cense-free solutions. A w de range of signature functions exists, from
message aut hentication codes to random nuntfer sequences to key-based
symmetric cryptography. Signature functigns and symretric encryption
algorithns require fewer gates and are easier to verify than asymetric

al gorithns. Byief Deseripienof the Peavimgy synmetric encryption does not have to be as
large as for an agyNERbainew Gkt hrGingk@pleuBth@ioht hm A m ni mum of 128 bits

can provide appr%)grziisq’:tdgtaﬁoec&éjr: tiotr::ioo leéaégﬁeh{ii c encryption. |In another

aspect the invention s ay P8P det ermi ni ng whet her an
untrusted aut heris Ziag dais fow fiisgpmifer Progekdl 81. t he systemincluding a trusted
aut henti cati on clrign gl @bw dliptaisPREARL hentication chip. The trusted

aut henti cation chjp..nclyd a do unber generator, a symetric
encryption functi 5h'saandhj°tw\%/('s)aglﬁné£/°§ TP lJtahe function, a signature. function

and a test funct Figrfis s lemdissamde read poeticaliasitedretaeiiCh i ncl udes a symmetric
encryption and deigraigdaefov digkiif® RaddtlentiodBonleadsProload ch.hese functions, a

signature functggn, ion. The 0 function operates to
decrypt a random%u%@?ggﬁﬁéﬁéﬁ’éﬁﬁg&&gﬁtﬁﬁ gg’[off}s{fe‘%g the first key by the

trusted authent i E&tiisdhlogkiagram gfa6q-bit seasimaliperiod EFR Tepionenumber ggiesttelr e fr om t he
decrypt ed r andonfFiguéiseblockfiagrarcafapiackifiBedn Wit h t he decrypted one, and in the

event that the cguRpkhSRE: di SHGEeSIbdtionie, ENCrypt the random number with
t he second key an it. back, The tes%nl?%_ncti gn in the trusted chip

! d ienp [ .
then operat es t o §&HEP BYou dagram plap ovspiaspMOS iSSP v 23 LIepSiSRB I IFer  usi ng

t he second KessptionfiesofKie.- lconpare it with the received version to validate the

untrust ed -chi p. AUTHRA A dderan & farkiirtie lambeP &ibdoR fide O FiD 11 hdMRinDRSNERIS F1 9. 1
is a data f&%%ﬂheggg%@for single chip authentication. - Fig.2 I's a data
fl ow di agram tor oubl e chi p authentication. Fig. 3 is a data flow diagram

for Protocol Pl Fig=j4jsa circyitdiagrangjefithy nerpng) REBiimplgnegiatinofa QMQRimesk. P2. Fig-5 is a
data flow di agr amg. f5a¢ voltie@tubenddiagR®. forltie Gansiork & 8 CRIBE BvdrkeFigliagr am for read
aut henti cation ysi pg R o rEti G (o hS A data . fl di agram for read
aut hent i cati on Uq?l n _5&%%%%%“1 ‘gﬂ‘.“'mgf"g'?m%‘aé“’%"% "8‘_‘3]{‘35""12|°§}v§56‘1"5"%?am for read
aut henti cati on J%& HE mpedinerdippraplor thetragsistogs of &e GMQS igveper gfEigytam of a 160- bi t
maxi mal - peri od LFSR random nunber generator. Fig. 10 is a block diagram of

a clock fi lgmitmMmoDeEgor tdr INvERTION! CUi t di agram of a tanper detection |ine.
Fig. 12 is a |layout diagram of an oversize nMOS transi stor used as test

transistors in the tanper detection line of Fig. 11. Fig. 13 is acircuit
di agram of 4yar t REPUrPRBs: apper detection line of Fig. 11 including XOR gates
bet ween t he two Epgindxshutidns 1g the frdbldnSof sut@titibg donstthBR VA tRfcallyh@ied@pieks FET

i mpl enent atci)@ﬁhggﬁysi@al Mgl ﬂ%ﬁ((e{' 855 does not stop home refill operations or clone manufacture in

countries with weak industrial property protection. Consequently a much higher level of protection is
required.

The authentication mechanism is thercfore built into an authentication chip that is embedded in the
consumable and allows a system to authenticate that consumable securely and easily. Limiting ourselves to
the system authenticating consumables (we don't consider the consumable authenticating the system), two
levels of protection can be considered:

Presence Only Authentication;
This is where only the presence of an authentication chip is tested. The authentication chip can be
removed and used in other consumables as long as be used indefinitely.
Consumable Lifetime Authéntication:
This is where not only is the presence of the authentication chip tested for, but also the authentication
\ chip must only last the lifetime of the consumable. For the chip to be re-used it must be completely
erased and reprogrammed,
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Fig. 15 is voltage/current diagramfor the transistors of the CMOS inverter
of -Fig. 14. Fig. 16 is a circuit diagramof the FET inplenentation of a
non-flashing CMOS inverter. Fig. 17 is inpedance diagramfor the
transistors of the CMOS inverter of Fig. 16. BEST MODES OF THE | NVENTI ON 4
Requi renents Existing solutions to the problem of authenticating
consumabl es have typically relied on paten?s covering physical packaging.
However this does not stop hone refill @perations or clone manufacture in
countries with weak industrial property protection. Consequently a nuch

hi gher | evel of pheavadeveks ofiprofestion addegss Hifferent redliremeats Weans piinailyicomenwdwittani sm i s

therefo [) ;a bonJasEmdhl@l@ehﬁ@au@a‘eﬂhEﬁSﬂt%&@e“o 109edw;§Jns dfﬁlg@mggﬁﬁrlﬂbﬁs s | 4
consumabl e and a stemto_au umabl e securely an
easily. Linm%P ﬁag \rg@’@ﬁ\[}‘i,‘!sefube stag ﬁlg’“gﬂ§*§lta W‘?Flf %“%ﬁﬂsllﬁbrﬂ’gdl% 8s (we
dont consi dePtCchéa(@mn@Mt@eauﬂtM4¢mM¢@emh®nsy§mmmmaPrtsewel s of
protection @apaeneavsdgered: Pr esence Only Authentication: This is where
only the presencg. of an aut hentj cat i chip is tested. The aythentication
chip can be reng S AT g‘i % 'Btﬁéﬂr%dd’fag ac?’fa'ie(ﬁ??@deagseﬂaé"’WSed
i ndefinitel Wef@bm&mmemmm@vmmmmpmm| cation: This is where not only is
t he presencerof Akmnédéidaenti cation chip tested for but al so the
aut henti cati on el TS ti h Q .e. For the
chip to be re- us)rﬂﬂé!m'{a’fe B & emsaf%'ibo%p%cmera an El?gl&g%”“ m ca n,&UTHZO AU
O -281lle f%chdmlcgseefﬁssﬁ%wmwmls Véﬁ@ﬂ‘éﬁ@ﬁ@“?‘éﬁﬂﬂ?@@mnts Ve are
primarily cameerdbecvhie thhcon.ﬁ‘amum{ham&ateﬁﬁhym Bdil bRApIE, it Gabtin@Bssdnfoaival@r t 0
prevent cl og,%ngay g§&>9@§ ﬁ)fsbJ}Hgde%é of&&é mables. In this case, each

i ate. In orrra I

chip shoul d hold, Secure st on a out the consunabl e being

aut henti cated | tFoSHEHFL e bmisation Hemytt bopstushts b atirtindip kpvsi@bhent i cati on
chi p coul d ey Ea@orsmuabla Yifgimt weitrticaion v glst tepdigbeassitedesmuniata onkly came from

aut hent i cat ﬁ%&&@a&ncﬂ?%'ﬂfaﬁm&e&(}ﬁaﬁ% .bapﬁ%ae@amom%aﬂa&p AR
integrity ahasdb mapu d%asta‘ﬂer:wes are gg i eer edot % ar at e ofaf Mammq,e
sections sunmmarize requi T enent's of  each: CRY e (TOP PLHTFRY

aut hent i cat¥®# r equi rements for both Presence Only and Consunmabl e Lifetine
aut henticati on adishot ehdgt t6 prévicen dufbertitiBonGREBE dH is RecrBi)iSIiBInd UbdtUdwi sEaardey N

consumabl ©-noffs Rk kP BRAEI it L85 ARk AULOEL! LSRN 00 008" © he

consunmabl e al so aut henti ca I ot necessary
fora valid a“?%?ﬁé?“&ﬁ??#.“ﬂbbévﬁw&hs@ﬁ%‘h?%‘“@vﬁ%. ng used inavalid
phot ocopi er. FoilheRptenizaive sdimieysed byt tieambdntaton oy shavtl baresiftantye defkahy fogichl t hat an

aut hent i catpleghs. m@aanfﬂu%fmm&ﬁénk.ye B RIHY do oheQf mcOBAgTRDI € Lifetine
aut henti cation so need to be asaured that state data actually cane

from the aut hen’fpaséglf?“(’)hﬁmﬁar‘f?“ﬁm%wgf it has not been altered en route.
These i ssues cafibtae thixecrs bqydy fatced deduiion, ® thahary queitiorsrabwemwerkd er ed has a new

source, and if t&&nawba@mgamqm@ﬁmgaﬂg%aﬁdmémegu&%&}@%@Jm@é teration

nn
cannot be sett ey gwethenghtanswertoeachquesnou.

The logical attack styles and the forms they take are detailed in Section 3.8.1,

The algorithm should have a flat keyspace, allowing any random bit string of the required length to
be a possible key. There should be no weak keys.

The examination of a solution to the requirernent of authentication is examined in Section 5.
42 Data Storage Integrity

Although authentication protocols take care of ensuring data integrity in commumicated messages,
data storage integrity is also required. Two kinds of data must be stored within the authentication chip:
. Authentication data, such as secret keys
. Consumable state data, such as serial numbers, and media remaining etc.

The access requirements of these two data types differ greatly. The authentication chip therefore
requires a storage/access control mechanism that allows for the integrity requirements of each type.

The examination of a solution to the requirement of data storage integrity is examined in Section 7,
aithough the requirements of the two kinds of data are examined briefly here.
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It is not enough to provide an authentication nethod that is secret,
relying on a hone-brew security nethod that has not been scrutinized by
security experts. The primary requirement therefore is to provide
aut henti cation by neans that have withstood the scrutiny of experts. The
aut henti cati on schene used by the authentication chip should be resistant
to defeat by logical neans. Logical types_of attack are extensive, and
attenpt to do one of three things: Bypagss the authentication process
al together Obtain the secret key by force or deduction, so that any
question carfde authpaticatidn D44 nd enough about the nature of the '
the right ansy q“?‘“““&ﬁ"ﬁdms%mt e b O e Vet or
e right ans 0, eac uest i ogi cal attac es an e forns
they take ar ev\% E“m%"(’% fglﬁc é‘? °5P‘b‘8’f"l“f’tt‘i’f‘r?°§‘?\;‘8"ﬂl USRSy £ 1 at
keyspace, allqwbﬂgs%yo 'Pe&m}eﬂﬁ@lnpn-@lanlp mgmcmsf Thelzathent@afion sobshe fseqyhsdblafe be a
possi bl e keysukl e &ysﬂwte@bmdmpdeu@ads b EYSmandtitBurify prIdds 18 ledpOin® for SsuSiy UL 1 ON
to the requiy ec&%ft Ewem' a.tlonls examned 1n Section 5. 4.2 Data
Storage Integrit hou I’lafll ®ati on protocol s take care of ensuring
data integrity i eé’éﬁ‘rﬁﬁﬁﬁ?“é‘&iﬁeﬂéomyag@sm mj bedargetepquetyehald theagpessary keysgnda| so
required. Tydrelihitxthationds nfiithiad byt buthricRofreebodi t hi n t he aut hentication chip:
Aut henti cat ,9R dé‘&n@umaﬁ%@eﬁﬁasecret keys Consumabl e state data, such as
serial nunbers, medi a renmai ning etc. The access requirements of these
two data types d?"F‘T“E‘f‘ legfa@éﬁ“}?“bwd&ﬂ?ﬁ%ﬁﬂqw@&ﬁ%rpeeqﬁwWWEF@\‘W&‘heFeqw res
a storaget avdidsdffgatuntsrs of@cvfithess typds bialhta pduds.ows for the integrity
requi renent g of ,@% ype. The exam nation of a solution to the requirenent
of data storage |nt e'%mty is examned in Section 7, although the
requi rement$ of B ki nds of data are exam ned briefly here. AUTH2O AU
0 -29 4.2.4 Autteesdngamlyi on Dat a Aut hentication data nust remain

confidenti aﬁmdbﬁlyneeq&lk&sgﬁe&&egr h@d&nﬂ? z&i&ﬁi‘?@ﬁ%& Irc%:g.ing*nﬁsta e of the chip's

manuf act uri ng/ progra sta t M then on must
not be pernitted to F}g Wg"’f’ ?Pﬁp%ld“"tf’fa"ﬁ’ﬁfgpcﬁaéger%‘é’flgﬁsaﬂfﬁ'i‘BﬂWFﬁ@sr ead
from non-vol ati | e nmemesopsumabledateh dnlenstandseral mmbeaschene is responsi bl e for

ensuring tMa&watecanmtmc%géaﬁéﬂaﬁdmwm(iﬁ%m%@mstﬁﬂﬂmé ReicARBhaghdr | NY

process is responsib| eug‘eg&

cannot be obt al ned .by
physi cal means. The Sizé ofaﬁgfﬁéﬁé’d%ﬁ‘% Flc'?fjf‘“gr‘?mﬂ%f“é““ﬁ’ﬁﬁ“ﬂf’ g'éf"eﬁust be
| ar ge enough t o hol ddirgdbetiEEned e yonpumglie. mﬂWM@é{stwmmmfP@moa@omndat ed
by the authenti cati ohe qoiisehabe.ahSonlykeqliredefORiA tid ERdIL Bat Phabsto tdtRinGROGHABD] €

Z:)glt ?cg? |t gncatn hgsedlﬂémqg%bﬁ%ﬁﬁ %?‘éajrl\%“ [Jrllna\r%er st%%gzwm‘%%&fwi%geea@wm%gg of -
data itens. Read Oﬂ\% any placker offy poteariallrsheagesaia figlds of fhis typee Hip deta fype stpyldgotneeds to
be stored in the chileusdiorsaeget nforreationt aud toust bervgrsideraigsannai Ng st age of t he

chip's Decrement Only data is used to count down the availability of consumable resources. A photocopier’s toner
' cartridge, for example, may store the amount of toner remaining as a Decrement Only data
item. An ink cartridge for a color printer may store the amount of each ink color as a
Decrement Only data item, requiring three (one for each of Cyan, Magenta, and Yellow), or
€ven as many as five or six Decrement Only data items. The requirement for this kind of
data item is that once programmed with an initial value at the manufacturing/programming
stage, it can only reduce in value. Once it reaches the minimum value, it cannot decrement
any further. The Decrement Only data item is only required by Consumable Lifetime
authentication.
Note that the size of the consumable state data storage required is only for that information required
to be authenticated. Information which would be of no use to an attacker, such as ink eolor-curve
characteristics or ink viscosity do not have to be stored in the secure state data memory area of the

authentication chip.
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life, but fromthen on should not be allowed to change. Exanples of Read
Only data itens are consumabl e batch nunbers and serial nunbers. Read
Wlte data is changeable state information, for exanple, the last tinme the
partilcul ar consunmable was used. ReadWite data itens can be read and
witten an unlimted nunber of tinmes during the lifetinme of the

consumabl e. They can be used to store any gtate information about the
consunmabl e. The only requirenment for thisg.data is that it needs to be kept
in non-volatile nmenory. Since an attacker can obtain access to a system
(which can #8it eMiyfaReeedWite data), any attacker can potentially change
data fields of tmsu:ﬂcﬁﬁ@ﬁoncﬂfunﬁstﬂﬁa@m&)ﬁ%&&ﬁ}ﬁyé@:m&m%&ﬁ%ﬁa@r secr et

i nformati on, onsi der ed jJsecure. Decrement Only data is used
to count down""t1 e"°“a‘?/°§ fCT PY §PstsP [Sunabl e resources. A phot ocopier's
toner cartri dgelhe fudenticationvbip ehouldresy a gandardmanifesugimmmedss, okh 4s Flagr Thisdarai ni Nng as a
Decr enent Qlucégsagaga item An ink cartridge for a color printer nay store

t he amount of ea |nk col otr “R}i glﬁ‘,P@’Secrenent Only data item requiring
three (one for e‘é AR EATE YR | ow), or even as many as five
or six DecrerrentUSwﬂ;de@actaadw«tlld:mvedequolpaqw rement for this kind of data
itemis thag onq&d@gcggram"red with an initial value at the

manuf act uri / can o reduce in val ye. ce it
reaches th ]9%1 ni rrum gm‘“ﬁ’g‘lmﬂsfheg&?fﬁ%ﬁm We“ﬁ@%? o R pliiie slup Hi‘?fg]eDecr ement
Only data iwesmntitephysishl ptiacke Bybigabattads gou@pin Syl veryd, ilbeh theformend thgiadkicgartryon.

Note that the SipgQshf i MfedtiRSIHEB MgenRf at € data storage required is only
for that |nfor on re ulr t.0 be aut nticated. |nformtion which would
be of no use tgq@’ﬁ agf"f‘rﬂf%k‘ q‘;“h e B aperafigp @ jve god PRrest e act eri stics or

i nk viscosity d@hmeﬂﬂdehmp@mmfbbp stored in the secure state data nenory area
of the autshent Ip%gaggtga&pbfgmpAUTHZO AU 0 -30 43 Manufacture The

aut henti cati on i w manuf acturing _cost in order to be

i ncl uded as the%pég‘?'ﬁ%ﬂ?fkégiéf%ﬁmﬁg’ﬂfmﬁﬁaﬁﬁm@b‘gﬁﬁﬁ?ﬁ 3&onsumabl es. The

aut henti cati on el ths hin shepldbs expertable Gomithe Wb Ansrinshaldinet ibé mgsibfertosems, such as

Fl ash. Thi sumﬁncamm@éweeabmnoﬁldkmmsgn&%orﬁﬁ&ﬁﬁeueﬁt sikRidteafelodhy NY

| ocation o ef| ed ed t ec Reduce
cost Regar %Iﬁé)sséim’Lh he gﬁsta ké%tl ca tl"rdﬁmguc‘bf\%ﬁ‘ n°n° at[%ce” 'Eeeéﬂ"l“?‘)fétﬂc S the

aut hent i cafiPBhe B3t pavshangshe chi p nust be resi stant to physical attack
Physi cal at t ackThe exsemationofh edlition @ thi reiiryiient f Intiddfetarbis tAaMinédas Sacivh 16. he at t ack
can vary: Bypassi ng the authentication chip altogether Physical

exam nat i og %Q%‘F while in operation (destructive and non-destructive)
Physi cal co 8800t chi p Physical alteration of chip The physical
attack styles aﬁdqulq@ﬂfmmhe prblem of ayihenticating coheunmbléschaive iynice eefigdon pISsi@l 2.

patents on packaging. However this does not stop home refill operations or clone manufacture in countries

with weak industrial property protection. Consequently a much higher level of protection is required.

It is not enough to provide an authentication method that is secret, rélying on a home-brew security
method that has not been scrutinized by security experts. Security systems such as Netscape’s original
propdéta:y system and the GSM Fraud Prevention Network used by cellular phones are examples where
design secrecy caused the vulnerability of the security {33]{91]. Both security systems were broken by
conventional means that would have been detected if the companies had followed an open design process. The
solution is to provide authentication by means that have withstood the scrutiny ef experts.

In this part, we examine a number of protocols that can be used for consurnables anthentication,
together with a high level look at the advantages and disadvantages of each particular scheme. We only use
| security methods that are publicly described, using known behaviors in this new way. Readers should be
familiar with the concepts and terms described in Section 3, We avoid the Zero Knowledge Proof protocol.
For &ll protocols, the security of the scheme relies on a secret key, not a secret algorithm. The best
way to protect against reverse engineering of any authentication chip is to make the algorithmic inner
workings irrelevant (the algorithm of the inner workings must still be must be valid, but not the actual secret).
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| deal |y, the chip should be exportable fromthe USA, so it should not be
possible to use an authentication chip as a secure encryption device. This
is Iqw priority requirenent since there are many conpanies in other
countries -able to manufacture the authentication chips. In any case, the
export restrictions fromthe USA may change. The exam nation of a sol ution
to the requirenent of nmanufacture is exam fed in Section 10. 5

Aut hentication Existing solutions to the31prob| em of authenticating
consumabl es have typically relied on physical patents on packagi ng.

However this doe$fisprostlsFiyee feime-tignt thalispes figt theshpbiensy is Effmesadrtimelf whetedee in
countries \ispdiso\dEpedds énikdEallénkddnd B LAY chllehte R E1ORrandbR RSBEYSHRE: by @ much

hi gher | evel Os%vaer%%gtg;gglil]eq‘?ga}.hguse%ﬂmfo 9011:1 utasﬁbs%lgéntlg%gd’] fto provide an

aut henti cati 'S secret, 1€ Brew security

net hod that has E‘HYWB’MWWMDBEF“@%WX%ﬂ?c@%peﬁqlsfe%@hmﬂcﬁgmsystems
S|5 uch as Net S‘m&}nﬁl?pﬁxob@ddf&immﬁﬁlﬁibérloﬁ&uﬁéxﬁcaﬁéb&bﬁ'&cﬂﬁ’dd f<{r meauﬁﬁmaﬁénqwdess m
revention e ere

secrecy cau?%?fg[h vu %g?% &F&%%L&? b?eﬂée)&gg r%rl{”%ir[%%gﬁ @ﬁﬁ@rmﬁé’fﬁm epc’url ty
systens wer & H‘R‘é’F?“’W“]éfB’%@fﬁlﬂ”@H’ﬁis W&ﬁ@%ﬁ'&?fw&@mﬂﬂﬁéﬂﬁé@ﬁsﬂéﬁect ed if

t he conpani estehadilfrepdnghieith mhinppenthetatigiiegioacess. . The solution is to

provi de aut aemtlg@gﬁd@&mem%ﬁ t hat have w thstood the scrutiny of
experts. In this part, a nunber of protocols that can be used

for consunabl es Rehte @ﬁ‘ﬂ“&”ﬂm chip ared frathe "r‘i‘“&""rﬂ“&’ﬁ""l agipgly chipdBfrefeted t he
advant ages aﬁﬁCWk@mpam@h&emmg ezt b fieroed koses Sysrerk) ahmet is AdtbenGia IAY the s&at of

ﬁgsvuc\; ty ggﬂ:@'@d&oltm%]mﬁﬁﬁmﬂ&&k‘c&ﬁwsa&ﬁ‘éﬁ& ?s&ﬂemllﬂﬁﬁaé}ﬁkéw&mn ?ég@weoazsi:pl Lgids
in SEC%/I on %ﬂo‘\?‘thﬁ Q% ‘%Iﬂ’t ﬂﬁmﬂﬁsa%"éd& °|‘5}°i9'o’{% P'B‘F‘:G'csi g’?

protocol s, @W@&é&?ﬂ‘fﬁﬂy&ﬁe‘%%@esw&%Flmsaswt@ﬁsﬁbn‘,n etlfqme@tlﬂlnot a secret
al gorit hm chisiledotiihentia\hivh the@orfSiin®ibie €1, ind@Rh M%t10 ss@m&&s&oﬁmeme@ernw&eeim any
aut hent i catfQnafil ey ih B, gmlﬁﬁoltep?ch%le%%rﬁ Esm{ﬁ'fﬁ%fn'ﬁ%@yes{em, AR :f%%c evant

(the al gorlbtg{énof the Tnnér wor ki ngs erval ut not
t he actual % AUTH20- AU 0 -31 Al the protocols rer on a
time-vari ant chz!dstnelng]@a(xthenecaudnlpﬁto@dmamkt&mglecai&ssﬁwfaﬁe,&memw@a&hzbmmf wher e

the responsg Iae.asam 10Bte mmnﬁuc%%emw;mc&% kly mmeenﬁ{aﬁ!aé age gat her

i nvol ves a umper. so t_.an observer w |

useful i nf oﬁaan% |eljct;gﬁr q’éﬁ"m’tm %%%28’&&5%?@8WF¥ istséf’f"l‘sdﬁ‘ seopilbrsesinsiasttofol s are
present ed fesureigdedf of Presence Only and Consumabl e Lifetine authentication.
Al t hough t Ise.2pr pbudbR@hp AdthbdeRiton N -t he number of aut henti cati on chips

df th
thent i cates ( bon pRER) (B Lo ROORRS e chilos Rt ERIT & SYOBM s . o
or two chi 6e§p°“'t(ﬁ1f?'lp§’“?ﬁ‘ﬁ%ﬁy“ﬁ?%}t(ﬁ@’6‘fdé°ﬂﬁﬁ’(ss?'"l/ﬁ.'ﬁ‘ fisqptieptict (hipACh s psociapheither  one

chi p or twéesauevivehin 22 c'apirodithe ithesicaipreprasse,Gystdme ] mekssiseohaitrssted tnitlehticatios ponsi bl e
for maki ngcmM(%Jawmmi on decision. 5.0.1 Single Chip Authentication

O L L L AT o A
system 1 | b‘("r@?“@f’ﬁ" EHrE 3 %W@ﬂ)ﬂu@mﬂwm} In sereetpptoqel§ GhipTAS and RbipA2Qar t of

t he pr ot ocClve théSysd iternal shruinse, wﬂ&tﬂ@eafcmﬁwmemﬂmm@ew&b&mmﬁm%@m I 1

under t akestR sgh@l, 2R0S 0
determ nesm%%:hreg§s g?ulfeﬁ'{eﬁt?l Cl tgudc?nn gﬁg‘%tg% o “céapmget '{m;%of t he

consumabl * BeYep E)!S§QBIT%§rP"E'W§SPa‘E‘E :F?eﬁf%“l"&‘%?“%m‘f%@ Wfﬁm‘a%‘?om at ed
with it, i27dromickipICRiqepstew®li s consi dered authentic, then the consumable 12,

in which C8M P Iesinde (MIpL R ntidaBon(RORIE SR Pa@)t hENtic. The data
For this level of consumable authentication we are only concerned about validating the presence of
the authentication chip. Although the authentication chip can contain state information, the transmission of .
that state information would not be considered secure.

Three protocols are presented. Protocols P1 and P3 require two authentication chips, while Protocol
P2 can be implemented using cither one or two authentication chips.
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flow can be seen in Figure 1, and involves a challenge 13 issued fromthe
system and a response 14 returned by the chip 10. In single chip

aut hentication protocols, System 11 can be software, hardware or a

conbi hation of both. It is inportant to note that System!| 1 is considered
insecure - it can be easily reverse engineered by an attacker, either by
exam ning the ROM or by examning circuitry, Systemis not specially

engi neered to be secure in itself. 5.0..22Double Chip Authentication In

ot her protocols, two authentication chips are required. A single chip 20
(referred to>bk @ptpmdPlis responsible for proving to a system 21 (referred
to as Systen) thdtotdedl Pl & a ddubib@ipiptotocol (epd RfertChtibnThidfQsghiathEthchubdhticatidde
consunabl e 3&%1 cA%mQ@“on()f‘ tvguew_aut henti cati on process, System 21 nakes use
of a trusted duthenti catt&n Chip 23 (referred to as. Chip7). In double chip
aut henti cati & pr ot ocBpsfor Fgkd Mushbostertan be software, hardware or a

C(ﬁ_nbi niati on &  bot h. clRueasm :@ﬂi:aﬂ"ﬁgaaot_mlkito Zlag&crﬁc, uamﬁiﬁ@%de@uth!aammalti on
chip. In sonme protocols. an i , ve the nt.er na

i heture Cwni Feot e opfa bl kBt Galin B Boblify FRIERELAT
structures. The Earipubeptictige eipfoqtains Se SHowing Iggjcg fiogtions: and can be seen to

i nvol ve a clRahdoafige 2Henfriis®Nand ysdn6 R Zolnekt@n seaenped 20 and a request 25 from

system 21 t hi pT 2 f §Q1 R 1 and

i nformati on%Dg? fr omsrécﬁ?ﬁ?l[g%[h?%g@gia?%%n&ffg%l r @g@%%%:géﬁ%%fﬁéﬁ'&

Aut henti cation (I nsecHie ke The disital signatnrs must b long enoplyto qoyntep i rhiypeg pff sameone

aut henti cati on we ar egegantiys agoi@esignadte. Ihcletigth depbddsiattheRignatufrechinieebedagee of t he
aut hentication chip. #@hhough the authentication chip can contain state
information, the_transn ssjon of that state information would not be
consi der ed secur&eprfﬁ?%g“pg?'g’%col s are presented. Protocols P 1 and P3
requi re twolaut h&nteh ébrequests 3¢ Randomf] finhiChipT P& ot ocol P2 can be i npl enent ed
usi ng eithep. onecHyT 25 Ward 8 B@RYstemal;i on chips. AUTH2ZOOAU 0 -32 5.1.1

Prot ocol P1,Prot [ bl e. chi rot ocol., . aut henti cati on chips
are required). E%g_tﬁn%lurteqﬁmgﬁg?sa |8r@p€2%'%dgsgﬁ?qaﬁsﬁéh§%én T(S’Hzgw ng val ues: K
Key for FK[%]. NNRT2hEnesd4SstiR]lesyeemlent random nunber. Does not have to be
secret, buts.nustChpa 28 eade sk Sph[Rito syseimbf;erent initial value for each chip

i nst ance. Qj]ange@_sty}g&Qpﬁégxq[ﬂ]m@gi.%&&%gl RO {oHRGkd Rl %ﬁﬁ%ﬁi]

aut henti cation chip.contai s {he | owl ng unct1 ons:
Returns It, and AfeEde ¥ 9ext in sequence. S]X] Returns SK(X], the
result of appl yithgda fidy gAnbedecndi Bgweet3ur e f unctions to X based upon the
secret key K Thete@iagiytad 219b B bitt 8 csibpedhend S, [k RE R UG mbiQly GdtRlake t he
chances of rgsgg@eg% o CRSDS Aking. A raenﬂ‘%ry §eim%|?§1t ure. The | egltgtkrel depends on
t he signature schenme _% 0SEIT see_mbé owfs. heerf)Po Geor “FEE a5 Yol | ows: 1.
Syst em 21 requesPeseapy R Lfigs griveplicpsT 23; |

. . The security of S[X]. Only authentication chips contain the secret key, so anything that can produce

a digital signature S[X] from an X that matches the S[X] generated by a trusted authentication chip
(ChipT) must be authentic.
. The domain of R-generated by all authentication chips must be large and non-deterministic. If the

domain of R generated by all authentication chips is small, then there is no need for a clone
manufacturer to crack the key. Instead, the clone manufacturer could incorporate 2a ROM in th'eir chip
that had a record of all of the responses from a genuine chip to the codes sent by the system. The
Random function does not strictly have to be in the authentication chip, since System can potentially
generate the same random number sequence. However it simplifies the design of System and ensures
the security of the random number generator will be the same for all implementations that use the
authentication chip, reducing possible error in system implementation,
Protocol P1 has several advantages:
. K is not revealed during the authentication process

. Given X, a clone chip cannot generate Sg[X] without K or access to a real authentication Chip.
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2. ChipT 23 returns 31 Rto System 21; 3. System 21 requests 32 S R from
Chi pT 23 and al so requests 33 it from Chi pA 20; 4. ChipT 23 returns 34
SKT[R] to System 21; 5. ChipA 20 returns 35 SKA(R] to System 21; 6. System
conpares SKT[R] with SK4[R]. If they are equal, then ChipA is considered
valid. If not, then ChipAis considered invalid. The data fl ow can be seen
in Figure 3: Note that System 21 does not have to conprehend SK[R]

nmessages. It nust nerely check that the. 3j_esponses from Chi pA and Chi pT are
the same. The System 21 therefore does not require the key. The security of
Prot ocol Pl 4 i es Systemtiswesypd deggsespecidilydn ot isystents sofh aShldet pridad, ys e erbdpsting drcat i on
chips contain t h@eBfidn Rlreqif by §ReciYE NI NY that can produce a digital

si gnature S[X] from an X that mat ches the g gener at ed by a trusted

aut hent i cati®on cHi"P% e |Fred sigtpie fpstiony fxiste feluding syoppetric g piegmitYoPade® gener at ed
by all authenti caimberseqpincgsndrmsdgelrathdudontipe cedesd non-determnistic. If the
domai n of R.,gene e is no
need for a cl oneE@}Ierrgﬁgﬁltgé\étﬂ'{'jértl 3%%%%%%%%&GQE5® Feﬁgrtsgg% dtﬁ%%{}r J}@I

manuf act ur er coul @ FHESIEEEE®)s ROMin their chip that had a record of
all of the Pespomeskeﬁrgaar&rakgecrmgumﬁihh@sneesﬁomveaadaslmgﬂatorhysytnhamsystem
The Random f Uncfphﬁl@kegﬁ?g%nmtz&ﬁ%ﬁﬁgﬁ: of Yo DR pfovild é%&mdeELmLu Cat' on

chip, since System entil a gener at e the sams ran om nu

sequence. Howevef?R ‘tg‘“é]t“’rtfﬁ'i“’f’"l veile ”t‘ﬁ‘éle’@@ﬁ thh ity proggs pdesiieta BT I@éAC‘t he
security of the $&xdom nunber generator will be the sane for all

i npl ement ati ons jmggt,ermgfea,; Shlem@ Wi \EOSbt&aL | on chi p, reducing possible error
in systemi rrpl e at i Pl r ot ocol has several advantages: K is not
reveal ed dufi ng “sﬁ’ﬂf’g QSEES Bk g agkeg can ping th phip intotheiropn stemy geergte; nn ot
generate SK[ X] vahoShdbt anobgrrvedic owpms It opdercto figlalle kepidnhrgacker cxa bliogeuciivr R that

AUTEZO AU (13 -f?amﬁge%%rﬁmdpé’mﬂ%@msﬁwm&iﬁﬁéa%annéﬁdﬂ% d}:SQHb}é%ekréhdﬁa}Mt&OSt sygtgm;
such as ink je rinter as nQ encr on or jon is requjred by
Systemitself. '%p ?héﬁ'b"’ewaegm ég‘si‘eﬁﬁ‘:&f"ﬁﬁ"%“f’g"rt%g‘ i t’ﬁ?‘%‘t"g }I ncl udi ng
symret ri ¢ crypt ceechpgngoodikeyrvdrends ommms beingered Sertaingkay angeveak S egiven

aut hentication c@e@ta Keyed signature functions (such as one-way
functions) requige fe at.es are easi er t t han asynmetr

al gorithms). Seléﬂ?h"em {hegzredonefwar" BRI SSrghd a f“'ﬂ%{‘u’ﬁt“’eﬁ%d"&(ﬁ%’?&nﬁot have
to be as |arge &S FHE an asymetric (publ ic key) aI gorithm A key length
?f 128 bit 3}1 plrowmtmn -thiRigdkedofld GIeQttioh Snythel plainfextinfssibe K PEXOE pasding it o€t CRPLOIF a]|cohi c
uncti on, ile [ if Sis
yivaRR-i Home“euedrf&%ﬁ gerﬁgmaflr&g%fm J:QJ,Q ni?ddfead%géé ) @ﬁ@ﬂ@&@q@wﬁm
susceptibl e to ERBEERPEERYe ‘a‘t‘t“’&d’k‘h"'%‘tﬂa@‘tﬂaé"lﬁ&"”@an plug the chip into their
own syst em® genéiSds emmeiras@yptitishecaasedf tiid@biviey ide @eedadifgy adequate seciOityclbe chipo f i nd

the key, an att a&lggk: bSékBor@& 56 BENACHd iy AN bmgtrong encryption devices,

If Protocol P1 is implemented with S as an asymmetric encryption algorithm, there is no advantage

over the symmetric case - the keys needs to be longer and the encryption algorithm is more expensive in
silicon. )
Protocol P1 must be implemented with two authentication chips in order to keep the key secure. This
means that each System requires an authentication chip and each consumable requires an authentication chip.
512  Protocol P2
In some cases, System may contain a large amount of processing power. Alternatively, foi instances
of systems that are manufactured in large quantities, integration of ChipT into System may be desirable. Use
of an asymmeirical encryption algorithm alfows the ChipT portion of System to be insecure. Protocol P2
therefore, uses asymmetric cryptography.
For this protocol, each chip contains the following values:
Ky ChipT only. Public key for encrypting. Does not have to be secret.
Ka ChipA only. Private key for decrypting, Must be sccret.
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wi |l generate a specific S R since multiple authentication chips can be
tested in parallel. Depending on the one-way function chosen, key
generation can be conplicated. The nmethod of selecting a good key depends
on tHe al gorithm being used. Certain keys are weak for a given algorithm
The choice of the keyed one-way functions itself is. non-trivial. Sone
require licensing due to patent protection, A man-in-the mddle could
take action on the plaintext nmessage R bgf.ore passing it on to ChipA - it
woul d be preferable if the man-in-the-mddle did not see Runtil after
Chi pA had se&n it. |t Chiefidnb Geaent madomnumbereDasyrefteveadiieeeciet butmwrtin sdoded witter i ddl e
didnt see Rat all. | fiffSent Siti@ VAR bdcKch®REHEICR ChBEks wEEAUS Sk of R Radkgs - DI t
key size needed for a eguat e security, the chips could not be exported
fromthe USA since they could be used as strong encryption devices. If
Protocol Pl is i dpdfellewng Gaptions eradefineds an asymmetric encryption al gorithm
]there IS 30 ExXvant agec;,,;a\bezp_lnretmswh eig@agmﬁceng,pﬁﬁgﬁm§gnefads to be I

onger and t encr ypkd.on or i i re expensive in _silicon. Protoco
Pl nust be i ﬁﬂ ement e@’pﬁaﬁﬁ%ﬁ%@gﬁeﬁ@%ﬁ%&gﬁﬁ tE\fi’nﬁp(’(’%rr’tller to keep the
key secure. Rppjomll neaffépTioraRewunsd EgRE AdvarcesRoo nextin rapdem aupbisrseruéngsat i on chi p
and each consunuibtegubliekpy k¥ &5 GApT 23, vhile e ke€raikeyK), i CRpA 205Hking K6 OkisIee| P2 I n
SONME Cases, h¥Rl&MugPMNat EARE @h R ifoidnRlGGn ARD Qhﬂwmggr‘g&‘ﬁ%gk% aBQMEEea for

f nu n [arge

Alternatively, for 1nstances aqf systens that are ctured |
quantiti es, NHHZGRRr et hchipror wpimProtosel B2 therefpre prn heipplpmenigdasis Siasls Chip Rrgtosol oy g
asymet r i cabhs adivee/GiipiPoatoed| gorit hm al |l ows the Chi pT portion of Systemto be
insecure. Prot oCfe ploeol o M EHQLES is RBWs:ASYMMEL ri ¢ cryptography. For this
protocol, each chi 0 I NS e follow ng val ues: KT ChipT only. Public
key for enc?ypti%&&‘%%@t‘pﬁ °'T%?“°B@” secret. KA ChipA only. Private key
for decrypt#ng. ®ipdi23 tspmsHd | ER] offk820; AU 0 -34 R Chi pT only. Current
random nunber. Dgaes NRLs APOHHALD ik flin EQMh, NuUst be seeded with a
different ipiti %p@bym%r&o%ngdgﬁﬁ?aﬁ%g Changes with each

andom f IO .

i nvocation of the UNCt1C "0l l owi ng functions are demed E[ X]
Chi pT onl y. > Ret u¥¥i& ZErpopxcss Ryfepary Ghipik 2P & they gxjgingbt gehamted e EypRt 23 ity e emalE. D X
Chi pA only. Ret uliehShipaivpnsisbradvalidf hof, CAIBA D0WERVali€ decrypt function D.

Randon{] ChipT %é&mﬂggwgmenﬁﬂiﬁg{]R). Advances R to next in random nunber
sequence. The p I IS I i pT 23, while the secret key KAis in

blic key KI 1s in
Chi pA 20. Havi nlgg’"’ff‘f‘ﬁr% § B8 edvipeest ne advant age that Chi pT can be
i mpl ement e i n Kafthasepretkegis tobredsl@irdering e tuthedtbgionr@ess SO t hat the seed for R
is different fOhi@@fkqxﬁbh&e%pMltggd@abeXPJiﬂ&PﬁAOJra£%B&»Q%%QR.e can be
i npl emented as @, Si e ' rotocol .or s. a Double Chip Protocol. The
protocol for aut@ ﬁ%er%{;gga’tqgélﬁ%nge’ﬁ‘glﬂf’%e?‘ES’WB’?’“’Y ip sofggee prinjnssqure hajdyvace, grgs peti o

Random f uncti on pf System. Only ChipA (in the consumable) is required to be a secure authentication chip.

. If ChipT is a physical chip, System is easy to design.

. There are a number of well-documented and cryptanalyzed asymmetric algorithms to chose from for
implementation, including patent-free and license-free solutions.
However, Protocol P2 has a aumber of its own problems:

. For satisfactory security, each key needs to be 2048 bits (compared to minimum 128 bits for
symmetric cryptography in Protocol P1). The associated intermediate memory used by the
encryption and decryption algorithms is correspondingly larger.

. Key generation is non-trivial. Random numbers are not good keys.
. If ChipT is implemented as a core, there may be difficulties in linking it into a given System ASIC.
. If ChipT is implemented as software, not only is the implementation of System open to programming

error and non-rigorous testing, but the integrity of the compiler and mathematics primitives must be
rigorously checked for each implementation of Systemn. This is more complicated and costly than
simply using a well-tested chip.
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2. ChipT 23 returns 41 R EKT[R) to System 21; 3. System 21 calls 42 ChipA's
D function, passing in EKT[R]; 4. ChipA 20 returns 43 R, obtained by

DKA[ EKT[R)); 5. System 21 conmpares R from ChipA 20 to the original R
generated by ChipT 23. If they are equal, then ChipA 20 is considered
valid. If not, ChipA 20 is invalid. The data fl ow can be seen in Figure 4:
Prot ocol P2 has the foll ow ng advantages: ©¢KA (the secret key) is not
reveal ed during the authentication process G ven EKT[X), a clone chip
cannot generate X without KA or access to a real ChipA Since KT # KA

Chi pT can be* i nplAenghmary apomotiealgtijuns ax soifitalpstengdrned o bé redseatyr dffeeatiatinar e,  or
as part of Syst efprantdilsYwtidh isBhed dn Brobeld RxGRASH MDA 1y ﬁhﬁﬁgééﬁtfb@%atcﬁbséﬂe a
secure aut henti catl.on chip. If ChipTis a phy5| cal ip, Systemis easy to
design. There are ‘g humber of well-docunented and cryptanal yzed asymretric
al gorithns t'o chBseuldhepmniefe to kiepR hidde hit sitde Engnd infect Ao CigpThgidio R fuskbe  and

| i cense-free sol pbiicue&en However, Protocol P2 has a nunber of its own

problens: For securl eac eds to be 204 its
(conpared to ni n?#h’?ﬁ{f'gggﬁ R ‘lf‘“ ? “si"ﬁ““iﬁ?bd’?ocol Pl).
The associ ated i ﬁmqmdﬂcafpfenmm@mmw B@smtmﬂyemhchwmammmcanypti on

algorithns is comre&pgaﬁditua,g&,ychip%g@ﬁfmp,&&mgenerati on is non-trivial.
Random numbers ape not .

T is inplenmente re, there
may be difficulties in n"l?b’ﬁls)émlfm Lt“?S""g' FEHO H“\"A"glp%’“ty” ‘%“%ﬁ? bT is
i mpl enent ed as s‘UPf‘W&Ft@ﬂeeﬁt?tbeewpfycﬂ}f@’fpdﬂenathvptoewemowcahewof@kstt&n open to
progrian’m ng ernaauvambmmsyﬁte@w@mmmmmags;suby&mﬁemﬁto:amn@ﬂrl tydo; t he .
conpi l er ang mat ri gorously che or eac
i npl ement atldon 4}&%@5 uﬁm&ﬂ?‘m %°°'§r%?%gbec€ﬁ%ﬁdi&8%?‘8gggﬁ'ﬂy98%w han sinply
usi ng a wel | - t esPwideredsirgss cosypripipderioes) 0 - 35 Al t hough nmany asymmetric
al gorithms si1e dpesdlscal |y strengthened to be resistant to differential

cryptanal ysi s (Wahglipd SeBRASELNO0. 9)1@2%@&5@&&%@%&31:1 A8 i YA Y KT

i s suscepti b osen eep R

hi dden, but™ ﬁ@éﬁ?&*ﬁf&%%ﬁ“ﬁf‘%t”hﬁmﬁﬂwEbﬁwwl?lgs‘m%mt@mwm@ecb@@n publ i c
as wel I | text @askpNs theveforCiirsiplle @ip@s herdisanaden ginbérRerosdnpT ahine ritogaliei on chi p,

each chip rma,emrss,@emmmgme vﬁé%ﬁﬂ@%iob&?%%%gmsgﬂg S8 I ¥itlic dnbiGdRqNal i Ty.
Consequent | y. Lac ensive than

is . lar
the chip requrr eguafq'sc}) PrStos °‘F’I“‘s“°ﬁ°F°“F%‘gP“§E}¥W§WF‘E’H?'F%Vﬁ’S‘8‘h‘FB“1"3“% oken
into two cHinpre f%népmssaq;@%qsérts cefiche pubstitytod forpdifrreateindgm wivete ofibiyhy the attacker. t wo
chips still needhdstludaeis PRMpeush RaRTR's d@aldgiate b B8 CesHBAKeR W n3eal €. This

is offset Qunelafdfoy chipt Rlubodl dm%’mﬁﬁoﬁev% F,S%%Egu%szﬂsog?l Rsdnh! éﬁnp"[‘ ok piruSt

still be taken into account. toco dtion de not be
exported f rsieperd iy o ﬁ@&mﬁh‘@wcm Pgn BRIC °€€9n§)’Pﬂ’é‘f‘%ﬁ°f§R“P4ﬁ4@‘h§?f@? Yot i on
devi ces.  safelyused.
Protocol P3 therefore uses 2 sets of keys. The first key is used in ChipT to encrypt R and the
. signature of R, The encrypted R is sent to ChipA where R is extracted and verified by ChipA. If the R is valid,
- ChipA encrypts R using the second key, and outputs the result. The System sends the output from ChipA back
to ChipT where it is compared against the known R encrypted with the second key. ‘
For this protocol, each chip contains the following values:

K; Key for encrypting in ChipT and decrypting in ChipA. Must be secret.
K; Key for encrypting in ChipA and ChipT. Must be secret.
R Current random number. Must be secret and must be seeded with & different initial value for

each chip instance. Changes with each successful call to the Test function.

The following functions are defined:
E[X] Internal function only. Returns Ex{X] where E is symmetric encrypt function E.
b{X] Internal function ChipA only. Returns Dyg[X] where D is symmetric decrypt function D.
Six1 Internal function only. Returns S[X], the digital signature for X. The digital signature must

be long enough to counter the chances of someone generating a random signature. 160 bits
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5.1.3 Protocol P3 Protocol P3 attenpts to solve one of the probl ens
inherent in Protocols PI and P2 in that pairs of X, FK[X] can be gathered
by.the attacker (where Fis Sor E). Protocol Pl is worse in that it is
open to a chosen text attack It is therefore desirable to pass the chosen
random nunber R from Chi pT to Chi pA without the internediate System

knowi ng the value of R Protocol P2 cannot odo this since ChipT is public
and hence Ris not secret. In addition,sgince Ris random it is not
enough to sinply pass an encrypted version of Rto ChipA, since a random
sequence of bits coul # theprefandsibd giviigRcmebar chundd inf A Dof@atrating nehDdRipegeignce of
bits by the attacker._The solution is to encrypt both R and R s digital
signature so that ChipA can test_if Rwas in fact generated by ChipT.
Since we dorPadefling ¢ HaTepe e B85t be a Double Chip Protocol (ChipT
cannot be ITaDy gopRdnbRetunb Dand advdicds RATER (IS Othereke terni NTHe tisledket® ranim CAS| C
core). Symetric eanMxQIHe%n:ﬁﬁﬁ:r&ﬂQ%ﬂ:Qrﬁ R xSAf & 1%%& i RGP ood™3
therefore uses 2 sets of keys. The first ey I'S use I pT to encrypt R
and the signature of BB The encrypted Ris sent to Chl pA where R is
extract ed arfdovel&t i f i eChiddypniCiCalpdutes ¥ Z fréneD{EX]. Returad Hesl Y] if ST -7AOkereisy/ethrss (R USi ng
the second key, and Ouf B tkeh B Reakfhtstlbe idddlGI foD4R bRAMpRE AtESink BRen @bt from
Chi pA back to ChipT e it is c ared ai nst the known R encrypted .
with the second key. P b B #ERe SED e @‘% chip contains the foll owing
val ues: Kr Key f&epeh@iipmuthﬂgcahw@hfowsand decrypting in Chi pA. Mist be
secret. K2iKey §ﬁ5mgmsyp§hﬁgwomdg&%and Chi pT. Must be secret. R

Current randomn | must be seeded with adifferent
initial val ge fof;,&”%he h@i’ggg anges with each successful call to

the Test fufcti OWS‘W’Iﬂé%GPlP W’Wg@%%@ﬁ@%ﬂ%i%il ned: E[X] Internal
function onhy. Remmum&ﬁ{ﬁﬂ,[kv\ﬁnnan&amm“ﬁmsm Based i Y tiecfypted K. If@ia o, D[ X]
| nt er nal functl tQEQ%A Sgree D is symretric decrypt

function D. >g nt er nal ?unctlon on Ret urns g[ thed i tal
si'gnature for X WldﬂﬁPf%‘PT?lT&hﬁfcﬁ?“ep%P‘h"B"@“’}“ﬁ)ﬁe‘ﬁﬁyﬁw3’5 Edlint er the
chances of soneoweEgRhex adupares itazaimttoonpuiomlgnH they age eqdab GhetbChips: is codsiBtaPall) O

-36 is the pref %ﬁdsraﬁa&,sswswmmls:%@@m im&b@ﬂ&@d.hd&hd%&&ﬂs.%mgﬁ@eratl ng a
valid si gnaturesb!x random Randonf ChipT only. Returns EKI[R 1 S[R]]. )
Test pg Chi pT onl “turns 1 and advances R if EK2[R] = X. O herw se
returns 0. The tiedstaflakesnbysgenindtiswer’ 0 nust be identical for all bad

i nputs. The ti nﬂ'rotoai{mﬁmeibmiwfgadvanmadst be |dent| cal for all good inputs.

Prove[ X] Chj pA q(nlm\m@g &#L%f&%”lmé ret urn“ﬁ%%ns EKZ[Y] if Sm =

Z. Otherw se returns st be identical for
al | bad inputs. “F’rfé‘“’f’%%‘R‘EﬁRtSGﬂ%F%FWtMW“W%aP%“%% for all
good i nputs. Therngssosnmaker cafiot Bl hewld df XoE[XIRalies foblK; ok B). | ows: 1. System 21

cal I's 50 O PT" $1, RARAEL AR @ Bitod s vl kPR AR b M0 2L 1EKLLGk SIRI] to

System 21;
resistant to a chosen text attack. R only advances with a valid call to Test, so K, aiso not susceptible

) to a chosen text attack.

. System is easy to design, especially in low cost systems such as ink-jet printers, as no encryption or
decryption is required by System itself,

. There are a number of well-documented and cryptanalyzed symmetric algorithms to chose from for

implementation of E, including patent-free and license-free solutions.
. A wide range of signature functions exists, from message authentication codes to random number

sequences to key-based symmetric cryptography.

. Signature fuections and symmetric encryption algorithms require fewer gates and are easier to verify
than asymmetric algorithms, _
. Secure key size for symmetric encryption does not have to be as large as for an asymmetric (public

key) algorithm. A minimum of 128 bits can provide appropriate security for symmetric encryption.
However, Frotocol P3 has a number of its owa problems:
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3. System 21 calls ChipA's Prove function, passing in EKI [RI S[R]]; 4.
Chi pA 20 decrypts EKITR 1 S[R]], and calculates its own S[R] based upon the
decrypted It. If the two match, ChipA returns 53 EKZ[R]. O herw se Chi pk
returns 0; 5. System 21 calls 54 ChipT' s Test function, passing in the
returned EKr[R]. Chi pT 23 generates its own Ex2[R] and conpares it agai nst
the input value. If they are equal, then GhipA is considered valid and a1
is returned 55 to System 21. If not, ChispA 20 is considered invalid and O
is returned to System 21. The data flow can be seen in Figure 5: Protocol
P3 has the #ol | omkingh hetv @i gesinber b avaslitit fifictiopd fHieE a8ES; ke tholé€of € ndaienonot
reveal ed during b8 @H&Q&H&ﬁc@éhﬁ&@o&%&?ﬁﬁé nine time varying challenge Ris
ring

encrypted, so that it IS not revea "the authentjcation Ogrocess
An at t acker * cannfoRpengipg qudhe shopegisteayptiop ”%"%ewmwltfé%befceﬂﬁphf@‘wew ofAn
attacker cannot sladiihg afigoakey dapehd3 Onithe Agokithin bangfsell, CalaR] ke ade veR i & giphed W t h Kl.
K2 is therefore al%g,ﬁhstant to a chosen text attack R only advances with a
valid call to Te so K, also not susceptible to a chosen text attack
System is ehsy tiCHpbandfrhipT st inswnoeyof he same puibgptigatianchin pach sipmust Famaingethi nk | et
printers, as no saﬁﬁeujcphmnnmecryﬂ&ﬁduyqanwmanshcﬁenﬂﬁqwcmed1dager Sy:stcmplan asel f.

There are a nunmhgr. .Qf-,We %F[Ie 165 ¥RIARP Q‘MMEEJ!

algorithns to chose fro h’%ﬂ eﬁgrnﬁfa?on %% ,L%énc% Ing patent-free
and |icenset freéf@"dl"%f‘%'i'?g"hp sa\brv\kea@wrzah@séose‘rec@fB@ﬁﬁ%ﬁf@mﬂeﬁmfﬂ?ﬂ@w@x. sts,
from nmessage autthsuhipssﬁmhae@uabcnﬁdmuﬁa rédBEER ARG bf sce Jnforntady, CiapAldRiyt- based

SYTEL 11 G CT Yt QBN ey 2L Sl RSN BINE b BBSE AP O

al gorithns reqU|re f ewer sier to ver n asymetric
al gorithms. Se&fipsePokedipausiglse @P‘ﬂwmﬁi&ﬁﬂ@o@rﬂ%@%ﬁ%@@g‘%‘mﬂﬁ% to be
as large as for ramredByhwstiflc (public key) algorithm A mninmm of 128
bits can provi dergppbdailafonSBEWbdld Mt de Qport) BHBHEE U€a SRGIEPLLRR. However,
Protocol P3 has a nunber of its own problems: AUTH20-AU O -37 Although
there are a | ar §&fF pe BFVREREYSEHI e functions for E and S, the choice of
E and S i s Sddn- AditiopplNotes Sone require |icensing due to patent protection.
Dependi ng @n.ith@esiweaimeancr ypt i on al gorithm key generation can be

oD ol e or Pl on S 0L 001000, S SRR RS BB 90T |

bei ng used. Cer EIFX %0or a gi ven
Chi pT are iiefedpheese ?ﬁ@°§é@?@%ﬂ@ﬂ?ﬂe€:§fﬁww3é‘?ﬂ"ﬁs m@lf&'f’l““’é?ﬁ"ﬁ"“ﬁ%‘f’ﬂw contain
both symmeérypton emdeignapte figrtbngl aking mofe expedsivein silidoh tan Priddesl@t keaddition, edeh chi p

is |arger, regmsmmm%e@msmmmmaﬁm r&lJnJa@cn the chip required for
Pr ot ocol WthChp otnl)é> has ’f rg%%t ff unct i aI |t E}F hentl cation
chip is broken Vit ool Ry g d T %%Sf"gé 'BB'H’;LJDI""&?

desi gn/ t esimpracticplgt thelpreprat timeidi to thekigh cpsbof b@com&ﬁmﬂmm key gizpiged fwgﬂovﬂ e
economni-es aiplememdien), Unfortunately, Chi pA nust contain both encrypt and

decrypt, maki ngp {6 pf RURHITR e SGurbb R bi:Ride O PR Oht) GutheRHEE EQndulle t WO

as silicon costs come down with Moore's Law, and USA export regulations are relaxed, Protocol P3 will be

preferable to Protocol Pf. ‘When silicon costs are negligible or tight integration is required, Protocol P2 may.

be preferable to Protocol P1, but the security protocol of choice would still remain Protocol P3.

5.1.4.2 Clone Consumable using Real Authentication Chip

Protocols P1, P2 and P3 only check that ChipA is a real authentication chip. They do not check to see
if the consumable 22 itself is valid. The fundamental assumption for authentication is that if ChipA is valid,
the consumable is valid, |

1t is therefore possible for a clone manufacturer to insert a real authentication chip into a clone
consumable. There are two cases to consider;

. In cases where state data is not written to the authentication chip, the chip is completely reusable.
Clone manufacturérs could therefore recycle a valid consumable into a clone consumable. This may
be made more difficult by melding the authentication chip into the consumable's physical packaging,
but it would not stop refill operators.
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chips. Both chips nust also contain signature functions, making them nore
conplex than the chip required for Protocol Pl. Protocol P3

aut henti cation chips coul d not be exported fromthe USA, since they would
be considered strong encryption devices. 5.1.4 Additional Notes 5.1.4.1
General Comrents Protocol P3 is the nost secure of the three Presence Only
aut hentication protocols, since nothing ise reveal ed about the chall enge
fromthe response. However, Protocol P3_ggquires inplenmentation of
encryption, decryption and signature functions, neking it nore expensive
in silicon tehan mmoﬂﬁbstaédamlwwaédbmemmueaﬁm thelcEif)idhyebk headmrtbifpas e by

the Unitod St at &g, aplilodn g 8501 ol ISR Supoilobll 1 819 b Sven 1

the process of choosin trai ormar
i npractical at t H@““pﬁ"@%"é‘%‘if’h'ﬂel oEniRg T 'T“Bdstaﬁ]ép tht b 2 peg) @ythepication shjpagpiggyback.
i mpl enent at i on ( iDietattackees,chis (ChipEpin deréford € inkrcif-thk mldulemut e b, ahipP Repds alRA0t ocol Pl

is therefore t hem r)r s%[%tv?l&g 9‘&:9 ﬁQJeal ?Jtheﬁl:ngioﬁ: &prlﬁ(g its'o Qﬁbﬁﬁc tﬁ/en examines

aut henti cati on. Eventua I con costs cone dowi wth More's Law,

as_ sl
and USA export r @‘é{ﬁﬁ'saﬁ"}“éﬁéma‘i’"é taes Py 2ctions dipenipg oo et AYERteRSPIrRTEbl e to
Protocol PlI. Whesmn biphissddirectas the realmghentizgtion chifhividle @nd/ iritgraduestsnindesiadlatadhy & S

required, Prot ocaémo%maémbna%a%ﬁénﬁ&%lcﬁp beRavkoF. %@WA flumehmiuo&mw%pcurl ty
protocol of ch0|§e woul nsumabl e

257
P he Rl At AT el o SR S g b U fods Ry TPt
Chi pA is a real XMugthtinbotcthest @pes.ddicdor to PhlSystaroint thinkind its dita dcegssgrorgre sicfessfuh e

consunabl e 22pH stxnsehuimslaseméndeau&hap,faﬁmgmmasea&&wm&, hs(?&lul_f'ea tn addmon toa
aut hent i cat J‘eg Qut%?ucs\{af’fl (;hl ueﬁﬁ ese Frotbcols ¢ %e us% in s%@agons W 1t 1s Lgst It 1s

t heref ore possi urer to rnser ¢ eare eYiti cati on
chip into aeff?ftﬂﬁ@”l?m‘ffﬁ’weéw@MP@*&PW@WBMSWE@“@@?Péﬁ der In cases
wher e state dat af thecomthabldkdnlidr BdredyQedion@filRH bR W thay b protéeticthqugh th (€2 Frbberde | S

conpl etely é&}%ﬁ%&r ﬁﬁe&lo%“%oﬂac[&g{ ogéi%%z%%su&%&féacﬁ] Qﬁ%%n?l[nﬁblg §&¥§41 hide t"a' I d

.consumable 1nto e nore b
mel di ng t he“&iﬁ*ﬁ%‘ﬁ?f‘%a‘tw &br ctigs yruldhtvs t%bﬁ@ﬂl@dﬁgﬁfﬁam%msﬁﬂﬁm#ﬁ%ablﬁawag. ng,
but it woul qlantitybf thascopelaingfi tifs (2 pell @ the effbrt inYefTHRi0) thead) Sould BBbeletpughastes awher e

state data gusineWoh, s @Jhd&@px%t@c%o@d&éé@@&a&a%%ﬁp@ee &Rlobhis d1128) Ehyn iRYEaDE NEW,
d up. However this does not stop a

partially onpl etely use

cl one rranu;%;ltg y‘g'?ge‘? frﬁg’ﬁm ng the piggyback attack, where the clone
manuf act ur er buiA gersrabprableinof theseitvo hrgigools isthatdncetheratbmticaticakeyatehestr ibeapmot g

pi ggyback. easiijie Cweame@dmn(ﬂgaﬁpﬁﬁhoniosthﬁﬂ?ﬂlﬂ;ﬁ)ﬁé’ﬁt@cem&k&ﬁ he- mi ddl e.

AL POV Ul ok R Al o IRLY, Sl St HERaLLom e T o2l
e

aut hentication ¢ Into Its own n exam nes requests from
System and takE¥ "’Eﬂ“?‘? asptcardey $Yé‘ﬁ§/0%1ﬁ‘€h‘6f°ﬁljﬂ‘bﬁc%“ﬁ@“ﬁ’éﬁﬂ‘é%‘t“ sct of car/car-
Aut hent i catkéysrFaqhagbiss Hifferent autheitipatiomleg €kinseljuendy it lgss bitn chrkley enbyabmmoentisaethe | cat i on

chip, whil %drvﬂaadéaywmﬂeewﬁem%&mq%bm @&M@t@&h&@m% remactngas

resenbl es rSe put gerlglcatlonc

J.cati h#g vior. In this u %ﬂtl cation
chip will SAIEYR™aGpesT " Fradrs ‘b"ﬁ%@ i t@ﬁ‘fpﬁ’ ef?yv%}c%‘cetdﬁ albecause t he
dat a acces g9 9r e sytietifienickipt ed. Note that in both these cases, in order
to fool System Bydofiraithiicoigrdigseiof SkeflRf Fhigh GORBSOHuINEE Rarkdl (F6RSEIpl nk -
cartridges in printers) would allow a clone ink cartridge manufacturer to make their own authentication chips.
The only solution for existing systems is to update the System authentication chips, which is a costly and
logistically difficult exercise. In any case, consumers’ Systems already work - they have no incentive to
hobble their existing equipment.
5.2 Consumabie Lifetime Authentication
In this level of consumable authentication we are concerned with validating the existence of the
authentication chip, as well as ensuring that the authentication chip lasts only as long as the consumable. In
addition to validating that an authentication chip is present, writes and reads of the authentication chip’s
memory space must be authenticated as well. In this section we assume that the authentication chip’s data
storage integrity is secure - certain parts of memory are Read Only, others are Read/Write, while others are
Decrement Only (sce Section 7 for more information). '
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ChipE still requires a real authentication chip, and in the second case, a
clone chipis required in addition to a real authentication chip.
Consequently any of these protocols can be useful in situations where it is
not cost effective for a clone manufacturer to enbed a real authentication
chip into the consunmable. If the consumabl e cannot be recycled or refilled
easily, it may be protection enough to use & Presence Only authentication
protocol. For a clone operation to be suggessful each clone consunabl e nust
include a valid authentication chip. The chips would have to be stolen en
masse, or taken fYoosaprobals e presammsiibirasols Thed Chmquitésitioautdntichtive Sfps,fwhild Fedtovel d
chips (as wetd cadfe ilablGnebd g eicheork Sk uBkAhaliGH Shoul d not be enough to
base a bu5|9%§s]%%, ﬁ%tthe added protection of secure data transfer (see
Protocol s Cl2T3) Ry be useful. 5.1.4.3 Longevity of Key A general
probl em of t hese Thisgropwbis odollschip grotobrhftwomtbetitalivn clsigstata exgdited) Hot tinpriteyl, i S
chosen, it cafiohenti@ds HipcolfnsRaNSGL: valle ef fect depends on the application
of the key. ln sone ingagﬁqi. %fphﬂﬁ Kgy is conprom sed, the results are
di sastrous. Th ot her tR¥SHingFalyustbeseeet, o i nconveni ence. For exanpl e,
in a car/cark¥key Syst Emfacsabtimtk-6Kddettasicet. t he cust omer has only one set

;?n;] . ciar/ car]; Keys. EaCburﬁxlilEanJﬂﬁ%uﬁbeQ!Df)és%t?ﬂEm@&ﬁ&%{jnﬁﬁ}bé%?lﬁfamtﬁ&%equem Iy
e loss of a car-key, 0 m.ses the individual car. 1] owner
considers this a pr ob’ln"ea%]vg "%"égg Iérﬁsptmglée'é;mﬁ%ﬁ‘ %‘&Hf“%ﬁsqlﬁ%‘c&“&?m’b?g%éﬁll aci ng
the System chip insibrdeeilptfuaction. s el ectroni.cs. The owner's keys nust be
repr ogr anmedd r epl acedMénrpvedids ofduihditidali chif) @ oF Al spdeShoB bttt TbriefeRtON Chi p.

By contrast, a conpro(qggﬁugtetgbﬂlg%d[{mol{mgﬁr)hi gh vol unme consumabl e market (for
exanple ink «cartridges 1n printers) would allow a clone ink cartridge

manuf act urer to make enfRkPn Shik yoarpies thedeliowine legigalfanctionsthe only sol ution for
exi sting sy§Xns i s tieeruiedion dnincResns 5,EXN B kbR STtappBak b Agitaliphidbe fudtbidnGhe | S a
costly and | 0gisti Caldabd GHoh fithrddotet BYRY & kS Bho dlefal BBk RS MRS S’
Systens al ready work o tﬁhtgé{o hlavef n:) %{nlcen_i ve gﬁs oél%obgl ebetlﬁg_?ir% exi sting
equi pnent . 5. 2" ConsurfBBIFE IPHET PITEmeREfiEFETEA 2 oBTisaftre: The longtiydrpsnds gp the
consumabl e aut hent i c&letatys sshemenheserfembaiewded Wit h val i dating the exi stence of
the aut henriumahfl on ®ebdfpsr|@3,myel | as ensuring that the authentication chip
lasts only @3 g ag le. N jti.on.to | Ldating that an
aut henti cat | otn[kgﬁi p i gmreleag&;%?&g\%ff? 8@4 ’g‘r'xd,?'?fg% ) ?mﬁsﬁ'\é‘%‘éﬁ’f‘%&n T &3 on
chip's menory space ™ Byidentealforalhbad fnpus, Thedime takapgo retur | ust g jidsntisad for dlgeodne -
assune that the aut hépit cati on chips data storage integrity is secure -

certai n pargea®f )Mo 53R AR iQ?J[X]mﬁtdﬂa%R&se?eFuﬁs Reqd .%ﬁj’[’ﬁé@’kﬁfﬁt hers

are Decrenment Only gesge. ctaﬁgagj f'or nmore I nformation). 120 0 -39
Three protocol s are PreSent&a: 1t Chy e taken i e | Praldf| M must beyjgsutical for
aut henti cati on chi psaleppidpets-Pr ot ocol C2 can be inpl emented using either

one or two With®nt i cwﬁiemoﬁmdaépm@f&tﬂat&ﬁﬁﬁ%&wyb%d&hm.pr otocol is a

doubl e chip protQgalt . nti&ath.on chips are required). For this
protocol, _each au?ﬁ“&{‘%@ﬁ?%%‘ﬁgﬁ‘#%m@&ﬁ%%é& he foll ow ng val ues: Kr Key

for cal cul dti ngSeERmEkels RGLpTRendopdingion; K2 Key for cal cul ating FK2[X] .
Mist be seéret. CRprTprodts Rr| S;aikdmd ratunds 61 thesblo Sgteapt have to be secret, but

nust be segded Wsikh 2Bcafli6h ERp LI Wead function, passing in R, Sx([R);

4. - ChipA 20 returns 63 M and SgofR | M];
5. System 21 calls 64 ChipT’ Test ﬁ.lﬁction, passing in M and Sg.fR | M];
6. System 21 checks response 65 from ChipT 23. If the response 65 is 1, then ChipA 20 is considered

autheatic. If 0, ChipA 20 is considered invalid.
To authenticate a write of M,,.,, to ChipA’s memory M:
1. System calls ChipA’s Write fanction, passing in Myey;
2. The authentication procedure for a Read is carried out;
3. If ChipA is authentic and M,,, = M, the write succeeded. Otherwise it failed.
The data flow for read authentication is shown in Fig. 6.
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initial value for each chip instance. Changes wth each successful

aut hentication as defined by the Test function. M Menory vector of

aut hentication chip. Part of this space should be different for each chip
(does not have to be a random nunber). Each authentication chip contains
the followng |logical functions: S[X] Internal function only. Returns
SK[X], the result of applying a digital signature function Sto X based
upon either secret key K, or K2. The digig.al signature nust be | ong enough
to counter the chances of soneone generating a random signature. The

| engt h depends orTht five thirg toguoia shuwt Eromcih€hipthe X annbtde alldg direoily) InstdRhIxEi i |

Returns R Sr(jalle[i%rect-ll;%%_k{n&:mj(eltm% ns | and advances R if SK2[R X] =Y.
Qtherwi se retu he t}] takep to retur t. b for al |
bad inputs. FFRETHCHRS ‘il[é(kenxisﬂ"‘f:t@feﬁp’h&' mﬁﬁ&t‘“ﬁ"@“"ﬂ%@ﬁ‘% r‘l‘ﬂ ood

i nputs. Read[ X, YJ Returns M | n@BKpériém atidte forbe sBikh ufiggmultiplycall® Readopi, Bead,r et ur ns
0. The time taken to return O mtt&%gmg%m guall bad |nputs The
time taken t urn entlcal d j nputs.
witerxi v iTeRER gty e ars ol o B b e St kB @8I £
over. To aut henti cate Chi pA Zﬁnmﬁetnm@ddiu@ﬁzpyﬁabnmwlq\ﬂmeqwmsjdﬁ"ire#n 21

calls 60 ChipT' s Random functi Qﬂuesa'smﬁ]lxﬂ)ﬂ;nz%cpkﬁdéd&@c&o&rﬁwtﬂﬂ:se&r&]wh&é\d
returns 61 these to System 3. ﬁ(’gtgvm gcchosmé,§§1m ccf:hl pA' s Read.funct i on,
passing in R, SKI[R]; 4. Chip r'ns SK2[RT M; 5. System
21 cal |'s 64 Rei% Y1 lisPedX] flim@;h[&hmusﬁas@p%bﬂcﬁlqwoamaﬂsr@fquadmowtbﬂX ,Syst em
21 checks response 65 from Chi pJ[x2ir. dﬁcem&”anfeaﬁ:pmmsesﬁﬁqIaﬁa:&ckcﬂdmatoChl pA 20

is. considered authentic. If O LPA. 20 | onsi de valid. To
b B ey R e e

authenticate a wite of M to _ stémcalls Chi pA' s
Wite funct Repd[X, BegksiSebX M, M ,waym-%mwmmbﬁwwewwaﬁmwa Read

is carried out; 3. If ChipA i soulbittheRadidos fiidétidn (M@ X and FardAalidala@vis ). Thus a
succeeded. O herW| se it fail edchﬂsan%ﬁatﬂg}nﬁmtfﬁ}m?%ll&? rﬁ%ﬁ‘imﬁ&lﬁ ﬁ&g‘; qt ion is

shown in Fig. 6. AUTH2O AU 0 note a out rot ocol C
is that SK[X] cannot be cal | ed"f etk I“PFFB‘E"%&EI"’@KPQ]I“}“#“S Bepen
i ndirectly by Random Test andteﬂR&adcstamkmM:suaslahtsmaﬁléhl&)njxdmecﬁcremm- chosen

by the caller. It is chosen bygjh %m‘;ﬁyfbg&ggdn%m til a0KEkx Must
performa brute force search us ti geg?ndom Read, and
Test to obtain a desired X Slﬁ"“s[“g\ﬂ %WP 5{’5‘?5' %" SK2[R | X] Does
not return resulHavigg xB0 biing callswdl@@'ﬁp‘amchpww e!@ahs on theguthengipaigpn e pingeet ur ns |
or 0. Any ataREpian by B W RsekR, SRYR]Gaf Byiciighg REFEm, Mtdf sl et ndultifle Gmds tadl NQ
di fferent the desired R appears, a brute force attack on K, is required in order to perform a limited chosen text attack on

K,. Any attempt at a chosen text attack on K; would be limited since the text cannot be completely chosen:

parts of M are read-only, yet different for each authentication chip.

The second thing to note is that two keys are used. Given the small size of M (256 bits), two different

keys K, and K; are used in order to ensure there is no correlation between Si;[R] and Sgo[R | M]. K, is

therefore used to help protect K, against differential attacks. It is not enough to use a single longer key since

in practice, S is likely to have limitations on key length (for example, if S is HMAC-SHAL, the key length isa

maximum of 160 bits. Adding more bits to the key adds no protection). It is therefore safer to protect K, from

differential attacks with K. Otherwise it is potentially possible that an attacker via some as-yet undiscovered

technique, could determine the effect of the limited changes in M to particular bit combinations in R and thus

calculate Sg,[X | M] based on S, {X].

As an added precaution, the Random and Test functions in ChipA should be disabled so that in order

to generate R, Sk, [R] pairs, an attacker must use instances of ChipT, each of which is more expensive than

ChipA (since a system must be obtained for each ChipT). Similarly, there should be a minimum delay

between calls to Random, Read and Test so that an attacker cannot call these functions at high speed. Thus

each chip can only give a specific number of R, S¢;[R] pairs away in a certain time period. For more

D!

information, see Section 7.
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values of SK2[R 1 X] for a given X is reduced to a brute force search where
R cannot even be chosen by the attacker. Read[ X, Y] calls SKI[X] X and
SKI[ X] nust be supplied by caller, so the caller nust already know the X,
SKI-[X]" pair. Since the call returns O if Y;6 SKI[X], an attacker is able
to wuse the Read function for a brute force attack on KI. Read[ X, Y] calls
SK2[X I M, X is supplied by caller. Howev&r X can only be those val ues

al ready given out by the Randon1funct|oﬂl(5|nce X and Y are valldated Vi a
KI). Thus a chosgp

ext..attack nmust rst t. pai rom
(effectively a br u?ntg 9 'F%%enw&m ﬂ’S‘H‘E “S’RWE °§$'PP“81"’ n be
used in a ch®efseardesof %@R“a‘@l@e gidthe eetumialue Qfﬂ(mﬂmtglgemdgmmust(wwaidceémlthy) and

t he .decr emendame vkt omet-egmesg\dfam tmhof xslqethuﬁﬁdwage&fc?ﬁfmmm&mla&y@mél F x} he
next consu e erent. Having SK
_ g%&lg 1 08 pfsSR Rok R iR oo a0

being calle Irect The aut hentication
chip. Since ?'%F&P@H tﬂe%tﬁabem&ymv@mlas that aac@qaé@aeﬁmnq:@msmso TRires ptticpticgign

cal ling Rand:ﬁchxpB&Myst@ndnﬁEe&émk&m@dtﬁafhms(wmhhdtcmﬁk@mﬂeﬁbﬁe@ﬂbdﬂlﬁppear5
a brute forcm@&M&mmﬂcmn%chnp%y;xasn%mamordcegé?w RSk AL Ba) a8 CPOSEN

text attack on osen
linmited sind¥® Tﬁ@*‘&%ﬁeﬁb%ﬁaﬂﬂ%’émeéﬁ&!é@&rwémﬁg%wbysﬁfaw@w&e effgctifee
read-only, yghatgi SfiRiNIRtsubsystaapnoailyliging nttadtc OlipALRbdM, bitlako ke Bowaskot hi ng t o
note is thamt&m%@g@cﬁ LadSRHEmG ven the smal |l size of M (256 bits), two
different keys are used in order to ensure there is no

correl ati on bet %Wy%??l“f'ﬁ] fungting asRbirpdrglops oRp b eRticatp G Wrifseloaptbiptisatpdtgie % hel p
protect K2 §thdf°fnf%ﬁee¢ﬁﬁmahchMacks It is not enough.to use a single

| onger key si ncene}elamp({uﬁ%{cq‘ﬁmmgeslwﬁhhb(&ﬂm to have |imtations on key

|l ength (for e C—SHAT the key length is a rmaxi num of 160
bits. Adding )&n%gge)dllﬁhf °tfe6eallf‘§‘5‘mf@ WhecatioB PIESt ection). It is therefore

saf er to pr ot &bten R clopaphip caidft feerras Bril% | Mhrtithat thekeybrtabreds bo.a@izhethantieonichip. | S
potenti al I ys pagadnat ﬁsyﬁ&}ﬁ;lm%ahﬂﬁﬁ&?&st%éméﬁéﬁ%sﬁ? jedpRhecrt! B SRYRE G

t echni que, cou.éecd determgﬁgs[ he effect of the Tmted changes 'in Mto
particul ar bit CONDINACT ¥R nd thus calculate SK2[X | M based on
SKI[X] As ah &ddedangof kea bisédoigpaturdvaistizinolokbing spoumabtit egptoghaplyciandan soniber Chi pA
shoul d be di sa&qﬁaas,mnie&wgaadmam@eru&%desto generate R SKI [R] pairs, an

attacker mst pus ces 0 ch of which is nore ex en5|ve t han
Chi pA (since cseyssl%“'ém rrus’fe “b%g%cﬂ?néféﬂg&g‘fv TS AR CRTD Y e EP A t here
shoul d be a niEf# del ay between calls to Random Read and Test so that
an attackers Cﬂdﬂﬁk@keyﬁifﬂf&rak&}aﬁ%nifmmdﬂﬂ&sﬁ&bﬁbQbea%&?g@%for@&ﬁnm&ﬁ%ﬁblﬁm p can

only give a S&?ﬂlgfoﬁ(ﬁ? w‘mgﬁmpegsx%ofég%stpl vﬁes‘?ppmg\ ﬁgﬁcertalnrll‘]. time

period. For nore see he only
speci fic tim A ¥Rt f?“é‘f?&r?th‘l%‘lﬁowar?ﬁ%‘fde@‘e?e@mﬁhfét“@Iﬂéc‘ﬁw ng for good
i nputs nust be tChmequadnwitrRegarldilagnlp fvay th@ithedmipiur Chipa liniercadaitdordidaR off €t Ur n
val ue of O chipAd&ay.Ng a bad input) nust be pr oduced in the sanme anount of
time regardl ess.pf ere.th r.ror Attackers _can therefore
not | earn anyt thﬁg Wq‘é f%T“pvﬂ(gOé‘fqd %iﬁ gsc?ef?ﬁﬂi“\?ﬂ?“ﬁém FRreeS s true
for both ReA®falfweTest functions. . Another thing to note about Protocol O
is that readi ngAmaﬁgnsi[xwaa@hh,péyeaélwaﬁwoﬁ,eﬁeﬁ%Qﬁé&h&&@ﬁﬂp@ﬂeﬂtﬁs Chi pA. The

System gagéﬁm&a‘rﬁa}pﬁa‘t e REs BRI Rl ricR HRA ¥ b Mged o MBSl RN B' ™ 1
mo expensive in silicon. This leads fo a second protocol for use with asymmetric algorithms - Protocol C2.

The primary disadvantage of Protocol C1 is that the value for R is known during the protocol.
Consequently R, S¢,{R] pairs can be collected and analyzed in 2 form of differential attack. It would be
preferable if R were unknown, as is the case with Protocol C3,

Protocol Cl must be implemented with two authentication chips in order to keep the keys secure.

This means that each System requires an authentication chip and cach consumable requires an authentication
" chip.
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M is returned correctly. A clone chip may pretend that Mis a certain
value (for exanple it may pretend that the consumable is full), but it
cannot return Sx2[R 1 M for any R passed in by System Thus the effective
signature SK2[R 1 M assures Systemthat not only did an authentic ChipA
send M but also that Mwas not altered in between Chi pA and System
Finally, the Wite function as defined doe® not authenticate the Wite. To
authenticate a wite, the Systemnust férforma Read after each Wite.
There are sgug bagicaeslvantages with Protocol Cl: Kr and K2 are not
reveal ed during the aufhentication process Gven X, a clone chip cannot
generat e SK2[ X | Ipqmespsesniysiem mayeonisina lasge ampustaf grocessingpawesahltepativhlp fir ingtancds on

chi p. Sy's bispteins thta yhaduRctatesih Bige quafiBg thag,anubh df OhipTOMb $3968h mBHbS b@iBle IHEh as

ink jet pl‘lgftg§|&$19 on Qr crypt.i o |sr wredb stem
itsel f. age rangcgzqof')sﬁo 'gtéhéné: agl gtl’tll%. éB 2§ l”ﬁ‘c‘ﬁ’en%’ %V%?et ric
crypt ographf}‘e“’?‘&rﬁfémfﬁﬁ%éﬂp‘%@%ences and nessage aut henti cati on codes.
Keyed si gnat ur e Fantlis prresol\avh dig BtainOBétollihd vils:f ewer gates and are easier to

verify thanK@sym*retr|ngrg;,yglglgﬁctkm)eﬂg,p&?c]?lormhg%t&beze [or a keyed signature

function do not have to be as an as ric (public key)
al-gorithm Ami ni numCkigde l?’é’“*?)‘f"yf? orptipgsand prgryptige Mog BLeebr i at e security i f
Sis asymBtric crﬁmhgb@hemmﬁmmmbanpoemﬁmhaeet&&&ccﬂt ba mst BAsked@ISvidadequat e

security if Sis HNA@"ﬁﬂﬂf\ImaICQm&%%ﬁ aemeenéh&g%]w%aapiwc&&mm& ﬂ{al,% way to
aut henti cate Chi pA |§ %b ‘ﬁa? t he contents of S nmenory e security
of this protocol dep on° °Ff5‘mfﬂ?ﬂerly| ng SK[ X] scherre and the domain of R
over the ¥t of al | MSywsy weter of sifhtrtictiopvhiB RS thdscsprcdrboulirby dif@ynekir eadhglipt ur e
function, there is n@o@gb(m;@g@argﬂaoﬂMQﬁent it as asymetric encryption.
L“Sork.etyﬁmf Vs et b B B peedipdon, BtA8H A RB R 51Dt ocol

for use wi t<#: ﬁwyﬁe@“awqcﬂqwdﬂﬁﬁot ocol C2. The prinmary di sadvant age
of Protocol E@l is thm‘em&lhﬁcwﬂin@a{eﬁﬂﬁli@{]&dﬁ%@é@ynﬂié&:bélﬂryﬁthﬁctﬁﬁ@t ocol .

Consequent | y; SKI [ L. ct and tn.a form of
differenti xgttack |t M‘%%g%%PM% TR W%rgecé'ﬁtl?ﬁlﬁt\’/?ﬁb as is the
case with Wbl ErTeroReumEd nust be |an emented with two

aut hent i cat TestfX,&hi pRefums bnd edvark® RHIRER | K- K ©dfsrwise fhifne). Theltiie fakdt®ddammbhat

each System requi r &Smate AULAEH! a8 oty ks RGN ¢ QUSRI G T oS an
aut hentication chip. AUTHZOAU S42 5.2.2 Protocol I n sone cases,
System may contain °€fda anount of processing power. AI ternatively, for

i nstances Rspdi¥l st erﬁ#’!’#?f&tRﬁtw Mgk BY1 whee & = DxalKhidepency test fnput bijiog ShipT is
integration of Chi p'Effécme@pﬁija&)tem may be desi rabI e. Use of an asymetri cal

encryption va,l,,g%il t hrﬂfrﬁe@&o@e‘rlh&’\é" tg;gle% fﬁeS‘%st emto be insecure.
Prot ocol C2 ﬁre ore, uses s rrc ¢ phy. For this pr ot ocol ,
each chip cont al"i&" ?W"Fdﬂ‘?ﬁ'ﬂ‘zﬂ’nﬁm\?#ﬁﬁé%“‘ey lsm hiph, Baving Ky in ChipT has the

advantage that ChipT can be irplemented in software or hardware (with the proviso that R is seeded with a
different random number for each system).

Protocol C2 requires that Dga[Exi[XT] = X and Dyr[Exa[X]] = X.

To authenticate ChipA and read ChipA’s memory M:

System 21 calls 70 ChipT’s Random function;

ChipT 23 produces and returns 71 Exq[R] to System;

System 21 calls 72 ChipA's Read function, passing in EJR]:

ChipA 20 returns 73 M | Ega[R.{ M], first obtaining R by Dga[Ext[R]};

System 21 calls 74 ChipT's Test function, passing in M and Fga[R | MJ;

ChipT 23 calculates DKT[EKA.fR | M]] and compares it to R | M.

System 21 checks response 75 from ChipT 23, If the response 75 is I, then ChipA 20 is considered
authentic. If 0, ChipA 20 is considered invalid.
To authenticate a write of My, to ChipA% metl;ory M:
L System calls ChipA’s Write function, passing in Mye,;

N oA e N .
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KT Chi pT only. Public key for encrypting. Does not have to be secret. KA
Chi pA only. Private key for decrypting and encrypting. Miust be secret. R
Chi pT only. Current random nunber. Does not have to be secret, but nust be
seeded with a different initial value for each chip instance. Changes wth
each successful authentication as defined by the Test function. M Menory
vector of authentication chip. Part of this space should be different for
each chip (does not have to be a randonyyunber). There is no point in
verifying anything in the Read function, since anyone can encrypt using a
public key. 2.Consheusmithafior fi@ednd fdr oRdatig ciri¢nadi ons are defined: E[X]

I nternal -fungti oqf@gﬂmsaugﬁ%ygn@ﬁ EK{,I){L ﬁ @%;g}g&m%lefeegclrgpt

function E. I'nt ernal f unction on et urn
asymmetric decryp?’"‘%ﬁ@?%ﬁ“@“‘mﬁa‘ﬂdﬁﬁ%’weﬁiﬁﬁw%nly Ret urns EKT[R].
Test[ X, Y] Ret ur reulyk valid Ghipsl wauhilesy th valie d}J]i[ﬁcéRx]mtpass\éd infoliHa @dthahtise Anktidar NS 0.

The tinme takﬁﬁs&Qedh%we&q%wdga{é)t%&&:&%%éd%a&eﬁ&ﬁ WQ&%OQI?H%%M d BnhlepA

time taken to return must e sane I nput s

only. Ret ur n'8e A7t ke Cnee obtgiped, fivays F?Pe“dﬁW%}d‘E%%?“H&G“@é@tcmpﬁﬁ%tﬂ‘%l nce
Chi pT is efveafythandeldscododiform & Ex [RIM]E=a]| ¥ and/Wehde €8ip Xis@aHa) Sided WS PEERBY% Of M t hat
can IegitirméedR}/ be witten over The public key KT is in ChipT, while the
secret key KA'TS in Chi pA. ving KT in ChipT has the advantage that ChipT
can be inpl enent th%C%W@WV%Fd%ﬁﬁmre (wWith the proviso that Ris
seeded withea diKh{tesert kepaidomedddding thé Qitheiadibn watsst en) . Protocol C2

requires that n %EA nti cate Chi pA
and read Chi Au;ﬁir@n%o% }\Xlonrg&p%%?tgé% wgﬂﬁ' K‘fbaﬁsmalmqe%%ndomfunctl on;

2. ChipT 23 °proddeg&ry @%?W%mmmmwletﬂbmmmm@swus}srﬂwoz;asp@w s 72
Chi pA s Read funsﬁSyﬂﬁH;Oﬂﬁ&ﬁﬂmgreﬁuﬂedEoTl{eR]wcméhuthgﬂ:ﬁ@nm returns 73 |V|| EKT[R |

FUnct i on, pasel ngot SuR) SRR RRep Pl enmes B0 S bl ety a1

M] and conpares™t to RI1 M 7. System 21 checks response 75 from Chi pT
23. | f . the mespoMSHEpT/ibaphgsicllchib,S@mGagf Lkl S consi dered aut hentic I f O,

Chi pA 20 is, conshg,%glggni {ﬂé/ro&e‘ﬂ-d% gm&?mtlaentl Arcal gasa V\éru%ctafonqhmmc %omf Ch| pA' s

menory M 1. System ca pas |ng In

AUTH20- AU 0 -4@?“%@“&%?!%’6%‘%&?‘?%%“&%@@6@?% or a Read is carried out;

3. If ChipAeis aistdieSystint colld e dwiredsolat CHR rikfdsis @rer® UiSeCeisl€llpT, ClifTeooM eeer | t

failed The dat aanﬂe%éhﬁ&sﬁ@?@#ﬁu ck@gl&dhg%éb §ed§ag¥mtﬂe§ys e%%%blﬁts&ftt%ml y a
; I'n

val i d Chi pA woul d know the value of R, since I's not passe

aut henti cat e f urfeRasdlg authentication protocol.
However, Protocol C2 has a number of disadvantages:
. Al authentication chips need to contain both asymmetric encrypt and decrypt functionality.
Consequently each chip is larger, more complex, and more expensive than the chip required for
Protocol C2.
. For satisfactory security, each key needs to be 2048 bits (compared to a minimum of 128 bits for

symmetric cryptography in Protocol C1). The associated intermediate memory used by the
encryption and decryption algorithms is correspondingly larger. '

. Key generation is non-trivial. Random numbers are not good keys.
. If ChipT is implemented as a core, there may be difficulties in linking it into a given System ASIC.
. If ChipT is implemented as software, not only is the implementation of System open to programming

error and non-rigorous testing, but the integrity of the compiler and mathematics primitives must be
rigorously checked for each implementation of System. This is more complicated and costly than

simply using a well-tested chip.

. Although many asymmetric algorithms are specifically strengthened to be resistant to differential
cryptanalysis (which is based on chosen text attacks}), the pnvate key K., is susceptible to a chosen
text aftack

. It would be preferable 1o keep R hidden, but since KT and in fact all of ChipT is effectively public, R

must be public as well.
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(it is passed in as an encrypted value). R nust be obtained by decrypting
E[R], which can only be done using the secret key KA. Once obtained, R
nmust be appended to Mand then the result re-encoded Chi pT can then verify
that the decoded formof EKT[RI1 M = R 1 Mand hence ChipAis valid. Since
KT ~ KA, EKT[R '"A EKA[R . Protocol C2 has the foll ow ng advantages: KA
(the secret key) is not revealed during the authentication process G ven
EKT[R], a clone chip cannot generate R i hout KA or access to a real

Chi pA. Since KT m KA, ChipT can be ‘i npl enmented conpletely in software or
in insecureshar dmaboelczrautﬁeaucﬁ@htmpseémwséammmhmﬁmpﬂwﬁequuer ed to be a

secure authenticg Hdgﬁdsgﬁg Ch| pT and Chi pA contain different keys,
i ntense testing g fylp revea not hi ng about KA. If ChipTis a

physi cal chip, SYtihpe °s°l b & onlypegidic fimipg requirgpant f Expterol £2 i Prsming pralues

wel | - docune his&ign @n@brafdmﬁtarmd tifrie @lenaciytinA R Vahie & ta linga@fid sodinmist batheGhms@adfiless m f or

i npl ement at bﬂﬂw&%ﬁ&%ﬂ%@%&ﬁ%ﬁ%&&@%@ﬂ%& 11 GRS Breh b g&é@o&tam&%m Even if
SO

System coul d be rewre nquests were directed t

Chi pT coul d%5EErEY @l efw"eem“&}xms% peelqepaorlpaapeny R Abor YIRS RERF o have to
be dir ect eds®d) aliohtahe Bipsitvame RENS thie feboth Resl andFeplmgiotshe aut hent i catl on
protocol . HoYeV&aietedi@t 0OCOl C2 has a nunber of d| sadvant ages:

aut henti cati on i eed to cont ai AY40) and d ryp
functionality. Cpheé"ﬁéggff?ﬁ?tw”‘&??f%ﬁ?pﬁ%@ﬁ%ﬁ‘@ ]r“‘gp 8#%1“3’?"’&“58 "nor e
expensi ve t ¥xalR] datte seshrred by thepithoke vtk F is S Bt Bess pairSaan be Weskto yahtiadifiad chyrep
security, e hadeNK)ards vk %e&l@rﬁ@fkﬁm@n&lﬁm (mrmam@rskmte @es@blmo@ssmeh&én 128 bits

For S T Gl RR 0 A0 ol c  Sh 850 G e 402332081 RLAH Pl ot ©

menory used D encr aﬁ‘g 'S cor respondl ngly
| ar ger . Ke@ﬁcg@ﬂé?%mn igT inpphlictand hpneg R is npgestsb Fn addivaneings Roip madamiit igiod keyss.
I f ChipT i Senbughb ﬂﬂﬁﬁﬁa&naﬁryﬁtem&ﬁ:ofkmAmﬁ)ﬁmﬁiI(ﬁf bificblh fahdors seqinde bKi Ng i t

into a gi vq)qf‘%%ﬁ%e%@%ma&ﬂgm%‘p sméenpblggetgea as software, not only is

the inplene 0 %aerror and non-ri gorous
testing, but thé'h‘iSH‘P‘é’gfsl“te?“@FW@:Bﬁﬁgl tHerat et B it ves nust
be ri gor oysderstet eI T GinkOve dosliCwnnt téivesl RECH riisd be A Dable SYip Potol (ThipBeatust baDr e

Ty asy T e e o stant to
y asy | [ S Sj s

0T oront | PRt OATIToa s SR R s VB3t TR B SOTULRE) ° ¢ he
private key KA Pl @itharfirdsises tyadew: Tehfratdey is ysehin ChinTteenkrypt Rand ths sigpgrupsof

pr ef er abl emmek@@ﬂeﬁhudgﬁm 1sbahoemﬂcehel€ﬁmehctemaﬂdaaﬁecedylcm@& H@RIRGST i S
effectively, | L | e Protocol C2
aut hent i catl on ﬁi’%ﬂgcyﬂ}iﬁgrﬁﬁ %HR orte EP] Uﬁ"—@ e%%n%l%&le tthey woul d

be consi d&PBY encryptedwnh e second

For this protocol, each chip contains the followmg values:

K; Key for encrypting in ChipT and decrypting in ChipA. Must be secret.

K, Key for encrypting in both ChipA and ChipT. Must be secret.

R Current random number. Must be secret and must be seeded with a different iniﬁal value for
each chip instance. Changes with each successful call to the Test fanction.

M Memory vector of authentication chip. Part of this space should be different for each chip

{does not have to be a random number).
The following functions are defined:

E[X] Internal function only. Returns Eg[X] where E is symmetric encrypt function E.
DIX] Internal function Chip4 only. Returns Di[X] where D is symmetric decrypt function D.
S[X}] Internal function only. Returns S[X], the digital signature for X. The digital signature must

be Iong enough to counter the chances of someone generating a random signature. 128 bits
is a satisfactory size if S is symmetric encryption, while 160 bils is a satisfactory size if § is
HMAC-SHAL

Random{} ChipT only. Returns Eg,[R | S[R]].
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As with Protocol C 1, the only specific timng requirenment of Protocol C2
is for returning values based on good or bad inputs. The tinme taken to
return a value if the input is good nust be the sane regardl ess of the

val ue' of the input. The same is true if the value is bad. The time taken to
process good and bad inputs does not have to be the sanme however.
Attackers can therefore not | earn anythi ngoeabout what was bad (or good)
about the input value. This is true for R¢th Read and Test functions. 5.2.3
Protocol C3 Protocol C3 attenpts to solve one of the problens inherent in
Protocol s C Tatid YL2 | @hbhady. Paursg asifadvihees REREGIR] R]C—ﬂd’]Oh&w@ﬁEtﬁlﬁd’{EThehg(e t he

attacker (where F is &&rw@momgggdeg@dr@_a.g%@m% *‘h?ﬂ:ge&ﬁ dpl M t ed
chosen text attack on can be use or erentl ana yS| s of K1.
It is therefore desi rédﬁi}éd g&?ﬁ%’é’q’l’ fie chosen random nunber R from ChipT to
Chi pA wi t houReatliXk | nt ShiplediliaCacuBisY Ehfrdar iy iKhBettins® NEgM £Y]afS[ R = ZPDdrwa@igol  C2
cggn?t do this SIRnce Qhwa'm§andt9mtam&a&e&&‘m!tl%aﬂf&aﬁla&mﬁ&cmkmemnm e
addition, since Risr ot engqu Q sinply pass an encrypte
version of Rto Chi pA® %ﬁ‘?ﬁv%ﬁ%‘@b 8’5&?&‘@“&“‘?andom sequence of bits
coul d be substi tJi‘@@tqceirforwﬂmﬁﬁtepemfolbmdom sequence of bits by the
attacker. The sols%teinqmcm&ompﬁamy@;mdag;,h R and R s digital signhature so

t hat Chi pA can t erated by Chi pT. Since we don't
want to rengZI %ﬁl&-&hmafswgﬁmgﬂ&@ Sé’“&lﬂp Prot ocol (Chi pT cannot be

i ncor por at ed i nt éys&“‘@b‘fﬂilﬁﬁércéfp&lgftﬂéﬁwmﬂsmmsmékxﬂﬂ§$]hs an ASIC core). A
keyed one-waly f uohipA Wriledripis ERIR | SED hid Balculied 16 Bwd IR DA dApcd thd BHPUER. Ifthediisd R S

si gnature. Symhﬁtbicﬂlqﬂ%??ﬁ%ﬁfbﬁg%c crpp?\r%g%&&% used. Protocol C3

therefore uses t I'S use to encrypt R and
the signature of S¥fp %ﬂﬂ’é‘%ﬁb‘?@/ﬁ%&‘“ﬁ%ﬁﬁ“ﬁ“@%‘?ﬁﬁ@”@d§BW{IRﬂ&“E%E%A where R
i s extract ed andzevestdsits wal EfM Oifiapdeompafes & fp@indthé Bput waRb. iIfihey tohéqpad tenClipapt S M |
R using the SeCOmsJS&}&cmé\QﬁhaQ&'iﬂ‘s'Eﬁmwh‘%th?Mﬁ Ifﬁgbémﬁyﬁﬁueﬁh% e%m&.la@ out put
from ChipA backstoSChlﬁ where 1t 1s verified against the known

encrypted with t frd° YT key. For this protocol, each chip cont a| ns the

f ol | owi ng val uesThe data flgwganfbg seerein Eigyrpd:i Nng i n Chi pT and decrypting in Chi pA
Must be secret. Pr&f&ol@}iasftﬂéffoll&ﬁﬁé;m%ja@g in both ChipA and Chi pT. Mist be

secret. R Cyrre and nmust be seeded with a
different initi 2’% va: I;ret’)'sgacﬁ"t(’:‘E"hf"ﬂeg)g ‘Eeﬁg" FIHEHARGES with each
successful tall %“‘NWY%@E‘IGF&EMWWMNPMWWMQWQW@&m@m cation
chip. Part of t hirBesspasackedeiibiGuilia wlie bf6 EGR] ek Qor €& !K,.Chi p  (does not have

to be a rangom %mﬁ&wﬁﬁ@ﬁﬁhl”&%@gﬁdﬂé% ons art% dgkl 'fﬁﬁ%’f%qes'sl“’g} er naI

function only. Ret encry

I nternal functi d® ALFRIGR W%%MMW"W%WSDK! §s°§‘§}ﬁ'ﬁi§?tfb}cé°”decrypt
function D. Sl Xposdnitexertavk It if tre dé teerEx Ol SYR]] valads danrds coBfcil by dn erclalt, bjit thé is
signature for Xnomaaﬂamaméeamétw&mwue%b@ﬁ&dﬁﬂ&u.géﬂmé@er&a%% er the
chances of sone%ovg’gg g king a random signature. 128 bits 1Is a

sati sfactory size'l Eymretric encryption, while 160 bits is a

sati sfactorly si Zistenfis @y jtoglesiga)\ds@ciglin Iiwcm@mw_l{haﬂnkpﬂimm ys noRetypionsr EKI [ R
SIR|]. AUTH20- Adryption isduirk@8y dysfem i Chi pT only. Returns 1 and advances R i f

EK2[ X | R] =Y. Tgelrehazeeravx\lnum %r Jf %'Ea -goggmenoted a-l!l- c?rypgahalrgged symmetric algorithms to chose from for

<

implementation of E, including patent-free and license-free solutions.

. A wide range of signature functions exists, from message authentication codes to random number
sequences to key-based symmetric cryptography.

. Signature functions and symmetric encryption algorithms require fewer gates and are easier to verify
than asymmetric algorithms,

- Secure key size for symmetric encryption does not have to be as large as for an asymmetric (public

key) algorithm. A minimum of 128 bits can provide appropriate security for symmetnc encryption.
However, Protocol C3 has a number of its own problems:

. Although there are a large number of available functions for E and 8, the choice of E and § is non-
trivial. Some require licensing due to patent protection.
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taken to return O nust be identical for all bad inputs. The tinme taken to
return 1 nust be identical for all good inputs. Read[X] ChipA only.
Calculates Y1 Z fromDK, [X]. Returns MI EK2[MI Y] if Sm= Z Oherw se
returns 0. The tinme taken to return O nust be identical for all bad inputs.
The tine taken to return MI EK2[M1 Y] nust be the sane for all good

i nputs. The protocol for authentication i® as follows: 1. System 21 calls
80 Chi pT's Random function; 2. ChipT 23returns 81 EK,[R 1 S[R]] to System
21; 3. System 21 calls 82 ChipA' s Read function, passing in EKt [RI S[R];
4. Chi pA 20e decr Beptnsingds tHe lhoken Sfchiption slgunidmOia) gendraibrean tele@npboaed. Sheftietiided upon
the decrypted R . Etg;ﬂ' RA Il R].

Q herwi se Chi pA sf%in?%?%dtﬁéﬂgmggwg?% em %ﬁ%ﬁ%@%ﬁ%ﬁ?ﬁ%? est function,
passing in the ridgdhhed M and EK2Z[M R]. ChipT 23 generates its own Es2[M |
R]. and conper es IfChigagad CHEHT ateliBtadcesptithe saRd dudentidafiontchig yacheh® nmstualain béthen Chi pA
20 T's consi der edyalohuthnfucks ud S 58kaio) G sk dodipiBQha  Ohi PA

isinvalid and O'is returned 85 to SyStem ) ata tlow can be seen in
Figure 8: Prot o Remsivp tan Ghechip regiinedfaf Frpioool {1 whiehopl bes cnoppt Rugetignal®  (t he secr et
keys) are neot r diibebaticibnickigis briien atd iWwehipd t¢ atd «oMang FOLeBpledNel désigestvar yi ng
challenge Ris ; bt hSei VY] O oA must
aut henti cation %gf%g%g@ﬁ@ﬁ;@%@ r%:dgcrﬁdr%ﬁee%ui I dl)_gs%%eg%i%n@%?fy%%‘go[ X].
val ues for K, or*o9&sbotsryptandgeqrm} making ths conmumplle gyhentioationchipfs lager AieivY R | S[ R
pair encrypted whipshBoikhipddiustialso ¢ohtein gfname fun@igistabing thent moreroppladiemtht dipt  at t ack
R only advances ryitrofpiistbicd. call to Test, so K, also not susceptible to a
chosen text attack lf is trye that the EKI[R I Rl ] .values can be
col | ected By an-%ﬁ’fo °é%%<%?’?““f?ﬂ?“° Pfé:f"é‘}‘i%bec’f%ieﬂg?"f‘g%g%‘%’ﬁ??c8@1%@%’ Hese val ues
and the out put wvtehgeacryptiondetidtve Read function since there are two unknowns -
R and K2. sQwst aduica®@ey t o design, especially in | ow cost systens such as
ink jet prisr}t4eir Sened cilSy e@crypti on or decryption is required by System
itself. THere are a n_ur%er of well-docunented and cryptanal yzed symmetric
al gorithns to cREe®! $ritths mastsecuieafthedhreafiopgunabls Lifpting autheptiestioraiyolp sitcent - f r ee
and | i cens aethifigierefalitdabduQiSchallerde Bonile kPR HB v, PHHRE UF Rquirtsitdldmengioeofi St S,
f 1 OM MBS aQfentth YeiRlidi Hdsgfbufftiont, RubBAARMAHIRCR s AUIRGES L. key- based
phy. . Si u an m

symmetric cryptogra Signature functions,_ . symmetric encryption

al gorithns® ’EIF’?"%""F%‘?%%"F’ igatseskby ty [jnitel §atgs mekedhis grojocolgpoplpmatio.t hapn asymmetri ¢

al gorithns. SeWikRotcelyC2ivendf thegrocsy/afpiebsing @ key mey sypghtfonard BewcahGl is have t o be

as | arge agngficaldithepfo¥elitRc tieGo hdHighlcbsCof si@Y dnpRiShibal (bR keyizBhad inidi0RPf 128

bits can proelmdn%.grﬁproprl ate security for symretric encryption. However,
S unber of its own probl ens: Although there are a |arge

Prot ocol C3™ha
nunmber of avai | Bpspeal Gl dprterefos the cpispt potoge] df chpice it Eonsymsble bifetine quthepigption. s non-
trivial. Seveuilgaikilice chsts@amSiomgwithMooicd Lid tridUSA pipoit Rilaticns are lakelPfotobd) O
C3 will be preferable to Protocol C1. When silicon costs are negligible or tight integration is required,
Protocol C2 may be preferable to Protocol C1, but the security protocol of choice would still remain Protocol
C3.
5.2.4.2 Variation on call to Test[] |
¥ there are two authentication chips used, it is theoretically possible for a clone manufactu:er te
replace the System authentication chip with one that refurns 1 (success) for each call to Test. The System can
test for this by calling Test a mumber of times - N times with a wrong hash value, and expect the resalt to be 0.
The final time that Test is called, the true returned value from ChipA is passed, and the return ﬂm is trusted.
The question then arises of how many times to call Test. The number of calls must be random, so that a clone
chip manufacturer cannot know the number ahead of time.
If System has a clock, bits from the clock can be used to determine how many false calls to Test
should be made. Otherwise the returned value from ChipA can be used. In the latier case, an attacker could
still rewire the System to permit a clone ChipT to view the returned value from ChipA, and thus know which

hash value is the correct one.
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-46 Dependi ng on the chosen encryption algorithm key generation can be
conplicated. The nethod of selecting a good key depends on the al gorithm
being used. Certain keys are weak for a given algorithm |If ChipA and

Chi pT are instances of the sanme authentication chip, each chip nust contain
both symetric encrypt and decrypt functionality. Consequently each chip
is larger, nore conplex, and nore expensiye than the chip required for
Protocol PI which only has encrypt functipnality. |f the authentication
chip is broken into two chips to save cost and reduce conplexity of
design/test, twoThenbrp sasesdf cdutse, isai@the Sgstddcranite RbtipietelytépRetd by Stbd€3yRgn thit does
econom es of noiﬁ@lh@auﬂl%&% L Saabids Y et grt]:’e ,Hrﬁit m%i'm\gﬁlg%gﬁh%gﬁgt?}& SO o and

decrypt, maki n? he .consunabl e aut henti cation r of the two
chi ps. Both Efifp °Wﬂ‘ﬁ‘f’“°3I°§'6‘°56‘°1‘|Faﬁ%ﬁe@ﬁgﬁﬂné’eﬁﬁﬁﬁttﬁﬁ%@ﬁ%@ﬁ@wﬂ% nor e
conpl ex t hanmedfeatiosiamp to be e Addiog sudlogRraByoa0ffor Glample iPhe tag:obh snfalB desktop

aut hent i cat i @R Rhybs ctrstéend AbuPBIcSXBOS kG ' re
consi dered lgﬁr‘gn%ﬁgncr tiQ evi ces. y% ZIS%E%?&%Fﬁaﬁgédﬁ%%%g&ég@sﬁ&l
General Comgnt®? 8?'8@%’?“&‘2138‘”%8 st secure of the three Consumabl e
Li feti me aut$iett iGae Cosnnble tded®ed Autbentication @igp hi ng i s reveal ed about the

chal l enge from t Iigs inRHROB ARrembR WS Mt of dbrRbnOBI lembiing 1R LRS! bR HRENT At i 0N
of —encryption, nature fun

cryption a [ ns, King |t nmpre
oxpenas vart rfomke SEELH iR B0 s ARG G i Tt Pt T B8P one
i nposed by tSPréiailpqwR edgresstand the appenk es atfieih gewnonstrorbly| It ipimpéstant tretiote dhat thiyattdvk Ritlot ocol
C2, even if riqliies pled GRBRicAibn BHAOSINGhadaltgy WAS strai ghtforward, Protocol C2
is inpractisealy plaalvlferkepsent tinme due to the high cost of silicon
i npl ement ation (bot ey size and functional inplenentatiorn). Protocol C
i s therefore the?@UFr@mRplempidiesdu Pritoolyitintoree the putersivasionkssas chismgdtcagpgt
aut hent i cat iesily be clianped Inserhe igstancastheiohprantise of(16¥ Quld Bdisasthousrwhild ik bthdvb@s #iss Law,
and USA expagk plhlH 5@ kicBS 13156 o lidtEifbop, Protocol  C3 will be preferable to
Prot ocol C V\Fue Sili ¢on costs are negligible or tight integration is
required, Prot otBPME3PRlhe hreferable to Protocol C 1, but the security
prot ocol of choi#slesmibed id Sestian|5|1.41 @wibeation 320t 108ratbeols €Band 61 &¢ te Rotddals ofakoican on
call to Teskntly, bk cotbsQonteMBwtAtn MO EAY, bid s & BipBiSrest®8hs ark felaked Protocols

t heoreti cal ible.f I facturer to replace the tem
S PRI R el R 21 P e

aut henti cation eturns | (success) for each call to
Test. The Syst erHo¥eysn Prptecsls P 5 Cf ppptain pyych ofihq spprromensentsa. nunber of times - N
times Wi th @ w i rebpas Readiad wiite acodal expect the result to be 0. The final

time that Tgst ibﬁrb%“ﬁx@l %J&% treue eturned val ue from ChipAis passed, and
the return value iIs trusted. . %e(‘je&é’%et‘f& ﬁm‘f“ﬁ%ﬁ”%ari ses of how many tines to

cal | Test. *The rethfsatire pdomgpmbsr sespondectongifom; so that a clone chip
manuf act ur er carfrekol Kheyirtshe additodarkey @)@kl af soié HRimal sfate DGire fRafpas a cl ock,

bits fromthe clag&gm&mamgmd§ggmhgpm (ggml plegdtrmggzkm[ly false calls to Test
shoul d be made. O herw se the returned value Trom Chi'pA can be used. In the
|l atter case, an ?®JdtstwcliovhicheglicFrl¥k i 1| rewire the Systemto permit a clone
Chi pT to visew t laetaté @ichificraaativih the Réad Qildtitado puld Fr, @0 End Hyps; know whi ch  hash
V§1| ue is the CO'i’fo@&&deﬂﬁrequlﬁggaﬁﬁngesoveerwcolPl.Itismoresecureandcanbeusedinall

places where Presence Only autheatication is required (Protocol P1), It is therefore the protocol of choice.

Given that Protocols PI and C1 both make use of keyed signature functions, the choice of function is
examined in more detail here. Table 2 outlines the attributes of the applicable choices (see Section 3.3 and
Section 3.6 for more information). The attributes are phrased so that the attribute is seen as an advantage.
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0 _47_ The worst case of course, is that the Systemcan be conpletely
repl aced by a clone Systemthat does not require authenticated consumabl es
- thisis the limt case of rewiring and changing the System For this
reason, the variation on calls to Test is optional, depending on the
System the Consunmabl e, and how likely nodifications are to be nade.

Addi ng such logic to System (for exanple imthe case of a snall desktop
printer) nmay be considered not worthwhil.gs. as the Systemis nade nore
conplicated. By contrast, adding such logic to a canera may be consi dered
wor t hwhi | e.  Balike 245@mEhyofigynBoirNomedslaboraisi Nng Real Aut hent i catl on Chip It is

i nportant tp decrenmentthe anmount—ofTcongumabterremaining re use that
consunabl e |portion. If the cons:‘mab e ip uged firdt, 4 cI %3 consunabl e

f

could fake pa |l oss of contact during wijtel|to [ e | spegcia nown address
and then appear as a fresh new consupable. It isd rpor tjant @) not e t hat
this attack)still requires a realm ut hepti ¢atip@ ghtp i .agh consumabl e.
5.2.4.4 Longevity of Key A general® prabljem ¢f th&se 3w %r D0gol s i s that
once the authentication keys are cﬂmsgn, [ ngtS aqiBy| & |changed. In
sone instances the conproni se of é‘keg cogl jﬁ)e Qis t noxs §/\lrile in other
cases it is—not a problem See Bectlion {51 flor goretinforngti on. 53
Choosi ng a |ProebResMs As descri bed| T n |Jectfion]5. 1.%. 1*and *Seftiqn 5. 2. 4. 1,

Pr ot ocol s FIRa&hﬁlkage@mmmt he pr ot pcol|s of{ chpi cH. Fventiwal {&, |as silicon
costs cone Faw-—afifd—USA—export,Hegut-atiops—ar e rel axed,
Pr ot ocol s ch'ilx%e# ﬁJOHFﬁI %_g prefergble it o 3[}:’0'[ O.CO g P ZI'._ a.wnlﬁJ]. However ,
Protocol s RIF#nd C contain nuch| of [t*he [sane cdnpoh&nt $ botth require
read and wriPreferadICR S (bitshrartuke i €QjUI6E ¢ 128TRNIENENB TSI DN 18T | d60klered one- way
functi on; E’hﬁsappl&%:h require randominumjer pengratfon functionality

Protocol C al lkey [(K2) a9 well a$ s nniml state
machi ne chq@ipsksize®ity state machi|fd a6t el &t i b# t|@endBl ¢S X to be call ed
duri ng Rand@ngptanalysisaaik-Hadnct 1 on jvhni ¢la cal | s| FKI[eX] [ a $rat|ee michi ne

alteration Bard ngyjunctlon to ¢all |FKI{ X] and FKZ[ X] |Profocol O only
requi res mininal__changes over Prioto¢al Pl It -ils re secilre and can be

used in al | OUpY sizegivenipnutsize By oser| @ ORNy | ANt [3ht il%gatlzén 199 irl&Q i r ed
(Protocol Pl.)wstdrigete@uﬁihﬁrﬁefore ffhe prot pcol[ of [ehoj €e. [+ Glwen|t hat

Pr ot ocol s 57 h—reke—ude—of—keyed—stagihgturg—Fopetiors, the choi ce
. o iR ondom _ g gt arE—Tpiettons,
of- functi op.Ls pxamlﬁ in mreidetail herd Tablel 2 outlilnes|the

attributes| BPASE@edppl i cabl e chdi®cep (see Jection 3.3 phd| Seftion 3.6 for
nore infor Ththﬂyg:veIhaeca&nteﬁmdamtmmﬁlmm rased so that the attfibute is seen

as an adva 2 :nﬂn.lnn IZShE) 2 tha li' hlc i3 efft 'ii_‘_iil' ""i the 3 'f‘_". orguuctsand
Nonencl at urge

Sequence The problem of key size and key generation eliminates the Random Sequence. Given
that a number of attacks have already been carried out on MDS5 and since the hash result is only 128 bits,
HMAC-MDS is also eliminated. The choice is therefore between HMAC-SHA1 and HMAC-RIPEMD160.
RIPEMD-160 is relatively new, and has not been as extensively
cryptanalyzed as SHA-1. However, SHA-1 wﬁs designed by the NSA.
SHA-1 is preferred for the MC construct for the following reasons:

. SHA-1 was designed by the NSA;

. SHA-1 has been more extensively cryptanalyzed without being broken;
. SHA-1 requires siightly less intermediate storage than RIPE-MD-160;
d SHA-1 is algorithmically less complex than RIPE-MD-160;

Although SHA-1 is slightly faster than RIPE-MD-160, this was not & reason for choosing SHA-1.

Protocol C1 using HMAC-SHALI is therefore the protocol of cholce. It is examined in more detail
in Section 6.
54 Choosing a Random Number Generator

Each of the described protocols requires a random number generator. The generator must be "good”
in the sense that the random numbers gencrated over the lifc of all Systems cannot be predicted.
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AP va-alLy x Ca" EUUU Free of patents Random key generati on
Can be exported fromthe USA Fast Preferred Key Size (bits) for use
in 168 128 128 128 512 128 160 160 this application a Block size (bits) 64
64 . 64 64 256 512 512 512 Cryptanal ysis Attack-Free (apart from weak
keys) Qutput size given input size N 2N ?N 2N 2N 128 128 160 160 Low

st orage requirenents Low silicon conplewity NSA designed F Only
gi ves protection equivalent to 112-bit DgS An exam nation of Table 2 shows
that the choice is effectively between the 3 HVAC constructs and the
Random Sequence. Ifﬁﬁb&anpd’nfﬂﬁin&mmfeMée;meﬁrmhﬂ&én,kﬂm@&mﬁﬂtﬂhsiﬂmoﬁhﬁembmt es the

Random Seq u q s E%ny ﬁr@afl_lauth 911 cﬂly rEPne;{lacgtjle &%&&9 Eaﬁ) ariﬁ%%(ﬁoo%pr f&@QMneQSS Q\hﬁar ried

out on MD5 and since "las resu is also
el i m nat ed. SH&t ¥Rgithes spenepdipphiaindi e Fset ween” HVAC- SHAI  and HI\/AC— Rl PEMD160.
RIPEMD-1 60 is r @hedfdrasid yhddkOntimbedy fobmeach Sisein nivet déditisenoexitugling berdprydictable, or

cryptanal yzegd, a %mﬁh!ﬁ %ssuti’w?m&vﬂ%gékg(ﬁwﬁzﬁloﬁ%&)%ﬁ@%ﬂﬁe&% hy% lis

preferred for the HVAC construct the | owm ng reason
desi gned by SFeFeR o nughor gpthered from a plyysically raodam pheppme @IV‘@F‘?B’F&ﬁ&?yzed wi t hout
bei ng br Okeﬁl;formamedt whetheraiptréslastit vglhtie| 1\or 0. Eessead it 8 e MOXbegesdrardavipa t han

Rl PE- MD- 16Q,, mﬁﬁﬁmﬁddnﬁmﬂbe%&b&%ﬁ&bisé’m top%mhﬁ)éndts&@ﬁa:ﬂ'e ElanpMeisedl 60;
Al t hough SHA- E‘ﬁﬁs sl i:% f‘%‘@ ter t han %&\%’ ha%lﬁ S Wwas not a reason
for choosi n§ AyERackio§ &m{?‘éelkﬁ%”gl\?ﬁ&f S RE BT ore the protocol
of choice. It i sﬂmnﬂlﬁwﬂiwﬂmw@ﬂﬂ@@ﬂa*rahoncmnm@eﬂbﬂtéhﬁfﬁfi“suW%G@Pﬁg‘ a

Random NUMb ggpreaiRiitd 2o bil daié: MheQiliestiod Gheid B Gided 12 Bovitb LhAASicu@ORIVal@Sin el aNdOM
nunber generat or. The generator nmust be "good” 1in the sense that the

random nunmbér generated over the life of all Systens cannot be predicted.
AUTH20- AU 0°® - 49THepase ¢aee ismgieibpneniki tiglh (Consogeently R #pd Fo Bk willibe the waie for aghoplity  an

attacker coul d ermidny). If @6QfcthelsdiR, th@!Fk, G tan be a constant rather than calculated. An attacker
could then use a single valid authentication chip to generate a valid lookup table, and then use that
lockup table in a clone chip programmed especially for that System. 4 constant R is not secure.

. The simplest conceptual method of changing R is to increment it by 1. Since R is random to begin
with, the values across differing systems are still likely to be random. However given an initial R, all
suﬁsequent R values can be determined directly (there is no need to iterate 10,000 times - R will take
on values from Ry to Ry+ 10000). An incrementing R is immune to the earlier attack on & constant R.
Since R is always different, there is no way to construct a lookup table for the particular System
without wasting as many‘rea.l authentication chips as the clone chip will replace.

. Rather than increment using an adder, another way of changing R is to implement it as an LFSR.
(Linear Feedback Shift Register). This has the advantage of an attacker not being able to directly
determine the range of R for a particular System, since an LFSR value-domain is determined by
sequential access. To detenmine which values a given initial R will generate, an attacker must iterate
through the possibilities and enumerate them. The advantages of a changing R are also evident in the

. LFSR solution. Since R is always different, there is no way to construct a lookup table for the

particular System without using up as many real authentication chips as the clone chip will replace

(and only for that System). There is therefore no advantage in having a more complex function to

change R. Regardless of the function, it will always be possible for an attacker to iterate through the

lifetime set of values in a simulation. The primary security lies in the initial randomness of R. Using
an LFSR to change R simply has the advantage of not being restricted to a qnnsecutive numeric

range (i.e. knowing R, Ry cannot be directly calculated; an attacker must iterate through the LFSR N

times).

The Random number generator 90 within the authentication chip is therefore an LESR 91 with 160
bits and four taps 92, 93, 94 and 95, which feed an exclusive-OR gate 96, which in turn feeds back 97 to
bitisy. Tap selection of the 160 bits for a maximal-period LFSR (i.e. the LFSR will cycle through all 20y
states, 0 is not a valid state) yields bits, bits, bit,, and bit, [78], as shown in Fig. 9. The example LFSR is
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responses froma real authentication chip, and place the responses into a
ROM | ookup for a clone chip. Wth such an attack there is no need to
obtain K, or K2. Therefore the random nunbers from each System nust be

di ffeerent enough to be unpredictable, or non-determnistic. As such, the
initial value for R (the random seed) should be programmed with a

physi cally generated random nunber gatheregd froma physically random
phenonmenon, one where there is no inforng§ion about whether a particular
bit will be |l or 0. The seed for R nmust NOT be generated with a

conput er - r unsparseniel GEAnG YDl agﬁﬁﬁf@feedback@‘nb@muﬁosm bila @re geed) ali@igh inagiingedod hm and

seed may be CRERLEMSEH ol Bl ARREL AL Lo Ak OFR] O ©
know t he set of all @/ Fuegﬁ'}l}ﬁ%iﬁa§ vf%gg l‘fqrmg‘%]ent [geed in
each aut hentf%ti on Chl p neans that the f| rst Rwill be both random and
unpr edi ct abl e acrTbsE0-ait deedohligferR cdite agyuradén aimbérleeeped,cine amltASR Gled o4th 30w t O

generate squg@vﬂ@nﬂ%g%%Ofop each chi p. The base case is not to change
R at all. Consequent g\ FK, [ R]. be the sane for each call to

Randon{]. If they S é‘&??é“a%ﬂalﬁ{mdfﬁ&@dﬁo%‘éuab@&q%%”?‘at her than
cal cul ated. An atm&&succes;mwam:oﬂ“&uemcusamau@ben@b Rusvigladvancadby KORIbg 6@ 0.i201 chi p

to generate afd ¥ Alais kddie Jlt@-@tl:lﬁ o%%ﬂﬂ@ﬁkvﬂ@ﬁd& ondﬁmmgaﬂtﬁmuﬁvéd@n

cl one chip etgo ra dfé'spem ally for that System constant R is not
secure. é’%‘rf)”ﬂmé}m Bnceptual nethod of changing Ris to increnent it by
1. Since R i35 r abdiding Out Against hogiceliAtfackst he val ues across differing systens
are still likelypb@cdder if B BERicaliRMENAES usGiby 8P audtidnticdliod Jhiﬂ] AsRuch,@shoutdseIbS €QUENT

R val ues Caq S1Sta[it%%£ ea'it%]kpg\e;: dl I’ letxeegec}ge vgrﬁ:)ity%gﬁg%fekso%mwcol%l%aveblo 000

tinmes - rom nlncrerrenetlng Ris
i mune to twsﬂtwﬂrqdé?“ssapmﬂatskcu@aﬁetaﬂswhw@naptmwsu“n%@femnqesoPaq%h% different,
there is nossay Bmedaasittaakct a | ookup table for the particul ar System

Wi thout wasting RBaRAY K88 MJ@@B%&&&H&Q &3 FUrB%acE‘élﬁBJa{Scoﬁhi%@;@veﬁﬁél

replace. Rather than increnent using an anot of cha |ng R

is to inplefehfkeypeanpdhatihe “EF@RW‘(‘?_F%E’W%%HB‘&@RW ssﬁf'%'if%ﬁ.'@w? °FPE has
t he advant age ofA:awataQrbrdJcﬂ@eistorb@tklbeuhngdaihineauth@uchnomlwlsnrdelyereswtne t he

range of R {RhptRn RAEAidsCoibAbrmV Sk bﬁierf&@e aaaak &ﬁ@%ﬁ%@ﬁmmilmn&w

determ ned by sgque tlal access. To d F, ¥en initial
Rwll generate, %Q PR RS rrusf'm"f’er ate a"?"ﬂ’r bWG’ﬁ% Acmc%%?'f‘%"gl It ’es and

enuner at e t#@mﬂv‘?ﬂeﬂ@@%ﬁf@g&n ahy of am#angqow@mﬁe@ BntEpP I@’J‘P‘b‘esﬁtl’e‘is??"‘tdhe

LFSR sol uti yjﬁnssimﬁ)aesammzakwysarﬁw&&ﬂmmﬁmahhlefo&mfamiaefwve&ga Twaaskr uct a
| ookup tabl g_f icular. Qut usin S

aut hent i cat igonQ{O'Q'nu 1011ng ?a?]com tftersm rﬁr%v *tjﬂesewTreaﬁllcorg Ha alaa‘n nrr:@ra%/% t%ﬁat .
System . ThBfmel) ?“PWF@?%PE’%%WHF&@%“‘? Wlllﬁ'aﬂfi’%’ij"fa teinct i on
to change bBmRegadfdde@don plocetshiebaanRed portbility ih thinbge bfxﬁ:lovmpaerbme ﬁﬁstslteb{oe for an

attacker tobk&hg{eigﬁssg@fo@égﬂnhpgmﬂf&mumge of values in a sinulation.
The primary randommess of R Using an LFSR to

%& Les 1n the initial

change R si gtheker gkt age of not being restricted to a consecutive
nuneric range (Iils theorefigakiymosaigle Rat aiiNtacken vrrotimpfye gebbsrtierdiey” yIn fach) siver capughitine n

at t acker m;ia uﬁﬂg@ﬁ@ﬁﬁﬁbﬁﬂﬁﬁ%ﬁmﬁﬁ&% thd ieyrﬁﬁﬁﬁlﬁmal B&&@med;&ségbgﬁ- .
gener at or N the. authenti cat | s, .the Wi t
160 bits a%ﬁ%%%? etvzvaheréez k g "gge %enbg"ga%v\,ﬁ’chaﬁcefo{:m aﬁo%fc? usi ve-OR gate
96, which in turTh“F‘@é%stﬁ%E@?@SQ’PIYW“’&“{CIB@“Wﬁﬁ“%’éﬂ:’ecfﬁ”éﬁ“%‘?mbﬁé"% bits
for a maxi rfifompee wibtingl ikeSIR pfide itn U S. kiste loftpRundbdidg Iiyd Hy diptdiv @it sasd day id omdy 1 |

states, 0 i5$2519d). e Mitcé &s&re&k?&essﬁh b Q&emc;nﬁn ch%kk@on R ftsBgo AN k78] . as

shown in Fi 9 The exa
cgmparaﬁle to two people rgpocsmg exactly the same atoms from a choice of all the atoms in the Earth ic.

extremely unlikely.
553 Quantum computer attack _

To break K, a quantum computer containing 160 qubits embedded in an appropriate algorithm must
be built. As described in Section 3.8.1.7, an attack against a 160-bit key is not feasible. An outside estimate of
the possibility of quantizm computers is that 50 qubits may be achievable within 50 years. Even using a 50
qubit quantum computer, 2'' tests are required to crack a 160 bit key. Assuming an array of 1 billion 50 qubit
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-50 sparse, in that not many bits are used for feedback (only 4 out of 160
bits are used), although nmaxi mal-period LFSR with nore taps offers
slightly nore protection against differential cryptanalysis on collected R,
F[Rl; pairs. The 160-bit seed value for R can be any random nunber except
0, since an LFSR filled with Os will produce a never-ending stream of OCs.
Since the LFSR described is a nmaxinmal -perigd LFSR, all 160 bits can be used
directly as R After each successful cal{;, to Test, the random nunber (R)
nust be advanced by XORing bits 0, 2, 3, and 5, and shifting the result

into the hi g:fﬂanﬁxﬁldaﬁpuféisteac-ﬁﬁﬂetﬂﬁy\ﬁ’ﬁeﬁmnﬁ@éWﬂﬂmﬁlﬁt{nﬂest?&&:ﬂat&gﬁn&ﬁéI'I eved
on the nextthe%al Iou]td?ak ndom . gb“-:hm Hol di ng Qut Agai nst Logical Attacks

Pr ot ocol auﬁplenfaﬁca on <€heme used by the authentication chip.

As such, it 5§Houﬂ€?“ﬁé’“%§1‘%"éant to defeat by |ogical neans. Wile the

Sf fect of vari ougnabisfkeSalhundialcipBekisit Q1Y aldtiOdn; 6} méditorihgbals tDRMBom alERad, aﬁ?d in

i scussi on, ef erence
to. prot ocol 5 BBkl Sk aPre AR et ey e o LB 1 o

guar ant eed 'l the dehopbioan eftlis|plagiext tpaugekwquld by transformediptg p Fropgenformppaitack st t he

| ength of thenkewetmats that the tine for an attacker to performa brute

force attaclziss 59‘9“‘ ddade Worth the effort An attacker only needs to
break K2 to buil &one aut henti cati on chip. K is nerely present to

strengthen K2 agHisHey ©6epwsts 9eiapalyzss o heeqnaselion botvesh fy Svsiem pddbe gthentiepop o
must t her ef o additte@by neonifod Be fiwt of dagy This fldw ofalhth ralts ia guown shintb¢Pand thejhashedformn

T UM Of SRRk AR S ik 1 DI GHANG S Yl kU kRl loa ! LT onl y
2159 attenpts. Afsum arllc arr (nfj %} E@l}ion ocesa}ors eg%h runnl ng one
nilion tests pe ﬂ‘ac 2 tigje plsitpy gads (gih e palldy, "y oo s,
whi ch i s | offiegeheing feressflied therefark retpiiring b fattes Rodd op  galid piin) divis & straiphiérerdar e - ar ound
100 mi It I :j ON reRBinS BB AMacke:QHTRAW tBth S systam ﬁd&@ntﬂléﬁfd dHlip mﬁé@&mﬂﬁ:ﬁﬂbl& ResRicasd Bip ol

connect e |n nt erne i s, nu

10,000 ¢ oS- DRFrEPOniPis . ef ik Bt Biks PR R el e
if the rranf?f@@ﬁﬂ"@ysﬁf one tril I i on processors becorres a possibility in the

age of nanoconputhegsstiod dﬁaes bbb minR Bﬁﬁmﬁsﬂ:e cllatali fét atrldhinglattack todt Jadnthed witger
than the t%ﬁh&hﬁ&% e u%]bﬁm jon OF i for SHIER 'aﬁgrséi@@ﬁ'é% EalattaCk 1t

is theoretica pos at tacker can si.np X guess, t

K In
fact, g ven“"é’ﬁﬂ%@‘ﬁ(s?"lsﬁcém”a'ﬁhn‘f"fw e 8% &g o ‘fﬂ‘b%‘g‘ikﬁg HHBEY FMaT-S SWacker
wi | | obt ai nf7i16#78egtherelinpogisq for thedellaqtéddad at this timhie brut e force attack descri bed

above, where 2t 5&&%{%&&3m¢a&us&zﬁnb[§mlabﬁ§g&@ka '50% chance of success is

obt ai ned Thg, chapces o) ne sinply guessing the key on the first try is
2160. For corrpa?fl?lsonpgftﬁxz @'ﬁ%nce of sonmeone wi nning the top EI’I ze in a

U.S. state | ot t &iivyn G the praptagysihes ity jo Rqdifsubspauept physep plaintectshpse thes only 1
in 261 [ 78]resulkhéprofvasg@rindntsSQRspd e aperéd Sirt of tichagapauticived plaid@tt itack, €lichgs key on

the first Qndng Isnanggf%;ln@&mmmsmechssfamﬁmpiu@cléo two peopl e choosi ng
exactly the sane roma choice of all the atons in t EE%QSBE
extrenely unli k@l‘?“”é"ag‘wﬁ‘a@ﬁlé‘ﬁ?%?ﬂ”éb&?ﬁffﬁ?té? Si9pq HRENds “F’d""‘bff’é?i‘l? K m ant um
conput er corkichispd a3 vt 8Chedaision Sunasind el oidscFuicrionagpremiio the rsultaf ashipk gt Kid-hm nust
be built As.sgesaaigaestnbsn prasibk @ad. 8. 1. 7, an attack against a 160-bit key
(s not feasi bl ey A APLEL 0SS LIRS, B sod 8, ROSSLALL bl ol ATl

corrput ersis th eva ven usi ng a
50 qubit &anwa@eirfﬁwé@s atackmoas'éls e@mﬁﬁe egpesiglly %ﬁb%bo?yﬁ%kcﬂwws bit key.
Assum ng anredpicdly aiilablk tdihd atticke (e QysGhilal not be available to the attacker in some instances, such

as a specific car).

The HMAC construct provides security against all forms of chosen plaintext attacks [7]. This is

* primarily because the HMAC construct has two secret input variables (the result of the original hash, and the

secret key). Thus finding collisions in the hash function itself when the input variable is secret is even harder
than finding collisions in the plain hash fimction. This is because the former requires direct access to SHA-1
{not permitted in Protocol C1) in order to generate pairs of input/output from SHA-1.

The only values that can be collected by an attacker are HMAC[R] and HMAC[R | M]. These are not
attacks against the SHA-1 hash function itself, and reduce the attack to a diﬁ'erential‘cryptanalysis attack (see
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AUTH2O- AU 0 -51 quantum conputers, each able to try 2JO0 keys in 1

m crosecond (beyond the current wildest estimates) finding the key woul d
take an average of 18 billion years. 5.5.4 Ci phertext only attack An
attacker can launch a ciphertext only attack on Kt by nonitoring calls to
Random and Read, and on K2 by nonitoring calls to Read and Test. However,
given that all these calls also reveal thelaintext as well as the bashed
formof the plaintext, the attack would_be transforned into a stronger form
of attack - a known plaintext attack. 5.5.5 Known plaintext attack It is
easy to conrscion £5.13)latinig adiyticsl differencéshaweHiliRed daNGhalhaatre i dodifaysilem and

the 2ut Nent | bl ylldbun sy SR SO DRI b WOl Tl | OW

of data resulTs novvn al nt ext rm of the al nt ext
whi ch can tﬁ@?‘é“fﬂ‘?“‘e‘h”b ifR9t yusgepbleio BisRMEKwn pl ai ntext attack agai nst both
Ku.-and K2. Bs48 aurmrpbsemrermitae!k against K1, nultiple calls to Random and

Test nust be nadgnQMkLMJﬁslaG&LL i.@sef{ ﬁamﬂﬁhxlﬂgels AR ionfile ddief£f Or €

requiring a call Read on.a va tforward,

requiring t%“ﬂﬁ?&%ﬁ“&vﬂ‘dﬁ%’\?@tﬁm %{‘e’?yst em aut hent i catl on chip and a
consumnabl e aut hefith bott the(iiast exdiRpad fifactions, abvelae iKproduoégd if Sikérfopd fopuliirtherinpwtead ed, a

K2: Y, SKZmnpaérﬁnfdnﬁauad@ ch. Y Ridiki& e kR Gukaled R the DSt mcﬁee&ﬁmim@a, pairs
for firther ana % 'F@ ye éﬁ’:‘ %EL zes of how many pairs nust be

col | ect ed fé“'mé T AP T P B R "Fa ¥ ®hed with this data. An
exanpl e of an at Aawhosafilh error sttackus thesoforcfvitkessct i on of data for statistical
anal ysi s iss,djgffesagﬂﬂgiaagck cryptanal ysis (see Section 5.5. 13) However ,

there are no kno aLt ajnst S 1 or 78

there is no_use Foy g ?%%”(ﬁglag“ R (A ls\@t%’sﬁe TREE "%1 O%kL f-”’ru.(l)t ocol
is not suscé‘p‘tﬂ"‘iﬂt&fs%s‘&lekﬁwﬁméh%@&éﬂd.ﬂgoghﬁs@@wcbmemwﬂattacks
G ven t hat t;lﬁymscmmoamwﬁac&aaeauehdyeha&bigb&a&ymﬁﬁbtmaﬁtiléagajﬁsma@qmnt chosen

pl ai ntexts bagedy lﬁp&; results of previous experinents, K2 is open to a
partial formof the a a tlve chosen pl ai nt ext attack, which is certai nly a
stronger form of%i@%&at{awvﬁ‘ Corfhhisthday|atiick passdon S freqeseey o chosen

plai nt ext atolliziots far e Imgh fupd@$ TSI I gt this {s tolélly imBiactic for iafn@lly Basvadblekay f or a
caller to ”ﬁﬁbu&n)(su&assml%ﬂh@ﬁﬂhﬂ%san&cﬁﬂ!d&y;Fa%ﬂ:ie%eﬁé’a@l&ﬂérﬁé&%&él%rtﬁet he only
function to {éﬁ de th result of” hashing wth Ku) . 5.7 Adaptive chosen
pl ai nt ext al t&e k| nd of attack is not possi bI e agal nst Kt, since Kt
is not suscepti thlﬁlm%hgplaﬁmp&@étalaémmk'@eSysmmﬁselrn}lmlmt]yamstlal f orm of

t hi s att ackindofpor@Sifb 1é ﬁsp&@@ﬁ-dﬂﬁlvaﬁﬁ%uth@ﬁcﬂﬂﬁ by, Sidce e @ﬁ&n&%hch?pyﬁtemoamd

consumabl €Swi ]FIUQ lhzyno% lloge?lhg tu?vaiugﬁ, t%tbil:.l'% &aclgxsno ’ﬁn rmy not be
avallabletot Tt I'n AStan 'E)° MR car) The
HVAC const r'iﬁ'i:’-"t‘se %ﬂe‘@w %‘ryadwmﬁ%ﬂméqu S‘%ﬁﬁé‘“ﬁ?“%’ﬁ'&?&%‘?“‘tﬁ%ﬁhﬁ? éxt

attacks | 7]colhér¢w nsssags thatjhashay g thel symehalo(alegobd e fiddvlGreperd vhaisbireslyas bittvigy).secr et
i nput vari abl es Tﬁetclﬂﬁe mtthe,@iomta&%g ﬁ:glanaJvaia@a@ Ruch3R0ndrie oflﬁ%ﬁ!ra%ﬁoseKeY)

Th findi t ut bl
TS ety ot it fdth vl o Bk AN B ?Pg%"?flvgﬁlﬁgwwwﬁﬁla variable

fimction. TPiFest bpsy valne ftba ret funption gabyrerers lop@uispandies o iwhesker theleshovalue ip @HGSHA- (not
permtted iTRerdf6rOihOmBIwachi)indiiy ol bQbmektBash QNG (idbr@er RFind & colfiod) BRYihtérRpdeaut from
SHA-1 real authentivation chip. But to find the correct value means to update M, and since the decrement-only parts

of M are one-way, and the read-only parts of M carnot be changed, 8 clone consumable would have to update

a real consumable before attempting to find a collision. The alternative is a brute force attack search on the

Test function to find a success (requiring each clone consumable to have access to a System consumable). A

brute force search, as described above, takes longer than the lifetime of the universe, in this case, per

authentication. '

Drue to the fact that a timely gathering of 2 hash value implies a real consumable must be

decremented, therg is mo point for a clone consumable to lannch this kind of attack.
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The only val ues that can be collected by an attacker are HVACCR] and HVAC] R
M. These are not attacks against the SHA-1 hash function itself, and
reduce the attack to a differential cryptanalysis attack (see AUTH2O AU 0
-52;Section 5.5.13), examning statistical differences between coll ected
data. Gven that there is no differential cryptanalysis attack known

agai nst- SHA-1.or HVAC, Protocol C is resistant to the adaptive chosen

pl ai ntext attacks. Note that Protocol Cg.is not susceptible to this
attack. 5.5.8 Purposeful error attack An attacker can only launch a

pur posef ul exs1ar Salistiatde with a cdngplefedadkuptale Read functions, since these are

the only functi Of-tﬁert:taat m%rtéé@a@achgmytlsqatﬂ;wﬁevtota&ateamnmﬁmm he Test
and Read functions, val ue I's produced ‘%E‘ror O%?g in the input

- no furthéPlPrsmﬂt;Pﬁﬁttataﬁct@aﬁI%ﬁﬁmﬂﬁm@tﬂa?fqnw frereqrd M Howevsr 4¢l9%%  oduce
the O resul tchip swst sitl epersifM[Mp#hithhie: lchiputlpe. gi vi ng the attacker no
i nf ormati on aboummmm&pam&m %@mmw% G260 100K | S

therefore fruit]ess. alnlng at form of chai ning attack
assunes thatceftaﬁtxwglsasf‘g'@ﬂtséwﬁ fupuge. Tisof °°§ée\ﬁeffsa?tﬂmtﬁ’tﬂw§°“wn Phe i nput

vari abl es carmhstnfeliawighie vaes for hROMMAGmERENbokay tehderis théfrei@aplettlyimprgiiocol C

only ever baghessad ke Kup RERCK at a t| me. Consequéntly chai ni ng
attacks are not pogmai)Fe taa%l;ﬁgg' Pr ot ocol @ﬁ%& Birth agtgattack The

strongest at t ack™RRBURCRR EIGS puly fopiple if et‘ffé’g%?"'f“t‘?\ eapaionship HROREOW L ¢ he
frequency obmmwlelmmmm%@velxmﬂomash function [7][51]. However this is

total ly lrmractlmtanéogtrnmmenktméehaa“t@ﬁmamrﬁ.dmmguﬁwmaﬂsmwh as SHA-l
And t he blrth i bl e, when the ttac L has 19 over

t he msssagé‘méj £ theﬁéfélﬂgcﬁs 'JIF"?‘/@F%" °8Tmﬁlfa°ﬁmé§’kﬁ vﬂm PEREiole rapeg pER R | g| t al
si gnat ure. ¥yismGyince each bitdechy unrelpiedislrare of teimg 1 ordst be | ncor por at ed into the
response from a kb ihelragy biFEiR bl $§adns BuniEBDit is St PRbI4 (B Build iphiokpadble i Chi p

st respong g?vml{s‘tdgﬂ( %t . eem but IOQ%EQQE%%Q{)E%H s%ﬂl%Mi i nput val ue R

t he blrthday 0SSl nessage has
ef fectively al r cifyven smosgin fr mlf@etmemtﬂcwmﬂv whagheriogeRf Rdyformgiven ead
search for his camehicaiishedtySmaiage: IFNR vithisdueat résolt frdaea albwre spedficiestemanal ogous to

finding one,Aesan SHOnSRAI G2 B ORI DNy s SRR P S T €f 0T €

. attenpt to a _new va ac en M
yi el ds t he TEAERGM e beRel el gillgplpequiaiph wﬁtﬁtﬁé\f&@ﬂtﬂﬁ@% bt A&AY cat i on
chip does mptclﬁcailv@athetommabdp@pﬁﬂatnarﬂwa%ﬁwml&mhiwws@edﬂadwbwtonl y
returns 1 Obfokhale RARHOM TR AIMAE WileKerctoRtGiedd @SAd ¥ AlidithbricAi6H chif &dd)all it fkher ef or e
the only vvaééhoime“pdlnlg out the correct hash value (in order to find a

col l'i si on) 0 m%‘errogate a real authentication chip. But to find the
correct val ue neHmes theclons avheptionfon si¥pfensttsid! copumaecpiipraatorphingleyigbefere of M
are one- waysimuhitigy 14s$\ef condRtbn @ ipserpiaiof Sne@ ffullvbeanbio Thdxonedvamgastt, woeld birdore

consunabl e ol éﬁutkl@?éﬁo:k& £ Qﬁﬁ&&auo@oﬁa%‘w&%ﬁumm&mbﬂfo%ﬁ paia PR ing to
flndacolllsm he alternatlvels rute fo ce attaﬁﬁg}ﬁgrch on the

Test functiCHF l“"f hEPcasq RPE §°§ta'(‘?eé‘ﬁ‘fﬁ g o8 rasuEg BIE™ 6 have
access to difsSypsofSmtmofogreaisivaid autwnucmomth@ nﬁustrbe@e@eaaﬂm theigforpationrapdied above,

takes | o ngq,ammaqad ah;ep:b&etsatt £ 8fsteinRBly podutee f: R Daluek, fthe bifatsSloakaESROM Rfiired is
aut henti cat b @ 165? %F}{?QE} tBetnIt]x%ger %M&f@g véfuegﬁ;laelrhe nge Igjen Bmﬁﬁ‘&@n&ﬁ' ue

inplies a rea suna
depends on the amount of time enforced between calls to Read.

After all this, the clone manufacturer must rely on the consumer returning for a refill, since the cost

of building the ROM i the first place consumes a single consumable. The clone manufacturer’s business in
such a situation is consequently in the refills.

* The time and cost then, depends on the size of R and the number of different values for M that must
be incorporated in the lookup. In addition, a custom ¢lone consumable ROM must be built to match each and
every System, and a different valid authentication chip must be used for each System (in order to provide the
full and partially used data}. The use of an authentication chip in a System must therefore be examined to
determine whether or not this kind of attack is worthwhile for a clone manufacturer. '
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decrenented, there is no point for a clone consumable to |aunch this kind
of attack. AUTH2ZO AU C -53 5.5.11 Substitution with a conpl ete | ookup

tabl e The random nunber seed in each Systemis 160 bits. The worst case
situation for an authentication chip is that no state data is changed.
Consequently there is a constant value returned as M However a clone chip
must still return SK2IRI M, which is a 160 bit value. Assum ng a 160-bit

| ookup of a 160-bit result, this requi 're_g?_2.9 x 1049 bytes, or 2.6 x 10"
terabytes, <certainly nore space than is feasible for the near future. This
of course does nNOAs apakanpld, &lsQaneRils@teRiRarkdd Hbout 10@00 pied i asltifaime CRduneLkas Ndpgehe

val ues for t t I

i mpossi bl e. B%”E%@‘%QMQ{G%BAH%%?&E gdreigg()fllg%ingwﬁ%ﬁmeg%gr%gaI ookup
tabl e i s onl Syt ke fearpedablepwil} ks Wémb@émdcﬁwwowﬁﬁ@%%&ﬁwwp are
sonehow pr edmkehlr@uueﬁtaédaﬁxmlsdaﬂdfae:ﬁ:ﬁamietwmbychip,aad@mone'ﬁlﬂgedmdamuﬁunber R

[ ded d
|'s seeded W4 E&Eﬁ&k&é}éﬁn It%‘n%g‘ofr&&éa ablgé%inﬁﬂdeﬂus if i010 és:g%&tmé@'pé m [ @NAOM

event . There |s no one nanufacturer, t now what the
possi bl e r arfiefopi f.agm&koqonsaw le ﬁ@k‘/‘%t‘béﬁle“ corsystakle semebaw pntpingd she eyalemtelo| at ed
chance of behuhgtlefhutﬁhbncﬁonm&abl&*ﬁi the range of Rin all systens is unknown, it
is not possible gmm I 3qal I
systens. The ngﬁggﬁgsnhagﬁf%ﬁfg%i&d# OP%Q%C ll%%q%?sgﬁ?gwgr&%g&ebla attack
However, it ¥ 6"5‘%‘“1“’5?1’8‘%"57”"“&1‘H"d‘ﬁ@‘cﬁﬁsﬁﬁ‘f‘%ﬁf‘ﬂl‘?‘ﬁ 5oy ‘Wﬁ%ﬁ“Wfﬁf{‘ NP PSfhge of
Ris for a (JoafvemrioyeiSern 10Thi s can be acconplished by |oading a LFSR with
thedcur][enttreSUk:B &&igp a.sgtah! ﬁo&:bﬂ:éﬂﬁpéygtbzﬁat&g%@mmﬁ%ﬁmﬁmhﬁ%bb@ﬁeCh' p's
ndom f unc | teratin r s.in
Chi's s, don by of GRrrins KReR e S DIE TP Rt o) s Pl o e
responses fGheccdsmablwdthﬂcamnqhmngﬂelom‘ewﬂ,ofthqceqsmblﬂ@mpmﬁfp@camfmélal ly for the
consunabl es c@imxatla,.the&amﬂeswlgaaera@msk@mmﬁu& of i3 Resilthrt ROM Qihd WHethér kusidpechsn t 0
pl ace correcct,me Qféanﬁn manutjs.chﬁergrre%t elqﬁe_s?‘:&e}c acker will therefore need to
and

find a vali i‘Catlon ¢ Each of the values in It
Suppose theséilbnﬂ'ﬁaﬁﬂ!qm”é‘a‘ﬁ“on chip reports a full consumable, and then
al l ows a singl e BSsEndafenntal sk ladvilydpen@fidn hé suorE S bixexasandiniDES @@t | on of

a new ful| GANSHIROL A MabLARE: GORBHRRLANIRULIL RRLALALA 1 AREM ot O

contai n responses or aut uatlon of full con

S
aut hent i cat POF® Bragke P pspkey difssgiar lﬁﬁﬁ%ﬁﬁﬁ‘ﬂ’f’wﬂ\gﬁt@“s\ﬂﬁf?ﬁ“’éﬁge ROM cont ai ns
entries for full+*and hpamalidﬁweus@&dmmmwomm R over the lifetine of

h or MRt on. - and he. fna il B hAE A b e i Ven Syst em onl
i i parti used | SS y
produces n R- vafi{fg?“"h uiack g‘}"g‘é“mfeoﬁfﬁu%”%\')?‘g@ﬁﬁf”?‘sé'ﬁ °°’%°t&2'8'ﬁ ect“ f“ZO =160
18) nul ti pl Pretdeohii cauthe via kel plaigsxt, di Fomepertially edaptivechosmplainxt aftisls lenmé‘lfthaken to
build the mbd@pﬂdadsmnﬂexﬁdaﬁm&m)unt of time enforced between calls to

Read. After all By Ggensumer
returning for ﬁam{n%fﬂﬁén ST N Q’glne co%%% r&[) | ?ﬁe&a}&ﬁmg’%&ﬂ%ﬁn the first
pl ace cons uli‘?é’gulﬁ bag begpy f%“%%’ifﬁ‘fﬁﬁ@v "SPFPIQ'Y(E‘Y @‘h@ “Wﬁ‘ﬁﬁﬂ“‘&t?t‘ reSroien Ypdhthess in
such a si t wahimahiiffe®@nceCinmmeuiliRtll prodida odtfue tHaevkly lid adargel ivenbér bf bl pasitidns ¢ospardihen,
gepe nds on ‘B?ﬁ(}fﬁ ha%]?ﬁn@tlonB ﬁ&ﬁm&b Iﬁl& Eﬂmﬁ{n Olecttl i fobd ok SMTZ“ Hﬁﬁonftﬂa{sct,l\éué Bat ITUSt
e incorporated i n a .0 ust om cl.one consu
nust be bui ﬂﬁetf&ﬁ"ée“g%’ﬁ&gn% glﬂfﬁ“‘gﬁ?’rs]‘?%‘?ﬁ i’&’ﬁ'ﬂ \a "??“e“fﬂglﬁ‘fm Vag? 8
aut hentic atkeﬂnmd:ﬂw gosultrefshiis tash is theo cbhdsipd willnacsapa@ip yukaenm(valpe. Singd e atiagkensiogspitde t he
know the secret value, nor the result of the first hash, the inputs and outputs from SHA-1 are not known,
making any differential attack extremely difficult.
There are no known differential attacks against SHA-1 or HMAC-SHA-1[56][78]. Even if this does
not change by the time Protocol C3 can be affordably included in an authentication chip, a move to the
Protocol C3 will eliminate this attack, and is therefore atiractive.
The following is a more detailed discussion of minimally different inputs and outputs from the

authentication chip based on Protocol Cl.
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full and partially used data). The use of an authentication chip in a
System nust therefore be exanmined to determ ne whether or not this kind of
attack is worthwhile for a clone manufacturer. AUTH20-AU 0 54 As an
exanple, of a canera systemthat has about 10,000 prints inits lifetine.
Assume it has a single Decrement Only value (nunber of prints remaining),
and a delay of 1 second between calls to Rgad. In such a system the
sparse table will take about 3 hours to build, and consumes 100K Renenber
that the construction of the ROMrequirées the consunption of a valid

aut hent i catigﬂlgmmm@%my char ged rrust be worth nore than a single

consunabl e and t cI %ne C réerg%“set (ggrgb ed. . ‘Iﬁhu lxtV |s not c So:l.‘l:ffer%l];t,f ective
to perform this e or a singlée surra ess

consumabl e sEdetr@iesdls mtaiwnleidfetePFes bew(enﬂv!aplmts SgK]- "ﬂmaﬂa@li 'plreéwa&‘tahﬁr%‘i °ely
consunmabl es)dﬁértyanﬁhﬂmenbm&mufsactur er is going to go to the trouble of

building a c R&“{M f.ar wner of S tﬁfbo ach woul d
be to updat eﬂ’é ngnsg‘oaﬁ%fhg‘?gl y |8‘H‘8}Fuéladffﬁreemg{}%ﬁ eﬁ? ﬁé}e p{x?For nor e’

i nformation, Vaé’é‘e Section 10.2.4. Consequently, this attack is possible as a

per - Syst em ak{ ac kwithdiydhe atacl@ Criesis &mauiﬁtitsmy eb@mdﬁnambaﬂérentmsm[)qlpm&bw@ér tiehi s _

occurring for a g gepca&\étscgl& Ek% g’lp&xc%l “SVMJEJ depend
nt| cat Fn ps

on the cost of e consunm e an ongeV| y of
the consunabl e, tbﬁépnﬁ’r“ﬁf’l’ %ﬂhﬁvatkfgﬁﬂﬁd°aﬁmf%°°@o*ﬁ§%mné°mﬁ P, e pracker s Galk

gener at e t he ROMRaiddhemaltif«tin®i, r&h&j&ﬁﬁ&sér&ﬂb&:ﬁﬂ\ﬁb]ﬁﬂ%ﬁﬂfﬁﬁhbmtmms wi ||
conme back to the Iﬁ}@ej I AN ne
chip etc. 5.5. 13% g%’?l a&g{’:ry%%lg%@%déﬁ%%}d&lﬁeg%%n%?%%%}gﬂt| al 0g!thét)acks
are heavily depeﬁﬁgﬂf’ Bh the structure of S boxes, as used in DES and

ot her sim | d& al §6hKs: mnmackﬁdntddmgmsmlhemakgmmaﬂm&r@mﬁmaﬁpmml used

in Protocol C haﬁ(ﬁ)f ﬁ%vﬁﬁﬂeﬁ@dﬁ%cﬂ@@%mm&mxﬁwag:mY

differential -1ik ?pra aki n atlstlcal i
M ni nal - di f f er eng’éﬁ{]ﬁsﬁu‘%&? and F?’eaﬁsgl?aft cansb”hosenma
M hi mal - di f f er en&uited extant by an attagher. iillheﬁomteﬂsmmﬁa‘ﬁfwgbqmmamv@a#mﬁbh an

attack of this nathelfitsewaySEliniting bn deckiRid hOibd i limiDRy sknbe REMSEquiBSR arCifhul c@ it Bhat The
col I'ection &;Qn[]Y] thﬁ% g(ﬂg%ad%ucmraﬁl ¥ﬂtﬁze$( &&b%ﬂ% ’1t19{pa.lt'5md

partially a p i ve chosen text "attac I QUS| tter ei ng
chosen, wi | IFhogEnefsyaackre e pply provyide fipirgym X ks havhoReord “ga\??f@?“a‘f""’éﬁ&émﬁé"g?“gned to
be resi st anbrif beydidwikaQytaining the apaprips pair. froEHApddm reguiregyebrutd forod searchigrgwibediine

speci fical | Mmﬁkglmaaﬁ%ﬁmgaWw b.ypmtaﬁsa ﬁ\aartué Raiapa&aduan eﬁ‘&@@lyseCt i on
6) so that gl ol d) LLeLERCes, LohARM A Ll Shbl: RLOGKSE SULANLS € hat
vary in a | &Fger “hunper 0 |5 P PG ared g Bt .

functi ons). SY*W&B@WPF@H@%%WPW@W@M ed |s not a di rect SI1A-1

i nput / out put setneebd@dtv@toiidﬁemlaﬁbhrsehcﬁbémtt&lmdﬂmeﬁt Rhsou dttholers abilikyao ¢HMAC

al gorithm hﬁxss hag'ﬂ % oé{c% i ;ﬁ&d’% Hﬂ'&@a‘&‘éﬂj %@Jd&ﬂ%nﬁ&ﬁ@ah&%%cau@d‘d the

result of t en‘re a separate. un

Si nce
the attackefliRjideth ‘?ﬁﬁﬂﬂs“me’f“??éo’élég?ewyﬁé“s Fh"l’lﬁé'eal“é'éﬁ?p%eﬂ%'ﬁ‘i'é first
hash, the i mphattisationvilip.ceitopld bsinformption Sich s sdrialonmebersCHatcikawarbwns, or ramddal ougbeanThe
di ff erenti abecintaoky %Jfﬂméaymat&ma%kamu} ha&aenamem @anlsﬂ@mregent Qe gnd i al
attacks agalfgf}om%HA 1 Ok C SHAt\ LE“"H d%%f tot&w Qrfs) ot change
bythetlrre rotoé’ohlmscﬁ can &St |nchle‘m PR ana ﬁmﬁtlcatlon
chip, a noveasget &E%Ob%ta(&@bﬁuth%'cwq chip elP‘i“i'PF et e, pafiths Read Only Rortiogs il bes
t her ef or e adiffér@Cikdm\IR. previous authentication chip’s Read Only portions, thus reducing an attacker’s ability to

choose M even further.

Consequently an attacker can only gain a limited number of chances at choosing values for Y and M.
5.5.13.2 Minimal Difference Qutpuis '

This is where an attacker takes a set of X, Sg[X] values where the Sg[X] values are minimally
different, and examines the statistical differences between the X values. The attack relies on Sx[X] values that
only differ by a minimal number of bits.

For both X, and K, there is no way for an attacker to generate an X value for a given S¢[X]. To do
so would violate the fact that S is a one-way function (HMAC-SHA1). Consequently the only way for an
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The followng is a nore detailed discussion of mnimally different inputs
and outputs fromthe authentication chip based on Protocol . AUTH20-AU O
-55 55.13.1 Mninal Difference Inputs This is where an attacker takes a set
of X, SK[X] values where the X values are mnimally different, and

exam nes the statistical differences between the outputs SK[ X]. The attack
relies on X values that only differ by a rgnimal nunmber of bits. The
question then arises as to howto obtaingginimlly different X values in
order to conpare the SK[X] values. Kr Wth Kt, the attacker needs to
statisticall mmmmmmkmmuﬁhﬁﬁmlo%m&lm,s.{[m]pmﬁasart&le Alewensakt t he

att acker can&gr}be%g&g?& ob?eﬂvé’d%l f°§£]‘§‘§59 t ai °{@ﬁ“a‘§§‘gﬂ‘ SlgJ M v I e Si nce
n I ng

X, SKIMpairs can o e genera om u fon on a
Syst em aut heﬁﬂsftcs!ﬂﬂbﬂs E R P, hé*wa%%@w@ﬂmmmwwwam&ﬁﬁﬁmwa@ch nes,
recordi ng eaghichbseetebdinal die tb the Rstidbl @ M Ad GEMbCHf R Ik attadk@yboliitRiRde t hr ough

the observedsy g URSsakdlnsBid@iiIfadd N mal 1y different X values to undertake a
statistical anal ys?ggog‘sﬁﬁ Izﬂi/lval ues. K2 Wth K2, the attacker needs to

statistical | {oBSAREefatarkp P pamipd qup tgpe copumablemustonisigiazesl autheticabcip: way of
generating Xt &KDhtieffpecly scuiable sticait hdve géaiadenfental Theolne avtenichtiopeidrdusie s  SK2[ X]

for a given i %s%c S d the
changeabl e patr?l:tc of Baldiy bsm&g“é%(ﬂt oxgthm%wﬁlﬂ-{& mre%?%{éé?:%an%c%?t acker. The

0
amount of choi ce RS a“%??@‘?ag‘i"épémﬁ&h?%el??‘t"éﬂss&ga ﬁ°“5“§“ pyshenticafigh, £ ¢ gt
way of | i mi tdkipgHesrverthesabsdqernt Readzhionand mistretu theicoriett revhonss {ani€ be Rewdadr equi res an

:c nput t ﬁf }:{gest&éeﬁm T&(mnn%ﬁla Loﬂotmébﬁs@%%hﬁ#ﬁﬁ@tﬁ%%r&@é}e&ﬁ Rraﬁ@lgjf{syt obt ﬁl ned
romthe Randg iS a pai.r o in n. attacker
o onl'y pr Guvie P R uack o i BBt ool BUGTRRE Be by PR |

from Randomma@?*cblr»“@ﬂébeammﬂ%mmm Frgn ¢hbrgingthpR sspiiby Bxsiem dogk pot ifpom Random
requires a bmwt&s@mm@@aﬁoﬁmpdﬁﬁmwa@eiémn@m&wtmgi cally possible by
perform ng cryptanalysi

effectively a k?iiowngt% "Q'Ia ﬁmgﬂl forpe%“%g (gurlnq%gﬁa% %’rpﬁfsép Wp‘fged SO
nmany times ﬁ'&?‘”%‘@%?&??&‘“‘“ﬂle Pﬁ‘i‘ﬁ‘i’f“&'&“%ss Syst em chi ps. Therefore known
pans can be 5§45 eRatecenpiteetnsythd Keggenerdde second way to limt an attacker's
choice is to Ilmft,pééﬂdo.%doa @P&Lﬂaﬁgu@&{og&g@ sat}usthg ténmhpcgaagfelt The

limting of Mis done sone part Read rent .

for each aufWBREPRE P%Xe%wfgfa FW@‘F ARt The
Read Only pélﬂﬁ%wlam%ﬁdﬂﬁfsekmwlwmﬂum&eeﬁéht for each aut hent| cation
chip, so coskds bsypmﬁghmajeﬁaatﬁ,ugnc@ﬁ seri al nunbers, batch nunbers, or

random nunbers. 'ﬁ’] lh %X%Ba[hte% of besgggﬂ%qe%%tmc%gﬁmaﬁ att cker to

try a different can o “Phose tinmes
- after thea'Bé‘ﬂlP‘éﬁ‘é"ﬁfm W&?f@ewfmmﬁﬁéﬁh%méﬁswbbmﬂ%% ‘parts
cannot be oiltemigeioh. HgeByitem Glhtred tihesgtva sibeMits) b bR inatktner will lvgto gimaime des a

new M but ;ula@mggﬁ@gw%emoﬂg&grs@ﬂgsmelmpﬁmk%ffer ent fromthe previous
aut henti cat | R Read on portions, thus reducing an attacker's
g#oolgeé efx’i"@("&‘ﬁ“ tgp ‘Et%/ﬂi

ability to Consequently an attacker can only gain a
limted number ofsdestribprcbaye, atotoedmb@mirgsW@ﬂmotmﬂ:emdnmesw@d@bi@wmeM ni mal

Difference éksupibicSs uldd)jabd foifow OBy ritddy addad @&alﬁﬁénn&aﬁlﬂﬂ&n@) o1k cattf useor o[ X] val ues
where the Sc]oLszg]ab}{s@eqﬁi%? an artheenucauol mal Iy
: if a consumable bas been used up, then its authentication chip will have had the appropriate state-
data values decremented to 0. The chip can therefore not be used in another consumable.
Note that this only holds true for authentication chips that hold Decrement-Only data items. If there
is no state data decremented with each usage, there is nothing stopping the reuse of the chip. This is the basic

difference between Presence-Only authentication and Consumable Lifetime authentication. Protocol C1
allows both. '

The bottom line is that if a éonsumable has Pecrement Only data items that are used by the System,
the authentication chip cannot be reused without being completely reprogrammed by a valid programming
station that has knowledge of the secret key.
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different, and exam nes the statistical differences between the X val ues.
The attack relies on SK[X] values that only differ by a mninmal nunber of
bits. For both KI and K2, there is no way for an attacker to generate an X
value:for a given SK[X]. To do so would violate the fact that Sis a
one-way function (HVAC- SHAT). Consequently the only way for an AUTH2O AU 0O
-56 attacker to nmount an attack of this natkure is to record all observed X,
SK[X] pairs in a table. A search nust then be nmade through the observed
val ues for enough mnimally different SK[X] values to undertake a

statistical a0@l WhingaeRne ddiSodto ¥t MREentiioh M hatetilts this requires nore work
than a mnimally different input att extre d due to
the restriction SYRELAGTER @W&“ﬁf%g’“‘Pﬂ’i"‘é"“&‘i‘i“?&?é“?%&ﬁ)é{’s‘?r 'i%?rul.

5. 5. 14 Messagsveadotill kavd widely varyihgpetiess ondiffeemarketsor t hi s ki nd of attack to be

carried out, a cIwﬂ@caﬁgmg]ume%oamtte&@@teenm@rmamnnemmmat@n chip,
but one that is effective F”ﬁe si,nce it never ddecre{;ge d The
Fla' et ucae 00

cl one aut herftogust FBrcapnat PEle ALY R S e S “ut e “ts
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aut henti cati ept Re c n the
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cl one manuf act ulghecse oj‘bttmlahzetdhenrgen@!raaﬁtWtheﬁgqrawféﬂor-l@bOﬁeﬂw@ il r andom
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rowser was,initia in i cation
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before the ééh%uﬁﬂmt@ftbsa‘t}s'ed and foI | ow every wite by a read (to
authenticate t he'rﬁhrfi;rheiamci'huﬂy&ada&afuusa:eefmtmtm&munabl e requires an

aut henti cat j on. SV g{%n S t?ggg tpo sinple rules, a clone
manuf acturer wl l’ﬁzave to si at&gwaﬁt n ication via a nethod above (such
as sparse ROM | oBapsier oo oagroq futuevatuss offfs Kp bR iotbr £20049n chi ps As descri bed
above, Protocol KEhumag@tdonpter iyftansSyterht milie@ropraiaineStitinedoqorksarthdiers. thargdt e dat a

before the ,GonSMIRRLS, i g!m A Eindnf ke ?Wgﬁxxﬁﬁ]yot‘%heh&adw clidps[d8Bibed £ O

aut henticate the vvrlt us each use o requijr.es an
aut hent i cat $e6¥Pn91Gmd  [35 yhighgprdiepsesyia gare ﬁeéﬂgb's e dnc?] rggs’gf' et%éo r%uf%tﬂelﬁtl cation
chip wll hpowsdilitad t he appropriate state- data val ues decrenented to 0. The

chip can ther ef onenevwsfséaemt@agt mtﬂaerwtttaarmm&um&sanfommmemmm@ only

hol ds true for a ntic hol d Decrement-Only data itens. If
there is n® sta# éaccor%géoggerf‘%sn 8&3}&' ceach usage, there is nothing

st oppi n g t he r e f'oesxgple 3var CRRAEY marmisg to keepa preordof all keys manufactured, so that a person

can request a new key to be made for their car. However this allows the potential compromise of the entire
key database, allowing an attacker to make keys for any of the manufacturer’s existing cars. It does not allow
an attacker to make keys for any new cars. Of course, the key database itself may also be encrypted with a
further key that requires a certain number of people to combine their key portions together for access. If no
record is kept of which key is used in a particular car, there is no way to make additional keys should one

become lost. Thus an owner will have to replace his car’s authentication chip and all his car-keys. This is not

necessarily a bad situation,

By contrast, in a consumable such as a printer ink cartridge, the one key combination is used for all
Systems and all consumables. Certainly if no backup of the keys is kept, there is no human with knowledge of
the key, and therefore no attack is possible. However, a no-backup situation is not desirable for a consumable
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di fference between Presence-Only authentication and Consumabl e Lifetine

aut hentication. Protocol Cl allows both. The bottomline is that if a
consunabl e has Decrenment Only data itens that are used by the System the
aut henti cati on chip cannot be reused w thout being conpletely reprogramred
by a valid programmi ng station that has know edge of the secret key.
AUTH2O- AU 0 -57 5.5.18 Managenent decisioh to omt authentication to save
costs Al though not strictly an external .gttack, a decision to omt

aut hentication in future Systenms in order to save costs will have w dely
varyi ng ef f eudhsgs igkrantidfes, ein@iifitheikgriklest wp mdrerotsimeblesrgmebegfadeThg panpfatturershould
po?sugabl es,t%elﬁ?orik_@ep%?@%ﬁiﬂutﬁke}iﬂ?ﬁﬂm mgeﬂp%%zwue{eahfm%ma@fﬁesﬂlﬁw to

i ntroduce aut henticatiqon after et has star , _@as .syste requiring
aut hent i cat 8RB FR %‘BT“@%'“WPF"VWE&% R e R G
ci rcul at i on.prokmdueing station nedds (o 8e wlpadedact i cal to di sconti nue aut hentication at
any Stagﬁ, as ol ?ﬁﬁyc%é%ﬁ%ﬁ&%&dﬁck(@%agﬁ&fﬂéot&?]@iéeh?sin&%%mﬂéﬁb&k&_ i tugﬂﬂe{dhtﬁ&t F? ed
consunmabl es. In.the secqnd case er steng can i, ndi.vidua altere
by repl aci nd“tgfeﬁlgatg?wgﬁﬁqﬁfﬁf‘ﬁ‘éﬁﬁa@gf o ngﬁer?gg%°m@ﬁisﬁesfﬁ3%4¥%as t he
sanme progr afd¥ fagmaradetailsf ace, but whose Test function al ways succeeds. O
course the System may be programed to test for an al ways-succeedi ng Test
function, apd shyf,,dQ Wt hout any formof protection, illegal .cl oning of
hi gh vol une consunmables is al nost certain. However, with the patent and
copyri ght piestmesehppishior autheatiqatiop fisdtts M AGSTHYL aleprithay eptingn@#fichig may be, say 50%
However, theks i smat-sihera), ¥ | 0ss possible. If a clone manufacturer were
to introduce cl OG A E9551 II%E whi ch caused danege to the System (e.g.

cl ogged nozzles ina printer “due to poor quality ink), then the loss in

mar ket accept ancEris paprganistethebld oG SHA batzogihm ingrreigr detaihiBiuicaveredgg farged dsceifiss f i cant .
| n the caseathtinizaG@QEhedidomtRa thRt@dqlited Gwer SidGibty RSouides R th€aifind @3ffifionOr

door/ door - key, @me other simlar situation, the om ssion’of

aut hentication in future systens is trivial and w thout repercussjons. This
i s because the WoHMf@iporitha ixdsierbed i Seqtipn 344l Wapmoppy. giyea the falloping deiictap| e
aut henti cation chi ps atthethhsb fubttien e WDS dSHA-Y Garrote/ bribe attack This form
of attack is only succegafetispisRufii Got (V0 B EEALTERARERSMDs) K1, K2, and R

are al ready, recorded by, the chip-npr anmer, _or . the attacker can coerce
future val M8s of TKu, Kélf”%fﬁﬂwgdf%ﬁﬂ‘ggﬁ‘é%‘ﬁ'ﬂ%aeﬂp?h umans or conputer systens
external td&the Progrartvistyt &y serrdhy thddvapetiesknow t he keys, there is no
anount of figidce or bri besyepbatats s reveal them The programming of

aut hent i catgp%n chi ps, W@ms Section 9, (and in [85], which covers
tarl

the process in nore detall) 1s specifically designed to reduce this
posstbi lity. ThdbqiNag algprith@iseyfllasy against this kind of attack is

ul timately la de@xtenddrio f4dwiestbl eppByiing &09 PenwumedloEK owner, to be nade
accordi ng 0 th&od@sisd B skifMbduedh 1§ Givipae. For exanple, a car conpany nmay
wi sh to keegp a I‘ECOJdda OJB a]cL]‘ 4&%% ngnucaqtd%(%g, so that a person can
request a new k&PPLBERRYE FO7 YHErE “EAr . FHowever this allows the
potenti al donpr émlsiiode steppecaeredin(3) key dat abase, allowing an attacker to
make keys fsor aXpRek 64 830 stimyeebhialih (1§ @#h opadexi Sting cars. It does not allow
an attacker. to £ i cars.  Cf rse, the key database
. 3 d e rSsult £ & i EOMSE y
itself may al so be erfcrypt eén@nﬂgﬁgavgygmgm ¢ @
7. Apply H to the ocutput of {6) and output the result
Thus:
HMAC[M] = H[(K & opad) | H{(K & ipad) | M]]
HMAC-SHAL algorithm is simply HMAC with H = SHA-1.
62  SHA-1
The SHA) hashing algorithm is described in the context of ather hashing algorithms in Section
3.6.3.3, and completely defined in [27]. The algorithm is summarized here.
Nine 32-bit constants are defined in Table 3. There are § constants used to initialize the chaining
variables, and there are 4 additive constants.
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further key that requires a certain nunber of people to conbine their key
portions together for access. If no record is kept of which key is used in
a partlcular car, there is no way to nmake additional keys should one

becorne | ost. Thus an owner will have to replace his car's authentication
chip and all his car-keys. Thi's is not necessarily a bad situation. By
contrast, in a consunmable such as a printef ink cartridge, the one key
conmbination is used for all Systens andsal|l consumables. Certainly if no

backup of the keys is kept, there is no hunan with know edge of the key,
and t her ef or ¢ Tebls 3a€onsteote usedin BB&<i bl e. However, a no-bag¢kup situation is not

desirable fo MWIHQ AUTH Mm@mfm nk cartridges, since

if the key i e—consy es—can—bhe_made-—TFhe manufacturer should

t herefore keg f‘)i . b%??ﬂi%z’joofyL twﬁe kny}’ |nfo nﬁ’f%gﬁjﬁﬁ several parts, where a
certain nunbgk? gf pe@p‘b@Bﬁust t pg2t her | condsbpRBaLhei r |portions to reveal

the full keyrjaTfioTgRdgeREEFE 11T S NRY3 U T EUFLIFEREdp: case the chip
pr(jgramﬁ ng statlion needs to be yréloaded._ln any cas none of these

attacks are a’@'al nsf*9P0i%80l O | #8el f, | sPHREZHB5hummhs are i nvol ved in the
aut henti cati pk¥ proawszEﬂFnstead, it is an attack agai pst the progranmm ng

st age of the-chips—See—Sectiton arct 85—for—more—details. 6 HVAC SHAl
The nechani sm for_ aut hentl cation is the HVAC- SHAI al gorithm acting on one
of :  HVAC SHAI [peropfimiged SHA-1 rqquiseya toipl @R 290 Thity pf dgastorageyi 5 nart exani nes the
HVAC- Sl | Al al giivei3g-hinehkifingasnbleeie defeibda H|, Hi, Ha W, @éver ed so far, and descri bes

an optim zat,i bit P ﬂl t fewer nmenory resources than
t he orlglna} 3ﬁ¥?%P%|on %ﬁ?&ﬁE&%#QﬁRJ{E%% aﬁgorlthn1|s descrlbed in
Section 3. 624, 9ne33-pit teppasiy viiables deBirpdithe f ol | owi ng defutitions: = the bash
function (es=0.Eidily32-6if tespdrykdgisttrs e BfiRdAEX, 0f Dbits output fromH (e g. 160 for
SHA-1, 128 bits £t MR fnc¥rsad 2 {p which the MAC functlon is to be
applied K = d = 0x36 repeated
64 times opéfﬂ’l“'*‘ Ropedenspeedieatiéd 64 times The HVAC algorithmis as fol | ows:

1. Extend Ksintboti! byt dDelpipdwppendi ng OxOO bytes to the er of K 2. XOR the
64 byte st jNhfenBhé tec in (1) with ipad 3. Append data sfreamMto the 64
byte string—create (2) brated in (3) 5.
XOR the 64]byte strlncA(E‘ill medl%iZn (1) with opad 6. Append the Hresult from
(4) to the{B4Ybyte strmmgltofmihgxmgtbfongimw:@smo& Apply H[to the output of

(6) and OU.M[Y,kile ey W{RY)'\LWAZ)
gX,Y,2) XAV XAZ)v(YAZ)
WX, Y, Z) XeYSDZ

The bashing algorithm consists of firstly padding the input message to be a multiple of 512 bits and
initializing the chaining variables g;.s with by ;. The padded message is then processed in 512-bit chunks, with
the output hash value being the final 160-bit value given by the concatenation of the chaining variables: H1 |
Hz [ H; |Hq [ Hs.

The steps of the SHA-1 algorithm are now examined in greater detail.

6.2.1  Step 1. Preprocessing _
The first step of SHA-1 is to pad the ix_:lput message to be a multiple of 512 bits as follows and to

initialize the chaining variables.

Table 5. Steps to follow to preprocess the imput message

Pad the input message Append a 1 bit to the message

Append 0 bits such that the length of the padded message
is 64-bits short of a multiple of 512 bits,

Append a 64-bit value containing the length in bits of the

original input message, Store the length as most
significant bit through to least significant bit.
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HVACIM = H(K (Dopad) | H(K $ ipad) I M] HVACSHAI algorithmis sinply
HVAC with H= SHA-1. 6.2 SHA-1 The SHAI hashing algorithmis described in
the context of other hashing algorithms in Section 3.6.3.3, and conpletely
defi ned in [27]. The algorithmis summarized here. Nine 32-bit constants
are defined in Table 3. There are 5 constants used to initialize the
chaining variables, and there are 4 additiwe constants. AUTH20-AU 0 -59
Tabl e 3. Constants used in SHA-1 Initialgthai ning Val ues Additive Constants
hi 0x67452301 y1 Ox5A827999 h2 OXxEFCDAB89 y2 OXx6ED9EBA1L h3 Ox98BADCFE y3
Ox8F1BBCDC 1mitlaﬁz1@3§t5i4ﬁ§vayi¢bleﬁ)<CA62mkDﬁhHﬁ&z,m(@DHE&ﬁQHNehr optim zed SHA-I
requires a togat s u. tata—storage: Fve—32=btt—chat i ng

vari abl es are defs"lve z(cjﬁdtlé-fsiﬂ#-i H4 and Hs. Five 32-bit working variables
are defined: A ﬁheléddeﬂ?ﬂpuéﬁ?ﬁ@mm@@@ﬂ%t temporary variable is defined:
t. Eighty 32-bi W&pﬁﬁ@@&aﬁéﬁsage&gsw-bﬂﬂ&ksaﬁﬁﬂ&ﬁﬁﬁlﬁﬁ:sm)ﬁﬁfd’nyofmsfhbblffvmfdk ow ng
functions arrgfedgE ed % SHA- 1: Table 4. Functions used in SHA-1
Synmbol i ¢ DescCrip ecl ature + Addition modul o 2 X ((y Result of
rotating X ITePl'eﬁﬁmsmwmrmcb%%i’lwﬁmtw%m Y, 2) (XAY) v (-1X A 2)
9( X, Y, Z) (ARG the¥A ik Biltdo X, 3 KFofj=6)o $5(T) Y(T) Z The hashing al gorijt hm
consists off firstly padding the ingut m%@sgge to be a nultiple off 512 bits
and initiglizing the chaininglvari p[RE b with hi s The paddgd nessage
is then prddaseatkimoEea bit chimkdé®o@th the output hash val ue |being the
final 160-hit val ue gl ven by the com:a(()qmbqsm be Ia)a< ighai ni ng vdri abl es:
HI H2 | H33+—H4H otano ||| u.nc Row-exan ned i n
greater det g\’i'"i'almewgrkﬁ'gimgf‘eép 1. ﬁf‘eﬂrgﬁ‘%r‘?ﬁ&rﬁ“ 15t step of SHIA-1 is to
pad the inpkounddssage to be a pirjplie of 512 bits as follows and to
initialize|the chaining variables. Iapl &P epsEt&£,9 | ow to prieprocess

the i nput nessage :
E«D,D«CCe—(B«3),B—A AL

Round 2 Far j=20 to 39
te—~((A«S)+hB,C,D)+E+Xj+y)
EDD«C,Ce(B«30)Be—AAct

Round 3 Forj=40t0 59 t
t (A «5)+g®,C,D)+E+Xj+y)
E-D,D«CCe(B«30),BeA Aet
Round 4 For j=60 to 79

te ((A«5)+h(B,C,D}+E+Xj+y)
E<D,D«C,Ce—B«3l)),B—AAct
Update chaining variables Hl¢eym+A H «H;+B,

Hy  H;+C, Hy ~ He + D,

Hs¢-Hs+E

The bold text is to emphasize the differences between each round.
6.2.3  Step 3. Completion

After all the 512-bit blocks of the padded input message have been processed, the output hash value
is the final 160-bit value given by: H, | H, | Hy | Hy | Hs. ‘
6.2.4  Optimization for Hardware Implementation

The SHA-1 Step 2 procedure is not optimized for hardware. In particular, the 80 temporary 32-bit
registers use up valuable silicon on a hardware implementation. This section describes an optimization to the
SHA-1 algorithm that only uses 16 temporary registers. The reductios in silicon is from 2560 bits down to
512 bits, a saving of over 2000 bits. It may not be tmportant in some applications, but in the authentication
chip storage space must be reduced where possible.
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Pad the i nput nessage Append a | bit to the nessage Append 0 bits such that
the length of the padded nessage is 64-bits short of a nultiple of 512
bits. Append a 64-bit value containing the length in bits of the original
|nput nmessage. Store the length as nost significant bit through to | east
significant bit. ALJTH20-AU O -60 Initialize the chaining variables I H
<-- hi, H2 - h2, H3 <- hi, H4 F h4, Hs F hb 6.2.2 Step 2. Processing The
padded i nput nmessage can now be processegd- W process the nessage in
512-bit bl ocks. Each 512-bit block is in the formof 16 x 32-bit words,
referred to as | iprsptiniratio-isiesed Fialylfat Wit alBuelphe driging ool mehsege bleckddvxiBA bi t

bl ock (I npuwm&dmw&éhm@@&hm@oma&m%@dm lm@ nmlﬁaﬁﬁsn,ihe@or&%% N =
B AN e S o e ot b e
H30D <- | 1461le18|2's WiokeepRE wends for wwwﬂ@fﬁ@cﬁwﬁr@x@(m@mm@k@ t@yheEwb(fmy )
E;:' I'[])’( [B)<-C Cb)Cfcéist?(l\(eaQ)np Bosind, bﬁglfcgccg? lé@age %Im%@ﬁnohmmto;aﬁ 39 t<-(( AI(:< 40 ‘o 59
+ +E+ o) (0] § 0
D) R Crces) vo( b, Falf) oo R ins it iS00 ¢ 55 ctan % v B e ol e ) 10
j=60 to 79 @ kaw} W@@slﬁb@wtwmelwﬁmr@:ar@d@memsag@ylﬂwﬂesmp Updat e
% Eal BI lng Vv abida bl upatehlle 16temﬁ¢ﬂa.ywﬁb1e§d21f]§eydd2es¢ mBreq&d%#m&ésCea&ﬂﬁ%Hfbgig%r Allé45|2‘|5 ;E
e DO te e ween eac roun
Step 3. Con%‘%%§3%8%?gmgggbéﬁ?i E%% %%%%ﬁﬁa%ﬁgﬁ%f t he padded i nput nessage

have been processed, the output hash value is the final 160-bit val ue
given by. H H2 H311141 H5. 6.2.4 Optim zation for Hardware | nplenentation
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The SHA-1 Step 2 procedure is not optimzed for hardware. In particular,
the 80 tenporary 32-bit registers use up valuable silicon on a hardware

i npl enentation. This section describes an optim zation to the SHA-1
algorithmthat only uses 16 tenporary registers. The reduction in silicon
is from 2560 bits down to 512 bits, a saving of over 2000 bits. It may not
be inportant in sone applications, but in $he authentication chip storage
space nmust be reduced where possible. AULH20-AU O -61 The optim zation is
based on the fact that although the original 16-word nmessage bl ock is

expanded Irml%m@sm&ﬁ@&agﬂsm,bb&mﬁdeomd_ are not updat ed

during the & .iLu.; areteh—-01 the—previous 16 words
only, and heRlize e e%wmﬂﬁ%d ﬂd}ﬁgh' Hgg cg1PJT§f8 18n the-fly dyiring
processing, { as long as we keepﬁt6ﬁw&ﬁd§1%eﬁ2Nheﬂbackmard referentes. W
reqw re rOt‘IRbd&UO('UU”Le'b to K%HG{I&]&LK of ~which—Tregrster—wearejup to
using, but the effect is to_sdve a amount of storage. Rathef than

i ndex X by a“SP§PE RPRLHY X e use &'%NB "Npunter to count throligh the
iterations. [Bhis can be achigved bﬂhhﬁﬁmﬂnﬂﬁaamg a 5- bi t reglste with
either 16 o ngdlAa”u dect cur;llL|D|dg1|6‘!u_]!l tntt+t—t—reaches—o- ||| ordef to
update the 16 tenporary variahles as if they were 80, we requi 4 i ndexes,
each a 4-bi{ register. Al 4 |indexts @dte ﬁ%DXWﬁT¥WWr@pdﬁ8JhB) during
the course of the algorithm AR AN, 0 -62 Table 7. Optimsed Steps to

follow for each 512 bit bl ock (Inpu 0 i alize working|variables
A4 Hl, Bg-- H2, CFH3 DF %WE%I%C ‘%\fﬂﬁi%&) A8Ef\_l3t< 2, NMdx- 0 Round

0 Do 16 ti npBou@iBy t he 512 in)Db4bm$s into Xo. XXNN, 4T= IInnputVbrth 15

[RN1, N2, 1B]01 0111 RN4 Round IA q&m@hr@@géxﬁgé\ﬁh é C, D) +E+XNd+yl )
UN,fN2, |1 rv f 1)4vOor N4|E<-D Af-t Roupd 1B Do 4

B('<30
tinmes XNA F ((XNL(r)XN2 (r)XNB (D xmma%)éﬂ %’fm(*(EKzﬁ?’) B, C, D) +EFXNA+Y" )
N1, N2, N3,{ N\d E<-D, DE- C, CF(B} ((3omfmgmm Round 2 Do 20 tines XN4 <-

TP R0 (200 L el et 1=
Round 2 Do 20 times

Xne ¢ ((XN1 & XN2 @ XN3 & XN4) « 1)

t e ((A «5)+h(B, C,D)+E+XN4 +y,)
Ny, TN, NG, TN
E«DD«CCe(B«30),B+—A At
Round 3 Do 20 times

XN4— {CINIDXN2BXNID XN « 1)
te—((AaS)+agB,C,D)+E+Xys+y3)
N, TN, N, N
EDDCCe«B«i),BcAAct
Round 4 Do 20 times

X (NI XN2D XNI S XNY) « 1)
te—((A«S)+hB,C,D)y+E+Xy+y)
fINt, in, T3, Ng
E«D,D&C,Ce—(B«30),B—A At
Update chaining variables H«H+A H,«H+B,

Hye H:+C,Hy ¢« H; + D,

H;« H;+E

Q

The bold text is to emphasize the differences between each round.
The incrementing of N,, N;, and N during Rounds 0 and 1A is optional. A software m;plementauon
would niot increment them, since it takes time, and at the end of the 16 times through the Ioop, all 4 counters
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Round 3 Do 20 tines XN F ((JSN (B XN2 (r)XN3 (r) XN4) a 1) t <- ((A <(5)
+ g(B, C D + E+ XN4 +yt) N1, Il N2, 4N3, nN4 EFD, D<-C, CF(B(<

30),BFA, A<-t Round 4 Do 20 tinmes XNAd F ((XNI (r)XN2 (r)XN3 (r) XN) " 1)

t <- ((A<B) +h(B, C, D) +E+XN4+y4) UN!', 1l N2, 11N3, 11\4

EFD, D<- C, C<- (B<<30),B<-A A<-t Update chaining variables H <- H + A H2
<- H2 + B, H3 H3+C, H4F114+D, H5FH5+E The_ bold text is to enphasize the

di fferences between each round. The incienenting of N1, N2, and N3 during
Rounds O and 1A is optional. A software inplementation would not increnent
them si ncewitithe thétkaigind valies. DRtbrsE habdvere Rulhvichito idned: 61l 4 ¢onmas todathateghie bthe | oop,
all 4 countertsm“AUTHZO AU O -63 wll be their original values. Désigners
of- har dwar e° 3/ 'sh to increment all 4 counters together to save on
control | ogRerd Gesprgompletelyomisied € B gsiies foads dhe ook de 4 "t he call er | oads the
512 bits of 6X0- 1vA6SEBMAC- SHAT In the authentication chip inplenmentation,

t he HVAG SHA1 u evbopR@SmQbshindl@bss: on R
usi ng Ki and on%thf&%llz%ca%ne&l%zweh%dggn’?ggﬂﬁggﬁggng‘r&e}ytWo t%ft:;ll engt hs,

r at her thanweﬁaﬂF@“%Rm@“&ﬁﬁf%FPWW%’*’&B’Q?QFEPWW?%’MI PRIy can be
conbi ned anshvé imeadian VeI & sepaiate Hitide® dn chipttkey cddA@uBiriiand thdardpasewtinigdsee | bed by

Cheng and 6shAﬂ;Lste%eL&eansmwhexgaAna§m h wil alidh Rga.Of 1mMessages in SI-1A-1

Step | 1 i ng of t.he sage
necessary to ens@?@d‘i“ﬁafm?ﬂ?"??&ggﬁtlssﬁgi@gﬁﬁ§swqc’l?gﬁg’tm{me} ﬁ@ﬁesane‘c’)e)éfter
paddi ng. ~ Si iscweswey tomiuye doetifferon teksagts will pes dook e sameafiorpeiding. Siper vegalugPitgh an be
const ant sy, eL&ﬁ%%&tduP%dm&gQ&bQ&th%ed version of the SHA- | algorithmis

ssed, uhere O Y et e o e BB RathpiRaadhece 10

regi sters are I

Ni ne 32- bi tus@dwmmstmgemmwwtema@w%wpqvbrﬁw%ﬂ%qwgﬁ Yiffe fact
that they are Cqmsﬂm:ﬁuboﬁs@m, sasiMaNkagerefured, Mg fact ihandepaentsatt om

Har dwar e optl zed, l\/AC fequires a total of 1024 bits of data
storage: |\T§g°§°§ ‘T?Dgélgm ‘%varlabl es are d fi ng% H2, H3, H4 and H.

Five 32-bit wor Hﬁ‘?g"‘?@f‘?’é‘tﬁ‘l% H‘@Wﬁééﬂ‘a‘ﬁ,"’:’é itsof dafd storageyy E Five 32-bit
vari abl es for tenporimichainii OirAPe = Adinéd Hall,, HEBahd Hs. Buf f | 60j . One 32 bit
temporary varialles) s 8Lk Detbies be ceniiaXd, 966 D32 Bl ¢ Lemporary regi Sters are

def i ned: XO 5.
Five 32-bit variables for temporary storage and final result: Buff160,.;5

. One 32 bit temporary variable is defined: t.
. Sixteen 32-bit temporary registers are defined: Xo,5.

The follou;ing two sections describe the steps for the two types of calls to HMAC-SHAL
631 H[RK)]

In the case of producing the keyed hash of R using K, the original input message Risa constant
length of 160 bits. We can therefore take advantage of this fact during processing. Rather than Yoad Xp.i5
during the first part of the SHA-1 algorithm, we load Xos directly, and thereby omit Round 0 of the
optimized Process Block (Step 2) of SHA-1. The péeudocode takes on the fol!owing steps:
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The follow ng two sections describe the steps for the two types of calls to
HVAC-SHAL. 6.3.1 HR, KrJ In the case of producing the keyed hash of R
using Kr, the original input nessage Ris a constant |ength of 160 bits.
We can therefore take advantage of this fact during processing. Rather than
|l oad X. 15 during the first part of the SHA-1 algorithm we |oad XO0.15
directly, and thereby omt Round O of the .optim zed Process Block (Step 2)
of SHA-1. The pseudocode takes on the fo%Loﬁjng steps: AUTHZO-AU 0 -64
-64- Table 8. Calculating HR, Kl] Step Description Action 1 Process K0

i pad X04 e- MG ~O%x36363 2—X515—<—0x363636—3HIL % - hl-5 4
Process Bl o Iﬁt’l%g'gd%uﬁgnggm Male- R4 -15 e- 0 7 Process—Bl ock 8
Buf f 1601-5 <4-Stepi1-5 O|Prsointion K (r) opad|RR e- Ki(r) Ox5C5¢5C... 10 X. 15
- - Ox5C5C5C.[17 TT HI{ Brokess K ipad 12 Proce<xMBLﬁpauﬁ&BuProcess previ ous H x]

X04 e- Resulpt—~=>4Xpe-0—165-Process—Blpck—te—Cet-+esut+sbByff 1601. 5 e-
H1-5 6.3.2 ﬁ[RINlKZL In the case of pr¢ a%rﬁﬁﬁ?ﬁ% '‘keyed_hash of RI M
using K2, the original 1 nput nessage is|#&«Canstant |ength of 416 (256+160)
bits. W cangtherefofetakeadvantage o Px‘o&é&sEBoEl?‘u during pf ocessi ng.
Rat her than|load 415h during the first part m1 e_SHA-__l_a.l_gor'i thm we | oad
X0.15 directly, and thereby omt Round P of the optinmzed Process Bl ock
(Step 2) of {SHA-T. T1nmﬁsaudocode t akes mne%he foll ow ng steps: AUTH20- AU O
= 65 Tabl e 9 Ca! Cu! a : ||3 l ||_ |\ |v; K2] St €P LI ptl UTI Abtl Url I PI‘ ocess K $
i pad Xa <- KE (r) 0OxB63636. 2 X5.15_ “0 363636.”

7 ?rocessBlock

8 . Buif160,.s < H)s

9 : Process K @ opad Xoq K, @ 0x5C5C5C. ..

10 ' Xs15 ¢ 0x5C5C5C....

11 ] Hl-s('-h|_s

12 Process Block

13 Process previous Hix] KXoy — Result

14 ’ ' XS.is'(—O

s | ' Process Block

16 7 Get I'ESIIItS ‘ Buffl6(,.s «— Hy.s

632 HR|MK,]
In the case of producing the keyed hash of R | M using Ko, the original input message is a constant

length of 416 (256+160) bits. We can therefore take advantage of this fact during processing. Rather than load
Xg.1s during the first part of the SHA-1 algorithm, we load Xg.5 directly, and thereby omit Round 0 of the
optimized Process Block (Step 2} of SHA-1. The pseudocode takes on the following steps:
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3 H-5+ ht 5 4 Process Block 5 Process RAMX04 <- R6 X56.2 FM 7
Xly1l5 i- 0 8 Process Block 9 Tenmp Ht-5 10 Process K (r)opad Xa = <- K2
(r)Ox5C5C5C... 11 X5.15 t- Ox5C5C5C... 12 H1.S t--111.5 13 Process Bl ock
14 Process previous H x] X04 <- Tenp 15 X5_15<-0 16 Process Block 17 Get
results Result <= Ht, 7 Data Storage Integrity Each authentication chip
contai ns sonme non-volatile nenory in order ol O hol d the vari ables required
by Authentication Protocol C. The follow ng non-volatile variables are
defined: AUTH2O-AU 0 -66 Table 10. Nonf¥l atile variables required by
Protocol Cl Variable Nane Size (in bits) Description MO..15] 256 16 words

(each 16 bits) containing state data such as serjal nunbers, nedia
remai ni ng et'rabchtCalitﬁa(ﬁngﬂiBliMS"aﬁ to transformR during autheptication K2 160
Key used to s.tépdl Sﬂegplmoyl durT Ny aul AgguRl cation R 160 Currept random nunber
Access 32 The-14 sets of 2-hit Acgesshde "ﬂi"ﬂs er—M-+At— Mode( 0. . 15]
Checksum 160! S[kfr"FeS‘I&?.‘Pansed to é‘ﬁ‘r%?ﬁa’? *and K2 have not been
tanmpered wifth. WnTicks 32 The m mgrymaammﬂ.. of clock ticks between calls
t o key- basdgd—uhpeti-ors—SHAH-t-en sets the—secret—key—| nformati on (Ky,
K2, and R as |been witten to t g"c‘ﬁl'd If clear, the setret information
has not bedgnt wrijtten yet. |sTrust e8rodessiBlocket, the RND and [TST functi ons can
be cal |l ed, butRED—=and—WWR—fumctiTons ctannot—be cal ted

5 ProcessR | M . Xesa—R

6 Xsz e M

7 : Xisis 0

8 Process Block

9 Temp « Hy.s

10| Process K @ opad | Xpa < Kz ® 0x5C5CSC...

11 Xs.15 € 0x5C5C5C...

12 ‘HI-S(""hl-S

13 ' Process Block

14 Process previous Hfx] Xog ¢ Temp

15 : : Xz 0

16 Process Block

17 Get results Result «-H; 5

7 Data Storage Integrity

Each authentication chip contains some non-volatile memory in order to hold the vanables required

by Authentication Protocof C1.
The following non-volatile variables are defined:

AUTH20-AU



If clear, the RND and TST functions cannot be called, but RD and WR
functions can be called. Total bits 962 Note that if these variables are
in-Flash nenory, it is not a sinple matter to wite a new value to replace
the old. The nenory nust be erased first, and then the appropriate bits
set. This has an effect on the algorithnms used to change Flash nmenory
based variabl es. For exanple, Flash menory cannot easily be used as shift
regi sters. To update a Flash nenory variabl'e by a general operation, it is
necessary to follow these steps: 1. Reaff-the entire N bit value into a
gener al pur ppse—+egrster——2—Periarmthe—pperaton—on—the—geneyal purpose
register, 3. el A Rpgvolatilt vaigles eirpd PY RiDto0lCh o ndi ng to the variable: and 4.
Set the bits| WirisblaNakd ash Sizetahits] ocati on baseBesgiptipthe bits set|in the
geher al - pur pPRf IsF0T STET ] A FESET i okl (cabH 14 Gt} chratalal @ik daldkieh NRS no ef f ect
on these nontvolatile vafiables. 7.{1 M'Flnd Accngeﬁiswbde Vgri abl est M 0]
through M 15] are used to hol d consuBEBF & FHEATPEetfcn as seri al
nunbers, batichk nunbers, [and l&ount| By usdiasensiin Rdrgrethaiicaggn Each M n]
register is [ bt mEK{ Y GEE e & oV ¥ Ehs@fn M oknddubitidaion. Dyt €s) .
Clients can j t-0ndividu i S. | nstead,

nox.-at 1

the entire Vv

dttor, refer

Lor welkttef
red 1§ as

hﬁ““F”.éﬁi"ﬁdﬁﬁd“"ﬂwPF’vwitten inas

| ogi cal acce
and witten

ScesAUTH2O- AU O

37 M

Chhp l6ets of@dil AtsisMgle tahves R e

ngl e

ad) command,

ommand. The

ucceed i f Kt

R (wite) g
SIW.itten/|
hip (% Trug
types, the
ype e at
ted in any
t one tine

commands only s

= _ . chip is a
1Sy | Kel (ped “N‘;’—fﬁ gaidh %irgr@e ®brt ain a
edliip@edvathl y in their wite
Wa,-nﬁﬁ'hﬁmhm 'B,fget@ﬁ@cks DLl EIRT
way chosen, by e client.
i‘?l%i"@”é‘ﬁlﬁﬁ‘fm% snal | er _amount
SBhriren t y, as] descri bed | ilfisetSaasbdrapkey Bifordidition (8. Kf, end@ht
are outlined in Tabl e 1lasudahti@nblne M. idcRaReSs8ESI O
Read Only {an never be¢.witten Pl Wite Can g
Decr enent _Onljy Can_only Bu\ggﬁhfetl‘se% 0 1 ?ntyﬁté new val
(Is¥mitede.  Deqrenent Onl y isetl e T fpsictions cpabe $3edy ¢
val ues, butlcan be any multiple of nlaDkhdWR fuddioms eaiRlcilsd t he

required fof witing, ‘al2-bit acce$ HerdrSubehd REG uf Or
The follow phg table defijnes the in grcg?’g%ﬁo'%the nglﬂlt acd
bit-pattern] Table 12. Bits Op | nt efretak? & odons PRBEEH B ur |
command 00 RW Readtdfs bis | The 9s&w 16fbit value is always witten

t haat he W
nbgﬁ)![gg?ll ned
Shefst ed ¢
fferent data

—dat=
be I nterpre
M ar e read

and Kr are
consunabl e n
nunber of di
per m ssi ons.
256 bits cai
256 bits of
reasons of

per m ssi ons
Access Mode
witten to

t han the ol

menory, the
he entire

s for

wite

ns Data Type
| ways be
ue is less
or ‘32-bit
protection
each Mn].
ess node

ng Wite

to Mn]*.

Note that if these variables are in Flash memory, it is not a simple matter to write a new value to '
replace the old. The memory must be erased first, and then the appropriate bits set. This has an effect on tlag
algorithms used to change Flash memory based variables. For example, Flash memory cannot easily be used
as shift registers. To update a Flash memory variable by a gencral operation, it is necessary to follow these

steps: :

1. Read the entire N bit value into a general purpose register;

2. Perform the operation on the general purpose register;

3. Erase the Flash memory corresponding to the variable; and

4, Set the bits of the Flash memory location based ox the bits set in the general-purpose register.
A RESET of the authentication chip has no effect on these non-volatile variables.

71 M and Accessmode ‘

Variables M[C] through M[15] are used to hold consumable state data, such as _scrial numbers, batch numbers,
and amount of consumable remaining. Each M[n] register is 16 bits, making the entire M vector 256 bits (32
bytes). Clients cannot read from or written to individual M[n] variables. Instead, the entire vector, referred to

as M, is read or written in a single logical access.
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01 MSR Decrenent Only. The new 16-bit value is only witten to M n]
is less than the value currently in Mn].

(Most Signif

i cant

Regi on) used for access to the Most Significant 16 bits of
10 NVSR Decrenent Only (Not The new 16-bit value is only

Only ;nunber.

witten to Mn]

NVSR access

i f

the Most Significant M n+l] can also be witten.

ifoit

This is
a Decrement

The

Regi on) node allows multiple precision values of 32 bits and
| RO Read Only The new 16-bit

nore (multiples of 16 bits) to decrenent.
value is ignored. Mn]

for the 16 M n]
AccessMode regi stbfnberggusiss thy

regi sters are

is left-

athered to
{reagycommpznd, "éé‘gﬂl\%‘ﬂae

et her

i n

unchange@: The 16 sets of access rmde bits

ére"g%i?gte R spond to

Mn] wth n casmindddnlpeecesd B Bnd KpBre bdﬂ.tﬁﬁ@d.@ﬂ}lm@nﬂmzndlﬂiﬂuﬂk@m@m@@!ﬁs% J5 4 3 f2

were access node MR, with

J1 0 Each 2 pdsﬁmaglghddwtécﬁ‘;&mﬁgedu’bj hi/lo format.
regi ster woul d bé‘lmigfyi‘faj'fi““’i“f”ﬂ

%%&i’i‘“ P’f’“ﬂ%"’(ﬁy y)

Consequent |y,
2-bi,t AccessMde
16 ¥HH R TOH

if M O-5]

AUTH2O AU 0 EahBatDupeicagiveysde nid Oue plicat tvaRory\ei2f6ebjts @obripansted XooewasMisee[ n] i s

eX?m nedl }‘Oﬁ) ﬁ@&i@ml‘a@mﬂm %@:m%fM%%@ﬁt@%b ugeﬁﬂgaa&%mmmwfmw@mrw n]
val ue w repl ace cess e.reqgis S usi ng the

aut henti cat F% %Fﬁdﬁ”‘g’“@ﬂ#?‘g& ﬁ@&é‘?&%@'ﬁ?’% lﬁlal ;tstt[ t the

Decr enent Owl'fytbleljn}ﬁatlel’wwns unS| gned SO any Decrenment Onlyjval ues t hat
require R oke

e. For
exanple, a A of -50 to 50
nmust have tr R?’“%lﬂ?j% Shl it hen interpret
the range 0| RedWi@d as

an wlgays Ot t60. Not e t hat nost i nstahces of _
Decr enent Bk AlETy required. For
Decrement Oply data |te

r(ﬁnéﬂly‘b@wﬂﬁeu&@ftﬁéh%?alde% 16 hah ARG value T 1 qui T e
nost significant

r the data in o
ta | east significant J tﬁ?&?f@?’f?’&?‘fﬂﬁ%}%bﬂfﬁ%ﬁﬁaﬁ?%‘“?h, access node
for the nostf signifi cartbemmmlsof(lékibred in Mn]) should bejset to MSR
The remai ni Ng T eqi sters (M N+IT, IV[n+ZJ €t c.) shoul'd have their access

modes set to NMGR, .L1.u8lde3 mz?u%glexm%ae&o: Rodl %@es teddad} ﬂf&ﬁ&aaﬁa& MER

regi on, each N re’ﬁ‘f € 'consi I nstead of being

anul ti - pr edYks]- &k f@@‘t‘f’ﬁ@#‘ﬁ%ﬁﬂes s épterprpiation E’f'r‘heétbit 6%?&% ‘P‘ﬁ'@b‘kﬂ"%ﬁ‘fﬂ AccessMbde bits

f%ﬁ”‘i’Be‘Hé‘e‘bmto 100 The Syst em must

U

can be foun TabmSectl on 9. 7.2 Kr K, 1s the 160-bit secret key |used to

t ransf or m Rght u.,a t £ T amredjal ong - with
K2, Checksu B‘i& 1 W fg gﬁuﬁpnr r%d&bﬁl?\kérh‘ﬂ{frrl\@y ﬂé%:lomkl %’g’t_geg_@t

| nf or mat i on OOCOTWnd. ‘Sﬁaﬁ%‘é K, nust| Bergdfbit el psapeys shgea ™ol o hnot
directly repal KIMsRhe| Dermanddy t hat [k eewlssit afue KpnlpwmiteRDIBdifd RD. RND

R, SKi
AsS | np

returns a pair
X, SK, [X] plair

s 1eds BRI VBTG iy in VibH], I8is BD 1
used for access to the Most Significant 16 bits of

a Decrement Only number,

equires an

Ef]om\g{&ﬁﬂégntR i's

egion)

10 NMSR | Decrement Only (Not The new 16-bit value is only written to Mfn] if
the Most Significant Min+1] can also be written. The NMSR acoess
Region) mode allows multiple precision values of 32 bits
and more (multiples of 16 bits) to decrement.
11 RO Read Only The new 16-bit value is ignored, M[n] is left

unchanged.

The 16 sets of access mode bits for the 16 M[n] registers are gathered together in a single 32-bit
AccessMode register. The 32 bits of the AccessMode register correspond to M{n] with o as follows:
MSB ' LSB
15 13t2]1;[10 {9 8 ’2 Il Io l
Each 2-bit value is stored in hiflo format. Consequently, if M[0-5] were access mode MSR, with

M[6-15] access mode RQ, the 32-bit AccessMode repister would be:
11-11-11-11-1-11-1§-11-11-11-01-01-01-01-01-01

14 - 7|6 Is 4|3
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K, is used in the keyed one-way hash function HVAC-SHAl. As such it shoul d
be programmed with a physically generated random nunber, gathered froma
physi cal Il y random phenonenon. Kj nust NOT be generated with a conputer-run
random nunber generator. The security of the authentication chips depends
on K1, K2 and R being generated in a way that is not deterministic. For
exanple, to set K,, a person can toss a fair coin 160 tinmes, recording
heads as 1, and tails as 0. K, is automatically cleared to O upon execution
of a CLR command. It can onIy be prograﬁﬁ?ed to a non-zero value by the SSI
command. 7.3 K2 is the bit secret key used to tr nsformMRdurlng
the aut henti cati SR HBEEHIT 2 %ﬁé &) coppag r‘“é‘i’%‘é(ﬁde[& Koo ? Mink$i88ksum and
R with the adstifiemaicapivbabects now MiFSiluewBotplGeteadt | nf or mat i on) conmand.

Since K2 nust be ﬁe&&wmseglmgkae&g&ea@a&% mﬁ%mbsetrpe&é Haﬁnicommnds
t hat make use of&}(%z3 are RD and TST.. RD returns a pair g’?’ where X

was passed in ad° BH@ HsLegmen STRPRTIsPRLS Yageneq, 80 ARy PeeTs et |res an
M SK2[ M | Rfsap@irmgesgust rpskifted inlreppsdivirangaor eadntpli avoehfabloitt stBcremeatfelyidite at i on

ﬁ K/kpc Z H§¥D fleﬂeatngeqﬁ.so $30 ﬂn&cl Hg&%@ rdnge shiR&Q :&&wﬁio?@m\p@% :ﬁmﬁenlal ﬁ{theq{hge{% ;
- u 0 e Wi ca enerat e
random nunbé?lﬂﬁ % %etﬁlpofti vgﬁ% %%eﬁtég‘wﬁﬁyﬁ%ﬁéﬁoﬁgﬁg "RMI%E NOT be

gener at ed V\ASIPﬁmau"edanputer-run random nunber generator. The security of the
aut henticati on ClRirpscréiRR R 8ata i@s, Krangelfid dadid orfer BB NGkt GRAMBAS R sighifi@ntnay t hat

is not det enpm, F exa can air
coin 160 ti rreslpq"%&elléesgn ﬁ&] g:% cdmﬁsm(’% %r‘%(%ioft g’E Fw%?&ﬁ@ﬁﬁ%'n%ndh ijd69 K2
i s aut omat i kel ‘9%&@@&‘@%@@6ff@'“ﬁfp@'ﬂﬂ*éké@lj?}e@ﬁs’-’@#‘dI&V@ﬂa@mﬁﬂqﬁf“ﬂm%n only
be programred t olf arondd@ty-s@t & NMSRAk o BgoctaREMSISlegiQOATENMER régioh wilkbe edasideral The

Checksum reglh&[énggugg,ﬁmgdo}ge%ggw ?l'é&%ﬁlr to verify that K, and K2 haveK2

not been alter y an__atta ecksumis_ pro ramred along with K,

and Rwith the a%f?ﬂ@ﬁ?fae%ffqﬂéwa&%%@%@m("SBTf‘“S%E’gEFP‘m t nf or mati on) command.
Si nce Check®um nkkst be kept secret, clients cannot directly read Checksum
The comandg, it Jﬂ@k@-m&a l&%@se@fo @e%&m&&uwﬁ&&a%mms bdGanifed ongand K2 -
nanmel y RND, Chec T E ore.ca onaﬂ. thQ@ (%n)ed V%I(Llée t}@sed on K,
or K2 a chec sdnt on “(’1’ I's ca corrpare agai net 't he

st or ed Chec%@lhﬁk@aqeﬁ@-d@ﬁeaﬂeqﬁmwﬁal cul at ed is the 160-bit value S[Kt |
K2]. If K, and Nﬂe@aﬁzﬁa:ﬂiﬁ)ﬂ:ﬁdceaﬁomlaﬁclRNB\éﬁiRIFkHBFbmﬂﬁmy{,Sl{.tmgawﬁel:blﬂxsa '

mul ti-| eVG'mﬁL&E&b&%ﬂﬁﬁ)éﬁ%@ xR l%&r the verification process
se

i nstead of just the su t used to. re resent valid val ues. Checksuym s

automatically c %é%mfhsk@emwye%m%%? SHAlopsuchiihagid e pre ¥y be
pr ogr amred aplysigalin ganeratairandenniumber pythdrdddro8 8 physiciinmmidn pigndmeRudn duit ¥PTést ed R i s
a 160-bit %Humﬂmum.dmwmhumsr PhRD: a:mang L,ﬂﬁhgumenuandécm@ Rpedf? Wi th
the SSI ( Set §ecr ﬁ%e | nf or mat i on om ?rtlegmmuc t %%Xea t oonbe ‘5s|ig
secret, sineeit gioven rreafs dfao CRFTEFEiTa "f“ﬁ"é’ £ wever -
must be ch&Hges 1?96#“95 W’dﬁﬂﬁéﬁ%}f entaile# on chip, -and not set t o any chosen
val ue by a cal Ke# automatically cleared to 0 upon execution of a CLR command. it can only be programmed to a
non-zero value by the SSI command.
73 K,
K. is the 160-bit secret key used to transform M | R duriﬁg the authentication protocol. K is
programmed along with K, Checksum and R with the authentication chip’s SSI (Set Secret Information)
command. Since K; must be kept secret, clients cannot directly read K.
The commaunds that make use of K; are RD and TST..RD returns a pair M, Sg»[M | X] where X was
passed in as one of the parameters to the RD function. TST requires an M, Syo[M | R} pair as input, where R
was obtained from the authentication chip's RND function. ’
K; is used in the keyed one-way hash function HMAC-SHA1. As such it should be programmed with
a physically generated random number, gathered from a physically random phenomenon. K; must NOT be

generated with a camputer-run randem number generator. The security of the authentication chips depends
on Ky, K; and R being generated in a way that is not deterministic. For example, to set Ky, a person can toss a
fair coin 160 times, recording heads as 1, and tails as 0.
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R is used during the TST command to ensure that the R fromthe previous
call to RND was used to generate the SK2[MI| R] value in the non-trusted
authentication chip (ChipA). Both RND and TST-are only wused in tasted
aut hentication chips (ChipT). IsTrusted is a I-bit flag register that

det erm nes whether or not the authentication chip is a trusted chip

(ChipT): If the IsTrusted bit is set, the chip is considered to be a
trusted chip, and hence clients can call RN® and TST functions (but not RD
or WR). If the IsTrusted bit is clear, tdae chip is not considered to be

trusted. Therefore RND and TST functions cannot be called (but RD and WR
functions can be Eaiftusaatcrlyrleamdfo 0 vByrsrerionefr EER rrewynd | eun ol proggereg o aTST on
t he consumabluéh-%® vike®y e S8 eUahakai P Woul d sinply return | to a function such
as TST, and .§ Copstant value for RND). The IsTr usted bit has the added
advant age of redu0| ng the nunber of available It, %%LA pairs obtainable
by an attacker, y&e 'FSPIPmeﬁWmaéﬁ%“tﬂWTW}haHﬁﬂ%d HResvtaltered Y n

prot ocol . ToatakleCRckAA ik Fogkdnm edaﬁlﬁg{vﬁx.pe,laﬁﬁ{m&nheahtﬁeasok@ﬁcmmsi (BeSccidt Syst em

aut henti cati 5 avai | abl e

t han t he con%ﬁoﬁ&ﬁ%?@“ ﬁodfcﬂmﬁéhec ?sﬁcs C?en% ?S Ieare to 0 by the
CLR command. TheyThagosumisese ﬁatwa#f’t“{eé’ﬁc‘ie@@‘ﬂyml dgpthat P@?Gfer‘?éKldFd ¥oh eargsRNBFRrand

The | sTrust eshd P81 Befora caltihtiig 50 tevdaléd Guhue badsddQu H, di Bpx chekimSeRnd/tistaiculdted Ehdv | a

the SSI co Al gﬁqggg Z ; this is
quite reaso%ﬁlpgsd(a R sgtg han v?‘geoﬂeg%%ﬁmgca%%&gﬁf éxraﬂ%& g‘%a?%ﬁl( kaR wi th
taps on bits O, 2fKagnd1&ﬁfaStye a3 Frpftileve! Flash memony. e full mpl-leel Ela%aaé%&s#lﬂ# beuet to
TST (wher e for thesentfiedtion prevek) instdliidHid Ghe/Mlibs@ used idGpusttlvalfitvileat | on chi ps desti ned

to be trusted Ch'da&kgaﬁ%qmsxﬁsuénéammﬁ%&wﬁwyb@hJama&dtmﬁcr ptSTrusted
bit set durin rogr amm n? alr% S#t henti cation chips used in (gonsumabl es
( Chi pA) shom’%aﬁ‘gﬂﬁg‘”’f"ﬁé‘i vajug by e Sp g e kept clear (by storing O in Rvia
the SSI comind &eei Bfrusledbgranmming). There is no conmand to read or wite
the IsTrusted bi tnnm'izeﬁtwemmeakmalpm@miawgmmhle:camhhamsﬂ(sati on chip

does not onl cret ﬁxk%ma%?nz Dl ed. R Qo@sd ncc):mfgvﬁo be%f t seb tésmcff i|(<1% %Hrqbl @-gﬁly Jbglle%tvl;a%gt h of

the HVAC- S prevent an a sparse
| ookup t abl é*ND%%ﬂﬂéé’emewv&fbef%%kyﬁéﬁf fruélatnpaaw%!ﬁqaﬁdn&wgtéoaaéﬁ@%@“sn t he
range of R oyetaldrhe |ifetinme of all Systens. What this neans is that an

attacker nust nom*a&aab.h;mmrm@mm@&mwcu%m%p&s@%%mas&emoduced

and future St should a
gener at ed rﬁ?‘%ﬁ fa !V“léé‘f’I’FéP? t?d& %E?@EMWWFW non
must NOT be"-ig@ﬂémﬂwewc%ﬂwmt@hpnt er-run random nunber generator. The

gener ati on of Rmlﬁstedn@u-bioﬂagd@fst&rmd&ieﬁﬁﬁeewheﬁerrorﬁmamhﬁuucdu&@@ne&a&ee an R
for uselnanpt d System chip, a person can toss a fair coin 160 tines,
recordi ng hea S as 1, and tails as 0. O is the only non- valid initial

-val ue for a° trus‘f@ﬁ‘sﬁ‘ﬂf"gb‘b‘s’(eéfbefhﬁ’ésW%’FF‘E%?@%P‘B‘PWW’IWW%@S%?&)RN’?
SIWitten The SlaldTiTtfentiocpSBe h@RDbsWRY mati on Witten) 1-bit register hoI ds

the status of tNeusefielnliar BBl ARLAlEd oW MlkI Thhe-AghaRIoat | on

chip. The secret, i nformation | ient_cannot directly

access the Sl W iftaetags gropt efﬁq‘g‘t"{‘é’éﬁba’}dtwq@“&?“é%%‘a%dém‘ﬁ% SEERIVHAFEHA (whi ch

call RND or TST on the consumable (since a clone chip would simply return 1 to a function such as

TST, and a constant value for RND).

The IsTrusted bit has the added advantage of reducing the number of available R, Sg [R] pairs
obtaingble by an attacker, yet still maintain the integrity of the Authentication protocol. To obtain valid R,

Si,[R] pairs, an attacker requires a System authentication chip, which is more expensive and less readily
available than the consumables.
Both R and the IsTrusted bit are cleared to 0 by the CLR command. They are both written to by the
issuing of the SSI command. The IsTrusted bit can only set by storing a non-zero seed value in R via the SSI
‘6ommand {R must be non-zero to be a valid LFSR state, so this is quite reasonable). R is changed via a 160-
bit maximal period LFSR with taps on bits §, 2, 3, and 5, and is changed only by a successful call to TST
{where 1 is returned).
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also clears Kt, K2 and R). Wen the authentication chip is programed wth
secret keys and random nunber seed using the SSI conmand (regardl ess of
the value witten), the SIWitten bit is set automatically. Although R is
strictly not secret, it nust be witten together with K, and K2 to ensure
that an attacker cannot generate their own random nunber seed in order to
obtain chosen R, SKIN Pairs. The SIWitten status bit is used by all
functions that access Kr, K2, or KIf the SWitten bit is clear, then
calls to RD, Wt, RND, and TST are |nter’f)°reted as calls to CLR 7.7

M nTi cks Ther e aluGub¥Gades AR bl Qe RN B SO B bavd b

generati ng rrultl le calls to TST and unctions in a short period of

time. The filfaptedtsef dppngprperamuite, andapthenticationehips wsod i muibles (HRPAPEPENE s t he
internal cligtkTstalitdpodeat (bysgriag0 ieR siptesh] pamend dogng pezipamitg) dhdrais nomaxi num .

(e.g. 10 Mmmgmré@&%g&ggeggéyﬁm@ the 32-bit MnTicks regi ster whi ch
is used to speci T%ét he m ni num nunber "of clock ticks.that nmust_ela

bet ween cal | s t o FIESFCH oMty 9 B BikeRiftion opindoe g SR vron fof wiemnefs ol Ky 2ed to 0
via the CLRasdmvemeth ofBic HMACEHAL Rlgmithipe Teadvery aatickre fr@Mfil¢iGatsparsilorkip tetits )

command. They tea@wof m@m@ﬁta%n ctng a@\@pe{;ce e,t ﬁé mge bfkCovice heeteto%zrsytmtww

represents ich bits of set _The actl C ffect is
ot an at t g Eéhﬂtaah‘tawﬁewe&%‘ef%% Qe ofR e B (’@t‘%&'é‘ef“ ¥he SMr
functi on onPyptenyepssupli R shyuld be progruidied mﬂpbrsmlbfeene@feﬁ@ndmn'eltbr:roﬁthgw@mded to

al l ow a cal bt@g:canmdaagheto&emaw&,@n\torbvgénbbe:emu.tattb.ﬁputeeghwm ua}}b@ val ue of

M nTs oks deRgRus, Al shis:205 Akl Slog ahsed and.Lhe. ot g of, Wial

constitutes Feas8habie tine ween Fon 'ca

(appl i cati o%%e‘m # pegsyn canTiyss 2 §is et lﬁehmtﬁarmardeg brgciSés b pod il B rithe °“1é5ﬂ°nt he

operati ng clabdikitist pador a FidteSR isS (dr e IsTMmstddbld Wiliabt bk &§. | nput cl ock speed and the

aut henti cat4on %E{,,gﬁen clock-limting hardware. For exanple, the

aut henti catjon ¢ clock-limting hardware may be set at 10 Mz (it is

not changeali¥ &% ““ﬁ’d?“‘teﬂéf°i“1‘i?ﬂﬂtwrﬂeﬁ?d%“@‘s‘f’ hokdgthe sgafps plighegecpetiafarmagop oy | e of |

tick i s baswitiinghs aithehfdation chil MMHcigdCeiihforGation BXK,,KatndBO MHz. | f the input clock

}[Mﬁs 2? M;Z i nst men%andot M}' ackd3E8he VP kRn Bit. Inltez{di;ﬁl‘&ééa&d ?@ﬁ@&lfc@mﬂ:%d MFﬂZch( since
e clock spe [ ce yration of a. tic

nown, 1 he SoF HERIE K S e o et e £ e R R e o

m ni mum nuﬁﬁéﬁ%tﬁeﬁﬂemmqne@wﬂedoftﬂ@ vilepswittend theS Britiewli| insetaptomdteallk dfiogis ed  RD

and TST f umai du@finot B, itkilstbe wiittin togethieiBiiin K, kid®, st fat afRtlcker citingl @éherity t he

length of &R QRALALL bgré%?ag}%@gmgﬁemwgqmﬁbpck speed mat ches t he

maxi mum cl ock s ed nimum _of 1 second between
calls to key baglt‘-f t’*tfﬁ%ﬁ“ﬁh'é“%@at}&‘rlﬁe“ﬁbat“ﬁ%ﬂ%teék IgtheSIYritep b4 19C1¥D0, 000.
Consi der athen @lstaRIRAYR, ANDandpTiTRy ittapraalal @litto RLR.SK1[ X] pairs by calling RND,
RD and TST7pul tmphRkd i nes. |If the M nTi cks value is set such that the

anmount of tine pne{ewe n cecllsstfo TST ma%af}r%gn énrteut}lgn ﬁecﬂff@gﬁ‘@gﬂeﬂ#" res |

second to _generate. 10 gener Fat 8°%0
storage), Hpctggsinashetperod gifimecide figise 8WW°“°&%W°‘F‘@WWF%Q 264
pai ns woul clock &opul bpetidy aBvkpeed b} thapairSculiSiaxfnud (S¢. MYME2)ClHe grond mechBidmysater s 1 f 1

bi I'1'i on Chﬁﬂ%?tMﬂ’ﬁJk?mHﬁ@dvmcﬁrglﬁe@g spoblls e il Aiber GORL RShY mf@Mp@CL i Cal i n
terms of t on the storage requirenents!). Wth regards to

it sh {Effwc‘i’e"d: ﬁ°di°§5“s‘°tdﬁ‘ﬁ‘f YPhe M nTicks variable only sl ows down an
attacker and cBeMaJickstveriable {s dledred tad) viagbet CLRppremanil. iitecah therchg est vimibe SME §¢ an

attacker Usintigks)Bdindnkad] 18e B8 1aRiReted1d NET LoRtaiRAthMitlp&lemn that represents which bits of
MinTicks are to be set. The practical effect is that an attacker can ogly increase the value in MinTicks (since
the SMT function only sets bits). In addition, there is no function provided to allow a caller to read the current
value of this register.

The value of MinTicks depends on the operating clock speed and the notion of what constitutes a
reasonable time between key-based function calls (application specific). The duration of a single tick depends
on the operating clock speed. This is the maximum of the input clock speed and the authentication chip’s
clock-limiting hardware. For example, the authentication chips clock-limiting hardware may be set at 10
MHz (it is not changeable), but the input clock is 1 MHz. In this case, the value of 1 tick is based on 1 MHz,
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However M nTicks does make an attack on K2 nore difficult, since each
consunmabl e has a different M(part of Mis randomread-only data). In
order to launch a differential attack, mnimally different inputs are
required, and this can only be achieved wth a single consunmabl e
(containing an effectively constant part of K Mnimally different inputs
require the attacker to use a SI ngI e chip, and M nTi cks causes the use of a
single chip to be slowed down. it takgs a yearjust to get the data to
start searching for values to begl na dffferential attack thi's increases
the cost of il @ﬂ&ﬁ@&&ﬁ@ézéﬂﬁzﬁyﬁ if, RIS 15Tl orlo DG
consunmabl e. 8 Aut hentication e System comuni cates with the
aut hent i cat i Biflogtpysdis imitpd o IQM%I e operatl on command set This section
details the act u@ceciedwetonlsf aasitkds ipowmdelblisksveeeanabaset The valefor MinBirks &ttieon  of
Protocol O .yfiley W@%ﬁ%&%@b&&@@% M%gﬂbéa&r@ Md&' fidbhg to

Systemvia a serial I1nterf m ni mum | npl enment at 1 on. Is a trivial

matter to déF?ah'€“°é‘Hm‘€ﬁﬁﬂd€’§1dﬁiﬁFmﬁﬁngh°fW’§Pﬁ%?°§t es over a Wi der interface
(such as 8, 16 oBupBdc e itysy clockpedd mimbeaxinBmaEk spedofl) § MB=.[if we vep e oglgunThe

i nterpret at io®keRhd def¥EenRRS Q)Q:%/ bgéﬁlﬂ.&ﬁ&@ Wl QR f&rh\ﬁnTl&Hé Ee%tlo Obabdd%oﬁﬁdcrtaﬁl e

| sTrusted bit and the current val ue of t he ten){@y q&‘f .1511
operations AP HEPTRIREO collogt iHiSmibt] Reys §Y W%BP@“ If, B t’? l'f’?'th
Commands Op'valiads siiigeth thnmtamo@ttopcme betBewm calls PITSDF 1 s@OE, ik Rch pair re@hineslrsecO®ito 0 0
SSI [ 160, 16Qend& 13 flaSBtpaing mf[@rsmrorm e Wbl ol Qe 160 41 256,

160] Read M | 64010 2561 -
Wi ]te (I?/Ia 011&%&%3 P25 6”’1% §€fml’l‘mf%6m§ %pé’ﬁﬁgy Iﬂ]b%'?f 2t Access

Mode 101 - . Werer: fudkfog ek anlagapkm ylmr_r@euca! igpyms ?f[usrz}notsweﬂmnrmsw@ ' Opcode
b IsTr ustedrem&iemuatst) IsWitten value a Mienonic [n] = numer of bis requied

for parameter Ar%th Qggﬁgﬁn&&ﬁ%ﬁ'%do@@&a lhnM%mcgs Pl 9;:0({09;.5 aéa%% ot & QCOde

111) is interprete |s I'S ess of the
| sTrust ed of*™FEhaarsck oggst waavéﬂt%ml%sm er 4R Tfsiele ety e I‘“Pt“ﬁ‘é?h SSI when
| sSWitten =H@veveh\MinFicksldeds mbiaen ok otlEsmdetiffidil) samncbadRNEisuaﬁaHe b edifaameM (s ar e

t he ODCOdeSofRﬁEm\Aﬁn?eQﬂon]ﬁIta) 1 0Reribul @l a aiefeQRIARREL rnyﬂmyipﬁhﬁexén?ﬁﬁ:ks% Of the
opcode w | | ‘Pm& 9 on t LLrlrent val ue of aw% Is'[rust as (%ng as

this can only be ieved with a single consum ontaning an e ect:we y cons t part o

M). Minimally different inputs require the attacker to use a single chip, and MinTicks causes the use of &
single chip to be slowed down. If it takes a year just to get the data to start searching for values to begin a
differential attack this increases the cost of attack and reduces the effective market time of a clone

consumable.

3 Authentication Chip Commands i

The System communicates with the authentication chips via a simple operation command set. This
section details the actual commands and parameters necessary for implementation of Protocol Cl.

The authentication chip is defined here as communicating to System via a serial interface as a
minimum implementation. It is a trivial matter to define an equivalent chip that operates over a wider
interface (such as 8, 16 or 32 bits).

Each command is defined by 3-bit opcode. The interpretation of the opcode can depend on the
cuwrrent value of the IsTrusted bit and the current value of the IsWritten bit.

The following operations are defined:
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IsWitten is

1)

Where the IsTrusted bit
be called. Wiere the IsTrusted bit

is set,

is clear,
RND and TST functions wi ||

RD and WR fun

called The two sets of conmands are nutually exclusive between

non-trusted authentication chips,
rel ati onshi p. Each of the commands is exanmined in detail
Note that sone al gorithns

secti ons.

Fl ash menory is assuned for the inplenent

S.1 CLR-CLEAR | nput:

None

OJt put :

are s

-t

= Changes:

in the

Al l The CLR

ctions will
be
trusted and

and the sanme opcodes enforces this

subsequent

ecifically designed because
ion of non-volatile variabl es.

(dear)

Conmand is de o entication
chip nenoryi 0 5 evs and secret informtion, accless node
bits, and staOe" d&t o WAt Mo’ tlhe exBoution pf Outmye (LR -Detovintien), ain

aut henticati OpooCIiLp Wi T cBR TjL & progranmapl € statg,cdhtSt as 11 it had been
freshly mangtacturad.—4t ga-p—b@-r—ew rpred—wi-tha—new-key—and reused. A
CLR comand ;gfﬂsi Ets Yot §1°’Irrpl ;P a0 KO nrand opcc§‘é‘sm§t e {mfl )
aut henti cati pswochop jils |8Bri aI[;éOill&@]s must psE, r6ans fi ®esddtseouredy b|t at a time.
The bit orde[gHpsiSBrtoryes fijor—each—commang Ot ACERTiomand i s

t herefore se ?llﬁa\i—hi fl': D-2 oft the CIR opc p6o?tgbrnf Z{Fﬁ‘dg?: 3 hits lare
transferred THé (PR|donf¥Rd d&#fbe called [direct!ly|3¥rieMy tine. | AUTH2O AU
0 --73 The order | of JarabmsT Ijg256pmrtant. [QuWittenTestist be clegred first,
to disabl e fppyhes—ggH S:M’ ' i i —TST, RD and
WR). |f. the [AcceksMpde Ss_are cleared hpfmjp Wiiten an attacker could
renove power{ & bsong!po Wfr afiter they have Heen cl ¢&edtdfrusishd nari pul ate M
t her eby havd a0 tfer Smrlcemj retrl evi ng the se,salvﬁﬂmigrnaﬂ on with a
parti al chogan—text “+ack—Hre—ER-—command—+s—+nptenent-ed—wthit he

foll ow ng stieps: e 14. Steps in CLR command Step Action | [Erase
SIWitten, IsTrustedST“’I%Pd"akz It, M 2 Erase AccessMbde, M nTicKs Once the
chi p has begn cl earem:iu‘envameready for reprogranm ng and reuse. A blank chip
is of no usg to anpgihagker, since although they can create any value for
M (M can be|read fromand wrlgten é} keg based functions wllf.not

provi de any li nf or mat i Jf AE=RT UHE PP'Be incorrect. It is not necessary

to consune any input paranmeter bits if CLRis called for any opcode ot her

thflln CL(F§L An atﬁ@@&ﬁﬁfmﬂoldgf@ﬂﬁ%s%abﬁ%&x&nﬁﬂe ﬁli)l%ﬂntﬁﬁgbtﬂasﬂ:mmeason fgr
calllng t nsure at. al or 1,0 a oye

maki ng the P“ﬁgﬁf esSoY0 cssa‘r)]fthé’t l1-ac erﬂvgmﬂwélgl £s écpc &Fer']@gr%%{atl on
| nput : ‘P@S‘éﬁ@eri@um R= [160 bits, 160 bits, 160 bits, 160 bits]

Qut put : NO ne Chavgest thelépgodd€ Bor REARIFINDUR theisdme, SBhrv\thi bicélas fol WR und IS Gbe hével SSI

(Set Secr etooREAYTBoh Rt GATRRE i dchSE th deutRiul ho Kirnsdbit 38 ga8 SOCI at ed
Checksum IsWritten is 1). Where the IsTrusted bit is clear, RD and WR functions will be called. Where the IsTrusted bit
is set, RND and TST functions will be called. Tﬁe two sets of commands are mutually exclusive between
trusted and non-trusted authentication chips, and the same apcodes enforces this relationship.
Eagh of the commands is examined in detail in the subsequent sections. Note that some algorithms
are specifically designed because Flash memory is assumed for the implementation of non-volatile variables,

8.1 CLR - CLEAR
Input: . None
Qutput: None
Changes: All

_The CLR (Clear) Command is designed to completely erase the contents of all authentication chip
memory. This includes all keys and secret information, access mode bits, and state data. After the execution of
the CLR command, an zuthentication chip will be in a programmable state, just as if it had been freshly
manufactured. It can be reprogrammed with a new key and reused.

A CLR command consists of simply the CLR command opcode. Since the authentication chip is
serial, this must be transferred one bit at a time. The bit order is LSB to MSB for each command component.
A CLR command is therefore sent as bits 0-2 of the CLR opcode. A total of 3 bits are transferred.

The CLR command can be cailed directly at any time.
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variable, the Rvariable, and to set SIWitten and IsTrusted flags for
|ater calls to RND, TST, RD and WR commands. An SSI conmand consi sts of
the SSI conmand opcode followed by the secret information to be stored in
t he Kt;, K2, Checksum and R registers. Since the authentication chip is
serial, this nust be transferred one bit at a tinme. The bit order is LSB
to I\/BB for each conmand conponent. An SSI command is therefore sent as:
bits 0-2 of the SSI opcode, followed by bit% 0-159 of the new value for
Kt, bits 0-159 of the new value for K2, tBts 0-159 of the new val ue for .
Checksum and fin ts 0 159 0 he se val ue f A t ot of 643
bits are transfer?téa% fh Bﬁeé‘l'ﬂ’ﬁ “%%?@W Fust ed
registers ar €ccess functigns vch e RND, msmmmahemmm:mﬁmlaﬁm@mwm@ set
usi ng the SShuscierEFREmIVE waﬁksoﬁ@mmsr&lr&@ﬁ@es&m&&mﬁaﬁ&m&etw&e&@mQre the

fact that da ecksum and |t the Witten
and IsTrusteéﬁ g“ﬁ%“%%“@?gﬁfecrflﬂ%?’@aq%wfhﬁé’“ﬁaégéwﬁﬁté?“ka CLR i nstruct ion), -
then Kt, K2, Che'EJR§L#ﬁ°&ﬁaldﬁ¥lapleﬂdﬂ@<h@@dw\ﬁnﬂvm&m new val ues. If either flag
is set, an attresak&d,GaCIR doAmsnal TesUl 1S T a CCR compand bei ng execut ed,

si nce onIy anm “*t*“' er—e+—ah—errohnegus—clH-ent—weuld—at{ enpt to change keys
or the randor}n sedd Wi t hout_cal ling éﬁ‘ﬁ“fl rst. The SSI fonmand al so sets the
| sTrusted fl ad depenétaw@%ntcm.mmstal&eKi&MR If R=20,{then the chip is

consi dered UpRT USTWOELRViccemNadel MRTEEOT € TSIrusted rema ns at 0. If R* 0,
then the chi p—s—cohsidered trustworthy —and therefore IsTrusted is set to

1. Note that the setting of the IsTrusted bit only occurs during the SSI
command. AUTH2O- Agrehe chigthas feerpalramdiit i eadyife epiogrmngitp apd reige. dblafiechip ubedse td he CLR
comand NUS tan Beckedidc&Mndubt 1By can ERGe J@me@@m M be reRErod P @initeh spizeQ.ngameed

wi th an SSI ﬁ%gtrl’rﬂsmﬁlmarnd fre h Statﬁ(d rag( tion Ioaded into Musing the
SAM and VR CETRRR G Pryiie sy aitormation s Ky ar BiBted with the fol | owing
steps: Tabl e 15Itisgptagressiryfo Smpuime anyrinararar@ietepbithif CLR1 callpd fG) ARy qredde other thaiRead 160
bits from clOLRMn attdBkeKeill simpliRRelto RESE T oBip fm@:eas@nlf&emugémhmmaﬁu ssm@ad 160

bits f ' 6 IF(R0) IsTrusted <-
17 s{&”}f “gﬁﬂ%?"@&%“ﬁﬁgé%@%ght%l%%%ﬁk 1160 bits, 160 bits]
[

Qut put : XSST- fof Secret Infopmation s 160 it s) Changes R The RD (Read)
conmmand |s used Imputsecur eKy Ko Caatksin R -ef40ibitg 168 5i6, 160 bis, 166 bisk at e data (M from

a .non- Qutput: None
Changes: K, K;, Checksum, R, SI'Written, IsTrusted
The SSI (Set Secret Information) command is used to load the K, K; and associated Checksum
variable, the R variable, and to set STWritten and IsTrusted flags for later calls to RND, TST, RD and WR
commands. An SSI command consists of the SSI command opcode followed by the secret information to be
stored in the Ky, K, Cﬁecksum and R registers. Since the authentication chip is serial, this must be transferred

one bit at 4 time. The bit order is LSB to MSB for each command component.

An SSI command i_s therefore sent as: bits 0-2 of the S§1 opcode, followed by bits 0-159 of the new
value for K, bits 0-159 of the new value for Ky, bits 0-159 of the new value for Checksum, and finally bits 0-
159 of the seed value for R. A total of 643 bits are transferred. |

The K, K;, Checksum, R, STWritten, and IsTrusted registers are all cleared to ¢ with 2 CLR
command. They can only be set using the SSI command,

The 351 command uses the flag STWritten to store the fact that data has been loaded into K, K;,
Checksum and R. If the SIWritten and IsTrusted flags are clear (this is the case after a CLR instruction), then
K, Ky, Checksum and R are loaded with the new values. If either flag is set, an attempted cell to $SI results
in a CLR command being executed, since only an attacker or an erroneous client would attempt to change
keys or the random seed without calling CLR first. ]

The SSI command also sets the IsTrusted flag depending on the value for R. If R = 0, then the chip is
considered untrustworthy, and therefore IsTrusted remains at 0. IFR # 0, then the chip is considered -
trustworthy, and therefore IsTrusted is set to 1. Note that the setting of the IsTrusted bit only occurs during the
SS1 command.
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trusted authentication chip. Only a valid authentication chip will respond
correctly to the RD request. The output bits fromthe RD command can be
fed as the input bits to the TST command on a trusted authentication chip
for verification, with the first 256 bits (M stored for later use if (as
we hope) TST returns 1. Since the authentication chip is serial, the
command and i nput paraneters nust be transferred one bit at a tinme. The
bit order is LSB to MSB for each command cowponent. A RD command i s
therefore: bits 0-2 of the RD opcode, folrowed by bits O- 159 of X, and
bits 0-159 of SK, 3 .Dbi re trans red int SK, [ X] are
obt ai ned by calli %? Hm%?a“%"%‘%ﬁ%a?ﬁ 8%&6%%7"%&“8 &%s @i hefhe 320
bits out put l??/safe{ymmsf%mdé’ah@ﬁﬁ@mﬂmm‘tﬁrmwd!fmnomwwmesm@eﬁm and
directly int wrdBamaaN-trusted chip's RD command, with no need for these
bits to be stored d.can only be used when the

fol'l owi ng condi tl-{)hlr%)sgmﬁgv W HPE | indicating that K1, K2,
Checksum and | H=HalscStipein FSIsemapd via t he SSI cormand; and IsTrusted = 0
indicating the odapp I[S NOT trusted glggge 1L 1S not pgrmtted to generate
random nunber—segtengesi—Hr—aadi-tion—ecats—+to-Rbaust wait for the

M nTi cksRenaiLni_ng rems%r to reach 0. Once it has done so, the register
is reloaded W £h M nTi & Reed Oigfremtlivatt a m ni rrumt me will elapse between
calls to RD. % Pnce MR Eig 'dﬂniﬂ‘n dlags beemrretoaded with M nTicks, the

is lInH %tRCQ

RD command verifies that the keys have not been tanpered with. This is
acconpl i shed| b§ i nt e n&heckpumyerReadtsd big fgp fient]  K2] and| conpari ng agai nst
Checksum Th| ssgener at RQORAN o 6@ TRalkiicaON NUST take the same anount oftine
regar dl ess of—phethe *tF,hn '6'3"': AJFHR20- AU-Q—-75 areg| correct or not. If the
times are notf the sape tgﬁ )attacker can gain inf ormaftlon about which bits
are incorrect. If t1e mtIsSInnad!e—\/lerlflcatlon fails, the CLR function is
called to cl ay att h E%(_I'[IIUIIHJ.LIUII atrd cllt\,cr\/e|y destroy t he chi P.
If K1 and K2L_are stored as multilevel Flash nenory, fthe full nmulti-I|evel

Fl ash val ues shoul d be used for the verification process instead of just

t he subset @8sed RD.Represent valid values. For exanple, if 2-bit

mul ti-level Flas used, Ki ively 320 bits each instead
of 160 for a totg'fdwS 640 bi ﬁ'rsdggl[%ﬁm 65%4 nal keys are known to be
safe, the RD conflHR¥ chec%s‘?glg’éeﬁsf"‘?Héoq“ﬁput paraneters are valid. This |
i s acconplished Ghangesit er nal | y yenerating SKI[X] for the i nput X, and then |

conparing the remukb(ﬁcgadmmmmmy&&e%mm%mw M9 FonPd Yo . :
conpari son guss, hake punt r er the |
i nput par anet er su;hg'?uemélgr?%%{;em%gou e t”ﬁ'f’ ‘%hﬁ”%[mﬁ’% oﬂfem{ﬁquessé , an

att acker caWWQqu%W%ﬁ%MMMWWWWTérccmap«bqn agpsted pyeficption t  The
only way f ouiptfdreerifittion wiphalieBrELSE bits (MDstddd fdr AtéAsé ifl(ad & D) BSTE@ROUS Syst em
(passing the W Gife d dufiohsicatiod ciffsS Griflf nd cugnéagwgg?lg RBR B bd dhnd H AN

System a bad.trusted. ch rat or an atta he

aut hent i cata?%?‘fnec °B‘t°'ﬁrﬁk5%s‘g’g’ﬁf’ d6°”il‘§’“ef‘t BP oo s teretpre: bitshotut

par anet er s °AtheRQprsed,. folwbrbmﬂ-lﬁttéxemd it - 19 of Bk 323 bitsprerteubfonedit tolleXt he sane
for ?! 11 baded S‘kﬂ]ﬂa‘ie db@inddBpdaliiag ﬁ:@cﬁk@&aﬁﬂ:&ﬁ&u&%ﬁﬁ{mﬂﬂ{cﬁhgﬂ ’%@mtbtmtby was

i nval i par amet.er nverifie e ues are
cal cul at ed The ghé%s tmcongentth ?’w areq'ﬁranﬂgc (‘inr'!rmét th’ Fﬁ “fgmfl 0\?\',1l ng

or der . b|t§°€?°‘1@"5ﬁse‘117f'e]"%5‘°ﬁdf’%s¥8@&5 of M 1], through to blts 0-15 of M15].

The RD command can only be used when the following conditions have been met:
. SIWritten = | indicating that K;, K,, Checksum and R have been set up via the SSI

_ command; and _
. IsTrusted = 0 indicating the chip is not trusted since it is not permitted to generate
random number sequences; .
In addition, calls to RD must wait for the MinTicksRemaining register to reach 0. Once it has done
50, the register is reloaded with MinTicks to ensure that a2 minimum time will elapse between calls to RD.
Once MinTicksRemaining has been reloaded with MinTicks, the RD command verifies that the keys
have not been tampered with. This is accomplished by internally generating S[K| | K;] and comparing against
Checksum. This generation and comparison must take the same amount of time regardless of whether the keys
AUTH20-AU



Sx2[ X1 M is calculated and output as bits 0-159. The R register is used
to store the X value during the validation of the X, SKr [X] pair. This is
because RND and RD are nutual ly exclusive. The RD conmand is inplenented
with the followi ng steps: AUTH20-AU 0 -76- Table 16. Steps in RD conmmand
Step Action | IF (MnTicksRemaining * 0) GOTO i 2 M nTi cksRemai ni ng e-

M nTicks 3 Hash <-- Calculate SKI[KI | K2} 4 OK <- (Hash = Checksum Note
that this operation nust take constant ti [e so an attacker cannot determ ne
anyt hing about the validity of partlcul ar7 bits of Hash. 5 IF (WOK) GOTO CLR

6 R e- Read J.,@Qo,mﬁoﬁmf (el b ﬁunhe c&f)ga& Hko%ason%m cl, B <- (Hash
= next 160 b c i ent eratl on e const ant
time so an aff é‘? dsmRben f‘!lﬁﬁ‘“e WW%PCWEQ‘F”@U@Q@W%@MWCL 9

| F (OK) Qut pefiecctRBpdektioy the chip. IFK {a0d Kyl are@tdted astmluftlevdDElksh tikmodh fhe fil nblti-Ghel Blasho Cl i ent
10 Hash e- Caledh@li®e é@r%e%fgaaanl o%ﬂ%%@(%eébgﬂpusg x@%&&t% EsOF&l I ent

ELSE Qutput 160 bjts, of to client
it, SKI[R =f9otppial ““%b“ﬂﬁ'i“f &7, Koand Kerere foqiisies 2 e coptnipstepdof MY Sy ‘°€¥ﬂ*°r‘rmnd
i s used by af4@hisent to obtain a valid R, SKI [R] pair for use in a

subsequent aut herﬁnbmnﬂtéﬁamé}sammgm&}eéﬁdm &B%%Lﬁéme%',ﬂﬁcgupg% wfdl © 10

I nput para er an RND nd i s there re si
op(F:) odeIO The “ﬁﬂﬂsdcwam@'éﬁ ww&g@ﬂ?‘ﬁ'ﬂg %’6?\(@(1&"%"f'Fe!’‘rrl'}i‘:‘)‘(g"ly P trheguegredhartsghs have

been net: against the input Sg[X]. This generation and comparison must take the same amount of time regardless of
whether the input parameters are correct or not. If the times are not the same, an attacker can gain
information about which bits of Sy, {X] are incorrect.
The only way for the input parameters to be invalid is an erroneous System (passing the wrong bis),
a case of the wrong consumable in the wrong System, a bad trusted chip (generating bad pairs), or an attack
on the authentication chip. A constant value of 0 is retumed when the input parameters are wrong. The time
taken for 0 to be returned must be the same for all bad inputs so that attackers can learn nothing about what
was invalid,
Once the input parameters have been verified the output values are calculated. The 256 bit content of
M are transfetred in the following order: bits 0-15 of M0}, bits 0-15 of M[1], through to bits 0-15 of M[15].
Sgz[X | M] is calculated and output as bits 0-159. '
The R register is used to store the X value during the validation of the X, Sk, [X] pair. This is because
RND and RD are mutually exclusive, | |
The RD command is implemented with the following steps:
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SIWitten = 1 indicating that K, K2, Checksum and R have been set up via
the SSI command; and |IsTrusted = | indicating the chip is pernitted to
generate random nunber sequences. RND returns both R and SKI [R] to the
caller. AUTHZO-AU O -77 The 288-bit output of the RND conmmand can be fed
straight into the non-trusted chip RD command as the input paraneters.
There is no need for the client to store themat all, since they are not
requi red again. However the TST comand will only succeed if the random
nunber passed into the RD commnd was oﬂf’al ned first fromthe RND conmmand
If a caller q e 16 in Orﬂ.l!ﬂ'é.hlplc Llllc:a, the Safre—tHt Sr(lfp\} pair wll be
returned each—tine WA only advance to the next random nunper in the
sequence aft¢r S%Psqiccessful call to TSTAet®ee TST for more infofmation
Before returfi ng anyF MihTkerehbigngdhe RND conmand checks to ensure that the
keys have no{ been tanpg (é_l%d‘ with by calculating S Ki K2] and cpnparing
agai nst Checksum_[f the Keys have been tanpered w.th the checksumw ||
fail and CLR[i 3 ca Il\édrlqi@cemm-wwmy information. If KI and K2 are

stored as nUI T T eVgaRL eﬂéﬁlafé@' [VK] e~ ti=tevet—Ftastval ues
shoul d be uspd fori{the verifica process jnstead of just the subset

used to reprpesént vé’l“t‘d%'t@@ks‘%r exanple, if 2-bit multi-leviel Flash is
ufsed, Kib and EZ areNoaethﬁtaﬁstobmbym&a&eb&u;@:@@ecshaﬂda%k@feﬂﬁo&mm flor a tot albI
of 640 bits |The RND,com IS .. the followi ng Steps: Table
17. Steps i n_RND co iyl %‘he""’i{d‘ ‘Q“Erg?ﬁhﬂfgcm culate SKI [Kt | K2] 2 OK
<- (Hash = QhetksunfFiN8Ke that thi s operation nust take constarft tine so an

attacker cannot deter meO@nut hi ng about the validity of partijcular bits
of . Hash. 3 I G’ 4Ot put 60 bits—of R .to client 5 Hash t -
Cal cul ate SKHI "Rl 4 ]E)Jt peﬁ‘{fg%lﬁﬁf’)‘lri’fmof Hash to cli ent 8.5 TST-Test Input:
X, SK2[R 1 X] &= [gSEaslbi—thlcuIétﬁi}n[b]ts] Qutput: | or = [1 bit] |Changes: M
R and M nTi ¢gkgReTqTr g (R a —attack dct ected)—The TST
(Test) co nd is usekciqtt{{o aut Go?lﬁg{é blﬁg read of Mfroma non-trusted

aut henti catifon chil phote thelis qrerptiqn s take corstrntdimg saed aterkst cgnngifdeterinime TST conmmand
opcode foll ¢pwed by hompmdhopwmmxe&o&ecax and SK2[R | X]. Since the

aut henti cat | (8)3] (,'ll HFt(H()bU' 1 oll, thi-s—st—be—t+ansferred—onre—bi at a tine.
The bit order is |SB'to MSB for each command conmponent

Output 256 bits of M to client
ELSE
Qutput 256 bits of Q to client
10 Hash « Calculate Sx.{R | M]
11 IF (OK)
Output 160 bits of Hash to client
ELSE
Output 160 bits of 0 to client

8.4 RND - Random

Input; None
Output: R, Sxi[R] = [160 bits, 160 bits]
Changes: None

) The RND (Random} command is used by a client to obtain a valid R, Sg;[R] pair for use in a
subsequent authentication via the RD and TST commands. Since there are no input parameters, an RND
command is therefore simply bits 0-2 of the RND opcode.

The RND command can only be used when the following conditions have been met:

. SIWritten = 1 indicating that K1, K3, Checksum and R have been set up via the SSI
command; and
. IsTrusted =1 indicating the chip is permitted to generate random number sequences.

RND retumns both R and S, [R] to the caller.
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A TST conmmand is therefore: bits 0-2 of the TST opcode, followed by bits
0-255 of M bits 0-159 of SK2[R I M. 419 bits are transferred in total.
Since the last 416 input bits are obtained as the output bits froma RD
command to a non-trusted authentication chip, the entire data does not even
have to be stored by the AUTH2ZO AU O -78 client Instead, the bits can be
passed directly to the trusted authentication chip% TST command. Only the
256 bits of M should be kept froma RD (l‘_;)ﬁnand The 1ST conmmand can only
be used when the followi ng conditions have been net SIWitten =1

i ndi cati ng that Kiezshﬁ&muga%%ém&maﬁc&%?ed&%@ﬂﬁ@&eddpm}é{ g,[pQﬁDSSI

command; and ruted = icating the ¢ permtted to generate
random nunbel’mg R pm‘?er‘f’”a fsinppeed @%1"“!‘%“"“!%“‘!‘8‘!‘%% SiE ey Pt t he
M nTi cks Remvﬂgamel@“s‘teetheMwm&mﬂoﬂhmemdhfthaadmberamdihdmeRBgl ster is

rel oaded Wi tchndMnnFisGesinelt Brs B RNDREEmALM NiMUM time will el apse between
checks to make sure that the keys have

calls to TST. Thef ?%T cormgalgg% ﬂ?ﬂn

not ben tanpered. Frouly BYAS @0 e B3Pe ReiwdRhpar ¥ byshmedsech e B | k2]
and conpar i 9gy gyapaiethe €xtation mwbe hits sgemeraddr b oxceafuticall AP Sed TSThrmust t ake
the sane anigiaiel tine regardl ess of whether the keys are correct or not.

If the times ar not t he sa cker ain i rmati on about
whjch bits are |ﬁcorrt'e"(':"t"gani’f"g‘fa%a§ 'ﬁ'?%’%ﬁ F‘ﬂ‘sgqael"fube ‘g%llieﬁ's?mf‘%g“tLR
function i smeeﬁrqdeefhhmaleqlaee&sr@mﬂm@o rhpasngjageinst Glrerkiunrif heidysdbedet fampsred  dest r oy
the chip. | {vitihe cheakbukill fall 64 SURAS Qfkd@SerdddMny kdy GfRhatibi. BX add RIBE Noredad1© full

mul ti-Ievel sed . for I on roc
i nst ead of i"ﬁﬁ tg‘% &ﬁ%ﬁ%%é :?e%i‘m-g F‘éel itii&'es’gFme“s‘,’sj esr]ﬁ"ﬁrn)ﬁl’“%{c’vaﬁ e °a“°ﬁ6?°p§>‘f5 le, if
2-bit nul ti P\ subEst uedio fepreser xalig valyes. F‘Hﬁ%ﬁ"’l@? ifPrbit malticlevel Flaghds ypedgBQudiates each

i nst ead of %@vﬂmﬂoawb@hﬁ!.teamf:ﬂﬁnt&abmé]efa@ﬁscauses the internal Mvalue to
be replaced by tyepim \4 [ then cal cul ated, and
conpar ed agai nst the %%%ﬂgﬁ%lﬁ%ﬁ?dsﬁ&%dm A si ngl e out put bit is
produced: | _|f they are the sane, and O if they are different. The use of
t he i nt er naj Tableys Pgps iti RND omgiand € space on chip, and is thejreason why RD and
TST are nutbalgep excrust ve tommends gt e -output—bit—s71, R is updated
to bethenxlt FaRgom-puaDb $ the caller to
use a new rlandom nynBEh “&alevet i I®8 and TST are called., [The resul tant
output bit §i 2 not (UODH-t(HkkH%ChecEshﬂ entire Tnput string hag been conpared,
s0 that the time §ouadal Habeab S OIPAda e kil il aTbbICt i 0N [s al ways

t he sane. Thus no dt%ac er can conp ‘nunber of bits
processed Hefore aih Wé"r‘i“"ﬂ%’fﬁé‘i&“a’r"éﬁﬂfgﬁﬁhﬂunber i s generated

fromR using3a 160 UFf-—~01¢aX| rral period LFSR (tap selectiong on bits 5,3, 2,
and 0). Theg initial 160-ghfoMal ue for Ris set up via thel SSI command, and
can be any rgndom purber—except 0 (an LESR filled with s will produce a

never - endi $q st r eafn BPUCEYbIs kRt ans or ned by XORing bjts 0, 2, 3, and 5
nd s
106

t oget her, hifr |HageaCdlcu!b66mDi]ts ri ght I bit using the] XOR result as the

input bi t 9 0& RT3 retorned—on—t+t+he—next call to RND. The
LFSR i s t he-same ak ﬁ %L&nﬁg%#c}—l&? Note that the tjinme taken for 0 to

be returned from TST nust be the sane for all bad inputs so that attackers
can | earn &Pt hiT§g§-about what was invalid about the input. The TST command

i's inplementedmpyui:h the foll owkspk 1S EPS6 bis AHHGO AU 1,
' Output: 10r 0=[1 bit]
Changes: M, R and MinTicksRemaining (or all registers if attack detected)
The TST (Test) command is used to authenticate a read of M from a non-trusted authentication chip.
The TST (Test) command consists of the TST command opcode followed by input parameters: X and Si[R |

X]. Since the authentication chip is serial, this must be transferred one bit at a time. The bit order is LSB to
MSB for each command component.

A TST command is therefore: bits 0-2 of the TST opcode, followed by bits 0-255 of M, bits 0-159 of
Sk2lR | M]. 419 bits are transferred in total. Since the last 416 input bits are obtained as the output bits from a
RD command to a noa-trusted authentication chip, the entire data does not even have to be stored by the
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0 -79- Table 18. Steps in TST conmmand Step Action | IF (M nTicksRemai ni ng
;~ 0) GOTO 1 2 MnTicksRemaining r- MnTicks 3 Hash E- Calculate SK [KI |
KZ] 4 OK <- (Hash = Checksum) Note that this operation nust take constant
time so an attacker cannot determ ne anything about the validity of
particular bits of Hash 5 IF ((-,OK) OR (R =0)) GOIO CLR 6 Mr- Read 256
bits fromclient 7 Hash <- Cal cuI ate SKJ[Rl M 8 Hash - (Hash = next 160
bits fromclient) Note that this operation®mst take constant tinme so an

- at tacker cannot det ermi ne how nuch of t“ﬂ%rr guess is correct 9 IF (OK)

T - R X ot f X
enp t qﬁsﬁa(ﬁhm&lgn%eemsss%cﬁyp vance ca%ntpchxlpg'[‘g’lco Utd Ehe 5% .

to client Notet can U ect y in S|nceR|s
Fl ash nenory“sams"ﬁ'ﬂ%‘!ekﬁ’éﬁ‘@rh%re@m?#‘i order for any set bit to becorre 0. If
power is renoved mem&mmﬂbmhﬂfﬁeweaw@mmfdnbﬁn@dmue@hﬁee@nﬁerafter erasi ng

the old val ug of wRu} before [ e for R benwrlt n, then
RwIll be erased SE%‘ E reprogrcﬁml Vy{\’é ere ore ave FFe sﬂfgtsglgtlon of

| sTrusted=l, yet Rte, a situaticonmedlapd possible due to an attacker. Step 5
detects thise eveﬂi'fnéta:ﬁ=l\/\e| ! as ihdieing e s Mw@%@he@)mdﬁmdm&%@&céCt ion if

the attack is dete d |l em c o] dedb avi.ng,a

160-bit Fl ash retl'f s%%lgu‘ 3 mp{ft?r}‘é ﬁ"k%%fl‘fmgl?% °é°&° °°'§Ifaf1emenew
val ue has bé%ﬁhelreé’é'&éﬁe‘Pﬁd"dd'a% M‘\‘ﬁt"ksd%@ﬁ”ﬁ ek mmmﬁe WﬁlebpsF ?Pmeemelhtoéﬁsifon for
reasons of  spac&he 1Tkonnfandthin Phe@d BGRakEdule BidRhelkbys hablnotbeh tampelddOmbist Fl ash

regi ster wo r [ 256
bits] Qut p&%cgmﬁlgnﬁg%%u;%ﬁeﬁg %&R ]%dscmsaﬁnfgﬁ?rmr%%gsl ﬁé“lég%%ﬁ"ﬁ%g& te the
writabl e partepagpen 'Mﬂde{fﬁ{"afaﬁr fiepws g fine ff’ﬁ"é’a’f potethendiplersaresprzecipnnog If tppmeanR
comand by iafeseitk sdns, an gtacksreen gaig infdnbatin kbbut iwkictbod draivegkchIf tha intempliviriindtiore at ed

read of M ( ‘tdﬁ% 8 CLIER BN B do Ao aft B8 Ky Gutdril o £l BreGRAP S VRS HPHR, AT,

specified. Al H
are stored as multilevel Flash memory, the full multi-level Flash values should be used for the verification

process instead of just the subset used to represent valid values. For example, if 2-bit multi-level Flash is
used, K, and K; are effectively 320 bits each instead of 160 for a total of 640 bits

TST causes the internal M value to be replaced by the input M value. S¢.[M | R] is then calculated,
and compared against the 160 bit input hash value. A single output bit is produced: 1 if they are the same, and
0 if they arc different. The use of the internal M value is to save space on chip, and is the reason why RD and
TST are mutually exclusive commands. If the output bit is 1, R is updated to be the next random number in
the sequence. This forces the caller to use a new random number each ime RD and TST are called.,

The resultant output bit is not output untii the entire input string has been compared, so that the time
to evaluate the comparison in the IST function is always the same. Thus no attacker can compare execution

times or number of bits processed before an output is given. :

The next random number is generated from R using a 160-bit maximal period LFSR {tap selections
on bits 5, 3, 2, and 0). The initial 160-bit value for R is set up via the SSI command, and can be any random
number except 0 (an LFSR filled with Os will produce a never-ending stream of 0s). R is transformed by
XORing bits 0, 2, 3, and 5 together, and shifting all 160 bits right # bit using the XOR result as the input bit to
bys9. The new R will be returned on the next call to RND. The LFSR is the same as that shown in Fig. 9.

Note that the time taken for 0 to be returned from TST must be the same for all bad inputs so that
attackers can learn nothing about what was invalid about the input,

The TST command is implemented with the following steps:
!
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0O -80 The WR conmmand is called by passing the WR command opcode fol | owed
by the new 256 bits of data to be witten to M Since the authentication
chip is serial, the new value for Mnust be transferred one bit at a tine.
The bit order is LSB to MSB for each command conponent. A WR command is .
therefore: bits 0-2 of-the WR opcode, followed by bits 0-15 of MO0], bits
0-15 of M 1], through to bits 0-15 of M 15]. 259 bits are transferred in
total. The WR command can only be used ® SIWitten = 1, indicating that
K1, K2, Checksum and R have been set u 1a the SSI comand (if SIWitten
is O, then K nd the CLR
con’ma_nd|sclfp |n'r(=a\ pabllltvtov\n’ltptnaqnpmfl Mn] is
governed by 1ﬁ@l’correspond| ng Access MA&¥nbi ts as stored in fhe AccessMde
regi ster. Th¢ AccessMyMaThkkenBap-Me set using the SAM command. Wen
witing the hew valjue tOG%QII the fact that Mn] is Flash nenpry nust be
taken into agcount. bits of Mn] nmust be erased. and then the
appropriate bi€s setMmSChE@amhes@ﬁtlﬁﬂrssteps occur on different cycles, it
| eaves the ppssibrhr | AT attacker—Tcamr renovg power after
erasure, buP hzf ar H%’é)hr%dcfgmn#n@\cm[qk%h fhe new val ue However Phere isS no
advant age to| ah atta®ker®Eph=8eFae)t his: A Read/ Wite Mn] changed to O by
this nmeans i of ngq Mm%m@nm&mmﬁtmsmﬁa@&wﬁn&ave written any
val ue using f he WR[cpnmand an changed jto O by this
nmeans al | ows|_an_ad i%ggnﬁnﬁfm’"'*gﬁxtmgx i alﬁ2 élrtscl\a@{%h Mn] ils 0 instead of
the origi nal| vl ue] .FEoPKXQRBrd)use M n] val ues, they are al rleady 0, so no
information |is giyen. &-@@LRenent Only M n] changed to O sijnply speeds up
the tinme in which-—{4he—consumpbl-e—i-s—used-up—tt—does—net—give any new

i nformation t06' an atrﬁggé}?@ﬁf‘?ﬂﬁ“ﬁﬂﬁe%g t he consumabl e woul d gijve. AUTH20- AU
0 -81 The \A\R‘Tcomrariﬁshlescﬂwpteeﬂﬂﬂmd with the follow ng stepg: Table 19.,
Steps in WRcogmanf AR a0 b Intered t- O
n<-15 2 Teny Reap H%é' ts fromc |ent AM <- Accessl\/bde[ .n] Conpare
to the previjous va ﬁ@wﬂm‘ﬁ"fsw“(’"{’é‘fﬂ)‘a‘@ ‘N?f‘““‘ iposo FRABREEFR®bN | s {unsi gned]  EQ
<- (Tenp = IJ,/[i n]) p deiahingolwRAMhof théi gbdsk scdds®) A LT) v ((AM = INVBR) A
(DecEncount ¢Tg0 vV EHBK '

Temp « R

Erase < R

Advance TEMP via LFSR
R Temp

10 Qutput 1 bit of OK to client

Note that we can't simply advance R directly in Step 9 since R js Flash memory, and must be erased
in order for any set bit to become 0. If power is removed from the awthentication chip during Step 9 after
erasing the old value of R, but before the new value for R has been written, then R will be erased but not
reprogrammed. We therefore have the situation of IsTrusted=1, yet R=0, a situation only possible due to an
attacker. Step 5 detects this event (as well as the check of K; and K3), and takes action if the attack is detected.

The problem can be aveided by having a second 160-bit Flash register for R and a Validity Bit,
toggled afier the new value has been loaded. It has not been included in this implementation for reasons of
space, but if chip space allows it, an extra 160-bit Flash register would be useful for this purpose.

8.6 WR - Write

Input: M., = [256 bits]
Output: None
Changes: M

A WR (Write) command is used to update the writable parts of M containing authentication chip
state data. The WR command by itself is not secure. It must be followed by an authenticated read of M (via a
RD command) to ensure that the change was made as specified.
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6 DecEncountered <- ((AM = MSR) A LT) v ((AM = NVSR) A DecEncountered) v
((AM = NVSR) A EqEncountered A LT) EqgEncountered - ((AM= MSR) A EQ vV
((AM = NVMBR) A EgEncountered AEQ Advance to the next Access Mdyde set and
wite the new M-,n] if applicable 7 WWE) Erase M-in] M--m f- Tenp 8
nl9I1F(nx0) L GOTO2 8.7 SAM- Set AccessMde |Input: AccessMde. [32
bits] Qutput: AccessMdde = [32 bits] Changes: AccessMde The SAM ( Set
Access Mbde) conmand is used to set thenéﬁ Dits of the AccessMbde register,
and is only available for use in consumabl e aut hentication chips (where

the | sTrust ed 7 ahe SpQumpd 2 oM CAMANI SnfilsbfRhe B HAB b 552 5V

command opcode fol |l owed E%“ it value t IS use 0 set bits in the
AccessMode r & Rbegrittendp M Since fheauthonticationopip is prigrihecpy prive for Mapust b ransferred opedity st
be transf er aedtme M iotderdstLSH tt N3Bfor edch €onfalatd comshednt. A VR colBménd is MisEfork:bits 0e2ac h

commnd coMpaARz opaS R BTN o ch BRI 0, Blobeh Sbud. Blorkifi), S, opcode,

followed by bits 0-31 of bit's to be set 1 n AccessMode. 35 bits  are
transferred FHEPETsf D ORUTH20- AU 0 -82 The AccessMode register is only
cl eared to 0 uporfteWBcemmagdcannlybe Gedvlcosiitming = 1Shdivedns da Ka.deabsksumad®d of 00

i ndi cates ana0e@3s ufRHEe S8 coBMdd (e ML isloSihen KN RY, CB&LLA R RADK nfiEhESGHVDAE
bits after a CLRthrgrgﬁgg t al.%tcﬁ‘?elgl of Mcan be read fromand witten to. The

SAM conmand Bh¥ Rl cessMode regi ster. Consequently a
client can changdheddity caerites s speift [ idiist g9 vefned by e pdrrodppaging st YodRBisey weed onl y)
?K tseg t2 i B'gt tiﬁlﬁfﬁ&&h@d&fﬁﬁ&;ﬂ.ﬁék&mbﬁbd@bit?&ﬁm&tmtﬁgiﬁw@m?ﬁ@ l'ing SAM WIthf

a -bit valueg,as e i nput par er [ oWsS e, programming o
the access node _%g'flf“é““ﬁ% thecﬁegf'é‘?eé‘ﬂ\ﬁﬂ%’%cé%ﬂ N RABS SPOR MY ECP%‘ L¥EGEs of
t he manuf actAfrthedis 95Mind mustbe efaged, apddherrthe epproprivte bitsset Pingpithsse twe stepd o ddifrestan  be
Wi ttgn t O @ytlies, RGeatekthe possibili 'f'qaifgr&&wpeﬁmgﬁﬁﬁema@ms&eml afibbdrdae, altb@rﬁj ng a
second progra tage for itens such as consu serial nunbers. Since
t he SAM com%rangg on%?lthggtngw a{uf'gow?ﬁé&é?'f'gg?mfwsgek%gnnag%f%vl\? ‘?’ﬁ%%’ccess nmode bits
correspondi fig t oA Brfan{rite Mn}rhesgrd doddby thisarepomines ng adpitqgeincpBranackpyesmid by, RO I t
shoul d be noted tiehanptRalR @RS WM aveky. can  be changed to RO, but this
woul d not hglp a ]aing t t] 1 an iteto
a doctored aut hgﬁ%?g’g?ﬁl{lfq p %@gm%%tagﬁqﬂ%gﬁoﬁﬁo%%@%%ﬁ%q ]
successful and hehEgedefdecrignbaygdioniesne M elie fhey figplendr 0 B P SREBtirds ponds
to the way that diemsh nmenory works best.

. A Decrement Only M[n] changed to 0 simply speeds up the time in which the consumabie is used up.

It does not give any new information to an attacker that using the consumable would give.
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The only way to clear bits in the AccessMbde register, for exanple to
change a Decrenent Only Mn] to be Read/ Wite, is to use the CLR conmand
The CLR conmand not only erases (clears) the AccessMde register, but also
clears the keys and all of M Thus the AccessMbde[n] bits corresponding to
M n] can only usefully be changed once between CLR conmands. The SAM
command returns the new val ue of the AccessMode register (after the
appropriate bits have been set due to the Pnput paraneter). By calling SAM
with an input paraneter of 0, Accesshdé3hi II not be changed, and

t herefore the cur A be returned to the caller.
The SAM conmand 1@9%%6%%32'{ em&%ﬁ%ﬁ:@& °W5%“,_mum_e_go St eps
in SAM commandebisl@ Stepyin WBgommpndrenp <-- Read 32 bits from client 4[

Set Bi t s( Acce$shhgle Terrp) 3 Qprut 372 DiAdod! ACCESSNVDUE to client 8.8 AT
- Get |sTrusted—+n Nepe tput—tsTrusted—|1—bit}—Changesg: None The
AT (Get IsT Ested ﬂe@%“ﬁ'%jrﬁd&yuged to read the CtLJrrentjvaI ue gf t he

| sTrusted bit on thesEacgenteredt® cation chip. If the bit returned i$ 1, the
authenticatipn chijpigsa trusted System authentication chip. If [the bit
returned is D_thel authentication chip is a_consunnable authentication chip.
A G T conmanp? consji & ~dheadsibisifpmeliest G T command opcode. Since t he

aut henticatipon Chi[AMS Ac@IMBI[-n)l NI S NUST De transfterred one bit|at a tine.
The bit ordef—isLHSB-to MSB for each command corpohent—A-G-T-copnmand is

theref ore sert™RECBEFEISVale (he G T opcode. A total of 3 bits are
transferred.|4 AUTHAO«ATeBp < MBI T Heonfphirfsondoumigeat] i s i npl emented with the

fol |l ow ng stiep: 'I p%ép —%ﬁis in Of conmmand Step Action 1 OJt put
| sTrusted bift_ta (|IPI’1 9 Set MnTicks Input: MnTicks, F [32 bits]

Qut put: Nong SChang@&E «IAMTRMY The SMI (Set M nTicks) command is used to
set bits infthe M{nTi ckgamegisy) REpand hence define the m ni mum punber of
ticks that nust pass in bet: calls to TST.and RD. The SMI compand i's
called by passing the @%ﬁ—m’h@’ﬁ%@m@@&md by a 32-bit vhl ue that
is used to 6t bi { BedEmcotdeed M (AM eMSRY €Ll)St er.  Since the aut hentf cation

chip is serial, the datgsgu Wﬁﬁﬁ&g@%g‘rﬁ[ﬁd one bit at a tine. The bit
order is LSB to (BB for each conmand conponent An SMI' command i{s

therefore: pits 02 of §Mé= MRBD%H’@M%PF&I\Bd

EqEacountered « ((AM = MSR) A EQ) v
((AM = NMSR) A EqEncountered AEQ)

Advance to the next Access Mode set and write the new M[—an] if apphcable

7 I¥ (WE}
Erase M[—n]
M[—ni] ¢ Temp
8 Un
9 Fm=0)
GOTO 2

8.7 SAM - Set AccessMode

Input: AccessMode,e = [32 bits]
Output: AccessMode = [32 bits]
Changes: AccessMode

The SAM (Set Access Mode) command is used to set the 32 bits of the AccessMode register, and is
only available for use in consumable authentication chips (where the IsTrusted flag = 0).

The SAM command is called by passing the SAM command epcede followed by a 32-bit value that
is used to set bits in the AccessMode register. Since the authentication chip is serial, the data must be
transferred one bit at a time. The bit order is LSB to MSB for each command component. A SAM command
is therefore: bits 0-2 of the SAM opcode, followed by bits 0-31 of bits to be set in AccessMode. 35 bits are
transferred in total.
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by bits 0-31 of bits to be set in MnTicks. 35 bits are transferred in
total. The MnTicks register is only cleared to 0O upon execution of a CLR
command. A value of O indicates that no ticks need to pass between calls
to key-based functions. The functions may therefore be called as
frequently as the clock speed |imting hardware allows the chip to run.
Since the SMI command only sets bits, the effect is to allowa client to
set a value, and only increase the ting délay if further calls are made.

Setting a bit that is already set has noszeffect and settlng a bit that is

clear only ser Ve%@ﬂce&Wr&&%&Bﬂl lMOM&%&mO&I&R xlncgfanglzegss

correspondsniag Pw% f|aSJ’| best . y way to clear
bits in the o f‘°§‘fs%'?‘°de? &V @iﬁ%ﬂe@%ﬁ’é’rﬁ@“ﬁ‘%‘%“&ﬁ@ﬁ‘eﬁ cks to
a value of tbﬁtﬂlwffdk@bemaslﬁbmnmmuhe CLR command. However t.:he CLR commnd
clears the MnTi m%mgﬁﬁl@&m}sas Qts Ehe Awsho&%gﬁ&re&néea&n@a'chelﬁ%%h&&%e

is therefore use ) an attacker. Thu M nTi cks re |ster can onIy
useful ly beagﬁéﬁﬁleg'wé%@@]MWN%@WMFFB@““WWB“W IR # Pkt g aad
i mpl enent ed caling BAM i tha P2 iiwkingps tht pps paraiiatel Bhisalws Bt rsanintingSidke cemmmtd St ep
Action | Te#trdifercRRAL, é&ﬁ%&ﬁ&k&@@é&éﬁb@ Danufactfnk (#Mémp%e real6P) 9
Progr ammi ng Aéjt antlgatl on %ﬁpl% u“Lk enti cat,i on crlglgs must be. programred
wi th | ogi cal T S % YrHese ifia] ey rigrRpnying sipge, wilpallgpine 8 €398 + onnent
Consequent | progrivemingstagy fos famisiegh prooseaible egaleenbes. bot h | ogi cal and physi cal
tsc;curi té Logi Cadmcém&hﬁmhxﬂoﬁﬂﬂﬁ:tslﬂftsolﬁ@e%@ctmo amhbracdeg do&a%més&espoﬁ&g R ang
e random random an
not by a co ‘%E*"@MM"%@%"@%@%@ pro es F‘%ﬁ %d a??‘fﬁets“ﬁqg(’fg&gé"r“ in
whi ch par t sbeGhange @ Ropuishipveuldmetdelp m@nusgcettmeuwmv ofdf it 4 Writedeedoptered
AUTH2O- AU Qauthergjéhtionolity Sduld@btect @£ bk ivkild wheShotl sitBes{hll ©AB&Se A1t B bpbthtion) Ghdshddy t he
Pr ogr i NGefifs3bloQhal § wPh ML Akl herk M B0 LhAL K. and K2 remain secret,

both during t h ey generatjon stage ‘an urlngthe lifetime of the storage
of the Kkeys. g ey Dyfiear bty t&fﬁ@@f%ﬁ*ﬁfﬁgwg@wﬁ% tpr¢hanee pRecremett Selunt t o
physi cal atM[e]rmhegleadOV!mdois i use trCL@atmapy. Therm,RlcmndnoTMeasﬁs fezart)iteat i on chip
has its omc&&w&ersgmem@hs%meﬁmeﬁe&s @.m%ml ng that K, K2, and Checksum are
kept secret, b|11h Ih ?‘\?cg g]nb”m tion must al so kee K, and K2 safe.
The physical secd °°°6‘ FRloHi s EfeMnLEn ey FUSPE BEYEFR of | y
here, but ﬁé%cw%tl re docurrent of its own [85]. 9.1 Overview After

manuf act ure, anTiRSAMesinGdlhRNMhERWRa B MicsiMagkait Bl R bRfBrddbican be

S st ot T B2 Bt ﬁéﬂﬁ? auttﬁ‘}ngl cati onmﬁi‘sfmmp&ilpeSt"‘%bItjo ‘gﬁm N TR or R

is destined to bea nitl value tor R
nust be debetirEifegd t °W%WW“F§WW¥@%“Q“@G%UW&M e

aut henti cati on BlhBWc@mnm:dpbm@:eﬂmtﬂtbetmowag}deps nitial values for M and
AccessMode RBmg ko g&sﬁgmgnmah@e folrtowmng—stages—are therefore identified:

0. Manuf agt gf-e—J—bet-ef m-pe—lnteraction between Systens and Consunabl es
tep Action
) 1 Temp ¢ Read 32 bits from client
2 SetBits(AccessMode, Temp)
3 Output 32 bits of AccessMode to client

8.8 GIT - Get IsTrusted

Input: None
QOutput: IsTrusted = [1 bit]
Changes: None

The GIT (Get IsTrusted) command is used to read the current value of the IsTrusted bit on the
authentication chip. If the bit returned is 1, the authentication chip is a trusted System authentication chip. If
the bit returned is 0, the authentication chip is a consumable authentication chip.

A GIT command consists of simply the GIT command opcode. Since the authentication chip is
serial, this nrust be transferred onc bit at a time. The bit order is LSB to MSB for each command component.

A GIT command is therefore sent as bits 0-2 of the GIT opcode. A total of 3 bits are transferred.
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2. Determne Keys for Systens and Consunables 3. Determ ne M nTicks for
Systens and Consumabl es 4. Program Keys, Random Seed, M nTicks and Unused M
5. Program State Data and Access Mddes Once the consunmabl e or systemis no
| onger required, the attached authentication chip can be reused. This is
easily acconplished by reprogrammed the chip starting at Stage 4 again.
Each of the stages is examned in the subsequent sections. 9.2 Stage O:
Manuf acture Al though the manufacture of autdentication chips is outlined in
Section 10, a nunber of points can be ndtte here. The algorithms and chip
process is not spec and re S..N eci security. Standard Fl ash
processes are usgﬁ bﬁtcb a"‘ii's o?“t gib n%if]lg ?ﬂ)l’l ng stage, the

aut henti cat "Eﬂhleéhﬁtpsm&ﬁ'émesqded by bei ng prograrmed witth particul ar test
programs. TNEER 1§ NO JTAG Test nmeqegml sm A thefT of quthentication chips
bet ween t hel-elip—HaruH-act-urer—apnd—programmng—st-atien—oul d only provide

t he cl one n[andf act QPRY Shpyed bhoghegt chi ps This mer el y cénpronises the sale
of authentication chips, not anything authenticated by authentication

chi ps. Sincegt he gfr0gL MiTiRg Sstation is the only mechanism w th consumabl e
and system pr Odu?‘ﬁ’ keys, a clo nuf_%ﬁjer woul d not be able to program
the chips with 5correct ke&e e facturers would be able to
program t he bl anRutpht ps f gt heir own systens and consunables, but it

woul d be di ffi cuk:tmg@ pl ace t hggfrickd ens on the market w thout detection. In

addi tion, sin I be difficult .t a busi ness nd 9.3
St age 1: Det ernine Mtr?%r ac)pq%nmﬁm%é‘ﬁedgﬁttb’ésr%&ﬁa? i ‘P’em ‘Fﬁe deci si on
of what is sindyusyaspbeneftickythatimust gassin Beswrswspidsh T TradRIy W%Sﬁﬁ‘ecoﬁewllsﬁiﬂﬂ@! before
any aut henpisamiticSNTConAGd dpébie bW BIBABNRG: Aat(lasH Gisa BisieheMinTicks bgiswrnde

about whi Ch L8NS RS, SRR, U356 mitb: BOLER SR £ T IRGRLsBRNEC! ed

Syst ens and nsunmabl es nust are the sane orrra I on. %\y
AUTH20- AU OMSB & each cogmiyd eogpppngnt A0 %?*aiﬂém&a{e@fem‘b@fﬂﬁéwmb &hif
sone of thebnbmellmf@eaweemmlckshﬁtb:mmmmt yet been determ ned. A

sinple exarrpl e |'fhe MBI Qeis@r i ly RIEH @ﬁpoK%nonIﬂQ:Lﬁ%mdlﬁaﬂ \falué & 0fnbigateSy St €M
and t he car; k ﬁ"g t he

ere re sever s for each
car, each con a| t‘ipﬁsébe%eﬁbcalisggp Wﬁ?sﬁdrf}‘fﬁﬁ"% af%“"tlof’fsémy?‘ﬁ'gg’mfbl 5‘?. However
each car %!%%“WH@%MMWW%MWFW (shared by its car-keys),
since we dont  \§a4d theSMTckidad lyes BIRAhGBECt 10Raldw G lidntto RNDYale,land oY RkddRE

exampl e i s thal. 0, Mm;u@mhg Al GRALLERY PR Wk QB is

cartridge. In sinple terns ocopler 1st
cartridge %GRk sEEHE HerhA bip d rThE’ﬁ"é‘mé iwwoﬁia&’t*h%’w%‘&&s FEOF o what
conpati bi | itgkstdstere is to be between cartridges and photocopiers. The

deci si on has hi sﬁwﬂyae,l&Meabﬁsﬁmermslﬁcnwg&&rfsmx&iﬂem&n &aho@mgl ng of
t he toner q’glrt‘{fkg% ocecrﬁtle?silﬂccart é’P ges WI#I%W cqmtheédm a_new m)del
phot ocopi er” Based on T he desi gn as ”E”Fl ¢op! e%
aut hentlcat"‘l%#“l?ﬁi"piﬂka)fséﬂd%éelsth"-ﬁﬁéeuséﬁﬁ%tﬂ#eﬁw@that must work together nust
share the sane iy tht MinDENFBdgisted tan only usefully be changed once between CLR commands.
. The SMT command is implemented with the’ followmg steps:
Table 22, Steps in SMT command
Step : ~ Action
1 Temp < Read 32 bits from client
2 SetBits(MinTicks, Temp)

9 A Programmiing Authentication Chips

Authentication chips must be programmed with logically secure information in a physicaily secure
-environment, Consequently the programming procedures cover both logical and physical security.

Logical security is the process of ensuring that K,, K3, R, and the random M[n] values are generated
by a physically random process, and not by a computer. It is also the process of ensuring that the order in
which parts of the chip are programmed is the most logically secure,
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In addition, each type of consumable requires a different way of dividing M
(the state data). Although the way in which Mis used wll vary from
application to application, the nethod of allocating Mn] and

AccessMode[n] will be the same: Define the consunable state data for
specific use Set some Mn] registers aside for future use (if required).
Set these to be 0 and Read Only. The val ue can be tested for in Systens to
mai.ntain conpatibility. Set the renai m@ regi sters (at |east one,

but it does not have to be M 15]) to be ad Owly, with the contents of

each M n] conpletg e LS of o Ig cl one
manuf acturer to at ack t e adtnenti cat [ o 5 2se%§a§gﬂcl{&g§°ﬁg o Bt

fol | owi ng exBrpl Fgempinasareibathduring thekeycaaneraien S@F&t’@“@é@ﬁ“ﬁw ofhe W@a‘?ﬁhied

9. 3. 1 Exanpleyslin Sdéfips) &eprigeantafingStafon ast bavedisinAcmhaeklatetts ©abtaik & 'sroyAte ks, b| t

key nunber i {t'&'ﬂ'ﬂ QK?Q . | ' ' ek l;ﬂ@ﬂ or

gi zenucar lrﬁeg}%{g% I'ts g‘? ?ncfy%&%%e Rﬂa{ﬁ/’ ﬁﬁ@c ab ;

Car's 256 Msbﬁ‘%“§“‘McﬁPg‘ﬁE%1E%S§ﬂ“Bb‘§‘E?aﬂsﬁFﬁ%ﬁ' ang)K - &Whﬁﬁﬂﬁﬁ‘fﬂ%"{é‘e H?@’g’jmf 4 RO
Car engi ne rswrdnesrme(nﬁ:dedlbndﬂs)mrdsb@hasad?@::E@crcu:ﬁdntdﬂmWefsp]ansi on = 0 (64 bits)

9-1S RO Ranggm bldve,di@&a (112 bits) If the car manufacturer keeps al |
| ogi cal keys for all cars, Is,atrivial mtter to nanufactur a new

physi cal car-key Aﬁﬂ@ﬁ"&éﬁ“@’ﬁ?@%ﬁﬂpﬁmﬁﬁéwﬁm@fe °’FH€*“H’§W€%H¥ R woul d
contai n a nevdbyKNodkarustibaestabfsi@fl. If dsrhip iraivsenet! e s¥yson #themivaioBipdls itithe car ' s

aut hent i cat g fsrfk.ﬂmbgé&em&eatmﬁ@ch{awmneaub@wcammeamsendfc% BiTReksbdse be
I nval i dat ed (for exa Fhﬁgda é"( s | ost Such a systemmght require
Key 0 (the K Fmﬁlen?es %6 AqrsdfodemustesdPr- then all valid keys, then Key
0 again Only AUTHeZdowing sBees ag Gerefawddentified: | d keys woul d now work with the
car. In theov\orsm@ﬁa@e for exanple if all car-keys are lost, then a new

set of Iogl al k uld.b ener edf r th car and its assomated
physi cal car-key]g g%tgm}mgmg’ es%a encg’l ne ﬁunber woul d be used to tie

the key to #he p‘é?‘%‘P‘é‘Lﬁea?fW@aﬁ‘emsF#ﬁ‘tQQW%é data may include such things as
rental infos.matiDeymisdMETiasforlSystiaahd Gbudiblget ai | s. 9. 3.2 Exanple 2 Suppose

we have a phot o%rKe%nﬁg&m tM%L:ngucﬁ.El%J]ﬁ be replaced every 100, 000

copies. 32 blts are requi to _store the nunber of pages renalnlng The
256 bits of>M cdatEaies F‘Gé’d“ﬁfﬂ“’é%’* foll ows: Table 24. Photocopier's 256
Mbits M ni Acce¥se tosmmat proyster(s de®nSe renuided, tha rrgeird thGitiqatignship dan RSBt ch

nunber (16 histiSehsily accomplished by reprogrammed the chip starting at Stage 4 again.
Each of the stages is examined in the subsequent sections.
9.2 Stage 0: Manufacture
Although the manufacture of authentication chips is outlined in Section 10, a number of points can
be made here.

The algorithms and chip process is ntot special, and requires no special security. Standard Flash

processes are used.

At the end of the manufacturing stage, the authentication chips are tested by being programmed with
particular test programs. There is no JTAG test mechanism,

A theft of authentication chips between the chip manufacturer and programming station wouid only
provide the clone manufacturer with blank chips. This merely compromises the sale of authentication chips,
not anything authenticated by authentication chips. Since the programming station is the only mechanism
with consurnable and system product keys, a clone manufacturer would not be able to program the chips with
the correct key. Clone manufacturers would be able to program the blank chips for their own systems and
consumnables, but it would be difficult to place these ftems on the market without detection. In addition, a
single theft would be difficult to base a business around.

9.3 Stage I: Determine Interaction Between Systems and Consumables

The decision of what is a System and what is a Consumable needs to be determined before any
authentication chips can be programmed. A decision needs to be made about which Consumables can be used
in which Systems, since all connected Systems and Consumables must share the same key information, They
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2 MBR Page Count Remmining (32 bits, hi/lo) 3 NVSR 4-7 RO For future
expansion = 0 (64 bits) 8-15 RO Randombit data (128 bits) If a | ower
quality image unit is made that nust be replaced after only 10,000 copies,
the 32-bit page count can still be used for conpatibility with existing
phot ocopi ers. This allows several consumable types to be used with the
sane system 9.3.3 Exanple 3 Consider a Polar0|d canera consunabl e

contai ning 25 photos. A 16-bit countdown isCall that is required to store
t he nunber of photos renmaining. The 256'ﬁﬁts of Mcould be divided up as

follows: T 6%@% Seri al
nunber (16 %F‘%%&F hﬁgﬁggtch unoar [%s ‘ﬂb"?ﬁ‘gﬁﬁﬁ% %[“E'?‘ emal %lm (16
bits) 3-6 mpigtdur e expansion = 0 (64 bits) 7-15 RO Random b|t dat a
(144 bits) The Ph@hmraeﬂaﬂaismhtmgm@hm@rﬁsm WMe2dr itsdflisadSys@m uddiedar-afs ae@rs unabl e

types to be &H.}plla%%s ﬂﬁg%}%&é@m&i‘k Eeach Bilealh Wlelinthe Eé&ﬁn‘é‘l;%m?g{mu%é‘ﬁp' e, a new

consunmabl e w I's trrvral to progr up years after the
i ntroduct i oFPeﬁﬁc%’éwt?‘éfﬁﬁ‘F%F”(éYﬂﬁ’éWWﬁ‘émﬁ‘fadE%ﬁE‘F@’(ME‘JWﬁ%ﬁa’dﬁGbé'ﬂFewﬁmT s able
to use the ehadcabishmiat @ wdiidig iddneBer.can process a new filmtype. M 3) can

be used to def i gLl Bim: Pk thoolopll el XRES: o R D Dol it 11

types woul d be sone new val ue éstem; can take advantage of this.

Ori gi nal sy %fRIgicoRiet b BRieh and ts tE Gartidgeds the spasumable- Hppeyyr the depisiopmyst by ade

i nconpat i bi #sitd whatgorpmtiplgyghdre i tmbe l;epcsn car!rNeaNaxSersvm ﬂ@simwguﬂxbetm e
X?Jl'rlljgo?fAUI\% do theth(E) Jél th%]ﬁ éért?]‘%‘\gl)vgJII@I?]Su Q‘, 'tlﬁblhllh%]v’lyn\émeég to
e e s SRR B At POk ER-IE 1 DR ot Gaon S MEHobFRar i th o
new Syst em @mpoupntsshatypyst vorkdezethdr mot shang the beime ey iormetign. key set woul d be
required. 9.3. %Exm&péaanﬂaemaﬂrskelereqmﬂdme%uﬁm&mﬁpmm@mm)m ng 3 inks:

cyan, nmagen d vel l.0 eparately.
The 256 bi t@%oﬁgé@ff ut (1hl %/Ied ar §°/J|~| e‘c’fryup I;Lfaulmf v%gcau%%%lme%tfﬁﬁmlﬁnﬁt@?]' s 256
M bi ts M n]2apeeeddodaeladlbeghesans: 0 RO Serl al number (16 bits) I RO Batch
nunber (16 Di 1 S Define MRnbuyhatile AR FRE R Perificdz DI ts, hi /10) 3 NMBR

. Set some M[n] registers aside for future use (if required), Set these to be 0 and Read Only. The value

can be tested for in Systems to maintain compatibility.

. Set the remaining M[n} registe-rs (at least one, but it does not have to be M[15]) to be Read Only,
with the contents of each M[n] coﬁ:pletely random. This is to make it more difficult for a clone
manufaciurer to attack the authentication keys (see Section 5).

The following examples show ways in which the state data may be organized.

931 Examplel |

Suppose we have a car with associated car-keys. A 16-bit key number is more than enough to
uniquely identify each car-key for a given car, )
The 256 bits of M could be divided up as follows:

Table 23. Car’s 256 M bits
. Minj Access Description
0 RO Key number (16 bits)
1-4 RO Car engine number (64 bits)
5.3 " RO For future expansion = 0 (64 bits)
9-15 RO Random bit data (112 bits)

If the car manufacturer keeps all logical keys for all cars, it is a trivial matter to manufacture a new
physical car-key for a given car should one be lost. The new car-key would contain a new Key Number in
M[0], but have the same K, and K; as the car’s authentication chip.

Car Systems could allow specific key numbers to be invalidated (for example if a key is lost). Such a
system might require Key 0 (the master key) to be inserted first, then all valid keys, then Key 0 again. Only
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4 MSR Magenta Remaining (32 bits, hi/lo) 5 NVBR 6 MSR Yel |l ow Remai ni ng (32
bits, hi/lo) 7 NVBR 8-11 RO For future expansion = 0 (64 bits) 12-15 RO
Random bit data (64 bits) 9.4 Stage 2: Determ ne Keys for Systens and
Consumabl es Once the deci sion has been made as to which Systens and
consumabl es are to share the sane keys, those keys nust be defined The
values for Kt, K2 and their correspondi ng Gaecksum nust therefore be
determ ned I n nost cases, K, and K2 will be generated once for all tine.

Al'l Systens and consunmabl es t hat have &% wor k toget her (both now and in

the future) RGeSk R N nbi Gord e'é&r a@lgwoKrs% cabs i‘or ple le i all a"?{?‘%ﬁf ié%ﬁ‘{tﬂh%

therefore be kept sécret since t Ire securl
Syst em Consuffisetat Iﬁﬁﬁﬂ#ﬁaﬁ“id@ﬁgqﬂ@%@e cap grid dps W@theﬂ}sw wyeif &gndr oni sed. | f

the keys are conpreirssie ninlbe woadRead e a0k (it phlb@lerddber of  systens and
consunabl es, and ﬂﬁg&gﬁfmg oA des&ctﬂ the ctglr&fbrgareguégg\ﬁ‘f%t%ﬁné@s new

non- conprom sed keys ase Hot oco cartridges,
the worst case? i Exppplt2 a cl one manuf act urer could then manufacture their

own aut henti cat i GnppedawpEavd Dfhotkidpia Enagdidly whitkduld bPfepIGESRR 16,000bipRS 3k h t he
known keys, @J}gmltréamtohrﬁ?é%&#cl?%él LAt fheir own constntables. In the case

of ra car with car-k eac has a different set of keys. This leads to
two possible gerdbrp bi pidheouidBedivideiup o5 follaws: | s that after the car and
car-keys ar{ T{hledgmawmaﬁbrw%mmme keys K, and K2 are delefed so no record
of their value reTke eait trrat LH L RO—way—+-e—gqonpr oni se K,

and K2. Ho M[ﬂn 1 rgA(;S%s#-kevquran be maﬁe Por thatycar M'[rﬁout
reprogranmm ng’t he cdr's R%ut hdierietamborsbiml p. The Second s¢enario is that
the car manpfacturer keeygs K, |aachdidber @psisnew keyS Can bée|made for the
car. A conpfogise of 1

- 3 KaRrRd K25 Shat—s ’%Qﬂﬁ—eﬁﬂ-l—d—ﬁ&\e a car-key
specifical | pfora particular|c r.b tUT 2 gZ?S"" ’ -@8 The keys and random

data used ifn the authedM™¥Rati on chi ps nust therefore be geherated by a
means that| i47 non- {let err® ni s F@ﬁi@ee@@@inetoWysmorrput er geperated
i?”@i ' i

pSEUdO-ran _JEUTTDE] CdRpaot—og o i-s—aetermni stic -

know edge h.e_g_eq_ef_mkr'(?r' S Réﬁ%om qu&%’ﬁ }f uture nunbers). K, and K2
shoul d be generated by a physical I y random process, and not by a conputer.
However, randomlfrloweg@nidly atgnsitibasie datadustbadeplicad af&@uly 00060 ébies, ﬁmmma@s S ar e
subj ect t0 doi bal GMGEusBYfor BBt dgsuﬁw&%s i Qrol e iR Jo&mﬁéble%m

i nperative tha& h deswtces be tested periodically for statistical
randonmess. et"“tisef ul source of random nunbers is the Lavarand
(r) systemWomESGP‘“[%S] This generator uses a digital camera to

phot ogr aph si x [Cantiderl 8616id @inesk YonfuRWbid BoMaikiRD5 plo@Y A 16-BARStdMR fs@ll MatGhaot i C

t ur bul ent W[@wm‘ﬁ{gg&wlﬂ(}m nqdu%l tal images are fed into an SHA-1
i npl-enent ati on ggﬁ‘)r hash, resulting in a 160-bit val ue

fromevery 7th gﬁ‘idg"l’ﬁ‘ﬂ’é‘ﬂqu?’fﬁge These 7 sets of 160 bits total

140 byt es. | Tihks 23.LamdmA5eMbad ue is fed into a BBS generator [(see Section
3.6.2 for PO NTOT NRLEQN OfT the Description
' 0 RO Serial number (16 bits)
1 RO Batch number (16 bits)
2 MSR Photos Remaining (16 bits)
3-6 RO For future expansion = 0 {64 bits)
7-15 RO Random bit data (144 bits)

The Photos Remaining value at M([2] allows a number of consumable types to be built for use with
the same camera System. For example, a new consumable with 36 photos is trivial to program.

Suppose 2 years after the introduction of the camera, a new type of camera was introduced. It is able
to use the old consumable, but also can process a new film type. M[3] can be used to define Film Type. Old
film types would be 0, and the new film types would be some new value. New Systems can take advantage of
this. Original systems would detect a non-zero value at M[3] and realize incompatibility with new fitm types.
New Systems would understand the value of M[3] and so react appropriately. To maintain compatibility with
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Bl um Bl um Shub generator) to position the start of the output bitstream
The output 160 bits fromthe BBS would be the key or the authentication
chip. An extrene exanple of a non-determnistic random process i s sonmeone
flippiing a coin 160 tines for K, and 160 tinmes for K2 in a clean room
Wth each head or tail, a |l or O is entered on a panel of a Key Programer
Devi ce. The process nust be undertaken vm'thoseveral observers (for
verification) in silence (sonmeone may have a hidden m crophone). The point
to be made is that secure data entry and®torage is not as sinple as it
sounds. The | ecurit of th e and .ac orrpanyl ng
Pr ogr amm ng B‘Etngol%%ﬁab?eé&u “y Tabloss ?IS’I!’§5¥ ocg‘%%‘r’fm i fy atm §E§’1e°l% Hice keys
K, and Kr ha{FemﬁeéﬂeadeF«"émﬁmﬂSw&w@nqlhem@el@swsélaﬂ ww:!meetwoulmyeqms*,t be
kept for as 9Bengeamplawt hentication chips need to be nade that use the key.
In the first car/gar.key. scenar are er si ngl e
System chip and a de nsu(’mﬁa{ﬂewﬁ?‘ﬁm aveyaf)l’en:'aﬁen an&glfeﬂyw Eﬂﬁe'"!% fl%e case of
the phot ocoqué‘”r"’ﬂienff"c’iﬁ’é‘?tell}artrl dge, Kr and K2 rrust be retained for as |ong
as the toiler- Car'thbBﬁgﬁ&fﬁl&@ldbemﬂ&dﬂpﬂ%ﬂmfrsﬂr t he phot oc0p| ers. The keys

mJSt be kept See f 85] fUI IIIJI U I II‘IF UI ITutl U]‘I 9 ~J gl. age 3
Determ ne M nffl r'gﬁf—% ggtbems and Consumabl es The val ue of! M nTi cks

depends on tlhe %[plera}tl ng“eslsock speed of t Mescapiethenti cation |chip (System
specific) andd he I’IOFI onrof mhagenggmgrl(m%@s a reasonabl € tji me between RD
or TST functigr——eaths (aﬁnli\, £ Fs) The—durat+ef of a single

ti ck dependg._on the loperaiing 38 ‘i‘é’%%ééé‘ Th| S is the nmaxifnum of the

i nput cl ock {sBeed and ti#@%utkéiﬁﬂ&?&ﬂl@ﬂﬁ&ﬂfﬁ p"® cl ock-1im t|i ng hardware.

- For exanpl e Bhe aut henmgatl cn chi p s clock-limting hardware nay be set
at 10 Mz (iHt5ts—ret—changeable gt .e-nm-f ¢oek—s—3{MHz. In this
case, the valle of 1 tj K tyéﬂmgﬁmwb“ 910 Miz. 1 the i nput cl ock
was 20 Mz |n8tead df INN#&, tthe value of | tick is based{on 10 MHz (since
the clock speed 1S Il M MEA 1 O ¥eloWHéhainid1520id, MAcydur ation of a tick is
known, the Muofrekspvahpereanmibe set. The value for MnTicks is the

m ni mum nunper _of ticks requifed to pass between calls tg RD or RND

key- based fun&tl ons; SuRSose {Fe fiymrapanicngfkt4ditted mat ches|t he maxi mum

cl ock speedf of2-150 Miz. TRb We |MRibordbifihtil{cibiR) Of | second between calls to
TST, the vatuve—for—M-naFeks—i-5—set—to0—16,-606;-000—FEver—a—vhal ue such as 2
seconds m ht be a conpletely reasonable value for a System such as a
printer (on autqﬁtgﬁ?|%E§f"?‘!ﬂ¥%ﬁ"’§¥§§}@“ﬁﬁﬂ“‘ﬂ#@m page produced every 2 or 3
seconds) . AUTH2 @nédfhdilecisioB Bas Beehd m&le age wiich Siteng brididvddensbles aRandiaehSeadkeyd NTi cks
and Unused doiiiaine G le Gtk K15 adaho B WBARN oS vk be

manuf acture Al tgr natively, they have al ready been used in one consunabl e,
and nust be granmed for use i n_ another. Each authentication chip mnust
be physically Jaksthares B gd K. vl ba gewerjet oricgforpitimg, AlliSpstem add gensumabiestiiagatel cat i on
chip - see t&ﬁkmﬁ@ma%,m@mw:m&mewlmwa& khanmgymdgeys and new
state data. emebg | R ok G2 LIS EHRSE Y RO BLOCLAN U Bl s pace

aut henti cati aon S nust secur e rogramm ng a 1 on
envi r onment*o é"éktyas‘_f°®69mﬁﬁerfém?ﬁwmﬂfweﬁ%eﬂmwm9%¢wbm& ure of the
progr ami ngysemy i omsenitles,fagt thetehde & veilrt thiyoomn bel‘rdi)&glﬁihﬂ@rmmungn-&h@iomﬁﬂi keys:

consi dered ophyskﬁﬁc'éﬂcﬁﬁﬁnl%mr%tﬁmlr&@ MOQQMQ %oggmﬁﬁl‘ﬁ ould

Aut henti cati on gh chi st e a truste System ¢ seed
val ue for R nus “o'g"’“ whEhgk v Pf“"??ﬂ%“t“‘l&‘é“a"ofsahwd#ﬁn Yrogram the chiph with the

known keys, and then i mseu them into their own consumables.

. In the case of a car with car-keys, each car hias a different set of keys. This leads to two possible
general scenarios. The first is that after the car and car-keys are programmed with the keys, K, and
K are deieted so no record of their values are kept, meaning that there is no way to compromise K,
and K,. However no more car-keys can be made for that car without reprogramming the car'’s
authentication chip. The second scenario is that the car manufacturer keeps K and Kj, and new keys
can be made for the car. A compromise of K; and K; means that someone could make a car-key

specifically for a particular car.
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nunber derived froma physically random process, and nust not be 0. The
follow ng tasks nmust be wundertaken, in the follow ng order, and in a
secure programm ng environment: 1. RESET the chip 2. CLR[] 3. Load R (160
bit register) with physically randomdata 4. SSI[Kl, K2, Checksum R] 5.
SMIT M nTi ckss The aut hentication chip is now ready for insertion into a
System It has been conpletely programred. |If the System authentication
chips are stolen at this point, a clone marfuf acturer could use themto
generate R, FK, [R] pairs in order to | aufth a known text attack on K,, or

touseforlaunc’:'gﬁ fally .. chosen-text attack an .. This is no
different to thehllpl)lgr ‘z_i(glg{d% éalgne&%%erm%?lpcg%f ngwg%gmceﬂﬂaafeér%ﬁdm%strusted
aut hent i cat i G# is@pfdstermpftic (8 enmpletely gomprtbrieensraiod pseutierandom pymteriqanodt be usad because it

Aut hent i cat i edetepiigiitio Clabwledasdt the E@emtfra&d@@iﬁa@&m nulﬁber@gmﬂ&; ?h&dcﬁse gen%rated

Pr ogr anm ng - n e Aut henti cation ip If the chipis to
be a non-tru@tag‘%a%g{]%%%%gﬁg fﬁ%‘%‘g%taic%m on chi p, the progranmng is
slightly differ &qveveroandpmbit gsperaporpdased qpapterel sresobmydamueirarssibioe to ieflyenedtivp .
Firstly, thexsestctvraindaisdtibalftcidask is Bfefhive thit suthiGdicdd 83/165ted psiolidallyFat3dtistical

pr ogr anm ng r;ng{]m%_and t he AccessMbde val ues. The future use Mn] nust be
progranmed with O, and the random M n] nust be progranmred with random data
The fol | owi ng t adR@PiY pselylsonsyg gerpadom ypbery i the fauarard § syt Fogp SGF 8 Tisand in a

Secur e pr ogieemRionges @ diyiial camevem pHotograph ik Bkzlladiph evesy Ifiwminutts. 1 &la Rimps Butaid svglc R (160

R T R AW
physi cal | y%ﬂ&%‘fﬁ”&g‘t"j&"bﬁm REVE. 7“1_b5%1’3’“\fhe(d?'¥§’2‘fﬁiii'f‘&gf'gg‘i“sfsé? JEIGHtitHod 9. Set

bits in Y cdfotgspbndiohye valye it fid inppriiBa weretvpr(iee Seicton 3.R@ fodlm@n InfprmAd@es e Mbdes

AUTH20- AU OBmaﬁl_mlﬂub gt do phektion BVTdAN &Ib@ﬁm’eam FEb outut TR PR past ed
consunmabl e chldoDe S, N0 retgeglh/cat'go he progranmed with the general state data.

If the aut hontd ot F e ChI'ps Ar8°®& ol en at this point, an attacker could

performa |im t et eatos ennrleste nongeterministic tndory preceds éssemegietilipping ain 1@9dimesforof M
a[i e Reag ONKyand 180 v for K116l OERal b With\bhck Bead &}@ﬂ,/ra\aam iaetﬁ&egre& a fithel gﬂm;} Et e;%
;t ?Zgﬂer yobt al ns FK[ell%'l' %ﬁ?%wﬁm%%% se‘felﬁal %%?ggmg?rgfdfgaﬁgng gtsﬁleomr?, Y M can be
conpl et el y CHEVERayigves fddep picrohope)- (1 pogbto b madois thatseoprs dapeptry apdsisgpet BROL &5 at e
data). | n Dot citoeds. Diepbred seciryef it KyPkermbaMadde atlooapnaR\Progahiiag f or R
since it | BuBsHHukeseh e document of its own [85].
Once kéys K, and K; have been determined, and the checksum calculated, they must be kept for as

long as authentication chips need to be made that use the key. In the first car/car-key scenario K, and K; are

destroyed after a single Syster chip and a few consumable chips have been programmed. In the case of the

photocopier / toner cantridge, K; and K, must be retained for as long as the toner-cartridges are being made

for the photocopiers. The keys must be kept securely. Ses [85] for more information.
9.5 Stage 3: Determine MinTicks For Systems and Consumables
The value of MinTicks depends on the operating clock speed of the authentication chip (System

specific) and the notion of what constitutes a reasonable time betwoen RD or TST function calls (application
specific), Thp duration of a single tick depends on the operating clock speed. This is the maximum of the
input clock speed and the authentication chip's clock-limiting hardware. For example, the authentication chip's
clock-limiting hardware may be set at 10 MHz (it is not changeable), but the input clock is 1 MHz. In this
case, the value of 1 tick is based on 1 MFz, not 10 MHz, I the input clock was 20 MHz instead of 1 MHz, the
value of 1 tick is based on 10 MHz (since the clock speed is limited to 10 MHz).

Once the duration of a tick is known, the MinTicks value can be set. The value for MinTicks is the
minimum aumber of ticks required to pass between calls to RD or RND key-based fumctiops.

Suppoée the input clock speed matches the maximum clock speed of 10 MHz. If we want a minimum
of | second between calls to TST, the value for MinTicks is set to 10,000,000. Even 2 vailue such as 2 seconds
might be a completely reasonable value for a System such as a printer (one authentication per page, and one
page produced every 2 or 3 seconds). -
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calls to RND froma System aut hentication chip. The only way to obtain a
chosen Ris by a brute force attack It should be noted that if Stages 4 and
5 are carried out on the sane Programming Station (the preferred and ideal
situation), authentication chips cannot be renoved in between the stages.
Hence there is no possibility of the authentication chips being stolen at
this point. The decision to programthe aug hentication chips at one or two
ti mes depends on the requirenents of the SysteniCbnsunabIe manuf act ur er.
This decision is examned nore in Stage 5 and in [85] 9.7 Stage 5:

Program St atyg Da n y required for
consunmabl e aﬁﬁt he%télg%a?ﬁo ﬁﬁbﬁb ncé Gﬁ g'élegdqﬁ/bde regi sters cannot
be altered on Syé?@#?%@?#mﬁ#@aﬁwwemtp@“%@a%wvééﬂlﬁh’ﬂ"?*‘hﬁ@bm val ues
of M n] havmhmaadge%mauawgfuamﬁomm&agee .Aanomamaemmnmaﬁ@cmﬁ@tw dat a

val ues need e eed to
be set. " BoaPrReyRERRLPURR: ARt G 857 IELAMER BF SR AR B EETCT, ¢
val ue st or e@FANRH iR kivE fod ?‘@@“F%’f‘er Thi s stage i s separat ed from Stage 4
on account of t healiditibd, EléadipuessuRdduerogamnitiy pSdubéticalia@ s nlik tahé plicin a febuse

bet ween Wheblg a ng ﬁggt&‘g\m%mﬁeﬁt ﬁgfsf:‘]g{;r%g mf&ﬂ%omg% ﬁ{e ?ﬁ}ﬁ%l é&gg 5 s

per f or med sametlmemthe

same Pr ogramﬂ‘i’ﬁ“"ﬁt‘f&‘f‘”f’%‘}?ﬂt@f%ﬁ"‘ﬂ’“ﬁ‘@&@é@%@ﬁ“%ﬂﬂ‘%@ﬁ?ﬁyﬁﬁﬁsﬁmﬁhl ps, but
does not | oadlt herpgravihing 4 Trivttedsslystait Mitenti@biorahip ot her than 0). This is to
al | ow the progr QFHE&Q:Mm&%&@kgﬁcﬁxﬁ’a&%%bQ?RM&EQ{BQQM%H&%JM& runs_of

consunmabl es. Al tho Stage 5 can be run nultiple tines, each time setting
a di ff er ent SR ﬂ“?’ﬁ'l“i’fﬂ”&ﬁﬂ“’ﬂc?‘&?e‘s"é' wa@*bwa%&ﬂwg‘ﬂf"?%?"‘e likely to
be run a si wndirtekep,jinrthe follywing rdeq amllit a sedye progmmming mgroghet e dat a val ues and
setting allythe resermddhipng Access Mobde val ues. For exanple, a production
i ne can b set (%RBWnere t he batch nunmber and serial nunber of the

o

=

authentlcatlon roduced according to the physical consunmabl e being
produced. 3Thi s%&ﬂﬁ?ﬁ"ﬁaﬁﬂbﬁmP@“h@rWﬂmﬁﬂf{ he state data is | oaded at a

physi cal |y «di ffﬁSIﬁqIKgf(Elﬁdkﬁ;myR] The Stage 5 process involves first checking
to ensure the ch @ va] 1d consumabl e chip, which includes a RDto

gather the data fromthe aut henti cation chip, followed by a WR of the
initial data valtfeeholiten chibgrrdcadpin oot hitvenie (\Paler tPRF'Hew dat a :
val ues. Therogepsl are outlined here: AUTH20-AU O -91 1. IsTrusted = GL113

2. If (I sTrusteﬁ)hesei@intamwn&ckhoes sm&aﬂencm&s};d,dadceéenamaammo%undgamLmBND on a

val i d Syst h get a va ut Chl 10 be

progr am*red%épggtg ?al va°fde'cf°| npu”t “é'?t?xl? °k°nKH8>qf"(3§§ga‘5‘ |s’f er) with
results fr G‘P?F"a"%“‘\‘ﬂm’d&t%m@é‘ﬁff%ﬁ“EH'FM“WWW@W% WbP‘?ﬂﬁmﬁ%t em chi p
to ensure Xmmwmmwmblne&mﬂﬁm@nmh&eﬁbmo?mehﬁme(d[ﬁﬂanpﬁtomsnﬁdt&) exit with
error (W ORgdomaRSH g, chip for system) 8. Set bits of X to initial state

val ues 9. 10. J_oa]'%j %59” eg‘%ster% with O 11. Set bits of Y
corres pond?‘g\g 4"’5&3’%‘5@% oﬁéé sr‘f%‘ﬂ\ﬁ Wiepddgn e 12, SAM Y]
If the chip is to be a non-trusted Consumable authentication chip, the programming is slightly
different to that of the trusted System authentication chip. Firstly, the seed value for R must be 0. It must have
additional programming for M and the AccessMode values. The future use M{n] must be programmed with 0,
and the random M[n] must be programmed with random data, The following tasks must be undertaken, in the

following order, and in a secure programming environment:

RESET the chip

CLR{]

Load R (160 bit register) with 0

SSI[K,, K;, Checksum, R}

Load X (256 bit register) with 0

Set bits in X corresponding to appropriate M{n] with physically random data
WR[X]

Load Y (32 bit register) with 0

Set bits in Y corresponding to appropriate M[n] with Read Only Access Modes
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O course the validation (Steps 1 to 7) does not have to occur if Stage 4
and 5 follow on fromone another on the sane Progranm ng Station. But it
shoul d occur in all other situations where Stage 5 is run as a separate
progrianm ng process from Stage 4. |If these authentication chips are now
stol'en, they are already programmed for use in a particular consumable. An
att'acker could place the stolen chips into a clone consumabl e. Such a theft
would Iimt the nunber of cloned products®to the nunber of chips stolen. A
single theft should not create a supply ®nstant enough to provide clone
manuf act urerg W ghAaqcost-effective business. The alternative use for the
chips is to save t attacker from purchasing the sane nunber of

consumabl es,leaciMiiMiaTidseantlhent i cati on chip, in order to launch a
partially chosenmeamimﬁedmkmaarec}bmblﬁcﬁnéaayﬁeepadgﬁaﬁkdﬁm@fe@m&ﬁs@eda&peci al

secur I t y b reac h ﬂ fthe L&%ﬂdé%xédﬁgg are s%ollle% at tﬁsgqo%% Snaﬁ(&acke;,vgoulﬁ #l‘gfm %Clﬁﬂlted ChOSQﬂfteXt

Manuf acture This part acture and
i npl ement at Pk B‘ft"ebﬁtﬁq‘?é?ﬁli’aﬁ%ﬂfw Pﬂ%(ﬂmﬁrﬂlﬂ@m@f@ ittemmeisdeptfdsent ed here
are gener al conpiely(idédeh b Mlataaketi@ia the MRLoHAEEY A Pinibe1df RID calldby aBathdreBbuit 85,mon chi p

for protocolgGyl mm?él& fr. Al Klz%n@ttslnﬁf’i‘én, ﬁ??u%péo&fﬂ@llﬂ? %Eéeﬁ QEE aﬂ&cﬂgﬁcggﬁgél%& ‘fré’t e a

strong encr iElon devi ce. The net e
manuf act ur e 1 5= o PG gsey Hon PR T Higekermagyeagse %é{a‘@f‘ff&s g i SEPPiE 93Wh ere in
the worl d. cdllite RED frowi 3ystym afthepticaionahipBa balcwedy kowbtaig b thosen B $sthy bigute osé dtgcnt t 0

D baentod 1 ol | o s IREL RS df it shl TR RO B AL ees
P aer o byP ST e KB e gh e Dy T DB T BIoER G oo FestB T £ B € o
any | egal progtbdistof @WUG!PR&@MD@MG%W atthis mpaﬁ"h;emmn tpgraindia tuthentioafiod | cense

agreenment s t(hfp@it oR %A WP irks ddaaiaﬁlnttﬂe Puitefnedis Ve SysibaD¥ SERALISA S ARGL. TRS ddifieh

aut henti catjon |mg lnS:lhoe gjms[gﬁl ines for Manufacturing The followi ng are
general qui def 1 nes fme ation of an authentication chip in terns of
manuf act ur @?seé“@@df@d?’%?‘ﬂé‘%ﬁ“i’é@?%é@éﬁsl ption of an authentication chip
based on Pr ot ocahis @igg is ol§oremp@dor abnsunBBIE atfbedtivatibrchipL St Maald AddésiMvde fedd®rs

manuf act ur iBE.RE KEEES syt LH Ghips- 92 Standard process M ninmum size (if
possi bl e) C?oc Eilter Eé,h (%enerat or Tanper Prevention _and Detection

circuitry Pr oé&%ﬂ“ﬁﬂ‘ﬂﬁf‘?}’%’t’ﬁ of Minthare syt pegranmesigr Stge f-JHT TPAFE o
| oadi ng pr et dat elewd eced Gpempemuiedpd Grresvicited Suesolfode Fales fieod 1o kesyr. Btatimmipht hs
Dat a conne@ai tidifeed oF thp Qlagé il BeGiRedlbR e Vofue WHES if PSS B Ir&ister. Over Under Power

Detection Unit Tlm%tagceﬁg steparaled g‘o I gtag\é 4 om account of the differences either in physical location or in
time between where/when Stage 4 is performed, and where/when Stage 5 is performed. Ideally, Stages 4 and
5 are performed at the same time in the same Programuning Station.

Stage 4 produces valid authentication chips, but does not load them with initial state values (other
than 0). This is to allow the programming of the chips to coincide with production line runs of consumables.
Although Stage 5 can be i multiple times, each time setting a different state data value and Access Mode
value, it is more likely to be run a single time, setiing all the remaining state data values and seiting all the
It;maining Access Mode values. For example, a production line can be set up where the batch number and
serial number of the authentication chip is produced according to the physical consumable being produced.
This is much harder to match if the state data is loaded at a physically different factory.

The Stage 5 process invelves first checking to ensure the chip is a valid consumable chip, which
includes a RD to gather the data from the authentication chip, followed by 2 WR of the initial data values, and
then a SAM to permanently set the new data values. The steps are outlined here:
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Transparent epoxy packaging Finally, as a general note to manufacturers of
Systens, the data line to the System authentication chip and the data |ine
to the Consunabl e aut henti.cati on chip nmust not be the sane |line. See
Sectipn 10.2.3. 10.1.1 Standard Process The authentication chip shoul d be
i npl emented with a standard manufacturing process (such as Flash). This is
necessary to: allow a great range of manufacturing |ocation options take
advant age of wel | -defined and wel |l - behaved technol ogy -reduce cost Note
that the standard process still allows pBdsical protection nechanisns.
10.-1.2 M ninum si.ze The authentication chip nust have a | ow manufacturing
cost in order to BB E Hed as the authentication mechani smfor |ow cost
consumabl es.2. | t I&IsTrheededkd wish csiwrapkiel of dipkeep the chip size as | ow as

reasonably possi mgmgm%&bg%&a%dmtw equires 962 bits of
non-vol ati | 4 rrerr%a]}/lmln .addition, the stoaﬁ ureqw red for optimzed.

HVAC- SHA | i% 10 qghip 1 ReprpRATiier; Gassingdt v ¥ p (state nmachine,
processor, GPU oload¥i{Zit bivregistar)svitg krgdiefont ORI efplienisnibn dipot ocol C 1) nust be’

Kept L0 a e MUt 3r0s 815, Rl DG RTBA ol GRBSIGER 0TS 15 M i m zed and
us the cost pe e CirCui eas that process the
% [fﬁ]&?i“?ﬁ“@r°"EB"&F]8T°f€"\‘?§%‘f°“1“ﬁTbéfr°Fﬂﬁ%°f%ﬁ""gbout the key shoul d

secret key info
al so be m nfni ze8ktbiseiX tSinttiplisaig vl@s 1. 8 for special data paths). 10.1.3
Clock Filtep. Thewapd.]henti cation chip circuitry is designed to operate

within a spegif S d nge. Since the wuser directly supplies the
cl ock si gna‘ftF foaﬂ’gglﬁm%% or%l an attacker to attenpt to introduce

race- condi ti‘ons Jehbits eff¥esorerpondinerte focesy Medswlor ney gate velwess duri ng processing. An
exanpl e of tzis ssawhere a high cl ock speed (hi'gher than the circuitry is

desi gned for) Wfd%@&?&fxdaﬁ& (QﬁgQ f&’&‘ea%ﬁaﬁ%&&@&%duds@ BWS’.ImeL‘Ec two

i mputs, the first may transient fault
attacks carf BT WWPHEEPE‘HF S‘é‘tmrBé'E:‘bss'}“éﬁlq%“d"gé’b‘de’fs‘%gPs whest S8R HE B# 2 and
have been demwrpremonihgprdcsst framilaged] . The | esson to be |earned fromthis is

that the input rm&caméa@mkmgsanwa&& &Jy%s%ypéw&f&%%ap&ml nce the

i nput clock si I trust.ed to O e up to a
maxi mum f rcgnm%ﬁlg pa'e |°rs°°'élge]acﬁéh © St cg‘gse'ﬁ"’ g‘l’i?f'u ?fﬁ%’f”abéel‘n%%vgeﬁ ToH! B@‘f“&%ﬁ( filter
100 an edgé ¥ toneg prpducts|to be prambaref chiph golencidy nglsrthefi ghowld npe frepie ab@Ply campiiat h i n
turn enabl efough to iR c1ddd Trafifaciuda bwith 1\ @stCHQEK bSsinge The ditgmaal] e tEtheQﬁﬁsSs t6rom t he

i nput port 104, L@dm%m m QAR d%géue nﬂbgwfgon%nﬁl zﬁQ QR WEAPS aﬁgﬁé&oﬁl i ilordr er 1 NE

del ay shoulg be se I mum C art
frequency (% a“@"haafm}r °ha5°ﬂ fRack qubruis forgs gtack: Kheee ‘Sd’élspé‘g‘}al Fegmw&'eﬂﬂﬂroélj? Iff?ﬁﬁ‘ébl e -
it is fixeechairgackmtteped. cl ock signal would be further divided internally
as required. 10.1.4 Noise Cenerator '

10 Manufacture

This part makes some general comments about the manufacture and implementation of

authentication chips. While the comments preseated here are general, see [84] for a detailed description of an
authentication chip for Protocol C1. )

The authentication chip algorithms do not constitute a strong encryption device, The net effect is that
they can be safely manufactured in any country (including the USA) and exported to anywhere in the world.
The circuitry of the authentication chip must be resistant to physical attack. A summary of
manufacturing implementation guidelines is presented, followed by specification of the chip’s physical

defenses (ordered by attack).

Note that manufacturing comments are in addition to any legal protection undertaken, such as
patents, copyright, and license agreements (for example, penalties if caught reverse engineering the
authentication chip).

10.1 Guidelines for Manufacturing

The following are general guidelines for implementation of an authentication chip in terms of

manufacture (see [84) for a detailed description of an authentication chip based on Protocol C1). No special

security is requived during the manufacturing process.
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Each authentication chip should contain a noise generator that generates
continuous circuit noise. The noise will interfere with other

el ectromagnetic em ssions fromthe chip's regular activities and add noi se
to the 1dd signal. Placenent of the noise generator is not an issue on an
aut hentication chip due to the length of the em ssion wavel engths. The

noi se generator is used to generate el ectr%ni c noise, nmultiple state
changes each clock cycle, and as a source of pseudo-randombits for the
Tanper Prevention and Detection circuitr{®{see Section 10.1.5). A sinple

i npl enent ati pon omeg oi se generator is a 64-bit maximal period LFSR seeded
with a non- zero nunmbér. The clock used for the noise generator shoul d be
runni ng at the na¥iimemsizslifksibleate for the chip in order to generate as
much noi se as poswicdimr 10.1.5 Tanper Prevention and Detection circuitry A
set of circuits i ,r(;squi red to test for and prevent physical attacks on the
aut henti cati‘on chPff et ver what is actually detected as an attack may
not be an i nt ent Touped Prpdnyisiagdbeteatich gittltry |t 1S therefore inportant to

di sti ngui sh ,bet W94 f attacks in an authentication chip:
whére you can b\gﬁ%g?{d%%%&{%la't ap\élgﬁ%sh?%al attack has occurred. where_you
cannot be c@rt ai o fistityforineding rogramgedeack has occurred. The two types of

det ection dief f er Sgetial idp@edtafofE FER EI RS dASpaths r €sul t of the detection. In the
first case,, whe t clrcuitry can be cerfain that a true physical attack
has occurred, ergagaucrc%?cg mﬁpgﬂﬁmc@%c?ypﬁ?epf“{bl{enf ormation is a sensible
action. In the s@cBidrieagstesfipVn® t he circuitry cannot be sure if an attack
has occurred, thees€cikdnStill certainly sonething wong. Action nust be
taken, but the agtion should not be the erasure of secret key information.
A suitable action to take PH*%Me second case is a chip RESET. If what was
det ect ed was an Faalbagsie sepraitnoth ipenamicirn ef Rvbtgmsoibaviate lind to thecByidm quthentiqations ane
condi tions ahiplahd theGdath line RANLCohshiBleattEbntichtid ciGh vt 16d bk the BESHRE. ROSdIn 1043, on the

ot her band, jouhat g cted was part of the normal operating environnment
of the chip, a gﬁ%ﬁﬁdw‘%&% not harmthe key. A good exanple of an event that

circui try cannotbfathenticationghip ghgdd berimpiqmentpdwity a mygpfaqeing proppe bt ch - may

be an i nt erfasiorials isatckaakt: attenpting to reveal information about the key.

It may, however nﬂ&%éoﬁ?anée%?ﬁma%rﬁ @cak&%k&%s connection, or sinply the start
i therefor & e

of a power-down sequence, IS st to only RESET the chip, and
not erase tthe k& dypagegpwvelideiinedpad wollhrharsdiighedd®in, nothing is lost. If the
- System i s feaul tyeduceepeat ed RESETs will cause the consumer to get the
System repai r ednotk BacktiR bbhafr@i6isss bHIGR BRMIRDE idnSneadidals. | Ntact.  AUTH2O AV 0
-94 A goodl‘?i(?n*%‘gmof .an event that circuitry can have know edge about, is
the cutting ¢of a a'f"z'i. ei ne wthin the chip. If this attack is somehow
detected, it cotfeguisatiogtiopehipmusihaigieiowmanyaciuging cosyincidprty beinghdefl astheur i ng
def ect) or asiRnt@itoRfichankh foelotR&E cobaBles. TthahdpiFasdddiabih kdediBe GPCHEL tolwf Or mat i on
is a sensi p:Ls@naﬁI%S&siﬁlé? t ake. Consequently each authentication chip should
haven Tanper Defection Lines - one for definite attacks, and one for
possi bl e at t ackEt PFHREESHP fogriey 8 bits stp iatipmenry. fngddigon fhestopgs frpirede a
nunbe r  of for optimgeiiMAEL B! ii0A24tbes Theuremaingsr oBtgechip (s@® triachipe, povesdr, CPerent f or ns
Ef tarrpe(rjl %;ﬂtcvér@tcﬂ)gc:tqhotihﬂé‘hem\wotm%)%ﬁbﬁ%“ﬁ?m?ﬂﬁﬁlm&c%ﬁtha?[?aﬁﬂﬁﬂ‘bgr@t ectl gn ¢
i nes an r.cui.ts. t he ves canngt .al so. pered w t h. one end o
the. Tamper St Fafipd HEL T L e o paiaet T SRR ES B A I P
(cl ocki ng aPrmaggngtrodiwesd infermprion ehgutithy keytikould @bsache afinimipsd fsegt Seetign th k&deri try) . The
Noi se CenepataDdanapidsgui t descri bed above is an

10.1.3  Clock Filter

The authentication chip circuitry is designed to operate within a specific clock speed range. Since the

user directly supplies the clock signal, it is possible for an attacker to attempt to introduce race-conditions in
the circuitry at specific times during processing. An example of this is where a high clock speed (higher than
the circuitry is designed for) may prevent an XOR from working properly, and of the two inputs, the first may
always be returned. These styles of trapsient fault attacks can be very efficient at recovering secret key
information, and have been documented in [S] and [1]. The lesson to be learned from this is that the input
clock signal cannot be trusted. -
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adequat e source. The generated bits pass through two different paths - one
112 carries the original data, and the other 113 carries the inverse of
the data; it having passed through an inverter 114. The wires carrying
these bits are in the | ayer above the general chip circuitry (for exanple,
the menory, the key manipulation circuitry etc.). The wires nust also
cover the random bit generator. The bits arg reconbined at a nunber of

pl aces via an XOR gate 115. If the bits are different (they should be), a 1
is output, and used by the particular ant t (for exanple, each output bit

froma nenory re ed s finally
cone toget her at aﬁhc&ﬁﬁrﬂ %I #a%%%'r%%ﬁgm& Ooge?aleaxpg’grrpafm?‘g erasure
i s trigger edfgyr F?"(Pﬁi‘cl”ﬁ‘@d ef°§0ttatfsached to the line is a nunber of
triggers, each deﬁmkﬁlregwaa@hgeauaﬁtmamnpa@dsmeéugth%acdaa)mz waichin ufleg@leya has

over si ze nw%tzrﬂmatgtcﬁs.aapgttle@%r1%9%@ b 8GN & 8 Sgs e Tamer

Det ection Line physica Asistors. |f the test
fails, the tri gg@fg“‘Ea‘LPg‘é'g RleckFitsper Detect Line to becone 0. The XOR test
wi | ther ef or e f ahd delayshentdbb@r sothai the nBakiG0d cl6k Gpead iOF paititubr M@Mehcy QX ato A
average), thuys, %@@ét@&e@m&@@rﬁ&a&é hﬁsﬁﬁ&p Figure Il illustrates the

|

basic circuitry of a Tanper tection ne with |ts _out put connected to

either the Erase Tifltpspesieqk signal woplq he further diided dgiesally speguied i on Li ne nust go
t hr ough t he 18ii.4i NoifeX@napitoran out put transi stor 116 for each test, as
illustrated by FEQHﬁu@:eﬁh@auoulctn syl QhntaiR @ Soik Eelnﬁ'ata;r%a@élﬁﬁ&s&)&ﬁuo Moiteet ect

Li ne since i stao e, fl ow of he.random sour ce.
The XOR testrg| ”\i'\k%eu‘r‘gmteﬁ%?vgg(?'ﬁlg B i ey ?*ﬁ@“%ﬁ%rh‘tiétg&%t“‘mﬁﬁwgﬁ Yigal |y
passes t hr otfdhs [ddsigash Plagement ofjthe ngise gengiatorjomptintiisus on@ﬂehqlmmat@ dueitp the lypethi cul ar
test wt houbftnreaakdnmgvetehg&sTarrper Det ect Line. i's inportant that the XORs
take val ues fl’Ol”rhhe éngrgtgr efirt)o eef’icl:ni(%ﬁg th?nul-rljalﬁrrga?erc Ded ecg loclc

order to reduce Rances ure ﬁe takrng

of nultipl eﬂsxw°ﬁPFFﬂ?°d@f’@bP“g€9h@?Wmaw0£3@Df%m‘trﬁwmfferﬂn%t%ct Li ne
110 to be used iAsihpcimpledich@tion Bita npidd deora®f is b febit@lakifal pdidCLFSAfseclidd®aka ¥ Rs 130

can be consjslerad: R ctaa:ue@?&rhgtamggmeats;@t url% Jganrng tthﬁtnaﬁaw %t w1 N

each unit or sub-uni sanpl e uSage wo ave an I n "each
unit that |%°%NE§EWW@@FW@WWG< bit each cycle. The _G( b|t is
| oaded wi t H0.L.50TampdRIESFeRtion snd Wifection @renitrhhat unit will fail until the next

REtSET :QfE < t he Fasemtucmtseﬁ.hretnbrtfeftrandfptwatah;trtmaacxeera&e&tnﬁeau&napchl p Wl It
el er nf or mat se circui ry
%l' Qver ﬁza.ﬂlﬁd teé/as ttfckmaYTo a;tlm lilJtlr(i‘il&%] cEI E%:k. “itﬁ ?

has been destroye RSt Warting an

att acker. FH@%?HWW@#tht@ﬁ@’ORESEﬂ?“eﬂ‘iﬁﬂEraa‘é@ﬁqﬂ?%eh’land associ at ed
circuitry ies veﬁvyermmtaexace&ansd:apwﬁcaratﬁckhdae@d&ato be protected in nuch the
same way as the &,k NO point generating a
AUTH2O- AU 0 -QEM SET pﬁ{ se tra e 3‘"}‘?“;‘&18’% can sinply cut the wire

| eadi ng to the REESEomRe: g ‘t“ﬂ‘ffe“ﬁ‘rehaa’é{”ffa‘fn"d?ﬁﬁf‘@ﬁ@?ﬂdﬁ‘?ﬁ%%ﬂf@ﬂ?pend very
much on whabere e dinuitygart eamie tata trudhBkd atakigs Rowed, bhrase of Alsinsenarydec| ear ed

The Ta{mer inkdrRion iS PMRIblelaiiBn. ﬂﬁﬁe%@coﬂﬁ:ﬁk@ b fhe a&&%&smeete it G The
gener at or an

qne | eve Li nes run
on a level° ’I‘)m@’q‘;fe céarrﬁaén?yasfmemmg e c"dnlﬂ‘"ﬁ e%‘te’éamﬁbﬁ Fﬁrg'?ysg ?M%eﬂ‘tﬁ’féh fper
det ecti on F"ﬁs‘“ie§fsﬂtﬁttk"éﬁ?@@§qﬁmt & sufaligyiction & teke in theaespndicast inf SRFRESEBAL et %8t ogr am
code in Fl ésbediaty aack hit @aslhpbrasdendydRimpdd\thean ) thRAMeaam‘ﬁoubemmce.t@ﬁt:ﬁahntrom an

att acker “ﬁQ@YMhﬁﬁe&%ﬂ&ﬂﬁtﬁé&ﬂﬂdgﬂ wﬂa%asﬁegéc?edéas%{& & W ofdlaling®T T Ogram

code or i nformati on ni'sm used nust con ormto bel ng used in
the Tanper nm)fné@f? %ckxp,aRESETmﬂnotharmthe ey.
A good example of an event that circuitry cannot have kmowledge about, is a power glitch. The glitch

may be an intentional attack, attempting te reveal information about the key. It may, however, be the result of
a faulty connection, or simply the start of a power-down sequence. It is therefore best to only RESET the chip,

and not erase the key. If the chip was powering down, nothing is lost. If the System is faulty, repeated

RESETs will cause the consumer to get the System repaired. In both cases the consumable is still intact.
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Crcuitry (described above). The fast part of the solution is to ensure
that the Tanper Detection Line passes directly above each Flash or RAM
bit. This ensures that an attacker cannot probe the contents of Flash or
RAM A breach of the covering wire is a breakin the Tanper Detection Line.
The breach causes the Erase signal to be set, thus deleting any contents
of the nmenory. The high frequency noise on § he Tanper Detection Line also
obscures passive observation. The second part of the solution for Flash is
to use multi-level data storage but onl$¥to use a subset of those

rrulti_plelevelsf r aI| re resentatio e | .ti-1evel
Fl ash storage i s %é’P TG, ALY QT‘@"EI’?N% g’?"ﬁﬁ’F‘é‘“"%‘&ﬁ °bit. For
exanpl e, a M@éﬂtheazgelfshmkwmmtmwdomﬂd ajybe st oftafiwittyhip fmanufgigngni ng a
m ni mum and dm&)Mtt%ﬁlﬁ@t&@ca&eﬂé@éﬂ@&ﬂ&%@&n@ﬂﬂﬂ&mas&ﬁﬁ&%ﬁb't&k@l y, the two

m ddl e vol t ages e re ent aut ntication we can
use the two ni ddl€"VEH™ ’éeé‘é’sau%%m?tg’ﬂ %tﬁpsséﬂ'?d Fsrien Elmeén?i‘e @Bﬁ%’“ﬁer t he
two extrenesttcs, @éotlerﬁqraqsrﬂﬂkmcbﬁ‘é@necwtomeammm@@puoabm@wp#@wwgp&e t he
state of a hiahpdaD&ecMYestQﬁxts esdaecstag kbeaxff@em 1ol f tikpeiy. 75 bikikibn Wk a0 GakteRhab

par t of the €0 ugtlon f fo e g ghopefappered Wik o data part of the -
regi ster can be Aé‘ﬁ*eﬂéeﬁheé"gfanen%ﬁttecwémphlromyowpfpém@dowﬂﬁlllrfrthchlrmtch after
an attack) . highepecdlichaspaerfibeigndrd mﬁlgasdmh@ﬁmemhé mt&h&&a{e@ﬁ&dmm\rﬁhi dat ed

by a nunber t te Tayper
Det ecti on L|r?rz:éua[e%ﬁ&C l“iﬂ;'é msm%ggag ﬁRE"H"‘c?E’ sﬁs Onel cﬁmesangngﬁlp afd'P
circuitry t H’é"i‘iﬁt‘gcﬁaﬁg’éE‘VﬁF’%&H&(‘tthmPﬁ%&ﬁ?‘ﬂ’g“&‘ﬁ”&tﬂ%@?é’msfcﬁfmcut ting
the data | i rhes pits abdfiri thedaybriabovarttid deterdl ehipelircuftlydfodexqiiple] BOhidmom, thekeyafiipgdtiof Or

non-secret k@) ooy Tﬂé%es%a‘d&ﬂso%&eﬂﬁ&%d@ﬁh@ e, Tﬁ%bn@&@'re&ﬂnﬁﬂéd‘it‘%%umﬂeiof‘ S not

sufficient for 0 n acker adds electrons to a
gate (see gécﬁﬂp"‘oﬂﬂkéﬁ ezlq'ig)l‘h ?’é‘ﬁ?ﬁ@ﬁ? |(‘HHS%?“'§§’ﬂﬁilés Bt “Bq‘“sel’frb" BepFFUHe chip
boots up yewwitdfsesample, cadpimrabiciomtsencTionprad shoubide ANDpYith thisiie valugh Bheltioey filllt  nust
Bave beﬁn |8:0er togémei&mdﬂﬁsm&ﬁwm &cﬁlbﬁhﬁ;@ml 1ew|3%h@eﬁ£| h&&ed—ﬂy'ﬁ@,ﬁohthe RUR! hﬁve
een a easaon ot her, non-vol at i ap . activate the
Tanper Det e@%f%@o%eimmn b f 5?163“ etecm%aphgfcala%%osne u n% Hm&re‘“ﬁsum is

used to ch&ﬁW@M@?ﬁsﬁﬁh%ﬂIWﬁPﬂﬁﬁﬁD The Tamger Detgrtipn I P’Elﬂﬁ’eﬂﬂy%anded form
of Kr and Kaogh these nld@Oralistoss. B thefes fatls, it trig@@Dcaltied the Tapper BAGILi@d o UsbomaMdhdk2) 1 S

produced, amzw@lnr@éﬂkm&@ﬂmﬁ&ﬁc@%&%&%@%}%nﬁ@ﬁr&%amCh -

causes a cl aE’ of all key information. 10.1.7 Boot circuitry f oadi ng
program co Pogr am code shoul d be kept in multi-level Flash i nstead of
"ROM since ROM iFigurs tidjlusteates bobatiedinnitcy of b TamperdeiertiomLingorithiteoytoatispracoidte. A boot
mechani sm ieBhet fickRE GRESERGHIKEd to | oad the programcode into Flash nenory

(Pl ash remory | $ud Hn@PoddR LA IR Eodh A S l7h of s IRIMLARIH )y LHIERO AU O

96 The boot circultry nust at e- I Re | d
suffice. OPHEPHIWd Fighe oot  code could be nodified in an undet ectabl e way.
The boot circui ttrsylotwshlenebm&ea“hxhpeﬁbmnmmmwoﬂhaqkhetfmwehsuﬁd@s&dme erasure

wor ked, and,etahmsm%kmeﬂrm&mm% Aﬂm.hpenﬁa&rmem&an Ea,& _before
oLt

920,10 e LY A ik SRRt 6 e RS [ 0

d the
exi sting keys. frﬁénm@fahaéthmmwmaﬂwtmmw@@@Ts@mmtwa@m@hl Fl ash
Menory hasorlxe @nedade @ citbes of £ 2BRB Eighre i iBiistrAR (R tkBEHRIIHAROR Bicatl kenédlp Er ase

line) bef of ¢l AR EumbdBerddfiheR I PIbARIGLH  sifferent parts of the chip. Each of these XORs 130
can be considered to be generating a ChipOK bit that can be used within each unit or sub-unit.

A sample usage would be to have an OK bit in each unit that is ANDed with a given ChipOK bit
each cycle. The OK bit is loaded with 1 on a RESET. If OK is 0, that unit will fail until the next RESET, If
the Tamper Detect Line is functioning cdxrectly, the chip will either RESET or erase all key information. If
the RESET or erase circuitry has been destroyed, then this unit will not function, thus thwarting an attacker.

The destination of the RESET and Erase line and associated circuitry is very context sensitive. It

needs to be protected in much the same way as the individual tamper tests. There is no point generating a
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The | oadi ng of program code nust be undertaken by the secure Progranm ng
Station before secret information (such as keys) can be | oaded. This step
must be undertaken as the first part of the progranmm ng process described
in Segtion 9.6. 10.1.8 Special inplenentation of FETs for key data paths
The normal situation for FET inplenentation for the case of a CMOS I nverter
140, which involves a pMOS transistor 141, conbined with an nM3S transi stor
142 as shown in Figure 14. Fig. 15 is the voltagel current diagramfor the
CMOS inverter 140. During the transitioff’-there is a small period of tine
150 where b ransi stor . 142 and the transi stor 141 have an
i ntermedi at € respﬂlﬁlgtﬁég'scke"l'ﬁ@ §W?%W138%?m§§%4¥%%&§“8ﬁcuit causes a
tenporary i iepleagniation will deprad vy vetnin whatdriefbeickaré ket RESEE ool o Srode gemstatsglearsd] or i ty
of current consmd@&&&b@ﬁﬂ@a&&&@m&rm@ of MIRMP) rheQfnetaldf dudK@Flgatelabe@t 1S
emtted durln t1 Eﬂlgol%fp Cfg lan?o vi ewed through the silicon
substrate (EFIYEON TS PPEh %eﬁﬁ'é'ﬁfmu‘f”& THAPLG BETTSRt ). A smal |l anount of
light is al @d%rﬂfﬂ@%ﬂmmwmghtaneer@mqﬂgu ng and di schargi ng of the transistor
gat e c?paci t anCﬂtlaﬁtﬁienBJgHBfSﬁiJ§ &B@&c&tilﬂkﬁmﬁﬁ@@?fob&ﬂﬁﬁe inFREL nfeinbrf. thhd F1aé t haéI

mani pul ates_ nfornatd on yehin tion [ en
n ot or nep R A ol @R B b Bl B! BTt e S piEBlnel

used for aIngﬁa’tcadeﬁ’éFh’gf"t‘qﬁmﬂ Thﬁﬂ?ﬁ"ﬁlﬁ‘lﬂa%cém%@“%'@w bring oot TepperDetogtioe U at ed
val ue t hat Cisuibp@adiba@nbdde key. The use of two non-overl apping clocks $1

and t2 can prov'@mpﬁ%ﬁiéﬁ&n'ﬂ%m@e FifheBhodsS, LEYMISELEN e GyS ECON

gate 161 of t ransi st or a second gate
163 of al | FlashoBAMbit This enspsgs dhatpp atackyrcannptiosrsthe opseptseElaskprRAM; A Risach pitlise | n
conbi nat i omommtglwb e bredkdnabe. TapenD@ectch Liva A h@bréxtieausesaiit-BanaighAappe fgthud he pMOS

and nM3S t angsh EnSrQJu&nté’\df'chL» mBHry. PRGh ﬁeqﬁéng}ﬂo&é‘&%‘ﬁmde%&é&&ﬁ Heh oﬁs@lﬁ& stance.

The setup is shown in Fig. 16, and the 1 npedance diagramin Fig.
Final Iy, r&FHSP*™%E i nverters can be positioned near critical

non- Fl ashi ng CMIB seendpatrétht slutionTirEbeh i§ tnyse mldleyel diotrirge, batkdy tb he i subjergiut
si gnal fr Ofbode Iaﬁlu;ﬁamrfor ma &&Eﬂr&&mhéngl %ﬁkmy e,hen guftlﬁ&eltFﬁﬁa sthRpdfksed, ppRC 1 ON

Li ne opera st er operatin C|rCU|try
the net ef P%E?g%hl@ lI’*lt"lﬁSlrextam’]%fa 1v°l e‘m[)urs'fk” fes E) e& h

non- Fl ashi W%%HH@H’E‘““SWH@@WW 4i1gﬁmmtﬂ9‘émﬂﬁ@edb'§éqsvatl on
of a near bagprésant 0t anll togiathe atiRnioBEMIPCEe dah dsk thelBb ndidle adMages o pdeihta cihgla¥at

swi t chi ng ﬁ@%ﬁ&&@@@o @,(uemegcocwrnu@gmesrlfm&ckepmeap&sﬁ,@@{hmTM%Jn@qwo@r CMOS
vel y .i ncrease lh unt o '“r‘ﬁs.l t noi'se,

inverters q effect

reduci ng ‘W‘h Eﬁﬁ" ’ﬁﬁ@%‘hﬁaﬁ ciffub i fvaipiae e of side
ef fects due to'lfhh@cqa%@ﬂeffth%d#mﬁoa%ﬁﬂﬁgomwbﬁﬁ@@@wiﬁve&@@e@@e of the
chip is redekaidgdnyt the\phritybiti(Aich vl 5t thatoiBRed fn stitR). Cl OCK- per clock cycle. This

is not a probl Rmin tlﬂﬁgl ; anount
of current dr a\/\'ln%g%& e@rﬁ%ﬁgéﬁﬁs I.n Wl"‘g"a}r@hg g s |‘%(t:esem%%éomﬁ
circuits ¢ WW*Edé%‘BWTm B‘?‘“"‘l“ m&TW%FW‘?‘H@’WQ%‘P" fF“l‘:‘gul ar CMOS
i nvert er s circuRoiteidagpasts tirdweh (bOekysing 2N eadasizm odtigiheaine inesiespeci al | y since

nul tiple versi Qe @& mﬁtlle@rﬂasgpr@écgon if éanwéﬁ fo%nrs&mpnﬂﬁ)ﬁfau(;n,%ch% fgﬁﬁﬁ;me level s
t o regul ar

of propag The. esti ha
b ermon g R el ek G § e w0k Sesrae ingepefits cat 1 on
chip are §Fqﬂ@qﬂ§3y15hmf§mé@mh@9<bmt0ﬁ&naﬂﬁ@°dm&omup yet doesn't activate the Tamper

Detection Line, the key bit must have been a 0. If it does activate the Tamper Detection Line, it must have
been a 1. For this reason, all other non-volatile memory can activate the Tamper Petection Line, but K, and
K must not. Consequently Checl‘csum is used to check for tampering of K, and K;. A signature of the
expanded form of K; and K; (i.e. 320 bits instead of 160 bits for each of K, and K;) is produced, and the result
compared against the Checksum. Any non-match causes a clear of all key information.

10.1.7 Boot circuitry for loading program code

Progtam code should be kept in multi-level Flash instead of ROM, since ROM is subject to being

altered in a non-testable way. A boot mechanism is therefore required to {oad the program code into Flash
memory (Flash memory is in an indeterminate state after manufacture),
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same with a with a regular CMOS design. In particular, standard cel
conponents cannot be used, neking these areas full custom This is not a
probl em for sonething as small as an authentication chip, particularly
when the entire chip does not have to be protected in this manner. 10.1.9
Connections in polysilicon | ayers where possi bl e Werever possible, the
connections along which the key or secret data flows, should be nade in the
polysilicon | ayers. Were necessary, they c&n be in netal 1, but nust never
be in the top netal layer (containing tite Tanper Detection Lines). 10.1.10
Over Under Power tlon Uni the catlon c I res

Over Under Power Dq_{l il %mEbe veahsf11 F‘glg’féifg’ e‘h‘%ﬁ“
CNerUnderPoW@kC@Eﬂegﬁﬁéﬁm@hmﬂﬂﬁmwkwm@ power glltches and tests the power

| evel against a mémb&a&auﬁﬂnfswr@mmh%a Léﬁe%'kﬂobmﬁr@&%rﬁsﬂ’b&or@edﬁﬁ%ﬁﬁeﬂloﬁd

t ol erance. AT alns a t age. Ref erence

conpar at or s. %}ngb/ ?Jn eF‘E’oo%r ?e}émr%%ﬁ e W‘% W&%ﬁ“&c}fﬂl nto the
RESET Tanpe F“ﬂqBé‘t”E?éFP 519 the pogestate am!u §1°ft:1%99 piogrye erd RESHAplyfrapreet e ¢rigingdieys. Abss| de

gf fect of thkse ﬁbﬁiﬁdﬂﬂdﬁl’s&’&wl’w eaaieaﬁtaumashuiam&yhﬁb&naemaﬁo&nk\@e maoénta@g@rm ops
uring a po riggered, thus erasing any wor

regi sters. mg“ithg%m st CII’ '{ew A fog%ar dware on an aut hentication

chip could very B’aﬁwomﬁgﬁwefk@wm%éqrtﬂmlrnthe.smm?wmse%awbefmrem

aut hent i cat infonmagiéni (cteds Riyd) chn bolbaded) THisste masnhe ubdefiker e GR1parPa thh rograbiiEng

aut hent|cagﬁrg;gssggédgedmmwgrefore be testable with external test vectors.
Thi s shoul d, _be possi bl e nce the authentication chip is not conpl ex.

10.1.12 Tr aWs'r?arsé’FFf”i@BHW‘M’&H&F’F@"‘Fﬁ@‘mem|catlon chip needs to be
packaged i n tr arf&peomshsinaipoinyFES dnpleénetaion faahezhse btn-GMOSJedtd Y40 whith inpalvegd ani ng

station to ﬂ@t@\@&tﬂoﬁwkoﬁﬂm&%&&ﬂdﬁ%ﬁmJmsﬂo&,ﬂ&%mfe%t packagi ng does not
Sl nce an attacker can

conprom se the urjty of the authentication chi

fairly easily ré @éﬁg %IHF%"“‘F?"E)WE r e EHAE Fwgter 1HY &EFrdheEi? on see
Sect i on 10.52?‘21!911‘&‘@&%@85‘] whert QotRthRBEIStausisoel 47T endfs pMIO8 srhosiortididies awhi | € t hi s
part only dessdkesishRe mﬁea&hluﬁtgoweﬂgx&&a%mm&%ﬁ& a(téhlpBa® irdelRisSin d@&&%nt does

not cover q?dlﬁggt%cmngforggmm athn Prcﬂ %QJM ahlgnrl]o%n i,on chip),
we can stil e sone arvat I ons ano stch @ "Ent s PR P ance to

physi cal atigsisgmitted dydrg te Fieg rigspt T mﬁewg@ﬁ droygh t#eéﬂlmn@#bst@aéwmmwm attack
can be f ownigfrared lifhOCA inGlh andoui otightAd dEbifitol duridg the E8rgihf)and ditchiRginch grdmidr Thi S

attack depgmpﬂﬁn&%mmlma Lased in an addressable ROM Since each
aut henti cation ores aut he tlcatlo s in internal Flash
memory and not P '%Hu%‘h‘?ﬁ 8"“&&% ‘i"ﬁ?‘@“’&’tcp‘&@ afign m trb?&?‘é’{f’ﬁ"r’i‘tm’lo 2.2
Rever se eng‘ﬁewete'r Fq'ltjlaﬂthheCMﬁﬁi Is0 Mm@owmmm ugzd Hhallglate pathe bty usef ul when
the securi ynigfate id kdy@rd gaiatlylcQiftlateli Rufue tnik i§ARd & @y, t hm al one. However our

A or Tt et o FildBe ok oaphng S i can BOShad Db bl NGRS §RY Of the
comnected to a second gate 161 of all nMOS transistors 162, and $2 is connected to a second gate 163 of all

pMOS transistors 164, The transition can only take Qlace in combination with the clock. Since ¢p1 and ¢2 are
non-overlapping, the pMOS and nMOS transistors will not have a simmultaneous intermediate resistance. The
setup is shown in Fig. 16, and the impedance diagram in Fig, 17.
Finally, regular CMOS inverters can be positioned near critical non-Flashing CMOS components.

These inverters should take their input signal from the Tamper Detection Line above. Since the Tamper
Detection Line operates multiple times faster than the regular operating circuitry, the net effect will be a high
rate of light-bursts next to each non-Flashing CMOS component. Since a bright light overwhelms observation
of a nearby faint light, an observer will not be able to detect what switching operations are occurring in the
chip proper. These regular CMOS inverters will also effectively increase the amount of circuit noise, reducing

the SNR and cbscuring useful EMT.
A There are a number of side effects due to the use of non-Flashing CMOS:
. The effective speed of the chip is reduced by twice the rise time of the clock per clock cycle. This is

not a problem for an authentication chip.
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aut hentication algorithmis, by contrast, public, and in any case, an
attacker of a high volune consunable is assuned to have been able to
obtain detailed plans of the internals of the chip. In light of these
factors, reverse engineering the chip itself, as opposed to the stored
data, poses no threat. 10.23 Usurping the authentication process There are
several forns this attack can take, each mnth varyi ng degrees of success.

In all cases, it is assuned that a clone nanufacturer will have access to
both the Systen1and the consumabl e desi gi¥s. An attacker may attenpt to

bui.ld a chip that,trick e Sysie o..re in vaI d, code. i stead of
generating an aut RERLICAt S o'?fd@%?iéyl{‘gfﬂ‘?nﬁ "f‘?‘%ﬁ‘%t( ssP"rStI CECUS

reasons. The fi r gtoug- &Wﬁ,m:spmyywémwmmu on chi ps and
Consurmabl e aut he mbduﬁ@km@aocﬁj%d?e%ses AR UPRia N \Whsd dddpleYerkishe Bitoh 62 arddl €

programmed differen art| cular, the RD opcode and t opcode
are the sane, as“’glf“@‘s g"é"‘r{ﬂﬁi’@ t‘l@f“??ff’@%%fﬂ?%“” ‘§’t° ?Hp&ﬁfﬁg‘ﬁ?[?%f on Chip

cannot perform arRbropivmentadorsi nce every call is interpreted as a call to

RND i nst ead. Thgessemqomwﬁc ﬁthkﬁgéﬁmmymszfgmy mde%ontph@tuaﬁ@weat e
serial data |lines arg provi e fr%gnhe stem t System

Cohsumabl e aut heffPF ¥414 81 2 ER HEMOSAwe &.Pé%?“lla{/ ‘Fﬂgi“gﬁ’g B @ Bséd"vvnat i's
bei ng transm ttmeking theso preas &l eustpmdTbisismo atpkpblerp fon@methihg as sihell apentralehtisatiobui | ds a
cl one chip that éhﬂ)rkﬁfuﬁiﬁaﬂy\ﬁhe‘ﬁmm& éa&uopﬂavequ,ersawmmgm&ensumbl e

renai ni ng), ot fale °"°“§“‘§§i lii{cglapiefs %‘H&P"é?‘ ubsequent RD wi || "detect that the

VWR di d not OCCur; Of e not go ahead with the use of
t he consumabl e, Whegeser P‘Hﬂki?WW@%@F&M@“WMWQW&ShOFléhﬂqmﬂelaﬂie
att acker si palisifidoR ByersOWEerdakce SRR E fan B Q6D 1, BUIS REved tnl tilopmeti I6E t he

aut hent i cat{c&&,ﬂgﬁé]‘%&ﬁeéhﬁ  place, the use of the consumable doesnt

occur. An attacker iIs'the [imted to nodifying each Systemin order

for clone clf’ﬂs'ﬁrfﬁ’ﬁ‘l‘@geﬂc)‘ﬂ%’e"mﬁ‘ﬂ'é@ﬁt ed (see Section 10.2.4 for details of
resi st ance t hi s Eathtagtiekijcation ChikeqbirdvlaiferlnddrHoaer Dotkctisn/Grianprehiae Peierfobpst et hod

of nodifi ca&daa@ An%v&&&@&leﬁﬁﬁecﬁoh%n@é&%& ﬂ&ﬂebﬁ@khﬁﬁédo@é} 1&ediblinth L One
that si rrpl‘iy ts success for each call to TST. lg&e&wﬁl%{a t hwarted by

System cal | elmgee i\ ‘f‘”}‘flﬁ”s ngﬁlﬁ"h%ﬁ{“‘ﬁ‘é"ﬂ?’iﬂ%ﬁ”ﬁ PRTORR S ¢ st
few tines gwwmmrwgs The OsesUnderiPepees Deteyting Uik pabitbe ergnegted ipto the REGhTR®Fr The fi nal
call to TShewkish Dind)BusRWipRCd IGRET Rucibzgrad. The nunber of fal se cal s to TST

could be determ Q%g?fgé{oﬁﬁ?ar&er%%e;Powe?E)f n Unft s QleCo‘?éﬁlé'd}oF Pr from

the system cl ocf? ortunately an a er cou ystem SO
that the nW%W&%ﬁ@%ﬁfﬁ%ﬁﬁﬂﬁé’f‘ifﬁwﬁhl p can nonitor the ret ur ned
result fromdil.beNeestsiuittyl e chip or clock The clone System aut hentication

chip woul d onl YT&%&&&%Q&%&wmpEMvMﬂytﬂoﬁﬁcMﬂeﬁﬁhﬂeﬁm%ﬁﬁ,%t ed to
its TST fun‘ﬁiﬁ“ n. esl{;lulconsuma I@ﬁ_{coul then return any val ue as the hash
result for S ergse i pa\%}Bul d declare that value valid
There is ther ef Bieautheatiopion ¢hip "Weflfhetéﬁ?ee bSW@bém”i' ertecrad thst yepiers: Thispbppdde pessible - 99
Syst em aut h&atuemmﬁomp&nmbﬁpml e tinmes, since arewiring attack w |l

only work itplrut.ﬂgnsg Sln AlacilltS been rewired, and not for all Syst ens.
For more infornatibn see Sectho 2.4, Asimlar formof attack on a

Systemis a repitsagiptittionghipmprds ‘S?%PF%%W‘“PFW@ RN B s imaesd bvden pe
al t ered soprogratmidghigtiodttpreedt Trojat Hoseatagy Tlic tdGpaHhgrackigh@rdess n@ comptamispige t hat can

be done abesahwtomémshm& chifl §ince @ﬁcmarumeﬂﬁ%mo& b Ehif RRAE piRkagils. FANSUMTET .
O course { me i:s:lfor\ggtlfc!n see\éecuon l%9¥0 Xé@fss]ant y, but the consumer may
10.2  Resistance To Physicsl Attacks
While this part only describes manufacture in general terms (since this document does not covera
specific implementation of a Protocol C1 authentication chip), we can still make some observations about
such a chip’s resistance to physical attack, A description of the general form of each physical attack can be
found in Section 3.8.2.
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consider the alteration worthwhile if the clone consumable were extrenely
cheap and nore readily available than the original item The

Syst enf consumabl e nanuf acturer nust therefore determine how |likely an
attack of this nature is. Such a study nust include given the pricing
structure of Systens and Consumabl es, frequency of System service,
advantage to the consuner of having a physigal nodification perfornmed, and
where consuners would go to get the nodification perfornmed. The |ikelihood
of physical alteration increases with th@perceived artificiality of the
consunmabl e o ene. It is one thing for a consunmable to be

prot ected agalfst C e manufacturers. It is quite another for a
consunmabl e' s nmar KBis agagk dspengs pwthekey baihelstprediin fnaddresesble RQM| Sincs apeh apthantsption chip
arrangenment §datits fuh@@ta8s kepdikierhabFideh BWRRY DY ndtR ASddiRESle ASMAKiL dubdc&i al

mar kets. In the forrrer case, owners are not so likely to go to the trouble
of "nodi fyi ngmfﬁel r systemto allow a clone manufacturer's goods. In the

| att er case, 19¢@nHeyrese sugineesing the chimpre i kely to nodify their System A case
in point is DVD ﬁa&heuglnaﬁgiasmﬁmwﬁdemﬁwmt@s&&w & Rutte @ fion mﬂ the WdrilkmON| Y
play in a DV c%ro&rau cntxcanmnc %&yon et key d D fromt % A“"M%{ no_t
play in an Austra s Eﬁ?ﬁ ?oafﬁ 8 U PO RS ralia
will not pl e??‘h‘f“ﬁ"a%f’"@s}ﬂ wwgfpubl@ap@nathm, ﬂt?épcl“?ipfrﬂ highyatyoeicqupuasbleds e not
avail abl e i rassa.hddtmgubaaasuetoamataﬁﬁemma@%fmmwfdéci:.iaer ences, pricing

di fferences or t n n rs h heir. . DVD

pl ayers nodified IH{H(%H g%[geéepfwtﬁ}%g%?%gn eemr%the CEB%B% %OSB%YO%eégfefl l?:aat R°6n" s

usual I y Si mS'F@t(lt often invol ves soldering a single wire), voids the
owner's war 1&h3 y Ususgint theofuthenieatios proeeshe owner some noney. But the
interesting thi nm&%m&m&:&&@%&%%ﬂ%@@%ﬁﬁm&@ ﬁén@mqapsurrer

can use cIone nsunabl es - the_consumer buy real

Wi |
consumabl es® gt g °6“|a‘?“f“é‘f“§’h"t“ By AP bt i SYSRBARG 1P leHsiESer f ormed to
renove what is viweateder gy #rmp obhifdiachipbatifikthersienyiftaredinpnvatidrade sl mer by

t he rrgvu e Cpupaing @sut?ermaaohaaldamamsuo@oﬁmﬁt&%%m%mﬁﬁmyﬁmt i's
viened as up sul t opl e. ma tions to their

Syst ens. The Iu*ﬁ%u?&%m sand8 Ia ?uthgn% ﬁonchxys éﬂh{rj#?hén%fcaliylgegbc greprogammed . i er
to provide %%P@P%W @FBH@M%W( wwgmeeqseﬁéwmwamce@s Thi s
may be si npA Syseompleticstion Ohipdantist pelfdinia @D cofmipadpdvery calfiistidd@retsiays call fo RNDS
beyond the iﬁ%@%&fcaﬁdh&ﬁ%ﬁ&@%&%ﬁ%ﬂ&&&b&@s&%ﬂﬁﬂﬁ‘é@ﬁé &Qde&?@m&@%ﬁ&?' ogy
or service e r Vi ew peration by

convent i onaf’ ﬁ'gr&f’?f“‘?fiﬂﬂé‘%h"?“ﬁ“\ﬂ‘ tcﬁ'é‘“"\‘,’ﬂ{‘]’g" ‘fﬁ’ﬂfg‘ﬁﬁﬁfhsé’e%l p nust be
oper ati ng. %@W&V@@Off?wd‘ﬁawﬁepth@f evention and Detection circuitry covers

t hose sections ofthetalkee il akhﬁcmpm@sxssmcd&@ia@szmm&ym{a:edo&u:ﬁuare ‘possi bl e

to view r}&&g“,? e t L acker
cannot si npl f%é&c?ﬁ% E‘ﬂiﬁp&gaﬁ&uﬂgﬂlm@“hﬂ%\#’g@er@ OPa er, or this

wi Il break “FhBerefrapeh Mﬁwfﬁfw%memmﬂéﬁcsfgl}ih%waf*salrcvfakeys at
power - up. Sitadksk g}mum toss@f ¢ontget befige apthargicatian - Gindethd adtheytication doaxot tekd plhdeheaust | sSi nce
t he mul ti plognddahsabdbic ik odcitow al |l 0) feeding into nultiple units within the
S Tuncton o fevher bl bt e R (e,
requires t Aeeried {seeciedtion 108 4deiieaileofirtyistaia tjseeclidet ecti on lines, stop the
Erasure of 1fd.asMeamamnyfsydesl somehow rewire the conponents that relied on

the Chi pPOK i N€Pe Flﬁylgsﬁnéﬂ{od Oﬁ)!lﬁdlﬁkﬂ @Q%Jag th%%{%m sglhthenhlla%og 81]]) wcrl)tfh X ltllap ing the

chlptothlsleve atterns 'n the
non-'vol at i f’@%i}'@ﬂ%&f“ﬁﬂ%@@ﬁﬁ@yéﬁﬁmﬁéﬁeﬁéﬂ 5%@?:%‘“?1?’3?3@1'688

each authentication, with the first few times providing false values, and expecting a fail from TST. The final
cali to TST would be expected to succeed. The number of false calls to TST could be determined by some part
of the returned result from RD or from the system clock. Unfortunately an attacker could simply rewire

System so that the new System clone authentication chip can monitor the returned result from the consumable
chip or clock. The clone System authentication chip.would only return success when that monitored value is
presented to its TST function. Clone consumables could then return any value as the hash result for RD, as the
clone System chip would declare that value valid. There is therefore no point for the System to call the
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10.2.6 Direct viewing of the non-volatile nenory If the authentication chip
were sliced so that the floating gates of the Flash nenory were exposed,

wi t hout discharging them then the keys could probably be viewed directly
usi ngi an STM or SKM However, slicing the chip to this |level wthout

di scharging the gates is probably inpossible. Using wet etching, plasnma

etching, ion mlling, or chem cal nechanical polishing wll al nost
certainly discharge the small charges preSent on the floating gates. This
is true of regular Flash nenory, but evéfi-nore so of multi- level Flash

menory. 10. 2.7 Vi e\, N the |ight bursts caused hy state chan

sections of E‘“fef"cf‘ﬂﬂ ???‘g%ﬁ%&m%‘&%l“ﬁﬁr sifeqa revaipine afteck waill only works fardhey ngfg‘é'faéh"sm

i pl ement ed rawired, ivd not HnalFyasisi FugmorGhnBatibe s¢ Ficiwd-24bove. This prevents the
eni ssion of the H@hﬁ&?ﬂoﬂﬁaci:éng@%wmgdﬁf&%omﬁﬁg%@g st M. ITRVI®IM Rgfem cBleaced i n

cl.ose proxi to. t non- Fl a fai nt em. ssjons
caused by c&"’ﬂ%‘i‘“ﬁ’ﬁ‘?’”@ﬂ%@é‘ e"ﬁ?‘i‘&""&? ’c?ﬁ%ﬂngehm *T’H%h“i'g% rdgueétf"‘é R ed to
t he Tanper Bestemedmainsin the hagdsiof aopnsunseo OF fperye wBihmowlieroid tra tvarrantr byt tieicopaier ofagt t he

hi gh clock gasi®) mé@sm@aamwmfﬁeas&icmn@mesa@éﬁ & W BmorelbhdR- aitdice W NQ
t he keys us!I ﬂ] an MAn SEPM attack can be si rrply thwarted by adding a
netal | ayer ““he ci rcuitry. However an attacker could etch a hole

in the |ayer, soThﬁﬁﬁsgmfF@ﬂmle%ﬂQUf%Pp'ﬁFEﬁF‘ihmf@e@f@mé@ﬂmwﬁéﬂ%hﬁfé@s%ect i on
circuitry diesadhiaed mb@idadeyivbd thephdistuct:R@f Sitgitahd Gisummblel, FeBen@ElSBtei I CUI T

noi se. Th eseﬁ'ﬂ E %tl) m@&ﬁ%yo}’h&% }h)g{cs %E)cﬁﬁcaéﬂa e&, %th%}rp«%nsﬁ@%e onﬁt the

at't acker attenpts to etc In the
noi se ci rcmﬁ"t‘?%‘?‘%v’é‘lﬁf"ﬁﬁlpﬁfﬁ’émeﬁf otected areas, the chip will not function,
and the SEPM w |The likeithbodloEphgdivhi@iteratior itceakseanmth ﬂdmmwm:tmﬁmmhb endamatde t her ef ore

fruitless. malxgun%sc%enk\ébms%&%ﬂggorﬁmmé@ﬁ%@%@ﬁ&?&&&&%@g @pove wil |

cause circuit n0| se. interfere Wwth other elect romagnet iC
em ssi ons fPYN Wé""l?'r‘ﬁ‘aﬂ"" %m"r"é"bt& P%ﬂ‘““’é'ﬁ‘f byiferm gkexclifiye Fopnyioe YRiseRrHbaggrtes

meani ngf ul whetdghiewed by fonsimats ey anifikial dwiiets. Inrtberfahecse, obBrs2re 1§ sodikewioggto thn g
fluctuatio r&subwm&m.hgm&@yséﬂad S a didaé ﬁankfamere oodt! 1h 86 landr Sesd, RnstiB&d LA®E t he
SNR in the ldq'ﬁa‘g cgs%%on;g“ r}‘ﬂf |lsr}l§:r n‘?““lﬁog"' 11er amaunt of
circuit noise ana d ea5| n ) SI gnal’. mﬁ e Cégherator

circuit (wiilkslyaleyis aBEPQ‘%?S %F@%'B‘“&gﬁmg‘?ﬂl WSAa‘{"%la?SR‘%m wHAraliRso cause
enough st apkyet, aRpe® ﬁeaohmcympeoﬁﬂmsu@imﬁmaoeplwa TN TNEdye Given fharceraini on i n

the Idd si ﬁwluaesmu&%&ie&%u b@é&e&&k drAS ) i W incLsIPkGAERIAT at | on
of the key dat ahap%fpzl of_t he reve urrent f omflovm ng
when st at e™ é °"F1%‘§D‘ETY8“B‘ tmﬁ‘?‘ &“ﬁ’@”ﬁ“ﬁ‘e Smount  of

si gnal . Awmﬂmwwﬂﬂ@ﬂe GOnfion iqvolviSisdidecneamsinglatvire. yoifistthereer 3 rerantbiofif er ent i al
fault -bit efieh &dsS thedorter sbihd eI CEE thé HterdstifiOhing 13 bl @41 th: AEdbe @ Aot BideisOé zat i on,
m crowave comhl 2 ug&!onmgu&e{%}éé I %ﬁeﬂm If o ﬁlﬁﬁwr;.hc%nsm&;&s, Ldth‘&]ll&ﬂ-gént ect Of

an attack of t nature 1s ange | n nmenor causing. an 1 nvalid
state) or TEME(BHBOIRIPY ek °’F’ﬁ4/‘&f°f“ﬂ“’§?‘%{fsé'§“’%’?ﬂ%'§°‘ﬂ ?‘?"t"fa%fj&“tﬁ"et ected by

t he consumer by the movie companies. In the same way, a System/Consumable scheme that is viewed as unfair
will result in people making modifications to their Systems.

_ The limit case of modifying a system is for a clone manufacturer to provide a completely clone
System which takes clone consumables. This may be simple competition or violation of patents. Either way, it
is beyond the scope of the authentication chip and depends on the technology or service being cloned.

10.2.5 Direct viewing of chip O};eraﬁon by conventional probing

In order to view the chip operation, the chip must be operating. However, the Tamper Prevention and
Detection circuitry covers those sections of the chip that process or hold the key. It is not possible to view
those sections through the Tamper Prevention linies.

An attacker cannot simply slice the chip past the Tamper Prevention layer, for this will break the
Tamper Detection Lines and cause an erasure of all keys at power-up. Simply destroying the erasure circuitry
is not sufficient, since the multiple ChipOK bits (now all 0) feeding into multiple units within the
authentication chip will cause the chip’s regular operating circuitry to stop functioning,
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Tanper Detection Circuitry, and cause an erasure of the key. Since the
Tanper Detection Lines cover the key manipulation circuitry, any error
introduced in the key manipulation circuitry will be mrrored by an error
in a Tanper Detection Line. If the Tanper Detection Line is affected, the
chip will either continually RESET or sinply erase the key upon a power-up,
rendering the attack fruitless. Rather than relying on a non-targeted
attack and hopi ng that just the right parP of the chip is affected in
just the right way", an attacker is bett%&t of f trylng to introduce a

targeted fault (%U&%%Ecﬂb’fﬁf%’r ?arggfhgnt,;e@,t%qq?mgg;tgde | ULl fired sto For

information on these targete see t re evant sect|

bel ow. 10. 2.teErswreeiKlameney a@tse%réw’sfew‘éh@%%nwﬂtfeé?d op freShindkias- Fe‘(ﬁ‘d‘i/e)

el i m nat es tah ehispasd bint, khe yet 6ffsticinlg @@ KhiQh this kel adll b8 kis:ly desk). i clabe Paewssiin iseuppl y
attacks The RANE i bed above) elimnates the
possibility n(%/%%ggvxg'f% supplFOkPEIEE %Igg&gﬂ%&f‘sﬁﬁ%/erW| ting ROM

Aut hent i cat i*bf® CPFEJ%"‘%“E“EPE pRyPIate REWE keys and secret information in

Fl ash menory, anifthaaitheititatioRBiplwerkllicsd sa thitate Kloatisy shtvaf B Flask manvky wressio®d, €.

10. 2. 15 Modigfdi oz BRRM, ELAR kA mpotoébfy% 1i8Ra &R&m@taegﬁu ISR am code,

keys and secret | nforfmation in nmulti-|evel Flas er the Fl ash

menory is cover edBYFHEHES RAHPLP Livfers) Eitey drebasig ‘E&f“&“dftlif%’f‘lﬂ?i_’in??ésg’\é Y42 ei t her

of these | i wetstchingspdymodiading, (dnmiltidgeor phewicd siechayfoal gelishinzowll shgostoenpinlydiseharge tee

| aser - Cut t e falohherbheb A edhbotingdiesHEHisRGHE Sk B Rar PR emb), burdadl mole BEor GAED Wi | |

ei t her RESEIT Qﬁasgtl nual | y) or erase the keys from Fl ash nenory. This
process is Escriped™n Section 10.1.6. Even if an attacker is able to
sonehow acclsk’ t Yiewitg thedighybursis gamsed by sfatejelangery or short out the gate hol di ng
a particul ar bi tAllsediibns ofbirdultry by @ipildtesedat key inforhuliviRard 1Rpledtak O thofionHladhii |

char ge. The 3 valml S usage
of the multi- %?/egfipeg e wgm %%%noﬁ%%aon&oa{g%l e stggt%y&gbrsgﬂ\gfg id).
Wien that oty %frsa!éﬂwwm%fgﬁ- i&ﬁhﬁ%‘ml fifle-pay faint gaspione fag1sd byicpragiPTobaBe Wi | |

cause the HméddishageTRajpercrOed @bt thdfanger Doectind ciuuitgge heytthangetsihe medyyimer asi ng

t he remai anrme(gfghg‘gc@&Q)mrn n_ﬁﬁﬁ]ﬂ SN HlaldGuabdde chip. This is true for
pr ogram cocﬁ?f‘aqﬂe ecret rratl on. As key data is read from

mul ti-Ievel al’ i medi ately checked for validity

(ot herwi se inf oﬁ#ﬁﬁﬁ%ﬁmﬁb@msmﬂemmd bygddipie ¢ aptal daeryd) cover s tirsiiny: Havexepaaci f i
key vali da&dc%cdﬂﬁethﬁhrhblsmtﬂeﬁay&&edmtiﬁotﬂﬁW&H&T@s&ecl'et key information. An
attacker could and
deposit enough e ect%%%%m)ém%%ggm E{dﬁ%ob%‘{ag% %rﬂ%e SWLS%W?L cg"FeeveF“m%ca

menory by _ir}‘%""'s‘f Yill poipalinge & greqtes s‘ﬁ?‘d‘%“ Enes G tertarkgyis jopkingifgf thipdackengiiempiyy| e t o
focus the &l etph & hadin hewiny tiluigugteritdtie ploeompbatcadheshipntiil wnfugaioh, 40d theSEPMOrill Li nes.
As a resul 'gmtbun,@m@aug,j}%| cation chip nust performa validation of the keys
before replying &ngacfg?%gp}g st or Random commands. The SHA-1

al gorithm nust be run on e ®and the results conpared agai nst an

internal  MJrH2Menitorig EMI] 02 checksum value. This gives an attacker a | in
2160 chance of TheiN6ibe Gegrdidn Ges@iédpbovyiill €ddseicicult Mise STAdise RAIRGERFB Sith @ULSSi NQ

ei ther of Ll&ﬁodfa%%ﬁc emissions from the chip’s regular activities and thus obscure any meaningful reading of
internal data transfers.
10.2.10 Viewing Iy fluctuations
The solution against this kind of attack is to decrease the SNR in the Idd signal. This is accomplished

by increasing the amount of circuit noise and decreasing the amount of signal.

The Noise Generator circuit (which also acts as a defense against EMI attacks) will also cause
enough state changes each cycle to obscure any meaningful information in the Idd sigaal.

In addition, the special Non-Flashing CMOS implementation of the key-carrying data paths of the
chip prevents current from flowing when state changes occur. This has the benefit of reducing the amount of
signal.
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A Modi fy EEPROM Fl ash attack is therefore fruitless. 10.2.16 Gate
destruction attacks Gate Destruction Attacks rely on the ability of an
attacker to nodify a single gate to cause the chip to reveal information
during operation. However any-circuitry that mani pul ates secret information
is covered by one of the two Tanper Prevention and Detection lines. If
either of these linés is broken (in the process of destroying a gate) the
attack will be detected on power-up, and t h® chi p wll either RESET
(continually) or erase the keys from Fr&h menory. To launch this kind of
attack, an afjg kﬁ&ergg@t'fau%iag%?sr everse-engi neer the chip to determ ne which
gate(s) should be targeted. Once the |ocation of the target gates has been
det erm ned, the dtiffereead feulphierromprainkoducedip a pogvassetehipshivabyieization misest#6n | i ne,
stlop t he Er asm;mma&deﬁlkaﬁhnmrmmme@eﬂ@m&a&ﬁmﬂmnact&eis@etaigem@n_;hsh t hat
rely on thne : . I I I C UL S nnot. t hout
sli.cing the %0%%5#5 @rga\i}%ﬁlﬁ {;rtR[lgdc(%a@?ﬁ]?%é&%g ﬁ%t,xs aﬁ(ﬂ’é@%?'g%fi g%@‘?b }Mﬁg- t he
chip to thi sTaP8%Opteipn Giroyiysind pauseap srasgeafitiedsy- t he charge patterns in the non-
vol atile nmenory tSined thdMaingks DétddGonl figsScoventdiieN Gasliphidtiop EiRGES Snyfetrat intrbdd@Sin th 0. 2. 17
Overwite at W AT ) VI VY g AT I ' I i pdi vi dual
bits of the l&k&%&pﬁ?‘ ﬁgﬁ@g\f‘g\%&ng t he ag%g{/l?%ﬁ%aga%‘gg‘ 11%'? Il?tg%l egﬁgﬁ&g&r}obi ng
the chip, adie¥ “H?f&%‘ﬁﬁkﬂéﬂ‘ﬁl&ﬁ%ﬁﬂ%%%ﬁ? SFtSHURIY Ieas 19 ke SRR 2 BYTHEP THHEBE as | n
t he gat e dedkermtiek fndthessat t ack. Both of these attacks (as explained in their
respective secti @pe thandbii Sk : i ATRE
Prevention and Det ctilgﬂﬁéogg&?ntry Sﬁg&éﬁ%ﬁ%ﬁfqﬁ!ﬂ? ﬂgs&%%v%t}%%ven Fe? t he
attacker is 5B} °TE§“‘§’5H§’H %wa?fhﬁ’égtﬁi‘"f’%d“‘éﬂﬂ‘“Fﬂe‘é%fﬁ‘“téﬁﬁ“’dé‘ﬁ?’?’!fﬁ““ﬁl?’ short .
out the gaiste destuetiomec)aFopiaforniaton oa theds tatested fhiltaittapks| ske thegelevent tehtwnddiclbw.t 0 have no
charge or aibuid cehati@eansdiiese are both invalid states for the

aut henti cati on chi p: e of the multi-level Flash ry (only the two
m ddl e states ar{e%e%{?% il%a(.qe i v??aﬁfmﬂaﬁséheeoa%lf‘ew?fglsoﬁkﬁgtﬁ'%% ed from Fl ash
det ecti on cA$%Hi Favgr Wpnlyatiggksise t he Erasure Tanper Detection Line to be
triggered - thersepvelidardgr Ddtetioh GRBAEDBE abdve)felimitdis (e paadibllinadt govidsSiplli Ng t he
chip. In thgysame way, a parity check on tanpered val ues read from RAM
will cause the Erasure Tanper Detection Line to be triggered. An overwite
attack is tHeérOrempeRPtess. 10.2.18 Menory remanence attack Any working
regi sters or RAMutedtibetion chipsestoga frdgaumtcpds dtyis aad s ipformation indFldsiohakionyganpar & of t he
aut hent i cat oM. Thie fackid B fROMBfossibk, ' enoved. The wor ki ng regi sters and RAM

woul d conti Y§st iL,nformation for sonme tine after the renoval of
power. |If tﬂ'e' ctﬁo%cke&gﬁ ceﬁnso that the gates of the registers/RAM were

exposed, wi t hout**Hifntafenchipstigrowoern cqdnkrys tid scctinfermativn inarupt loisHisimamaryy i ened
directly UbwagrbeFlSitdmoricootered 8y twd EiogaPecvantioh sbiDecarion HindliOsiRer of tesd lib@
descri pti ong mkeﬂﬁmramaes%zﬁ PQWERE 2 Bhek-biahly AL Jodk Kirve de\(!é@@m%ew@.ﬁp,hqﬁ. ,

“’L{Pﬁ RESET condi tion

renoved, all r.e isIeréﬁsfg,ﬁg re cleared, |[ust as the
causes a C|“5§‘§‘P%‘b“*‘8‘ﬁf e

d I : |
& BfLPPCRS ﬁf"ﬁtlﬁs,h mepory- (g ROy 5 dpsfibed iy ¢ ack to
succeed t h&ertifid-1& readi ng of the Flash nmenory. RAM charges (by nature)
are nore easi | yEbed&hn dithad isabia HRonoRWIcdss tHEBRs oBFihsE knd@es@y of B6rt lbindzate0 I eveal

the RAM w hlél&nﬁm 5?&,%19 will_ﬁ;l'rQe‘?ﬁm bit to have oo charge or a full charge. These are both invalid states
for the authentication chip’s usage of the multi-level Flash memory (only the two middle states are valid).
When that data value is transferred from Flash, detection circuitry will cause the Erasure Tamper Detection
Line to be triggered - thereby erasing the remainder of Flash memory and RESETing the chip. This is true for
program code, and non-secret information. As key data is read from multi-level flash memory, it is not
imediately checked for validity (otherwise information about the key is piven away). Instead, a specific key
validation mechanism is used to protect the secret key information.

An attacker could theoretically etch off the upper levels of the chip, and deposit enough eléctrons to
change the state of the multi-level Flash memory by 1/3. If the beam is high enough energy it might be
possible to focus the electron beam through the Tamper Prevention and Detection Lines. As a result, the
authentication chip must perform a validation of the keys before repiying to the Random, Test or Random
commands, The SHA-1 algorithm must be run on the keys, and the results compared against an internal
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certainly cause the charges to be lost (if they havent been | ost sinply due
to the nmenory not being refreshed and the tinme taken to performthe
slicing). This attack is therefore fruitless. 10.2.19 Chip theft attack
There lare distinct phases in the lifetime of an authentication chip. Chips
can be stolen when at any of these stages: After manufacture, but before
programm ng of key After programm ng of key, but before programm ng of
state data After progranm ng of state data, but before insertion into the
consumabl e or system After insertion iHo the system or consumable A
theft in bet t | actur & and r n tion woul d only
provi de the clone ngnn?ihﬁsfggfg{%ﬁéf it fhaalrl] R?f%gp%& 1%& g‘éfame oni ses
the sal e of EEtHesbreldeikeyh chi ps, not anything authenticat ed by t he

aut henti cati on chi M6dify BERROB/HIdeatthk @QkcRF006 fAglest at i on is the only mechani sm

with consunpblie @Rd.avalempLcduct keys, a clone manufacturer would not be
able to program t(ﬁ'ﬂe e%l pé’ vm'?% the correct key. O one manufacturers woul d

be abl e to progr & OrEusEmARcke sy pathy dilitrofmiapackspin mslify & drgle 2atp o caugohesiirabl es,
but it woul deved inttirhaftibraiudidg oﬁoﬁncpxl B vdr B Sitbuitry iattialed ¥ecrdt Bofdefition/ih dolbad by

detection. TREHE GRS udebrilediln &b {]écuo%"i‘xﬁ'es%&’erﬁ‘%i%%‘?&s ks ﬂro%n§1£ E:glr?&'es?& where an

aut hentication chip gasses Lhrou
phases. Thi sdesitrgy"ﬁ&?g B atackyiift beﬂﬁ?"fcﬁé'}%?“’“'r“ﬁ ang e chip will eithen RES{H fcantinugliy) ?Iatl on is
where no st atas ekt frimaBashaenorypr ogr ammed, so all of Mis read/wite. If this

were the case, afy ﬁﬁuEtﬂﬁi‘l@Jd omuk,% ableR el gvérs@%ﬁar AL AIARIYE “aﬁpsen text
attack onthe“?{%qgﬁ)I 8{1 %&ﬁlt mis resistant to suc

attacks. Fof® flhef“’dﬁef?ﬁ S ihelog ‘ﬁ‘“'S‘efé”F t egtesdias byqy detgrpingdsitht gfagkqr st prepks ¢

woul d have the caverios Tymiper®atedtinn line spibeErbsae of Hiasigmeanyi andjsosttaty irwire éei@mpdaents

} nstal | at i omatfrapsn%mpamemﬁ%uﬂeeﬂw&n&hserasnemmuﬂg%@ﬂy a[ia%veprglgr amrTrEd
or use in g a em. or artjcul ar consymabl e e
only use thegg%%%l pgleﬁ["fsl% %chfptli?%’fgwéw@@%ﬂ?@é’gﬁ?'éffﬁ ‘L’JEFR"BE‘“&‘“FF@W@’” Syst em
or. cl one CoYpétisatsery beheldsdhe keys making thppeocgsy fruétlessyant - a cl oned System woul d
not even rempu7eOaFwritadtadkent i cation chip. For clone Consunabl es, such a

theft would limjg, PH%?R duct n er of chips
stolen. A single thg‘?rl ochlJ%{llB% ggg%gfeg{%wéﬂlb &BEI@R%?%H#M)en&gh to

provi de cl AN 2kt gp Repbine fie cip: 25 ig the gonwptio m‘w afgok degEoYingrgaEs # imnal f or m
of theft .i ghesawdetnictng a@yis Banof tese@ois (1vedplaied it e réspicive so@ing will Mhemedihe t hef t
occurs at &éhemufmﬁﬂﬁeﬁﬁeveﬁwailb%kcum%ﬂdd@ﬁ qeQl s must be enhanced
If the theft ocgurs an cern for the
owner of the |t§rén§nbfv%6h eag"f‘"’{?@r’SE:I"“"‘tolsns aﬁcfg%g mﬂh“gﬁ?"é’@”gH%

nmechani sms 8¢%h afidine s garieyianbisythis Wil fores the bihto have acchargesna fubchpree Thepd fee beb ivsalifmbl es
and syst ensta@y for theputhdadradva cioles uite df ke muliddybl FRsh nfe@brs @ B two\tiddiatdled bep them

stol en nakea,dpwu disk Bl S&Ss mfeme&o%nem; &&a&.&é@%&% mc/é}ﬁké%% - 104

10.2.20 Tr hlgrse attack A Trojan horse attack involves an a acker

i nserting ‘Fé‘fi’e %ﬁ?%&%ﬁr@afhﬁ&we@fﬂgﬁhﬁ’?ﬁaﬂ‘d‘f’ﬁ% ﬁ'ﬁﬁ’ﬁl?'Fg?ET‘E%‘H%‘ih‘Bﬂ“ and
retrievi ngte pame vayrepastyicksckadh tagpered valng sead @R A wijlcawatietErasirt Fanfphrdesaior et key
i nfor mat i oDine tblberriggdied. f i cul ty of these two tasks depends_ on both | ogical and

physi cal  securi Ly, QM sl iABrSPERRLYE attack - the
10.2.18 Memory remanence attack ’
Any working registers or RAM within the authénﬁcation chip may be holding part of the
authentication keys when power is removed. The working registers and RAM would continue to hold the

information for some time after the removal of power. If the chip were sliced so that the gates of the
registers’RAM were exposed, without discharging them, then the data could probably be viewed directly
using an STM.
The first defense can be found above, in the description of defense against power glitch attacks.
When power is removed, all registers and RAM are cleared, just as the RESET condition causes a clearing of
memory.
The chances then, arc less for this attack to succeed than for 4 reading of the Flash memory. RAM
charges (by nature) are more casily lost than Flash memory. The slicing of the chip to reveal the RAM will
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attacker has to manufacture a false authentication chip, and it will only
be useful where the effort is worth the gain. For exanple, obtaining the
secret key for a specific car's authentication chip is nost |ikely not
worth ilan attacker's efforts, while the key for a printer's ink cartridge
may be very valuable. The problemarises if the progranmng station is
unable to tell a Trojan horse authenticatiop chip froma real one - which
is the problem of authenticating the authentication chip. One solution to
the authentication problemis for the madt¥-acturer to have a progranntng

station attache to t roduction |inpe. SS t

nmanuf act ur e 43 smalrgﬁmp qﬁ?"é‘rﬁ%@&"% ﬁbcﬂ‘}%s e il t&?fﬁ?"gf“ §tab§'5%r|§'9°l§hf<ey

i nf or mati on Fddbedipe pken toperfolrethedianz be verified by the C authentication
protocol, and gi v stk @ heEbh fldesd/Ch as t he expected batch nunber, serial
nunber etc. Jhe 9'81:;0&”1?%9;” can be verified and recorded, and the valid
chip can thenbé re'f)ro rammed with the System or Consumabl e key and state
data. An attackerﬁmarPéFstha#esetrethshis@eqqfenaethahcaaawheﬁtlw@mbwﬂeﬂ#ww% a
Troj an horsemgeageammed with the nanufacturer's secret key information and
copi ed batch, numbgr data fro%{ he renove aut hentication chip. This is
only possible if the Hanir: EPrERERCF &t ey is conpronised (the key is
changed regut ar | yAfisrriosrsmming dikeyvinit bsforeprdgramming ofgtateidfta t he physi cal security at
the manuf actdri nmtmﬁgam&a@@%mﬁtt%mdwmgmaswuf acturing .
chain. Even if t%sol yt i,on descri bed re to be undertaken, the

possi bility %of a “FdPgRit e SRORPR g8 not go away - it nerely is
renoved to the nevtbefacitiea the shippmpefacuadr aldpearthoing styotyetid enly meidathe demer equi r es
no physi cal m@&&wmm&%ﬂm&ﬁe&&%m& Qfdt dubhica i Bf KYhigd sol ution

then, is to e I e he chi andt | mge the
chip before %{?ogcfamﬁ eaufe?qm &gll ﬁm asgf)t%é’rr‘tmﬁ%uﬁt or %r ogr ammi ng

it is in a [eProumeblp Meﬁwmvpclvemyatarﬂew mamfac@remwtuwepté'? ghtedo fsegrany tptehipsygibitgt i on
phot o- i rragedor&adeyemy:eﬁfatm:asrwmdbtzhmétep.dgrﬁzeett@maﬁpsaaﬂdthSysteﬁsagﬂs conpar ed
agai nst Sl £ signature is

g QOREIHRs, bt Hﬁ&?ﬂ%e dxé@l}ft tgflicgm”sgﬁt ﬁ?ﬁ%‘&ﬁ&t § Gt ‘ﬁﬁﬁn g

treated as a Tro an horse an er ences derson, R, and
Kuhn, M, 1997, E%Mé‘tmﬁtﬂeaeaxgmbt?mwéﬂuaﬁewetaﬁtthemmoe@sw“se chugh v
Prot ocol s, F’mvceeddmga prd@@ing oS Thi3 GlppssiBle, bdhunliksly.ihaang Gie, thBvorrigionis M
Lomas, M °R@fre dote data hg%@én Blgﬁ'ﬁmn}é@,rsk Aflor MR reddAntitel B Bris werd bhe ARA ST aler cdule  @Nd

Needham R. Pro ra ng sat an Sci.ence . Toda LNCS
1000, pp. %’hﬁt %% Esm“ﬁta ‘%‘)’gpjf WWA*’%‘% STEURE 2B and,
P.C., 1995, aWéFmﬁdﬁ%mﬁﬁeélOSé&eam sh Ossifi age, Advances i n

Cr ypt ol ogy AS| MG foldidlof REFOCAR Hiva GRake HRteling@Een VR plo@GymifpdatichGid de/ 7. [ 4]

Bai ns, ihetdtion m&:’y Gal autﬁéﬁglﬁ&ﬁ %hj% ol alftddy bl E8fussink mcﬁiglqwlteul nt

t eans take assj ve ac |ve .. respec é’ to 1 rra g EET| mes,
Decenber _“i’g'@?l’““[‘gj"% lgc] °°E’5§Hﬁ‘he?°t°h‘?—?h‘mtﬂef‘dh‘ ft""‘ﬂ"’é?t‘ﬂ ‘Am IRB%r asi nbal u,
A. D. Ngai rS,YstGFn or clh@d pasuble AMtdnmeysteduptele imeldcany - adanyi@wlén@emwiﬁawper

Resi St ant [euénG&Bon chip. FRRIE RSEBRs, Mch Iﬂlét{lﬁduiammﬁ@hdxﬂb&,ofcﬁﬂ%dd{u& WFhot ocol s,
AUTH20- AU Ol\ﬁtmlﬁagschxﬁ &8%%%%11 ﬁsgou?d\l}%t Cfegteasuﬁpgy dongt e':iqgé{ll tg ;growdgsl%ne B. Gispo,

M Lonuas, er -
manufacttu'ers with a cost-e) ectlve usiness.

The final form of theft is. where the System or Consumable itself is stolen. When the theft occurs at
the manufacturer, physical security protocols must be enhanced. If the theft occurs anywhere else, it is a
matter of concern only for the owner of the item and the police or insurance company. The security
mechanisms that the authentication chip uses assume that the consumables and systems are in the hands of the
public. Consequently, having them stolen makes no difference to the security of the keys.
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untrusted authentication chip; wherein the chip is adapted to receive from
the untrusted authentication chip a version of the random nunber encrypted
by the untrusted authentication chip; and wherein the test function
operates to generate an encrypted version of the random nunber using the
second key and to conpare it with the received version to validate the
untrusted chip. 2. The authentication chip according to claim1, further

i ncl uding a random function to produce ranfom nunbers froma seed, and the
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CLAIMS:

1 A trusted authentication chip for use in validating an untrusted authentication chip, the trusted
validation chip including a random number generator, a symmetric encryption function and two keys for the

function, a signature function and a test function;
wherein the random number penerates a random number;
wherein the signature function calculates a signature for the random nuniber;
wherein the encryption function encrypis the random number and the signature;
wherein the chip is adapted to pass the encrypted random number and encrypted signature to an

untrusted authentication chip;
wherein the chip is adapted to receive from the untrusted authentication chip a version of the random

number encrypted by the untrusted authentication chip; and
wherein the test function operates to generate an encrypted version of the random number using the

second key and to compare it with the received version to validate the yntrusted chip.

2. The authentication chip according to claim 1, further including a random function to produce random

numbers from a seed, and the function advances after each successful validation, so that the next rand‘om
number will be produced from a new seed.

3. The authentication chip according to claim 1, where the signature function generates digital |

signatures of 160 bits.

4, The authentication chip according to claim 1, wherein the test function is held only in the trusted
chip to advance the random number if the untrusted chip is valid; otherwise it returns an indication the chip is

invalid.

5. The authentication chip according to claim 4, wherein the time taken to return an indication the chip
is invalid is the same for all bad inputs, and the time taken to return an indication the chip is valid is the same

for all good inputs.

6. The authentication chip according to ¢laim 1, wherein the chip is used to determine the physical

presence of a valid authentication chip.

7. The authentication chip according to claim 1, wherein the trusted authentication chip has the same

internal structure as the untrusted authentication chip.

8. The authentication chip according to claim 1 wherein the first and second keys are kept secret.
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