; e3e<<| 6PT1 Devi ces, equipnent and nethods for distributing, billing,
payi ng for and pl ayi ng back digital nmedia content 5 The invention rel ates
to devices, equi pnent and nethods for distributing, billing and paying for
digital nedia content. The Internet, as,a global digital network, is
extrenely suitable for use as a ~o tecﬁhical platformfor distributing
digital data of content providers to their custoners. Media content such as
texts, audio content such as nusic or speech, inmages and novi ng vi deo
content are currently produced al nost conpletely in digital formor can be
digitized with little effort. By using highly devel oped conpression

techni ques such as, for exanple, MP3 (for the audio 15 field) or MPEG (for
the video field), it is also possible to convey data-intensive content over
the current Internet infrastructure, which still has a relatively narrow
band at the corRewiess, equipnButtiandreetkivdsifor distributiny] billifg payiey tor dnlde
custonmer is also included w th el nti oned above in the
context of the present i nven:pimﬂ'.1é 95"'&“%‘#@3*“5@?@‘?’“&8@ mul ti medi a cont ent
typi cal | y’ operates a particularly powerful computer, referred to as a
server, whi clThesingentiomuelasdsy 16 ARVRRsS Gquibrhb® bAY SfBRiodéi foradRi-RR-RgNT
dedi cat ed Iipﬁri The custoqer& ﬁflthg.con ent providers nust respectiVvely
have access Pamg AAdBaYEE ok dighaledig ionle™d or can be 25 connected to the
Internet, for exanple to what is referred to as a personal conputer (PC),
and by using i Lt er f QL. aX ser yi ofocols.such as, in

t he sinpl est ngslé,?el??%r' ééxg%?%a.lttﬂéutah@%g{oﬁléxﬁ %()&rtge‘r?lgglgr%uq&?ﬂ)et Bocro\"se (’?ﬂaTP)
they dowifl oatPahmical latforap fas istiibgtind sligitahtdate afr eontente psevidens tntheit he

| ocal conput eustoeidreénMedid tonbdrit S a3t textsh GudididoRtert O8N s AhEsic or
frequently sg %t%red |n|t|acHJx i.n thﬁ formof a file or] the | ocal conputer
before they R De [TEGES: AAT dNOWNPYIHEL; CUNGNt GFescukieatly cprodueed 1ahmes
streani ng pr coweddtelyanedigitali foabl @, cambevligitizechwittidittle effprte 8¢ nisintg highey
content is c ' i ; C [ [ i.Qns during
the downl oadﬁ??Y?%*’@"%é’@?‘e"?@%%'“"_t“@'@?ﬁpﬁﬁgﬁr % dof BRERpIe, NP TR0 BE 24 hou
a file wh chfigld) peMfgador ghe videaifigidlalt i alse mosaible toctanyeyeatata aintehsived
;s':] or fed on ]'Eheo@deherﬁveﬁcthﬁuétﬁfenﬂ:?t%'ﬁef wgas&ag@mrapww?{ éétifli Pf&ﬁaefbll'a%tWEW't in
e formo i ¢ connect ed o e cannected to, the Internet via
| i ne- bound tﬁ%ﬁg‘%@%’ﬁgﬁ* ﬁ%ﬁ?\%ﬂsﬁy\fé effEIe O?QHFCYQ?'E'EI 'sa"g“ﬁrl“is@n&orc‘bﬁ?p*m thes.
Mobi | e equi paestomies iavadsa drslledeshindthire time dibimhsohtent anemtidrieedalosve fre ther son.

Exanpl es of thhexbihe imledyigack devices (players), for exanplée for
MP3 audio files ér for %%ﬁtél e?’éggi ng matter (ebooks). Recently, equi pnent

for conv#tting digital content into perceptible sensory inpressions which
has a wi ref r Aeprosidieo of secturiuttimediaontdrdtygially b drates aNRirticdIfy Bs@eRLE Vi a

nobile telep t SHC or UMIS, as.has al so beco known.
Usual Iy, dif P@?‘ Hfbe'; wgg'%gf #Ea?% S eer’(zli“f"?’%r B, contindo sy W°P8§f)t85$ to; #h he
t echni cal deW_@fé‘@t ¥iach Resadbard dhdichtesirlineu $hel custootms ef theecatitenttprovidend ent
into a form whist RessttiRlyPRAVEEhd@Es bY §%B§gj’u¥e|n§/ﬂ% Wed é:?é;Hg?])WEgFrbé n

t he
case of texts so anéj |thFges i ncl udi ng video sequences, se of sight
i s stimufeat eBONNGHET AR thEIpternel; o syamela tyvhai g retereasl to) apea Retonahr e
;Jsed. 'I'nlthgccmsetelf(Pm)l.glbm mguangxgmﬁblesltnitémbgt& émﬁlgr@%y@ét&?%édw, the
erns "play Vi C . P ck _nmet ho Aare used. I tal nmedia can
al so stinul a?ﬁe&o? g(efrn gﬁen%@{sb e?tn(l'agé‘r rcfffazg?afﬂtg'esgxg%rl{@ﬁ i rtaHEPt??fg‘ sense
of snell. ThiEliljtbey demttiead tife datagepresentingtthecontenafres) thersetver ongs
general formhe RchNBoRPUEG R1i6M) Oin #Hid cbhRRE lqiu'fef&ﬁftglnéor]it%émaﬁr Offreﬁﬁgﬁtzy I nto
a form which |s?gs/ul.t,ala/l e Ln @Y% ven situation for “perception e=oy € senses.
The genefal | $1OreR MR Ee aha dthe ancthexprali srsaputer tieforedhevwandge ext
apply, despi tiged iberel i Alternptiasyi what 6 refsiredits PAs Wireamil giPaetols akl ayi ng
back" etc., Q@aﬁfaﬁ?el, Iir)( V\thfct?ltt%e Eigt%rrr%ppgsetnnﬁg ?I%] Sc':grrtrpetnlt ?sncgr];verted directly into

perceptible sensory impressions during the download from the server
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so nedia as long as they are not restricted expressly to specific types of
medi a such as page-orientated itens of text, for exanple. The use of
software is al so subsunmed under this because even when software, for
exanpl e a conputer gane or a piece of text processing software, runs the
consuner interacts on the |level of senory perception. Despite this, it
appears unavoi dabl e that specific ss exanples which are introduced for the
sake of illustration will be restricted to specific types of nedia. 3
There are unsolved problenms with respect to billing and paynent concepts
for this type of nodern distribution of dlgltal content. ~o Experience has

shown that t t d nt.al et her t nmer i s at
all wlling an’{?uli& qng %@ r%%m(e, {5?&/ng1¥¥” CHBSPPA sé%ﬂl%ﬁ‘ﬁ{tf"on of
di gi tal @&ont eantent bembegehnt%ed\end atme@oartlie bsrdmdntpwtercost s i ncurred for
the actual Internet connection. The answer to this question ~s depends
essentially E e technical infrastructure required. For exanple, a
conpany (MP3! @U/FI onghiR ot oplydfixed; aauinmeeniinitae famets PErwhiek isscannestesk

\é\lhl Clh | gcl udes can s domipctdd td M IMtBEnetSAT SindM-bBuhd eraPestdsivrl 'phbhsolélavelvp3
ownl oadi n rge. gonten e
Format - so whbi cBhwBALAR AR Bimphibrk obfi Bhlenteiles avpil-beceichmpac
di scs. Ti‘fé okagjlyrke caroad optthe megsama Exgmiplasl efdbis ane contpaot plaghmandeviceshi ch
was such thaL Iéﬂﬁ's)dcfﬂf"esl@ﬁl T@f&f Mﬁﬁeag@% fiddiq f(o'rlcﬁﬂ% rcélad}'r@ gfa%%?‘géat ed

wi th a speci % oma centr server Wwhic t he
conpany was Halfﬁ eF%'Pt'VaneqLHEI”\?F‘HG‘a'I C@US?"@ﬁﬁrd'GﬁF'yCP'fltenhllBtOCQQtQmﬂ lehad

QL SYIO og | %lot smrﬁfr\\;g]r'éstsﬁﬁ\s&vﬁubﬂrlﬁ%tﬁw&\‘ﬂeg rggba-fﬁéﬂﬂéhey QEnﬁe@tanr fSiendi ng
respective curg% f°ﬁ§533'| ?eg R}S’?ﬁﬁﬁﬁ@ggo'&e 8 '5? sﬂ’ﬁ Cﬁg&ﬁﬂr HMTS't he

provi si off of has @bmb@spmedqnngvrl\/% audio file was covered by restricting
provi sions of copyright Iaw. This approach cannot be considered prom sing
for the fut UQ [ rgge nunber of reasons: so 1. On the one hand, at |east
for the UnitHaudlivadifferenttypes of megia w@c@ﬁére@né@ﬂ Witk resnest tq thegtechigal

;:ﬁses ]th?t dévitesnand trhah@d? gvhiet akwasémé cUﬁG'éi'lt anaughal ém{te@lem%t)‘ﬁ%ﬁﬁ bé

e qualifyi r Qvi S 0O 0 an
acco?dl ng %/ou'?'h& %ne%ér @QSF'VFHII% sﬁﬂg ﬁyéggg%@éﬁ‘e qofpéume(gwnééne ﬁB?F’e?fetP?‘ﬁm t he
consumers o am@ ipeges, deeludingsvided seqeentesnthenserssal ef sightist stirhalatesh Gos,
because (e GRNBHAT diafiay iy RSO ol ABIDACERT RO 18 S ¥Ryl Y Y

purchaS| ng a corr VHF}OH I.n must be consi Sadvant age

in the age ofMeci Viigh FH’I“”FH? dhaenseoef kassingnghe terans "playback devices' and

"playback methods" are used. Digital media can also stimulate other senses, in
particular the sense of touch and the sense of smell. The subject matter of this

§6  invention relates, in its most general form, to the conversion of all these
different types of media into a form which is suitable in a given situation for
perception by the senses. The generally inventive aspects which are explained
in the following text apply, despite specific expressions such as "display",
"playback", "playing back" etc., basically to all forms of the consumption of

60 media as long as they are not restricted expressly to specific types of media
such as page—orientated items of text, for example. The use of software is also
subsumed under this because even when software, for example a computer
game or a piece of text processing software, runs the consumer interacts on the
level of sensory perception. Despite this, it appears unavoidable that specific

65  examples which are introduced for the sake of illustration will be restricted to
specific types of media.



3. As a-result of the fact that the MP3 audio files which are downl oaded
fromthe server represent, in extrenely good quality, the itens which were
originally marketed on the audio CD, and furthernore can be Los distributed
further over the Internet without a | arge degree of expenditure and w thout
a further loss in quality, there is an3incentive for the custoners of the
conpany to nake avail abl e thensel ves the downl oaded MP3 audio files free of
charge not only, for exanple, to close friends or relatives but also to the
public at large. As a result; the > >0 service providers |ose incone as the
MP3 audio files are distributed to a nuch wider public than the original
purchasers of the a or ar 0ssession o

sui tabl e audIrBer@[f"ies“r}?B CBZQIPP@%W“PJZ%“@W?%’@ ﬁ@@tﬂ%t S?Nierﬁ’it%hlat a
carrier, i.ethistypesofmbdérhdigtcibatidn of digitabodinteta. Si tuatl ons in which audi o
CDs are ent for a short time by the owner to third parties exclusively for
t he purpose of gaining access to the server. Possibly also in view of the
shor t com ngsExperigansepids shayvmthbtghe fisst angb firslamerttal-Qeshies . iC@V etlrarcthebed
above, anot h@ust@ﬁf&)al@yat ARG 'tacpay e Crgsée%tlbésé%téﬁ‘t th?v &&Pstf%ﬁ thlgat €s

has devel oped anot her users are provided w th access

0S
free of char G&NSWNPHAN ﬁgéslm%ﬂte%\@? the ?'&tSFﬁeérﬁ bayg; ¢l Bewond dhe fostss w3
audio files. |n}:25'eunfdrhthie mnmmhte(rpelercohﬁecﬂﬁﬂf Thé earnsiae@¥ i 120 thist §8ékions no

and ot no® conpamassShya ot G bREC MA B ERISFBRLT, oni’ Computers

under the control of the custoners of this conpany. The central Napster

server provi ﬁSﬁeimﬁSk)’aTcBﬁwﬂaHOQMP%rCQM) Whaél?fs%d%ﬁg'lﬁtﬁ’e Uhltgd S’te&eé Sﬁ@ﬂsves

requests from Napster cust oners c ecific ~so di content and then
suppl i es t he3l$R¥WERY 5Hd'|"§l§'§96fp'8¥id§1ﬂ aﬂdﬁfﬁﬁf'%tr gsqrﬁdmtb\ﬁhewcgﬁsublhty of
cor r espondi ngov‘/vlnlcﬁdﬁr&:ﬁfrbe of etidrpe\¢oftehfth ﬂewatmaﬂeddmﬁms@rnothewmmrmat

system e retrieve what ne Na ster, qust onmer
ceeps ety PACH SrBRRY Aobic Salind BRtMa3ta s Fusi Epe, GRMesEh dseh TR o
conput er whi etigingl gerkeapt mftglftaﬂmtlnduded'hecon’cmj;|cnmpdmst which weacepbh that based

on the idea ﬂfédbmroatjt}eg BP'&?@W alidio méqn@eawé abddRiedUigh a:{)p%cnflc
pr ot ect ed byﬁg&gyﬁb anong I’I vate individ | S covere
S n

qual i fying p OBy ac%"rﬂ}ﬁ' g9rWV€f'aWh'qht W3&i ?&era@guﬁ’éd Fh‘éthW was
comer ci al i ehaisled domary irividvaltaustomdegsty af thiboasstomer had ipré\deus@rans—

' t st t [qdi ghtal tent. |
T cast t ooy 8 RrEARIRE, Gta Spwhicebh Lolreabhdila Aol ER B e SENE, "
model does nthe purpsisg eft thissheingwiiot proveethguéhe fespagtiya oustoimen hadf alteadly
copyright | aWurc\l%EgH tah@oﬂV“QWEhlPQﬁf aEQ'tH@lefheCBW§ of aNEdPedpdnBgPiMP4l Si on

within the con i}t fl ow of nopney from e consuner to the content
provi der. Thaudig '%W‘?ércé"’sfedttﬁ\ére(,sé"ﬂ)“;"r’\gdﬂf’éf'stﬁ”scﬂ geP¥lighidave hhisippproach

t her ef or e expannarbeccbrsidaresh pforiaitig fde thecutureyfor a mvahéradfireadomehni cal
concepts d n order to be able to charge and coll ect appropriate paynent even
under the conditions of the Internet econo 1so In this context,

t echni cal appr oacK¥stighiood haadi ehlleast fps the rTg'npiﬁé\,ﬁiﬂtespliehélst sipeerbecome

transactions on t Rk dsed Uit JFRouRXAEBS, Qhé’ttattlgé'stltﬁélﬁh Rl B@ﬁness model
infrastructure of t, hs} | nt er net g‘ﬁ;gess r ovi ders rou

0
filtering of the MIPB}RARLPecavered PEibR ”@g\é'HQtp(S@ﬂé'oBPgBPe?ré’PPMr'g&aY"he one
hand, for political and |legal reasons it is doubtful mhether t hese concepts
coul d begi nphenen nd,
new technl ca congjgg tthg?h;ﬁ(? &‘[%%ﬁgﬁx th glﬁ%oﬁgadfetpsgll ﬁbg&él H\ae
peer -t o- peer trandlgwt pbﬁ@nevrftqmdhﬂgonéumleeé@tthe@m\ﬂ@w lISeﬁgdilbatsﬂd on the

admi ni strative i ntsQFeV&rthb@Flal §66d<; BEch DO dorlkeiiis sHRVR] ee%le t‘U‘o@téWm e
of this is the peer-to- r |Iet\ragsfer prot ocol "Ghute

access t t e server only by purchasing a correspondmg audlo CD Thls
must be considered a disadvantage in the age of the digital Internet

100 economy.



in contrast to the Napster concept, does not require a central server as
interlso nediary. The ability to identify the client subscribers of such a
protocol and the associated possibility of taking steps agai nst the use of
t hese technologies at a legal or admnistrative | evel are now bei ng
under mi ned by cryptographic anonynity #echni ques such as have been i ncl uded
in what is referred to as the "freenet" protocol. 165 Adequate protection
agai nst unaut hori zed reproduction is a basic technical precondition for the
possibility of sustained billing of a paynent for the use of digital

content by consuners. If this problemis not sol ved, econonically vi abl e

billing doesgnot ﬂ@péa?ést.ﬁpéisfhgl fact thab tite (Rlllq %B&%gﬁlgg clf%Fe BBVS!:% rating

present thenselves for t ose are Wi eh
digital content aff@mythe PP'kYGf é@Pﬂ?é@W 6\/6?‘"@%‘@'&1 goed utality, shel itepnsnwhich of

physvln calh gat a car egs SOrsgiﬁényaﬁanEaedemltHéla\(@w am mrfuﬂﬁ@ﬁ'nérer@an dad/ or -
I N | C |

les in or.ati.n i tal content W t h stegan
ogr aphi ARy concggl ’E‘HHPH fB'? 8\3?{ thed f’EerrP%tdetEio'é'ga ?Mﬁeqerﬁif*‘ﬁé’f EXRARTh 1ao
provi de infornmati dnumammwnmopyalfghherstoas mquﬁht?htheré &8N GEnEve el méhsal d
files and which c ed t [e esetln t he
il e Lol BB P TS c@rqnggﬁys (P "aRE b pialyE PR e

digital content b e consuner
mani pul ati ons. 159°W§‘|Q;@dﬁésMF3 i@ files &pperad‘rarg@ met @nyptfogrexpivipie, key s

whi ch are necessagps drighsy mpieeléttwsfbdt%&t%%et&me anlérE;%t e deshitdihe,

reliabl rot ect ed agai nst unaut hori zed cess partres, in
parti cu?{QIrO al so att¥ W}?V@%ﬁ%‘ﬁ’ﬁﬁﬂ%‘m%?% '?,edﬁ' %r@ﬁé‘ﬁ? é!ft'b%tﬁﬁéﬁlaarl y

advant ageous! y bynumhtweider pablid Mensh@utugunagamhéém Bhtheadudi®cDBavi ng ot her
interested conpanies put on the market, 1so special equipnent whose
functional reliability the service provider trusts and in which, in
particul ar, #rypt bigalphitke Kegwossry inessensian qfr ef evitdilly dugio e CBN$ endtn

special seal ed asgquivhieRs tol I@giﬂ’ﬁi&@ éWhér@hipeo? Qﬁl@nh%l cdRes UL ESit §ESie that

the cry tographlc k S, _store m ar.e del eted I nstant aneousl as soon
as an a{%[ Senpt  at IE)'ﬁl"&t T"Ef‘i 4%3'%'1@@ 0sdR. Whigh afidic LRscafsi isgt far Mf‘eﬁmar ks
in digital contentimédestheodwnemtoi third|dfartigsetxahushueiy eoraths yrirpostesr gdning for a

practical way of Qééésb?gtﬂeﬁ ferld}e Use of nedia by consuners. This also
requires, on the part o e service provider, nmonitoring of the |evel of

equi pnent by nmeans of which consuners bring about the use of the digital

z0o content. Pcbsfsuﬁlwa&oqﬁnﬁamfoftﬁéﬁﬁwcﬁ%nﬂ @beﬁ.nb%Si%éWﬁént%%‘nbé&ﬂéf‘ty
t he service @fgvd((?@ E 8 ders tr I'S cons&ruct such t hat
sai d eqlf’pment °f eﬁ’%sc{)' pda@ 8"%1%’55 %"g?%fﬁﬂ?’&\él %Psé?fﬂéedéﬂ"%m/?i’ﬁjﬁﬁ%"n
i nf or mat i on #edUnited States has developed another business model whose users are

provided with access free of charge to, in particular, digital content which are
present as MP3 audio files.

125 In this concept (peer—to—peer file sharing), there is no longer a central server
for storing digital content; the MP3 audio files and other content are stored
exclusively on the local client computers under the control of the customers of
this company. The central Napster server provides merely the function of an
intermediary, i.e. it receives requests from Napster customers for a specific

130 digital content and then supplies the Internet address of client computers from
which a corresponding file can be retrieved and downloaded. According to this
system, it is only possible to retrieve what at least one Napster customer keeps
ready for retrieval and downloading at a given point in time on a computer
which is under his control. The original business concept is based on the idea

135 that the noncommercial exchange of items which are protected by copyright



7 evaluates it in a suitable way in order to effectively prevent

unaut hori zed use processes, in particular unauthorized reproduction. 205 An
exanpl e of such a technical infrastructure is known fromthe SDM (Secure
Digital Music Initiative) project. Generally, devices and net hods which
have the purpose of technically inple25 nenting the nonopoly position,
according to copyright |law, of the copyright holder or his |egal successor
with respect to digital content are referred to as "Digital Rights
Managenment Systens (DRVS)". Technical concepts for DRVS are known, for
exanple, from US-A-6,112,181 215 as well as from US-A-6, 138, 119. However,

such a ¢l 0SeduiaNpieab il ERSTUEbIIE ! HLah TRB Ll oPRod %ftgqec:'tgle

and sustai neq basis, prevents the consu
content whi clf Being,assusmedhthat i'wcwrrteﬁ@a'datﬂrmdlqov evtl\d'e'rb\dNepstaodogenoQZO

sol ve the pratftiage Qi\epﬁémdrhhié%@s-pfrl%tea%hm%&‘rb&fetﬁé HdtRb &t 611 %tfralﬁﬂ%f on
of, billing ital content over t

by means of gﬂ?@nge{ﬁ%ﬁ'ﬁtcgsﬁé?‘?l'w WSGEMSIO hrave. eNé’V@r?'ﬁé’l that the husinesst hod

accor di nge t o mdrelideeenbt combly atdbadtvithutiengualibiihg brevisioes 326.DavbPaghor
digital nediggontent, as well as in a corresponding device, providing a
connection to a DRMS which is cryptographically protected agai nst m suse
represents only one preferred formof inplenmentation; such a

crypt ogr aphi wntﬂ yh@rmoem ePRS- e%rrwncaB&O'tHér%' ) %Cpﬁoiﬁsﬁéln AR RS Wi th
whi ch char ge rmatjon ca% be added gtl cont ent by means of
sui tabl e tecﬁﬁﬁ E‘Hn?:gBszo AN8NRY ﬂTfoFO'?e'%‘é'Pﬁth grensePreddee fdiepl e

ri gh\tNﬁ eer k upwirens) . gibe, copyrights sofba@&dl @aneém r(ds‘mt ﬂme@@ d\@bhyﬁcéaa?guage)
an ose i cont ai ns
Sé Spg nif*c%ﬁ{ algﬂc@ﬁ% he RBh IQ%@CI&}# 8? % or%er tof %[en?mﬁ o is

measures for ge scheme’ |

sui tabl e for cB#og m%éé’g@i%gp@m@tﬁs Paypmgety @vensunder the appditenhesf #tei | | do
not sati sfacimetrey e66orfiypr obl ens arising in the area of the technical
execution of billing and paynent processes. As things stand, such closed
systens including a DRM5S will gain acceptance on Zao the market only if

t hey al 9® pr bvtmsacmmext;mmmmt approacies whiehi Basafy wash aggfevbﬁtcmetbhe

f hi b
Ponsuner . _Hobaerancactibns bhhe iBfky i Sl B iee i RN nor
be prepared P %WtémﬁtQé“je%fopfwéd&férthmgfpmmpdbpr\f filtetimg otﬁstbe dhtedneti t al
cont ent; whatlatasstrdagny, fse6mnto bs pF@Jlé'tﬁétlé hSn tR€ bnd rﬁghdtﬂﬁ d@ﬂ@él'aﬁfdelmﬁglf the

n

bi |l d t f
n this rospbeboRt {CRcaaliShciier isse consppiomulydalTPomesias coce st at o

of the asa. necessary wide scale. On the other hand, new technical concepts for protecting
the exchange of files through peer—to—peer transactions, including not least

against legal or administrative intervention, are continuously being developed.

An example of this is the peer—to—peer file transfer protocol "Gnutella" which,

in contrast to the Napster concept, does not require a central server as inter—

160  mediary. The ability to identify the client subscribers of such a protocol and the
associated possibility of taking steps against the use of these technologies at a

legal or administrative level are now being undermined by cryptographic

anonymity techniques such as have been included in what is referred to as the
"freenet" protocol.
165

Adequate protection against unauthorized reproduction is a basic technical
precondition for the possibility of sustained billing of a payment for the use of

digital content by consumers, If this problem is not solved, economically viable
billing does not appear possible.



One of the problens of previous technical systens for distributing, billing
and paying for digital content has been that they are based on concepts of
a 2so purchasing charge schenme or subscription charge schene which are too
i nflexible. For exanple, systens are known in which, for exanple by nmeans
of credit card paynent, it is necessary to pay a full purchase price before
a file constituting a 2ss digital content can be downl oaded from a server
This leads in particular to a situation in which previous free-of-charge
viewi ng of the digital content by the consuner to determ ne whether it is
sui tabl e, pleases himand so on and so forth is no | onger possible. This
presents7§.considerable barrier to the acquisition of a digital content by
purchasing as if the customer is not satisfied it is 2so generally

i npossi bl e t Erymographic tanqeptcwhkh mreserd, themselves farsthis purpose aexanpd iy t he
purchase of g, sical book or a CD, it is very difficult reliably to
rescind fromt consuner the relevant right of disposal over the file

whi ch has been supplied to himas a copy. 2ss On the other hand, systens

are known which pﬁ[e@ |hcé||§}2>'r£’tﬂf§;98@ﬂ9t cé‘it@ﬁlr htb:uéhbf?ﬁ)u?éd 89&4 bbﬁrgth%f et

paynment for digital ,content us I deo on denan wever
such sydfens have? f‘ﬂeb\ﬂlrg%fmﬁaﬁk &’g’es‘Pﬂlagaﬁahéarﬂ'@fsalsp% a8afbse exelusinglypin | i ng
process i s associ ahexypted forthangfoesence of a data |ink between the term nal
(client) and a server of the content provider. Al though the costs for 9
2~0 data transm ssion using nodern tel ecomruni cations equi pment are

cont i nuous! y —dr opf? Mhich filessinegrrosating, digitak sphtent @re erawdedwvitth stegahen

consuners use dig 'ob?épl'ﬁéHIWQanc"eQI%M lmdrhaﬁbwab’e?eﬁéa' %o 4Rl "Wa?éﬁﬁ’a‘?k@dwﬂ‘u%

secure access to te ni cations net wor k E [ ow c?' ~S ort ant
soci al d%ect rel Qf?‘ﬂ Iformatign onythengepyight statis piit Srit%\"s tCHBt fher to
be able to act anealy!rfﬂensdmd wihivh caonot bée rgmoeed agaif drone xeafiles réb’reMtﬁ‘fgaSI ng

physical nedia fo t no 0
01/ i ng. ana- payrer Butel SYARRL o8t cBrRier MO Bl B P ainalelethics!
Internet in parti @m"wu'aﬁi@ﬂaased on the possi b| lity of identifying the

i ndi vidual 2eo consuners. There is a need for an inproved technical
i nfrastructure for andh[)a ing for digital content in

in
whi ch t H® coﬁguﬂré?sui‘a# H?‘%&paé?agcgn pgraphic keyscwhigh ateanecsseary: ire
mar ket for ddeérypt tberfilesithazadta be eféedtwblyf and trelifitsliy codoteésted eayainsteaty Wi t h

whi ch digit t f
sensory per oLni T hoRed S8thel bR HARF DTy, PRI B hedede D s Kl 1 <

gi ving rise TBisacap de U’Hpﬁeél%ﬂt@d mﬁté&f tadvaataaeeusly divbednteshtprowvidetsi s
technical i nbnﬂmbrmfﬂérmarué@wmmgf&heﬁ [HRerGYRIIBrhparlied éu@oékrgé"h?‘a'rk‘e%”t
dlsadvantage i f ivers se to | ar ge er of pilling
and payrfEnt §@/%°t'@r?é‘u'qfﬁe@ts\ﬁhﬁgeaﬁﬂcggﬁaltrﬁ@’t?"lét!lﬂ‘? sB’fV'Q%'P"g’ U{]ekyé%ﬁ 4 W ¢ hat

t he consuner whicheimp pettiedlarocryptagraphit d;evmamr imckidieddpreferably foorikampleinv t h
providers of smél%%mgya%%@m.eé Gk vﬁﬁé\@uu Jﬁé F%hhcgﬁﬁéagﬁ?eve 'sﬁ?e tgggg:panl es

for nobil e-radi o-base aynent systens ance
of techni cal CFYHQ%réphle&euﬁééoweérmtm"be'fﬁ delefasyingtastananusiyops §eon tﬁSIaﬁ ng of

and paynent &fsm@t 8i inahiptfitiodné defecR®y, cep295 tively reduced by these
di sadvan% ages. The object of the invention is therefore to specify a device

and a "rod for distributi ng, billing and paying for digital content in
whi ch t he abdhersedditepofdvatrdwarksdg digitat eortent doeshest, oritsaifeyerqsrevigiach i n

whi ch, i n paﬁ&ét&lHL-arbasi% f0P8 Brafal WAy b bilficor B dbs bf Ml 8 Eoudiers, .

possi bI e Wt out a permanen bi ' ng” Server
his also requ1res, on the part of the service provnder, monitoring of the IeveI of
equipment by means of which consumers bring about the use of the digital
200 content. In this context, the equipment whose functional reliability the service
provider or providers trust is constructed in such a way that said equipment

filters out the steganographically embedded copyright information and



10 The object is . achieved according to the invention by neans of the
features of the independent patent clains. Advantageous refinenents of the
invention are 305 contained in the subclains which are respectively
referred back to said clainms. The solution according to the invention
permts an inproved technical infrastructure for the distribution of,
billing of and paynent for digital content, which infrastructure permts
the inplenentation of a partial or total departure fromthe 31o rigid
connection between the use of nedia and the purchase of nmaterial data
carriers such as CDs, DVDs or video cassettes. According to the principles

of the conveg{lQoak iUifa %thgﬁg'v@ay A‘Sr&?%%ﬁhn@&g‘ﬂ é\?efnt Jr@ﬁ%oq'ﬂeg

pur chasi ng transacti on, a carrerenit

cont ent r ecoPEREESERS: in Pa@ﬁﬁ'ahé"@&hoﬂéeé‘ f§§TQiRt§(tj99 at his own discreti on 315
- on thegpne hand this approach | eads to a situation in which the full

pur chase pr| the consuner. uses qnly a rt of the
content st or Fﬂ% 035':’&“ egpthgqal infastr ucf%eaﬁg??‘i"ﬁgfm%/ﬁée gﬁé\élr(gﬁ?ﬂ’ieon of
medi a cont enDngltall Mupit Initatise) mropeett mar ket i ng of physi cal copies requires
conpl ex and costly logistics for the manufacture, storage and retailing of
the data carriers. However, on the other hand, the physical nature of the
data carri er Sepsmllyedenices antbmsthodsighish have the ugesset of techpigalty inyple e

CONSUMBlyd O h@dﬁa@okhednsﬁapapagdsww a‘é@éﬂd'idb tcpeemm lahalof the cHB?t‘?%‘ﬁtr ol I ed

dupllcatlon f at rriers is i ci ent ractive

consuner, ﬁ @? q'lés F%a\ﬁ%%ea?mtwgﬁémﬁcs to ﬁ}v%f#(%"feﬁt ﬁﬁ%’?f@"@gﬁPéé‘ or in
vi ew of unav@udﬂﬂlmgﬂtsd\nammem Systdmd (DRMSK) s such as inevitably occur
when 330 anal og copies are nmade of content on audi o or video cassettes.

Al though the_hi gh transaction costs due to the physical nature of data
carriers areTachniealtdonsepty fer PRMReeadkmgwveHer exampén fom tUS +Ae 6rdi2pt8isi cal

di stribyfd onaelvefliaificrh U nAeBl13gvQp, data networks, at the same tine any
possibility of distin335 QU|sh|ng bet ween t he "orlglnal" of afile

representing digital content, which was legitimately acquired through a
pur chasi ng t Hamexet,i suth arulbsydptefehnicuhinmsmcmre wifh @EDAMS: tHig] om rahual |y

without ef f 05ﬁea[vev§4&9a§ta.hga alsf Br&BNthe! Sodsiffer (O Inbkdh§ 3! foe of,

di stri buted t%/mover ata S suc t1cC
the Internet! 'QL“HECGF t Mehichois Bet aetherized ibyi thel content pravjsler dees O@tgwt makes

any 340 2§oenS§oMBQﬁ§ pPPR}AIEM of permitting as far as possible flexible distribution of, billing
of and payment for digital content both over the Internet and by means of
physical data carriers such as CDs.

Nevertheless, in a method according to the invention for distributing, billing and

225  paying for digital media content, as well as in a corresponding device, providing
a connection to a DRMS which is cryptographically protected against misuse
represents only one preferred form of implementation; such a cryptographically
protected DRMS is not absolutely necessary.

230  DRMS with which charge scheme information can be added to digital content
by means of suitable technical concepts are known. For example, the XrML
(Extensible rights Markup Language), which is based on XML (Extensible
Markup Language) and whose specification can be obtained at
http://www.xrml.org/, contains measures for configuring charge scheme infor—

235  mation in a form which is suitable for data processing systems. However, such



The solution according to the invention is therefore based on the approach
that in a digital econony the purchase of copies of a file representing
digital content, with the subsequent right of disposal of the consuner
acquiring the 3a5 copy, which right follows logically fromthe purchase,
must be replaced or at |east supplenenBed by the concept of the granting
(generally for paynent) of rights of access and use ("access rights") to

t he consuner, who however is as a result no longer able to exert the

rel evant right of disposal over a data carrier which is typical of its
possession. 350 As a result of this paradi gmchange away from purchase and

owner ship an rary. Of -3Ccess and us - on
the one hand BPRsFnes SRS MsREAEtarY sfive s dBlems prdbo 7 tag %ioa Shihsss
represent di gﬁodwancab@mcelﬁpnmlbﬂmﬁ s paymant piiocesssisnce a suitably configured
technical infrastructure nmeans that the possession of ("original") files by
t he consuner |s no | onger decisive for the yse process; whereas in fact in

the context 6 things SENG, such dosest snsteme inalyding SRRMSoMilligain agaeptanss osuch
can in pad ncithy mabiet omp} Edhwdlsdlpﬁbmdbuh@doﬁ%umeﬂ W|th>bdré”€btlbw&wmﬂag?®0

h d ht
accordi ng ¢ oprakedhe pi<R% of the SRFSCHToradefy 63 Veeclesa B elaie sy
i nfor mation e eensusneretiovexaey ltl@ alsrenothat aildheem’se dhattdoms@mleeswoald not t ur n
has to be kepp siephfdd Yo %@%n&g@é rt8'th§2b @b&u g@# i @gﬁlusé%‘# aighfh the

other hand, the risk aris] ng rom-t suner o

conti nued gr SAREERY What/is gignicapt 'ﬁé%t@%ﬂ}?rfé“trtf“@htth§ ’BPdi’Jg@sl?f/ﬂ!%*ém@@ra\ﬂdce
provi ders popeaymieat pyodeesesTes rgjt&ﬁirﬁﬁspbﬁd&u&mstdrﬁer%oﬁ)\tlﬁt@é%t IA ehik 8spect,

< based on HR° ate kOB HER AR AThIN BrerorfrpRat ataro have

access to a service provider who is willing, ready and al so actual ly 12

able to Proves diftfe §oNleRRs bOpMIdA tblMIEHI\BILRS o ARHbLUAG BlhnbNindPas! ©

of rights of acces use. e service e rovi der, reasons,
r

cl oses down RP¥NGy rf@@ga'oFo'HP%Bﬂfltfﬁf@sthﬁ BYiafg Basedeenreancests eh@ for
exanpl e 2for pomhasing cleRrgenschaime ror SSIRRADEOA OckFy €T stllenid @ASiEH €are 3rod t he

consuner is L(%neger able to access his acquired copy, which he has taken
into his posseSS|on and archived, for continued consunption and use,

sonet hi ng whi ch woul d be possible with the purchasing and possessi on nodel .

Sao The sol urppéexRge! §istémt ard %WHY@Wh’i&Pférr@(a e %y%@é/ﬁsdﬁ‘screachard

partl cular, a techni, caI infrastructure wt ﬁ{a conceg access and
use i s made PBYWRANE A5 pepessanpiepay afull @Hf%é%ﬁ'@e@ﬁforéra 'G[F]S’Iné"r'r@ﬁﬂgtao t he
pur chasizssy adiitabssmetent oan Ihiﬁdﬁiwnlaeéedl'henﬁsmfﬁwﬁerofrhlsﬂbeaé at bﬁﬂlcala‘ﬁﬁbda

nodul e into t C t ention_as

detail bel Owﬁtfﬁioﬂn@kﬂ/g% Blregss bfe ‘t%"es°h3¥ Tedieydne l?;gégéﬁ%pa?&;ggegg&yon
the right of th?s@r@um%émdewml@e whpﬂwufclalsuwwecplemmm andisé bh@ndtsot o
duplicate anfbersttﬁkﬂdﬁlfe? dd§§i%leoq1h'?§ Sﬁesfeﬁfs é ESnQB&%Bf@BaHn@r Fo RS GEqULLD! €

formthe rig tt ff a V\C aretrar;.\sa erred hi By virtue of the
advant ages of ipR of & figitel rentertPyPHEFhaging s ifﬁ%ﬁFf'tBH‘qrt's ingt sausfied| ibis; o
make chaeoge gexenally irgposxilie[tb severse tHiEpur_Sma@é sithcg :ha'ionmambpf@r énanple,
PORSHITE! (oo helicLd ¥P o SnaRAPBOLR A DN it E SRHY kAR Misblv f BEYfiCY

facilities e consuner 1's provi
i ncor po3ss r fpasthe eRnsiurgr fb@rf?@ﬁ?nt riglatnoft Wepmﬂé orvanthe fileuwhicbrhmaschesini t y
standard is ehsplie@to Himes d foPntrast to noncommercial free-of-charge file
sharing facilities, the consumer does not need to allow for files which
have been condltloned in a 400 technically inadequate way, and
265  On the other hand, systems are known which permit use—dependent distri—
bution of, billing of and payment for digital content using the "video on demand"
method. However, such systems have the disadvantage that the detailed nature
of the billing process is associated with the presence of a data link between the

terminal (client) and a server of the content provider. Although the costs for



- by virtue of the concept - explained in nore detail below - of the status
rights and its technical inplenentation, it is possible, at the conmerci al
| evel, to configure products which provide the consunmer with attractive
13 aos added features, above and beyond the file which represents the
digital content. Technical portal solu®i on aio A first aspect in
conjunction with the invention is that the distribution of, billing of and
paynent for digital nedia content can be carried out for a | arge nunber of
content providers and for a |arge nunber of consuners by neans of one
techni cal portal data processing device. In particular, wde area networks
(WAN) c be e oth .by content providers to load files constituting
di gital %?:oont gﬁfﬂ aasrgsrglﬁf' 'SXt%én%B?qdﬁ?n 3%\'?%°'BFB’6‘é‘?§'PH@ CLRTRRNt AR FORHBY by t he
consuner to Quslvldradpingi i is icugenfly amrediistic poessumeldihat whert esssurgerdeassece.
Here, in par bigial @ontelt MEROWIMEN Sy HRve" hfeliotee! Hl s¥8urengiodsgua)
transm ssi on €#Hi!sp(ggi fi c_ﬁ{cégnt ént "§¥1 de%gn%}ﬁh%?gﬁcéa(goﬁﬁ]gg%gh g@éﬁg?@
processi ng d&RICUMPWnicaigas networkeat low ¢@ftch i s operated at the consumer
end, and - nondirected transm ssion of specific content by "broadcast”
techni ques fr,omthe rtal data processjng device to .a .nopspecific, nunber
of a2s &ii/i & mqr&af)rgoso&flfsggft "Sfattgntu s use é“%?t'éltn?ié’cpgoﬁr?fc@?si ng
devi ce can akeunsuraertyde algbits act armnyassishnadhers acquidng ahddig, ffobéxdnmple bgat a
fromthe devj IC . r Ny: L. sis of
'pgﬁ.:f\a% &ﬂf&éﬂ?@cﬁ@#ﬁé’%\i *%%&B%ﬁ%ggk.t@pgw dl%lgai Jgsgn—

this billing data |t can rfrorm e char o for

use which ar 8utignpilling; andhpayment gancaris alsingodatarteafic metwwerks suchtasethsi | 1§ ng
?L t he { oyalOI triteset on tparmilaidér@_ Baddedi cnditrlvé sueéibmmbfe{&etnﬁwg q5s %diﬁg_ﬂﬁﬂ ly,

e por rocessi ng_devi can. al so carry.o e correspondj ng
paynent 2pr chélgsetgpgrgsiﬁ?rlequ "ﬁﬁﬁﬁ?r&ﬂ 5‘???\’5‘3%&"@@Bﬁ?sfrf’cﬁ“ﬁ%?%dﬁsttﬁb'dat a
processi ng deting.ebillingoget paying for digitaldmntenthivdticte thet emisudferrvamesissi actowner s
of rights argngw,hgggg jointly: 14 - on the one hand, the consuner is

e

spared the need to enter into a number of individual contracts with owners
of rights; all that is aao necessary is a single global contract with the

portal operaltas knowRthatiothttAe mdiRétor UifitaPBbhtBht Sid thePFrRFIRT SbMN@cANRhEM Can
be set yp to_be a &ﬁnt. nt .archi ye for al W

the files th digital content

whi ch h&ve eJ8Y'PHY whichdiaifal content, gap b meBWdttﬁénB&Pgé'i‘meg} Heor i s
pl aced, in a&yntofqmtsbgopembpﬁpnmeccbamtmizedim alepeloficoarpetitioa sehich sy a
type of "guagRiHPrisdfSh Wi&@va?’l‘%ﬂlmf rclﬁ?é?ﬁﬁttteERniEg'Ieefrﬁch&in?é'nt@fﬁhlisa@chEICXI of
the service which i1s associated with the right of access and use.” Even if
the owner of INRSUHEYKE. Mawewsrs frribesusianperdt iser significephdisadvantagel detbisnot
wi sh to cont diveesityealagighgsaiisk & & hrgeNirhbér 6EBINRGLAne phyhest fyseémsr pd to
as 290  practice, the result of this diversity is that the consumer is expected to enter

into numerous individual contracts with providers of payment systems, for

example credit card companies, companies for mobile—radio—based payment

systems and others. The level of acceptance of technical infrastructures for the

controlled distribution of, billing of and payment for digital content is percep—

205  tively reduced by these disadvantages.

The object of the invention is therefore to specify a device and a method for
distributing, billing and paying for digital content in which the abovementioned
disadvantages are diminished or overcome and in which, in particular, a more

so0  finely detailed billing process is possible without a permanent data link to a
billing server, for example.



4so0 "abandonwave"), the consuner can be provided with a consideration, in
accordance with his rights of access and use, via the portal data
processi ng device. The portal data processing device can al so be confi gured
in such a way that it ass can be operated as a conponent of "Peer-To-Peer”
file sharing facilities. In such a cont@éxt, the files which incorporate
digital content are held available for retrieval on, for exanple, client
conput ers which are operated by the consuner. The managenent of rights of
access and use and the functions relating to the billing and paynent then
typically remain with the portal data 4so processing device. Ofline node A
second aspect., relating to the invention consists jn the fact that the
billing ass gfha/%’#e%tﬂgaﬁﬁ'ﬁﬁi‘ﬁﬁcﬁqfd%%g? MR HEY Eneans Ot the featbeesi o ¢ he
use of di git the indlependentqextemtatlainec dsivantahyoue efinemdrgs obtd ipuestibrsgreas t o
be sync no ' : KRORERA i ' ding on
the cre ?f pg??@y&égflhgﬁﬁg gﬁﬁlaprov;ﬁfggratéégﬁ%?ﬂ%?@%&n@&%%? gﬁ(ﬁgeg’aﬁsumr
can be allowed to use the digital content to a specific degree by neans of

R P A A S
particul ar tgﬁyﬁté"ep ttg? %Eférti%“t'o %?E{“Blge%ftsq Yagntdor &9#? 'F‘Pﬂqswﬁi%. " For
thi s purposejnfdistruntyire peimits the ieTplednebtation @i atpaetid)ior kotabddparese frahi tHehe
ocal 1y o ordis Eidchn chiBEn 4RE L35'4h theia Sal P8 FPPRHITS: ebierLugR! T
basi s for bi Fairigss sueh es@Dsa VRS py videgitassettes: decputing e tha iprisciptasoofded

data is pref gieabbiverrionaPdse B Milis Uhbaddn8uies @EHLPQ&,QEFO@% rbi%ts'chggisn e

unaut hori zed_mani pul ati pn in rticul ar, by the cqnsuner.

to provide fJfM® '°E'oﬁ§lﬂ'92¢ CeRY Egeé’lhb’ﬁ'c%sg?ég gargiep ¥dth cqanienfrgeprded eolfer t he
credit risk andiepaocsssail aipytdtdisisenafiscdetipri:al content which are to be
billed ljater. It is 480 preferable to have a systemin which the risk for
the content provider or the billing conpany is [imted by the fact that a
further use of di §ntte ermtend. this gpeteashelgads te teesituationoirbwhishi thewfilich has
been run up exceeggrchasPefichiis chiVgRahiled i¥ fld!Eonduhdrifes Uiy Qf;I(atrPSf edi tal

content is not enabled . again until billing and paynent have taken place.
485 Card nodul e ACPﬂfeths%%%Bf‘ﬂb‘? deR&aiffention i s that preferably an
exchangeabl e, nodul e-1i ke elenment, for exanple a chipcard or a flash nenory

nodul e, n be us | 4::450 r i f i i dentity informatiaon,
bi 11 g i or mat f dé’rrd:{}sz’a *ﬁén{’}%ﬁ*#@ﬁ’ﬂa?{ Sfmé"q B e T
necessarily need fprketinghpbohesicalscopiesareniuines domnplex @ndosastly legisticsi§er ot her

forms, for exanpl ehorRnuidtisB, fbmgeliddietMidPsr the 2atd tanbaent, for exanple
sewing in or bonding in, to itens of clothing. For the sake of sinplicity,

the term"card nodule"” will be used bel ow, however, other forns are also to
be expr essl|y—consiHbeveser,asn ithelatberdhamd,t thiesphytsieal Hatureasfdtheodataecdreisrsan
interfagg by nean itYBLE it x%@@ a it r ' el N
particular with aﬁﬁﬁégﬁhg%é'gh??ngﬂ?_ I %f(g%%u?%b&?%@ngoaggrﬁgﬁg%q‘eor
maki ng digital cohfBdedsamrasetivaleeasly; Reovidatsiiet thepynenniraded dplicationsai d
pi ece of equi pmenbf hRe Ngats edapfigradist SufREbAtY Amattrieive ok RRB NEonsufdlrs fekat a
transm ssion may take pl ace, foF exaggl e, I.n 31,I i ne- bound, fashj on,
example in"view ot the effort ihvolved in making copies or in view
unavoidable decreases in quality levels such as inevitably occur when

330 analog copies are made of content on audio or video cassettes.

Although the high transaction costs due to the physical nature of data carriers
are automatically eliminated by the changeover to the nonphysical distribution
of digital content over data networks, at the same time any possibility of distin—
335  guishing between the "original" of a file representing digital content, which was
legitimately acquired through a purchasing transaction, and copies, which were



505 means of electrical plug-type connectors, contact fields or connection
i nes. 16 Likewi se, the transm ssion of data can take place in a wirefree
fashi on by means of a radio Iink, for exanple according to the Bl uetooth
standard, or by magnetic induction or visually, for exanple using an
infrared connection according to the I#DA standard. 5t0 A card nodul e can
advant ageously be used in conjunction with the solution according to the
invention - for the distribution of digital content, for exanple by storing
itenbls specific address information, i.e. reference information about
network paths via which digital content can be accessed, or by storing the

' | Ll . modul e: - for. billi by
Storing bi 11 ey arel Aty Stk Ak 5 ABBu et Fig ooy sopu iR by
storing dat a fifF aRigabPutedudiaitellvgves Watairaffic petwortkesuph pseint particuad thend t he
payment pat hintefrieldtie Gastihctin Webwab’ CofiGinhl Idndl &opyh r:‘\oPFHntg'eF;J-hé\éesng%t ract

bundling as the card 525 nmodule can be used in conjunction w er of
i ndi vi dg’é? piSSE%estFtsé’aﬁ?rpnent for which otherwise it woul d be necessary to
concl ude separate contracts for use and paynent. DRMS 530 A fourth aspect

' i S . ' . Whi i ncor,porate digital content
ar e prof or ablydouFiseofthg WOihe DB s/ RS PaRad i heitpbrandhier o .
i n conj unct i #h aidigitah egopein the HuccIBRIB! topiesf efc i filel vepesarding digital

unaut hor i zed cofton®f with @hé FubSeuIE trighVVok Rid s RESE hﬁeoﬁémnlﬂéreaé{uiﬁn% the
crypt ographi ¢ DRI\/IShbérL]I 25?1 35@ neges_sawf to store the key or keys, the
crypt ograéfghi EORGYWNER ntdrlows deaicaliy, fregy theawrﬁhfiﬁrd@kéﬂy?ﬁ rejagaseor at es
repr esent i ng latisystpplecmEmtehby tha canseptt cfothe érgﬁﬁtﬁg (—‘%ér}éﬁgw fo? pHWer{thgf corm
consunmer can | Vi ee istributed in encr e
In this cont é@f‘ Fs %%ﬁgggég@gs%ég&’gg?'@ﬂﬁsg)etgﬁhf’\ﬁt?nﬁﬁ@&' Vé'?%nf’weﬁﬁyg as a
di f f er ent i at E@Bult nq jongey able to exert the relevant right of disposal over a data carrier

which is typical of its possession.

350
As a result of this paradigm change away from purchase and ownership and

toward temporary granting of rights of access and use,

- on the one hand a solution is provided to the problem that files which
356 represent digital content can be copied at will since a suitably configured
technical infrastructure means that the possession of ("original") files by
the consumer is no longer decisive for the use process; whereas in fact
in the context of the solution according to the invention the files as such
can in principle be copied and distributed at will by the consumer
360 without adversely affecting the interests of the owners of the rights,
according to the inventive solution, only the critical access—rights infor—
mation which is necessary to use the content of the files now in turn has
to be kept strictly under control using technical means;

35 - on the other hand, the risk arising from the dependence of the consumer
on the continued granting of rights of access and rights of use by the
service providers potentially becomes greater because, in contrast to the
conventional model of purchasing and ownership, the model of access
and use is based on the assumption that the consumer can continue to

370 have access to a service provider who is willing, ready and also actually



- when a card nodule is used, the nultinedia itens can, on -the one hand, be
encrypted in a decoder-specific way, not in a card-specific way, i.e. the
card is used for providing authorization with respect to the decoder,
whereas the data of the files representing the digital content to be used
5a5 is decrypted by the use device by teans of cryptographic decryption
keys stored in the decoder, and is converted into a formwhich can be
perceived by the senses'. In this context, the card nodul e preferably

provi des authentication for itself to the use device by nmeans of suitable
cryptographi c protocols using the data transm ssion interface. 550 - \Wen a
card nodule is us o)

encrypted in a Caggl’e trogﬁo?ﬁlatthé@gr'v?ce tB‘Wﬁicﬁg{E c%@oﬁ‘lgﬁls él{iﬁfed%'me bl?agls

card is used to seobrightsiaf a@ﬁ%ﬂ%%ﬁdh@éew@tm@w%wgrwmatqvear%asrae&essary

to decrypt the di aldsaé d@)Wht ﬁ.@tbusmesbejrrwsmaubé mdr@etﬁ@a tsbaaﬁéncbniemse
decryption keys t ata transm ssi on

er via an ade
o e o of Tar i miador eppndafi eASSThe' i thebarse. Bh ekl AR UR ed. oan
t hen be agecr ypt ed they comsumsreisdsy largebpbleetngcaess thite acquipdogomp vltich he

decryption keys V‘/ﬂbgtﬂa%h'%n{cf ﬁ@%ﬂsﬁ&ﬁs@or@ﬁn&%‘%lﬁ%cﬁ fHPgHﬁnex ?o ﬁ'};d?fotnEd

into a formwhich can erceive SO senses

schene nodels A faﬂﬂwsassem@ﬂung tVY‘IECh Myt iberpgssilie ayith the @wﬁbaﬁﬁa a@ﬂ
digital content igpokesforspotiered in a finely detailed way and billed
fairly. This nmeans in particular that a possible way is provided of
enabling the consuner to pay a charge to the content provider only for

t hose paed i obe odolutidrt iavedtiding te nthe viniveritidre tineaxsfané spromictesalin ypautoedar, laf onl y

a part of a F@i{hhia%?%ﬁa%?&%ﬂa%&ﬁ%h.dﬁ ]@' ?ﬂrp&zﬁ'&l gc%ﬁspﬁﬁd"lﬂ% B ﬁi}%

schenme whi ch

use of the effahnically Pessibieras aaemla@qmw@tqfoﬁr F@%@an& \KE%RUEChéﬁmQ and

i tem speci fi pobderBilonAbas: | evel in which the billing is carried out

i ndependently of the device according to properties of the item and 18
S~Ss - an equi pnent-specific equi pnment charge level in which the billing is
carri ed seut iThelegspederdf| integratidge a temt avmbriaiinty Bosq@utiprerdadcesding tohthe

equi prrent . i efBiad egilaa;]&% gt FENELHAA56 HERSS Rhedkinhd HEMERAY 0°

| evel and SsO equi pre gher char ge
can be demand#g" pod msspts%ﬁm 3s the r@t@@éae &80 bemeéc,te aowh\éml phiest Wiiahc h

permts bette diiQfend aluphBatdUatd Hirthdriid36Nin&6rpePdtes b@fi Ttl@é consifer iRl ty or
the like). sag BaALR fons ths MeRlSor Rk Willeh bR Ra o0 RV 2re
390
By virtue of the advantages of the solution according to the invention it is
possible to make charge—incurring concepts for the use of digital concepts by
the consumer more attractive in comparison with free—of—charge file sharing
facilities as the consumer is provided with more than just a file which incorpo—
305  rates a digital content:

- on the one hand, a uniform quality standard is ensured, i.e. in contrast to
noncommercial free—of-charge file sharing facilities, the consumer
does not need to allow for files which have been conditioned in a

400 technically inadequate way, and

- by virtue of the concept — explained in more detail below — of the status
rights and its technical implementation, it is possible, at the commercial
level, to configure products which provide the consumer with attractive



- time-specific billing, for exanple listening time used in the case of

audi o content; sso - volune-specific billing, for exanple the nunber of
pages of a pageoriented text content which have been used; - hybrid billing
nodel s, for exanple volunme-oriented billing which is nodified to have

portions with a tinme-specific charge sthene, in the sss case of a
page-oriented text content. For exanple, the charge for use which is

provi ded for use of half of the volune of a digital content could be set at
hal f the charge provided for use of the entire content. In the case of a
digital content in the formof a text item (book), soo neasurenment could be
carried gut for e»saapaeeamrésegss@@sﬁﬂtb%ybngtpéﬁfeswﬁﬁc%dré RedenhetlCbighdy the
overal | nunber of pages. However nonli near c¢ & Sthene 8 s are

al so possible. IncqB®ntion, this nmakes it possible to dlfferentlate as to
whet her the consuner would like to use a nultinedia itemas often as
desired, lik onvent al. purchased item once paynent has been sos nade
on a single §E€% F%ﬁ“ﬁ?ﬁaﬂai @ limtation of the use processes in terns of
nunber, for a significantly reduced charge is considered. It is also

possi bl g  ASikkPhsiet @?Wk@nve’hﬂ?tw?ﬁwﬁﬁscﬁe eﬂtlgﬁﬁ tHat B8 dfs?r tﬂ.ﬁo‘?ﬁr B‘ﬂ"ﬁ;en

charge as a function o ten|t5|n pages o
used by the et)ﬁ@%ﬁéymegmnGflgftqiénwarcgetenbpam ke casreectwuhf%adetg@rmmb@rd t ext

itemis cal cof abaténepebuaersechnd P& a w@ge rlinfipd rayf wms By fiedink Sofdorielr | OUS

di sadvantage,that the intuitive sear rocess afin thr

billed in an eHYS é’L‘BPVaIC%‘E? PfP‘iﬁé@'“ﬁ&'{%"Pﬁe"‘e‘lﬁﬁE rWé S proang ﬁﬁsg@é‘é@) a

| ar ge nunber cah bpages bath hyoswitehtyproeiddrs il waddilésconstitatinig Ulg’ltal véritbout t he
consuner,,act e S Y ont ent
consuner, act gﬁi& aheheamqja%g%c@gé.ﬁ%td%vgé ard gnssfbg( e c%%%hhe?ﬁgﬁg%nf Ay
charge for tKaidyfilesofrom Mgep‘éﬁ@ efletadprasessing edaviee. cHereul int ea,rtlpuiaeltymas a
function of ehiBddirAehtsite pead@sdwoul d be unaccept ably di sadvantaged as a
consuner in conparison with a fast reader. An advant ageous conpl ex charge
schenme nodel can provide, in particular, one predeterm ned s20 page-rel ated
charge per page disslectiveihdividual tramsheissiom ofexpecificecdraentotont demand" frorred, it
bei ng agsyimed t hafth@peasﬁdaag;aeéﬁsgﬁ]rga@aﬁéé%d Qi P@d@sgg%h.vma bpdidtey 11 e
has expired. This ondil scri m nat or

Furt her nor e, eachagﬁﬁﬁxﬁﬁﬁnﬁéeﬁgswyhed a predeternlned reading tine, after
the expiry of which it is assuned, in terns of the charge schene, that the
s2s consuner will have been able to conplelely absorb the page content
provided. 1f the PPHS"ﬁ‘éthg{&a'FB?'SW‘ @ﬁnge%' e &pPpreot g@’r?%d‘%rsgstéﬂi"éﬂ”% t he
di spl ay consi st enffilogn dhe eportdledata pprogesding rievine emtanioaspédifie rivntsdroot er

t han t hg,fredeter @eOFcQ itb@pt i gmacts, for exanple, as if

t he reader had only usggsa propgfgﬁgﬁ*gﬁmﬁﬁﬁﬁcontent whi ch corresponds to
the ratio of the actual display sso time, in excess of the orientation

tinme, to theThequetadats @eodessidgngevideT®an BRD mBRade Mghty BO atdedsi shdadide
proportion of &Q credit, I

if the consufEr ‘é‘ué&ab% Egtc{?ganﬁ'g%phﬁa%egl%ggéy rngh 3%? éﬁ%‘ﬁg‘?}‘?BééI@e GRRSURErSge | s
demanded of hnmondhe@aalsméwhlsrbﬂm datadhcan perfdrersthexgllingdotioof thei ¢harges
credi t edyy es'f&i*lﬂe Wﬁl@HQFé tdPBe bbl%m%. |ﬁﬁ9fdﬁ§pcodshrﬂe?s gk %\%Hp.ﬁstﬁb l?)hlﬁné Bf

coll ect sss Inme cred ave aril sen

ternination gfe f%?tﬂeéa@ kg Retd EP %E‘q“ﬁd‘aah%é\te@déf@ﬁ/fqeés t*f'ﬁ%"‘/er’fé%hpp"ta'

account. Furdatar pragessirepanddvicen dad eesicdayedut r R Qor@apbaging! payidhs
account . %{ %ﬁe case of equipnent charge |levels, in particular
&ha

ti me- depende ing sao charge levels are p055|ble in which, for
exanpl e, a specific individual piece of equipnent is enabled for the use of

any desiged ifieFarticlarkadV@Hiadeous if the portal data processing device is operated in
a mode in which content of numerous owners of rights are marketed jointly:



Even if the represented aspect relates to a technical infrastructure which

permts fair and finely graduated billing for the use of digital content by
the say consuner, this of course does not preclude charge schenes which are
based on flat rates. This applies both to unit charge levels and to

equi pnment charge levels. Billing 650 Al4i xth aspect of the invention is
that the use of the digital content is billed on the basis of the charge
scherme nodels. For billing, a specific anount to be paid by the consuner in

a currency which is recognized as a paynent nmeans or a fraction or a
multiple of other value units is determned on the basis of the s55 details

Cespect i vel y appl Coahic 8"*%‘2{?5"? R GABNBIETS sedfod it TREE I eple iniauar ¢ wo
secondary aspect s hambesi gfwﬂ wightal congractshavitineovivaard, of trighs;p@dlsthalt eist o
Prepar e, g or the ﬁ@@@éé%?im@ﬁnél@‘@%ﬁa%éﬁtr&ét'@ﬁﬁ fh%tdd?'%IB efdiGr, US€ processes

of digital content which he haS carried out or exanple, 1n a billing
period, from which the consunmer can see how the final amount is nade up. On

Ithet ot her gandt Honhﬂwep@t]fgxtar hhﬁdtmemcmkumta bﬂfcefsélﬁ?%%l*eﬁﬂba@{bﬁ\/dﬁﬁiﬁbsto a ssd
i sting indicating _how en a ar

| evel sg specific g’Sra[%° ?“E?{SP'P’egP' ?'{ &f%pfﬁggwé taeg‘gvgoggeé“%%ﬁ fhat
overal | charge t obgenpaatketes, tasea (resultenf whidv ithke povtak opatator &t placeuh inhi s
basi s. 70 Conseq‘ésmdaﬁts?ﬁ RGit$ Rhe'tdoPlu %Fofndb%glt%l‘# 3¢ a'sQL‘!r?and kes It

possible to provide a g seryice for use ag) ontent not
only for the consUSRArABRr PRERIGNT WithireePecs e & fustheyiayaliability Oith%e??fvl?&sed

fﬁs hi on and wi t howhiéH &tags@biasefd \éwtalth];str@w%f éb@i&%%n@l?&segf&eﬁ?mnhtcﬁﬁmﬁ gf

the invention is t sto ata features corresponding to staius an
brior by rights: (obieiBbhHEs Pisphfiedt Wil € sFdaiRciora Sl Aot S EBHB ot f ng
use processes whi chntines mearaging sndl &chivingithe eespesting filée (ederded Ito ass

possi bl gg, for exanﬁ-ﬂa‘?\dohgla%‘?Vﬂhgecomgﬁmtepgaﬁ‘ﬁ‘é rB@idQ?‘ Vit SCBﬁS|H§|$atiBRrinf ree

those sso pages of a text has u d sufficlen

char ge- payi ng ba5|a§°‘?rﬁ‘af‘% ‘%'ﬂ%th'slrﬂgh% %ﬂ 8665653 Usey d"?)rtb‘?l @”@'oﬂa‘tahe
consuner to be al lppyedsithigsdsvidet s as a function of previously executed use
processes. Status rights may be allocated, in particular, on the follow ng

| evel : ss5 - Consuner-specific status rights, i.e. specific status rights
are tied to {fThe pottahtetayprocesding devisesan atao, bé toalfiguregrin sueh atwaythas éudonym

i denti tys0f EHE HeOHSaHRIG ad'dt cd?ﬁf)oﬁ&taofs“P%ﬂ-fT&*P r@'flieaEhé(;r\f/?'g)t ﬁmlltlgs V\%lemr']

An exanple of this category. o atus ri are t turn

have been i n&tth agontextdhgifileswhich 'Bﬁ%’PoéﬁﬁG digtat goptgnt pee 'ill%léd’Va\"Qﬁ'e &anpl e,
as the sso beaetrievdlobna fdt sexdmple, client computers which are operated by the

consumer. The management of rights of access and use and the functions
relating to the billing and payment then typically remain with the portal data
460  processing device.

Offline mode

A second aspect relating to the invention consists in the fact that the billing
465  and/or the payment of charges which have been incurred for the use of digital
content does not necessarily need to be configured so as to be synchronous
with the use process itself. That is to say, depending on the credit policy of
content providers or billing companies, the consumer can be allowed to use the
digital content to a specific degree by means of a suitable device according to
470  the invention without there having to be an uninterrupted data traffic
connection to some form of billing center, in particular to the portal data



- Consuner-related, itemspecific status rights, i.e. these status rights
are tied sinultaneously both to the identity of the consunmer or to his
pseudonyn1identity and to a file which represents a digital content ss5
("itenm). An exanple of this category of status rights is an itemspecific
statement that a particular consumer hHs already used a particul ar
page-orientated text itemso extensively that according to the charge
scherme he is now given the right to use this text itemw thout further
restrictions and without further billing of use actions. 700 -

Item specific status rights which are tied to consuners can also be tied to

cont ot pr oypRpesind deATRFNG, s HEED PP o3 AfPoRE AR 2 im BRAGAIT €

Subst at us ri gﬁwe\mmblam times aﬂldh@ necwngumta ralﬁang the vsehehamiersef

status ri ghtﬂ'neaé&shh%‘i' nélebnéwédfldcaw hﬁoidée%lbbyat%td)aeéldcmm hdﬂrﬁmw of a
22 specific con exanpl e of

this cat‘@gorE}m&fasrsrtﬁﬁtbﬂ'srf?'btﬁ'ﬁ@gltgefﬂgtr??tﬂﬁ'fy 'éag’é‘? alh%rge%r ﬁseg]a-@tsi PERre€Gnsuner
of bei ng abl datacisysreferably hsecasgak alsirig suitable tectofolagispeagdingt waythanidednt ed
7~0 text it h |
sugsegﬁen!t gmaan&‘JHs |Hn§gh*éb%‘|’adr¥ %g(fe&]asgboe&dﬁr{g tp%rgyg!]et FB)HPO\EQQE%H g‘%: has
al r eady beencwttﬂnﬂoto haee (e dnake ﬁh@%ﬁ@sﬁa@egfqeﬁ tPh%OVGasthe @?d‘glﬂ#k fremt s

reSItoectl vtel ypf&@m;ésh%f kAgi gsef @F agﬁél%dﬂtewwﬂa& Ca@é‘ft!ﬁﬁsé biledNhteh. K1k ]Ehfﬁ
pertain, to a ic _service ep. e CciJcunstances o e
PR vi e ©cBetbrahle, 36 AVBISTRIGUIRICH 1 gek daithe BByt PG e

provi cbller or bmmdwowehatmmnﬂfed bg therfaetl thda'raafquMweceseidsfgdldﬁah canteifhiz
possi bl e ser X r. 7

suns of rmneéhgg)’?mlE Ifh&lhga%imé\ t§ 6? g%ld &a%g Cblé ﬁ ruly 88 ev)\?r?é%&sset dgrafg the
of f agai nst 8ueshaoldgaluearfysthesrusei wgtmr@mt@lt ﬁ@?ten%@ p@foe%@e@ agincHNlay e
al r eady beenbmﬁ{%é,ﬁﬂp%ep{h@@qag& Ppgcgarried out in the future by the
consuner; 725 - free-of-charge use of specific digital content with or

wi t hout 4?"1 me restrictions; - discount for other nedia consunption actions
by the consufard n‘foduleexarrpl e for cinema visits, visits to festivals etc.,
in which case in 7so particular various forms of nmarketing of one and the
same item can be conbined, for exanple when a discount is given for a

convent i onal AdbiH aspectrefdhe inventients that seefecably ar exshanaeablep dulgsiitseen
consuned di %Fe?«l\édt Pr sBmSIed chip ea@pb%lmh%@ﬁf&ynﬁoamet b&n ibRvasyd mn 785

- provision of a i cal .data carri speci f i ital itens
R e I
a sufficient infarrbatiorof tines (i.e. at | east one predeterm ned nunber of

processes) in return for paynent using the solution according to the

invention. 740 23 . o
This module does not necessarily need to be embodied as a card; it is also"

possible to use other forms, for example ones which are suitable for
495  attachment, for example sewing in or bonding in, to items of clothing.

For the sake of simplicity, the term “card module" will be used below; however,
other forms are also to be expressly considered as included in this.

500 The card module has an interface by means of which it can exchange data with
other devices, in particular with a piece of equipment which is suitable and
designed for making digital content perceptible to the consumer by sensory
means, said piece of equipment being referred to below as "use equipment".
This data transmission may take place, for example, in a line—bound fashion, by

5056 means of electrical plug—type connectors, contact fields or connection lines.



The acquisition of status rights by nmeans of a consunption history can -
take place offline, i.e. the device operated at the consuner end

determ nes, fromthe consunption data, the status rights accruing to the
7a5 consuner by direct reference to the consunption history, or - take
place online, i.e. the portal data protessing device does not determine the
status rights accruing to the consuner until after the consunption history
of the consuner has been transmtted fromthe 750 device operated by the
consuner to the portal data processing device. In this variant, there is

t he advantage that the consuner is notivated to nake an online connection

for the transm ssion of the cons ion history.as frequentl S possi bl e.
755 Payment %?Wbs(?’ %?W'ﬁs'ggﬁggg%aocfanttﬁ%e plﬁgéﬁwgﬂre«lrge?m% EWTF Sone

hand, the pagfrerdioflinkHer eramplecatcohding ¢s tleaBlubtootit apinddrd, @r ki omeg regig rent
systens whic LN fodMeRH . . . Of hand
t he paynent !hg&g%r{(g?gr?gglubﬁ%sfgldposs?@ﬂ%ﬂ@mﬁgﬁg@%mﬁ'ﬁ% 'ﬁﬁ%ﬁ%aﬁé@s{%ﬁbg bot h
- anonynous| DA stendagdt hout know edge of the identity of the consuner and

Wi t hout sighe possibility of being able to link a plurality of nedia use

processes by ,accessi a_ pseydo 765 - pseudonynously, j.e, W thout
know edge of At iTHBHg‘et@é)’ng‘("’r{gX@o?'@fYn’B?,‘gsat'"vﬁ‘%wrt%exﬁﬁg'%itb‘? spiugionpy,
accessi ng a psandiogytothefnveetiog able to link a plurality of nedia use
processes, as well as 770 - with all the details about the identity of the

consuner being revealed, i.e. with the nane and address of the consumer
bei ng reveal ed. Warhthe diftributinne obfdigitat costenti for axeoplsi hy storingidtemvent i on

it is pegsible tosps@nt dAdrdsd iRfrhiativhal.e. fetérence 3ffofrhation RAVIE MetPdrkd
credit basis, i.e. the ,cg{r@ mer ,n}lst store an anount, of noney before the
& qupen At fgn

consunpti on acti oR8MEE it £ Pe AcEeRREh 9T Ry oRiopeE Shafiles

t hr ough t echni cal represditingdigitaltonteaas odabe casl mbduler edi t has been used up,
or 780 - paynent in arrears, i.e. the content provider or the operator of
the portal data processing device provides an advance performance by

perm tting the coflaidingtoy sterinthbilingerrelatad date pothe spe/inodsley ardori ng a
credit, stohe consuner having to pay after billing has been perforned. 785 -
Also in the case

f paynment, on an arrears basis it | ssible to provide
for a technical df%ra'g?\?l"ﬂ@"qn@éﬁgo"tr@ fArta enihe ﬁ?'ﬁ%ﬂwdﬁ%e‘g}i‘?ﬂ selates o the par t
of the consuner wheymantmethdd andcitteypaynient ppthynent in arrears is
out st andi ng.
Using a card module also facilitates, in particular, contract bundling as the card
525 module can be used in conjunction with a number of individual pieces of
equipment for which otherwise it would be necessary to conclude separate
contracts for use and payment.

DRMS
530
A fourth aspect of the invention is that all the files which incorporate digital
content are preferably distributed in encrypted form. As a result, it is possible,
in conjunction with a cryptographic DRMS, to effectively prevent unauthorized
use of digital content. With respect to the use of a cryptographic DRMS it is
535 necessary to store the key or keys, the cryptographic keys which are necessary
for lawfully decrypting the files representing digital content, in a suitable
technical way so that the consumer can use the content which have been
distributed in encrypted form. In this context, when a card module is used, two
cases are to be differentiated:




7so In principle, the processing of the paynent can be perfornmed using
conventional channels such as a credit card, debit note or bank transfer.
However, a variant of the solution according to the invention in which the
paynment process is perforned by interacting with a card nodul e (see the
third aspect above) 7s5 proves particulfarly advantageous. In this context,
the data relating to the paynent path which has been agreed with the
consuner can be stored digitally on the card nodul e and used by appl yi ng
onl i ne paynent techni ques. Appliances with reduced conplexity 800 A ninth
aspect of the invention is the use of use devices (appliances) with reduced
conplexg&y in order to nmake digital content perceptible by the senses of
t he consunmer. For sone time, data processing devices which have been
i nt erconnect ed bywhes d ¢ard meduleis useek the miuitoedia iteowstdapnen slys orerbahdy e
been soy used not p@nynknfited AP 8Bk STerl dhodtic Wl n6iH) HShHiS shBEiP) FEP2LI N
d out c al'l "f'ypes.

in "ecommerce" in order to carry t comercial transacti ohs o
25 The use of thethedd{susasforaroyiding avipdzasianuwitd sesrast tathe derpdench as,

for exanple, propitRiédsytherddtdef Hestilesbeftéséiimgeihd digiedl domteit 18 Pe Weays
carried ago out u5|gg a erﬁoqﬁl conputer, also referred to.as, PC,_ . or a
conpar abf% piece bF HMP%I‘?E Y the yise devigs by Meahsih Sy pEprapfic decryntian o
conput er (not ebookgysostoodd in theedecaafernamd isecpriventedtinteha dbrnh svhiich leentbel d i n
t he hand (pal ntop I r 1 e

equi pnrent have th °§%§k§gggﬁnggﬂgﬁ§U§tﬁ@ggéﬂ%gtgﬁgﬁ%ﬁgﬁﬁgﬁg%i?Gﬁﬂﬁ??h can
be made avai | abl e PEVidefepythenti¢asioafar ilself tq thenuse druties Ry meepnsofaujtable t he
hardwar e used but cAlpiegraphiclifofdtaRafsing theadht®xahmRisior| ihfofadeke way by

| oadi ng various prograns at any desired tine. For exanple, it is possible
subsequéﬁfly to downl oad and install a specific piece of software if the
end user w shes t ¥Vhereaashd trhodiadk i§ wsed) thes@wltahediadtems lkendos dhe atbarge of

hi . R . i i. . whi ch
this universa 'tyhsﬁd,tﬂ;'@ehg s g&mg |ﬁ&'vﬁ&hﬁas|r8\?n%%\%§§%%;{ﬁ%ﬂﬁ: | C

are equi pped wi th custonmar perating systens su as W r-unix. The
end user must fir¥ayigctfif cardaiscusrd desipehaneptogsaphio dasagitipnokeus

know edge about t hiH BKChodedsamyCiot detriptnthie] gRdI dophéitl RSP posiibleh®
conpl ex overall system.i or%@gr to b abtl tq use in a practical vvaly t he
potent i &P uni ver SHRNEYSPeRR divpiorikni tojus darodas via a pdeqratel spoiited
specific tasks. asdeta trabsmimsen lippbaTeetdathalf thenfilesereptdsentingups digitaind
users or Prospect gygioAph bis B B feh B Gl Reli G 10016 ABURL BYSheans of
In or the purposes of 'e-comerc

t el econmuni cation services, 1 n particular i pose

because they are H#t cedse@iaphisr degryption kgys mehielymse dranspnited fuys ther card
conpar abl e pi eces nfddudgluafdridihveRed antsa foas Whidieche hePerélivda ot
necessary precondition for participation in or use ass of tel ecomrunication
servi ces® The tecRRTCAl probl enms which occur for the end user with

conventi onal data processing devices are varied. They generally start with
the fact thafeyibié ehdlgeeehdmy rﬂ€&e|gnl y to set up the operating system but
also to configure and sao finally establish a link to a tel econmuni cation
system for exanple the Internet. The nodalities of the access to the

| nternet her @ fifei yspdodiofthé@irnventibeéattay the 26nsumer of digital content is regis—

565  tered in a finely detailed way and billed fairly. This means in particular that a

possible way is provided of enabling the consumer to pay a charge to the

content provider only for those portions of multimedia items which he has also

actually used. If only a part of a multimedia item is used, it is possible to provide

a charge scheme which also demands only a part of the charge which was set
570  for use of the entire item. Here, a distinction is made between

- an item—specific item charge level in which the billing is carried out
independently of the device according to properties of the item, and



depending on the country or region and also from provider to provider at
the sanme location. sas Finally, once a networked data processing device

whi ch is capabl e of use has been obtained, the end user is presented, for
exanple on the Internet, with an unstructured profusion of offers for
comercial activity. In conventional dH a processing devices, the end user
hi msel f has to work through and acquire extensive know edge fromreferences
in order to be able to use the offers which sso are of interest to himvia
t he tel econmuni cations network. Finally, if the end user has found a

provi der with which he wi shes to establish a stronger business connection,
it is generally necessary to take into account nunerous particular features
for each provider relating to the identification and ass the authentication
of the €WGstomer ad3MAAUPESNtiPeaifici qautigment ehargerlgeslda wbishsthgnkillingeis
processing of paypaied. olitNindepBh@EntiyNbf tid MBHhEBtcdrbiniAso r6pérEs!of thgen
suggested to provide extrene]y specialized data. processing devices which
are capabl e of prBW'Bm?d“’oqﬂ a sso single functionality or at nost a small
nunber of functionalities. An exanple of this is the nobile phone which is
a data processing i J i C e i {.on et wor k
and whi ch serves gggg%%ﬁgﬁgy%gﬂ gtrgfqgfb‘r%g{:@qBhgep?ggt?hn'g%eﬂ}%wﬁéﬁén\%l §n8

t el ephofi® cal | . HedipEIENt (cB3tge levebin which, ey aerlent highes cheygeean bgpe of
equi pnent proves @gRAAEESBr Hnv RBmt [Feit [i9QUseasoNG pReteSbORBLhiphMHtEWRich

net wor ked data processi devices since fhe nunber of different types of
equi prment requi reBe'frﬁﬁs {;%l@er\pip'\sm}gtl%gug}t\gﬁgrqeﬁégrgggegetfed@ohlﬂgIq_ua &N there
i s an increase intHellékehunber of functionalities per piece of equi pment
usi ng conventional procedures, for exanple by adding text nmessage calling
to a nobile tel ephone, a |level of conplexity in terns of the operator s-~o
control 5%f t Basipinstaimgntefpritpeitam ehdres leyet &reas a deterrent for wide groups
of users is again reached quickly. An inportant field of application of
e-comerce rel at eﬁ?to t he, . di shri byti on of fh%es, whi.ch rrg%gi_ncl ude data
processi ng progr affe158eeUic biliing, lor example listaningume; pagd; i thg jcase of

ani mati ons to cusaadiercongntcont ent providers. In this field of 27
application there is the particular feature that the exchange of

per f ormances between the content provider and the custoner can take place
in a cofpl etaly vveluma—snesificopilliag. fast exanle dhe sunthes off pagesdef aupage-—

servi ces, the ordgfiMedrsRcdnssntiiifickiBhie/Bésh @ded;he ordered goods and the
billing can be processed in sao the formof data which is exchanged via

t el econmuni cati ons devices. A disad vantage of previous approaches to

sol utions for di shybtidithitiggi merslsi fort kramplee volusiccnmierged asitingywhizd iso
acquire a copy of hiem i i to
use it for a bri ep{c{hﬁ%& garrhg\?ﬁ ?o\%}é’ﬁg@&ﬁg& jﬂan% Sg}éﬁﬂc&fhaw‘e_ g&gjééslm%\fh@hﬁ’%

i nvent i 8% t her ef of@S% ¥l 2page TRIentedtaxkcentent.nf rast ruct ure which is suitable
for such purposes.

For example, the charge for use which is provided for use of half of the volume
of a digital content could be set at half the charge provided for use of the entire
content. In the case of a digital content in the form of a text item (book),
600  measurement could be carried out for example by reference to the pages used
in relation to the overall number of pages. However, other nonlinear charge
scheme models are also possible. In addition, this makes it possible to differ—
entiate as to whether the consumer would like to use a multimedia item as
often as desired, like a conventional purchased item, once payment has been
605 made on a single occasion or whether limitation of the use processes in terms
of number, for a significantly reduced charge, is considered. It is also possible,



28 Tel econmuni cations cards aso A tenth aspect of the invention is the
approach in which the technical infrastructure according to the invention
for distributing, billing and paying for digital media content, including a
card nodule in conjunction with SIMcards and simlar devices, is

i mpl emented in nobile communi cations rddi o networks, for exanple GSM or
UMIS. As a result, the functionality of a tel econmunications ass card can
advant ageously be conbined with the functionality of mnultinedia consunption
by virtue of the fact that the card serves at the sane tinme as a card
nodul e. The advantage which is provided by this aspect is particularly that

using such fo?%‘igmﬂlé |r{ Hfécéa'sg%f%at%ﬁlt ftém' ﬁ%&’f{é%m Sht %h?ﬁ?’%@ furﬁillaﬁ of

di stribution of content over
i denti ficati Bﬂwmndtﬂlﬁemqt@bpaw fotemea\fﬁd@mqsyd@w the EORUMeEr. sos
consuner, - the billing for the consunption of digital content, possibly

vm'ththeint ractjon of billi server, which can he acc dwa,the
nobi | e PHdi oﬁﬁ@? \ﬁb?rlg,eofgﬁg"aaﬁf ngWégﬁaﬁﬁﬁﬂﬁedﬁkadﬁéﬁ'céﬁ‘éecg%‘”%ﬂvﬂyg| t al
content, in perpageddisplayt procbss, ithéer ichisefioa$ dlmvhaiageoumvmme:wunm

service provider, g#%e%s%fnﬂgﬁqiﬂﬁjghgﬁ‘t fs%ll%s}ﬁngﬁf&{r%%%y g@%ﬁt‘)"%%'

whi ch is transpar to the s uner ven |on
does not pr e@PRFYENehES diNsthis RIOFess 6f latvgi nunbeowf epagesy mayanoseblyt be sal e

and narketi ndlsﬁfayﬁb)@b %ﬁbndﬁ@wﬁﬁbﬁﬂ ﬂ%é%on@ur’t‘lleF Eétabllyl ﬁﬁﬂﬁ@bﬁéh 98Ie't§ use
neverthel ess nore i in terns ean al g %sts of fo

busi nes$'% r aNEEEPY e %Q&H%‘?ﬂ‘ astﬂsgqsﬁﬁm IgdhigcBargeet iy §N
necessary e déther hbnd thdhiatge faxdhe Lme\ufcaepagn}rm'lerlted eexttenl &f c:ﬂcm-l-on, a
means of acc | gi t f | tal
nobi | e radi oﬁ?le?t %’e@ g%zgg%@t#owcﬂgm\% g%%r g”'%’l on '84‘:@83{5""@ is nt ent
by means of ¥#ntagesh @A wwr%@rsmawapmsqmmb a fastireaderofyn adinjagemssi bl e

within the féé\‘ﬁBV&%&a@{;e tsBRerRE 496841 da‘?\VSt'Uvidén’m Parfrur 8hé %ﬁe&ét@ﬂﬁ{ﬁ‘eﬁs' on,
for exang)l eb

r?t(?hrrmlrle rgﬂgﬁ wora g‘g}earsearpcu ar
advant a§®ousP 7 ART SNULEL R HRAGE anghapyedstegpn Hl@'%ﬁﬁwpon
transacti onsisvﬁxeldombdmg ragsumed that @ pagd venhoti by alasirbed thyr tewlaaér il
l'inebound ang,d REhef RIS RPiredY Fhis? Pefmfty €5 ymi?crin%ﬁgtory leafing function.
Furthermore, each page can be assigned a predetermined reading time, after
the expiry of which it is assumed, in terms of the charge scheme, that the
625  consumer will have been able to completely absorb the page content provided.
If the time period for which a specific page is presented on the display consis—
tently after the expiry of the orientation time is shorter than the predetermined
reading time, the system acts, for example, as if the reader had only used a
proportion of the content which corresponds to the ratio of the actual display
630  time, in excess of the orientation time, to the predetermined reading time. For
the remaining (residual) proportion of the reading time, the reader is assigned a
time credit, i.e. if the consumer displays the same page again, a renewed page
use charge is demanded of him, once a new orientation time has expired, only
if the credited residual proportion time has expired. It is also possible to collect
635  all the time credits which have arisen due to premature termination of the
reading of a page in a user—specific time credit account. Further pages can
then be considered free of charge from this account.



The identity or at |east pseudonym of a consumer is known to the

t el ecommuni cati ons service provider who issues the SIMcard. In the case of
SI M cards which are used on a credit basis wi thout the need for stored

val ue, the tel econmunications service provider must already know at | east
the name and s3s a billing address of s customer for billing purposes. In
the case of SIMcards which allow credit, the tel econmunications service
provi der frequently has information on a specific paynent path, for exanple
in the formof a standing order allow ng said provider to deduct amounts
due froma specific account. sao In the case of SIMcards which are issued

by the telec n trons serv er_as id stored val ue cards,

t he charges ?or eS%useechrHF %'&’ﬂrg?:g gsmm Bﬁ'ﬁgﬂgpg ‘%%anldreahf"f‘ Ngrpunt
of st or edo valcbérgf?elﬁm@ie@r@posﬂbletlelwblomri.mreuampdmsa sacificindjvidw] gidece dfn
theory, pseudgimpt iQEnsHENHIREYED L e I l'y possible in
this context. aAs far Iasnt he sas terrrt%’?@a% "%%ﬁ% %?gpmﬁe%ubl i c of
Germany is concerned, pseudonynous or even anonynous issuing of SIMcards

for GSM net w&whﬁ if SthBOKepﬁéé‘eﬁltéd QispecOFélates roOat t&hhralap\rﬁﬂéstma}rharvh&ﬂs of
the tel eco 'Hﬁtl ans ich are, | e aut hori zed

authorities G Pnfi 5’ Yo OLRte bﬂéll?q ?fs r ?ef Pg]d\ﬂ'iaheemear iy ety
However 64§ n eohgymendhisraf eputde doempobpredludecstange selterhes advidbre baes.

Vi deo on De I e r di to the
nvanti on 1o LN aFoLeh pes SoffRERN SaleteP B kR, AGGBHEnE bR o
di stributing, levigis. | ng and paying for digi taI content as video on demand.
This may, for exanple, take the formof what is referred to as a "set top
box", i.e ﬁﬁnverter devi ce between a cable television network and a

tel evrsron sg i s set top box can al so be provided with a digitization
devi ce 88 adapting anal og tel evision channels, which device sso detects,

sanpl es and di gi V\}? Fpect B Wﬁb%‘ﬁloﬂ &Rt rhgmssscﬁ%é Suith Eght‘f‘e}‘& R B ﬂ,?%r Ao

for exanple b IS re rre
Order sss A f%??%’%oh@ﬁé’@?rgeeﬂéle&e 'B”@d§|spﬁ@'t b'ﬂ'rﬂgaa specifi¢c amioupt Kblb%rpaldn f or
ordering andbpltyicegsirnerth arwn@aey krmrml @arsgﬁreéd %tahpWMéM%BQHQ%E%

i nventive |d?ra Convent i Q8 e} 44 h/l rtula nd the | have to

sel ect ed and"dSUMT ShfeluTtiRle f DAL yalug; 'éf"?sh'é steupingd. opfhenbasis ofi the

br oadcastd ngdetails s:fphb\ssusﬂ ectiansbpedidoasd bypthe tomsunt@nson ther basistafnthei N an
encrypted or del d S . t hem
avai l abl e toriﬁeﬁzgﬁ@?céﬁgr?%;%%ﬁfqrg&goﬁ{? telrnoﬁcg- gﬁl‘e ?ﬁ%r&@lam ver,
this entail sSeANGAERSRAACE FESNIGANt: he content provider if filns are to be
supplied, for exanple, on demand. As in th| S case one and the sane film has
to betransmtted f rent.. times.ov lurality of channels jn order
to be able to |an°§#%% %aﬁa %o§sﬂag Rregage é%wé‘ﬁ@“é‘rr‘&&tafr'armpﬁe
consunersso not onl Yike §stingeobithe use prdcassesoofedigitaletaritent Wwhichahes has berried
transm ssion is spf, |for BRArhpBR! ! *ﬁ’@ bnThﬁede?%a”#rb vs)h%cl{) %e&ngﬂn{ehgcbg-bée%m of

only broadcasting vi O@O mat eri al trar ers or revi at ed
formwith an advefPW Erf'“éb'i’,’ﬁ%ﬂ"dﬁﬁ‘éqc? Y/ order to make the consuners

fam liar with as many itens as possible in one tinme period. This is in any
case al ready_done~sea i %8¢ Q 10 tr nsm ssj,on as the broadcaster
has to earn its rrooz‘e@ebg;h%r{e}%nsoaof'sggvggp 5 1iR18 V‘é‘?/éﬂh&? cqgifentRIRYidgss. 2

sui t abl #8% echni calistégyiirdicating hewc ofisnmend eifi appropriate calse kitewhat rhalgesuch
itens by making i Wéiss sBchfr@%a%Vdfctﬁeirfdré k%rc%n'te%teha@ rﬂeee%pﬁ’:qu{é%%d%b%gﬁl y

defined identifyi ng g Qf?/ for exanp means, o verbal or writ]

i nf or mation from 8VpiAlLharas to be pf‘@c‘l?n‘i 6é1°| ndypredenwars fglcaiated em this

identifier in thebasiansm tted item (anal ogous to the DaB in car radios. By

mar ki ng specific itens, for exanple corresponding filters are set up on the

reception part of the devr ce. It is possible to broadcast the trailers over
670  Consequently, the solution according to the invention makes it possible to

provide a billing service for the use of digital content not only for the consumer
but also for the content providers in a fact—based fashion and without flat rates.



31 days at several intervals. These may be pieces of nusic (radio), ganes
(gameshow), filnms (video trailers) etc. 990 At a later tinme or on another
channel it is possible, depending on the itens, to transmt them

si mul t aneously by broadcasting to a | arge nunber of consuners, if
appropriate in the sanme sequence of prddsentation, but this tinme conpressed
and encrypted over their entire length. The preset device at the consuner
9ss selects, by neans of the filters, the desired itens by filtering out
the undesired itens and stores themon a suitable storage medi umwhich is
provided for this purpose. If the user is legitimzed by correspondi ng
rights, for exanple by neans of a rights card (snmartcard), he is able to
consume stored itens. Charges are preferably incurred only when the itens
are actual | yStadesirightse i tems can i ooo al so be ordered over the Internet or
offlinegg he itens being delivered in this case in an addressed fashion.
Charge-incurring transm ssjon of data on the parjy of .the consuner | oos A
thirteenth a iy agagst Qé)*i tiNENUANCS Hog Rigrags ehdatp fealHiasApriesPPAding
approach in thstatud ecdpricsity tights {"privikegas'® vhicly itihkee dondurebr aare asquirélblye and
i nt ended for 1t td - |1 o t '

consuner, f o?gé‘;gﬁrrﬁgel}sﬁ 3:? 8??%’%99\@%?%@%%ﬁ%?sl'%lﬁc%gblpﬁ eéé bgihgttﬁé c%)%g}tat or
of the port ais RREsEPIBrfEE exaNAly, ty Bravigeforitbe uper toi Rrualble domseder ieethaser s,

the congbyrer phgadef 8hektiRfn WIREN hel HisudedOUrficibmtly 8kéh Bnf #EhdrS paying
transm ssi on, of, dat.a.

The, i.nvention,_ is explained jn nore detajl below with
ref erence t oPBYRMHING pasindidsia rﬂ%s.s'ql%F%p&?V 1e %rsthg\ﬁgnaug@héqrhgiailowe w of a
net wor kgd datiscpums as 3 fogctitay oCgreaivuslydxeguted dsbq:rbm?.i %mﬁm righteussr ver
art and a cli t... Fi LC view o I fferent aspects
P bk &flbediain plhftuid, SAMEIRRTRETR! P

<during the comercial’ use o I'ng " device according to the
i nvention, 1020 32 1025 1030 1035 1040 1045

685 - Consumer—specific status rights, i.e. specific status rights are tied to the
identity of the consumer or, if appropriate, to a pseudonym identity of
the consumer, but not to a specific, digital content ("item"). An example
of this category of status rights are the turnover sums which have been
incurred in total in the past and which can be used, for example, as the

890 basis for a discount.

- Consumer—related, item—specific status rights, i.e. these status rights
are tied simultaneously both to the identity of the consumer or to his
pseudonym identity and to a file which represents a digital content

695 ("item"). An example of this category of status rights is an item—specific
statement that a particular consumer has already used a particular
page-—orientated text item so extensively that according to the charge
scheme he is now given the right to use this text item without further
restrictions and without further billing of use actions.

700
- ltem—specific status rights which are tied to consumers can also be tied
to a group of items, for example all items which are marketed by a
specific content provider, for example by a specific publishing house.
706 - Substatus rights which are tied to the consumer and to an item. These

status rights are tied not only to the identity or pseudonym identity of a



1050 Fig.3 shows a first application of the invention with reference to a
schematic view of a data processing device according to the invention,
Fig.4 shows a second application of the invention with reference to a
schematic view of a data processing device according to the invention, Fig.
5 shows a fourth application of the i &ntion with reference to a schematic
view of a data processing device according to the invention, Fig. 6 shows a
first variant of an enbodi nent of the solution according to the invention
illustrated in fig. 1, Fig. 7 shows a second variant of an enbodi nent of
the solution according to the invention illustrated in fig. 1, Fig. 8 shows

a third variant of i 0 in othe ntion
illustrated in fi gpgél]ﬂggggghggphovéséﬁ § (r)q %}f'cﬁrgﬁfg@ﬂ gﬁ ér}’rﬁ)é"ﬂp n?feof

t he sol uti on accothibegtegery ﬁfeStﬂme‘rﬁht%hi thelright pssigred to & specific consymero
shows a fifth var 'oﬁ%ln%fatﬂé‘t&(]@%lﬂ?msfgét toltRe 8196 %?h%ﬁeé‘tﬁ@‘b"agbﬂgnteﬁtehhe

|nvent|on|IIustrated|n Wws a Sixth vari ant

enbodi mEM of t he @GN éHG%QEHTCHY'HBmtR?gFﬁ@?FW@WMﬂﬂ‘qult pdditicpalsybse—r i g.
1, Fig. 12 to 15 sﬂuem Biliigaas @ Maxmiurenddgeradcording e thel dhatgd séteging di ng

to the invention tr c ol Fig.. 16.shows schemati c

bl ock- d: a\éranﬂlrl i kbaflﬁjrﬁ%‘ﬁ' g??rbﬁa'giigrathaé{?ﬁ:ogﬁleﬁlgg)aggﬁJﬂ’&\erﬂfs?'o the i nvention
for distributing, billing and paying for digital nmedia content, Fig. 17
shows a SChe@?&th ru@h%cﬁésﬂé&gfew&rh'}(ﬁ\e ﬂa's%é@tsdlﬂl'?\ Bl the Q%E@uanFP{o #vh?chdev' ce

illustrated in f1g. 16, 10so _Fi chematic view o I rst
exenpl ary® sy HPEtaify tP@c?Rﬂcg'ccﬁe"élcﬂé‘(h e dgperding o the ciradmistangas Poher or

di stri buti ngjndividuaingisanshap &ave go b@rprdw@bﬂﬁﬂor léﬁﬁkmﬁle(;@mtﬁéfcontmﬁrdﬁhéer 19
shows a sche n X chlte \4r.e of a
v oo aceor o By g opREbr B ABTRRG SERCRHIR ARAT R boGRG®edn By 1o
di gi tal nedi thiscantext is, A partiddashows a first di agram for di scussing the
dependence of the vol une
720 - the payment of sums of money or other value units, if appropriate also
when setting them off against existing charges arising from other use
processes which have already been carried out or are to be carried out
in the future by the consumer;

725 - free—of—charge use of specific digital content with or without time
restrictions;

- discount for other media consumption actions by the consumer, for
example for cinema visits, visits to festivals etc., in which case in
730 particular various forms of marketing of one and the same item can be
combined, for example when a discount is given for a conventional book
purchase if the film associated with the book has been consumed

digitally by means of the solution according to the invention;

735 - provision of a physical data carrier with specific digital items, for
example a CD—ROM with a specific music title if said item has been
consumed a sufficient number of times (i.e. at least one predetermined
number of processes) in return for payment using the solution according
to the invention.

740



i 070 of pages of a page-orientated text document, received by the consuner,
on the use tinme incurred in using this page, Fig. 21 shows a curve di agram
relating to the discussion of the dependence between the intensity of use
of an item and the assigned price, 1075 Fig. 22 shows a first diagram
relating to the discussion of the depefilence of the volunme of a page of a
text docunent, received by the consuner, on the use tinme incurred in using
this page, ioso Fig. 23 shows a schematic exenplary view of time profiles
when a page of a page-orientated text itemis used by the consuner, Fig.24
shows a second diagramrelating to the discussion of the dependence of the

vol une of a e of, text docunent, received 1085 hy the consuner, on the
e T o TR Bainigh et steivy SOTALY MESHEOTY gomemRIRBVEStOR T 0 sy am
relating to the discussion of the dependence of the volune of a page of a

text document re?éiée@%cé’)ﬁffﬁ#& i?e?%%élﬁ"s\r/ice%.eméd;é%%é tORsUrREHEA S Heled US| N9
this page, ~oso Fig. shows ‘a schenmatic view of the process of reading
with the acquisit"JRe®fframathes congrpBtion-idgta. 2he svialns BoRterracating t9i ¥R of a
devi ce agLordi ng tensiifiet By gineétaBferéride toQRs cansidhptiodhBtorgSorshows a
schematic view of the managenent and transm ssion of rights by neans of a

card nodule, ~ ioo Fig. 29 shows a schematic view of a different way of
managi ng and-t r ansaket platg onlij, si.dy thee postabfdata ganodesainty | degvide gloeS§Onsthows a
flow chart of a d for:To R rald,on. [ o] |.a rious
possi bl e ways of ;agrr%rerren? Pﬁgﬁtkg%%ﬁéﬁf@ﬁﬁﬁé t?‘tQ ngnes?lr}?%rt g'[@(rar%/fg%rs},h%ﬁ g.
32A shows a wear a§PesWBRpeR dvstaiv Bf shelicepsupenhds disenatransraitiedr isemutiiet f or

?Ei ver ﬁalts.ohcommni %lléilic@fb‘beﬁ'?@wﬂyt t‘r@s%qnsgwgrqfo?ﬁ@p%gﬁw@%@ %gg&nﬁg?%ba@@.

roug e weara .conput.er, accoydi n ig. i g. shows

handhel d part as 2" ﬁH? \Ygﬁirlatl here 5 {5&7’ aéﬁ’@"f?&grtg?ba‘ec&c?ﬂsf‘%ler i§ motivated to
make an online connection for the transmission of the consumption
history as frequently as possible.

755  Payment method

An eighth aspect of the invention is that, on the one hand, the payment of the

incurred charges can be adapted to known payment systems which have been

introduced onto the market, but on the other hand the payment is preferably
760  possible by means of technical measures both

- anonymously, i.e. without knowledge of the identity of the consumer
and without the possibility of being able to link a plurality of media use
processes by accessing a pseudonym,

765

- pseudonymously, i.e. without knowledge of the identity of the
consumer, but with the possibility, by accessing a pseudonym, of being
able to link a plurality of media use processes, as well as

770 - with all the details about the identity of the consumer being revealed, i.e.
with the name and address of the consumer being revealed.

Within the scope of the solution according to the invention it is possible to
provide, in particular, for:



~iis unit for use as a separate piece of equipnment (PDA, web browser, nedia
pl ayer, tel ephone and/or renote control) or in conjunction with a wearable
conputer,' Fig.34 shows the use of the display and operator control part in
i ~zo conjunction with a home station or a wearable conputer, 35 1125 1130
1135 1140 Fig. 35 shows a preferred endfodi ment of the previously described
di stribution and paynent possibilities (referred to below as play and pay
systemor PP systenm) in the formof a PCMCI A card and a smartcard reader in
which different formats are accessi ble by neans of a PP nodul e sol ution,
Fig. 36 shows the advantages of the PP system for the content provider,

Fig. 37 _shows the advantages of the PP systemfor the consuner through a

wi de var7?5ety of possibilities of use, Fig. 38 shows the possibility of

usi ng t he PP-syst @ayinentouer yreditdeasisariiecthe obnguinegrimckt steve apsamdiirg. of39
shows the possi bi |4 I t tem for I rder

di stribution and év?c%l?’%yﬁéefgi%gﬂe c{bﬁgﬁ pﬁ?é%ﬂo@ﬁpa\lr\g’%éﬁgﬁﬁghgﬁ ﬁ]dgg'aeg\r}%ﬁt ages
usi ng the PP nodulgingyxadepgssipies thraugh tediwiqebdisabling mpeaps. asssasy a8 thiede
variety of data meradit iffs e ddedfpyopsi on paths for the encrypted content,
Fig. 41 _is a general view of the advantages of the PP system 1145 Fig. 42
is an eXahpl e of an embodi ment of a PP custoner card as a fan card with
access for a-specipbymentin grogarsli.eathe contenkprogidet be thePsperatorof thegoraler s

and sear ch nasks) j i e f : | A)
PP system for 1154 aﬁﬁ’ﬁé@??ﬁ%@%“’ﬁ%ﬁﬁ%ﬁ?é&?%‘%?’ﬁe ‘?:%%Fu"ﬁggtb&;&é@s'gggc
streamer, with di fheeensunerdppdsechis sepNieswithodkpiaviausly stering éneredisi the

streanmed, for exagBh§umbPhaviRg VB&Y afdr BillifigMadpbas bedeMhed, 36 Fig. 44
shows a PP streaner (piece of equipnment) wth integrated PP 1155 decoder or

control ‘Abdul e and smartcard reader for, inter alia, PP
- Also in the case of payment on an arrears basis it is possible to provide

for a technical disabling means to prevent further use actions on the part
of the consumer when a specific amount for payment in arrears is
outstanding.
790
In principle, the processing of the payment can be performed using conven—
tional channels such as a credit card, debit note or bank transfer. However, a
variant of the solution according to the invention in which the payment process
is pérformed by interacting with a card module (see the third aspect above)
795  proves particularly advantageous. In this context, the data relating to the
payment path which has been agreed with the consumer can be stored digitally
on the card module and used by applying online payment techniques.

Appliances with reduced complexity
800
A ninth aspect of the invention is the use of use devices (appliances) with
reduced complexity in order to make digital content perceptible by the senses
of the consumer. For some time, data processing devices which have been
interconnected by the Internet or other telecommunications systems have been
gos  used not only by companies but also by end users for participating in "e—
commerce" in order to carry out commercial transactions of all types.



aut hentication cards for stream ng into connected playback devices, Fig. 45
shows playback termnals with a smartcard reader and integrated PP decoder
or control unit and player or browser, 1160 Fig.46 shows the connection of
the described play and pay system (PP systen) with a display and operator
control part and terminals, Fig. 47 si#ws a schematic bl ock di agramof a
further device according to 1165 the invention for distributing, playing
back, billing and paying for digital media content, Fig.48 shows a
schematic view of a further devel opment of the arrangenent shown in fig.

47, 1170 Fig.49 shows a schematic view of a further devel opnent of the

t [ 1 g. 48, Fig. 50 shows a schematic overview of a phase
model for ey RELPREHIP R dHT.O08T BRSUmIGICa o BYROBEAUSHGS, fare.
ar r angenent sekarhpks, padEribtany émlg[e sl/"étém? w,thE}@d tfs_bﬁias lakSstoalwa G&]Eri_e@ ;/l ew
f e I r | N st _aspect a first:
Subst ep "o co bt uliRE atettort BbirPuter aRE r8eFrelo 35 o, Bt a Wl sles o 50,
Fig. 51 B sheagipmesnsHemaxampla @waskstatiorsef apartaplopematitar (votebook) omefer f ace
of a second apRRBLofFhink g&ui{ﬂ{g@&mggﬁgggba%mmtﬁs heRd{(BAinkbpist Phase of the

phase nodel fromfig. 5 51 C shows a sc flc_viewof an
exenpl ary operator control interface of a second substep according to the

first phase Bérsohel pbmta?dehdfsmm tofpakdble “r?ié&s{:bﬂ%ecﬁﬂ&n?hp%yé 'g{he t
schemati ¢ Vi r erator .contr interface o ir aspec
of a thiB%d sgﬁgﬁﬁ@%?@)ﬁ% "ot Heg‘f‘?ﬂﬂé'fy Wh%‘fg'ecaB;l’et ngf)l‘?é@'éabi%g&tﬁ?mom
fig. 50, Figto 8 endhekusis ot detareinad solely hyf therhardenmd ased bpealad ean dent r ol

i nterface of gha i 0 C t tiy 1 ' e
first phase g?é.t d?lﬁgﬁe%ﬁﬁﬁﬁfﬁ%)ﬁlﬁ %VS%{ l%ﬁw%ﬁgﬁgﬁeg%c _eatrtrgir{ylg Vi ew
of sequences ﬁﬂ@?e'ﬂ@?ngora‘ﬁ‘ai"?ﬂ)%df [sRPssie Agfesronenty kb devAlpadand igstall . 48
or 49, both spedificc pieet efnsoftizdie iptie eddrusendvisiies & usd@daridinal AMREUARS
(customgy) edfhies

The disadvantage of this universality is the burgeoning complexity of PCs or
workstations which are equipped with customary operating systems such as
Windows or Unix. The end user must firstly acquire a considerable amount of

825  background knowledge about the structure and the functional relationships of
the complex overall system in order to be able to use in a practical way the
potential universality provided in said system, in order to carry out specific
tasks.

830 It becomes apparent that considerable groups of end users or prospective end
users do not wish to use, or cannot use, telecommunication services, in
particular for the purposes of e—commerce, because they are not capable of
mastering the complexity of PCs or comparable pieces of equipment whose use
has hitherto been de facto a necessary precondition for participation in or use

835  of telecommunication services.

The technical problems which occur for the end user with conventional data
processing devices are varied. They generally start with the fact that it is
necessary not only to set up the operating system but also to configure and
ss0  finally establish a link to a telecommunication system, for example the Internet.
The modalities of the access to the Internet here vary, inter alia, locally



Fig. 53A shows a schematic view of a device and of a nethod for broadcast
distribution of digital content in a first nethod step, ~20s Fig. 53B shows
a schematic view of a device and of a nethod for broadcast distribution of
digital content in a second nethod step, Fig. 53C shows a schematic view of
a device and of a nethod for broadcast2@istribution of digital content in a
third nmethod step, and ~z~o0 Fig. 53D shows a schematic view of a device and
of a nmethod for broadcast distribution of digital content in a fourth

met hod step. Fig.1l shows a schematic view of a networked data processing
device ~zis accordi ng to the invention with a server part 110 and a client
part 120. The ser part 110 and the client part 120 are connected to one
anot her via aeP%ﬂ E%MP&QL”PHMS"W@BMWQLSGOVWRVBI‘P'P@C’%S‘P graxider aisthg waN
(W de Area Neameiddgatiohor exanple via the anal og tel ephone network, via the
| SDN network, via the Internet or via a satellite link for exchangi ng dat a.
The server part 110 38 1220 and the client part 120 are typically each
assi gned4sa uhinglly enhgrzestvworkedelata prasessiag deviz2, whioh iexapahle of uselt@shone
nunber, an | f f hgilag g data
OUTREL EAN ?ggﬁ Blﬁﬁau‘t’i’éw tﬁé%gﬁtusépﬁ ét‘eggnt\?maglrogtgtl?gﬂﬁgﬁzﬁe mtfﬁ?éﬁ 'aﬁ
server part Eﬁﬁr%tﬁreﬂhﬁr o?{e{s UERPEereink dgtivity; BhC‘A'b‘(ﬂJ’F'OPF%d%fédress

153 Con\{ggspch,esslhg S0 tp?rdfglﬁ&{LmWelfeﬁas (0] detth%ug??%ndbé&fmr%heh .
2 obi e oar SxBAGe b adkHm toRrenbaa ot to B sbledBdaning SRef Ghich” "

st or age sstevi 8ee dfanterést tobiva viatheltelesomnauydcasiond aetwérkot i | | ustrat ed) and
can exchange data with the client part 120 via a data | 2so comuni cations
devi ce (not IIustrat ed). The card nodul e 140 may be configured in

particul ar aE'"ﬁ o thecand useshag éunche REgidersvith whicknke wishesite eé‘@;h"glhg are

\?\lb is:‘) poss::{gl strofipsi Bugihaecsnrstioh, Rhs beﬁfe%lly%@cd’ébé@' 5 ke Infd Qccadhita, 1N
an n

manuat 1+, uoRPels BariBRa0eat kR or oA ki8R Fpa kRt ERElpB oS of

this 123% puthie agheatication df e gwamy as e¥edkasntbe daliveityeofithe sederedegamdspt i on.

A card modul gnd 6£5i9A0Bf P&/ HeRd. as a chipcard which is printed on both
sides is parti cul aﬁﬁa; pr'g?ergﬁyd Here, for exanple one side of the chipcard

may be formed by a media content provider who issues this card to his
cust oners. \Wreviewhef marmrob&m [ Rasd pfbvmasly bé&rﬁs@ggi;%técﬂw mviua/\@eftebméﬁ/o a

t 1 nal , t t th d
o cet up. “HRTRE] BBE BTy eivReS Wit P coanapd b REBELE BB 3 he
portal dexta pingtecfusctionalitypcet mvkta stiallnwnbie afffundteonatities.ifn exaraplecaf

faci ng upwar ﬂwls & t@n@r}ﬂgﬁﬁé Hoﬁ@vﬁld'heﬂ'asaﬁlé paagés‘%fngadéﬁ@é Wﬁlc"ﬂ‘ﬂ' ngr:tetdh' S

oper ator of gelct al rocesmggg I's preferab e avaj |l abl e,
sai d connect %ﬁ tg ﬁf’l"f‘?"r’l'ﬁati' '@nﬁeq"ﬁ” e?P"Y%éﬁ%‘Wﬁ'@HY ICSF"\()F‘ singledi a

| eas cont ent ppromsed@ameloweaidng a)ltele;lﬂeonqoeallfi-lcmvdle rektrickien Mdaasiagit ent
provider whog fer t | east a
link to the s&@hgﬁ?lﬂyﬁggﬁ%g S L'(?w{rﬁjﬁg _{Qﬁﬁ@g s?"g‘{g aﬁgﬁg' TP so
t hat t h@ssusesigadisanemef meiwerkest tﬂ@!m@cqshl@gmmearsmcmhe' numtmr@tﬁdcffememt

rather can ahgf C&Ta@&lﬂpﬁ\‘éﬁf I'EQUIFE(P%T f?feo\\/érﬁj&‘fssuéé“érégéeln@?éys@s CtBBtr‘irgI:hV"h' ch
t hey provi dexﬂ?/ ckipng on a |Iink he server par
conput er whi ¢ ﬂ??}'ﬁl l?alaf‘y'"ﬁéesaﬁﬁn'é‘d t'?% '&'"&Qﬁﬁr@f cfP'&‘Ft'%aBWﬂé?e'oP'e@%o‘éfs

and/ or servi eqaipniEnt usiag\wanvpatidnal pfoosayrdseforfexantabphading texBPessage
calling to a mobile telephone, a level of complexity in terms of the operator
870 control of the piece of equipment which acts as a deterrent for wide groups of

users is again reached quickly.

An important field of application of e—commerce relates to the distribution of
files which may include data processing programs, texts, diagrams, multimedia
875  items or video animations to customers by content providers. In this field of



conputer which is connected to the tel ephone network via a nodem or | SDN
~2ss and which can be dialed up for data communication via a dialed |ine
connection fromthe client part 120. In another enbodi nent, the server part
110 is a "Wrld Wde Wb" server ("WWserver") which is connected to the

I nternet and which can conmuni cate wit3 the client part 120 via the
hypertext transport protocol (HTTP protocol). In a further enbodi nent, the
server part is enbodied, for |2so exanple, as a conputer which is connected
to the Internet and which can exchange electronic mail (e-mail) with the
client part 120 via the sinple mail transport protocol (SNWP) and via the
Post O fice Pr tgPCP% The nveni 3 res tg certain
types of tel 8@% HPC £ e? 'ngr T o @E@ § jexc ?rbq PETIotganGHiss
extent, the betweensatheaonggntgmodder end ﬁteemnﬂtumeveblytékerplbt:minlé?ﬁSnwlatpl&se of
i1l ustrati O ikl tachiah We L3> e TR o B lodéALh@UBASRECHS Bladin
commercial use o processi n 1 ce accordrn ! |nve The

i nventive i nPEIcgssitba dediveryesf thaerdered gandsiandithe kiingtaae ke presessesrin 120

perm tsgghe grdformest dama)whi&\qsIe&bweﬁtge@t\ﬁsi}ersmnhﬁm%ﬁeﬁ:&u@ﬁcwa\ a@wer part

110 via the clrent art out us ogessi.n

transacti onsVanagg c‘treY'?)‘s aaqrqaﬁ etyﬁﬁ H’ﬁtﬁ’ns Pg lﬁf"tﬁt%ﬁ?'@sligh?fe’ihﬁ ts,

by interacti ng;stwrteln geheratlly ihaatto paquird 2@opw oeﬁylm 'Etamiarschaperwas&d gemuaveof t he
125 conmuni Cﬁth'g Wrﬁésﬁ&%?bttfbpa bRgs e\ ook E é&?o uéé’gar‘t&f@' e by means
of .a system I ndepe dent ral'rng-1n process. pur pos access dat a,
access configurations or access procedures are stored in the nenory of the
card noggd e FAO invEhitidn INGreftretrBRtd3aBth feRhnichEinfrastriktere WRicRAS EYitabié fsonpl ex
configuration gf the access data, for exanple ~2ao with an Internet access
provi der, wi PYCTHPYEOFES: for el ectronic nail or with a server for processing
el ectronic subscriptions. In one preferred variant, the client part 120 may
be configured with the card nodule 140 in such a way that the end user
nmerely has to plug the card nodule 140 into the client part 120 in order to
initiate the setup of a tel econmunications link 1285 to a server part 110.
Where it is displayed, the initiation of the setup of a teleconmunications
link to the server part 110 can additionally be nade dependent on the
activation of an operator control elenent, in particular 40 on the client
part 120, and/or on the inputting of an item of security information, for
exanple a PIN. ~2so - Aspect (2): The card nodul e 140 permts, by
interacting with the client part 120, the end user to be differentiated
and/or identified with respect to the server part 110. Three cases are to
be di stingui shed here: on the one hand there may be cases in which it is
not necessary or not desirable or legally unacceptable to identify the end
user by nanme, |ess address etc., but neverthel ess various end users who
each have separate card nodul es 140 are to be capabl e of being

di stingui shed fromone another in said cases. This may take place, on the
one hand, by neans of pure serialization of the card nodule 140, for
exanpl e by means of a uniquely defined serial nunber which is witten into
a 300 nenory area, which cannot be overwitten, of the card nodul e 140 and
whi ch does not repeat; if the end user successively uses various card
nodul es 140 with different serial nunbers, it is not possible to infer the
identity of the end user without additional logic linking information. A
third variant includes a pseudonymidentification of the end user over a
1305 plurality of card nodul es 140 whi ch, however, does not permt the
identity of the end user to be inferred without additional information. In
the case of prepaid card nodules 140, it will frequently be possible to

di spense with identification of the end user. If paynent processing by the
subm ssion of an invoice, credit card, direct debit etc. is provided,



1310 data for conpletely identifying the end user will generally be
necessary. A pseudonymis always appropriate if the intended exchange of
performance is to be carried out even without knowl edge of the identity of
the end user but taking into account the know edge of which different card
modul es 140 are to be assigned to the Zanme end user (see also in i315
particul ar aspect 7). - Aspect (3): The card nodul e 140 also permts, by
interacting with the client part 120, authentication with respect to the
server part 110, i.e. specific authenticity properties of a card nodul e 140
can be checked ~s20 fromthe server part Preferably known cryptographic
nmet hods can r pose. is possible, for exanple, to store
in a nonvola???ggﬁgWTﬂénggsg?(#%e nenDry (not illustrated) of the card
nodul e 140 -said area being tanper-proof - a secret cryptographic key which

i s assi gged hqeﬁtﬁﬁﬁﬁéd(t'cﬁ’ tﬁé‘qn\!*b"‘rﬁ"bn |I§|QH@‘é%'brcf:1tchein%Mﬂhngqgmrﬁcéﬁqxfrgoes not

need to be 132s assigned to an end user 0ssi bl e

to use t heseSE'%‘EtHFﬁ)?‘E?@"é'Qgtt%t'%ﬁ WVERYRN ton distributing Billng iﬂ@)Pﬁ)}’if‘GﬁOWﬁéa'been
| egi ti mat el ynjEdic @dntent,Cinchidirg} laOdSlarHYm@Gu%UIrhQbhj&ﬁéildFﬁWfrﬁSlMr@eré rgiep card

nmodul es whi ¢ e i.oul ated Qy unaut horized.thir 13

Aspect (4): Pﬁ‘n%cﬂegl‘%ﬁ E 'W@'?{H?% ﬁdﬂtﬁ"gb %4?9'851’%’%%'0"5 'E’S‘é’(@f'? govm th
the client paxamnz@oGSNhonuMT@gmaa rgsulteﬂwfunngonbalaymacttetenemmmrincathmsserver
art 11 I NP C So

part 11Qe i @5kéﬁwﬁsnj§a§guy Hd GBmbid WA tld furR oo g{gjuﬁgggﬁats

i nteracting ﬁ?‘?sr\"f‘ﬂ’utéorbpy u¢, of ﬁhe_LﬁPt tbﬁrwﬁrﬁﬁﬂﬁlséf\@ﬁeﬂl Wecsa@é%ﬁmﬁ A®A of
files which asred mufplel ed by the server part 110 and which can represent,
for exanple, software, text and/or nultinmedia itens. This provides an
effective technical protection of copyrights. 1340 - Aspect (6): The card
nodul e 140 allbe ageantage whigh isrrevidedibygthisi aspetthie particetarlypthiat ugiBg suth laes
uhi ch i SURRIMGAcHYN LAY 18 pESLIbRAG coline aNd whi Ch may Tepresent, for
exanple, nmultinmedia itens, be usecfln a way which is netered in a tined
fashion. As a result, a technl cal infra 134s structure for the

use-ti rre-dependentha:aibtrwiu&bh@ﬁdiy‘itaC@@jrtéthS\Ie&? aGABbieradidhempstked (see al so
in particular Aspect 7). Aspect (7): The card nodule 140 al so permts, by
interacting with the client part 120, paynent transactions with the server
part 110 to be 138® pdentificetidn énd authemticatibp of ahsmidenting afr ¢k t mediad
nunmber s o di gi t aboRdifiier, Vari ous alternatives are to be distinguished here:
on the one hand, a card nodul e 140 which is placed in circul ati on may

i ncorporate a speC|f| c anount of prepaid credit which is represented by
nmeans of a cerrespundiling for eletchsumptonabfadrlittMeBhtent) Sbs§|5ly5mhe€hei n the

42 paymont " may be "REHBURACE bifta hetGe BT posRier Vadh e Hion'BlRte of an

i nvoi ce, a creditnetwerkoandy direct debit, the necessary details relating to
the idegigty and the payment transaction data (account nunber, credit card

nunber, billing agdress etc bei tored in the | 3so nenory (not
i |lustrated) Tof t BSY’HE%B{JF%”SHI&‘? BRI RYted digitel cppteng in particular with

the interaction of the telecommunications service provider,

in a single application device ("appliance") in a way which is transparent to the
915  consumer.

Even if the present invention does not preclude the distribution of digital
content by means of the sale and marketing of physical data carriers, a virtual
transmission is nevertheless more important in terms of minimizing the costs of
920  business transactions. A suitable digital wide area network (WAN) is necessary



advant ageous to protect the authenticity of the card nodul e 140 and the
data elenents stored in its nenory by neans of a digital signature which is
generated by the legitimate issuing office. Irrespective of the above

di stinction between prepaid credit and ongoing billing, there is an tsss
al ternative between the acquisition of2%iles according to the principle of
purchasing, i.e. after a purchase price is paid once there is a
chronologically unlimted possibility of use) and billing according to
intensity of use, preferably neasured with respect to the use tine or the
vol ume of actually used data froma file. Finally, there is a further

i ndependent 130, al t'\gr n.ati ve hetween card rrgdul ﬁ,s, 140 which, even at the
time at whi clPThE Mehilejadia.devifes congiitutei By, definilignap maealy ofcassessing pded
with all thedigtabadde yrebinetwod-in eheforh ofad digihlarebilsradising@gik nodul es 140
in which the billing-related data el enents are not transmtted fromthe
server part 110 to the nenory (not illustrated) of the card nodule 140
until said t&yen ifdhe virtualidissributiprhaf/ digbelesonitenturndmeans loé wired- hamd. witlee

ei ght i ngh vi dual n@aRpRs 18hi1$d cOMpHEtaG gL sER Wit gﬁr@é@g@bﬂpofﬁhe’[s}ﬁﬁ&{[ hree

al ternatives, each condition a particu] ar _technic i ment of the card

modul e and i IMYeNHPRySHeHy Wikefhee HHARSMIsaios: Bseexsmrie By Jeans ofr mabiledadig ¢ o
t he i nventi onetw@8Dappdssygattidulrly advanisyenaschsnindihise cdskOtheScabuhitpadnwi t h

sufficient s ' r ILAthe formof what is referred to
as a flash rré?r{r)?%%t ?’ ﬁoggds |%L°?'rter%ar(%gg%’§? W&BP uEQ?\'H’EIr? d tﬁr%&?ﬁ’ﬁ%"‘f'ﬂi’aaat a
processi ng s§suetnse whishtis linebenric anththesefotecenaet availalile eserymd@re.enpor aril y
1385 O ggermanently in the card nodule. As a result, in particular the

t echni cal inﬂle%ati on of systens which have already been referred to in
Aspect (4) foPe{qRntiLy,poatieast Rsepdsay® ofagransHmesis krovwniq thertelecempmuand/ or
files which nieptiesesérving piovitliravhd essties e &1 @Hra.lt Irni ﬂhlét%%ebbf %mecgmlrsver
part 110 is | 0 ) 43 1390 -. ect .(9):. Fina the card, no e 140
can be used, wlg@&\l \réféejruasggi ’brgl'é "\;/gvic’?ﬁd'f ﬁ%g'cﬁ ?Nélr&'f)?"béﬁ? riefﬁ?/f?ros"é’ﬁ?ﬂ%lvéﬂﬁ' sabl e
speci fi c funteleemamupicagons servicesproyister payst already knew tat least thecndras faindn.

1395 I negs dak dilRhg288Fds3DIHRY cGtoAfer 36 0biNMgt PurbBSed. MY 85 E&¥: of SIM Sardft
necessary to ioplepent all the a‘%gects si nmul taneo,uslb%. The exenpl ary
embodi nent s ﬁ’ﬁg‘}?\ HE%’S‘?’ 5Ata e tIRFURMIINICationE rqenwRe EPYidemfiaaugstly has a
certa: n ext eimfornedticdpen iaf specificytyogsra patis, fbeelhminpleem thedfbrrasof %nﬂiggo _
exanpl e, asy r : it I gnat ures. ..An introduction
to applied C%H;)e?g%@%ﬁéaﬁ%h&%@%&érg%?ﬂfﬂ%rgg%w‘g%rqrn 3 BEGHIS a8ERWY; o
"Applied Cryptography”, New York: John Wley & Sons, Inc., 1994. The

di scl osuiees R tHeNéaseSICHINE Bhrdd WhicRCHE REYRLAS, By {eﬁc?rn?ﬂﬁﬁichﬁoﬁ{1§e&rc%§ ent

description. loos Fig. 3 shows a first application o e I nventlon,

neans of a sBT‘Pé’Ni i Esq\HrEW'afSta"?i’at"a{uﬁr Birgigsmfg chatgescfoscihsr uee Pft digitale

i nvention. Asontentaaly hie Hedusted dcbrnrthéiamount of storedivalu@r inahafed bycthenect ed
via a WAN 13 : e cli.e rt ] vided with a
di spl ay devi %ééd%zngm \'Qi’ﬁ.r"\éﬁa?gaﬁ’i"éé% Eiq[ éde rbnlryQ@%ﬁﬁg’nﬁsljeca:g?#\iwgq'%eb%aesl “nodul e
140 whi ch | s2HINANGNS SREViESS arp terdnically eppssiie dn athisaceniepbofs ifar @adtheser

(not il leust r GirEtbry to? tHb FaUbRE RePLBIICTRH AePmAAf it SoASsThEACHsdRICHIRRUsYor0" DY
means of a pseudonym In part. culfar1 an |tefm o% Mdentl‘ty{ i nformatiqn 141,
whi ch can beSY§LALRNYMEYst'5SYing e, ey fo1 185 petuerkewir Al popaiblet or ed
in the card aosudieglitéthe Fhlevantampllayionhs o thetdleonirlinitasioneladd dinidroaal | y

secured in a EQ;TB; . [ ; cli ry,120. for _exanple
by | ass rr\s‘an'ssﬁ‘!é'f(i a_ | IEen{)n?EEﬁé’%g%gQ%@%&ﬂﬁ%g%? ﬁ(c:) %‘aﬁﬁéﬁ ﬁ% ‘f%‘%cé’é‘?'?‘tiﬂ"’a'e'vi ces
(not illust rﬁ?'a»ﬂsr?ff'PangmttOfff@ﬁum Hayeevadr i otbeuteuntres thismay bagiftecentt her
card nodsyl esinleddtain ddddle, 140c which are each assigned to the identities
SN1, SN2 and SN3. If the card nodule 140 which is associated with the
identity SNA 141 is replaced wth one of the other card nodul es 140a, 140b,
140c, the re¥geotan/Bemasdgned | a2o0 identity information SN 1, SN2 and SN3
can be transmtted to the server part 110. The first application of the
invention which is illustrated in fig.3 is significant particularly if an
acting subject is to be capable at |east of being distinguished for exanple
inits property as a contractual partner with respect



44 to the server part 110, or else is to be capable of being identified
directly or by ia2s neans of a pseudonym Fig. 4 shows a second application
of the invention by nmeans of a schematic view of a data processing device
according to the invention. As already illustrated in fig. 1, a client part
120 is connected to a server part 110 3 a a 1430 WAN 130. The client part
120 is provided with a display device 125 which is illustrated only
schematically. The card nodul e 140 which is held by the client part can
identify a specific contractual relationship AbD 141, in particular by
means of a predeterm ned data el enent, said relationship including in the

t t tal mul di
58" pr oguet Enjelévid Bdedtor L e et R A TR
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client part 120 and represents a nu tlrre |a répresen taas tation, as well
as with respect to the transmssion tine. Fig. 5 shows a fourth appllcatlon
of the invenPlagranayOmdeans of a schematic view of a data processing device
according to the invention. As already illustrated in fig. 1, a client part
120 is connected to a server part 110 via a WAN 130. The Faso client part
120 is peovi Aetvelfthhaspedt splatos thewi partit@Brinhsuitables solltias tfoatorderimd yand
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Fi 6 t t
ggi 2 r d: gg t 08[:5;%(9 ﬁf\?ﬁﬁﬁféghd@fs' s%ﬂ méﬁecﬁ@e e'ﬁiihpmvgﬁ{% i%fbgsté? SiPiHd 1)&5}Qct dof

illustrated P rﬁad‘ias“&gd'?’%f“aﬁ%’ﬁ "12'09 Rf Fr§"Wé§rgnétPW@V'ﬂt9ﬂdoancar d
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120 whi &8 i singiei easedfiredieotransamissiod asobel road@starchashte ejareptsalylodeylbs/e 125
forma pi ecen@an@%'aﬁ%ﬁfsm@‘ie@@nb& @ysﬁu%hﬁlowosﬁlﬁgﬂlg' t@@ttjﬁ‘i@ﬁe i %é el N One

pi ece. Fig. 7 shows acfe cond vari ant an_enbodi ment 0 i on
accordi ng t oCAPHENETHRN ﬁvseﬂ?"fséme\ﬁﬁ’]f‘tar’i such jteqgthyamaling Anputg ontthe gleviger eady
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forma piece of equipnment which is essentl ally enbodied in one piece in



mechani cal terms, the exchange of data between the client part 120 and the
di splay part 125 being carried out by neans of the data conmuni cati ons
device 1485 123. Wrefree and wi rebound devi ces and nethods, in particular
by means of a data transm ssion cable (not illustrated), by radio (not
illustrated) or by infrared, for exanpt®e IrDA (not illustrated), are

possi bl e as technical inplenentations of the data conmuni cations devi ce.
Faso Fig. 8 shows a third variant of an enbodi nent of the solution
according to the invention which is illustrated in fig. 1. As already
illustrated in fig. 1, a client part 46 120 which is designed to hold a
card nodul e 140 and V\/m ch is connected to a server part 110 via a WAN 130
i s provi ded. 98¥% &) feugfalplytervalsy These omaxcbedPigres £ davsicc JaAMN 8aMesns
device 123 t (gamebhow)afiinteividee tiallarsMetch is illustrated |ass only
schematlgally Fig. 8 thus shows a solution in which the client part 120
whi ch i £ des; gned to hold a card nodule 140 and is connected to the WAN
130, on the Ahe latendimenadon lasothes shapneldtisqmwssibly, dependimgaamthe, itaras,tof or m
in themsel Veﬁ'aﬁsrﬂﬁ‘fh&% é{mhﬁgné&spswawa%w.@%ojﬂﬂa% hﬁ}nBQreoPécﬁ%ggie'?s,

mechani cal terms e exchan ient part 1 and the
di spl ay parti I@@O"H’ﬁe%’t%sﬁfﬁﬁ Seauenne; ofr eﬁ%’é{ﬁgo%fbtttﬁe'sdﬁf‘& cepresiedat i ons
devi ce f123 du\{w @;ﬁcﬁﬂatéﬂcb\yélrrmbﬁué}ﬁlrdq&?thF ThedpreebhAdsicei 4t thar émfdmltneér by
means of a data transm ssi of, i no
T Plet r gy SuBotsy BY ot o Bltefs, M fesitety %bv Hprigd o ey iine
possi bl e as tteaisranda&toraspthenem atsutablestoriage niexliamcwhichris pagvided fatdhisce.
1505 Fi 9

ig. 5nﬂye§ea Iff Y LBerv e%ﬂlfngi% Hy 98#9 Qacgmmgf ?ghw%%kuwgé; By

according to't |nvent| on | l'ustrate

i Ilustrated Means@farights E‘F"Fjéﬁ'?‘aﬂﬁ"i"f” 10 fhleds cossyaeistered "1‘56‘%9“6"%5 | east
one card noddtepietbrabidinstirel orfly th Bﬂuembeifbthaae actudly upéd. LTrilelﬁeMls&:a@ V\AlN
130 is ovi o,.the 1510 art 120 there i s I spl ay
dovi co 08"\ ARGpq SrfitE1ER b isdfnet 2t ey Mo, RBGS e eftret tnrtefs

desi gned t o hasedinan ddshessechfashiand nodul e 140. Fig. 9 thus shows a sol ution

in which the client part 120 which is designed to hold a card nodul e 140
and is connected to the WAN 130, on the one hand, and the display device

125, on the &hAege- 'B%ﬁ'"ﬂdf%sr"n”d%ﬁfe%?t%@@taeﬁﬁaéét'berc‘@wnmfent 1515 whi ch
can be enbodi ed essentially in one piece in nmechanical terns, the exchange

o 02 P VBRI bl oF A o e TR TP 462 AR R
can be hel d whicthdéedhnicahtfagilities an® pravidedewhich areosuitaide anghinténdesd $orppl i ed

by the serveiran%tma&%ers%ﬁﬁsrpekhﬁ da@@%% weef.@\at& th@%oha%estfer @Qar‘anet he
card 1520 nod

1S at.a presente n a sensori al %/
percepti bl e i 1t I e.
FeRfRd 10 bisiREBHTPHAN FABIS P A SRATAET o1 165 PREALALS P9tensing:
mgver sel y i bystermabs o bﬁﬁ\&dbhlecdrﬂetﬁtm‘beldef'g)][th_émgpthmgr 6@&-@ ??Ingéd Bﬁtdsﬂ
t t
O dor B! ORERRSH rbllph B GRS Gty | Do been Reld by the

di spl ay ‘devi c ol has been reinserted into the
client part 140, this ordering data can be fed to 1525 the server part 110

via the WAN F8@.invedtion is explained in more detail below with reference to exemplary
embodiments:

1015 Fig. 1 shows a schematic view of a networked data processing device
according to the invention with a server part and a client part,

Fig. 2 shows a schematic view of different aspects during the commercial
use of a data processing device according to the invention,
1020



Fig. 10 shows a fifth variant of an enbodi nent of the solution according to
the invention which is illustrated in fig. 1. As already illustrated in
fig. 1, aclient part 120 which is designed to hold a card nodule 140 is
provi ded. The client part 1530 120 is connected via a data communi cati ons
device 123 to a display device 125 whidh is illustrated only schematically
and is connected to a server part 110 via a WAN 130. Fig. 10 thus shows a
solution in which the client part 120 which is designed to hold a card
nodul e 140, on the one hand, and the display device 125 which is connected
to the WAN 130, on the other, each formin thenselves 1535 a piece of

equi pnent which,is essentially, enbadied i ne. pi ece in,pechani cal, terns,

t he exchangehgf 3dat asﬁgYV\ﬁe%n#'%ﬁ@p@ IFqln ﬁgrt?'elﬂ'g(eﬂﬁantwgngf%ﬁ%?e p@r # 125
bei ng carried out by saoeemstiofviemeollat aatomrocessatg alevicadeacomding3 to Wheef r ee

and wi rebound device doRet hods, in particular by neans of a data -sao
transm ssion cabl e (not iP ustrated), by radio (not illustrated) or by
infrared, for exanple IrDA (not illustrated), are possible as technical

i npl enegat i Pigs40f t BRoWS! R sEEERE PRGOSOt fiventibf With GBleréifte! tol 30
which is illustrated L0 fI@. 10 is dez% ned to hold a.nultugIIC|t¥ %F45 O
card modul es 140a- 1468NSIAREH Ve Ph&y \PEPGESSG jdevicea Aacrding: &p the

i ndependent |y of oneirveotiber conmuni cati ons processes with the server part
110 by neans of the card nodule data (not illustrated) which is stored on
said card nodul es 140a- 140e, and which can be addressed independently of
one anot her, Fig: 8m t hehpwpm feartlyjanplisatiam of dbevieveption witho ref¢rancegto a
conmuni ggf i ons 1550 &EREHAtd iview BhisLliatd gwb&bgsir@ IvRY bBEordfig/®6 RNt
110. For exanpl e, at.Iea§t one of the card nodul es 140a-140e nmay act as a
component of a systeM¥##8@A is illustrated in fig.4, i.e. a card nodule or
several card nodules serve as a nenory for digital nultinmedia products
which are suppl ged i I, Qi t f ver V] . 130,
regul arly bu?gégynchrggﬁ‘_ggs?l f?rkwé}i]éﬁ'}te@gsh%&q%é\%%%%% %%gtr'gﬁcgﬁégr}gw actions
of the user. The par theinvaptionilustratedin figel.ar r angenent illustrated in fig.

10 in cesparison wth the arrangenent illustrated in fig. 7 is in
particular the fact that a master card nodul 40 i s_provided with which
t he display E'@v?ce 13808 3 segand vptiant pf an ezfﬁgcl‘iiglf"éﬁf ﬂmqlefé%a?qogg\np in a

particular way w th tethEcdoventiornt iestcdtedirt figal,t 120 and the other card
nodul es 140a-140e inserted in it. For exanple, the nmaster card nodul e 140
can be inserted into a digital book which is used as a display device 125.
The digital B®oR is shewsadhird yariaet ofyar erabedisnent of sheiselption ecaardirigntosuch a
way thafoso W t h respeghe inehtién Mub@itedmafiy. and the further card nodul es 140a
1565 140e inserted in it, specific privileged operator control
transactions, for exanple the enabling or disabling of the client part 120
for suppl i esFigy9t he sbowena foarth viatianbof amenpgerdimentiot theofolotioke acearding
transactions with re ; : t{ 110, can be carried out by the
user using the data ?ﬂﬁ%ﬂﬂ?g@ﬁéﬁﬁﬂgaﬁﬁg?Sgﬁﬁé%_ For this purpose, the data
comuni cation via the data comuni cations device ~s70 123 is preferably
|tor oth eclteds_ aghign$0 tal@pbwlg adfifch Vrmdrmldfaﬂi@ﬂbwnmah | @6 thef sélgiié@blﬁordihng to

echnol ogies, in partjic [.Cr ogr aphi.c §echnol ogi es. Fig. shows a
sixth variant of an g#%ﬁﬁ?ﬂ%ﬂ?mg%ﬂgﬁg'ghﬁuiion according to the invention
which is illustrated in fig. 1. As already illustrated in fig. 1) a client
part 1575 12 wRhch i i ; I . j S
connect ed toﬁﬁwglrvef58§§?¥%@@g@ﬁgngavﬁNaEggaﬁ?ggggéﬁ%é§8“$ﬁ3°§$#% ﬁbart
120 i s connected vi atRe tyeptiedilstiatedin Basl.devi ce 123 to a display device
125 whik is illustrated only schematically. Fig. 10 also thus shows a

solution in i |ient .part 120 ieh i signed to hold at |east
one card mdﬁ@éqgiéﬁ%o%otvﬁgg%ﬁgs Hgﬁa,eﬂ@%cgngﬁg O?ﬁ%e g?‘é’ﬁf’%f"&%’ "l%*ol whi ch
is connected to the Wventigo illustrateskindigndr, each formin thensel ves a piece
of equi pnent which is essentially enbodied in one piece in mechanical
terns, the exchange of data between the client part 120 and the display
part 125 being carried out by neans of the data communi cati ons device 123.
The particular feature of the arrangenent illustrated in 1585 fig. 11 with
respect to the arrangenent illustrated in fig. 7 is in particular the fact
that the client part 120 is designed, as also in the case illustrated in
fig. 10, to hold a plurality of card nodul es 140a- 140e whi ch, by neans of
the card nodule data (not illustrated) which is stored on them can each
respectively initiate and control comruni cations transactions with the
server part 110 .



i sso i ndependently of one another and which can be addressed independently
of one another, fromthe point of view of the server part 110, during
comuni cations transactions which are initiated by the server part 110. For
exanpl e, at |east one of the card nodul es 140a- 140e nay act as a conponent
of a system 49 (illustrated in fig. 3, i.e. a card nodule or a plurality
of card nodul es serve as a ~sss nenory for digital nultinmedia products
which are supplied in digital formby the server part 110 via the WAN 130,
regul arly but asynchronously with respect to operator control transactions
of the user. In the variant illustrated in fig.11, it proves particularly
advant ageous 0,500 | npl enent, the. cljent part 1 as a fjxed card podul e
station whic f geconﬁgmgdaeg@gmq%& I"b"’gaﬁf)ﬁgﬁimai'?? 'ﬁBStﬁ{E’"\/\RF\Ial V§8d can
thus al W8s initi at e ageerding denthé daveérdiont farndistributing, billiny aes peaying ¢ort he
server part 110, andcgyﬁﬂhﬁﬁﬂgégh@ﬁﬂ recei ve data conmunication
transactions initiated by the server part 110, asynchronously w th respect
to use transactions of the user, ~sos even if the display device 125 is
enbodi ed as figmbi | e stewiseeschahtitic tlckishigrafiLIikaSIIMirdtioh d1@r A5 V@R When
he is not present at {he Lﬁc?tiqpﬂ BogE with respect to the variant
illustrated in fig. P6VERA"GPYESdP to the variant illustrated in fig.
11, it mwey prove to be advantageous to enbody the i 610 display device 125
to hold at | hgone dOHE St t se jllustrated in
fig. 9 can bg%tshggd bfﬁra%vgnsertﬁatéég%\g% an%h%_%&“%ﬁg?{tﬁ %rf:"'é%#u'ﬁa%t 120
i s designed to hol d & dp¥setacspedingrte Hisdinventiao fon diptsibutingabiling and
illustrated in figs @ayimgkdr digitglmedialcdntdid, 13 each show a variant in vs-~s
which a client part 120 is used without a separate card nodule. Fig. 13
shows a client part 120 which is designed to hold a conpl ete display device
125, t hwesdi spigay9devisbews a5scheimaticiview of B sdesndjaremplarh systemt arckitedtur@ne
card nodul e 140. Dat 0 ' i . ser. rt 110
and card modul o 140 o Gaeues Sgebihg AR PivefoR 3br bt e Hild %

t hrough the displ ay P3vHaderigidahmedigcomtams of suitable el ectronic
nmeasures. Admttedly, it is not absolutely necessary for the client part

120 to be degi gged tq, hol d | ete display device 125. The exchange of
data bet vveenE'tghgacl i 8n9w5&fﬁ's§§%gra5ﬂ??rh@s ‘I‘F@Y'Wa ,g%?@d?ﬂ%e BFE']&I wWugeyi ce
125 whi®m i s prepar e®f sungas ofoahpdgb-seridndated e domuchemndedoeiviedO by othet he
ot her, may, for examébﬁsmﬁlaé%nt}ﬁeh@kiﬁ—@ﬂ&&qe%%us]’ ?he'% k,égétrat ed in fig.

13, by neans of a data comruni cati ons Vi ce and wi rebound
devi ces nethods, in particular by neans of data transm ssion cabl es (not

il l(JSt r at ﬂj) Fighp1r g;jisaomatcumé u'labra’ﬁ\ @6ating tcbivhlei dlfsétfbrs% offtRE d@ﬁ@?@érﬁ:e'hr DA
50 (not illustrate ssi bl e. as, technic. i nment.ati ons for the
dat & conmuni cati ons 86{/%&0 e |gt%5|suty of use cqnan ifem aﬁa tﬁe assugnec?prlce,
1075
Fig. 22 shows a first diagram relating to the discussion of the dependence
of the volume of a page of a text document, received by the

consumer, on the use time incurred in using this page,

1080  Fig. 23 shows a schematic exemplary view of time profiles when a page of
a page—orientated text item is used by the consumer,

Fig. 24 shows a second diagram relating to the discussion of the
dependence of the volume of a page of a text document, received
1085 by the consumer, on the use time incurred in using this page,



Figures 14 and 15 show further variants of an enbodi nent of -‘the solution
according to the invention which is illustrated in fig. 1. As already
illustrated in fig. 1, a client part 120 which is designed to hold a card
nodul e 140 and which is connected to a server part 110 via a WAN 130 is

al so provided in fig. 14. A 1635 displ3y device 125 is al so connected to
the WAN 130a. The WAN 130 can be identical to the WAN 130a. An interaction
- triggered by neans of the display device 125 and transmtted via the WAN
130a - with the server part 110 causes nultinedia data to be transmtted
fromserver 110 to the client part 120 via the WAN 130. As a result, the
user (not il lLustrated) may call, for exanple en on jsao route, data from
the server p!ﬂgt‘E%lO P&Vﬁ%@"f?r%{ﬁ%fﬁm f%%fﬁ&té’ feigoussirarfithe dspepdensst part
120 which is, for exafythe, volnstealf ed paye hafma. telki gloclmetinoveceivedabiyathe i n
whi ch the client par ' rQyi j i . [ 125. The data
(not illustrated) m}cgﬁ&?@b@gﬁt@g ”gg%t‘#eﬁ‘g‘é'??/gwg%{rﬁg trﬂgéagg i sas

transnmi t%®d to a secondary client part 120a via the WAN 130. Figure 16
shows a schefmf.26 bl @pbwdiPgirRmMdtickAew FWheToracdldVdrGBadg R iebhaguito the
invention for distribuyti nc%,’(ﬁag' | 1.i Bg and paying for digital nedia content.
1650 Files 104, 106, SH98 AFEHS HPRSnade available by content providers 102
are held ready for distribution on a server 110. The distribution of the

o oot S AR B Bt e bl 5 =

physi cal®®dat a carri e@sasdich as CDs, isss DVDs, flash nmenories etc. (not
illustrated). Here, when dialing in to a service provider, specific item
formats can Pe §8I ect Ed usi ng'érreans in the client conputer or in the

pl ayback devi 8o t F4PWSidFCRSMA Xiew, Qf e manaaement andotraarmmissionyofui ¢ h
MP3- conpati bl e it ens rigbts biowmeaoadf agardBynodukens of a personal conputer or
not ebook or television with an Internet connection it isso would be
possible to view all the formats of distributable itenms using specific
rubrics'for Ei9r &8t i nghawa actchematig viewswh ratiierenb sl raanaging agd drans—

br oadcast) . 51 The nﬁi&g-igt%hﬁgptrﬁé’ﬁnsv&}ia%ra omde available to the client
conputer is represented synbolically and marked with the reference synbol
112. The billing and paynent of the charges for these digital content 112
are carried bigt 30yshenvd & fidwechartpifardovinioad oparatiback 120. The function bl ock
120 has a decoder 122 which firstly decrypts (reference synbol 124) the
digital content cryptographically and then nmakes them accessible in sone
sui t abl 8% echid 841 ~ f 88AWVs A iagrams of wapjevs qyeissible wayshef iropleomstingsthe 128.
In the case of MP3 aulientibhla@d.itstsBLerityadvdde done, for exanple, by
generating an anal og audi o signal which can be reproduced with a

| oudspeaker 126 or headset (not illustrated. In the case of other content
(for exanpl eFigeR2A, shomsge syeavable eompuder withus tiisptayddnd bperatomegntedl amitoe,
for exanple, a visua i i Lce (not illustrated). 1675
An eval uation devi celfolrguorﬁ?ésrgéélom@%jgiggﬁéﬁ%/fﬁgmﬁg%oder 120 in order to
gener at B'at a continuously for a consunption history 132 while the nedia is
bei ng used bFig. BB ahons®crdsiBsectidhCthe@igh RS WelabdbM cbRfbutes RETrling tés€
process wth suffici et %yeci sion to allowbilling to be carried out later.
The consunption | sao ﬁi% ry contains, for exanple, data on the duration of
use of an audio title or) in the case of other formats of itens (for

exampl et oxt Fgias 1| oHah&ad Réhlangth DGR AT A Auie UAGLARAE BheLeX

and the individual use_tines w espect. to | ) 8
Ot her pU&Ssibilities 8 fPé&F%@érﬁ sRPAbeteRiees pﬁgqu@@%nth As svehobraivysges,

media player, telephone and/or remote control) or in conjunction
with a wearable computer,

Fig. 34 shows the use of the display and operator control part in
1120 conjunction with a home station or a wearable computer,



1685 Alimter 134 is provided in order to supply a calculation of the
charge total which is accunul ated according to the data in the consunption
hi story 132, continuously or at specific time intervals as a function in

t he consunption history, and to transmt a disable signal 136 to the
decoder 122 when predeter |sso mined c¥arge totals are exceeded. As soon as
the decoder 122 receives the disable signal 136 fromthe limter 134, the
use of the encrypted content 112 is interrupted until the limter 134
cancel s the disable signal 136. Instead of a charge total, tinme credits or
credits in ternms of volunme of use are possible. A hybrid variant of the
possibilities described above is al so possible. 1695 52 A stored-val ue
menory 140 stores a data val ue which represents a sum of nobney, an

avai | abl e usEBigt Bire oshaws avpiefeabdc enbodinéntnsf thiei groviobslycduzstipad dﬂs2r$— has

stored in order to c i fo Iethrou aynment
i n advance in the for?%ﬁé? aghlsﬂ agnﬂa:nk poggﬁiﬂéﬁ)gfe&e\%oﬁéeqﬁgr@nﬁr@aﬁﬁﬁ 0 can
be topped up by neansygemaen Pl%amtmférrythmformpéeré?MCWSardmd aTsreaﬂcarch ude,
for exappl e, click apghdddlin vﬂ%’l@%ﬁfﬁ’eréﬂﬂ?ﬁhf@ a@raéc%égv\h@gbf'?n@ﬁsr@ad"FPOf a
servi ce nunber such as,, for xarrp e, a 0190 he stored val ue
is | oaded on by meané“‘&ﬁ le, splugpn munber, it is possible, for exanple, to

| oad specific anmobunts of stored val ue by nmeans of different tel ephone

and Tor i hashtabunt ShORSHE RN PIAGR AIEPE sUERFIEE 1 bo ReMBS L8 st cc.

Loading up a stored-value nenory, in particular for offline use of digital
i tens, {5O9r P3P tQﬁo%b'fﬁ‘e a@VaHﬁ‘g”élsoﬂfwe@Psﬁgﬁrﬁ??mg%hsbr%eﬁpwrbugﬁgendent
inventive idea for vvhlg grotggtlon 1.s i ndependently clalned

particul ar, |oading U9 Vveigly&iPessibilities ek sfenory in a connectabl e paynent
nodul e, for exanple a smartcard, by neans of a service nunber is

advant ageous Ssi a rn be sto d val ue

terns of rmnléé Bg t] ?riégvg?-e[ﬁé ?’ ogé'&égpgﬁ/ %Tﬁ&rﬂi? EF %’P&éﬁ £ Vel“f & é’ﬁré%tlyfl c
rights of use and/ or opplaybpekdayviessn al so be set up by neans of a service
nunber .44g715 The limter 134 preferably fulfills its functionality by
interacting with the storedval ue mory. 140, i.e, as _long as a stored val ue
i s present, Hﬁeg%lecoaé? w§ 3ne Pgssr‘l'wpt%b‘?fd'é!{&j&el'i&%ys’fﬂ@ ferArlineprdsripg iengd20
contains critical datestdindidnerd offinel ddnsesiptiohch have to be protected

agai nst any unaut hori zed mani pul ation fromthe outside, in particular by

t he consuner. The decryption key 123 by neans of which the decoder 122
crypt ogr aphi Eigk #9 deshgws she Hearditing advantages eeing ithg Rfhenatiulg tsusteoomient

and t hugsmakes it aV@lr{@%ﬁhé%ofsMBﬂlﬁﬁéf Hﬁ@@ﬁﬂé‘garlé@ Raatd Pehfrie¥ a%&zs
sensitive. The armuni{@of store not ustrated) stored in th

storedval ue nenory 1 "?@'sifcgboﬂp@%ﬂvhéQHQWVPF%"o"fﬁ%t consunpt i on rreasurl ng
means 130 and the limter 134 are critical functionalities because the

ai med- at bi | ki,ngq of I ng these devi ces.
53 so It is Fﬁe?éforg]%églg%tag\ﬁg‘g@tﬁgg&sﬁﬂﬁ%‘(’bﬁtﬂ??ﬁ%& t%&ﬁbl ock 120 as a
particularly protected (tanper-proof) assenbly. In the sinplest case, the

i ndivi dual eFigrepts @f ah mxanﬁﬁ%mhyeﬂaaadmthﬁ @Pbeaﬁ%&nef %roeéélrépiaﬁ ina

seal i ng conpound, for | e artificial er develo
solutions it is possf BrIJ(W aﬁ?%?\ﬂfa%aéaﬁ%? ga"(‘?ﬂﬁta' alr‘fjl?slf"g‘a ?evﬁpgﬁm&re
sui tabl e for detecti frggistersmpadseptchirhaskskchani cal andl or el ectri cal

mani pul ati ons. The out put signal of these sensors can then be used to
del ete instantaneously critical data such as, for exanple, cryptographic
keys 123 or Bigefdt s égo‘é’ﬁdf‘édi%?aphénlﬁ?(t@ﬂﬁ‘él {sroartenrdACMGRITIR) system Tare

stored-vgl ue menory %Gﬁné’d’iﬁ‘v’gocb d d:dﬁ'\b@trer ch?@&ﬂ%lﬁﬁéaﬁems@stréd?nérhevlth
exenpl ary enbodlnent ccor re t 7ao conmbi ned in one

functional block 1209 e%tI%SVtE?é: c‘lfrﬂ'%‘ﬁﬂ\é&g}”ﬁe% tg@b’&f“ft keipg flneamsd: &fpar at e
nodul es whi ch can beezampbs irea btawsdref theplaybackaelidee 120. Al |l the
conponents which are conbined in the function nodule 120 can be | 7as

i npl enented either as separate hardware conponents or as i ndividual
sof t war e



nodul es or else conpletely as a software solution, for exanple in the form
of plug-ins for a browser. The consunption history 132 al so represents an
aggregation of sensitive data 1750 which has to be protected agai nst

mani pul ation. To do this, the nmenory (not illustrated) for storing the
consunption history 132 can also be infuded in the protected function
bl ock 120 (not illustrated). Another possibility is to protect the data

val ues of the consunption history 132 agai nst unaut hori zed changes by one
or nore digital signatures. To do this, a digital signature generating and
1755 testing conponent (not illustrated) which is advantageously included
in the proteﬁteg crit'hcal fulggtion bl ock 120 _is then proyided. Wen_the

bi ndi ng bi || F¥g%nd sA9Wene B geeametdirigte of RAYIRMENE oWitBnintegratege PP
consunptison hi story idecpdeafer edtyoltrmaddlei dnidesmancardsebti@bioe, inter allaciPPa dat a
~7s0 network link, pr ed. i i har i

noni toring and data ﬁ%%@%&'?%ﬁ%%&kigg&}?%ﬁﬁé}éntgg%'g%cttigg.?&#ﬁé{%%ﬁ??sng
server calcul ates, by reference to the data of the consunption history, the

charge whi chFpy, a5t 0 BRoRAilhyDAck RENGRAS Withla #grteihdYehderldidl iRRGFRAPRAI NG
anount, for exanple 4 nmeans,of a debit transaction froma (dunmy)

b
account 150 which isdéggﬁjﬂrfé’cPOPHO!l‘?%'Sa? BE’d/SﬁQUPr'iQtWS&Fhe consuner can then

carry oiso a paynent transaction in a conventional way, for exanple by means

of a noney terangker ans of .a credit, card clearing house, Th

account 150 ?ggét o%h’g ttggy(for}"%cg%&l?fggfm%eﬁf"g@(gtpi%aﬁ&é’atyos Eerﬂs@g whi ch
do not require a (duswgtpracdtunmdispBy, arsiederator aontnglmarsant tgrddals.ash, it is
possi ble to dispense with the account 150. 1770 After paynment has been
made, or, giyen appropriate credifworthiness of the consuner, also after
billing by tR&-B711i ﬁg%'ér%?hem@' mﬁ@"?é’t@&ﬁa'ﬁ‘l afca furthgr dawicmeceardivgotoed

val ue whexh is storedhe invemtiont for atistiblitiveg, Eaging BatR, bAind and neayvéap st by a
speci fic anount of stgr. . ransmtting a stored-value 177s nessage
155, protected crypt tggﬁi'gagﬂ?/e?é???ﬁéﬁ%i nst mani pul ati ons, fromthe billing
server 145~to the function unit 120 or to the stored-value nenory 140. The
stored-val ueremry LABwsS aPaichbatia” MiewP! 8f &4 aRlnheRCeRUBRARIRAT oF
smartcard in {)grader to be at?l ecto usl_e t he _stored anpunt g?Bgtﬁ*oer%ed va l?e | 7eo
i ndependently of a sPERBEEARAt $hPven 914, f ashi on, even on other pieces of
equi pnefita The function nodul e 120 contains in this case a smartcard reader

(not shown). g co t i tain e s tcard reader  nma e
enbodi ed, fof Bé?%np{r%ﬁgg@ 2" bR, Sl b e b HBHeR 2Py R BB Y 86
the function nodul e PP@ngem®st #hovan incligiaA8, ve (not illustrated) to fig. 16
is for a nodul e which can be coupled to a playback device to be preferably
capabl e of being.plugged in, for exanpl.e PCMCIA wt n integrated nenory
in which, A a,%ﬂﬂlﬁ’éta %m&émvggvaew%wam&iwomafkeﬁpam g

| i censes7zan be st or ededia sslesipradwaty ohlithé bakie of tieatrdsgemonis|ikustatedimect ed
to anot her playback ¢ \ﬁ‘i49%9,§ conputer the license with the corresponding
pl ayback rights or rig t's of "Use can be used and is not made unusabl e or
invalid by using anot her playback device. Here, already existing |license

sol utions of Frf. BEA NN &lSéferhiatit GiaW dfVarPExdgiafy 88erAtSH QIntidhfhiBRSLY 6f can
be provided with neans_s t hat :}Be ?ﬁ{'gteml nde endenLPﬁge of the | 7ss

.such
li cense or |icenses (?ff'ﬁ:sﬁés'b?céﬁr (St SURSEPsSERET'BY 181t st phase of thene
provi derigo by nmeans ofphabke muatélifrem fig.5@ssi bl e, but it is not possible to
produce a copy of licenses, rights or anmounts of stored value. In one

further enbodi nent (not o .
Fig. 51B shows a schematic view of an exemplary operator control interface of

a second aspect of the first substep according to the first phase of
the phase model from fig. 50,
1185



55 illustrated), neans are used to enbody a smartcard as a rights card in
such a way that they nmake it possible, by interacting wwth a software

| icense installed iaoo on a conmputer, to play back correspondi ngly provided
mul timedia data (itens). Here, in particular information for identifying
and/ or checking the authorization to u¥e the license, the player and/or
specific itens is nmade avail able by neans of the smartcard. In one further
devel opnent, a software license or a player can be nodified in such a way
that different users can use itens or application iso5 prograns etc., which
are made avail abl e by nmeans of a separate smartcard, w thout having to

install a new | Lcense on the conputer .or playhack device. Paypent by neans
of a smartcapl@' lﬁigﬁgggqsb’:] %C,q‘elnaﬁt'ce\féﬁ‘?fﬁf@”b'g‘e Ay Q)qeratrgrtcgngp}/%qfigpp et ting
of f against a tinme cluaesicondrsdibstepaaccoeding to nhé dirsteptadse usfathk Hise anvddlune.

It is Iikew se possible Lo grbody the smartcard as a debit card and/or isio
credit card. Fig. 17 shows a‘schematic bl ock-diagramlike illustration of a
detail of the device illustrated in fig. 16. The server 110 nakes avail abl e

di gi t al 4160nt gt 54D hoWs! 4/SEHeM AR vieR b G eXxRP R8N ESdr8dr BntrBRinks Mg dred
function block 120, fo

1s15 exanpl e, by nmeans of. a w de area data network
(WAN) 210 via a nodeﬁlfrﬂ'ftZ?Spﬁ?g °?@n@rpo?\}()ﬁfe(9c?<°%"9§°3gﬁr‘fgﬁtt alaﬂﬁengftﬁh‘ﬁs case
to a playback devi ce phase hasiebfromofigs®0/ pl ayer 1500 whi ch can al so be
enbodi ed as a plug-in for an existing browser and which is capable of also-
representing status information relating to consuned units, tines or prices
or remai ni ngFignbliRtsbovs aschempticatienw ofian ¢xenmlarydeparatertcontriobindertacgpefed
data. | ead of a nydgRy, r i ' ' vice,
for exaﬁr%lte for ISD&‘,a GSMng:él gﬁgﬁﬁf%gégﬁg g‘é g&@gié%[w%gfgm iairb%ke‘?%rel d')sfcfrom
fig. 16, such as in H&?Ph%ﬁﬂ'&ﬁ’d?'ﬁ@rﬁgﬁsﬁ%ti on neasuring neans 130, liniter
134 and stored-value nenory 140, are not illustrated in fig. 17. 1825 In
fig. 17, a cayd dul 5, i j i t | . . S a
ignt s card % Zont PPEas GEpaal 1iehs ot S ERe NG Belnh, 8F HAGHNAS G |
preferably enbodi ed a5anagement @geerding &% figs<dd, M8gor 48, Hiedwat ahe ctantenti ¢
Vi ew of o8 first exenpkraVideSerid &7 af thBInk& sk Hbﬁs&ﬁeﬂcd_@ﬂéhﬁ‘eﬁ? asgording to the
invention for distributing, billing and paying for digital nmedia content. A
use device for the use of digital content by the consuner is designated by
the 1 ass refFigr 6BAeshowdalscRaMatid view ¢ addevice add bfcamdiRo@ for betedicastt h a

connection device fory j dul. di a server 320
keeps ready content gllsgéfﬂ'@%‘fWgﬁalggéﬂeng‘éﬁn#hfsﬁ%‘ria?@g ®Peont ent and char ge
schene in}c ornmati on. The nedi a server 320 can be | sao connect e_d via a data
net }[/v_or k1lzbd nFF%‘}gBBFL{h%W alkkcMemiatic tvhéf%y llo'Ptaeg%\g&e Iahg_éf_ma nYEtRod ¥} g?oa%%g?t In
particul ar for downl oadi.ng.cont en iles . I ndj vi qua roviders o
digital content may gﬁ?ﬁ%éorh‘éfltﬁﬁgé?'f%gﬁm&%sm mggbﬁ{ Stga'oc whi ch are
each connected via a data network connection 352A, 352B, 1845 325C, for
exanpl e via t Pg‘yst 1y el e afl I gﬂ%
illustrated ?@e??géﬂ , ?tsﬂ:ﬁgﬁw{%ﬁ% resgjcgrslas?%\:ﬁﬁ? 2 (ff {Htéé}g?gvf?ggrs E%tA,

. 0] » . . . nt O
350B, 350C to keep avhstrigytien ef Q"G%a's@nlﬁ,nt%ﬁﬁ)'r%w@\% stapdand t al cont ent
and chaf.ge schene informati on 356A, 356B, 356C. If a specific digital

content is 1850 ested by the consuner (not illustrated) by neaps of the
use device 3I¥ Séﬁgslh%}‘ﬁ 8rﬁ°¥‘5?‘8\af’d’éefw%Aggﬁgﬁéf‘dﬁot"&?tﬁf’a@gm? #hdi ng
content file 354A, 35HdiboterCofdigitareontgedn & Fourtharegeodstepne i nf or mati on
356A, 356B, 356C and transmits the content files 354A, 354B, 354C to the

medi a server 320 from L
Fig. 1 shows a schematic view of a networked data processing device

1215 according to the invention with a server part 110 and a client part 120. The
server part 110 and the client part 120 are connected to one another via a
telecommunications network 130 which is designated as a WAN (Wide Area
Network), for example via the analog telephone network, via the ISDN network,
via the Internet or via a satellite link for exchanging data. The server part 110



where they can be transmtted to the use device 310 for use by the
consuner. 1855 Fig. 19 shows a schematic view of a second exenplary system
architecture of a device according to the invention for distributing,
billing and paying for digital nmedia content. leso In the variant of the
arrangenment fromfig. 18 which is showBin fig. 19, predeternined tariff
categories 322A, 322B, 322C, 322D are set up on the nedia server 320) and
the providers of content files 354A, 354B, 354C stipulate the valid charge
schenme nodel for each of the content files by virtue of the fact that 57
the data transm ssion 352A, 352B, 352C, 352D takes place in a file-specific

.Lass fashion_into gn are 2A, . 322 322C .322D of .the dia serv 320
wht oh | 8% ¢ B i1 ARnEREA 10 RER MECay 560 Seviaie e drissradkEer e iedFarons
first diagrah2el2d; forgexanplae wiephossiramibdr, ahdntdepstradieiness of theHikey fdrune -
recei ved by e M : p@g,q- i : 51 ment
(not illust rg{tée% gﬁé'?ﬁgxs%ﬁglug@?glgx\ﬁé t@% he 1§géﬁ?$§ng!'érﬁ§aaé{_?%€“?ﬁfe§ page,
on the hori zénselumilisk teishe serviee Pgtial 10nga dre WRN VSP: it cequites isfarsnatignbe
ulnderlst fod ;E?édtci?s %ld‘d’?éést ’mazt @?mtaﬁelﬂfth%ee%rvémbsh hﬁﬁa&ﬂﬁr‘étsriﬂfﬂnﬁation
plurali o] | al,so ¢ 0 ex corresponding to i's

pl ur al i‘lz%}/" of al??%&é‘? aﬁ"ﬁ?Sﬁﬂ#@é’?”&C'B& 8@”8581 he text item assumed in the
illustrated exanple is t875 120 pages. Assum ng a constant readi ng speed,
for exanple : ' I | S Sj ed of

st eepness angn?ﬁilgﬁ?%ﬁwe%ghlgsﬁ%@al{fohgggées o_'%t%agdi'?'ggnu%ai_ 'eﬂﬁegéé'gd once
by the consuffi@dulg 140 carpprisss atdeestpresierags deyige Jonthernaayiotatile stepagesof

obt 3! ned for dé‘ﬂa,h (_ﬁ&ﬁmpbﬁgﬁéd) Sh@}[ﬁ’ag%g@ﬁéBngecéétﬁﬂﬁiﬂQﬂﬂé Bﬁr?rg,paﬁ'piztﬁ?i%r?tjﬁtat he
readi ng curve ich is deslgha an a hi re st eepness
hnd 1 n g ohceBinieetong °BeRcpatis HstABE- ThensarchdapieadBne VP he
consuner aft eonfgppedxinnparticylad dsoarchipdard e ddweyet,asthet | easily straxispartabld f or
an exenpl ary . £ e lna 1 I jch is
dosi gnar ed bieaiBEh fCaEE popdbitbadic phefierie L Taleld BRCIDRSCH A MLCT, | 2
120 pages of in Woligape Rankl pad YVelgano EfingpyHamibuchndernehipkatten [Chipcard

appr oxi mat el phahual]) Birfictef CArEREhS Verldg, 2Sd baRidn0IBo8! Tks! dfselosareseofarRil ary,
aver age- speed reade

schens P8 soPubfRlSh areinalds I FermiaRos (s esRBaTaRPRI oA SRTREHR: 1« o
the point at 14fhtiichaggr beiused es p chiriapd gedchhia\peinbexk on hedid sidps i partionsuner
S ooy o By, Bt ol Sk ARGBP P uoEle Al TRy, 0.
Fractions or Meglia ¢test pnevideswhe lesuas thissiasd & hisl austamersdWhespibetcatshis | y.
inserted with this side facing upward into a terminal, a preferred connection to a
1240  selection page of this provider is set up. The other side is formed, for example,
by the operator of the portal data processing device. When this side of the card
is inserted facing upward, a connection to a register and/or a search engine of
this operator of the portal data processing device is preferably made available,
said connection permitting items to be selected independently of a media
1245  content provider. However, on the specific side of the media content provider
who takes up one side of the card there is preferably at least a link to the side of
the operator of the portal data processing device so that the user does not have
to remove the card and turn it around but rather can also change over to other
providers and the media content which they provide by clicking on a link
1250  button.

The server part 110 is a computer which is typically assigned to a commercial
provider of goods and/or services. The server part 110 may be, for example, a



58 Fig. 21 shows a curve diagramrelating to the discussion of the
dependence ~soo between the intensity of use of an item and the assigned
price. Whereas in the diagramillustrated in fig. 20 the charge increases
proportionally to the nunber of pages read, alternative, nonlinear charge
scheme curves are illustrated in fig. 38%. Q05 In this respect, in the
illustrated exanple "sensory itens" such as texts of "high" literature are
di stinguished from"functional itens". In the case of sensory itens, it my
be desirable, in view of marketing considerations, to charge for the use of
digital content by nmeans of a corresponding ~s~o technical infrastructure

i h i.r st it t f th b
theconsmer Carbuke PR ERndedes tof SIBAREE Sordtork e £ iadimiorianh™
ori ent at2ss hi apdiwhiclwcambedialed up fori data eomenwiicdtiayhvia epliaied dinasencémioges,

and he i s Miokakirbilehr BRAM0UM awo&ﬁbrté?ﬁb&dmmhéeeweﬁgéﬁ 1781 §SRRPA NG Y.
it may be dngl functi onal

use of digit &' dgdMeRiRerysr (VWY sgrves') W?@§§@ﬁﬂﬁﬁgdtt@éhminé%fnei ?ﬁdﬂbtchuct ur e

|b nI Isugh at \r/]va}taub fw':]nrhhmcéﬂer\ﬁtth %@Bﬁéﬁt}/pa#@mﬂ%nﬂ\% WpeHéQt vrsas;s&rt bP&obélem are
illed wi r npar,i. s r

the item by ?‘?‘l %&Egﬁ’ﬁgﬁ c@'&'ﬁé amg %&W&% tr'?ev\f‘ﬁr?fﬁr P§ 'ﬁt?r&s?‘e'&g &‘Um t he

~S20 i t &M by exérple resuaeronaputeheviiieyiisicongedted quethel interapt ese nwisich asana

subj ective | i h n 22

sho{/vs a fi rs?x%ang%ggne% 'c nlmp{et %hll)ﬁﬁighgsg?%ﬁe%irpﬁﬁé Eaeﬁ% %H{rﬁé i tghe

vol une - recé"30§féi°’1§§°r‘?tﬁ§°|d§%'ﬂ>r¥@ﬂd VigthesPosi Qifies Peotoeslt(P@BL Jr'?@rlﬂVQmiomhe use

1925 time spwlﬁotoﬂesttﬁ:ltétgtd bérgaiR apises Jﬂl@lécbﬁﬂnwﬂb&tbﬁs%tﬁl%ﬂéuﬁe{o 5@@
read a singl hiext otted on the h ntal

0
axis. The pe?’E ﬁ’?%ﬁet%f Fh %XtaﬂgﬁFFt@%ob’Pa 89t9"é‘1"} é'h '%a?d‘CW'Vteer umer
in resptetr oburpasexfdiustiatignantity of text on the 1930 page is represent ed
on the vertical axis. 59 The reading curve plotted in the di agram shown

takes into a%pount a certain grientation tinme t1 of, for exanple, 15
seconds, i, eF%drshaws g fehemats viaw chyatiows asprcts ehithe)eomeearcel spel of 5

seconds it i daﬁsﬁw&dsmbade\&db%éaﬁdﬁ\@ fvathe fHveh&6ss. F@é%mﬁvéqmyré&dﬁa“er

t bst t.ak

exanpl o, 1 PREES TGS mejaus 120 ARl ape it et Lo pira G s i

reader | Hestratedinuhat is draessing te sppeopandiieva tHedslieht phet (PO0aotdatny of
text on the Bﬁggdﬁnt%ﬁﬁus%g@ésgﬁ@'@f't% Al After an overall time t1 + t2

+ t3 of 3 minutes and 45 secon the page has been conpletely read. 1940
The invention makes possible, for exanple, in particular a charge schene in

whi ehde pggel—ori emspact (19N10Afthe @fie hand)ithé Q?rdﬁrr@dlflblrl‘llbi ;sxfmﬁfs, weinte?l-ulrre
an individual pa [ a_displ a te
cal cul ated i m’rgd?gafmé/wﬁ ﬁhg Ctﬁlehf’i gﬁegﬂ%/l m%ﬁ% Wgt% BYYC ??tHBr@'h&' Y

ori ent at¥on tine [cgntnluUlcancyuseliahomsiumtoothet Iservehavaje 1s1©héme exbpbady i s

consi dered not t o ph&arid ak p,a(g.eﬁ der ed
to have been used enti f?‘:é@? e{rﬁ—éﬁgé%é;igﬁb?@:aﬁ ?erArrEr%(%g?'he c pg,%g%

only after a pred@e§ssi GeSS cpn gltlrgtuqzn§ ®r access procedures are stored m
the memory of the card module 140. This avoids the need for the end

user to carry out complex configuration of the access data, for example
1280 with an Internet access provider, with a server for electronic mail or with
a server for processing electronic subscriptions. In one preferred variant,
the client part 120 may be configured with the card module 140 in such
a way that the end user merely has to plug the card module 140 into the
client part 120 in order to initiate the setup of a telecommunications link
1285 to a server part 110. Where it is displayed, the initiation of the setup of a
telecommunications link to the server part 110 can additionally be made
dependent on the activation of an operator control element, in particular



Fig..-23 shows in a schematic and exenplary formtinme profiles for the use
of a | sso page of a page-orientated itemof text by the consunmer for a
charge schenme net hodol ogy which is illustrated in fig. 22. The rectangles
synbolize, by way of exanple, the sane page of a pageorientated item of
text; here a page with the page nunber4@l. After the page 1955 has been
di spl ayed on a display device, the page is considered as not being used
within the orientation tinme of, for exanple, 15 seconds (fig. 23A). After
the orientation time has expired, the price for the use of the page of, for
exanple, DM 0.025 is billed conpletely (fig. 23B) even if the user has
received only a fraction of the text content of the page. The period of
time during which ghige | j sl on the display is_registered
continuously (fig., ?§§ .?ﬁi's%sﬁﬁgﬁ‘gzofsﬁgthﬁ?h@yﬁg% u %Qrﬁfr‘?g‘tgémtﬂfeﬁﬁ%m ay of
the respective pad8imadipniior exammiesa BtMrting from the begi nning of the
char ge- itzeour r+ng USspeet (2)haThpaged dHddlle t ' orientatign tine,
speat (2) ! e 189 [@‘Htgy%spgnt%%)%flﬂgggp} ﬁnﬁga{eﬁg

by noving on to a e (jin the ex 'e to page 3 _ use
of the respecti veqﬁrgﬁé%ﬁﬁg\?@% ‘éﬁﬁiﬂ“&l’?ﬁfﬁ%}ef‘“?tﬁé angsy idertifiedwitbvesmectfi g.
23D), the use timgovthe sRries parot M Thoee tses HpaYe beisiHgUisHebre: BF the

buffered. A free- i tl 0 f,.15 .seconds is allocated for
the orientation O?n&'ﬁ@ﬁg\%hggéggﬂé%del ?a%éﬁgﬁcg‘ﬁhs'éhéf '} O REFESIALY 1 Pl NOhNE

t he
page 21 to be di srﬂeéiféﬁ'ga@éi'?\g%'b’ Wnageeptable e idémtify thB8EInd fusestdyy nameew

ori entatizsen tine isidaedso®td.ebutAhdwdrt ex R t he_ne ientation tine
u Helssse¥RiibYs Und ésgeps. Wid eaﬁht E‘?Yu% (i me

(fig. 23F), the bi le 'a of %970 tine ﬁontlnues taking I'nto acco

al ready cunul ati vel b ’E’g%rﬁ” MBRHYES 102" atpe becaprblec of baingr distingtishedist .

If ot hedti e whi ch frere dreeanqtherdiet saidicassb. fTois masitlamé Sla'éé,eoﬁgh% Pﬁenﬁg@&as
expired, the page i n conpletely re Ig. :
There is no furthgrys?qséggggg gﬁ%éé\%@ﬁ{ﬁ ﬁgﬁ?ﬁ%c?rgn’waglq H{éolgabéx'ﬁﬁﬁﬁ Pies to
be di spl ayed wit hd08aNShOE & Upiausly slefined seriepinambes~whichi & wAdidh. iltess ead
of indi woadual stomagreopf ammiwfcmtwlﬁgr@%&'%zﬂ LAl t-ed i‘eoLMs\%‘ecgl fic
pages, it is also Id%egq,‘szl bl e tqg run a tinme cre |.Gf account' 1 ith
unused tines of al he “page. "ARE2h Tihe /nd peey PHesassivele|usea variousneiaed ed
and made avai | abl &edulehd4@wdth diffecand serislnuribsyst és RENBosHNEIE t8Tinfah S -
conpl etel y new pagfsmtity i 2cond . di.agramrelating to the
di scussi on of the dgémiﬁ'&iegf’ %&W@?@&?ﬁ@@ﬁi‘%aqﬁ@'wgh@f%mxmﬁ- of
a page of a text HQUELMERANtdncludes apseudonyrs identifioatiors ofthe Bind upegeverH85
Here, ttes readi ngpturame of kot hdRfled i @hicR4 p t o the.reading
state of the page,j] IMZt tﬁ‘t ed in fi .ﬁg%\g\ghllglgg?%%vgﬁo_\qggs; "t°ﬁﬁed”m g’{fﬁ‘am
relating to the dldse 'g‘éf’ eo?“‘i H@e'dtgp% gfeed ¥rithont additional inforemtioneth by
the consuner - of the pegpeobprepaicerarddmodntust 14m) it WA freg@ertiebd ipdRsiBREY ©ON

EHAE R ok NE Al e
. . ct debit etc. is provided,
1310 data for completely identifying the end user will generally be necessary.
A pseudonym is always appropriate if the intended exchange of
performance is to be carried out even without knowledge of the identity
of the end user but taking into account the knowledge of which different

card modules 140 are to be assigned to the same end user (see also in
1315 particular aspect 7).

- Aspect (3): The card module 140 also permits, by interacting with the

client part 120, authentication with respect to the server part 110, i.e.

specific authenticity properties of a card module 140 can be checked

1320 from the server part. Preferably known cryptographic methods can be
used for this purpose. It is possible, for example, to store in a nonvolatile



~sss Fig. 26 shows a schematic view of the reading process wth the
acquisition of status rights. The charge schene options which are nade
possi bl e by the invention include, in particular, charge schenme nodels in
which, in the case of a page-orientated 61 Zooo text iten) status rights
can be acquired and presented in a sui4fable way in terns of information
technology at the level of an entire itemand/or at the | evel of a page.
For exanple, the conplex volune/time billing node which is illustrated in
figs 20 to 25 nmakes it possible for the consuner to be credited with

resi dual conponents of the reading tine which is respectively page-rel ated.
This is Zoos indicated synbolically in fig. 26 by virtue of the fact that
t he consumed tine g RS tively represented in
hatched form wher egésmfﬂgéqﬁ%nal ni(ﬁggﬁhejgtlrr ngéfﬁ%eéazgr%%%ﬁﬁt@ﬁa_r?' gtea

hat ched. I n addi tibﬁH‘,g ’é’f“"l’%?pb?‘lfw deecesi ¢rynipgrapbisrkelyovhick dkedssigredvibiac h

describe the transpetifio ehdarsed NeWeUE- @d e%gégsg;lﬂﬂ%}ay i'?%g§bl ﬁfé‘ﬁaqubset om to

time-orjgntated bill.in stem qr conpl ex ) 3

a pur ch!aagée]- ori ent gfg%'gng? ﬁ%i%eggﬂsghwlﬁgrcaéfé;nﬁl'§,a'9rcbp°§s'§}9etﬂ pse thesem
(identified in fidectd®ldgiesto distimglisbndard insediles 120 WaGEh BAGO4REN 1b§itiLs
possi bl e to predefy t f.1 ek j ice the reader acqujres a
chronol ogi cal | y urrll?ée}gltyr P@%ee% "Ir' %érﬁpsggh [}g'e%at”ﬁ?)‘tf{?eﬁrf“aﬂﬁ’{agﬁw ohof"bcﬁﬁﬂl 20~s
a further charge. Medylegwhich havgrhesarsipyiatebbe unasthgezestihinieaniéses ar e
given purely synbolically, for exanple rules that a degressive charge
schene |5 applied,or that the. content cannot be used further after having
been re‘ef5 tw ce. fﬁgﬁcﬁgg.'“é’f’%gw e cardiaadyle d40inermiss. ky interagingawétr di ng
to the invention the blient@artdl20Achionstogientiy recdrting Yainegctishd With tHe&rigr t he

use of digital coppgntiignd,a vice.for usi.ng and billing for
the use of said cgntent are Péspet':%i\%gﬁgcrgﬁ'\sébg for; éﬁeﬁ'bctﬁgwt‘@lser@n 1202
and 1204. The di s€PP¥aH8hn server 110 is connected via the data traffic
network (WAN) 210 to the devices 1202 and 1204 for downl oading files which

are kep vai_| abl n the server and have digital content which are
pr ovi degsﬁor use %\?BF%te&E‘omwo( frothei F3rdsmPsuled 140 iperegies by dateragtingout
sayi ng that thesewithtbe chant pdrs b20ecatd ansiela-apetifictdeengrivhieiled Ghidkse by

t he devi 1202 ifal .d [ f I
cDs, "G o VD o sf“é‘*éé*’ﬁﬁﬁ‘*’%%%ﬁ&%ﬁ?%ﬂ& P8 Sy aeleend g1 co

1206 and 1208, re&%¥BPleyciajtwarg, texdsandior omuiticeadiagtems.aitismpdavides. 20,

Each of the devi ceffectR@2edtiticdlZPdteatio® ohespyrighesi gn whi ch corresponds to
t he det,g;ls illustrated in figures 16 and 17, 1.e. in particular a decoder

1212 and 1214 is respectively provided. The ot her conponents which are

necessary for bil Aspegt GlicFheasardomodufet 14 alseasermitiy byeirkéracting Vi@ the

st ored-val ue MeNDE{erRNACRIBS HITR LA j - t illu o trated. Fig.
27 illustrates, on ?hemone haﬁg%@ﬂ;?#{%@%gﬁgg%&f%{ pf’ﬁﬁﬂ@ﬁ%‘i E’E'jcq'hses,
by means of the dEWAYCEPPISEEN. fi exampl@i mhultimediaeiteimdene i waeddn 83@yand in
doing so has usedwhich &f setdRA%r0f, tirbatfasohOASAY rBRNIE & NBdhdlcdil RS- the
vol une gf. the 20ag rbétﬁ@ oﬁﬁeprb!h' eeg__e(? acqui req bg,repeate 'y playing back
the item 333 are Store fot Be Sise T He qePeRgani ealagation of copwights cabrhenges
over to another dévplementedi(seealsohio partigularhspacha).f in figure 27t and
requests again the itemwhich is not present on the device 1204, wth the

result that said item hgg_llo be made avail able again by the server 110 via
t he WAN 210, "t hi sAsreqt {dEd hencard module 140 also permits, by interacting with the

client part 120, payment transactions with the server part 110 to be
1350 processed, for example by transmitting credit card numbers or digital
cash. Various alternatives are to be distinguished here: on the one hand,
a card module 140 which is placed in circulation may incorporate a
specific amount of prepaid credit which is represented by means of a
corresponding, predetermined data element which is stored in the
1355 | memory (not illustrated) of the card module. On the other hand, the



20so different formfor the decoder B. The acquired privileges neverthel ess
becone effective through the insertion of the card nodule 1210 into the
device 1204, with the result that, depending on the charge schene nodel,

t he playing back of the item 333 again is considered, for exanple,
degressively in a cunul ative fashion, #2r exanple as being 600% at the end,
and is correspondingly billed. 2055 The exanple in figure 27 shows that the
sanme itemcan be made avail able encrypted in a different formin different
devi ces and neverthel ess can be called by nmeans of the same card nodul e
1210. Fig. 28 shows a schematic view of a schene for nmanagi ng and
transmtting 20so rights by nmeans of a card nodule. Figure 28 illustrates

that the sanme card ehtema i _gal Li di gi.tal nedia content
from one or nore s%?\zgr.s o,ngcﬁéf¢néggﬁr?§ egf/(grtac %(gg\;{%g@o iPYaihersibapgsion
t,

formats. As a resuf't @Mt'A¥OICEr @ GRSMINI €ard2Q0 ai diredtl debit, athednécesshe Hefails hand
part in conjuncti omlatinghtarnthbPRieptigy @hd t Lder . back . sgund signal s
or nusic, in the c%gg]] 02%'& ite i'féwt 0SS l}%n?g?fxeeg{ ?Bﬂégé'ﬁt@%aaﬁ%%“& or
a television set or cone SFHLCALNHMPAT blingaddiess ete.hbelngt stored iim tbe der
to displ'#} video sy, (nahdlustrateia ofi thiet edrdnthodu@3 1881 f bStHC O ngti on
with an e-book re faafll L f.te and/ or pages of I nages.
200 Fig. 29 shom"%‘?@é‘ﬁa‘é’ﬁgt@???b?%%#%ﬁ%%ﬁf%@f'%eﬁ&xﬁcwsmmadm@nm
transmtting ri ght@HPIeMeRE gored imits memadrg. by memst ot &l digithihsigAatuse aN

illustration here WIﬁicl‘mdldeﬂefaiéditb‘?dth@rlﬁbmprﬁaité’rfséﬁfi}ipc%ﬁ%k?r esi(ﬁe]c 105 S s Lo
0

make tel ephone cal transmt data on|jne, and consu Y& !
user requests an ia{bg’r‘ﬁg;bﬁi%mcﬁ%i?ﬁ RHUPLEPALhEreHit apd eRgeing loting, thee s an

t el ecomihi cat i onglteenativecrerwesn tisé agqusitioh &t GIEER oRbinG NS tﬂﬁgﬁn‘éi {‘B?
exanmpl e GSM or UMy ; il L ith.a rights card. The ri s card
is additionally prlov.?%@y'ﬁi agﬁpgﬁgﬁ% |e£"°r?o'(§tf?aéd\ﬂ%géﬂﬁ'@y'st‘ilﬁﬁqu@‘knovm
to the tel ecommuni'@HFFONYNYRIRA passikilly ofinse redbillinpatantingrovheesincpr 1 as
a_synergy partner usb, pitfortblyanasuraiatt AbosCiohE it \IHE ¥ She LARILL P

t el ecommuni cat i on Vi ce 2050 using 4 he. fef ephone nunber ore YREME ST yser |
which key is to b%cﬁ%?a' ' Lfs%rd 3?51‘?3#?@| gﬂﬂ%n@'“ﬁ'ﬂj\hﬂ@ﬁf%m atfugtheniindepersient em
direct! % o the edliewnasve behwedrecand mbdules 1A0rwKIBROMH NS BRGMO L WhicrSai d
end user can cons b ' : j S tights card with the matching
i ndi vi dual decr ypmn %8’3}%‘,&”@ir&krglélrga{:"?fgﬁufeeglfer%&nl??@ RERYddest vithy alf the i n
the viewi ng node. "BFFSSPRGLIINGrefatedhdataalements anaseartiahedeles 40 GalvHMES

i . A devi theo billirsd itd lel L gl ol | tent |
desi gnated byt he 52f1%¥nn@l?3€0®t%e!éie.g%itig(r:aa'{fe "op tresiegl frod) oferer | °
t el ecomuni cat i on8?Provi 8359 ey Bﬂ'a'ﬁ@ﬁ'ﬂ?d)t?féhﬁéﬁ& eoslules Y4fhohtil 545 .

Techni c8T° | T i nf r 88t medulessl46thage been dssuedito piouhd e&sr. TAE didhgdiidual

digital (nultinmedcagdesCR®RicBri F65rh t e ferences 1420A, 14208,
1420C or 1420D. Fig. hgﬁm%g?lg&fe | omﬁ‘gratc%o aéatﬁo%f @’a‘%ﬁ?ﬁn‘@"?ﬁe goatlyes

. 30 sl | )
conj unction with Fg%té °?P§'F'°§1a PABicslas derbrigalpersbpdireersodfuthieocardf aodule
i mpl enenting the Bnddtst inderaction twichisithg! e29tHeL a8MutibR! 4 ey he
entire encrypti Onin‘?/fenfig'r‘? media files and of the userﬁlggﬁaé%%h‘ﬂgﬁgﬁgg‘eschene
data is carried out on a conventional PC by neans of a software sol ution.
In orde’®®t o increase the reliability, said PC can additionally comrunicate

wi th a token-sol upggsot (BRI | rd. The 200, hi st |level of
security is obtai negébwi (tbﬁ gﬁiﬁawgg?@tdggg ?gélr'ngﬁgf"p\m cW'th';%gfzc'?%r storgge as
possi bl e encapsul SIREFY oY PX3BRlesH the darmiefr whatiiplrefdved! pb aases) flaghn

whi ch openi ng causesnatgi Hile® hﬁidho&bprédeht{efé‘rmex%%lé,e pqgél;a%’?s for data
processing systems, texts or multimedia items can be stored temporarily

1385 or permanently in the card module. As a result, in particular the technical
implementation of systems which have already been referred to in

Aspect (4) for the automated periodic acquisition of software, text and/or

files which represent multimedia items and are distributed by the server
part 110 is improved.



2105 Fig.32 shows an advant ageous di-gital nobile device in a particular
enbodi nent as a wearabl e conputer 127010, which can be used in particul ar
as a nmultinedia player, preferably including a digital rights nanagenent
system (DRVS). The nobil e device 127010 may have a PCMCI A sl ot 127020 2110
whi ch can be used in particular for ho#dling a smartcard chi pcard, for
exanpl e for distribution and paynent systens. The PCMCI A interface can thus
al so be used for other functionalities or expansions, for exanple for
adapter cards for smart nedia nodules or simlar storage 2~ 15 cards,
processor cards or other software and/or hardware expansions. It is then
al so possible to equip the nobile device 127010 wth a nobil e phone
functiordéity, for exanple WAP, SM5, GSM GAPS, UMIS. One enbodinent is to

nbod PCMCLA . e f igital 212 i ght t
W th an i nt eor at et TRe (9 FRGRPhe XA tballE 1l dhn Serused brontarestineguits
t el ephone calls anﬁﬂ'ﬁd‘r"eﬂblpaﬂal%o,domnﬂhle:@ridisdtﬁhafspe&iﬁ@ﬂlsmtﬁﬁ\iaﬁﬁleéiébriHeV\AN

e

(GSM UMTS, GPRS edefver pdrf1 Asighi 4 it e l.8;.advant ageous to provid
customary functions of % per sona‘ 3. Bdu"%?Fﬁ'é’g'si stant (PDA) such as
appoi nt nent Bl anni ng, notes etc. 2125 These can also be inplenented in the
mobi | e de§i cdn EdamOprocessig denicehacdiding aY tASShRRBHAL Blis GRL A

127030 or iniﬁ,pmgﬁcg”itﬂgagpg&gei fgr egglnpl e 127028.& gl’ié%ilr{e%%ewtm
functions can T appropriatect SENENeOUSNi vi dual Iy or in conbi nation.
Further functionalities are al so possible. The disclosed content of PCTJEP
01J03738, i n Ther exerubRry Ao s htd bl LW grbodinent s o

wear abl e com()qit er s, Fs%erewi th exprgggﬂ?frn\gégéhk%whéﬂbjaé%t eﬁ‘é’i‘?%‘f bGIOV’( hi s
patent appl i CATSEOTSe: 10 grcestaun extent, f speeifie SrvogrROhibtechnigties sacldiasploay and

oper at of40g ontexatmplm i dsynifhetridalsqry piograshyoRed alghal SGRALPLs Lﬂmfntr]o%lngﬁ%n has a
di splay 1270 i i far,_djsplaying texts an(‘ilI graphics, I T ng
vi deos, of t%gp}g%d[‘)%ﬁ’ é??%ﬁggv?ﬁpc% totﬁlr[[)u‘do}‘/Prt MRI%i ine Biuce Sehngieo 1'dppiiec
connecti on b& viRieararty . MNaw VorkislohodViler8 Bong) ine., 1994, T dlsa6L @ ¥bs 3Pthis
oper at or conidooliment reliddS38r£88 b refRkrieTRYRe gﬁessg:ﬁzgﬁ%%;ghigﬂcabl e (not

illustrated), but a cabl el ess data conmunicati 1 for exanple
by neans of radi o waves using, for exanple, the Bluetooth standard or by

means of4 nf Figr cshoatsan firstasplicatibnof ued Mdenfiéh bP KREAS f alsdRetabis Rl A BFI2"
is preferre tor control unit can 21a

advgnt ageousF Jﬁ?éﬂ?ﬁ%@%@%%@% %ﬁ?%goa[t}bq BvepEeR-she Alrepdy illystratect imn
ear pi ece/m c 'éphdhé"%rﬂﬂfh&m dhcoeased vieoa WANE! 30err & REnRITPHE §%0. THe | S

1 st at o) ol 420 PRAE Wia dipley BR0RE, 125 WD e lisided Bpena

illustrated), the maﬁro.g% nt

operat or contFSIMeEHAAY 1 HRed meduleTiag \Mh@buage@m theeeliend pactadentifiestai t
12r7r:c)30 14EO| adela:nifageodslspr dhtmenlﬂ;csﬁﬂtﬁd) ictid_ﬂ vﬁ?ah tﬁe\é@ay" t,hg&uIiGtha[g Q?si%nec{
confortably the display and operator control uni
127030 i s e£§§?ggmw8¢ﬁ¥ Q%Pgagkaggﬁggﬂ?vrﬁh@v %B?“'E'gﬁ"é@ﬂ plideatitwinfer— i nput
oper ati ons wW"aHOPHE 1 whieh can hentsansamittedito thevserebr prt 1130 25t oWl Tap, §he

it. At storack| ed & i ' t _illustrated
can 2150 be gront e R o oo oneaaehoty (Fernahu 18Tty ateni239b60 "has

can al so be d, In one devel opnent,
a swi tihi ng %C&Y%%ﬁﬁ%%@mvﬁwﬂa%ﬁ?%ﬁ? rages &% dhgrlient past t20s foryéxarkpledsy be
swi t chedisof f mgads of ai R ygnteahe if biwm et id6: fstedionVidvied (Aot AR of the

t
t el ephone ca ! b be, swi .t ched on agailn Eiic'y activating
2l so again. #ﬁtgd&?@p@i@n g%e?%ﬁorﬁgaglﬁt}  thefe M3y hezesher cardmastulesped

with its own!{Hed8QRcld0s whietharetachessigaedid thd ieatities SNhASH2 AR NRYL € Y.

the disp ;sagﬁga;‘iznsfggzng?wm PoyoR R il B3 ORI SOL 41D Feriteed V"

particul ar possiBi%e”t §eréae| (¥ dBRYUIsE Jifat 24Py ddacs thenespectiveyassigridue

di spl ay"®¥nd idpetitat iforomtion BN UNSN2 BAA0SK3 26 e @dntasad 90%@ Sﬁfel?‘q%h%e- The

encryption ofig. rendalé S LRELYRRD ihDeobil e device 12 1(3 and the

di spl ay and gperat or con??loon%%uloni‘f" invention” which is ﬁlustrated in fig.3 is
sugn#icant particularly if an acting subject is to be capable at least of being

distinguished for example in its property as a contractual partner with respect



66 127030 can be carried out, for exanple, by means of the SSL protocol.
Wth 2~~0 such a configuration, the item decoder (not illustrated) can be
provided with the digital rights nmanagenent systemin the nobile device
127010 without there being a risk of unauthorized copying. In this
enbodiment, it is possible, for exanpl44 to streamcontent fromthe

wear abl e conputer to a player or browser installed for that purpose in the
di spl ay and operator control unit, for as long as 2s the preconditions for
this are fulfilled, for exanple by nmeans of a connected rights smartcard in
the wearable part or in the display and operator control part. One

particul ar enboﬁinent of the display and operator control unit is the

possi bility 46 thepensepartrid0l beeldpas & BE ca tion. of the piece of

2i SO equizpMeRhedrd 18 &&%roﬁ{”lned and t he poggﬁ'gﬁfib%%@%ﬁ&éep‘{ g&?‘?ﬁﬁ,mﬁ%
exanpl e, multinedia content’whi ch have just been played back, together wth

associ ated information such as title, anount of stored value, playing tine

etc., or |ista. af i InAd f i n_be.pl ayed back or ordered.
Wth a nul ti &E’;{nctzgrgtagﬁ?ggf‘née t SM %2 tﬁ?é’b‘f‘%‘ga% Brenatdra sefmmatic uni t

for exanpl e ‘%d‘:’ 3 bracessitiodgyics accandingas the imbsntient AkeMagag st i S

possi bl e to $wtectln tfig.dnch tlhientagamedg ‘?Salcbﬁngfl[e&et%nad%esrgl ra)éi gg or,

exanpl e .4 el nyrbers and displ aying titles which arePB i A'dyed at

t hat pa1r4€(i; cul?g'glqp {%Prbﬁlngrd'??'ta%@di@i ISrPravided\with #ndisploy device 2B metdete i

dependi ng onillsEategernly isabemotiealiyr The cass rstase 190 WhidHRWelq! tﬂetc‘ﬁ'eﬁphone
e

call is bei ngafesiy i I.C i ~sg.th ubscri ber can
di spl ayed orggven éfemgpggghtﬁeﬁﬂf %Bnrﬁfar?%dggﬁe?ﬁanﬁf'? &6'5 18} aifpparticylapibyce of
e

nusic 15 bel E%::EEZ f§95&:rm détﬁlr ielﬂj“?t;t e;%_r?‘m%mw ?mcllgd?ig gmpﬂﬂ,di ng
i nformation sxatrgde the _ rssqu ( qu fog eyi i?' can

i Nt er acfyss Vi : ction, W other 255 davfo8g MiHImedia,,
e- book r%sadeérda%ﬁﬁns&ﬁf%ﬁﬂg © Bﬁ%?‘%@fﬁ@?o'i ?theheardamedotess14dal 4406,0r m
i f provisi pnf%;]é’hihﬁidéfef each hssignrd ot caheadtodli Heﬁ,ﬂ@ﬁgwgg AR Ab Und
interact w t AbChg4hat t opnect other than a wirefree one
by GSM GPRS UM?’ t2?‘?‘63(,1%‘!1@)(:@1@:?2%*[8:50%]%&Ihgﬂ? o‘?a"gx@ﬁ‘ﬂp@ H40 awhicbgis

t el ephone | ﬁ?oﬁéf Y theneowtragsyalpsilationsbip F41.is 3@Bacdtd it ofib ¥ MeEW Of
the nobile eceal® 1ddulebot4gal eroaNt140ar kd sl 9 dssiihen the, nobile
devi ce 4is atfupsinadn t for clothing (not thiuse “%88ned,fanfyactyply
housi ndkﬁas Jgﬁaq'gﬁgglhgﬁoé%@ﬂe%I h%‘%ﬁggé‘(“aéﬁﬁéshﬁ BansIireAttocthetseeveri de
faci ng the bR 11&oFhe sespestivetootractenl retationshic ivbdracaine 1 PAt{AG1 qu{,'not

22 i [T ustretied Ln_t | ) th
iei ng. An ppbod et e R R M R oY ali et Salestomaresass

housi ng. An Lment in ]

rel atively o‘ﬁmﬁ)ﬁgs%eé“ltttobE'/‘e\rArg’Sn@%ﬁ"%t@Mewhicbnisp@r be (treotsniitted Frdrat ) so
that it can serveryarbriiens abe cliestepart 120ty & ' i jty is

parti cyjar| MGW%WFQ#@& géslo grs&qorraéarﬁ/ _eﬁ'{rgﬁg?ﬁ?sﬁaﬂ‘t'gﬁeﬁéﬁ‘fﬂe@e%ﬁ nters
etc., can be connected to PesRRSETq thedrarspssionime.i n’ a devel oped

enbodi nent. Fig. 33 shows the display and operator control unit 127040 from

fig. 32. |n Rg.msHdvedlh d6d : v ] t he display and operator
control uni tFa,g 25 ,127040 h'g"s%‘gl;?gf'ﬁﬁ%ﬂgg%?‘bgﬁ@g'%weaéﬁ&fﬁ fhematigien,

128010b, in;?é gatgé%ceés'ﬁ'&fb@ﬁ'% aGe@reing dpdbe iveotioneA$ abbady llustrarbad) by
means of whifih a2 cboet parsdabes t8REReAAD HSeRP e PIEAEOF AN HAC

di spl ayssg@nd I ty.ol: upit. 127040 apd, possi al so ‘estapt i A

el ectri cal gggﬁtregét_’?(;r%ga\ngtFﬁBY'PgHI\’Er'l't%r?eél'g'i’)'é)fi q"&"%eﬁ%mh{%‘hﬁ, illustsatedvenly nodul e
128020 is edfngipatcally: hhecars moptiulec! 4228bick éy held mpmerwanapy&mnggegwmdow
an

e e M T
3 ard module 140,
there may be other card modules 140a, 140b, 140¢ which are each assigned to
14556 the service providers SPr1, SPr2 and SPr3 (141a, 141b, 141c). If the card
module 140 which is associated with the service provider 141 is replaced with

one of the other card modules 140a, 140b, 140c, the respective assigned



222s The cover nodul e 128020 nay be enbodied in a w de and fashi onabl e
range of shapes and colors. The purpose is: a) to permt the user to nake a
tel ephone call in the same way as he is used to froma conventional nobile
t el ephone, and 2230 b) to permit a device which is originally configured as
a pl ayback device to be possibly subsedfuently easily retrofitted to forma
nobi | e tel ephone, or vice versa. 2235 The cover nodule 128020 is, in the
connect abl e enbodi nent, able to be plugged from above or bel ow onto the

di spl ay and operator control unit 127040 68 dependi ng on the

| ef t - handedness or right-handedness of the user. \Wat appears on the

di splay of the display and operator control unit 127040 is correspondi ngly

aut omat i cal | seovice pravider Bﬁorfrhéﬁont 415 ANg ér‘iﬂigﬁ% Q:%H 5 %K%ﬂh‘%t{ﬁfh& ead.

In a sinplifig is feature can al sqo be omt

advant ageous gosg[%%eh'ggn%% resRectye Pﬁ’é("ifl Bﬁﬁvéﬂ?'dﬂfd"@ﬁ@?’éﬂéﬂ déhar'dibuni t

i s the 40 er dA1¢ d§ perhasacteristicnyartabte whir Btings aboitr il patiQiBNhS afuq&hggc away
fromthe di sygb@yg t P e di and
oper at or cont t'ﬁﬁ.”g E&?g&gﬁcrg%p%%? ﬁdﬂgé ‘J}’maq?{&’awsﬁssé%&ﬁﬁ"‘a 8% 8%¥% One
particul ar 25 that autasnatigdpitistinn of Relatmpxdhahgebetveedry theadieat of  at

| east three ipaptuk20mnsidenidrarark e1bis mM&ddTbbdditlg, certain basic functions, for
exanpl e |l eafing, scrolling and the triggering of marked functions or nenus.

The position and nunber of the plug-in and the | atchable connections (if
pr esent }46&and Fidhé shavs a fiostsvasiant of as emiyodiatent iof tW‘sblﬂﬂbN'a@b‘é‘r’dl the? 250
The plug-in gpe [ Y. Vit

possI bi L1ty Gt Hgggggﬂ?m% |ﬁ@£tf'dt§&"ir?‘ﬁ% 1. ‘7\% ﬁ%gé?ﬁ@gﬁg?e"q ig,figa aﬁﬁ]l@wthgrt

vehi cl es (not49Mhy tsr%ﬂ%r)ed thkoldgepard anodiat146lis andnedied mpwewagoaaﬂd

out putting ofl 18 vimd WAN TED Fﬂh%C@ Wt pakth205R r

cover nodul e 1’&}@ 81%/ P ble ?aqﬁ( E@ga@%’@%glégﬁgyﬁgﬁgp%ﬁce #?
control unit {‘ i %Wﬁc Bnatcale Figo RRs shrs g solutiontin wdricihthenade
very | it weflignt parh1%tyvhleh isdesigapgito datid ancardtrhed @eM 4y addVtife dlspla
transm ssi ondaviteNne f&rm fa&g@gm ce f om for rti arI y
sensitive bo6é/l“ﬁarts sucra]lbgesé[é] sogh HQB%% r?tt'a \'M Moo, gfﬁp‘fl’l’i\? ﬁfﬂi

devi ce 12701 PAeRUPCE0ssi bl y even be positioned away fromthe body, for
exanpl e on a table. The display and operator control unit and the wearable

g?;gl ggggpg;ggé? %}5{/&' 805 f Ugr?adHteoq alnnercr)wrt])%d rrlleerg:teof t%osvc;h?t?odn L?c?otrdltngeto
1475  the invention which is illustrated in fig. 1. As already illustrated in fig. 1, a client
part 120 which is designed to hold a card module 140 is provided. The client
part 120 is connected via a data communications device 123 to a display device
125 which is illustrated only schematically and which is connected to a server
part 110 via a WAN 130. Fig. 7 thus shows a solution in which the client part 120
1480 which is designed to hold a card module 140, on the one hand, and the display
device 125 which is connected to the WAN 130, on the other, each independ—
ently form a piece of equipment which is essentially embodied in one piece in
mechanical terms, the exchange of data between the client part 120 and the
display part 125 being carried out by means of the data communications device
1485 123. Wirefree and wirebound devices and methods, in particular by means of a
data transmission cable (not illustrated), by radio (not illustrated) or by infrared,
for example IrDA (not illustrated), are possible as technical implementations of

the data communications device.

140 Fig. 8 shows a third variant of an embodiment of the solution according to the
invention which is illustrated in fig. 1. As already illustrated in fig. 1, a client part



2zs5 and/or functionalities, for exanple a DRM sol ution using a smart

nodul e and/ or PCMCI A nodul e, reception and/or transm ssion nodul e for

t el ephony, nedia player and PDA conbi nation, renote controls for termnals
and/or alid with viewi ng w ndow solution are inplenmented. 69 220 O
course, the enbodi nent of a handhel d n#bil e device with a cover which can
be unfol ded and fol ded cl osed or folded over and which has a view ng w ndow
for the display belowit is possible in a wide variety of enbodi nents. The
advant ageous cover with a view ng wi ndow serves as the basis for an

i ndependent inventive idea. The advantage of the viewi ng window in the 225
fol ding cover of nobile, handheld devices is in particular to permt a

di spl ay whi ch20swhichS€dksibRedSo rotectjve cover is

cl osed, and %tet:\?rr ftgtn ‘#d Q%al [ Q(i) ggﬁggﬁggde]%% ﬁ){tgg'iﬁ)‘i’)l‘”é" ISqopeeatgditec | i d
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desi gn .10 _
di spl ay and eéP%‘?s'ngs R Sigvics whishis epsaqsiaty eswodiedrinesiepicthien thedbaaitapnd
22as oper at oterowntthelexplaarigel 6f dataostitede ' ht control unit or
i N nor eqghran 198 & dthE &b d ML @n externafhrthg[bgglﬁﬂeg%g%gagrdéthﬁi%J,S%'Eysﬂ%'(/vs t he
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exanpl e, Bl udate@omrounicafisres @slvi¢d.r DA). For exanple for nonitoring houses,
ganes cggsol es, television set, fixed network tel ephone, set top box, video
22ss recorder, multinmedia player, nobile tel ephone or PDA. Furthernore,
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i mage and sclisniay devicenas amotHeesthby, eaeRRS YN thefisiVala SEOLLP ARRATETEN!
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syst emysidhe Ghisp! o] trol. unit 127040, descri QU ,
t he rmb?1l e dev'flge&?ageg?@gggrgauésesgﬂpﬁﬁypé? fBenPI§5e '8t Brecbamicaloterofs, tthe fi xed

station, whi®f"3¥0e Al dAtabrwesntthe dlieot parr 120 avoc thee dRpibyCasM Y 28UbeiARET at Or
control and cdrri Peih ¢ di.spl ayed, in the uSual
rigl ayt BB eeihsetihg QRS caﬁﬂm’\vcvrita?llﬁeeﬁ&%rlﬁxlaﬁ}@&a Bi93ES medie o

way using hi Lkyersal . display unit, v out ‘req

control. A f‘ﬁ‘P?ﬁﬁ‘e‘Y"%a@@%m%ec' tPﬁé1dpé’bpéiﬁféﬂ(§tqspeiamwhiatﬁafsupbliémb?

127040 is t R setverspgrosidDblAdtebahb fe8po&ivicO HEIaORSY Egﬁ {ES%‘J?A éﬁf di fferent
t hout havin

devi cegspo aS nSENE 148N 6k L ve audl o channels w ?ocaﬁ‘ass via
the external out pl}t@b?‘"% %gqﬂegé)g(}é CyB(ASEAt d{]ﬁ‘ ariceporsally perceptiblie fontnpby

| oudspeaker "¥)S¥ERe thee carsumadule dntoe the diigpleyaleviceo ntslertiry Nt Neagisst) - A
w de vari et posdibRpiel $tead, if8N8xarh Bl gg&{;q:g ; 1toring of a house, ganes
consol e, teleyisi on)§efp. I xed ﬁeefwor t!ge‘tfrg‘gﬂ’oé%d:e”é’gtprf’ﬁﬁssﬁéﬂ‘ the dasd
recor der , L . as been held by the display device 125. After the card module

140 has been reinserted into the client part 140, this ordering data can be fed to

1525 the server part 110 via the WAN 130,



2320 nul tinedi a player, nobile tel ephone or PDA, can also run on the fixed
station 129010. The display and operator control unit 127040 detects
advantageously if it is in range of a signed-on termnal for which it can
perform operator control. In the 2325 display, a correspondi ng synbol is
t hen displayed for the ternminals which4éan be respectively operated. If
different transm ssion paths, for exanple a fixed network or radi o network
for the transm ssion of signals between the display and operator control
unit 127040 and the respective termnal are possible, in one particularly
preferred enbodi nent the respectively nost cost-effective 2330 transm ssion
is selected. When it is used as a tel ephone, the display and operator
control unit 127040 uses a uniform address and tel ephone nunber register
and deci des, i .t he 1 el ephone nunber of the subscriber
partici pati ngﬁ?ﬁﬁj_t]ﬂ{e&vgsa?:?',ﬂkvmr'@ﬁl PF%‘F‘@H?%”BE”E)@&llﬁleisglts'@lneaxtoacbiag tb hige nost
favorabl e or 'BEntten whish io@Bstratedin Mgl 1.tAealtauaitiilaimt inti*i‘qe. dhsRbay,apd
operator cont120l whightis @@8ighkd dobid ' (gaqgreg blg ans of volce cqrma%
control glrr?% ective of whet har said qiniTofde a0 airsavidadohe shient part t wo
parts. 2340 '? EpReaied Viesdate cosyngnigations theviRCMS & aabplR dkiicd12
represents, whicinis idostested®nly schetatich ahd LS BRAGEEN S?;stem SDF\’BNB)
W th decoder f\Wig} l%d-a@d' V\@i ch can easl fy be connec e PYVahRaf r1d0tyéd ween
the fixed statlon 19 197G Ys ishowsa slutien in whichrbeliehnpara 20 auhiek i he
functi onal i t designedgedotdia daed sngxpoe t1ad, By thé'8nPRYR. ASq kilb Hgglr?&aie .of the
f

nobi | e devi cq2s be enmbodied wth a AT
r eader fénd/or aW%f%?%ﬁ a,'(d'go%%ow Nfclgip Q0 $he ptherreachdemmin themsaleeses,

DRM sof tar e RIEERtaupmenanbichos peentiadf tenasaiied frowse piec i Widthanical

i nformation, tegtrest tise ieRtioargrt b0BataUsestivelh iths Icﬁgmsp%?q/ r _consuner. histories
in as far as , i mpl enented by nmeans © hgpcﬂﬁgr@‘etﬁ'ﬁﬂ'ﬁéﬂ%& or
are provi ded1%?S§ﬁpécra@&géﬂ{r&fneﬁﬂﬁogﬂ'ﬁgaéa sgmNieatians ewiceot®3ent of t he
possibilities described above, in particular of the distribution and
paynment syst@ieted dridw lied in various enbodi nents either
for the nobi {re or, fi xedﬁggﬁﬁf%@ﬁ?@%t@% Ragicuta bydneanmotia detat  of
the di st but T SIS FRPIRe ot fbistrarsbsbpiradivi (est MesratelPer BYaKfardd) f6Me

form of a POMampledrDA Wwdthllastiad) 6AY fodsRAgSL 1te¥iqﬂg?ﬁa'? ﬁ%&%éa@rﬁs gl thei medi a

interacting back device, the consunp
data, with a&éé?Pg‘s'ﬁ%ﬁ)éfws "€for the billing of this data, 2aso Fig. 47

shows a schematic bl ock diagram of a further device according to the

i nvention f orhedéifdnt bRet1 i y k. bi]ling and paying for digital
medi a Gopt enje Adorgvi dé?%?'%?‘?'?%fﬁﬁém Eg'CJCdn‘Fé’%P'Q(‘ﬁﬁtm%Pl & PMtilipity
operates a s‘er\(l\arr JBRdues r 1405 ‘W‘?l whichs caonmespeetivelyairtistegbhal comkaOr K,
for exanpl e indepardentintafroret afdtRér Ebmpsuridichd) rob&ssBs Wﬂw‘ O%é"‘.)(/g?%iért

conponent 47 } kSag! ed at, th di a _consuner _en

i | F‘Jst r at ed)%lw]t e"é%ér‘ﬁ@?cgéﬁ?d '@ﬁﬂ&fﬁ ‘ﬁ@gﬁ"e@ﬁwﬁf@t@dkmiqmeidisaoqeumwu
conponent 478 !@OQ}H?%QGOQJ- P4Qey @ndwivhich adan! I8 SHAR38ed Wﬁ%ﬁ{ly A Jigadset
4722 whi ch alothersfrdiiHeboiat'sl AetPbAnE QR LNE,

1550

rt 710, duri icati
' . . 10, during communications
transactions which are initiated by the server part 110. For example, at least one

f)f the card modules 140a-140e may act as a component of a system which is
illustrated in fig. 4, i.e. a card module or several card modules serve as a
memory for digital multimedia products which are supplied in digital form by

the server part 110 via the WAN 130, regularly but asynchronously with respect
1855 to operator control actions of the user.

The particular feature of the arrangement illustrated in fig. 10 in comparison
with the arrangement illustrated in fig. 7 is in particular the fact that a master
card module 140 is provided with which the display device 125 can identify and



72 2370 4710 by neans of a stream ng protocol, and converts theminto sound
whi ch can be perceived by the nedia consuner. O course, the invention is
not restricted to audio nedia; it is |ikew se also possible to distribute
and consune video nedia, electronic books or other media content in
nodi fi ed enbodi ments, a precondition bd8ng correspondi ng display neans.
2375 The pl ayback function of the nedia playback conponent 4720 is
dependent on control signals of a transaction control conponent 4730 which
transmts an enable signal (not illustrated) to the nedia playback
conponent 4720 only if billing of the consuned nedia content in accordance
with the chargebscheme is 23a0 ensured. For this purpose, firstly
suf fici épl y asbenticateltsdif ini £84ie tication of the media consumer
are necessar yothéncgn%emgi(@ Catlis n g’ﬁg@ﬁ%ﬁf&@gﬁ Wtheshigoieart 120 a0ditke
connected to the {Fansaction' cunt e Beampeémii. m@,@ﬁfb@a@,eam%&e?%*g user
interface (nd’f‘oij!l'ledﬁlﬂr'@nént)insértédM&ﬁ@idiMbHEﬂ%'&%%n@r cap identiTy and
aut hent i cat e 1250FgRé Higit'af‘bé‘ok’f%rt)ﬁﬁéi gﬁﬁe vgri ant 1hi's® 23% aﬁﬁﬁﬁpé%éd@rl@ﬁte,
for exanple, ab\X/ thﬁ rredt'ba consuner 941G rbé(chPr"é%Ft@lbcaédtmdMésaosueéuélﬁWE
and his passiiol 8 By aerectdn tae dliem myt emdthd fritsh atcogulds |
ent er ed'§Ser 1Aleinsanadiin &, spEcERESHARTEYILY, ‘f&”e@&gnd to a palr cofposed of
the user nan%@@qatm.@sgprd yni ch are .secureﬂ «Q drappagtiess; feemxampizat i on
and aut hent i cai ion ¢onpoRSAP 7 2hing elians Rasislatetortsupblied By Rb QbR YSE name
23so mat ches 1R @r thepedpimane éfusrtbang Rk Z iR %H{’FP{ D.Agtions are to be

i i 'eg In ‘41#80‘\?&3}

billed to thin$o, e is 1dentifi € 1S8vas Padlvanced
s Faed Bds b&ﬂﬁe SaEhsIDg tha date eosponizatiods device 1ks, al so

vari ant of tpe h,genti fication
possible for' & '_?HmetWﬁtdmmmﬁmPaﬁmﬁVﬁltﬂeajaﬂ@%ﬁ,mrﬁ ds0e, used to
secure e i #23tis forefesalsip hratddhed Liga Akl Qgpr{,gces ) Q@ﬁr _au‘f%@ﬁ‘ﬁ 1G€n
means such agitdbfd te2RfZIEXaMP! € if| ngerprinty Y6 EEVRIEBM tiyomeand/ of
ot her known bionetric I qahts i RUIFHA eategnaptintechablogiesteans may al so be
provided. In addition, the transaction control conponent 4730 is connected
to a noney tFignsf siow§Hh onent 4750. The noney transfer control
conponent 475 rﬁaooo %gtgz))?*s)ygﬁ?@né}%ﬁeeqwa SRR i0b thecetlution acanmiigeret thd 730,
instructions r h%wg' d° Hlvstiated infignbniy alresdyiistfatbd & quf adcq%%u ris
to be B¥FI ed20awtichiigdakignee tb h@ldé%ﬁﬁﬂﬁ{ddgﬁe Eﬁ’@tﬁzglv\gﬁ%a”% nént 6*%het her
the billing sabvdrase A0 r‘]"t@é\(ﬂ ney has been cORPVENER!S epnnected td 8 at
| east to be considered a8 % & ! ISTRfevideria The atiertqiard 2@ RNYdrMe g NENt
t4z3f[) fﬁntrozsdﬁtﬁé%mmi_cptialyé)dwc@GHBQ?Q:S&SSI%E%BWC%%%ﬂg%%pigﬁhéétga{é\gy SO
a e nme SEHETHARLAIO NEiLS rru as soon as n er
cont r ol _corrqggl%%. 4753 aHg. 'I:'ghé%rg}sgitSHgl oS SP'H@ObimIWInighmlhetchentapawnts of
money whi ch &7 & 8GR Bgsigned tebipldl atdeastrere tad rb@@ﬁleol‘lﬁpbﬁttﬁ?,ongr s at
| east 1%° be andrtbe diispdal aeviﬁ@ﬂ%%icﬂh@cﬁﬁﬁ@feé g‘?@%g{% ontr ol ccomsient

0]
4750 is pre dto.a fiyst conpu 139i en4hemthér, a
financial i ng'?fg o @ﬂfﬂgﬁ'%\tgﬁqegﬁ RiIfiP Pr{a%mtapmeat/w@mh isresaeritialll ighgb &b iy

conmi ssi one8"B\P!edfeinmegharicaltasmanthecexshat I to,.a second

conput er sy$2@eand bdRblad Jarl Ph&hq | gsti tu?iegﬁ déé?é \f\’/ﬁ?}?zﬁe’} e RleRtPAbNsuner
has an accoyﬂdn THLS co&geqrtl on nay? SaTIRERHt B means ptiiextata coenrhbei—
customary bi119hg B¥4fs “ntldesparticulae foatuke cfrthbhg-rsﬁ_(féﬂ-,@mcﬁrug r%%rér{)any. | f
necess'afsy, ﬁgre11nwhbye%5tdmfh$ifaﬁbeﬁfé'?\ttFlﬂstrgf%répogen triggers YRE nsf er
of a speci finat MPHFYnt arl.n?%}?% fromthe account of ot héS [eRfrticelanthetact t o t he
account of tqg nedi a_provi e designed, @sialsqip the: case iloserategiinTRd 1Bytyi m In
order to aRRf & fv@litvepbicard onodiles 1I4@69640é”’(70€|5h°}) ”R,%%ﬁ téfa’]fac“ ons for
[ ;‘/’ e et

2420 very smabllead®dnhot i ch unnecessari thé&aithney
i is%ex e Fpg%?y%“émgﬂl‘ 'DEHRE 19k thanai gar eashimespectiveRdi t

transfer CQﬁﬁ:‘E it 0

framework, to tfofRdacoay ﬁ?"ﬁmﬂfu@ﬂﬁmmgetrensaoﬁoﬁ@rmitﬁethlgoggrv@pgpﬂo ife a
noney %€ coundepantently 4F5ned BnokE Bnd WHRRSan! § St%r ed \F/}hi chc rres%gnds to
the amount ol Gfbehsr, RURT, t.he?fmadi a constimere agAressed adepengdantlyaofd in
advance which 2a2s i s associ At e PWiPfithe server aacdndudering ToammnRRY—
transfer cAiRPIransamtivifewhich7ae initiatéd oy tPeedeV@PLYr bR o 0l {??(UFE In such a
way that a leasteye tof s Eay @59@.@3%%111%@9 effective to the ofr@Meit n
respect to the conputer systens and” TRy es arrompenentiafla syssémt ute i s
issued only fromtinme to tine if a predefined available credit limt of the
medi a consuner has been reached or 2aso exceeded by continued nedi a
consunption, or if an advance paynent which has been nmade by the nedia
consuner has been used up. In addition, a bonus point storage conponent
4735 in which at | east one nunmber (bonus point nunber), which corresponds
to-units of financial value accrued to the nedia consunmer w thout however
expressing an amount of noney in a national



2aas currency, is stored is connected to the transaction control system
4730. The charge schene for nedia consunption actions which are carried out
by the nedia consuner and the generation of additional bonus points,
dependent on 74 these consunption actions, in the bonus point storage
conponent 4735 is carried out in partigealar in accordance with the
principles and features specified 2440 in parts of the description above.
An alternative enbodinent is described in figures 16 and 17. In order to
make the use of the nedia as sinple as possible for the nmedia consuner, in
one preferred enbodi ment there is provision for, for exanple, the 2a45
nmedi a provider to nake avail abl e a catal ogue server 4770 with a search
conponent ( sdilustraagdhmg) 4y}745 f the catal ogue server 4770 with
the sear F CORp nen% (@garﬁzzeﬁggﬁeﬁgg%&?ﬂ r‘i‘#’é\fiPEC%réir@Qﬁ‘élﬁs@arVe as a
confortably sca CHY {9y O95A Twlingediarproducts eviielliaze supplictein dikRk| @fﬁmg,lre by
ref erence tothasearveepatti Mg vi® tHdwAN : enre, al bum and/ of 2450
e o oo re B ARE B ek
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carried out. The'i @ disRlayt davige) 12548 embodinthas tuhebiladewta wHieH gl di (e i Ch

conbi nes_dateardes nhmpmemavmmntMsrﬂ%%?es%REEngﬁg%%g“S‘ ders potentially
c

interesting. Fromthe results list of the Searc it is possible
to play bac§ i'hem; for a predetermned tinme, for exanple. 2465 However, the

itemlist 4 sWith gespent torthe emiant MistStaE P F; LRLYWitR ek d ST .SPECI fi C
\ iy, 16 =RbLYwltR rels;%eacg}tg t?‘(?r

i nf or mat i on vauiaht ARiserdidiOn f??.htli, H @ayhérgg!gstgptgg gﬁtgérhgégi@t gagdh‘daodvnmerrer .

items i fi nagene of

I n par '?iagul chsé]?y ?gv'ﬁ? B%QF%BPW Pdeastione cacd madduty 140 s thdt thd oo Bralel O

each item i nlliustatedin fid. @eani tsd usedB9y rdingl Lng; 75,- whet her any use of

the respective itemis consunption- dreﬁlggr?drgﬂ%?%tghdapoldg"?o say is billed as a

function for, exanple of tinme or volune, or whether the itemis classified

as " obt ai nedVhlieKieniienhnar 420 is designetd Noldhe ISP ohE BBt LribBRIIfaP fi3n3CIe T
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. e th
1 © oA 0O s 1501 e
at a price wnichdi Ecl&ﬁ%ivﬁ'@jol!tca serarateatags nsSdREEF i\ I6hdwds §
previ ous onkligrs part 120 which is designed to hold a complete display device 125, the
display device 125 being in turn designed to hold at least one card modulel140
Data communication takes place between the server part 110 and card module'
140 in a method in which the exchanged data is passed through the display
1620  device 125 by means of suitable electronic measures. Admittedly, it is not
absolutely necessary for the client part 120 to be designed to hold a'complete
display device 125. The exchange of data between the client part 120, on the

one hand, and the display device 125 which is prepared so as to hold at least

one card module 140, on the other, may, for example, also be implemented, as

ilustrated in fig. 13, by means of a data communications device 123. Wirefree
and wirebound devices methods,

1625

. in particular by means of data transmission
cables (not illustrated), by radio (not illustrated) or by infrared, for example IrDA



24so0 use. Corresponding information can also be represented in the results
list of the search conponent, in particular also information indicating
whet her itens have al ready been registered, and if so in which itemlist.
2485 An operator control interface (not illustrated) which is assigned to
the itemlist 4780 can in particular ab@o conprise neasures for
transmtting, by neans of an item managenent conponent 4790 an order,
reduced according to bonus points stored in the bonus point storage
conponent 4735, for the purchase of a 24so physical itemto a deal er system
4795. In conjunction with the purchase process, the nunber of bonus points
which is sto&ed i"rLthe bonus points storage conponent 4735 is then reduced
i n accordancdnel titusttatedihadrge pssNBIRE 4 I in one preferred

enbodi ment , icbrﬂrﬁuﬁi!ﬁ{?of%o&é\,hb' eto pr(s)w \‘e{’ﬁ@f 'ﬁ?ée'ﬂﬁ'aﬁaﬁmg%rfﬁ’ﬂn’é}e {data

acqui re?ssby purchasing, a p %l cal item for 24ss exanple an audio CD, a
shop. |1 %1; Iga;t one item which |s._stpred on the audio CD can also be
consumer 10 e A oven s ns racd/ Hhndr' tarBE R an ertackmeohif she ot £ em
list 4780, tE_a °’8@8\3§’dﬁhﬁd"‘(ﬂﬂtﬁﬁ1eWbi¢arige‘ilmsuiamueiniﬂg.i1$ABCb$:%iaBgﬂleWat<%Hmt°
T D500 (s o oort TR0 kich s b Bghte o Ry B8 bt
condi 0 tj S is es not take p e
provi der end,. fordegxarrgqr %%\%‘@ﬁ pz?“pﬁﬂjtﬂ@ta VAN 180 lissisd, proyiddeansif4s Wi t abl e
met hpgs‘sasgd/ gﬁ;plasadiﬁwtkﬁa?ﬁ)ﬁ%)aise!wﬁmecfﬁhetgpﬂhlgtmﬁ\j ﬁbaaqﬁlﬁgg/t%ﬂﬁqga?%c@;” be
rovi de i i i pt.a .t he deal er system sin
gcti on tog)e/t evﬁtlwi' giéqg% v?tgﬁnﬁ% a'e%bi'PfeE%‘it'ioéi'n‘ é’ﬁ@%’@@élvh@eam bhtl‘tehdispmsongl
data of the Nedf% B’Bdéféﬂ%fumd_,waﬁm)V\kaasoaweQﬁﬁﬁa{g/ser{,g}%g?{o 9, uni quel'y
i dentify hi nnuimediatdatd® be fnihR GIvd 1 pRpnent 4 ca .lﬁg‘s' fy
the purchasiWwana¢id a,ﬁgotlh?lré form of _ prot 2t V9o dheichent RArt 12Q viaethet ake
the form of each purchasgd'y fHSEHet filystratedhmndyocalie karaaensib viio

pur chas®¥ adQHE: @Bta frerntherservied edrtvi tohwaichnis AHEs¥idled i ne g led code
nunmber. Thi Sheoﬁ@tmﬁoﬁﬁ%hgg beP)l(a‘?H%S~ nted as-a Suf b tPY tPar ge
random nunber which is printed onté a Sc'é‘ﬁgﬁ%ﬂ h@mGI ip and covered with a
gpnp{ana’ﬁar %g g%overiQEQLagSé. Thtegﬁlrali:gqg?m nunber rrus'ltol ha;/e a nunb_e{ of
igits i chrig.d bsshaiw ribREinPWA i g [ able to guess it as a
function of dehRel FRUSY Sdaftugfi c#lent Itydsrr'é_fg.?rgﬁzgﬁﬁﬁ?‘ﬂgﬁd Mitpastisplayl | t he
random nunbers which are Tadpetchlpsteate | whinhdisacallad e dthe FohRerPHAIG0 3 ©

st or ed'¥h at@Bsmiteskto asedenddsatlivnt pyE 120 viathaghki @, for each issued
code nunber there is a note indicating whether or not Tt has already been
used for a djscoupnt according to the charge schene. The nedi a consuner can
t hen renoveglg?]jqceiedﬁgnf'f’%§@r@%@"@?eb'qckydhg&mﬂ—ﬂmanﬁi@w drhg 6odEs nﬂ?@er
into the it aeRardinggtontetincemtidnfIrtdidAiBOtiNG b | tabl e operator control
2520 interfagehpot illustrated). The i t'eggﬁabr'rgiﬂézjger}émy'ﬁ% ofligitel mpgite
transfgsrs this code nunber to the deal er system 4795 where testing is

carrie1 %ut to determine whether it is a valid code number which is

regi st ered Filest 108, deé agasS® d_as sed. In such a discount
transaction cqd .nu,rrbgrﬁni(%srg?rﬁar e%i\%l"ﬁg{éﬁy tntapkR@Viders 402 asm tielch
reaEQ ﬁ—
return a corre g%rng'is Putics uaserver 1995 The désteibutich bhﬂ,ermgp?&ri';azlgidgl%fa
record (or ¢|Wnth@npa_tmsi§prafd?hury%laméﬂ &bt ibte%% it |‘Sr al so entlered N a
plurality warlv‘f’tﬁﬂf'éitdr\bg tqﬁt? recards I.n the J’é‘?ﬁ qrgt by dgwnlqading vial so
possi bl et \?Bke corr espond &5 aPAgne efieg Pt phesical waky carsianssuah 4 token
sol uti'6h, 1o ?%éﬂ?bl'@ealqmamtca(!ndt ilms:erami}w.olréug,qgv,arg\t;m.\ﬁaggg’afthéj RLovi des. for
rights pertmovideg §seciit q@ﬁ{nf&,rnt,g{g_tga ofb ugéalé_ to be stored, .tgd’ef‘?‘fglcevm th a
uni quel y 2%@?@1&%}# ned i hem identiticati Sn’ ?tregc%"?'?gdwe?h% iIBntet cherst. Here
it i's possi » dr T HR tatRlaYRackedavics soctanrfor nodhiglieda®Nip3 BaydiCis
provi der omPrevidedezlhewitty MR3R-coFhBatibl | refore es it posSible to
conbi ne th%eVddﬁaP%lon\%l{{ N, us cC’of S?:Ii 9??%%?%’1 P?‘é”ﬁlé’a&mﬂ%\é measi of 8i on of
itens (t%%/ purch(ﬁ)i@ng ] % ShdToLehAgkePr teleyision withoso latbraet ageattioren. | f
the il a ﬁ# dﬁr?%stgg |tz VfﬁtvarallstthbﬁﬁnétEQ)de?%tiriBGtaﬁ%ftgﬂ-\!salﬂssl e%ipgi..ei tem
t he propos a3cioniseRktin 0 es it possiblé To nthis
medi a consunption is bill?jegai%ﬁa%ﬁi chogmga i T?{°§drc§§6ﬁ9g@ngmdwmadbastncqui re
a correspondi ng physical copy at a discounted rate. Conversely, if the
medi a consuner firstly starts with the purchase of a physi cal



77 2sao copy, a discounted, possibly free-of-charge online access to the
sane item nmay be nade possible for himaccording to the charge schene. |f

t he technical arrangenent descri bed above is operated in a way in which
there is no provision for individual itens to be "acquired free of charge"”,
2sae consunption-dependent billing in &kccordance with a charge schene
remai ns possible. In this case, a sinple authentication with a password nmay
be sufficient with respect to the identification and authentication
conponent 4740, since the nedia consunmer will then devel op, on the basis of
t he cost consequences associ ated with each consunption action, a high
degree of notivation to 2sso protect his access data and in particular not
di vul ge it tdhehdigitalpeonterswhibheissmbdatavaitable t6ithé Qligmt c&ﬁﬁﬁﬁ?ﬁs ASprel 18

permtted tog I\ ol e..By limting.the cost
consequences Sfﬁ%?’;gy{ngo?lhéwn?géhﬁ%@é Bﬂﬂﬁhgir@fﬁ&%ﬁﬁ %%q&%ﬂmﬁ‘@w@gl askral ly
passi ng on t R@YMeat of the ghrasgesofarhihede ptigital exanteitdet2 AL BaGiedCHE bR HHES |

the har ear e ekekpiard fddctidRiibed f2di fficult to sinmul ate proves 2sss very
advant ageous for authentication purposes. Fig. 48 shows a schematic view of

a devel opnment of the arrangement shown in fig. 47. \Wereas only one
cat al ogue sefTherfungtin dhatkon2d baste ecsesrv €22 4viiéh Qi‘crstﬁyndéé}%ﬁsi fefresEl Vi CE
shown i

rovi der was i i h i e ars e t 2sso ntig. 47,
the devel opnsﬁféLﬁfmﬂ thY ol s BAR el oh p RN Bifi ey makasem aesess:
plurality of S R Wﬂﬁ@%ﬂ@ﬁ%ﬁhm&sﬂuqrmd sensoryeperftepticrebpice 68hslrpaUe
server #700A128.1AQBe cAdd BEMFESa b |ﬁlé§(?j thi8 n%4FBe gi%ﬁg f&p%ég%{pﬁq?@;g SharLCl

i

4710A, 4710B ir%7100 oL@a fi.rst, ?e gnd and t'hird serVvi enéfre
medi a consuner"&EPAnelag pydiojsignal C3Ht boirapiodysed ivithca daudspegker 128 ver s

2sss 4770A, 07 1@8dset7(FOC llustratdts). i Givd d8Se DPIhd( eoétfefmﬁ?f.&?rex%ﬁ{r?e‘ffrtéxt 710A,

4710B, 4710C i i M ti-provider portal wth a acatal ogue
server 4770)%”31?1%5%?\&015%0%3&%'ggﬁfag%%khe%& r“ﬁ‘?%ﬁr)ﬁ"@ﬁé’“ﬁ!ﬁ fivdeHah display
enbodi ment pPB?i Hyyay device tnatiiltustriatgstiovi ders to provide their products via
t he systsmsm described in fig. 47 and do the billing processes for them
t hensel ves, | I 2S~0. possi.bl e, for exanple, for online itens which are
acqui red f reép'oe?/gléﬁgf)aéjef’lfgb@%r@&’@f‘%?t@ﬂ tate gregdar BAdk ander tongsneratet he
itemli fst S o#atﬂtﬁ@ntipdbmmgmla FOrESLineist d. ioh bigtor@hs_g wWhile %blm%&%ig%rd"%g%@di ng
[ink to the pEnd BohpheplroB ShLCG dkoBig hetashecurh Lpboroness wihs
purpose the PYTHAPNY Bfecktion He alewapilingto ibe careiddasutalatitaTha Sodnsdaition Of
al It heedot enbistidry eBnais, RS SGMHIS, rom.vari pus...provj ders
(for exanpl ethgmi S?l* r(ljgh ho sg_gﬁ I%;%%t% %ﬁgh%{"é‘%g’r“gﬁc‘%ef?m@é‘ %‘fﬁ%ﬁggé’éﬂ na
t oken sol ution whech %N E?" 5190 1trees diRsdexaspplentext;pnep diustratert), alsanpl e
in the formeintaing data cmused hagest dfetepLarPH® iﬁaivmﬁmwﬂ&%'Mtrﬁ%sé%{ocati ng
rd to

a user, and {BHR¥RIH L = CRA ,na .on_of. a .PIN or pass
third 2580 parti es._%‘?'Eegﬁggéﬁ(gt'e%ﬂe?epc#g?’rﬂé'&gg?f E?Pd?tﬁﬂngt%rfﬁe%y'“ﬁéaﬁ?sa@f t he
itemlists of's? H@S%lﬁaportal is particularly advantageous as the consuner
can usesssndi vi dual publishing houses, but when he wi shes only to consune he
can preferab)y he itemlist of the netaportal via one of the
content pr ové\ 'g?i g?qgf:&dfsr %r@tvfcff’di 17 8rdes toriinphag dkeation of khe ichargs totalr e

whi ch have b¥eishde qecuruldtedacoordifnto thadgta inttid) ebhs iAoy HidoRD388e t O
and fro bet vespintibgsiit [ Of 1 ngivi |_prqviders. Fig. 49 shows a
schematic view of a %e%%ﬁ@%ﬁ?‘?é@?ﬁ@“?&?%ﬁae HECU b "“% qangumpdion
Whereas no |1BAIY. &drtad@nsmitn disebip sianshi36 to tieodeabeldr 22 Whendireas@ement
2550 shewn imiredgchate A0RISTEE exceRBSYNRE | ant requires an
onli ne conneoqgaib(ws't gﬁgﬁ ten aer.ver 4710, ntﬁiﬁgé?%%wg S\C'/%/’r?si i g.
49 includes an 1tem 608’0&&9 Hetter WA shemse Rf the engrypisscadtent 12 is
suffici ent | yn@rivetes ontibitheabmitet dBdgearetdi the GrRable bigHat 196 efkteadof § Whi ch
content dat ahafgedtddhit &ind i haye n downl oaded from one of the
content servers 2595 47101"%?@5,\@’2 cg%%%:% tseg%shoaftvql't’m@a esHrenROSM ufted
of fline by tWEMH¥Arantefitbemessibiitias dpacribedsabovaiis hlsotpossiben onl i ne dat a
net wor kesbi nk. The local offline availability of an itemin the item nenory
conponent 4712 is entered in the corresponding data record of the itemli st

4780 which is associated with the respective item The various charge
schenme nodes according to the invention



2s00 which are described above are also applied in offline consunption of
itenms which are stored in the item nmenory conponent 4712. As no financi al
transactions can be perforned via the financial institutions 4760, 4765
during offline consunption, in this variant the noney account nenory 4755
is not only advantageous but also nece®sary. 2605 79 fn all the
arrangenents illustrated in figs 47, 48 and 49, a DBMS (not illustrated) is
preferably used with an inplenentati on conponent (not illustrated) in order
to protect the digital content data against m suse. 2610 The arrangenents
illustrated in figs 47, 48 and 49 can be inplenented technically in a
variety of ways. In particular, they can also be represented by conputer
prograns runm Rebred-NVaiuge | e the vers 4770, 4710,
4760, 4765 and 4795 are \ég'g'%ggfo'%ugngr%u e% & ValyRpY 'EE'sreWﬁséﬂtsa? &umst al | ed
and oper at ed 'BORYY £& gyalakls Hé‘ieet”ﬁﬁ Qe axedlableaseswnieme whieh ah&ebnasmer
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An al phabetl C I ndex @rnits al phabeti cal index searching for the
nane of”%¥sas the perforner by |eafing through the al phabetl c index. A

d di t th
1 tor 8 Suop oot e 4] ?@fe”aP%E'fmg%?@"‘#%ﬁéﬁ&ﬁ" FHSGLHG the eretodr

i 11 ustrated YAUSBIEMeRy; 140, J-- ¥slopgrassustored valbe is pessent, rhedessderar2esul t
list 5115 appedrecked. which all the itens which are contained in the result
gquantity are listed in tabular formwith one row each. In

1720 The function block 120 contains critical data and functionalities which have to
be protected against any unauthorized manipulation from the outside, in
particular by the consumer. The decryption key 123 by means of which the
decoder 122 cryptographically decrypts the data 112 representlng the digital
content, and thus makes it available to further processing, is particularly

1725 sensitive. The amount of stored value (not illustrated) stored in the stored-—
value memory 140 i is also highly sensitive. The consumption measuring means
130 and the limiter 134 are critical functionalities because the aimed—at billing
of charges can be sabotaged by manipulating these devices.



zsso the case of an exanple fromthe "nusic" columm, consecutive nunbering,
the title of the item the nane of the perforner and the nane of the al bum
are given. In addition, a first operator control elenent 5115a is generated
per item the triggering of which first operator control elenent 5115a, for
exanpl e by clicking on a nouse, causi i the respective title to be

di spl ayed briefly for a 2655 tine which is predeterm ned dependi ng on the
item) for exanple for 30 seconds. In addition, a second operator control

el ement 5115b is generated for each item the triggering of which second
operator control elenment 5115b causing, for exanple by clicking on a nouse,
an item which has been searched for to be marked for later transferring to
the "pl agol i $tis, J i.n t item2sso list 4780 fromfig. 47. A
direct transfer, tg%rt?%rcﬁ ?/?\Eﬁ}é @létulg#g ‘Jiyj U8 @'8 éB&%?%Ib@Cikf@na%ﬁ RepkicLda by
control el emPRPCEIRS (famrasrpseefl) assembtovirdettief simplbits c@gg,pg,%e.imﬁl,@%lapl B
shows a schembmentsi gfehitf agdere e rol interface of a
second aspect, 9{ °¥Jn§ fel 1 St suPs??ﬁg%"oﬁgi %@B?Qdﬁccﬁg‘tof i*8MRhd8 e Sealinge
phase 2sss rmae'.3 rom P §*ee'e pRficial giesine dnstunther (develdpedussiutibes it fas
caused an appPeibleatce paatide sensard (not tiRtrateRINWhish £448QithBleP rgcgqr}g?rFalﬂtged in

the resiyshd || j i t h econd qperator contro
5115b for a %@%’%‘Wéﬂ@! éﬁ@’%fﬁ‘*‘é@c ﬂ%gu'sﬁqwse Theiautput sigdat bk

consuner is %9580 4an thandiel uses (ol deletel inttadtarrbayly TRl Mhth EGFRBE{ at or
control intefdrasxamplé ¢ inent. the online play 1ist
di spl ay 5120\/%}&3 éped coﬂzft(gogfﬁjrﬁ? E}%uﬁ?gr %Bﬁﬁﬁ s&?regé’ﬁ"{%’"s‘!}?tﬁ edrmd/ or
grouped accordrn ErBOB'e sTher starad—valig memartldgamidss: I6hi2era1 345daipo—5122¢,
5122d, 5122enentsgthibhgin the dxedslayy émbeaRRE ti ' ; enpl qLy
oper at OfaoCONggMRAbinedt §Y Bﬁg%%ﬁ fﬁfai‘?ol a sqg&nd tsﬁ‘gg‘)tng%%cgr:%'ggJ:Sﬁt?utr%%hﬁref irst
phase of the phase nodéel  from é; gk Ga8 plseheyicentaingd ix anpemmrate
clicking on &9 f?s@', SeRArate e@dutasawvbichycanalok cannédied Yo @h@kuﬂc‘ti@ﬁ‘rﬁbd@l@
entire play 1206t with a plurality of itens fromthe online play [ist
di splay 5120. The nedi a pl ayback component 4720 fromfig.47 then appears on
the operator control interface in the formof an "online player" object
2550 5130 wiAhthgommsnonts whidnate cowbirisdom HiCfungio LASIUS! b {3
or war dzasf asipléeRtdd elih® BL?XP&S&HQC%' oL Of ohoe onl Lne bl dye Bj ect
5130 is enabl ea only it the franssctl SWaEHEMBPNGRts of ap individual saftware
conj unct i on MPEYes djelsercompleseld asx W\nilrtessdlh@orrmaﬁyxégﬁ?[ésﬁqqheqgﬁﬂr&i ng to
regul ati ons.pl¥fiemstfbea prawdack function of the "online player” object 5130
is triggered by neans of the corre 2sas spondi ng operator control elenent,
t he consurrpt_]jhon-ori entated billing of charges for use starts, or, as shown
in fig. 51 Ghetepnsypmtionshistorpf13afdssicrefasmnt idn" iti
cont entizspr oV igieh haBasidd P"ﬁgagataé R‘Is eﬁnet r va?l:gg&égés‘htigr“téeseafﬁgwseag%a
amounts can .ﬁlds}/antcﬁgeous y be us&d oﬁl_yaq"%lf aﬁ?ﬁ"c Sprhisp thri rrarsoantticsr
servi ces frdHYREH deheringdhe sansumption istery. 12564h Fisg.beSihcRdeRANSHE
schemati c vipemeofedafuneﬂen‘rml@dw1m@{&tmgsﬁqg@r Wnoiti?ére %sa el.of. a first aspect
irst phase of 't s&Hé

f athird i,ng to the,f IS tBfoteGt
Pig 5o, | Tt SaEPVARER LI b imien histarvr 12 aominstpmemtivormdt dranaper ot or

control i nt &¥fQeeon morendigitat sigodtuees. FoattitHis, FABAS <l q i 8CL o WM. Lk r.oduct
list 2¢8s Sidetingncar| gh%%hgﬁ)itqmst&%)& es, of Site 4 mﬁl%@%@ﬂé%ﬁgréﬁnﬁ}?ﬁ%d’
here by way of exar&k}:ie - buns, 194 Yhichels & Yeiaegaushpincluded dn theed by
means of i cBRYece celfunetion bipek 13@ist thenlpaovigedadvant ageous to confi gure
the icons in accordance with the front page of the CD booklets in order to
ensure a hi e jtion effect. By clicking on an icon of the product
list 5142, t eénrg‘%?pgfé‘Ff%bﬁ'Htﬂna?% p@%@e@@@ fRGiegcout ithe datl ddnteat df sps ayed.
Oper at or coReABIMRIMbisterysbipmferabybhandhded irehailBid Aa hS’véjerddﬁ% field
5144 af7e0 genefsrRdinkn | g triqger various conmercia
fransacti ons. s el at lg)g&p%gghgtcwgg%%ﬁcv?}wa?af%QW% Of iz Mgnitasing e i n
the product fefMEniptistionr toqe diiling semeert 145t Theesitingr serost clcurh&dTeRy 4146a
causes the refierizece 66 tHEOgats of et Snohh iStod Ln the 2-0s bonus' point
st or age conpngqﬁgt %%%ﬁrfron%fcjée%. 47 t’gdblggﬁ'rgtggh’gég%?,rgfo‘ﬁ,ﬁlc dﬂt%geé’aﬂ%sult
all the items of The SIBuiNGragYyesuthee gorresronding hemgent dor aadaimsle US\E.



a2 which is also marked in the itemlist. Triggering the second operator
control elenent 4146b has the effect, in the case of rights of use which
have al ready been previously acquired (see above), of reducing the nunber
of bonus points 270 stored in the bonus point storage conponent 4735 from
fig. 47 by 800, and as a result a cont®4ctual prom se of the content
provider or of a conm ssioned internediary agent to supply a physical copy
of the respective albumto the respective nedia consuner is triggered under
the control of the item managenent conponent 4790 and of the deal er system
4795. Triggering of the 2715 third operator control el ement 4146c causes
the stored value of the nedia consuner which is represented in the noney
account nenoriiedndEf 4 Q 5 Furos, and an order for a physical
copy of 1;6519 rtﬁspecti vee%%t% %Frin%?' rfg%mt (dumyRY L3gcoPb 15 Qwhichris assignea to
internediary f]é:r?Psmeé'hT'i‘% COpRYMSE icamdbiem yasgi alitnd PdyMeht itr%n&efcitigﬂq;,egl,
wi t hout the moesemibrial wayofor dxaki S Vi been al ready
acqui r ed. Forcrd‘m gar%u% osyg t he ?%éyaﬁesmasd@aﬁp 3863%!‘?@& ¥ daeds ofy
nmeans of a gooéts NG P hoyse. Jheragcarnt 15§ isowtratdigatairyieif SREP LGRSO
services of wsHeteprsoatiederba asediivbichogo Pk FoAR ' cqui_red points.
Tt S ety

272s Fig. 51Gnsh : | &.view.of an. exenpla era s
i nterfagce of 2 s@ﬁ%Hgdz%%zg?éﬂéﬁ '%1883%'@?#8 dispesse withdbe aatauntt160: he fir st
phase ot’"% he phase nodel fromfig. 50. After rights of use are acquired for
all the itendflef gayengre IRChdare al,butk riggering the first operator
control el engg%sﬁgpﬁ% a @%f,ﬁgabps%%&@;’/@%ﬁ‘ﬁ c??f%“’b‘?ﬂ"i"ﬁ@zssppgy\q i st
di splay 5120 © ef’ Hf lingnRvithe billingngerviis 146 nivasn tgkehoplag@c thedf t he
i tems cont ai ABWUNK oL steregDvallbwhictsisi stordatia the dngi i that the

\ ﬁtgr‘%t e\wlljegm‘eﬁ@%ﬁ/i 19§cfaf‘r of

charge" . A“Zg’éfﬁé?g?‘?ﬁm@%ﬁ# afifburt of srod aluscbrBusmiting.doredgoats y
cr eat ed "Zut ofESF38 |1p5. Rrefestedusirgptographidatie aslyaihec pladihulatid gi el ehi han
lists are al bitlingeseresr 5ol the FlISXioA it 150 on, the al bum 273s which has
been acquired free of char geet%ey'ogalﬁmlb@p#g%ﬁe BQ&QETY%BGW’EH%W- of
course, the rel ationships expl ai ned above with reference to a CD al bum can

al so readi | yThe storedsvalupadetrorptiBoris ﬁaﬁ&l%@bb%féﬁgiﬁa&%ﬁﬁngag?%?% & on of

exanpl e, Vi d8ASrtédrde nj 0 . .2740 3 An on-denma
digital S AN HOake Rfostoredcamaunt 19 storeer metueor vi a

ontent, for exanpl e via a di &'Sfet
a terr é755§ri dpg?‘?%ﬂfgerﬂﬂf/t@ra SretRALRNdrin\A enabiledfabitionh 8081e bnOstha R dek L&t
channel pr ovespiipmene MleyfubEOET Bl d ' ' articular 1 f relatively
smal | nunber(ﬁopfshgi %Le{erlljt i tens arléej?g%éggf%%"gt IS, cpsg @é;rrgﬂm;@g;l reader—gs
i ndi vi dual users AT ‘F%Pé’mpqneﬁéswh'ﬁhmtmes tthershanteard rvepdac e ba
consi der abl €Medied ofoprexpompie, aaste PCME A6l vﬂﬁUﬁﬁa?&ﬁ?ﬂHﬁﬁgngﬁ&ac'f}%g or a

correspondi FanéIMPRBdNY £3h, saves broadband capacity et
solutigp of this object 1t is possible to use a channel, for 2~so exanple a

terrest?fal transnitter channel, preferably during a certain first tine
wi ndow, for Asxaltgrhative (ot QRisBated) 1B fih Ofs L 24.0Q p. | ocal tinme for
) If Ofes thi Q%c%cguée &é% Eagh%

the conti nugu i i SSi on nonencr ¢ ceyplsd tgi gi t al
items, ref e%r@g§t6€&2§é\f'§%it$$ <prefarably; canabyes o g’ﬁingebbrgeed rinpEortéxawhste t o

video fil nE,PCMﬂ%WM'BiWQFQMBnEW ireaihschOintar SRy Wittat 3FE PLidi 09 59 t he

. i O as
invention, ilHyePX@ABIR playback licenses can be stored in such a way that when the

module is connected to another playback device or computer the license with
the corresponding playback rights or rights of use can be used and is not made
l:lnusable or invalid by using another playback device. Here, already existing
license solutions of other providers can easily be modified and/or the module
can be provided with means such that the system—independent use of the

license or licenses of the player or players and/or of the items of the providers
by means of the module is possible, but it is not possible to
licenses,

1790

1795

. produce a copy of
rights or amounts of stored value. In one further embodiment (not



2~ss in the formof what is referred to as a set top box, it is .possible
for the nedia consuner to then view, during the day, the sequence of
trailer emissions and finally arrive at a decision, after a process of

del i beration, to view specific itens, for exanple video filns, associated
with the individual trailers which hav& been seen, in the |ong version on
the next day, for exanple. Wth the nmethod 2~so according to the invention)
t he nedi a consuner then indicates, during the running tine of the
corresponding trailer, that he wi shes to consune the correspondi ng | ong
versi on by activating an operator control nmeans which may be arranged, for
exanpl e, on the set top box or on a renote control which is associated with

the set top st , Fld te control (not illus 2~ss trated)
rofea, rieahs BHS B8P o B £ 4E0HEEH o1 BsoeeBinoLehas &

whi ch is equi etg‘mhaﬂ .
uni versal r efite@bHIgYoMaks, it pegsible, byirgeracting adthamsefyeatislicdne lilgamlisp! ay

it is pBesi bloe & condpateraty slay baskeowedHbrdil bﬂf‘\ﬂ&é({ Eigéllsa C[S?l}nj%[] as, for

exanmple, tit er. by neaps of a direc @eiv,“ f eSS whi ch

car ﬂ)es out géi%?ﬁ%ﬁwﬁﬂé'{ﬁgor%mﬁfﬁ' titying aneigy checking ithe enthseitstiorg

whi ch makes fQ Updihs Btanseptrenplaget ay/orsst i ma s @adbta%Q?IM%(%g riwéafﬁ 0 be
ed 'R

transm tted bffHrsrhii : fens which are not mar %e set
top box are otsrBBsgr%tﬁrggﬂ@%t%'g%{lgéﬁ'me%aﬁq 358 ligensel artaplagertaanpr eset

a tinme wndo ifigg, int sughsariwae thati difietene usemi L usé Qfen%%%{p‘ﬁlic%n‘:h
makes | wsposprdgramiscett SGAIVE afe TRRFD by QIRIQHY Hbdls Br SPSHATAE LI O @

pr edet er m neg; | ich program.is  84'z~< AstRPPfaie smartcard,
unaddr essed gﬁﬁqaﬂgg%g% 'Dpte %?‘BQ’d erRitithe romipsiteypon plagbhok peswisebl e

for the devi B&ymentbwseaps of asmanzatdispabibid)fosetarh MR fiheatdof JiELA the
consunpti on fRuegSEetth ﬁ?f fd‘dir‘i&l%l fmgfcgg%? gg&@gacgfpgé Hg)t(%%%fngsla%lgda@er.

t el ephone Iinﬁ or mia_ e, I'nternet,

During a secONd™E feS W AYSR, Passiblesaambedy thensbiarkardiasna debpedard iaf8/dr0

08. 00 asm |ereditcardso tinme, the server of the content provider distributes
the digital content requested by the individual nedia consuners, via the
sane channeIF_vm%gchbwas used for distributing the trailers during the first
ti me wi ndow FIgh skhowsop sbivematic theok -ehatfragil ke M e, medi um
(for exanpl ejevideanidsatal iH"ifi?h@ -ﬁ@eog%g%y ﬁif‘%?g‘o W&ét%égmgﬁé gétg[')n rBE uni t
in such a way that it I s podsible, 4 ef gvailable digitef cantent tnisw, t o
filter out, 'TY¥iAteHeaqRtcaps byl conneetedi o tthe proesetedfusttiodr BIGHK 5@ dsdrn
encrypt®s f example thenivansdt askideiea da j trailers the media
consuner ha r@%lﬂ@ﬁorﬁp@cﬂq bhe first i%’?ﬁwﬁég&?’&gﬂ?‘@v'wﬁedgm 12.t ens
in encrypted form on PREHAPdS GPUECE i this ¢asedoa plovibadkodakivmanditiang and
storage proc¥ewser/player 180thwhivheshnf also deyerabedial s #BRig9h f3|9$n ieQFsﬂhéen“ on
on the part pbwk&ean®dihi: r...At the |atest after t

second tine wi I’ldOWa has bgg?&tﬁgé@n{a g‘g’?%ﬁ?ggﬁ%em@ §iags 'arormatiop relation tar e
ordered by CCRESWDEAURIEJIRES OfrRricesopr demaining anasuhtsli cfkstarsh aledan

consumntgde by atibitionowostheedecafptet dhesIMeehdf o rtr'uoid%nf%\ﬁ%ﬂieargﬁﬁu ! Otk et
th tent f a DVR i dent it RBla Peyark,
205" aut hor | Sagond ey, Tor Bxpipis Brdsbbe S5M amMIsatconteldate: udéee

| atter bei nGPBFEEdeipis/fragufi. Easutkedsdntparicumaie é’éns%nlﬁ?tfd#"ﬁ'fe%sbﬁhgn, for
exanpl e by resans 60, dinsitd i3 6Ad skd d—églﬁes QWs_a schematic vi ew of
devi ce and hod for broadcast 2soo0  dist?ieBiRVolfb@rginatiibysteated dnt in a

first method9s €p. On a channel 5210, product presentations with trailers
are brw®adcast continuously in broadcast node during the first tine w ndow
from 09. 00 . ween the trailers it is possible, where
necessary, g] Eg pg %é?%?ggoe({néeéggﬁdf:@o‘ﬂ ed viiek icaeneptienallyrbea used Ids 4 ur t her
i nproved vaFighi§t card ard weatiobicerd forpcomvraling hRe refbiodleF AU WRHichM dabPy 58 0S
nmonet ary adpﬁﬁ\‘é@ggsemﬁgaiea@@grﬁ fdycyhe formof bonus poi nts, for consun ng
t hese bl ocks of advertisenents. i\ variant which is inproved even nore is
defined by the fact that a specific synbol, for exanple a nunber or a

conbi nation of letters, is included in each bl ock of advertisenents
(advertisenent). 85 The nmedi a consuner is then awarded bonus points in
this ultimate 2alo inprovenent only if during the inputting or within a
short tinme w ndow after wards he inputs the synbol which is recognized by
him for exanple by neans of a keyboard provided in the renote control of
the set top box, and in this way proves that he has actually consuned the
bl ock of advertisenents. The channel 5310 is evaluated by a set top box
5320 according to the invention. The



2s15 individual trailers and the associated | ong versions can be identified
by nmeans of suitable nmeasures, for exanple by neans of a uniquely defined
itemidentifier or by the specification of a precise tine w ndow during

whi ch the corresponding | ong version is broadcast. The consuner (not
illustrated) marks the trailer A in th% exanple shown by activating an
operator control neans on 2820 the operator control part (for exanple
renote control) 5330 of the set top box 5320. The trailers can be consuned,
for exanple, by means of a screen 5340 and/or a | oudspeaker 5350. Fig, 53B
shows a schematic view of a device and of a nethod for broadcast 2a2s
distribution of digital content in a second nethod step. On the channel

5210, \heo omgem shens sphente LIRS RES S5t UAAIER e

encrypt ed in fhe broadgast durin e seco

a.m to 08. 06 %% 4R ”WPt ?HH’GGHP“ Audistridingohilling ard peviegdondigital uni t
5360 and st omeediagontemtst or age nodul e 5370. 2830 Fig. 53C shows a schematic
view of a device and of a nethod for broadcast distribution of digital
content in a third nethod step. By neans of a token (smartcard), the

aut hori zed nétvEe deyiseifanthe genof igite! comentyhtbetdonatieer dmegr‘fatem by thespect

to a cl easi ngefapaiice vl i CRAgd, tion key for
the digital grént ent sy{ o?ael\égloﬁl-rpﬁ ngt oraee§%g%{ bﬁégg%ieg%g °r?£'83°‘#r/'b 53D

shows a sche Hc(? 0f eQohnsacting gegre modwe 315.2 net hod f or broadcast

distribution of digital content in a fourth method step. The digital
content, for | m ass at the trailer A which
is stored i n%ﬁ?&'férg{a?%t%r%gdyﬁegg fgﬂéﬂg?@cs&pm gach spst@ifediditalier
the control &PNiEmE %'%ﬁrtﬁ"‘@l’gfurﬁqheB%OnformaﬁorPafThat mddia r&rv&aaaolcanf\ webi | e
devi ce fsa¢ t conasatbdivig VI n

aad‘dib Qfet\ﬁbrckr hﬁl&33’6‘d6r§fergl':I§R}|§¥r\g'gntgf e? B)a §%703 4)

t wo- part structur npose ator con
and a portabPg (98%1]&'@@%?”8(906’8 ’thccle?Utlfd?S 339. bei ng possi bI eto
connect the display and operator control part (127030) and wearabl e

computer (12 r free dat g3 connecti on f or__exanpl e
ZBgIg) Bl ue'g ootmggbuglcﬁ o@rd‘é’i'sr Wgé@%sc:%b t \(Jg%erla%egﬂf"?ﬁ 89 VRS e 3508y ™
control part3 7@'@95‘ Qig %?r‘r‘hl memiem a elatd nmatwdrkocormeatiph 3524, 8528,

t el ephores aSZBC'?Br‘\ex&ﬁpFéJWﬂi@lnE&rﬁUﬁEo%%@Hraas% (ot e control). 2. The
nobi | e device as clainmed in claim1, characterized in that the wearable

28S5 conputer (127010) has a nenory for storing digital itens. 3. The
nobi | e devi cin the alrangardentrilladtedted in fig. ‘IB |tCi§6th§Crb§r56r?sﬁﬂlrﬂy”oftt]ﬂ§t

ORters

bl I B t h

b addr esses DA 3808 888000 Ko W Xidnonndh, ol abik wilh glaiek eontanBo 4.

The nobi | e d80F 6@3% %Paﬁl?e'dquﬁ\aélpara'iﬁ&, 398, 356€h Hacapteeificzdigital cohketit is he

di spl ayisend eqepiesteds byt doMsuRk (ndtiRrREad) *B%Smggﬂ?HP{h% JsRldedh c%r:tﬂptr?ea ‘
sks

PontypLCol S8 et Shenr RSB, AEHEI e CormeroHirad Aonsanh e oA
of the 354B, 354C assigns specific charge scheme information 356A, 3568, 356C and
transmits the content files 354A, 354B, 354C to the media server 320 from
where they can be transmitted to the use device 310 for use by the consumer.
1855
Fig. 19 shows a schematic view of a second exemplary system architecture of a

device according to the invention for distributing, billing and paying for digital
media content.

1860 In the variant of the arrangement from fig. 18 which is shown in fig. 19, prede—
termined tariff categories 322A, 322B, 322C, 322D are set up on the media
server 320, and the providers of content files 354A, 354B, 354C stipulate the
valid charge scheme model for each of the content files by virtue of the fact that



2BSS wear abl e conputer (127010) when a data connection is set up to the
wear abl e conmputer (127010). 5. The nobile device as clainmed in one of the
precedi ng clains, characterized in that the display and operator control
part (127030) and/or the wearable 2B~o conputer (127010) has a connection
nmodul e for connecting to nobile or fix®d pl ayback devices. 6. The nobile
device as clained in one of clains 1 to 5, characterized in that the

di splay and operator control part (127030) and/or the wearabl e conputer
2875 (127010) have a smartcard reader (127020). 87 7. The nobile device
as claimed in claim6, characterized in that the smartcard reader has the
pur pose of holding a PCMCI A nodul e which has at | east a data nenory for

storing at | elhstdata kiaBiemsRicNE594, CAHR I limter and/or a 2aso
use hi s%ﬁggy mﬂigri g credit igg%r ggi?zg?/er’ %%g# garkeg Rl3sLep f ?lﬂf‘?ﬁ'c'fgc

mul timedra itemoBsMIAL HE8iFeAdd97R %28 8RAP mdhe mastie sefvet 320 wideiets ng
cl ai ms, char &ategorizetiacoordingttotchargd subleme @ehdpRr at or control part
(127030) and/or the wearabl e 2as5 conputer (127010) have a cl ack nodul e or
can be connected to one, 9. The nobile device as clainmed in one of the
precedi ng cl al%80 sbRwsacfiret diagtanh relating td the diécugbioyn o1tk 8BSERIeREe GPHE O

at o L1 gnam aaton piepoee. o e sBATRBET of ' GATHR, of cf vRAde cHHaniseh tpkiced

dat a tr%%im gsi on uH)oa S, _

net wor k. "10. ?ﬁ'émﬁEB Q 'ﬁ‘éﬁffaé%d)agn dhaiviedtical mxisnen diie tise timecesidfbrothai NS,
char act eri zedage) omahe vierizohte aiss Hens, sl s@@lﬁ{gﬁro@rt QUi G a[?(‘i"sri 81%7030)
is used as a . I J 0 nicates Wt di??eren types 7 e

term nal s. 25}3@&%&“@@@ r?ﬁtﬁ \fvéy mﬂgirég%agfsdéf’éﬁ yratghi haseginrread a pluralincofer i zed
in that the HMEBIasO ANl theoexteohtoubsparding 18 AARODIUMIRP R YiTne LT

di spl ay (127Rd@ber SOf etderifd ' : range It is locafed.
2900 12.__The biBfe ggeé%se%zsﬁjgl Eieit)&né?rﬁﬁé%rl{taﬂ%%ﬁtgepﬁg%é?ff’ﬂge’@“&?'ﬁs!s

char actz'grsi zed*1R3%Pat, instead of the wearable conmputer (127010), or

sinmultaneously with it, the display and operator control part ( 127030) can
be connect edp, b Lon. (129010) whi ch can al so have all the
features of t %%&r%ggg%g{m‘ﬁﬁd@ﬁg BR8] exArIRig fre prastirglicHryecwhiahsis 2905
13. The nobi #8signaieed & dwsca dowedegrae aif aiterririass i e WeidiZ 86cH fof (thétiphe

fixed stati opagdes20He)itérd RIOBEEE oM bRcS b[{:e%a%q%ﬂ%ﬁ r}nqeq(;qtrioo'n Ightvﬁgf ace

for a mogul e (Di.gital Rights Managenen
accessI?@/Ight‘g‘yl?%tfr d’.fg?“l‘ﬁﬁ‘g HE%'&%’EP{\'E‘ for apgxgmplary, slow reader.

Correspondingly, for example the reading curve which is designated by B and
has a high degree of steepness and in which each of the 120 pages of the item

has been read once by the consumer after approximately 4 hours of reading
1885  time is obtained for an exemplary, fast reader.

Finally, for example the reading curve which is designated by A and has a low
degree of steepness and in which each of the 120 pages of the item has been

read once by the consumer after approximately 7.5 hours of reading time is
1890  obtained for an exemplary, average—speed reader.

With respect to the reading curve A, the charge scheme is selected in such a
way that the distance from the zero point to the point at which approximately
240 pages have been read by the consumer after approximately 15 hours is
1895  assigned to a charge amount of DM6.00. Accordingly, to read the item once

costs DM3.00 in approximately 7.5 hours. Fractions or multiples thereof are
correspondingly billed proportionally.



88 14. A nobile device, in particular the display and operator control part
(127030) according to one of the preceding clainms, having a two-part
housi ng whi ch has a housing | ower part (127040) and a housi ng upper part
(cover nodul e 128020), at |east one of the housing parts (127040) having a
di splay, and it 2915 being possible tob&ctivate different operator contro
functions by noving the two housing parts (127040 and 128020) in relation
to one another froma closed position into an opened position,
characterized in that one of the housing parts (cover nodul e 128020) has an
openi ng which permts the display in the other housing part (127040) al so
to be used in the closed position. 2s20 15. The nobile device as clainmed in
claim 14, characterized in that the housing parts (127040 and 128020) are
arranged so t | VO e.WMth respect to one another. 2925 16. The
mobi | e devi c%:?gaiszqc au‘%eé ‘.E‘gﬁ{wadé?g&?%' eg?‘P%,tO hmadiscussipn of the depandemce he
sl s i bt el at f e e

raml i te@'ih Tig. . . .
The nobile deyice as_clained g ﬁz oﬂ%ﬁ%@%‘% %as%ﬁ WBF(’T%'P"E' foafhediyraler i n
that 2s3o0 the 6’%8%? 839 ralterRative, SonlneaspeiargarschémeeaR0)s iase RsEaRE By 2
transparent fign2l.. 18. The nobile device as clainmed in one of claims 14 to
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engi ne for swaeges, agdihedsendtivatRO® continue with the consumption.

1915 Correspondingly, it may be desirable with functional items to adopt a charge -
scheme for the use of digital content by means of a corresponding technical
infrastructure in such a way that the first quantity components of the use of the
item are billed with a higher charge in comparison with the use of later parts of
the item by the consumer since the information which is extracted from the

1920 item by the consumer at the beginning frequently represents, on a subjective

level, the most important useful value for the consumer.

Fig. 22 shows a first diagram relating to the discussion of the dependence of the

volume - received by the consumer — of a page of a text document on the use
1926 time spent on using this page.

The time which the consumer takes to read a single page of a text—orientated
item is plotted on the horizontal axis. The percentage of the quantity of text

already read by the consumer in respect of the overall quantity of text on the
1930  page is represented on the vertical axis.
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The invention makes possible, for example, in particular a charge scheme in
which a page-oriented item of text is billed as a function of the volume, an
individual page which is displayed on a display not being completely calculated
immediately after it becomes visible. Instead, during the orientation time [0,t1],
1945 in terms of the charge scheme the Page is considered not to be used and is not
billed at all. The page is considered to have been used entirely by the consumer
in terms of the charge scheme only after a predetermined time t1 + t2 + t3.

Fig. 23 shows in a schematic and exemplary form time profiles for the use of a

1950 page of a page—orientated item of text by the consumer for a charge scheme
methodology which is illustrated in fig. 22.

The rectangles symbolize, by way of example, the same page of a page—
orientated item of text; here a page with the page number 21. After the page
1955  has been displayed on a display device, the page is considered as not being
used within the orientation time of, for example, 15 seconds (fig. 23A). After the
orientation time has expired, the price for the use of the page of, for example,
DM 0.025 is billed completely (fig. 23B) even if the user has received only a
fraction of the text content of the page. The period of time during which this
1960 page is displayed on the display is registered continuously {fig. 23C). Assuming
that the reader terminates the display of the respective page after 15 seconds
starting from the beginning of the charge—incurring use of the page after the
expiry of the orientation time, by moving on to another page (in the example to
page 36), aborting the use of the respective item or even switching off the
1965 display device (fig. 23D), the use time which is stored for this page up until then



28. The nethod as clainmed in one of the preceding clains 22 to 27,
characterized in that the online portal has at | east one connection to a
further online 2sas portal and/or to the billing portal. 29. The nethod as
clainmed in one of the preceding clains 22 to 28, characterized in that when
billing data is transmitted the use of6dtens in terns of tinme and/or
quantity is used by the billing portal to cal culate a charge schene which
2sso0 is adapted to the scope of use, and the new charge schene data is
transmtted to the data processing device and/or to the renovabl e data
carrier which interacts with said device. 30. A data processing device, in
particul ar using a nobile device according to 2995 0t18 O clains 1 to 21
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the digital Ve dcly thercafisymer buof agagedf usexgdstiughdrtlornd@i a
content, hawusedirB®3pent)omusihgasis page, content server for storing and naking
avai | abl e di gital nedia content, b) at |east one client for using digital
medi a contents, c¢) the content server being capable of transmtting digital
medi a d#t enftereothen@adingesurve ilustratiat ia figed@okeesponds to the reading state of

the page illustrated in fig. 23C.

Fig. 25 shows a third diagram relating to the discussion of the dependence of
the volume — received by the consumer — of a page of a text document on the
190  use time spent on using this page.

Here, the reading curve illustrated in fig. 25 corresponds to the reading state of
the page illustrated in fig. 23H.

1905 Fig. 26 shows a schematic view of the reading process with the acquisition of
status rights.

The charge scheme options which are made possible by the invention include,
in particular, charge scheme models in which, in the case of a page—orientated



3035 d) the server having an identification and -authenticati on conponent
wth which it is possible for a user to be identified and authenti cated
with respect to the server, e) the server having an itemlist nmenory in
which in each case at |east one user-specific itemlist for at |east one
user is stored, 30ao f) the user-speci Ycitemlist cont ai ni ng
characteristic data of itens which can be transmtted to the client by the
content server. 39. A device for distributing and using digital nedia
content, having 92 a) at |east one content server for storing and naking
avail abl e sons digital nedia content, b) at |east one client for using
digital nedia contents, c) the content server being capable of transmtting
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For example, for a specific item (identified in fig. 26 by an item identification

num?er 2349457) it is possible to predefine that after reading twice the reader

acquires a chronologically unrestricted right of use without an obligation to pay

2015  a further charge.

In fig. 26, further possible charge scheme rules are given purely symbolically,
for example rules that a degressive charge scheme is applied, or that the
content cannot be used further after having been read twice.

2020

Fig. 27 shows a schematic view of a device according to the invention with a
card.

A first device for using and billing for the use of digital content and a second
2025 device for using and billing for the use of said content are respectively desig—
nated by the references 1202 and 1204. The distribution server 110 is
connected via the data traffic network (WAN} 210 to the devices 1202 and 1204
for downloading files which are kept available on the server and have digital
content which are provided for use by the consumer (not illustrated). It goes
2030  without saying that these files can also be transferred to the consumer for use

by the devices 1202 and 1204 by exchanging physical data carriers (for
example CDs, CD-ROM, DVD etc.).



digitally coded itemrecorded thereon are provided, b) at |east one data
carrier is sold, c) a specific, uniquely defined identifier being assigned
to each purchasing transaction, 307s d) the uniquely defined identifier is
assigned to an online user, 93 e) the digitally coded itens are provided
for paid online use, the use by that o ine user to whom .the uniquely
defined identifier is assigned being at a reduced rate or being free of
charge: solo 42. A nethod for distributing digital content in the broadcast
node via a data channel, having the followng steps: a) a sequence of
trailer blocks is output on the data channel during a first tinme w ndow,
each trailer block being assigned a specific digital itemin advance; 3085
b) i ndivi dualTHer ntera by a user
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Fig. 28 shows a schematic view of a scheme for managing and transmitting
2060 rights by means of a card module. Figure 28 illustrates that the same card
module 1210 is capable of calling digital media content from one or more
servers on different playback devices in different formats. As a result, the card
module 1210 is illustrated in the left—hand part in conjunction with an MP3
player, in order to play back sound signals or music, in the central part it is
2085  inserted into a set top box B, or a television set or some other terminal
connected to the latter, in order to display video signals, and in the right—hand
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Fig. 30 shows a flowchart of a downloading process in conjunction with
2005  Fig. 31 shows various possible solutions for implementing the invention. In the
simplest and least reliable case, the entire encryption of the media files and of
the user data and charge scheme data is carried out on a conventional PC by
means of a software solution. In order to increase the reliability, said PC can
additionally communicate with a token solution, for example a chipcard. The
2100  highest level of security is obtained with an integrated terminal which is as far
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Universal mobile device
2105

Fig. 32 shows an advantageous digital mobile device in a particular
embodiment as a wearable computer 127010, which can be used in particular
as a multimedia player, preferably including a digital rights management
system (DRMS). The mobile device 127010 may have a PCMCIA slot 127020

2110 which can be used in particular for holding a smartcard chipcard, for example
for distribution and payment systems.

The PCMCIA interface can thus also be used for other functionalities or expan-—
sions, for example for adapter cards for smart media modules or similar storage

2115 cards, processor cards or other software and/or hardware expansions. It is then
also possible to equip the mobile device 127010 with a mobile phone function—
ality, for example WAP, SMS, GSM, GAPS, UMTS.

One embodiment is to embody a PCMCIA card as a decoder module for digital
2120 rights management with an integrated memory, smartcard reader and/or
means for making telephone calls and/or for data communication/data trans—
mission using WAN (GSM, UMTS, GPRS etc.). In addition, it is advantageous to
provide customary functions of a personal digital assistant (PDA) such as
appointment planning, notes etc.
2125
These can also be implemented in the mobile device 127010 itself, in the

display and operator control part 127030 or in a connection module, for
example 127020,

2130 All the functions can, if appropriate, be used individually or in combination.
Further functionalities are also possible. The disclosed content of
PCT/EP 01/03738, in particular the description of particular embodiments of

wearable computers, is herewith expressly made the subject matter of this
patent application.
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2135

The reference 127030 designates a display and operator control unit, The
display and operator control unit 127030 has a display 127040 which is used for
displaying texts and graphics, including videos, of the applications which run on
the mobile device 127010. The connection between the mobile device 127010
2140 and the display and operator control unit 127030 can also be made by means of
a cable (not illustrated), but a cableless data communications connection, for
example by means of radio waves using, for example, the Bluetooth standard
or by means of infrared data transmission using, for example, the IrDA
standard, is preferred. The display and operator control unit 127030 can
2145 advantageously also be provided with an audio subsystem, for example an
earpiece/microphone combination 127050. For pure hearing purposes, it is also
possible to use, for example, a HiFi headset. In another variant (not illustrated),

the microphone can also be integrated into the display and operator control unit
127030.

2150

The display and operator control unit 127030 is advantageously dimensioned in
such a way that it can be comfortably held in the hand. If the display and
operator control unit 127030 is embodied with a touch screen, the user can
easily carry out input operations with the thumb of the hand with which he is
2155 holding the unit. Alternatively, operator control using an input pen (not illus—
trated) can also be provided. In one development, the microphone/headset
127050 has a switching device 127060 with which, for example, music playback
can be switched off and an incoming telephone call connected. After the end of

the telephone call, the music playback can be switched on again by activating
2160  again.

The display and operator control unit 127030 can be equipped with its own
processor or control device and its own rechargeable battery. For this reason,
in this variant the playback software can run directly on the display and
2165 operator control unit 127030. As a result, it is in particular possible to resolve
copy—protected data formats only in the display and operator control unit
127030 and feed them to the earpiece. The encryption of the data stream
between the mobile device 127010 and the display and operator control unit
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127030 can be carried out, for example, by means of the SSL protocol. With
2170 such a configuration, the item decoder (not illustrated) can be provided with the
digital rights management system in the mobile device 127010 without there
being a risk of unauthorized copying. In this embodiment, it is possible, for
example, to stream content from the wearable computer to a player or browser
installed for that purpose in the display and operator control unit, for as long as
2175 the preconditions for this are fulfilled, for example by means of a connected
rights smartcard in the wearable Part or in the display and operator control part.

One particular embodiment of the display and operator control unit is the
possibility of representing the operator control function of the piece of

21860  equipment to be controlled and the possibility of displaying, for example,
multimedia content which have just been played back, together with associated
information such as title, amount of stored value, playing time etc., or lists of
multimedia items which can be played back or ordered. With a multifunctional
embodiment of the display and operator control unit, for example both as a

2185 media player and as a mobile telephone, it is possible to switch to and fro
automatically between displaying, for example, telephone numbers and
displaying titles which are being played at that particular time, or titles which
are available or can be ordered, depending on the operating mode or in
response to an input. If a telephone call is being made at that particular time,

2190  the subscriber can be displayed or even represented by an image, and if, for
example, a piece of music is being played (suppressed during a telephone call),
corresponding information is presented on the display.

The mobile device 127010 can interact, via a LAN data connection, with other
2195 devices such as an e—book reader, PDA, web tablet, PC or beamer in the same
or similar form, if provisions are made for that purpose. The mobile device can
also interact with the Internet via a WAN connection other than a wirefree one
by GSM, GPRS, UMTS etc., said connection being for example by analog
telephone line, by ISDN line or by DSL.
2200
Fig. 32B shows a side view of the mobile device 127010. For pleasant carrying
comfort when the mobile device is attached to a belt for clothing (not illus—
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trated), the housing has an ergonomic shape which has a depression 127070 on
the side facing the belt. For reasons of convenience, rechargeable batteries (not
2205  illustrated) are advantageously arranged in the lower region of the housing.

An embodiment in which the housing can rotate approximately relatively on the
belt by means of a connection part (not illustrated) so that it can always
orientate itself in the direction of gravity is particularly advantageous.

2210  Customary peripherals, for example printers etc., can be connected to the
mobile device 127010 in a developed embodiment.

Fig. 33 shows the display and operator control unit 127040 from fig. 32. In a
particularly preferred development, the display and operator control unit
2215 127040 has, on the upper and lower end sides 128010a, 128010b, in each case
a plug—in and latchable device (not illustrated) by means of which a cover
module 128020 can be pushed and locked onto the display and operator control
unit 127040, and possibly also establish electrical connection with it. In one
specific embodiment, the cover module 128020 is equipped with a telephone
2220  keypad and has a viewing window for displaying the display and operator
control unit 127040, and may have an earpiece and microphone (not illus—

trated), if the microphone is not included in the display and operator control
unit 127040.

2225 The cover module 128020 may be embodied in a wide and fashionable range of
shapes and colors. The purpose is:

a) to permit the user to make a telephone call in the same way as he is
used to from a conventional mobile telephone, and
2230
b) to permit a device which is originally configured as a playback device to

be possibly subsequently easily retrofitted to form a mobile telephone,
or vice versa.

2235  The cover module 128020 is, in the connectable embodiment, able to be
plugged from above or below onto the display and operator control unit 127040
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depending on the left—handedness or right—handedness of the user. What
appears on the display of the display and operator control unit 127040 is corre—
spondingly automatically orientated so that texts and images can always be
2240 read. In a simplified embodiment, this feature can also be omitted. A further
advantageous possible embodiment of the display and operator control unit is
the lateral formation of input or Operator control elements facing away from the
display, at the edge of the display, with which the display and operator control
unit 127040 can both be held with a hand and operated. One particular
2245  embodiment is to implement the input feature by means of at least three input
pushbutton keys, permitting certain basic functions, for example leafing,
scrolling and the triggering of marked functions or menus. The position and
number of the plug—in and the latchable connections (if present) and the input
possibilities may vary in an individual case.
2250
The plug—in connection is particularly advantageous by virtue of the possibility
of connecting to an accommodating means, for example in vehicles (not illus~
trated), the operator control and the inputting and outputting of sound taking
place via the same interface as that of the cover module. The advantage of the
2255 separate display and operator control unit 127040 is in particular the compact
design which can be made very lightweight.

In mobile radio applications, the GSM or UMTS transmission antenna can be
arranged at a distance from for particularly sensitive body parts such as the

2260  head by mounting it on the mobile device 127010 which can possibly even be
positioned away from the body, for example on a table.

The display and operator control unit and the wearable part (computer) may
also be embodied in one piece, provided that the disclosed embodiments

2265 and/or functionalities, for example a DRM solution using a smart module and/or
PCMCIA module, reception and/or transmission module for telephony, media
player and PDA combination, remote controls for terminals and/or a lid with
viewing window solution are implemented.
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advantageous cover with a viewing window serves as the basis for an
independent inventive idea. The advantage of the viewing window in the
2275 folding cover of mobile, handheld devices is in particular to permit a display
which is present to be read even when the protective cover is closed, and other
functionalities can be made possible by closing the lid or the functionality of the
mobile device can be expanded by folding over the lid, without a further display
being required for this purpose. As a result, the use of the lid therefore covers
2280 all mobile handheld devices with functionalities which are specified in this
disclosure, for example PDA, telephony (wirefree and/or using cables) and/or
media player with or without a remote control function. It is also possible to
embody the particular design of cover to be permanently associated with one
mobile display and operator control part, regardless of whether the display and
2285 operator control part is embodied in one piece with a control unit or in more
than one piece with an external wearable computer,

Fig. 34 shows the possibility of using the display and operator control unit
127040 from fig. 32 for different pieces of equipment and applications. The
2200  display and operator control unit 127040 can always be kept ready for use on
the person or in the vicinity of the person and can cooperate with numerous
other electronic devices within the distance which can be spanned using, for
example, Bluetooth or infrared (IrDA). For example for monitoring houses,
games consoles, television set, fixed network telephone, set top box, video
2295  recorder, multimedia player, mobile telephone or PDA. Furthermore, fig. 34
shows a fixed version 129010 which is similar to the mobile device with the
same functional and technical embodiment possibilities, including that of
streaming DRM-protected content onto corresponding display components.
The difference with respect to the mobile device 127010 from fig. 32 is that, for
2300  example, relatively large hard disk storage systems can be readily integrated.
Furthermore, with the fixed version 129010, a fixed network connection possi-—
bility and a satellite communication connection possibility are provided as a
primary WAN connection, while in the case of the mobile device it is preferably



' ' e # .
" '()-! "10%0' 0& ()-10% o0& ()- 10 10 10}[ <Pl | - .
1(%00/'2/§L&'(%)-!W"1%CV@0&' 8-!‘"10%30&' ()-"10% & ()-g10% 0& ()-!e 3" 10%00& () - MG

i?)(g;llleSS igoo/go&' ()-!~. "10%0& ()-y9-#10% 0& ()-! S& 10%00& ()-! S&" 10% o' 0&

()-*QPL1& 10% & ()-! "1 "10%\ & ()-! T0"10%\& ()-1 "10%
& ()-10% & ()-10% & ()- 10000/5{12[ (<)11(()@0$

1 - * 0 1 _!I"lo 1 - I I
%8??&%&'(%)}/%%9$08;&€2()-fSlO%&'()-@rPlO 10% "109%\& ()-10% & ()- 10\\

16"10%\ & ()-T!531 ., , . VYL
igt\a/;\ép};lgml%éu(()')"10%\&'()-ixf#"lo%\&'()'@ 1007 & ()1 @L0NN&()-s

'@ 10%\ & () -G8M, UMPS \o¥ d fixéd \neh@¥ri 10 &% Ld _v%?i(:;/(r)wto%é&b i%?s possible to
2305  provide an external audio output since it is advantageous to separate image
and sound from one another by means of a digital rights management system.

The display and operator control unit 127040, described above, of the mobile
device can also be used to perform operator control of the fixed station, which

is advantageous for the user since he can carry out operator control and display

2310 functions, and have them displayed, in the usual way using his universal display
unit, without requiring another remote control. A further advantage of the
display and operator control unit 127040 is that it is possible both to perform
operator control of different devices, as shown, and to receive audio channels
without having to pass via the external output of the fixed device, to which

2315 external output loudspeaker systems are usually connected (remote control
with headset).

A wide variety of applications, for example monitoring of a house, games
console, television set, fixed network telephone, set top box, video recorder,

2320  multimedia player, mobile telephone or PDA, can also run on the fixed station
129010.

The display and operator control unit 127040 detects advantageously if it is in
range of a signed—on terminal for which it can perform operator control. In the

2325  display, a corresponding symbol is then displayed for the terminals which can
be respectively operated. If different transmission paths, for example a fixed
network or radio network for the transmission of signals between the display
and operator control unit 127040 and the respective terminal are possible, in
one particularly preferred embodiment the respectively most cost—effective

2330  transmission is selected. When it is used as a telephone, the display and
operator control unit 127040 uses a uniform address and telephone number
register and decides, depending on the telephone number of the subscriber
participating in the call, which transmission path is selected as the most
favorable or better one.

2005



F1"10% & ()-! F1" 100\ & ()-1"' "10%\ & ()=z[9f{\=!1 |
}20%1)8&'()410%8&'()-!x‘"10%)o&'()-:!~0"10%o&'(|)-: Y 10%|<0&()|-!&Y+
"10%0& () -tx; 34}1?4=! 10" 06@ 10% O& () - @" 10% O& ()- S! +& 10%0& ()-

10% 0& ()-!,' 10%0& ()- "10% & ()-4569=)-Bj H=! 10 0!010/&\&(?-
L0% & ()-1010\ & ()-  10% & ()-10% &7() - 10' 0 10" 0BF+/ dDg} [ <H!
10' +10% & ()-! " "10%\ & ()- 9! "1(1)00/%&\?')()-18\\101/%?\()-!4 10%\ & () -

%A & ()-gk-./03rS1! "10%& ()-s10% & () - o |
%8\/??%9"%%\&'()-!."10%\8()-L-10%&'Q-Jrfmuesrsu,)"m%&'()-!. &' 10%&
()-1&" 10%& ()-1""10%:& ()-1"10%:& ()-!

All the functions of the display and operator control unit can also be triggered
by means of voice command control, irrespective of whether said unit is
embodied in one part or two parts.

2340 The reference 129020 designates the PCMCIA module which represents, in one
embodiment, a digital rights management system (DRMS) with decoder
function and which can easily be connected to and fro between the fixed station
129010 and the mobile device 127010. In particular the functionalities 129030
can be supported by the DRMS. As in the case of the mobile device, the

2345 PCMCIA module can be embodied with a smartcard reader and/or an internal
data memory for storing, for example, licenses, DRM software, decoder
software, player software, browser, rights information, status information, user
privileges and/or consumer histories in as far as these are not implemented by
means of hardware technology or are provided at all. Of course, the entire

2350 disclosure content of the possibilities described above, in particular of the
distribution and payment system and its aspects can be applied in various
embodiments either for the mobile or fixed solution.

Fig. 35 shows a preferred embodiment of the distribution and payment possi—
2385 Dbilities described above, in the form of a PCMCIA card with a smartcard reader,
which permits, by interacting with a playback device, the consumption of

protected multimedia data, with a corresponding basis for the billing of this
data,

2360  Fig. 47 shows a schematic block diagram of a further device according to the
invention for distributing, playing back, billing and paying for digital media
content,

A provider of digital media content (not illustrated) operates a server computer
2385 which is connected via a digital network, for example via the Internet (not illus—
trated), to a media playback component 4720 which is located at the media
consumer end (not illustrated). In the exemplary embodiment depicted the
media playback component 4720 is an audio player with at least one
loudspeaker or headset 4722 which obtains digital audio data from the server
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4710 by means of a streaming protocol, and converts them into sound which
can be perceived by the media consumer. Of course, the invention is not
restricted to audio media; it is likewise also possible to distribute and consume
video media, electronic books or other media content in modified embodi-
ments, a precondition being corresponding display means.

The playback function of the media playback component 4720 is dependent on
control signals of a transaction control component 4730 which transmits an
enable signal (not illustrated) to the media playback component 4720 only if
billing of the consumed media content in accordance with the charge scheme is
ensured. For this purpose, firstly sufficiently secure identification and authenti—
cation of the media consumer are necessary. An identification and authenti—
cation component 4740 is connected to the transaction control component 4730
and has a suitable user interface (not ilustrated) with which the media
consumer can identify and authenticate himself. In a very simple variant this
may take place, for example, by the media consumer being required to enter
his user name and his password by a request on a display (not itlustrated). If the
entered user name and the entered password correspond to a pair composed
of the user name and password which are securely stored in the identification
and authentication component 4740, it is assumed that the entered user name
matches and that all the further media consumption actions are to be billed to
this media consumer who is identified in this way. In an advanced variant of the
identification and authentication component 4740 it is also possible for a
hardware token 4745, for example a smartcard, to be used to secure the identi—
fying and authenticating process. Other authentication means such as, for
example, fingerprint, voice recognition and/or other known biometric identifi—
cation and authentication means may also be provided.

In addition, the transaction control component 4730 is connected to a money
transfer control component 4750. The money transfer control component 4750
accepts, from the transaction control component 4730, instructions relating to
amounts of money for which the media consumer is to be billed, and signals to
the transaction control component 4730 whether the billing of these amounts of
money has been completed, or if it is at least to be considered as secured. The
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the money transfer control component 4750 no longer signals that the billing of
the amounts of money which are owed by the media consumer has been
completed, or is at least to be considered as secured. The money transfer
control component 4750 is preferably connected to a first computer system
2410 4760 of a financial institution at which the media provider or a billing entity
commissioned by the provider has an account, as well as to a second computer
system 4765 of a financial institution at which the media consumer has an
account. This connection may be made, in particular, via the customary billing
data centers of the banks or the credit card company. If necessary, the money
2415 transfer control component triggers the transfer of a specific amount of money
from the account of the media consumer to the account of the media provider
or the billing entity commissioned by him.

In order to avoid rapid repetition of a large number of money transactions for
2420  very small amounts of money, which unnecessarily increase the money transfer
costs, it is expedient to allocate the media consumer a credit framework, to
demand payment in advance or to combine both and provide a money account
memory 4755 in which a number is stored which corresponds to the amount
which is owed by the media consumer, or to the amount paid in advance which
2425 s associated with the media consumer. The money transfer control component
4750 can then preferably be configured in such a way that a money transfer
order which is effective to the outside with respect to the computer systems
4760 and 4765 of the financial institute is issued only from time to time if a
predefined available credit limit of the media consumer has been reached or
2430  exceeded by continued media consumption, or if an advance payment which
has been made by the media consumer has been used up. In addition, a bonus
point storage component 4735 in which at least one number (bonus point
number), which corresponds to units of financial value accrued to the media
consumer without however expressing an amount of money in a national
2435 currency, is stored is connected to the transaction control system 4730. The
charge scheme for media consumption actions which are carried out by the
media consumer and the generation of additional bonus points, dependent on
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carried out in particular in accordance with the principles and features specified
2440 in parts of the description above. An alternative embodiment is described in
figures 16 and 17.

In order to make the use of the media as simple as possible for the media
consumer, in one preferred embodiment there is provision for, for example, the
2445 media provider to make available a catalogue server 4770 with a search
component (search engine) 4775. By means of the catalogue server 4770 with
the search component (search engine) 4775, the media consumer can
comfortably search through the offer of the media provider, for example by
reference to data relating to the title, composer, genre, album and/or
2450 performers. When less extensive information is made available, an alphabetic
index may be sufficient; in the case of very extensive amounts of information a
full text search is advantageous. If the media consumer has found, by means of
the catalogue server 4770 and the search engine 4775, an item which is of
interest to him, he can set up a data record for this item in an item list 4780 by
2455 means of suitable dialogs at the operator interface (not illustrated). Beyond
listening to or viewing samples, the media playback component 4720 can be
activated only by means of the item list 4780; the media consumer cannot
consume an item for which there is no data record in the item list 4780.
Conversely, the generation of a data record for a specific item in the item list
2460 4780 does not necessarily mean that a charge—incurring consumption action
has to be carried out. The item list 4780 instead constitutes a data structure
which combines data on those items which the media consumer considers
potentially interesting. From the results list of the search component it is
possible to play back items for a predetermined time, for example.
2465
However, the item list 4780 serves not only as a notes memory merely for
item—specific information such as author or title, it also constitutes the basis for
item—specific management of the item usage options by the media consumer.
In particular it is preferably possible for information to be stored for each item in
2470  the item list 4780, indicating:
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— whether any use of the respective item is consumption~dependent, that is
to say is billed as a function for example of time or volume, or whether the item
is classified as "obtained free of charge" according to the applicable charge

2475 scheme rules, i.e. the item can be consumed to an unlimited degree without
further billing;

— whether a physical copy of the respective item has been acquired at a price

which is reduced according to the charge scheme owing to a previous online
2480  use.

Corresponding information can also be represented in the results list of the
search component, in particular also information indicating whether items have
already been registered, and if so in which item list.
2485
An operator control interface (not illustrated) which is assigned to the item list
4780 can in particular also comprise measures for transmitting, by means of an
item management component 4790 an order, reduced according to bonus
points stored in the bonus point storage component 4735, for the purchase of a
2490  physical item to a dealer system 4795. In conjunction with the purchase
process, the number of bonus points which is stored in the bonus points
storage component 4735 is then reduced in accordance with the charge
scheme. Conversely, in one preferred embodiment, it is also possible to
provide for the media consumer to acquire, by purchasing, a physical item, for
2495  example an audio CD, a shop. If at least one item which is stored on the audio
CD can also be called online via the server 4710, it is possible to provide for the
media consumer to be allowed to note, in a corresponding item entry in the
item list 4780, that according to the charge scheme it is possible for him to
make online use of this item in future free of charge or under preferred condi—
2500  tions insofar as this does not take place automatically at the provider end, for
example when a product is purchased, by means of suitable methods and/or
technical provisions. The protection against misuse can be provided by the
dealer feeding into the dealer system 4795 the purchasing action together with
an item identification and together with the personal data of the media
2505 ~ consumer, insofar as necessary, in order to uniquely identify him, so that the
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item management component 4790 can verify the purchasing action. Another
form of protection against misuse may take the form of each purchased item,
that is to say for example of each purchased audio CD, being provided with a
uniquely defined, concealed code number. This code number may be imple—
2510 mented as a sufficiently large random number which is printed onto an accom—
panying slip and covered with a nontransparent covering layer. The random
number must have a number of digits which is such that the probability of
being able to guess it as a function of the issue is sufficiently small for practical
purposes. All the random numbers which are respectively issued as a code
2515  number are stored in a database in the dealer system. In addition, for each
issued code number there is a note indicating whether or not it has already
been used for a discount according to the charge scheme. The media consumer
can then remove the nontransparent cover layer and transmit the code number
into the item management component 4790 via a suitable operator control
2520 interface (not illustrated). The item management component 4790 transfers this
code number to the dealer system 4795 where testing is carried out to
determine whether it is a valid code number which is registered in the database
and marked as unused. In such a discount transaction, the code number is
marked in the database as used and in return a corresponding discount is
2525 entered in the respective data record (or in the case of a plurality of items it is
also entered in a plurality of respective data records) in the item list 4780. It is
also possible to make corresponding rights registration by means of a token
solution, for example a smartcard. One embodiment variant provides for rights
pertaining to an item (rights of use) to be stored, together with a uniquely
2530 defined item identification, directly on the smartcard. Here it is possible for the
data to be accessed and modified only by the provider or the dealer system.

The invention therefore makes it possible to combine the virtual online use of
digitizable items and the acquisition of items by purchasing with one another in
2535 @ most advantageous way. If the media consumer firstly starts with the online
use of a specific item, the proposed technical infrastructure makes it possible
for him, when this media consumption is billed in accordance with a charge
scheme, to acquire a corresponding physical copy at a discounted rate.
Conversely, if the media consumer firstly starts with the purchase of a physical
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- may be made possible for him according to the charge scheme.

If the technical arrangement described above is operated in a way in which
there is no provision for individual items to be "acquired free of charge",
2845  consumption—dependent billing in accordance with a charge scheme remains
possible. In this case, a simple authentication with a password may be sufficient
with respect to the identification and authentication component 4740, since the
media consumer will then develop, on the basis of the cost consequences
associated with each consumption action, a high degree of motivation to
2550  protect his access data and in particular not divulge it to third parties. The
situation is different as soon as it is permitted to "acquire" items free of charge.
By limiting the cost consequences there is the risk here of individual media
consumers liberally passing on their access data to third parties. Under such
circumstances, the hardware token 4745 which is difficult to simulate proves
2555  very advantageous for authentication purposes.

Fig. 48 shows a schematic view of a development of the arrangement shown in
fig. 47. Whereas only one catalogue server 4770 and one content server 4710 of
an individual service provider was provided in each case in the arrangement
2560  shown in fig. 47, the development shown in fig. 48 includes corresponding
computers of a plurality of service providers, specifically in each case one
catalogue server 4770A, 4770B, 4770C, as well as in each case one streamer
server 4710A, 4710B, 4710C of a first, second and third service provider., The
media consumer accesses the individual provider—specific catalogue servers
2565  4770A, 47708B, 4770C, or the provider—specific streamer servers 4710A, 47108,
4710C, in this case via a multi—provider portal with a metacatalogue server
4770X and with a metastreamer server 4710X. One particular embodiment
provides for individual providers to provide their products via the system
described in fig. 47 and do the billing processes for them themselves, it being
2570 possible, for example, for online items which are acquired free of charge to be
registered and played back not only in the item lists of the individual providers
but also for all the corresponding items of a wide variety of providers to be
registered and played back via a link to the metaportal in a type of universal
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A token solution which is preferably designed'for this purpose, for example in
the form of a smartcard, has the purpose of unambiguously authenticating a
-user, and prevents free—of—charge passing on of a PIN or password to third
2580  parties. The management of free—of—charge items by means of the item lists of
the metaportal is particularly advantageous as the consumer can use individual
publishing houses, but when he wishes only to consume he can preferably
access the item list of the metaportal via one of the content providers or directly
in order to play back all the items there which have been acquired free of
2585 charge, without having to change to and fro between the item lists of individual

providers,

Fig. 49 shows a schematic view of a development of the arrangement shown in
fig. 48. Whereas no local storage of digital items is provided in the arrangement
2590  shown in fig. 48 and media consumption therefore always requires an online
connection to a content server 4710, the development shown in fig. 49 includes
an item memory component 4712 which is equipped with a sufficiently dimen—
sioned mass storage medium {not illustrated) and in which content data of
digital items which have been downloaded from one of the content servers
2595 4710 can be stored so that it can also be consumed offline by the media
consumer, that is to say without an open online data network- link. The local
offline availability of an item in the item memory component 4712 is entered in
the corresponding data record of the item list 4780 which is associated with the
respective item. The various charge scheme modes according to the invention
2600  which are described above are also applied in offline consumption of items
which are stored in the item memory component 4712, As no financial trans—
actions can be performed via the financial institutions 4760, 4765 during offline
consumption, in this variant the money account memory 4755 is not only
advantageous but also necessary.
2605
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installed and operated outside the sphere of the media consumer, the other

2615 components, with the exception of the token 4795, can be incorporated, for
example, by software running on a PC. However, it is also possible to use
particular application—specific devices which implement these components in
another way, for example by means of suitable electronic circuits.

2620  Fig. 50 shows a schematic overview of a phase model for marketing multimedia
products for purchase on the basis of the arrangements illustrated in figs 47 to
49. Three phases are distinguished:

a) Phase 1: an arrangement according to fig. 47 is typically applied in
2625 phase 1, three operator control steps being available on a provider—
specific basis, that is to say without a multi—provider functionality;

b) Phase 2: an arrangement according to fig. 48 is typically applied in

phase 2 in which items which are "acquired free of charge" from various

2630 content providers can be combined, managed and played back on a
multi—provider basis.

c) Phase 3: an arrangement according to fig. 49 is typically applied in
phase 3 in which items from various content providers can be
2635 downloaded on a multi—provider basis onto a mass storage medium of
a multimedia application of the media consumer, managed and played
back either online or offline.
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"()-2| G\ ; .frong,sgg A menu bar 5110 is displayed on a display device (not illustrated in
more detail). The menu bar 5110 permits a search function to be activated,
divided into categories of music items, videos, games and electronic books. An
alphabetic index bar 5112 permits alphabetical index searching for the name of
2645 the performer by leafing through the alphabetic index. A corresponding alpha—
betical index search is also possible according to other criteria such as the title
of the item, the album, the genre etc (not illustrated in more detail). As a result
of the search process, a result list 5115 appears in which all the items which are
contained in the result quantity are listed in tabular form with one row each. In
2650  the case of an example from the "music" column, consecutive numbering, the
title of the item, the name of the performer and the name of the album are
given. In addition, a first operator control element 5115a is generated per item,
the triggering of which first operator control element 51156a, for example by
clicking on a mouse, causing the respective title to be displayed briefly for a
2655 time which is predetermined depending on the item, for examplie for
30 seconds. In addition, a second operator control element 5115b is generated
for each item, the triggering of which second operator control element 5115b
causing, for example by clicking on a mouse, an item which has been searched
for to be marked for later transferring to the "play list", that is to say in the item
2660  list 4780 from fig. 47. A direct transfer of individual items is also possible if an
an operator control element (not illustrated) is provided for this purpose.

Fig. 51B shows a schematic view of an exemplary operator control interface of
a second aspect of the first substep according to the first phase of the phase

2665 model from fig. 50. The media consumer (not ilustrated) has caused an appro—
priate data record in the item list 4780 to be generated in the result list 5115 by
triggering the second operator control element 5115b for a number of marked
items 5117a, 5117b, 5117¢, 5117d, and the consumer is provided with an online
play list display 5120 on the operator control interface. In one preferred

2670  embodiment, the online play list display 5120 may be configured in such a way
that it can be sorted and/or grouped according to genres or user—defined
categories 5122a, 5122b, 5122c, 5122d, 5122e.
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2675 a second substep according to the first phase of the phase model from fig. 50. It
is possible, for example by clicking on a mouse, to select and play back an
individual item or an entire play list with a plurality of items from the online play
list display 65120. The media playback component 4720 from fig. 47 then
appears on the operator control interface in the form of an "online player" object
2680 5130 with the customary functionalities such as start/stop, fast forward, fast
rewind. The playback function of the "online player" object 5130 is enabled only
if the transaction control which is described in conjunction with figs 47, 48 and
49 permits the money transfer according to regulations. When the playback
function of the "online player" object 5130 is triggered by means of the corre—
2685  sponding operator control element, the consumption—orientated billing of
charges for use starts, or, as shown in fig. 51C, the conversion of official
payment means into content—provider—specific amounts of monetary value
starts, and said amounts can advantageously be used only for purchasing
products and/or services from the respective content provider.
2690
Fig. 51D shows a schematic view of an exemplary operator control interface of
a first aspect of a third substep according to the first phase of the phase model
from fig. 50. The item administration 4790 from fig. 47 appears on the operator
control interface in the form of a "product manager" object with a product list
2695 5142 in which physical copies of items which can be acquired, here by way of
example CD albums, are listed and preferably illustrated by means of icons, in
which it proves particularly advantageous to configure the icons in accordance
with the front page of the CD booklets in order to ensure a high recognition
effect. By clicking on an icon of the product list 5142, the respective icon in the
2700 product field 5144 is displayed. Operator control elements 5146a, 5146b, 5146¢
relating to the product field 5144 are generated in order to be able to trigger
various commercial transactions relating to the CD album which is symbolized
by the icon in the product field 5144. Triggering the first operator control
element 4146a causes the number of bonus points which are stored in the
2705 bonus point storage component 4735 from fig. 47 to be reduced by 400, and as
a result all the items of the album are acquired free of charge for online use.
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()lch }IS also marked in the item list. Triggering the second operator control

element 4146b has the effect, in the case of rights of use which have already
been previously acquired (see above), of reducing the number of bonus points

2710 stored in the bonus point storage component 4735 from fig. 47 by 800, and as a
result a contractual promise of the content provider or of a commissioned
intermediary agent to supply a physical copy of the respective album to the
respective media consumer is triggered under the control of the item
management component 4790 and of the dealer system 4795. Triggering of the

2715 third operator control element 4146¢c causes the stored value of the media
consumer which is represented in the money account memory 4755 to be
reduced by 15 Euros, and an order for a physical copy of the respective CD
album from the content provider or from an intermediary agent which is
commissioned by said provider is triggered, without the precondition of rights

2720  of use having been already acquired. For this purpose, the order is advanta—
geously carried out by means of a goods basket (not illustrated). Of course,
other products or services of the provider can also be purchased using the
acquired points.

2725  Fig. 51E shows a schematic view of an exemplary operator control interface of
a second aspect of the third substep according to the first phase of the phase
model from fig. 50. After rights of use are acquired for all the items of the
respective CD album by triggering the first operator control element 51464, a
data record is displayed in the online play list display 5120 of the media

2730 consumer (*Hans Mustermann") for each of the items contained in the CD
album, said data record indicating that the rights of use have been acquired, i.e.
that the item is "acquired free of charge". A play list with all the titles on the
album is advanta_geously created automatically. Titles which are already located
in individual item lists are also marked and if they are included on the album

2735 which has been acquired free of charge they can be played back free of charge.

Of course, the relationships explained above with reference to a CD album can
also readily be transferred to other digitizable media such as, for example,
videos or electronic books.

2740
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An on-demand distribution of digital content, for example via a data network
such as the Internet or via a terrestrial transmitter channel or via a cable channel
or satellite channel proves extremely broadband intensive, in particular if
relatively small numbers of different items are requested by a large number of

2745  individual users at different times. There is therefore in practice a considerable
need to propose a device which saves broadband capacity, or a corresponding
method which saves broadband capacity.

In the inventive solution of this object it is possible to use a channel, for
2750  example a terrestrial transmitter channel, preferably during a certain first time
window, for example from 09.00 a.m. local time to 24.00 p.m. local time for the
continuous sequential emission of nonencrypted exert samples of digital items,
referred to as trailers. The trailers can relate in particular to video films, audio
media or games. By means of a device according to the invention, for example
2755 in the form of what is referred to as a set top box, it is possible for the media
consumer to then view, during the day, the sequence of trailer emissions and
finally arrive at a decision, after a process of deliberation, to view specific items,
for example video films, associated with the individual trailers which have been
seen, in the long version on the next day, for example. With the method
2760 according to the invention, the media consumer then indicates, during the
running time of the corresponding trailer, that he wishes to consume the
corresponding long version by activating an operator control means which may
be arranged, for example, on the set top box or on a remote control which is
associated with the set top box. For this purpose, a remote control {(not illus—
2765  trated) which is equipped with a display, such as has been presented before as
a universal remote contro! in figs 32 to 34, is advantageous. On the display it is
possible to display corresponding item identifications such as, for example,
titles and to trigger, by means of a direct key, a function which carries out a
setting in the set top box. This may be a filter setting which makes it possible to
2770  detect and download an item which is to be transmitted later by broadcast.
Other items which are not marked in the set top box are not permitted for
downloading. Another possibility is to preset a time window setting, trans—
mitted with the trailer, for example, which makes it possible to receive a specific
program at a specific time on a predetermined channel, which program is
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by the individual media consumers, via the same channel which was used for
distributing the trailers during the first time window. The set top box is then
configured with a mass storage medium (for example a hard disk with a
capacity of 160 Gbytes) and a control unit in such a way that it is possible,

2785 during this second time window, to filter out, from the set of all the digital items
which are emitted in encrypted form in the broadcast mode, those items whose
trailers the media consumer had marked during the first time window, and to
store said items in encrypted form on the hard disk. During this automatic
downloading and storage process, there is no need for any operator control

2790 intervention on the part of the media consumer whatsoever. At the latest after
the second time window has been terminated, all the digital items which are
ordered by the media consumer are stored on the hard disk and can be
consumed by the consumer after decryption. It is advantageous to protect the
content data by means of a DMRS and to identify and authenticate the

2795  authorized media consumer before access to the content data; the latter being
preferably again carried out by means of a hardware token, for example by
means of a smartcard.

Fig. 63A shows a schematic view of a device and a method for broadcast
2800  distribution of digital content in a first method step. On a channel 5210, product
presentations with trailers are broadcast continuously in broadcast mode
during the first time window from 09.00 a.m. to 24.00 a.m, Between the trailers
it is possible, where necessary, also to intersperse blocks of advertisements. In
a still further improved variant it is possible to provide the media consumer with
2805 monetary advantages, for example in the form of bonus points, for consuming
these blocks of advertisements. A variant which is improved even more is
defined by the fact that a specific symbol, for example a number or a combi—
nation of letters, is included in each block of advertisements (advertisement).
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X6 MB728ng# 1 0%dividuél (rafers and the associated long versions can be identified by means
of suitable measures, for example by means of a uniquely defined item
identifier or by the specification of a precise time window during which the
corresponding long version is broadcast. The consumer (not illustrated) marks
the trailer A in the example shown by activating an operator control means on
2820  the operator control part (for example remote control) 5330 of the set top box
5320. The trailers can be consumed, for example, by means of a screen 5340
and/or a loudspeaker 5350. |

Fig. 53B shows a schematic view of a device and of a method for broadcast
2825  distribution of digital content in a second method step. On the channel 5210,
the long versions corresponding to the trailers are broadcast encrypted in the
broadcast mode during the second time window from 01.00 a.m. to 08.00 a.m.,
and filtered out under the control of the control unit 5360 and stored in the
storage module 5370.
2830
Fig. 63C shows a schematic view of a device and of a method for broadcast
distribution of digital content in a third method step. By means of a token
(smartcard), the authorized media consumer identifies and authenticates
himself with respect to a clearing house from which a decoder-specific
2835  decryption key for the digital content stored in the storage module 5370 is
obtained.

Fig. 63D shows a schematic view of a device and of a method for broadcast
distribution of digital content in a fourth method step. The digital content, for

2840  example a video film associated with the trailer A, which is stored in the storage
module 6370 can be decrypted and consumed under the control of the control
unit 5360,
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~hgE7 Patent claims:

2845 1. A mobile device for transmitting and/or storing and/or displaying data,
having a two—part structure composed of a display and operator control part
{(127030) and a portable computer (wearable computer 127010), it being
possible to connect the display and operator control part (127030) and wearable
computer (127010) via a wirebound or wirefree data connection (for example

2850  Bluetooth), and it being possible to use the display and operator control part
(127030) as an independent terminal (for example as a telephone, as a PDA, as
a media player and/or as a remote control),

2. The mobile device as claimed in claim 1, characterized in that the wearable
2855 computer (127010) has a memory for storing digital items.

3. The mobile device as claimed in claim 1 or 2, characterized in that the
wearable computer (127010) has a memory for storing PDA—typical data such
as addresses, telephone numbers, appointments, tasks and the like.
2860
4. The mobile device as claimed in claim 1 and 3, characterized in that the
display and operator control part (127030) has a memory for storing PDA—-
typical data such as addresses, telephone numbers, appointments, tasks and
the like, the content of which memory is synchronized with the memory of the
2865  wearable computer (127010) when a data connection is set up to the wearable
computer (127010).

5. The mobile device as claimed in one of the preceding claims, characterized
in that the display and operator control part (127030) and/or the wearable

2870 computer (127010) has a connection module for connecting to mobile or fixed
playback devices.

6. The mobile device as claimed in one of claims 1 to 5, characterized in that
the display and operator control part (127030) and/or the wearable computer
2875 (127010) have a smartcard reader (127020).
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7. The mobile device as claimed in claim 6, characterized in that the smartcard
reader has the purpose of holding a PCMCIA module which has at least a data
memory for storing at least a license and/or a decoder and/or a limiter and/or a
2880  use history and/or a credit and/or a player and/or a browser and/or a multi—
media item.

8. The mobile device as claimed in one of the preceding claims, characterized
in that the display and operator control part (127030) and/or the wearable
2885  computer (127010) have a clock module or can be connected to one.

9. The mobile device as claimed in one of the preceding claims, characterized

in that the display and Operator control part (127030) and/or the wearable

computer (127010) can be connected, for data transmission purposes, to a
28%0  mobile radio network or to a fixed network.

10. The mobile device as claimed in one of the preceding claims, characterized
in that when the display and operator control part (127030) is used as a remote
control it communicates with different types of terminals.

2895
11. The mobile device as claimed in claim 10, characterized in that the display
and operator control part (127030) displays, on a display (127040), symbols of
the terminals in whose range it is located.

2600 12. The mobile device as claimed in one of the preceding claims, characterized
in that, instead of the wearable computer (127010), or simultaneously with it,
the display and operator control part {127030) can be connected to a fixed
station (129010) which can also have all the features of the wearable computer
(127010) from the preceding claims.

2905
13. The mobile device as claimed in claim 12, characterized in that the fixed
station (129010) is provided with a memory and a connection interface for a
DRM module (Digital Rights Management module 129020) for managing access
rights for digital media content.

2910
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according to one of the preceding claims, having a two—part housing which
has a housing lower part (127040) and a housing upper part (cover module
128020), at least one of the housing parts (127040) having a display, and it

2915  being possible to activate different operator control functions by moving the
two housing parts (127040 and 128020) in relation to one another from a closed
position into an opened position, characterized in that one of the housing parts
(cover module 128020) has an opening which permits the display in the other
housing part (127040) also to be used in the closed position.

2920
15. The mobile device as claimed in claim 14, characterized in that the housing
parts (127040 and 128020) are arranged so as to be pivotable with respect to
one another.

2925 16. The mobile device as claimed in claim 14 or 15, characterized in that in the
closed position the housing upper part (128020) |leaves at least one operator
control element on the housing lower part (127040) uncovered.

17. The mobile device as claimed in one of claims 14 to 16, characterized in that
2930 the opening in the housing upper part (128020) is covered by a transparent
panel.

18. The mobile device as claimed in one of claims 14 to 17, characterized in that

operator control elements are arranged on the inside of the housing upper part.
2935

19. The mobile device as claimed in one of claims 14 to 18, characterized in that

the housing upper part (128020) can be fastened in different positions on the

housing lower part (127040) for right—handed or left—handed operation.

2940 20. The mobile device as claimed in one of claims 14 to 19, characterized in that
the housing upper part (128020) has the functions of a mobile telephone.
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2950 - a media directory and/or a search engine for selecting items is made
available via an online portal,
- an item or a plurality of desired items are selected by the user via the
online portal,
- the item or the items are transmitted to the user for direct online use
2055 and/or for storage for later offline use,
- the online uses and the offline uses are registered by an electronic data
processing device at the user end,
- the recorded use data is transmitted to a billing portal.

2960
23, The method as claimed in claim 22, characterized in that the item or items
are transmitted to the user via an online data line.

24, The method as claimed in one of claims 22 to 23, characterized in that the

2065 item or items are transmitted to the user in encrypted form, and in that the
electronic data processing device has a decryption program or decryption
module.

25, The method as claimed in one of claims 22 to 24, characterized in that the

2970  transmission of recorded use data to the billing portal from the data processing
device is carried out when the media directory and/or the search engine is next
selected.

26. The method as claimed in one of the preceding claims 22 to 25, charac—
2975  terized in that the electronic data processing device has a data carrier which can
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29. The method as claimed in one of the preceding claims 22 to 28, charac—
terized in that when billing data is transmitted the use of items in terms of time
and/or quantity is used by the billing portal to calculate a charge scheme which

2990  is adapted to the scope of use, and the new charge scheme data is transmitted
to the data processing device and/or to the removable data carrier which
interacts with said device.

30. A data processing device, in particular using a mobile device according to
2005  one of claims 1 to 21 and/or a method according to one of claims 22 to 29,
which has the following components:

- a data carrier having a memory area for storing user—specific data, at
least one further memory area for storing use times and/or use data
quantities of media items which are used online or offline,

3000 - at least one data terminal having a device for holding the data carrier,
having at least one data input device and at least one data output device
and having a connection device for connecting to a digital data network.

31. The data processing device as claimed in claim 30, characterized in that the
3005  data terminal has at least one memory for storing a media item.

32. The data processing device as claimed in claim 30 or 31, characterized in
that the data carrier contains a memory area for storing user—specific charge
scheme data.
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3010
33. The data processing device as claimed in one of claims 30 to 32, charac—
terized in that the data carrier has a memory area for storing at least one
address of an online portal.

3015  34. A data carrier having a memory area for storing user—specific data and
having at least one further memory area for storing use times and/or use data
quantities of media items which are used online or offline.

35. A data processing device having‘a memory card which changes its status
3020  as a result of use. '

36. A data processing device having a memory card which contains charge
scheme rules for the transmission and/or use of digital media content.

3025  37. The data processing device as claimed in claim 36, characterized in that the
charge scheme rules on the memory card are superimposed on or erase other
rules which are stored in the digital item.

38. A device for distributing and using digital media content, having

3030 a) at least one content server for storing and making available

digital media content,

b) atleast one client for using digital media contents,

c) the content server being capable of transmitting digital media
content to the client via a data network,

3035 d) the server having an identification and authentication
component with which it is possible for a user to be identified and
authenticated with respect to the server,

e) the server having an item list memory in which in each case at
least one user—specific item list for at least one user is stored,

3040 f) the user—specific item list containing characteristic data of items
which can be transmitted to the client by the content server.

39. A device for distributing and using digital media content, having
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a) at least one content server for storing and making available
digital media content,

b) atleast one client for using digital media contents,

c) the content server being capable of transmitting digital media
content to the client via a data network,

d) the client having an identification and authentication component
with which it is possible for a user to be identified and authenticated
with respect to the server,

e) the client having an item list memory in which in each case at
least one user—specific item list for at least one user is stored,

f) the user—specific item list containing characteristic data of items
which can be transmitted to the client by the content server.

40. A method for selling data carriers having digitally coded items recorded on
them, having the following steps:

a) the digitally coded items are provided for paid online use by at
least one user,

b) atleast one digitally coded item is used by the at least one user,

c) at least one reproduction element of the data carrier is sold to
the at least one user,

d) the purchase price of the reproduction element of the data
carrier being reduced as a function of the paid online use which has
taken place before the purchase.

41. A method for the online use of digitally coded items, having the following

a) reproduction elements of data carriers having at least one
digitally coded item recorded thereon are provided,

b) atleast one data carrier is sold,

¢) a specific, uniquely defined identifier being assigned to each
purchasing transaction,
d) the uniquely defined identifier is assigned to an online user,
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e) the digitally coded items are provided for paid online use, the
use by that online user to whom the uniquely defined identifier is
assigned being at a reduced rate or being free of charge.

42. A method for distributing digital content in the broadcast mode via a data
channel, having the fol.lowing steps:

a) a sequence of trailer blocks is output on the data channel during
a first time window, each trailer block being assigned a specific
digital item in advance;

b) individual trailer blocks are marked interactively by a user;

‘¢) a sequence of digital items is output on the data channel during

a second time window which is discontinuous with respect to the
first time window, each item for which a trailer has been -output
during the first time window being output at least once in the
broadcast mode;

d) all those digital items which are associated with one of the trailer
blocks which are marked interactively by the user are selectively
filtered out, downloaded and stored locally; and |

e) the downloaded digital items are played back.



