PRODUCTION MONITORING AND CONTROL SYSTEM HAVING
ORGANIZATIONAL STRUCTURE-BASED PRESENTATION LAYER
TECHNICAL FIELD [0001] The subject invention relates to industrial
control systems and, more particularly, to human-machine interfaces
(HMIs). BACKGROUND [0002] Due to advances in computing
technology, businesses today are able to operate more efficiently when
compared to substantially similar businesses only a few years ago. For
example, internal networking enables employees of a company to
communicate instantaneously by email, quickly transfer data files to
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become partially or completely automated. For instance, operations that
once required workers to put themselves proximate to heavy machinery
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manufacturing to databases or web services referencing databases that

are accessible by system/proce%sAQf '&@ft&ﬁqﬁgers on a factory floor.
For instance, sensors and associated sortware can detect a number of
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processing unit relatéd to system alarms. Thus, a factory automation
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device, and other various procedures that relate to automating a process.
(oo rtkienthas Itiplito conRichioredice srpligiiésde work

Vb ciNe SRt RAHAE IR SRVIFRAR aNIS IRRINRR B BAMIEAGHNBIS
typically. create specialized human-machine interfaces (HMIs) that are
rsezﬁ%nwﬁﬁms AR R R T ORI B A3t JEpiRinstance, operations that

Syisiepgipratessksardior treaive daitlemtn@Uusisial machinery and other various
%/ste s/g)rocgstses. In other words, HMIs proyide an est%entgil
LRSI RR BEARE PR pRTHRISIEcktd sate distance therefrom.

[6003} Further, imperfections associated with human action have been minimized
through employment of highly precise machines. Many of these factory devices supply
data related to manufacturing to databases or web services referencing databases that are
accessible by system/process/project managers on a factory floor. For instance, sensors
and associated software can detect a number of instances that a particular machine has
completed an operation given a defined amount of time. Further, data from sensors can
be delivered to a processing unit related to system alarms. Thus, a factory automation
system can review collected data and automatically and/or semi-automatically schedule
maintenance of a device, replacement of a device, and other various procedures that
relate to automating a process.

[6004] To quickly and easily effectuate control of a system or process within

industrial automation environments, equipment manufacturers typically create specialized



automation devices, wherein such HMIs enable operators to, among other
things, implement and control devices and receive feedback by
monitoring device status and health during operation. Without these
interfaces, high-level industrial automation would be difficult if not
impossible to achieve. [00051 Over time, HMIs have undergone several
and drastic changes. For instance, a push-button that commissions and
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access information quickly and easily. [00061 Designers typically generate
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and a client device utilized by the operator is provided with the HMI. This
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[0006] Designers typically generate an HMI for particular devices or programs.
Therefore, if an operator wishes to review a particular HMI, they request such HMI from
a server and a client device utilized by the operator is provided with the HMI. This HMI
is then populated with existing control data. If the operator wishes to view a disparate
HMLI, such operator can request it from the server. These HMIs are static in that they do
not alter with a user or changing conditions within a plant. For example, a first user will

be provided with an identical HMI as a second user for a particular device, system,

process, and/or sub-process.



present some concepts in a simplified form as a prelude to the more
detailed description that is presented later. 100081 One aspect of the
present invention provides a human-machine interface generation system
comprising the following computer-executable components: a reception
component that receives a request to generate a human-machine
interface relating to at least one of an industrial system, device, process,
sub-process and parameters assogistgd MR an initiator of the request;
nd a view geperatipn component that rates the human-machine. .
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parameters. 100101 A further asgect_ of the present invention provides a
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LR 5 Y TOB AT Bt KO D THGH B e Yo e (e
apaaatated ends, certain illustrative aspects are described herein in

C tion with the following description and_the .annex rawi _
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dfﬁWﬂQ?of the request; and creating the human-machine interface in a customized
manner based at least in part upon the at least one of the system device, process, and sub-
process and the determined parameters.
[0018] A further aspect of the present invention provides a human-machine
interface generation system, comprising: computer-executable means for receiving data
relating to a device; computer-executable means for receiving parameters relating to a
user that is requesting generation of a human-machine interface; and computer-
executable means for automatically creating the human-machine interface for the device

based at least in part upon the received parameters.



BRIEF DESCRIPTION OF THE DRAWINGS [00121 FIG. 1 is a high-level
block diagram of a system that facilitates creation of a customized and

robust HMI. [0013] FIG. 2 is a block diagram of a system that facilitates
creation of an HMI through querying a database, the queries relate to

user parameters. [0014] FIG. 3 illustrates exemplary hierarchies that can

be utilized in connection with a hierarchically structured data model.
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through utilization of data associated with legacy devices. 4 [0022] FIG. 11

is a block diagram of a system that facilitates building an HMI through

aggregated data. [0BF3}-FIBEIORITA BB HidGHaR DAY EEIEM that
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[0015] FIG. 4 illustrates exemplary hierarchies that can be utilized in connection

with a hierarchically structured data model.

[0016] FIG. 5 illustrates an exemplary combination of hierarchies.
[0017] F1G. 6 illustrates an exemplary combination of hierarchies.
[0018] FIG. 7 1s a visual representation of an exemplary structure upon which a

hierarchically structured data model can be based.

[0019] F1G. 8 illustrates a conveyor system that includes equipment modules and
control modules,

[0620] FIG. 9 illustrates a mixing system that includes equipment phases,
equipment modules, and control modules.

[0021] FIG. 10 is a block diagram of a system that facilitates creation of an HMI

through utilization of data associated with legacy devices.



[0027] FIG. 16 is a system that facilitates creating an HMI through multiple
data transformations. [0028] FIG. 17 is an example operating system

upon which various features described herein can be implemented.

[0029] FIG. 18 is an exemplary computing environment within which

various features described herein can interact. DETAILED

DESCRIPTION [0030] The claimed subject matter is now described with
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alEBIHPERRIYhay be localized on one computer and/or distributed
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[0030] The claimed subject matter is now described with reference to the
drawings, wherein like reference numerals are used to refer to like elements throughout.
In the following description, for purposes of explanation, numerous specific details are
set forth in order to provide a thorough understanding of the claimed subject matter. It
may be evident, however, that such matter can be practiced without these specific details.
In other instances, well-known structures and devices are shown in block diagram form in
order to facilitate describing the invention.
[6031] As used in this application, the terms “component” and “system” and the
like are intended to refer to a computer-related entity, either hardware, a combination of
hardware and software, software, or software in execution. For example, a component
may be, but is not limited to being, a process running ont a processor, a processor, an
object, an instance, an executable, a thread of execution, a program, and/or a computer.

By way of illustration, both an application running on a computer and the computer can



media can include but are not limited to magnetic storage devices (e.g.,

hard disk, floppy disk, magnetic strips...), optical disks (e.g., compact disk
(CD), digital versatile disk (DVD)...), smart cards, and flash memory

devices (e.g., card, stick, key drive...). Additionally it should be

appreciated that a carrier wave can be employed to carry

computer-readable electronic data such as those used in transmitting and
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[0033] Turning now to the drawings, Fig. 1 illustrates a system 100 that facilitates

generation of a customized and robust human-machine interface (HMI). The system 100
includes a reception component 102 that receives a request to generate an HMI. For
example, the HMI request can be provided by an operator and relate to a particular
device, system, process, and/or sub-process within an industrial environment. In a
specific example, the HMI request can relate to a pump, a collection of pumps, presses,
conveyors, or any other suitable collection of devices. The reception component 102 can
further receive user parameters relating to the provider of the request for creation of the
HMI. These parameters can be explicitly provided by the operator upon solicitation by

the reception component 102 or any other suitable component. For instance, the



identity. For example, the user parameters can include user identity, user
location, user role (e.g., whether the user is an operator, associated with
maintenance, ...), time of the request, user preferences, a display device
that will be displaying the HMI, and any other suitable parameters. It is
understood that any suitable manner of providing the user parameters to
the reception component 102 is contemplated and intended to fall under
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facilitate control of a system, device, process, an Sub- process
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capabilities, processing capabilities, ...), the HMI 106 can be disparate for a same user on
separate devices.

[0035] To enable such robust and customized generation of the HMI 106, the
view generation component 104 can access a data store that includes various associations
depending upon the system, device, process, and/or sub-process, as well as user
parameters, and the view generation component 104 can sequentially filter data based
upon at least in part upon such parameters and selected industrial entity. In more detail,
the view generation component 106 can create a subset of data for a specified device.
This subset can then be filtered based upon user identity (e.g., for security purposes), and
thereafter filtered based upon user role, and then filtered based upon user preferences, efc.

Thus continuously filtered subsets of data can be created by the view generation



HMI for utilization in an industrial automation environment is illustrated.
The system 200 includes a reception component 202 that receives a
request for generating an HMI, wherein the request identifies a system,
device, process, or sub-process for which the HMI is desirably generated.
The reception component 202 can further receive parameters relating to
an initiator of the request, including time of request, physical location of
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of entities within a plant, association between entities, and any other suitable data. This
information can be generated manually by an Information Technology engineer and/or be
automatically generated during design and implementation of one or more control
processes.

[0037] For example, the server 206 can include data relating to a control process
that conforms to a hierarchically structured data model, such as one that is based at least
in part upon ISA 895, ISA S8 8, OMAQC, or any suitable combination thereof. In more
detail, devices such as controllers can include at least a portion of a schema that enables
the controllers to recognize and output data that is structured in accordance with the

hierarchically structured data model. The controllers can interact with other controllers

as well as higher-level systems, such as an Enterprise Resource Planning (ERP) system.



communication between the controllers and the ERP system.

Conventional systems, in contrast, often require ad-hoc programming to

map between low-level logic utilized in controllers with more advanced
object-oriented programming languages often employed within ERP

systems. [0038] The hierarchically structured data model can be designed

in such a manner to enable data objects to correspond to a hierarchical
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QB A AL SR 5 A RS BLo R B IR o5 iy e lgmisrtilized in
desigotierandd peatedywito vbjegartintapradjacaMOrecRsses éfen employed
h\ig,q rglﬁ@lg stru%tured data model can be implemented so that a

stibstantia ly SN&r structure is provided with respect to a batch process,
alédtfinuous Phedessyehntidty staiproed shaiancdsl entdiy deagkirlin ki a manner

el |
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clsroaTredt al grolssss kvl sc¢008¥h view lgencratibarconprdnt2fBical ly
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and thereatfter utilize such data to create a robust and customized
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further create communications between the HMI 210 and, for'instance, a

JEORSS WRsirBR EURtT B ofiwstRiRafid dak brreceniieseptrams and processes is
undesitaieaitificug Bsthe I A0 eaf HRIRY 8P4 dn e ARYiES A48} an

Ngw turning to Fig. 3, hierarchical representations that can be employed

AR RS it LieFRIRE i S 0y A A e SobRORf CRBASRSERS g that a

faciiitateialbe ihdlahiaiarahicafyositedwienl dafeonedal acg HlustatadohiBuous
hierarchiea.illustrated in this, .fi%ure relate, to equ(i;tlj,men hierarchies, which
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databases that can be utilized to create customized and robust HMIs.

[0039] A view generation component 208 can receive data resulting from the
query from the query generator 204, and thereafter utilize such data to create a robust and
customized HMI 210. For instance, the HMI 210 can be customized based at least in part
upon the user parameters. The view generation component 208 can further create
communications between the HMI 210 and, for instance, a device desirably controlled
through the HMI 210, Thus, actions undertaken through the HMI 210 can be relayed to
the device.

[0040] Now turning to Fig. 3, hierarchical representations that can be employed in
connection with a schema utilized by programmable logic controllers to facilitate use of a
hierarchically structured data model are illustrated. The hierarchies illustrated in this

figure relate to equipment hierarchies, which can be integrated with procedure hierarchies



use in connection with industrial controllers). A first hierarchy 300

illustrates a representation of equipment within a plant given disparate
processes. For instance, a hierarchy in accordance with a batch process

can include a representation of an enterprise, site, area, process cell,

unit, equipment module, and control module. In contrast, a hierarchical
representation of equipment within a continuous process can include
répesseriationd ot arpentetpiiizes Site] atdaiprbds otimmponite¢ entinue yshema for
0L ;P AREARL VAF i3 CORIECh AT A RIULNALP S8 Akes o

enterprlse gan repre_sent an‘ entlrety 0 a Company, a site can represent a
pESRIctRarabRIne T 2aHpaiatitipreplant glvesrdonastisherglessesa Provesace, a
CRibeAMh NGl Y RIIRMANT 4Bl 0. cRIe IR RRECCRT P e Rt an

relate to a unit of machinery within the process cell, an equipment module
CEHCIRERT& S BTG DT PS BT SEhBRib P BHPBR B S s e B bapdily In
themant|linesdlacarpielbelaDasie Qemants wHeh aseiatus\RbEess can

and the like. Furthermore, equipment modules can include equipment
S SRR BRI AL Y RIS SHTH & Ao YRR FPRIGQU TR
bejdissemeabtiol) dhd fignirel taidutis passill ieradehiilahnr epeeseriatio Rfresent

can b? e{'nplpa/ed to represent eqrui ment within batch processes,
ai enbiretly o1 4 company, a sife can represent 4 particular H i E‘fﬁf‘}& represent a
continuous Processes; discrete processes,andinve ory.a[’br

spetind hidharphn30 roaesbeclithndocthdt repripsemtsugictab tomplete a process, a
?églfégﬁ plignsd Q@ﬁﬁrgpﬁﬁ?aclhﬁﬁgﬁ R Qs'rgge%shégﬁag%hyﬁgyr%gﬁn odule can

] e repr_esentatlons or an enterprise, a Ite, an aréa, a center, a
wbrplkidn i legicad ieprosantaiivoddiporsindsao Edr ioiogrss okdl, Tditheaogmbmpdule

reRISRONIRINRIC U RR AENGEAR BRk2089URtE N RS A S ISR E N pment

300. For purposes of consistent terminology, data objects can be
assduisteainlideerprmiRadnls I Ry el snpsfelss seniegiugecontrol
aSRAGIRIC AN o BATBI0IRHRIR IR GRILRE RIS IR ARLRERRLAN IN

a form that is consistent with normal usage within such process. For

SRRFATTBIAHORS P b B ORI GSA (S S ErEHP BT iNAIRig P EPEpCesses,

CeiiiioUs RResss QRaiehfasshewadntradiigrarchy 300). Metadata
Ca@dljﬁ employed to epable disp{!}aI of such data in accordance with
kSAH, s

conventiiart Sgardpstithands yiliedipiimrmspis sashgf the
sehemantionct bigkanrsacaiirjhschieriarshyBe2imibpysamalesadide

operators. Furthermore, in.another example, only a portion ogsuch

PSS EHARER Lo SE GRS AR A 5 INPTE CHgEE B9TS BYhBRgMipment
Fendndtaneba tonay! beodekirdiiesia bause R aupesantinaddliebegierated that

adequately represents the hierarchy 300. For purposes of consistent terminology, data
objects can be associated with metadata indicating which type of process they are
associated with, Therefore, data objects can be provided to an operator in a form that is
consistent with normal usage within such process. For example, batch operators can
utilize different terminology than a continuous process operator (as shown by the
hierarchy 300). Metadata can be employed to enable display of such data in accordance
with known, conventional usage of such data. Thus, implementation of a schema in
accordance with the hierarchy 302 will be seamless to operators. Furthermore, in another
example, only a portion of such representation can be utilized in a schema that is utilized

by a controller. For instance, it may be desirable to house equipment modules and
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10 control modules within a controller. In another example, it may be
desirable to include data objects representative of work centers and work
units within a controller (but not equipment modules or control modules).
The claimed subject matter is intended to encompass all such deviations
of utilizing the hierarchy 302 (or similar hierarchy) within a controller.
[0042] Now referring to Fig. 4, standard hierarchies that can be utilized to

répprEsbAIrdeRiitas asardglipmbrinatbet gsaamdd. iimpartiedksirable to include
higkataiA0QpreRiase s PiRrRdures {hak AR euistvitNMa RBtER er (but not

process. For instance, a procedure can relate to a high-level procedure,

SERHRIRce dnpdHesrOL ph ResdiRsl difociaimsd ssRoeR anrliss Anipadsé

speaifihassich arRdeingipatewar she RICRS IR BN MRk &ierarchy) within

pg[:t(i)culaﬁ unit. A unit operation can be still more specific, and a phase can
be ye Mdfe specific (relating to operation of low-level machines). For

i8tedte, a phidser cafemetate Bigyasnusista ek ahich caatxisbwililized to

r ct to low-level equipment, such.as stopping, starting, and paysi
AR SR ST e e
tacarreprtssuntatoreofhat ciprest wiflfor eanipieccetsatEhrinetess, is procedure can
displaysd 1RAIBES R 10.a ey 409 Ihe Feniessiations within the
hierarchy, 2%& were g’d%scrkl%e’cﬁﬁ grseateerngetgﬁ%v\ﬁ{i resf)eeucﬁ%\g[llég'fs. it

[QEREST RIS WRTLPRIMP TS PRSI B:. At paredjraaoa i ks slsseintdsane pusdipleay of a
ingegraionat he fiarapehigsA0Q apcifQ4df Qpégiﬁj'ﬂﬁﬁtﬂﬁ%ﬁm% yet more

(such as a work unit described in Fig. 3) can be associated with an
SRSRifcat pineda preratira glilorwdrteLimpohineakifer Histarpsiphibate can relate to

OREIAINNa A BRICEMIRISN RRASE T UG RIQERS RS, AREMAIABpping,
and phase can be associated with a particular work unit. An equipment

niGERS Gt BESIESIL AR R e 0 ot quiphiengibsbkeandbesarchy 402
E@I&ﬁ)ﬁ% ®a ﬁ@zﬁ'ﬁnﬁ’im é@tﬂﬁglﬁi@[ﬁ,@(’iﬁ’eﬁﬁiﬁl’é!ﬁ&ﬁtﬂﬁ%ﬁ‘d&fgiQ; cﬁs%ﬁayed
ierarchy 600 that can be utilized in connection with equipment control is
TOLTARRAE PR HRRIRH G o\ EESTPUE Y (5t e BB

tidesumiicp antpeanétieta@t wiphresidanit Fig. Stated above, the hierarchies
e s S A SR S e
bstegitited td thotelrachestt@iyand 40pI4ME. HOwelbitistedniemptatadh as a work
Fﬂﬁ%&%&%ﬁ rﬁl%? gﬁ;[‘ji%r!)se %Qsoo\évigtg% with an equipment procedure, an equipment
unit procedure, an equipment operation, and an equipment phase). Thus, the procedures,
operation, and phase can be associated with a particular work unit. An equipment
module can be associated with one or more equipment phases, and can be above a control
module in the hierarchy. Referring Briefly to Fig. 6, a hierarchy 600 that can be utilized
in connection with equipment control is illustrated. The hierarchy is substantially similar
to that described within the unit portion of the equipment unit. As stated above, the
hierarchies illustrated in Figs. 3-6 can be based upon a standard, such as ISA S88, ISA
8935, OMAC, or other standard. Any suitable representation that can be utilized to model
an entirety of a plant, however, is contemplated. Further, the representations shown in
these figures can be directly implemented into a controller. For instance, data objects in

accordance with any portion of the hierarchies described in Figs. 4-6 can be existent
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these figures can be directly implemented into a controller. For instance,

data objects in accordance with any portion of the hierarchies described

in Figs. 4-6 can be existent 11 within an industrial device (e.g., a

controller), together with state machines that enable creation of such
objects. 100441 Referring now to Fig. 7, an exemplary hierarchical

structure 700 which can be utilized in connection with the hierarchically
stritbinredichtstrmbdiatide tcpgbedhereilens tifshatedibsurte xariples thet cnable

da@ﬁgg%@lsgag (@(‘éiéilt@te nested structures, thereby mitigating deficiencies
associated wit ta models that employ flat namespaces. The structure

7894ftludes dvEmaxpriee lever7daneHenplepdrivatahiontenyriseecH ydich can
reRrgaeted withipdala gy Tﬁ&é&ﬂﬁ%ﬁ;ﬂﬁﬂfc@u‘{‘éﬁhﬁt? ﬁ@@@g@rg%ﬁerein is

model. Beneath the enterprise level 702 can be a site level 704, so that a

AL fLen X BT flsta AnedRleiBe idip preptsh ssueiraeswitpieby
daiia paickeleReaaath e sitelovah At abastanaveh e fanaXistpWRICThe

specifies an area within the factory that relates to the data. A line level
TOBTHRCIE DI R S TP YR8 RrEhens i latentopaiig can be
inrcicaddvneedof alinel assoviaieddwil Aqariswardaia. BearnibalhedingdeselBeneath

B RO B G o Lk AR ) witi

Rio@spcan edemepmangtalvaitbiofadhata peteciabetdnbrdwithe level 704 an area
Furt re, the hierarchy 700 can be customjz
1"éveqelrﬁ§ g&noexa%t W 051 sl]%ec%%s an area wbt?nel(rguﬂe

ed by an o %ftg(;tjﬁgdata. A
hierarc r métance, ore granular o S eVGCIS an %e efine
wititetieb 10 rarchiy ROGA D045 richey b fSFingerHinth, Ime et (80O itiwkicative

iI%ﬁ%@ﬁs@&&%@&%&ﬂﬁiﬂ%ﬂﬁd% dﬁ'éﬁéa %@fﬁl@@%y ﬁ%”%%%ﬂ&’e‘if’f&?el 710

within a conveyor application is illustrated. The conveyor application
ifeluerdst.ah vov gUz el atjacivied svithrhs data gHiflizbreyeted,
S04:Anich deRGHAIRT, PIRS QLARBRLOREAS 325k U RIER N LI A REQ IS yith,

aps to an out-feed conveyor 806. As stated previously, control modules

e e dbeduarrene JaD b urionised by aReoiriergisuch hierarchy. For

CRF@AROMHURILANIIE pgiersNBHSs 2B IR RRdVS AR DR @MatpPrdhat is
irélé)éoged to rotate conveyor belts and control Iog%:t1 associated therewith.

Phingly, tN¥yEterHol Eigr hasureandioriien thewaes Epomstgeuipment
angdduoniaklegienpsagiaied TRyt ERUABEN JRON RS 808 18 1fusdfted. The

e pgined I acEQrdance VI g corveyorS 802§, More specticall,
conveyor 804 (which generates gaps of appropriate sizes), which in turn provides gaps to
an out-feed conveyor 806. As stated previously, control modules can be defined as low-
level motors, valves, and the like and corresponding control logic. Thus, a control
module can be a motor that is employed to rotate conveyor belts and control logic
associated therewith. Accordingly, the system 800 can include six control modules (six
motors and control logic associated therewith). Equipment modules 808-812 can be
defined in accordance with the conveyors 802-806. More specifically, the equipment
module 808 can relate to the in-feed conveyor 802, the equipment module 810 can relate
to the gap conveyor 804, and the equipment module 812 can relate to the out-feed

conveyor 806. Moreover, an equipment module 814 can be defined that includes the

equipment modules 808-812. A user interface can illustrate the equipment modules and
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module 808 can relate to the in-feed conveyor 802, the equipment module
810 can relate to the gap conveyor 804, and the equipment module 812

can relate to the out-feed conveyor 806. Moreover, an equipment module
814 can be defined that includes the equipment modules 808-812. A user
interface can illustrate the equipment modules and 12 control modules in

a hierarchical manner and provide a manner in which to modify the
eguiprment dodd ites 186848114 4 ma{on shend pndrokmo dubesethe relnclFormodify the

| . acts. inter ’
e)éﬂmﬁlr?en"iln{;o th%:eg ﬁfg&fg%ﬁﬂ#}%@&%&%ﬁe Saliie '{{1%%333 gxt%xamt?ciﬁ, a

machlnes, an 1 Yy a user to edit a con
prswEsdlon srrdidudgclite miiecss [00ad Re feRTA G AOANES, Bigl Bedikgriplasn be
OLQUHRAEPE RBASE LIt RIS BRANCALIARISIHSITalRd. More

specifically, an equipment phase represents capabilities of an equipment
mdddfd (a collgég‘éiﬁ“i‘ﬁ EONt Mg duteay et ol seHpBeahnpaseedithin ajaixer

utibaaeatd AddnR IRGedIRLQRaTXENy Thesgiapth RIS AL BHIRREA W abilities

an? add ingredient B 902 are equipment phases. The in-feed itself can be

a FABHRIRETHBHRS @R HeRiORAEFaEY TRATURsEqbRSARSRPEh S ered can

sibppoitiedecrdhairgatdmanta mbddlchAafod!-iae thganiatan 900 and add
ule, and recirculate and transfer out an be

equipment 04 .

R Lok e T R e EoAeaimmsat gl
byrtc_lvim iequipmend pltmaaeﬁdﬁtit’mgrpbgm spesifipityt wihmegard ¢quipment
RS N ARERPL, KR NP, SIBMEN 0 235P AR08 AT out 904
mutua Yy exclusive ana/or mutugﬁflnc usive. AS described above, é%.’[a
obfedzs mwm@amgimwmmmmmm@m@mm two
&@gggm%yégﬂww &@Xf&esg@ctﬂfeﬁgh@nlpFé@%{{ggg?ﬁgm&ﬂ 8% for

af/er and thereafter mapped to such device. [0047] Turning now to
FRY2ID, % aanepsnt pbesesaembilitdaiard ensratiohotaiusng pilitusirasety

FRIINSANCEs HSFie QE(J‘\%Q@a‘t@Blﬁé@@t@nﬁ%éﬁgﬂhmwgﬁlﬂf%ﬁgpl%@ can be

that conforms to a hierarchical data’structure, 'such as that described with
rédpreddiseatly svithin apadyrttiahpaignmiicaldezisa rubeption bewppraermmmed at

100 RAPRFRGUVE therEaRAbeSla P enelRiEIaMiEIMI, wherein the request
includes identification of a system, device, process, and/or sub-process

VS
tdP0Hkn the HRIPIBRRAFABITE d S yaRm U tsh asolitpnariettisn of an
caMLIhREsieaely eFds aisRaas esSstehCI000 HELEISRO U HUSEMIOIRRURHIzing

lation, ime of he roguest, display, device capapiltics, uper prefercpces.
Figs. 3-9. The system 1000 includes a reception component 1002 that receives a request
to generate an HMI, wherein the request includes identification of a system, device,
process, and/or sub-process for which the HMI is desirably created. The reception
component 1002 can further receive user parameters, such as user identity, user role, user
location, time of the request, display device capabilities, user preferences, and the like.
The HMI request and the user parameters can thereafter be provided to a query
generation component 1004 that access a server 1006 to retrieve data that can be utilized
in connection with generating an HMI. For instance, the server 1006 can include data

that conforms to a hierarchically structured data model, metadata describing associations

between data objects and the like.
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The HMI request and the user parameters can thereafter be provided to a
query generation component 1004 that access a server 1006 to retrieve

data that can be utilized in connection with generating an HMI. For

instance, the server 1006 can include data that conforms to a

hierarchically structured data model, metadata describing associations
between data objects and the like. 13 100481 To utilize a hierarchically
stiiftBired datdmuodek hbwevehiadyisesonithindan indiesttiatautardatioss within

epyIONnART m%&%@@h%mﬂ%e Ifuévgy ajgab&gg%ﬁggw Qu%oégtaqgg%ié’%. In more

controllers, smart dewces,_and t e mus to receive, execute,
adetsligsuntrefiaes thaedslsiorass aaddls dileromietlly diteteursedivratexasotiehnd output

QiR Of AR BRLAIPA B RoraRNGYRT s RIRN. AL S IUEE PGS £26 R IR IR prise,

device within a plant, as doing so can be quite costly. Still further, many

RS Ee tRRX SPhAHSP cERtATTuPRE RIS GBS R AGHR GEAIRS §7 can be

stillkiferbandetail, fihehey eimgaBeialiae cRNRENE.IE L08hMaAte over similar
commuEicate u?in the Corl}frgon In,ﬂl:tgtrial Protocol (CIP) while a Ieaacy

cBRPSEPIOBE Tnd]) EIMHMTITAR thiBE GH I SIEEHHOR EPP e AHEd may

FoundationtEiaidiguss Madbids, Iddbnts, bHaibar(elipbisirotegaly controller 1008
Accordingly, a proxy co nent 1008 can he, employed tq facilitate
o LGt e Ao i i o dous,
prddpeompoharitehis facilitale shmapding Watafreyctheptegacy tldviae be

L8R amaateonarmade she s isaln i diea daramadel

more detall, the proxy component‘? 08'can indude a bn%glng component
10hereathsperatcermpanond i erildetsdisprniae danlomkghEtagacy device 1006

eXATIRI S NS IRFRGY Heiios HO0R:FRY Q&@Rﬁ@&%&%%%@ﬂ’s 'i%%%%% 8RR, the

over a first network protocol, such asProfiBus, ModBus, ASlbus, ‘
FRERIS (8 PebFd0OR FelaBliseadridgingedmaonvhiléQi fihgtispasatsirabrebridge

forthecsalnplrk0A6tRrREC NG A pROURIRH N CRMOLTEREMIEL B dapted to

disparate network protocol, such as CIP. The bridging component 101

cSRTaeeg AR h AT e disbRe e toRietycal vieeh pOGao Ty §nASTbus,

aERMIBaRcE Withibe ArsRetVAHEPER R HIRNL HIRRANR BERIFKBRESUER server
dgéﬁ o that.it cf%nformE to the second network protocol. The bridgin
b

) ging
SREFE NG £ 3L B KREEA Lo RS Ca MHH TG LBih PEetk Deladplapuch as
carPrefdrmaldifipedatasmenat (1S cith acaitian emwdthathehigratehicalievice 1008
SgU%tclf(red ata model. For, '&g%a e, the mg@pping omé)%gent 1014 caQ b
S e g S T RIS Sl ST pockoge sue
data so that it conforms to the second network protocol. The bridging component 1012
can be associated with a mapping component 1014 that can reformat the data so that it is
in accordance with the hierarchically structured data model. For instance, the mapping
component 1014 can access templates associated with the hierarchically structured data
model and utilize such templates to map the data so that it conforms to such data model.
In other words, the legacy controller 1008 can output data in a flat data structure, and the
mapping component 1014 can map such data so that it is hierarchical in nature.
Therefore, the server 1006 can include data that is structured in a uniform manner,
regardless of whether controllers or devices are legacy devices and/or provided by

disparate vendors.
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model and utilize such templates to map the data so that it conforms to

such data model. In other words, the legacy controller 1008 can output

data in a flat data structure, and the mapping component 1014 can map

such data so that it is hierarchical in nature. Therefore, the server 1006

can include data that is structured in a uniform manner, regardless of

whether controllers or devices are legacy devices and/or provided by

dl8p4Phte venddrsauety{@odgstiPheeupppgeri@idtion dompensers d00hagahat least
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06. T

provided to the server 1 is data can include organizational units,

SOEHEAqDRD M FHERIBICSUEINEH RS AR SBITah P oS stftabYethfiiftable

agHiRg aliRnmiReaRdAMsIBal R RIe QRPN ineF sHildNsatapRatRsultant
r%sultglgt from the queyy can then be provided to a view generation

cHRpSRRALTY PRSP PERSKIE 9 PRIt SFRFEISTLTAPBANaRTI Qi ghat can create
basesh st deastiropartpoN thel fhitiakdeqiest iagrivagdoRyhhm ieaephigsnt received
cgmtgonent 1002 and the ﬁﬁgpgéatweters. 00501 Referring now to Fig.

11 Ita

Y &y SRl H R ATtk SR AR HEA BFR (¥ b mized and robust
HMIS8]illustrateefeirbe spstemPFld 00 jndydes d reteptidanciboteponenti b2
t}}%%t%exﬁ%%fgn% [SEILT RN ?Q]h'i's%t%ﬁ.d PR a&“ﬁé%r? FERCIAR With S
request. The specificities of the request and’the parameéters have been
desppeehabiZethar eergaeseavestfio paidMeéradmarenictmsmovideddovih such

OHEEgeARALR EOMRANARE 102 10Rk HEFGRAMLE AR R85 AUERES Plbove.

Cﬁgerles and provides such query to a server 1106, which includes data
tHAedsAUsE amdplsyeatamderrsetornnney el lgarpriasnraRorcodPripnt 1104

thRaBeRVRELL R ARG DM HELIRNBPIAIES AP IR AR RIGHO RSP HEYIGESer 1106,

and any other suitable data. The server 1106 can include an aggregation

cOtipbrahtder e taihei saniraanis Yed dhromactsignreisiddihestrarion. In more
nautinleteoRixeiannd 1R dilde Mens aRar ieapariil Rpieapikaledsvices, and any

1110-1114 can recejve, execute, store, and output data that conforms to
a

FaHE RS Cor S RSEY Biald 0 G A5 BR AGA B LR QRO Q8 hat is
denice i daredutanatione v froenheRip RAbie.tkeationmi art. More
accurate re resenta;’ N Qf I& t, The aggregation component 1108 can
R B PUALE A b BN aMSFe L 10F 14 gt Jae
irstefoons the: aggiadatidly convpane dat108d ekhnisalitit datcofrarchtieta from each
controllers 1110 -1114 %periodicalla/ quer ing such controllers

evice withifl an automatioh 'environment Can ehabie création of an accurate
representation of a plant. The aggregation component 1108 can be utilized to aggregate
data from these controllers 1110-1114. For instance, the aggregation component 1008
can solicit data from the controllers 1110 -1114 by periodically querying such controllers
1110-1114 and/or automatically make copies of and collect data objects output by the
controllers 1110-1114, Thus, through utilization of the aggregation component 1108, the
server 1106 can include a substantial amount of data relating to a factory environment.
Data from the server 1008 that is extracted by way of the query generated by the query
generator 1104 can then be relayed to a view generation component 1116, which can
employ such data to create a robust and customized HMI 1118.

[0051] Turning now to Fig. 12, a system 1200 that facilitate s creation of an HMI

is illustrated. The system 1200 includes a reception component 1202 that receives a
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1110-1114 and/or automatically make copies of and collect data objects
output by the controllers 1110-1114. Thus, through utilization of the
aggregation component 1108, the server 1106 can include a substantial
amount of data relating to a factory environment. Data from the server
1008 that is extracted by way of the query generated by the query
generator 1104 can then be relayed to a view generation component
1en8ssyidteeenteam plidy sathrdatecteocrpateiaukotaystean d oustopriress, and/or
0 . . ’ ¢ i
e R R CRS  AER
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reoRARLIeAPAICHI QY SIINIARMISE tREQRRSS DY oAREYRESSI T can

example, the request can be a voice request, and the reception
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associated therewith. In another example, a user or entity may wish
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domtbrtpsuehtiassecurity component 1206 can consider an entity/user’s context, such as
entity/user’s role (operator, technician, electrician, ...), an entity/user’s scenario (routine
maintenance, plant diagnostics, ...), and such context can be input to the security
component 1206 and employed to manage access to the system 1200.

[6052] If the user is authorized to access the system 1200 (as determined by the
security component 1206), the reception component 1202 can receive user parameters
relating to the request for the HMI. For instance, at least a portion of such parameters
can be associated with user identity. In other words, given a user identity (as determined
by the voice recognition component 1204), various other user-related parameters (such as
user role, user preferences...) can be determined. A dialog component 1208 can be

employed to solicit additional information from the user if such information is necessary
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entity/user's role (operator, technician, electrician, ...), an entity/user's

scenario (routine maintenance, plant diagnostics, ...), and such context

can be input to the security component 1206 and employed to manage

access to the system 1200. 100521 If the user is authorized to access the
system 1200 (as determined by the security component 1206), the

reception component 1202 can receive user parameters relating to the
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an operator hoverln&)ﬁover a particular portion of the HMI 1212. This can
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with various aspects of the claimed subject matter are illustrated. While,
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hereinafter and throughout this specification are capable of being stored on an article of
manufacture to facilitate transporting and transferring such methodologies to computers.
The term article of manufacture, as used herein, is intended to encompass a computer
program accessible from any computer-readable device, carrier, or media.

[6054] Turning specifically to Fig. 13, a methodology 1300 for creating a robust
and customized HMI is illustrated. The methodology 1300 begins at 1302, and at 1304 a
request to generate an HMI is received. For instance, the request can indicate a system,
device, process, and/or sub-process for which an HMI is desirably generated. This
request can be provided through voice commands, a mouse, keyboard, or any other

suitable manner for generating the request. At 1306, parameters relating to a provider of

the request can be ascertained. For instance, an identity associated with a provider of the
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matter. Additionally, it should be further appreciated that the

methodologies disclosed hereinafter and throughout this specification are
capable of being stored on an article of manufacture to facilitate

transporting and transferring such methodologies to computers. The term
article of manufacture, as used herein, is intended to encompass a

computer program accessible from any computer-readable device,
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is associated with a role of the requesting entity. In a particular example, an operator
may be authorized to receive disparate data with respect to a device than a maintenance
individual. At 1406, the query is provided to a server. The server can include a data
repository that houses data relating to an industrial automation environment, where the
data can include data relating to organizational units (such as equipment modules,
equipment unit procedures, control modules, ...), user identities, user roles, user
preferences, templates employed to create HMIs, or any other suitable data. Moreover,
the server can be a distributed server — it is understood that any suitable configuration for
storing data and any suitable configuration of a server is contemplated and intended to
fall under the scope of the hereto-appended claims. At 1408, results of the query are

employed to create a robust and customized HMI. For instance, templates can be
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instance, the request can indicate a system, device, process, and/or
sub-process, and the parameter can be associated with a role of the user.
The query can be utilized to retrieve data associated with a device for
which an HMI is desirable generated as well as data that is associated

with a role of the requesting entity. In a particular example, an operator
may be authorized to receive disparate data with respect to a device than
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such as location of device within a plant, type of device, and the like can be solicited. In
another example, audio inquiries can be delivered to the issuer of the request for the
HMI. Thereafter the methodology loops to 1508 and repeats until sufficient information
is obtained to enable generation of the HMI. The methodology 1500 completes at 1514.
[6057] Now referring to Fig. 16, one exemplary implementation 1600 of an aspect
described herein is illustrated. A user request 1602 for generation of an HMI is delivered
to a transformation pipeline 1604, which can selectively filter data to enable creation of
an HMI. The transformation pipeline 1604 is associated with a data store 1606, which
can include data relating to an industrial automation environment. The data store

1606can include data that conforms to an organizational model (a uniform model across

an enterprise), which is made up of organizational units. Each organizational unit
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existent, then at 1510 an HMI is automatically generated based at least in

part upon the request and the parameters. If there is insufficient

information, additional information is requested from the user at 1512. For
instance, text-based inquiries can be provided to solicit additional

information from a user. In a particular example, the request can indicate

a device for which an HMI is desirably generated, and additional
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identification number can be collected along with the user’s initial location, time of day,

as well as an identifier representing the type of display device the user is employing to
access the transformation pipeline 1604, which can be a traditional workstation, an
embedded device, a wireless device, a cellular device, or any other suitable device. This
information can represent more than just the user (because information relating to
location, time, and device is available), and is referred collectively herein as a client
request context. The information can be delivered to the transformation pipeline 1604
that is existent upon a server 1606, wherein the server 1606 hosts the organizational
model, and utilized to generate an HML

[0060] Additional information relating to the user can then be ascertained through

utilization of the client request context. The server 1606 includes a data store 1608 that
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Further, information about specific user, role types, and time can be
embedded into each organizational unit so as to allow selective access to
these organizational units based on user, role, and time. [0059] User
interaction with the transformation pipeline 1604 can begin when the user
initiates contact with such pipeline 1604 on a particular display device.
Rather than ask for a specific screen, page, or file (as is conventional),
thechxtes vagr aripoumtpr ¢ig orcdsenrekisndd  often B Ppart deajtogon sed at
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user identification ID. A set of information can thus exist about the user, ]
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"request context." The request context can be processed by the server,
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transform jt into renderable HMI content. [0061] The transformationa|

SHBEATE AR (TS Yo AT P8 BB Gl haion 1610

oryarixaidnainforiritionne Breanduitiergsiiie the diseferepreiSkote chby fina
transformation 1610 so that only data that has been deemed accessible to the user given a
certain user role and time can be returned. In some cases the data returned may be empty
indicating the user has no access to the data; in other cases the full data from the previous
transformation will be returned indicating that the user has full access.
[0062] A third transformation 1614 can be applied based upon device, which may
accessed from the request context to the data returned from the second transformation
1612 in the transformation pipeline 1604. For instance, this can enable selection of a
template with respect to the device. In more detail, large sophisticated display devices
can be associated with large, sophisticated templates, whereas small mobile wireless or
cellular display devices can be associated with simpler templates. Moreover, user, user
role, and time can be applied to the template to determine if access for a given device

types is permitted. In a particular example, a template for a cellular device may not be
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request context. For instance, location can be used as a parameter for
accessing portions of the organizational model. Location can be
specified, for example, by naming an organizational unit of interest (e.g.,
control module, equipment model, process cell, line, site, ...), or by
specifying approximate physical coordinates in the system. By providing
location to the first transformation 1610 some portion (sub-set) of the
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associated with simpler templates. Moreover, user, user role, and time
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XSLT style sheet to an XML document, where the output is still an XML
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tra}nsformatio. 1(916 IS render%blel content, such trand%f%mati n 1616 may
(Q various available processors. Dua microprocessors and other multiprocessor
architectures also can be employed as the processing unit 1714,
[0065] The system bus 1718 can be any of several types of bus structure(s)
including the memory bus or memory controller, a peripheral bus or external bus, and/or
a local bus using any variety of available bus architectures including, but not limited to,
8-bit bus, Industrial Standard Architecture (ISA), Micro-Channel Architecture (MSA),
Extended ISA (EISA), Intelligent Drive Electronics (IDE), VESA Local Bus (V1.B),
Peripheral Component Interconnect (PCI), Universal Serial Bus (USB), Advanced
Graphics Port (AGP), Personal Computer Memory Card International Association bus
(PCMCIA), and Small Computer Systems Interface (SCSI).

[0066] The system memory 1716 includes volatile memory 1720 and nonvolatile

memory 1722, The basic input/output system (BIOS), containing the basic routines to
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associated more with styling than content, wherein renderable content is
formatted according to user preferences. For instance, styling can

include, but is not limited to, color themes, layout themes, headers and

footers. Upon completion of the fourth transformation 1616, output can be

in the form of presentational content that can be rendered to the user on

the display device being employed by such user. [00641 With reference to
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The processing unit 1714 can be any of various available processors.
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PEaEKaRINRRS (I RERQM)ice lecriraiiyigrasnhieokialte dE=RBOM)DeNe), CD
e O T 20 s g s M o). 7
neicliinitationnRAM df dvalgbietagnaevides my2guehias $yee beNOTRRAM
@e?n%M ’l%l%r}%rglif—:reRréol\\/lrable interface is typically used such as interface 1726.
[0068] It is to be appreciated that Fig. 17 describes software that acts as an
intermediary between users and the basic computer resources described in suitable
operating environment 1710. Such software includes an operating system 1728.
Operating system 1728, which can be stored on disk storage 1724, acts to control and
allocate resources of the computer system 1712. System applications 1730 take
advantage of the management of resources by operating system 1728 through program
modules 1732 and program data 1734 stored either in system memory 1716 or on disk
storage 1724. It is to be appreciated that the subject invention can be implemented with
various operating systems or combinations of operating systems.

[6069] A user enters commands or information into the computer 1712 through

input device(s) 1736. Input devices 1736 include, but are not limited to, a pointing
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(DRAM), synchronous DRAM (SDRAM), double data rate SDRAM (DDR
SDRAM), enhanced SDRAM (ESDRAM), Synchlink DRAM (SLDRAM),
and direct Rambus RAM (DRRAM). [0067] Computer 1712 also includes
removable/non-removable, volatile/non- volatile computer storage media.
Fig. 17 illustrates, for example a disk storage 1724. Disk storage 1724
includes, but is not limited to, devices like a magnetic disk drive, floppy
diskickime;itape ohaues, Jeazidrilie sFlpsdtiveh (B4l BOytidesl, fliastophensoryystick,
Bl B NGRAN Sl LAAN ik SR rRAREhGAD Al AP AGR o

a’'separately or in combination witl other storage media including, .
buiethermerndothadleptiEheuiskdiviber st deyisesornpest HiskRoessing unit

AEMIGEHGIRE ' SRRy ivRds Cla S T
(?[%-RW Drive)%};gﬁg%%?zgﬁgg é%géﬁ%@g{v@%VDtROM@?p

fifshidte oo AreRbn i Brk swRaYel dovica SR, i SyktbisTiserial bus

1B oapevableasnrnireiawmiiemieriase ispricalndsaaficRase(s)
interface 1726. [0068] It is to be appregatedéhat Fig. 17 describes 1712
sbitark Hiaf Yty i 3 Hl RETIRRY BEFES I LR SRR arputer 1712,

can putetFesoliseastiiestohedinipatetalle epaiatingedsiionirant Diitput adapter
softwarge includes an operating system 1728., Operati stem.
S R SR8 R R G e s 2R A8 e hicors
aljeebtesresd prossref thepatiputertpystenick? 174G ystech sqoplicapernis! adapters.
30 take. agdvant ft n m fr [ ing :
S B Y AR Yo anc
stovad witdethnt syetéin amesnmyplicpnBestion biiskeendhageprdevicks idBand the

W&ﬁ'@ﬁgqm gt %%tﬁ‘}ﬁ@m Iix'ai’&fﬁjlgpo?ﬁé} ngmlgﬁﬁﬁﬂtg}%t\%@ oYQUQISS provide

operating systems or combinations of operating systems. [0069] A user
dtdrinpuhsntheidis s cryriiarforchies tseehspateitertanl tvbugh input

%W'Rﬁ(s) 1736:olapLicAeYicesd 438 AnclHde b Arenat liaiigehiQsthg logical

pointing 23 device such as a mouse, trackball, stylus, touch pad,
KEISEHARIR AASHB RO TO JEREIE CHBIMER A SRR ST OBUAHFT) 1144 The
tugseAmpligial Camendgiperor camara:, weheamatutans dbevork PC, a

like. These and other input devices connect to the processig?% unit 1714

IRTAR: SyRIEHPERCTFLBAR ARRIAICE SoRER) LY SE IhesracapEIRfs)erwork
1638 aifnelid dikioraaiapiel piseliabPoiin R pedRldltho Hlem gamiqoitc@pdative to

ac(L)JrrI]liI;/uetg lﬁgriqzloqlf)%rposes of brevity, only a memory storage device 1746 1s
illustrated with remote computer(s} 1744. Remote computer(s) 1744 is logically
connected to computer 1712 through a network interface 1748 and then physically
connected via communication connection 1750. Network interface 1748 encompasses
communication networks such as local-area networks (LAN) and wide-area networks
{WAN). LAN technologies include Fiber Distributed Data Interface (FDDI), Copper
Distributed Data Interface (CDDI), Ethernet/IEEE 802.3, Token Ring/IEEE 802.5 and the
like. WAN technologies include, but are not limited to, point-to-point links, circuit
switching networks like Integrated Services Digital Networks (ISDN) and variations
thereon, packet switching networks, and Digital Subscriber Lines (DSL).

[0071] - Communication connection(s) 1750 refers to the hardware/software

employed to connect the network interface 1748 to the bus 1718. While communication
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(USB). Output device(s) 1740 use some of the same type of ports as input
device(s) 1736. Thus, for example, a USB port may be used to provide
input to computer 1712, and to output information from computer 1712 to
an output device 1740. Output adapter 1742 is provided to illustrate that
there are some output devices 1740 like monitors, speakers, and printers,
among other output devices 1740, which require special adapters. The
ooepueciaptéss Eahvimclodlusyatiay déitustreato ncamehtvot] Mitftaticm also be

videaad, savpgkGarsieAnahRIRHIAR. A RSANS CLGARDSC TP RERNGEN, Ghe
output device 1740 and the system bus 1718. It should be noted that

offev RV AR d/btSsipstudss: dpteewiapr vt spot inpbteard sutyenal
CaRahiliieRSHEN 88 1RHAks GRIMPIKEHS)ulA4d1 AR MR SFRIVRINEIY 1 kR odems

operate in a netwaorked environment using logical connections to one or

miBfe B e dotsadartsrn a1 Fbraeh fdter(s) 1744. The remote
cuopeiter(s) 1744 cai BecASIEO BR)COINRHART o SeMBle s I@lind environment
n rk PC, a_ workstation, a microprocessor based appliance, a peer
o Tt O eSSt R G e
meery chicii(ef 1B é&le|@hnedism@yddbé daetativerdocomdisesdiflde fap., threads,
purposes of brevity, qnly a ory stor vice 1746 is illustrated with
e B e SR R B PR e Rt
chbiibcldg soreentspditS0xan 2ldorbebirdrnetwodionteffase: 1748 dunckdhgrrocesses,
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Interface .%748 encompasses communication networ suclh as l|ocal-area

nefobs gt ybisel Witentpaalpeenmnile. (WRDossibie sehmoltegtion between a

ingitide SibanPistaRutet RAta. BisHace R RD. Gop 9&9‘%&%&%@% bata

Interface (CDDI), Ethernet/IEEE 802.3, Token Ring/IEEE 802.5 and the
likanpR I BERFRER GRS THBIOS BRHPE et sRste I 1S, Sy5iRmdBRBimclles, 2

CisMthudiabing NRWBEKS Yke dotegratrd agivicasigiiptNetwaSnications
(ISDN) and variations_thereon, packet switchi%%fgetworks, and Digital

UBEEFH e EH 40 o Ahs estsAuAR S on Roriiradta i ars enembily
tedhectratdwane/spthvas cliemnpiey sdigs3a8nechiheanaivars iied acadré48

to the bLtl.S 1{18 tWg]ile fom ﬁf@“ﬁn ?4 connection 1750 is shown for

ISR 97 BB LAR 7 T s Gl ppoperaoly

commesed iy d2: Thedrardwarel saftvece NEREssaiciareonnsicien (@ dae:

@%M%ktigge‘ggﬁ%oltggf?emg}gq§§0'for exemplary purposes only, internal

and externa
[6073] What has been described above includes examples of the invention. Itis,
of course, not possible to describe every conceivable combination of components or
methodologies for purposes of describing the subject invention, but one of ordinary skill
in the art may recognize that many further combinations and permutations of the
invention are possible. Accordingly, the invention is intended to embrace all such
alterations, modifications and variations that fall within the spirit and scope of the
appended claims. Furthermore, to the extent that the term “includes” is used in either the
detailed description or the claims, such term is intended to be inclusive in a manner
similar to the term “comprising” as “comprising” is interpreted when employed as a

transitional word in a claim.
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technologies such as, modems including regular telephone grade
modems, cable modems and DSL modems, ISDN adapters, and Ethernet
cards. [00721 Fig. 18 is a schematic block diagram of a sample-computing
environment 1800 with which the subject invention can interact. The
system 1800 includes one or more client(s) 1810. The client(s) 1810 can
be hardware and/or software (e.g., threads, processes, computing
devices). The system 1800 also inclydesidtfe or more server(s) 1830.
The server(s) 1830 can also be hardware and/or software (e.g., threads,
PURCRSSEEgQMPuting devices). The servers 1830 can house threads to
perform transformations by employing the subject invention, for example.
One podsivraspmslinitierase wrasnioeererermaris e dbpelasse

campadin-thedarmofagiatrngcket adapted to be transmitted between two
or more computer processes. The system 1800 includes a

commuARSSEBTCR SATERESAEBBH Ba E8 A T IR FRRF Y 4diiag-machine
CioartidBicadignstdoativesdibe Cienifekd Al Oyanehi R Gesyprissk8atl dilbeprocess
c%%!z’t)%s%) 18t10 are o ergbl connected t% F%‘ne or more glient data store(s)
P RATESH B Sy AN S BT TR ETSHBEA the client(s) 1810,
Similarly vike genvent{sh t83P@renoperalelycracsnkeladi:m ans bmmokerface based at
rver data store(s) 1840 that can be employed to store information local
tslo% ?églg ?\%?Bof%gf TBB%PV%/E@W%% rfg'grﬁ'described above includes
examples of the invention. Itis, of course, not possible to describe every
ncei ina f . e ologies:for ‘
o doscr g e Y RO BIRE o
ré@%iﬂéﬂ%%ﬁ%fd%éﬁ@ﬁ&ﬁ%@@%ﬁ@m Ukatioperstierreand utilizes the
veRtn e RS BlenALCHRIng vt IVRINION IRBLENARIR eonRIase
all such alterations, modifications and variations that fall within the spirit
and scope of the appended claims. Furthermore, to the extent that the
term "ingldesicis bsediin eitheriRe é@f&ﬂﬁglg&ﬁﬁfi%&ﬁ R Ue£BiMStracted data
such term is intended to be inclusive in a manner similar to the term
"R STISTAYS S RumprERtg S neipretaist feathinapedhsgean.

transitional word in a claim. 25 CLAIMS What is claimed is:

4. The system of claim 3, the extracted data conforms to a hierarchically structured
data model.
5. The system of claim 4, the hierarchically structured data model is based at least in

part upon one or more of ISA S95, ISA S88, and OMAC.

6. The system of claims 4 or 5, further comprising a proxy component that facilitates
use of data from legacy controllers in connection with generating the human-machine

interface.
7. The system of claim 6, the proxy component comprises a bridging component that

receives data formatted in accordance with a first network protocol and converts itto a

format that accords to a second network protocol.

26



1. A human-machine interface generation system comprising the following
computer-executable components: a reception component that receives a
request to generate a human-machine interface relating to at least one of
an industrial system, device, process, and sub-process and parameters
associated with an initiator of the request; and a view generation
component that generates the human-machine interface based at least in
part updibehgstenud stand7iHbolirsimetesss PratheckystemedPotdibnd, Modbus,

UL COMPTISINGA QYR IFIEREIAI0 HERMRONER DAL SIAFES B R ocol is

based at least in part' upon the request and the parameters and utilizes
thdPquery to extract data from a server within an industrial automation
environment. 3. The system of claim 2, the view generation component
receives the extracted data and %enerates the human-machine interface

based at 18T HEILOM 5. PRESERTBPEREROTRASE AFRB I B ata
conpanentaratiienafeicaltSirosidie frelatarnasilicyid behsyateThef data that
claim 4, the hierarchi aII;i structured . data model is based at least in part
BHCBHE S BT B Tast B SR b ARPBIAC. 6. The system of

claims 4 or 5, further comprising a proxy component that facilitates use of
data fram legacy cqntrollers jn connection with generating the .
inan IS Ran Claes 210 S S e REt o smpaasp:
cagpredsts detarideimgreliplegnetthatredemes datalfarmatted in

accordance with a first network protocol and converts it to a format that

accords to a second network protocol. 26 8. The system of claim 7, the
fitdt netMeriystotbebrisiond &F PRofilsusciivehaempnsing somprscE e ibukty

0AEoHAHIR A GILIIRYS vaRth e SEAARSIWRIKRLPIOF Al hubl-RadiRe

system of claims 6 to 8, the proxy component comprises a mapping
coiRFaristht s BRI Al S PRsGiasiResd0gic controller
into data that conforms to the hierarchically structured data model. 10.

The system of claims 2 to 9, the server comprises an aggregation
anpor%?ﬁﬂ’ﬁi?m of claims 1 to 11, the reception component comprises a dialog

component that generates a dialog related to the received request to extract additional

information from the provider of the request.

13.  The system of claim 12, the dialog component solicits information through one of

text-based inquiries and voice-based inquiries.
14.  The system of claims 1 to 13, the reception component comprises a voice
recognition component that facilitates recognition of user parameters through a voice

command.

15.  The system of claims 1 to 14, the view generation component comprises a tool-tip

component that facilitates provision of tool-tips within the human-machine interface.
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aggregates data from multiple programmable logic controllers. 11. The

system of claims Ito 10, the reception component comprises a security
component that determines whether an initiator of a request for the
human-machine interface is authorized to generate the human-machine
interface. 12. The system of claims 1 to 11, the reception component
comprises a dialog component that generates a dialog related to the

rdéeive diregtiestolo gyxiractadditio halnmfonavadtionifiterfa¢h equovideg dfdellowing
r%gﬁl%%treg,_%ng?a%sﬁ@ of claim 12, the dialog component solicits

information tﬁroug one of text-based inquiries and voice-based inquiries.

14. The Ipstens gfreipirpsta geneRietehineapiorr omipontase colgipdisegng or more
vgick HRFRANINOERMRRANLIBaL facilitates. rreqauition of user

parameters through a voice command. 15. The system of claims Ito 14,

the viewI§EHBHIBE PESMPSHaRtEH Brizetox ids Il ctaisshand that

facilitates QU SIRMEMARINABRIME FaiR HABHH R RBSIDACUD e 36Se Lt 1t in
A methodo]ogy for creating a human-machine interface comprising the

FARSWHRGR Embisst et bR s AP Pe RS P ST At oo
haepanmachingnatesface related to one or more of an industrial system,
device, process, and sub-process; determining parameters relating to a
_ provider of the request; and creating the human-machine interface in a
cligtomiZéd maimsrkd dpsetthtite a6t fnrtharcappnithe:at least one of the

system device, process, and -process and the determined
ramet i R B TR S ol e T BT B b e syt

geedratiprpecssueng Hrpsprbersieast thephateuporednatatieast ené of the
system ﬂgyﬁ&ﬁgqﬁgqﬁ%ﬁ angd spbsprocess and the determined
ot .

parameters; and providihg the query to a server. 18. The methodology of
claim 17, further comprising: receiving data resulting from the provided

qygry; apgbulilring RIS faia P g RGHALE hmpimgn-machine interface,

the data conforms to _ )
receiving data resulting from the provided query; and

utilizing such data to generate the human-machine interface, the data conforms to

a hierarchically structured data model.

19.  The methodology of claims 16 to 18, further comprising;
receiving the request as a voice request; and

determining the parameters based upon an analysis of the voice request.
20.  The methodology of claims 16 to 19, further comprising;
aggregating data from a plurality of controllers; and

utilizing the aggregated data to create the human-machine interface.

21.  The methodology of claims 16 to 20, further comprising determining that the

provider of the request is authorized to create the human-machine interface.
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a hierarchically structured data model. 19. The methodology of claims 16
to 18, further comprising: receiving the request as a voice request; and
determining the parameters based upon an analysis of the voice request.
20. The methodology of claims 16 to 19, further comprising: aggregating
data from a plurality of controllers; and utilizing the aggregated data to
create the human-machine interface. 21. The methodology of claims 16 to
202 furthBrecamipsising vlefetammng toadtlithbe provideenfithhideqdasitisof the
authorized E%create he hu gn mac metmgerface

22
1 s The ¢
Etodology of aiis 16 o 31 the parametersmeluaendentty of e e

plesdtier of the pgudssioirdie rofitest prav idertadiivg tecplget! disptapgesice
parameters, location of the provider of the request, and location of the

object of the request. 23. A human-machine interface generation system,
cétnpristhguregiripatbive e s ScnfEaiRIfoy YEEbiomPHsRErelating to a

device; GRrpRUIEERXAGHIARIe MEBPRIVREeIMIAGRAIAMS ISR RIAtNg o a
user that is requestlngﬁtgneratlon of a human-machine interface; and

computSPRRBEHEHE YA RS RRoFsH SR PURIATAR fRisting to a user that is

hrenanRtnagbiretpiefadeiithedeviembasnd;ableast in part upon the

received parameters. 24 The system of claim 23, further comprisin
means fSPIOUBLERG ALk AT A DL LG RN FE D fiine

pmtarf&mf& @b dEheclysiahatdealaimpad, Ldﬁiﬁwtlfwethedwmmforms

to a hierarchically structured data model. 26. The system of claims 23 to
25, further comprising means for determining the parameters based at
|@dst in Paetsypeom whideicoinfartbe; QOPRORUETIONMONMITIQRING er that

ARG Do Al WHNG RERAN AATIONS

STRUURE-BASE PRE TATION LAYER A human-machine interface
(HMI) generation system comprises a reception component (102) that

regeivesid eI AERIAG A Al Teachiae JNestaca dH Mbrarchically

structured data model.

26.  The system of claims 23 to 25, further comprising means for determining the

parameters based at least in part upon voice commands.
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relating to at least one of an industrial system, device, process, and
sub-process and parameters associated with an initiator of the request. A
view generation component (104) generates the human-machine
interface (HMI) based at least in part upon the request and the
parameters. For example, the system can further comprise a query
generation component that creates a query based at least in part upon the
request and the parameters and utilizes the query to extract data from a

server Wil 3 PIHSIRI AUPBRICR USO8 TR G198 HeRP HAvinG

ORGANIZATIONSL STRUURE-BASE PRESENTATION LAYER

A human-machine interface (HMI) generation system comprises a reception
component (102) that receives a request to generate a human-machine interface (HMTI)
relating to at least one of an industrial system, device, process, and sub-process and
parameters associated with an initiator of the request. A view generation component
(104) generates the human-machine interface (HMI) based at least in part upon the
request and the parameters. For example, the system can further comprise a query
generation component that creates a query based at least in part upon the request and the
parameters and utilizes the query to extract data from a server within an industrial

automation environment.

Figure 1.



