METHODS AND APPARATUS FOR THE COVMUNI CATI ON OF CELLULAR NETWORK | NFORMATI ON
BETWEEN A W RELESS LOCAL AREA NETWORK AND A MOBI LE STATI ON 5 BACKGROUND
Field of the Invention The present invention relates generally to nobile
stations which communicate with cellular networks and wirel ess |ocal area
networks (W.AN), and nore particularly to the 10 conmunication of cellular
network information fromone or nore cellular networks to a nobile station
t hrough a WLAN. Description of the Related Art Wthin the cellular industry
there is an initiative to configure wireless |ocal area 15 networks (W.ANSs)
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Description of the Related Art
Within the cellular industry there is an initiative to configure wireless local area

15 networks (WLANs) to communicate with cellular telecommunications networks so that
mobile stations may be able to access both cellular networks and WLANs which provide a
higher bandwidth. Traditionally, since WLANs were designed to provide only wireless
local networking, there have been no existing protocols to provide advertisements to
identify what cellular networks are available to a mobile station. Such information would

20 be useful to provide the mobile station with the ability to identify and switch between
different cellular networks and/or cellular network technologies as desired.

There is a further initiative to configure WLANS to be able to communicate with
one to many different 3" Generation Partnership Project (3GPP) networks. Such
configuration requires that a Universal Subscriber Identity Module (U-SIM) be utilized by

25  the mobile station to identify the end user or subscriber. The U-SIM also contains
information that identifies preferred and forbidden cellular networks for the mobile station,
each stored as a Mobile Country Code (MCC) and Mobile Network Code {MNC) pair.

Over a wireless link, a WLAN typically broadcasts a textual string called a service
set identifier (SSID) to uniquely identify the WLAN to wireless units. Today, most

30 WLANSs have been deployed by corporations and wireless Internet Service Providers {ISPs)
who use their specific SSID for branding or for “smart client” applications. Thus, WLAN
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Over a wireless link, a W.AN typically broadcasts a textual string called-a
service set identifier (SSID) to uniquely identify the WLAN to w rel ess
units. Today, nobst 30 WLANs have been depl oyed by corporations and wirel ess
I nternet Service Providers (ISPs) who use their specific SSID for branding
or for "smart client” applications. Thus, WLAN -1- operators are typically
reluctant to change their broadcast SSIDs, and it is difficult to broadcast
MCC/ MNC pairs to nobile stations through W.ANs wi t hout sone protocol
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25 SUMMARY
Methods and apparatus for the communication of cellular network information
between a wireless local area network (WLAN) and a mobile station are described herein.
In one illustrative example, the mobile station receives a generic container message from

the WLAN in an Extensible Authentication Protocol (EAP). The generic container
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5 station decodes the generic container nmessage to identify and store the
cellular network information in its nmenory. Preferably, the cellular
network information includes information which identifies the cellular
networks (e.g. mobile network code and nobile country code) so that the
nobil e station may appropriately select one of the many different cellular
networ ks for conmuni cation. 10 BRI EF DESCRI PTI ON OF THE DRAW NGS

Enbodi ments of present invention will now be described by way of exanple
with reference to attached figures, wherein: FIG 1 is a block
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or nore . . ' f h ' Cyh WLAN
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t he W ANc@itYr@de) sodhatziie mebilgstatipe mayappespriately select one of the many different
cellular networks for communication.

10
BRIEF DESCRIPTION OF THE DRAWINGS

Embodiments of present invention will now be described by way of example with
reference to attached figures, wherein:

FIG. 1 is a block diagram which illustrates pertinent components of a mobile station

15 which communicates with one or more wireless commumnication networks;

FIG. 2 is a more detailed diagram of a preferred mobile station of FIG. 1;

FIG. 3 is a system diagram which illustrates the mobile station communicating with
one or more wireless local area networks (WLANS) which communicate with the one or
more cellular networks;

20 FIG. 4 is a flowchart which describes a WLAN method for the communication of
cellular network information;

FIG. 5 is a flowchart which describes a mobile station method for the
communication of cellular network information:

FIG. 6 is one example of a message format for a generic container message

25  transmitted by the WLAN and received at the mobile station; and
FIG. 7 is another example of a message format for a generic container message

transmitted by the WLAN and received at the mobile station.



DETAI LED DESCRI PTI ON OF THE PREFERRED EMBODI MENTS Met hods and
apparatus for the communi cation of cellular network information between a
wirel ess local area network (WLAN) and a nobile station are disclosed. In
one illustrative exanple, the nobile station receives a generic container
message fromthe 5 WLAN in an extensi ble authentication procedure (EAP).
The generic contai ner nmessage includes cellular network information _
associated with one or nore avail able cellular networks previously received
by the W.AN. The generic container nessage is not technol ogy or
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20 120, such as a Subscriber ldentity Mdule (SIM, a Universal SIM
(USIM, or a Renovable User ldentity Module (R UM, which is connected to
or inserted in nobile station 102 at an interface 118. Mobi l e station
102 may consist of a single unit, such as a data conmmuni cati on device, a
cellular tel ephone, a nultiple-function comunication device wth data and
voi ce 25 communication capabilities, a personal digital assistant (FDA)
enabl ed for w rel ess conmunication, or a conputer incorporating an internal
nodem Alternatively, nobile station 102 may be a multipl e-nodul e unit
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The base station transceiver system 128 nornally perforns ]
25  communication capabilities, a personal digital assistarit (PDA) enabled for wireless

commuiication, or a computer incorporating an intemal modem. Alternatively, mobile
station 102 may be a multiple-module unit comprising a plurality of separate components,
including but in no way limited to a computer or other device connected to a wireless

modem. In particular, for example, in the mobile station block diagram of FIG. 1, RF
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such functions as nodul ati on and possi bly encodi ng and/ or encryption of
signals to be 5 transmtted to nobile stations in accordance with
particul ar, usually predeterm ned, comuni cation protocols and paraneters,
under control of its controller. The base station transceiver system
simlarly denodul ates and possi bly decodes and decrypts, if necessary, any
communi cation signals received fromnobile station 102 within its cell
Communi cation protocols and paranmeters may vary between different networks.
For 10 exanple, one network may enploy a different nodul ati on schene and
operate at_different. freguencies t ot her networks. The underl yin
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tel ephony capabilities). Mbile statiogg 202 may communicate with any one of

a plurality of base station transceiver systens 200 within its geographic
cover age area.




Mobile station 202 will normally incorporate a comruni cati on subsystem 211,
25 which includes a receiver 212, a transmtter 214, and associ ated
conponents, such as one or nore (preferably enbedded or internal) antenna
el enents 216 and 218, |l ocal oscillators (LOs) 213, and a processing nodul e
such as a digital signal processor (DSP) 220. Comruni cation subsystem 211
is anal ogous to RF transceiver circuitry 108 and antenna 110 shown in FIG
. In alternate enbodi ments, comruni cati on subsystem 211 may conprise a
plurality of subsets of receivers 212, transmitters 214 and associ at ed
conponent s, sugh as .one, or g?re ant enna e ene€%ﬁ, 6 and 218, and LGs 213,
each subd8® &8I g BB GiF SHUPD HRaysr %YS{?Q}? | & FS0e?Sane Rty Eraxgsin
networ K. HEG! 1eX@iBhis comfmeiatied WighaketoC o k@ives chbRmdmsRssn \WADE o | €
anot her set. _may be configured to access 5 wirel ess netwrks such as CDVA,
CDMA2000, mehtile stationgwithinyigs gl aFlnbase statip franssriven wyatepn13s rorgnaly performs
conmuni ¢ : r o)

dopends. ot panetiht b MGt antd TRy nc AT ARUP chidRpautl O el Sk o,
202 i § i rtapsdsdt ® opdilat gatidsbin eceirdenice nwil) Zpantionis £ ndualyd predeeimimed,

communi cation signal s over the network 10 after .tcequir n rk .
regi st ratcf)gjﬁn%lrlcage? PIPIRSOS S AR TS s BEOWERf Eﬁﬁﬁﬁ‘té‘ﬁgﬂ. %\é\gﬁ% €atogc ej ved
by ant ennankfuer bt @linildie ddaiodlales 208 pobitly deode® aRd MBS rypid 2 nbbisgdy, MaY

perform such commbn receiver functions as signal anplification, frequency
down conv?8Y scemmunjcptiqry j fignale nigaeised sEpactmenle stadioni KO2 amithinnitex gefpl e
shown i n 4G, t <bR- diP! | c Lan. i Longof a
receivedcgigna mapﬁg&ggﬁggegg%h%?gﬁkékH%gnnu ﬁ%gkggndﬁ%ﬁ%?ﬁgﬁgag%cﬁ%gs
denodl atkamplancnaetwaikgay empley petifferenecodulatidBPscBdBe ahd opersierit Idififerepanner |

For examieatoslrsaun si? teflsfi” pABE BpGenand e iph el i, B hebor 16" "

t ransm t penicalkd pfotscotiegisioal - t o- anal og (D) A) conversion, frequency up
conversion, filtering, anplification and transm ssion over comuni cation
network via adt@nriEsless §nk shgwn smeqmunication) systemol0saf dGe & FaRFAseBtst Qe o

Sy dna) S mit BERGRABHCM Bk ly BREEHSEIRMCAERRRE (Rl bsohiled |

exanpl e, the gains applied to Comunication in receéive
t randfri t pegto@lgjused peiseeen deieldsy obtyvorlo hf4 ad mabild stetiorh 162t AmRE chagatlris aont r ol

al gorit hgg,.i t I P 220 twor k. access.. 1S ass ated. Wwth a
subscri bgfm igmhsg‘gfb %ﬁaq rrnltl)‘%lI chg%éﬁe%’n%ﬁ'\é%?y %%edtoggmtt%léﬁ'%vf%@%ﬁﬁ‘qtgaﬁﬁt i on
202 r equiindted darreryopowenrad ithebik62atiomubd?. aTheseSikiitedd inb@t willepbiccitdvbdihe or
"SIM card,,a Universal SIM(USIM, or Renpvahl e er ldentity Mdule
(R UL N - 51550 PO o PEACTES G e o e Erlsodigonding Spomdeiied
stati on 30call exPAMEloft RrOHRT &vRrael tAR JRAIMAE Komphildes fﬁQp'Ueeco?&x@ét%cPB 202 i's
a nobile battery-powered device, it also includes a battery Inter act 254

for PRcemytipde sHidchsp angbrogtere@nbshgaablcontelladdyi ragltipE@metvBut ontrollers.

For all mobile station’s 102 registered with a network operator, permanent data

(such as mobile station 102 user’s profile) as well as temporary data (such as mobile
station’s 102 current location) are stored in a HLR/AC 138. In case of a voice call to
mobile station 102, HLR/AC 138 is queried to determine the current location of mobile

25  station 102. A Visitor Location Register (VLR) of MSC 130 is responsible for a group of
location areas and stores the data of those mobile stations that are currently in its area of
responsibility. This includes parts of the permanent mobile station data that have been
transmitted from HLR/AC 138 to the VLR for faster access. However, the VLR of MSC

130 may also assign and store local data, such as temporary identifications. Mobile station
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a battery 256 provides electrical power to nost if not all electrical
circuitry in nobile station 202, and battery interface 254 provides for a
mechani cal and el ectrical connection for it. The battery interface 254 is
coupled to a regulator (not shown in FIG 2) which provides power V+ to al
of the circuitry. 5Mobile station 202 includes a m croprocessor 238 (which
is one inplenentation of controller 106 of FIG 1) which controls overal
operation of nobile station 202. This control includes network sel ection
techni ques of the present application. Conmunication functions, including

at | east ta . and yoice comruni cation rf.Qrmed t.hrough co ni cati-on
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port 230with KR§MNJded BRSN R2pevikes acesss togthg; lpfegphdAad (onentragetsy dlifelsssinge
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"resident" or qn-device functi t abl SO u stens,, such
keyboar d %gﬁnﬁaﬂ d’rﬂriageplfegfj’o : ?@ENeQ%n%fse%/ T3gS r%e[ P uag?%f S?egranﬁlo‘%ﬁgu&mg%?
conmuni ¢ addrs-thatlapdrasht| 468661 BAfiterRHEd) 288 opfibelicaching.t RADMISSsege 136ris

transm ssion over a conmmuni cation network, and device-resident functions
such as eespensthig afosr performingc fupettons Opelatad i fry Ahanbiggtions ¢ Jutharizgiey Byd

m CrOpr05@&@@%%@3%@&9%&&%@@ a) b8l (818 3 M%@r{%‘é(\:/p as flash

menory 2 ternativél e a read-only nenory or
si m l@r st or afkoselskilledtin ¢riovillsippranipte hhoweelskd hdtedrki H)4t iay he comierted to

[ h h .NQg. ific devi. | i.cat ,
i ot NEREoF S ly TSS R e ARl JFoHe eni £y Ay BV AR £C rav

226. M CHARHAC OSB MormdBy bentrafddhifting natt very tiSasopofi@t 010 of @y Andnejsteans,
preferably 25 enabl es executjon of software appli cafi or}%é(s? nmobi l e station
202. A pHERIERERPH Med sUEOHE Bash | WaR i brileiRnischP aShir drckshata gechapged.

operati ORfn ligagihuq{e% teoh&aS tof ARy AREL, \sE Haf® MMLRbACLILOMcARP ksGRlih ONS,
wi Il normalfy be installed on mobi I'e” station 202 during its manufacture. A
pr ef & r eckrappbabgripisat thaatirehesy libk | oaded onto nobile station 202 may be a
personal info i-on r ' ' [ abj i .

organi ze and E]llg?igglga dgép %9?1,[0 %‘%ﬁ%ﬁwn%‘%@egg%@\éﬁc&gbgg ﬁz'bmdb'rlll%%étaflﬁlﬁi ted
to, e-nmaRd? isgatfentgra wroeninsconainteationl desicedppiagat kesttvaiceand atleslced daars.
Naturally, one or nore penoty. stores are .available on nobile station 202
and S| M SBBHGCRing GpATaes (P DP BPRIAN '8 PREREH G HeST RFBF: | on.

systems. Depending on the functionality provided by mobile station 202, it may be referred

20 . to as a data messaging device, a two-way pager, a cellular telephone with data messaging
capabilities, a wireless Internet appliance, or a data communication device (with or without
telephony capabilities). Mobile station 202 may communicate with any one of a plurality
of base station transceiver systems 200 within its geographic coverage area.

Mobile station 202 will normally incorporate a communication subsystem 211,

25  which includes a receiver 212, a transmitter 214, and associated components, such as one or
more (preferably embedded or internal) antenna elements 216 and 218, local oscillators
(LOs) 213, and a processing module such as a digital signal processor (DSP) 220.
Communication subsystem 211 is analogous to RF transceiver circuitry 108 and antenna

110 shown in FIG. 1. In alternate embodiments, communication subsystem 211 may
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5The PI M application preferably has the ability to send and receive data
itenms via the wireless network. In a preferred enbodi nent, PIMdata itens
are seanl essly integrated, synchronized, and updated via the w rel ess
network, with the nobile station user's corresponding data itens stored
and/ or associated with a host conputer systemthereby creating a mrrored
host conputer on nobile station 202 with respect to such itens. This is 10
especi al | y advant ageous where the host conputer systemis the nobile
station user's office conputer system Additi onal applications may al so be
| oaded o ile ' h r xi | r 10 su stem
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FIG 3 is a systemdiagram 300 which illustrates nobile station 202

communi cating 25 with one or nore wireless | ocal area networks (W.ANs) 302
whi ch communi cate with the one or nore cellular networks 200. The W.ANs 302
shown in FIG 3 include a first WLAN 304, a second 'W.AN 306, and a third
WLAN 308, al though many others may be avail able for use by nobile station
202 in the sane or different geographic region. Mbile station 202 and the
WLANs conmruni cate over radi o comunication |inks, such as a radio
connunication link 316 between nobile station 202 and WLAN 304. WLANS 302

aretyplc I |J.e- connect e the ntern it
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TEO_lzl\'ISG_ Cexralg)les execution of software applications on mobile station 202. A predetermined set of
applications which control basic device operations, including at least data and voice
comumnumication applications, will normally be installed on mobile station 202 during its
manufacture. A preferred application that may be loaded onto mobile station 202 may be a

personal information manager (PIM} application having the ability to organize and manage
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data iterns relating to user such as, but not limited to, e-mail, calendar events, voice mails,
appointments, and task items. Naturally, one or more memory stores are available on
mobile station 202 and SIM 256 to facilitate storage of PIM data items and other
information.

5 The PIM application preferably has the ability fo send and receive data items via the
wireless network. In a preferred embodiment, PIM data items are seamlessly integrated,
synchronized, and updated via the wireless network, with the mobile station user’s
corresponding data items stored and/or associated with a host computer system thereby
creating a mirrored host computer on mobile station 202 with respect to such items. This is

10  especially advantageous where the host computer system is the mobile station user’s office
computer system. Additional applications may also be loaded onto mobile station 202
through network, an auxihiary /O subsystem 228, serial port 230, shori-range
communications subsystem 240, or any other suitable subsystem 242, and installed by a
user in RAM 226 or preferably a non-volatile store (not shown) for execution by

15  microprocessor 238. Such flexibility in application installation increases the functionality
of mobile station 202 and may provide enhanced on-device functions, communication-
related functions, or both. For example, secure communication applications may enable
electronic commerce functions and other such financial transactions to be performed using
mobile station 202.

20 In a data communication mode, a received signal such as a text message, an e-mail
message, or web page download will be processed by communication subsystem 211 and
input to microprocessor 238. Microprocessor 238 will preferably further process the signal
for output to display 222 or alternatively to auxiliary I/O device 228. A user of mobile
station 202 may also compose data items, such as e-mail messages, for example, using

25  keyboard 232 in conjunction with display 222 and possibly auxiliary /O device 228.
Keyboard 232 is preferably a complete alphanumeric keyboard and/or telephone-type
keypad. These composed items may be transmitted over a communication network through

communication subsystem 211.
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For voice communications, the overall operation of mobile station 202 is
substantially similar, except that the received signals would be output to speaker 234 and
signals for transmission would be generated by microphone 236. Alternative voice or audio
/O subsystems, such as a voice message recording subsystem, may also be implemented on
mobile station 202. Although voice or audio signal output is preferably accomplished
primarily through speaker 234, display 222 may also be used to provide an indication of the
identity of a calling party, duration of a voice call, or other voice call related information, as
some examples.

Serial port 230 in FIG. 2 is normally implemented in a personal digital assistant
(PDA)-type communication device for which synchronization with a user’s desktop
computer is a desirable, albeit optional, component. Serial port 230 enables a user to set
preferences through an external device or software application and extends the capabilities
of mobile station 202 by providing for information or software downloads to mobile station
202 other than through a wireless communication network. The alternate download path
may, for example, be used to load an encryption key onto mobile station 202 through a
direct and thus reliable and trusted connection to thereby provide secure device
communication.

Short-range communications subsystem 240 of FIG. 2 is an additional optional
component which provides for communication between mobile station 202 and different
systems or devices, which need not necessarily be similar devices. For example, subsystem
240 may include an infrared device and associated circuits and components, or a
Bluetooth™ communication module to provide for communication with similarly-enabled
systems and devices. Bluetooth™ is a registered trademark of Bluetooth SIG, Inc.

FIG. 3 is a system diagram 300 which illustrates mobile station 202 communicating
with one or more wireless local area networks (WLANs) 302 which communicate with the
one or more cellular networks 200. The WLANs 302 shown in FIG. 3 include a first
WLAN 304, a second WLAN 306, and a third WLAN 308, although many others may be
available for use by mobile station 202 in the same or different geographic region. Mobile

station 202 and the WLANs communicate over radio communication links, such as a radio
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communication link 316 between mobile station 202 and WELAN 304. WLANs 302 are
typically wire-connected to the Internet using traditional Telco comnections to provide
higher bandwidth data communications for mobile station 202. As shown, WLANs 304,
306, and 308 may receive information from cellular networks 200 through wired
connections 310, 312, and 314, respectively, or by other suitable means. WLANs 302 may
operate in accordance with IEEE or ETSI standards, for example, although any suitable
communication technologies may be utilized. WLANs 302 may be positioned in any
suitable area or environment, and are typically found in coffee shops, restaurants, hotels,
airports, and company offices. Areas within which WLANs 302 provide coverage may be
referred to as “hot spots”.

FIG. 4 is a flowchart which describes a WLAN method for the communication of
cellular telecommunications network information between the WLAN and a mobile station.
This method may be performed in the environment described in relation to FIG. 3.
Beginning at a start block 402, the WLAN receives cellular network information associated
with one or more cellular networks (step 404). The cellular network information may be
received by the WLAN directly from the different cellular networks or indirectly through a
database of the WLAN or the cellular networks. If the database approach is utilized, the
database may be populated either dynamically from the cellular broadcast or manually via a
user interface. The cellular network information is indeed network information associated
with the cellular network and may include various network attributes. Preferably, the
cellular network information includes network-identifying information and/or attributes
including information that uniquely identifies a cellular network (e.g. a system
identification (SID), and/or a mobile country code (MCC) and mobile network code (MNC)
pair). The cellular network information may include other or additional information, such
as available neighboring cellular channels.

As cellular network information may be received from networks associated with
different cetlular technologies and/or standards, the cellular network information received
may vary in content and format. For example, the cellular format may be based on 31

Generation Partnership Project (3GPP), 3GPP2, or Internet Engineering Task Force (IETF).
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3GPP is known to define GSM/GPRS and UMTS standards, whereas 3GGP2 is known to
define IS-95, CDMAZ2000, and 1XRTT. Thus, the WLAN is configured to receive cellular

network information in accordance with two or more different celhilar communication

protocols. The WLAN stores this cellular network information in memory, preferably in an

5  organized manner according to technology, network, and content (see Table 1 below).

TECHNOLQGY/ | NETWORK CELLULAR
STANDARD IDENTIFIER NETWORK
{e.g. SID) INFORMATION

3GPP Network 1 Broadcast Information 1
Broadcast Information 2
Broadcast Information N

Network 2 Broadcast Information 1

Broadcast Information 2
Broadcast information N

Network M | Broadcast Information 1

Broadcast Information 2

Broadcast Information N

3GPP2 Network 3 Broadcast Information 1
Broadcast Information 2
Broadcast Information N

Network 4 Broadcast Information 1

Broadcast Information 2
Broadcast Information N

Network P Broadcast Information 1

Broadcast Information 2

Broadcast Information N

Qther Network 5 Broadcast Information 1
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Broadcast Information 2

Broadcast Information N
Network 6 Broadcast Information 1
Broadcast Information 2

Broadcast Information N

Network Q | Broadcast Information 1

Broadcast Information 2

Broadcast Information N

Table 1. An example of the organized storage of cellular
network information in the WLAN; also an example of the
order in which the cellular network information is generally
transmitted in the generic container message by the WLAN;
and also an example of the organized storage of cellular
network information in the mobile station.

The WLAN then formats the cellular network information in a generic container
message (step 406). As its name suggests, the generic container message is not technology
or standard-specific and may contain cellular network information from any one or more of
a variety of different cellular networks (e.g. 3GPP, 3GPP2, or other suitable standard).
Technology-specific information in the generic container message may be identified by an
appropriate identification, such as a technology/organization identification. A particular
example of the format for the generic container message will be described later in relation
to FIG. 6. Next, the WLAN performs an extensible authentication procedure (EAP) with a
mobile station which is attempting to acquire it. During the EAP with the mobile station,
the WLAN transmits the generic container message to the mobile station (step 408). The
WLAN formats and transmits the generic container message preferably in an ordered
fashion according to technology, network, and content/information (see Table 1 above).

FIG. 5 i1s a flowchart which describes a mobile station method for the

communication of cellular telecommunications network information between a WLAN and
-15-



Broadcast Information 1 Broadcast I nformation 2 Br oadcast
Information N Ot her Network 5 Broadcast Information 1 Table 1. An exanple
of the organi zed storage of cellular

the mobile station. The mobile station scans to identify available WLANS in its coverage

area and attempts to acquire one of them. Beginning at a start block 502, the mobile

receives a generic confainer message from the selected WLAN during an extensible

authentication procedure (EAP) (step 504). The mobile station decodes cellular network

5 information associated with one or more cellular networks from the generic container

message (step 506). The cellular network information is indeed network information

associated with the cellular network and may include various network attributes.

. Preferably, this cellular network information is broadcast information and includes

information that uniquely identifies a cellular network (e.g. a system identification (SID),

10 and/or a mobile country code (MCC) and mobile network code (MNC) pair). The cellular

network information may also include other information, such as available neighboring

cellular channels.

As the cellular network information may be from networks associated with different

cellular technologies and/or standards, the cellular network information received may vary

15 in content and format. For example, the cellular information content and format may be

based on 3™ Generation Partnership Project (3GPP), 3GPP2, or other suitable standard.

3GPP is known to define GSM/GPRS and UMTS standards, whereas 3GGP2 is known to

define IS-95, CDMA2000, and 1XRTT. Thus, the mobilé station may be configured to

receive and decode information in accordance with two or more different cellular

20  formats/protocols. Since technology-specific information in the generic container message

is identified by an appropriate identification, such as a technology/organization
identification, the mobile station uses this identification to decode appropriately.

Next, the mobile station stores this cellular network information in memory (step

508). Preferably, the mobile station stores the cellular network information in association

25  with an identifier of the WLAN (its set service identifier or SSID), preferably in an

organized fashion according to technology, network, and content/information (see Table 1

above ). The mobile station will retain storage of this information for all different WLANSs

that it encounters. The memory in which this information is stored may be a permanently-

installed memory device (e.g. Flash memory 224 of FIG. 2) or a removable memory device
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network information in the WLAN, al so an exanple of the order in which the
cellular network information is generally S transmtted in the generic
cont ai ner nessage by the WLAN, and al so an exanple of the organi zed storage
of cellular network information in the nobile station. The W.AN t hen
formats the cellular network information in a generic container 10 nessage
(step 406). As its name suggests, the generic container nessage i s not

t echnol ogy or standard-specific and may contain cellular network
information fromany one or nore of a variety of different cellular
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20  generic confainer message 602 includes a tag field 604, a version field 606, a length field
608, a technical/standards organization field 610, and a technology-specific container field
612. Tag field 604 contains data that identifies the message as a generic container message
(e.g. a number, a binary value, a string, etc.); version field 606 contains data that identifies a
(standards) version of generic container message 602; organization field 608 contains data
25  that identifies what fora defines the content and format of technology-specific container
612; length field 610 contains data that identifies a data length of technology-specific
container 612; and technology-speciﬁc container field 612 includes cellular broadcast
information which is specific to a particular cellular technology identified in oréanization

field 608. As shown in FIG. 6, one or more technology-specific containers may be
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15 in content and format. For exanple, the cellular information content and
format may be based on 3rd CGeneration Partnership Project (3GPP), 3GPP2, or
ot her suitable standard. 3GPP is known to define GSM GPRS and UMIS
standards, whereas 3GEP2 is known to define |15-95 CDMA2000, and DCRTT.
Thus, the nobile station may be configured to receive and decode
information in accordance with two or nore different cellular 20
format s/ protocols. Since technol ogy-specific information in the generic
contai ner nessage is identified by an appropriate identification, such as a

t echnol ogy/ o [ 1100 -] Efi | [ [ '

| dont 1 11 EHPRRRYAEHRT b SR OB mel B BT (ol OF 46 Babd B,

st ores t &dill® eletvdriy avagibblo ik thendoeerapd aen of then®WinalN) al@tgepitlbd 8yrrespomsdieg abl v,
the nobi]e station stores the cellular network infornation in _assgciation
25 wi th leAePdt TEmifatigh 19%&\%;'&?3%1? Pﬁgag’é?t‘%‘egﬁlﬁd@e Ui i PReF G, CoRERD) |

pr ef er abl¥pddlo ANnf@aibrZRfich @wNr.accordi ng to technol ogy, network, and
content/information (see Table 1 above ). The nobile station will retain
storage of thAs appirontgeiasis fomtaingr| mefisagecd@@nis \Bengwre”t athay thecieaisuherd s. The

menory ip_whi hi s i nf.ornatian. | . : - 11 ed
ronor . tboitat, S g intounfladh TR dchol By SR RGBS o2 Ry BE APt b3k

de\éi Ice (gﬁ[l&l@.stﬁﬁﬁﬁﬂ&ga’&ﬁ%ﬁg{l I\‘;Iﬂﬁﬁ is|2idmttif'mlcl iﬂaly?gdmﬁaag?ﬂﬁbkulgtﬁﬂ&leﬁlth@ightth%d I
Modul e M, a unlversa , O a Renpovabl e er ntit ul e
(R- Ul M) ) S0UTH 8EBESHS; ‘%OEtaE%eémea??gﬁ&bé i@%ﬂ’?%{eﬁ%go igpsagp fforgiat (4% s sReUivat i on

i ndefi ni LehhOtevedk) HBSdiMe! Ahd BBNatdGkISh QechRfBeRbpdctiicScdnbdifdr AR 9 MefoVer
time (e.q. ependln? on nmenory space avail ability and frequency of 5 use of
11

t he ithf oflerdbliedape defined bydiffsrent pellutas|standand aiganigativng. nTls mabilosation wesred in
t he nobi | o) i | il : patkrs from
the ool iyl B8 R8s LBl Reriicup 6Pl BEY e Brsipbuil )

| n parti gtiimiogytdpecific kohrimet a12.0Mdvehtegdonsigntheqfresehewehmadansrikxitieagd its

"hone" or other network i.n accordance w.th referred, network l.ist or
e gh s s A (o U Sereien: oF woeniaeh Bo AR e AN |
parti cul Bhginddig AR F&cs (Iﬁqﬁpﬁhcﬁéeﬂﬁ%gﬁdcﬁﬁ: BdicAle Wi 3GPR, Beppe) &€).ed net work

using a Network Access |ldentifier ( in the EAP. Thus, the EAP wth
receipt of thEbgyaIresage feBmtaion Leners sHHantaTICHYeMOBE NRA T i ¢ SRedlip)| ace

of a Congﬁ&gﬁ’i@gig z?t@axﬂii'{aﬂ sgﬂ%n; | 1e28usOT Rde &R !ﬂ%egén%}ii: Bk ﬁékéag% ar

network se . Thus, t e station provi the autonmatic
manual 1mageheodd entagffididhendet wshioldgy-spegificheoriifert buton hibe hghag. AN[thased on

the recei,ved MCC/MNC pairs and its hone ne rk,or pr LI ed .network |ist
(s g ContllepianidF e ripBF fyeSndd bohlafeptgeaE TfE 1S Spin B BT 0BG ls o) o
for a gegpeifiec celibaieboloBsHATRA/PREdcdl famaintthe tkchyolédiespbbibdbomaider wegi ved

at the npbile station. In this partjcul i’;\r exanpl e, ng ge%)eri c cont aj ner
mess#ye B0ImpHed udédtematie]ys ithq gresalic cellylar deginofogy| HrBRRroRoPle NS i el d

608, a tHaPA3)L/ HtANHRERS The Eh‘iﬂbﬁlgt égéll%nf l-flgﬁcllsd t@lﬁorﬁiﬁgo@ in the technology-

t echnol ogy-specific container fie . Tag field 604 contains data that

i dent i f i geciflieonvisnydichsends ghoeriahadag Géldas idepiiiienyoAg another sxamplbighe a
binary value, a strin etc.);. versi field 6 ontai ns .data that

ot 11 o5 cSuiteaPaepds Bplitst €6 Glact Fetiobtaf AR A ReliBld pflac

or gani za¢dn@dindrl ®ltOndtG8e GOrai 118 «dah andthet BRimpleetiic fdnedc wbmbinkoO hgsdgé | nes
the content and fornat of technol ogy-specifjc¢c cont a}i ner 6_%2; | ength field
610 dont irhdesateg fekthe vewianfidld.adengiyfeld. puige irchrolpattreris Gonapet £ i ¢
contai ner 612y ARgh /el AMHSRIREL ©f RO pABRY afpliBhitbrbdrd ihRAIADRS be

cel lular broadcast information which is specific to a particular cellular

t echnol ogsamipisnenly.i ekhose 06 slgdlninzthe iavihmiy efigctomgdificgtionisand vapations, toghe one or

nore techngl - cific contajner.s i akl v proymi i
generic %%ﬁ‘fugﬁeéﬁ%ﬁé L B'fad(egg%%%%}%‘gﬁc?%g&fﬁﬁé }lc%t%&cgﬁ\ﬂegﬁ%n hﬁ%t wor ks
avai | abl gestfibddterdnwethageind eRimnd intdnd ty\Edblacahibd Bgitabd dhanges o reelsimderdi Ng

| engt h and organi zation identifier. Each organization field identifies the
specific cellular technology informatign which follows it.




5As apparent, generic container nessage 602 is "generic" in that the
content and - format of the information in technol ogy-specific container 612
may be defined by any cellular standard organization which is identified in
organi zation field 608. Although the entire generic contai ner nmessage 602
has a predeterm ned nessage format (as this specific exanple reveals), the
content and format within technol ogy-specific container 612 is left 10
flexible to be defined by different cellular standard organi zations. The
nobil e station uses organization field 608 to select the appropriate

techni que for decoding the information in technol ogy-specific container
612. Advant ageously, the present technique is flexible and extensible and
allows for the separation of specification work between the Internet

Engi neer iGlAMBX Force (1ETF) and cellul ar-specific bodies (e.g. 3GPP,
3GPP2, etc.). 15 The nmessage format for generic container nessage 602 in
FIG 6 is a specific exanple only and variations are nunerous. For exanple,
the generic container message may include a tag field and a
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i nf or mat i G 1,0 GaldrAn Hevi ces, the nethod conprising:
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§pe0| fic

| east one 1t &5 q} or communi cation with a nobile
conmuni cdtB-USATEE jtcf’?e I Lﬁ ar Sietwork information including first

networ k i nformation _which jdent es rs{ ce ne rk he i r st
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t echnol oggueipeRIeatien t hErPP?QFrEom‘P’E%C tl'H:rf']S]tza fdar ™ ornatting a
generic c@u’cm!ﬁ‘@wmg@QW?%I (FRF x t echnol ogy- speci fic container fiel d,
t he technol ogy-specific container field being confi ured gf; contain the
first network 8nforPeei onethed of clpalismileti W eF | cgéBﬁFéFner
message tcobheinebi messaueunfuoathen fmpigises a h@"ﬁé‘f‘l’f&& &Plcl ai m
1, whereifiehe abfchf iteanddiiesi ry firstgcfrymat c‘aﬁt 5Pﬁeﬁ1ﬁ§§s&&§‘”86}?prl ses
transnittingothatgeneri c container nmessage in an authentication procedure
which utilizes an extensi ble authentication protocol (EAP). 3. The
met hod of claim 1, wherensthba gefier cdadmnt di,newhexedage ther t @NeFdApri ses
a first o&gﬁahgggton‘néﬁﬁ@e Wit Heade ntdolriped sasf | pst fivsbatdajfa t fdefidr st
network ipf,9kBliRRAtifies a first standard or standard organization
associated with the first network information.

5; The method of claim 1, wherein the WLAN is
operative in accordance with IEEE §02.11.
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4. The nmethod of claim 1, wherein the generic container nmessage further
conprises a first data field which identifies a first standard or standard
organi zati on associated with the first network information. 5. The
met hod of claim11, wherein the WLAN i s operative in accordance with | EEE
802. 11. 6. The nethod of claim11, wherein the generic container
nmessage further conprises a length field which indicates a length of the
first network information. - 7. The method of claim11l, wherein the
cellular network information is for use by the nobile comrunication device
in performng a network selection procedure to select one of the plurality
of networks for communi cati on. 8. Awreless |ocal area network
(WLAN) processor configured to communi cate network information to one or
nore nobi |l e communi cati on devices, the WLAN processor being configured to
obtain cellular network information associated with and identifying at
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communication standard;

format the generic container message to include a
technology-specific container field, the technology-
‘specifix: container field being configured to contain the

first network information;
and transmit the generic container message to the

mobile communication device.

9. The WLAN processor of claim 8, which is further
configured to tramsmit the generic container @essage
transmitting the generic container mnessage in an
authentication procedure which wutilizes an extensible
authentication protocol (EAP).

10. The WLAN processor of claim 8, wherein the
generic container message further comprises a first
organization field which identifies a first format of the
first network information.
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i nf or mati on. 14. The WLAN processor of claim8, wherein the cellular
network information is for use by the nobile comuni cation device in
perform ng a network sel ection procedure to select one of the plurality of

" networ ks for conmunication. 15. A method in a nobile comrunication
device for pr.ocessing network information froma wreless |ocal area
network (WLAN), the nmethod conprising the acts of: recei ving, from

the MAN, a generic container nmessage which includes network infornmation

associated with and identifying at | east one cellular network avail able for

communi cation with the nobile conmuni cati on device; and readi ng, from

t he generic container nessage, first network information which identifies a

first cellular network, the first network information being formatted in

accordance with a first comunication standard and i ncl udi ng network

attributes relevant to the first comunication standard, wherein the first

network information is technol ogy-specific to.the figst ¢o | calj.on

st andar d. 1116, Thee Meefbd R¥CIGSHMN 15° V\/r?&ae’l"li tte act.o tmreaéel%{levi ng the

generic ammeativer ceBsaiRer c MRRSages FREERYT ngoRE 3§ﬁr7c 2Bntai Here message

in an autfiieritd cahibeh pré@edtiEioni ch ufiiffles Shf siBl e BHRAHERT cat i on

protocol digdnization asppcipiedstifddtbe ELEFH B8YRRErein the generic

cont ai ner nmessage further conprises a first organization field whjch

i denti fi es a fixst for MEANIproRessos tohee bbbk § nfdrieh | %, operativy The

met hod ofyrladdoikdanadherigiin THEE @dPerlilc cont ai ner nessage further conprises

a first data field which identifies a first standard or standard

organi zati on agsocimHed WiAN theodéssdr nedvfor&laimorfat i vherein th® The

met hod of J 5,48t eb8nt AenePbinke sagammirthbirocatprisesi 2 ofbrst | ength

accor dance; i § hyhEEE §9@ithtes a £2Bst Thengehhod dfhecl £instiSpewnerikin the

generic CQ&Wigﬁssage further conprises a first length field which

indicates a first. length of the first network information. 21. The

net hod of claifg 15, pflr tipein COPPEESEEE: - of clapalf 8l aesennt Woki&

sel ecti on progedlir & 40,38l caln il e 18l UESET Lysof tel lunlear moBgnerks for

conmmuni Caﬁo,%gunggae 5 Oh the, Nel woy kK 'ﬁéﬁé}ﬁﬁiﬁ\- a network selection

' procedure to select one of the plurality of networks for
communication.

15. A method in a mobile communication device for
processing network information from a wireless local area
network (WLAN), the method comprising the acis of:

receiving, from the WLAN, a generic container message
which includes network information associated with anQ
identifying at least one cellular network available for
communication with the mobile communication device; and

reading, from the generic container message, first
network information which identifies a first cellular
network, the first network information being formatted in
accordance with a first communication standard and
including network attributes relevant to the first
communication standard, wherein the First network
information is technology-specific to the first
communication standard.

16. The method of claim 15, wherein the act of
receiving the generic container message comprises receiv%ng
the generic container message in an authenticat%on
procedure which utilizes an extensible authentication

protocol (EAP).
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22. A nobile comuni cation device, conprising: a controller; nmenory coupled
to the controller; a radio frequency (RF) transceiver coupled to the
controller; the RF transceiver being operative to receive, froma
wirel ess | ocal area network (W.AN), a generic contai ner nmessage which

i ncl udes network information associated with -and identifying at | east one
cellular network avail able for comunication with the nobile conmmunication
devi ce; and the controller being operative to read, fromthe generic
cont ai ner nessage, first network information which identifies a first
cellular network, the first network information being formatted in
accordance with a first communication standard and includi ng network
attributes relevant to the first comunication standard, wherein the first
network information is technol ogy-specific to the first comunication

st andar d. 23. The nobil e comuni cation device of claim22, wherein

the RF transceiver |s operatiyve to r celve ner L ai sage by
recei ving t he Ygener¥ ke ¢ Prthofer Ofe 5 ﬁ % ﬁc é $%€§§%

whi ch ut i¢ontaingr emﬁéﬁggm ef‘é’{ﬁlf‘?e‘ﬁt iC H'PF&ﬁeﬁro gﬁ

nobi | e cofiridd cebieh #8onbiibes cRaifArss, ﬁﬂﬁﬁﬁ&l?ﬁfﬁ?i} §% ﬁﬁﬂwgﬁﬁer
message fimfidmwmattionprises a first data field which identifies a first
format of the first network information. 25. The nobil e comuni cati on
devi ce of cl ai1s 23, Thehemsithathe afenetliagncodbai nwhkegeiBagebeur Eﬂ’é?r%‘brrprl ses
a first do¢mtdimér weisHadedefuirthes actinpxisesarmlarfdrst sfakdar field

or gani zatg®iclssashifieni ah fihestf igsAndwtdwrk shendard | enganization, The
nobi | e cogpdedLatéed gy itte fiddd; ndtiveirk sndjgermattiive.i n accordance with

| EEE 802. 11. 27. The nobil e comuni cation devi ce of claim 23, wherein
the generic cofdai Nefie MeShaRobUr t bEr COIEY | Sethaxdin st tlkagt hmbbile which
i ndi cat S gnhhfstat £69t Bedlickha d | 6péraeiver ini nicuordianee. with IRBE The
nmobi | e coggyny gation device of claim23, wherein the controller is further
operative to performa network selection procedure to select one of ‘the

plurality of cgbl ulﬁene‘hg\ﬁ%& fOf COIHAMI Cad | ORyHA%AG Oorhihe geabwaek

informatign.. sner message further comprises a first length field

which indicates a first length of the first network
information.

The

21. The method of claim 15, further comprising:
performing a network selection procedure to select one
of the plurality of cellular networks for communication
. based on the network information.

22. A mobile communication device, comprising:

a controller;

memory coupled to the controller;

a radio frequency (RF) transceiver coupled to the
controlier;

the RF transceiver being operative to receive, from a
wireless local area network (WLAN), a generic container
message which includes network information associated with
and identifying at least one cellular network available for
communication with the mobile communication device; and

the controller being operative to read, from the
generic container message, first network information which
jdentifies a first cellular network, the fixrst network
information being formatted in accordance with a first
communication standard and including network attributes
relevant to the first communication standard, wherein the
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29. A nethod in a nobile communication device for receiving and processing
network information froma plurality of wireless |ocal area networks
(WLANs), the method conprising the acts of: for each one of a plurality of
WLANS receiving, fromthe WLAN, a service set identifier (SSID)
whi ch identifies the MAN additionally receiving, fromthe WLAN, a
generi c contai ner nessage which includes network information associ ated
with and identifying at | east one cellular network avail able for
conmmuni cation, the network information including first network information
which identifies a first cellular network, the first network information
being formatted in accordance with a first comuni cati on standard and :
i ncluding network attributes relevant to the first conmunication standard,
and wherein the first network informati.on i s technol ogy-specific to the
first conmmunication standard; and storing the network information in
association with the SSID which jdent,ifi N PG} T net hod
of clainﬁégﬁtfuP?ﬁngEonEF¥€#WlFlon isafséthﬁ%gﬁﬁ?%??ﬁéf%?V&ﬁﬁh F%ghtified
by its SERBStHEPPBRRLAGtICRefkBIR2E r ection procedure to sel ect one of the
plurality of networks for communi cati.on using %\Fe_ net wog k infor | on
stored in ass@@-at The wrehifBe SSPPUBLSRREOW ARPVICE 9% S-fid ggggpd of
cl ai m 29 whetredai nthhe BEndHANSCHIHVET LS neREREFSG « F&r ﬁsﬁﬁ*Yges X first
data fielgknsviich | dentaines aMegsagest ahdar FHeSHRHar §P8r g i%n
associ at etbntitimetrhe meissegenetinor RN nAYLhaPLéFation P’B‘Q‘?eéf'ﬁg?ret%h
of 29, whengiil i rbicktensinbe eathentdeatden Bropesali (BAYh: accor dance
with | EEE 802. 11. 33. The nethod of claim 29, wherein the generic
cont ai ner nessege e hefobddrpr icveswaitatien edgvhcei epf wilalm Ml cates a
first | engidrin t BRef igenleriet vesdtainfer neessage further comprises a

first data field which identifies a first format of the

firet network information.

25. 'The mobile communication device of claim 23,
wherein the generic container message further comprises a
first data field which identifies a £first standard or
standard organization associated with the first network

information.

26. The mobile communication device of 23, which is
operative in accordance with IEEER 802.11.

27. The mobile communication device of claim 23,
wherein the generic container message further comprises a
first length field which indicates a first length of the
first network information.-

28. The mobile communication device of claim 23,
wherein the controller is further operative to perform a
network selection procedure to select one of the plurality
of cellular networks for communication based on the network

information.

29. A method in a mobile communication device for
receiving and processing network information from a
plurality of wireless local area networks (WLANs), the
method comprising the acts of:

for each one of a plurality of WLANs:

receiving, from the WLAN, a service set
identifier (SSID) which identifies the WLAN;
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additionally receiving, from the WLAN, a generic
container message which includes network information
 associated with and identifying at least one cellular
network available for communication, the network
information including first network information which
identifies a first cellular network, the first network
information being formatted in accordance with a first
communication standard and including network
attributes relevant to the first communication
standard, and wherein the first network information is
technology-specific to the first communication
standard; and ) .

storing the network information in association
with the SSID which identifies the WLAN.

30. The method of claim 29, further comprising:

after encountering a WLAN identified by its SS5ID:
performing a network selection procedure to select one of
the plurality of networks for communication using the
network information stored in association with the SSID of
the WLAN,

31. The method of claim 29, wherein the generic
container message further comprises a first data field
which identifies a first standard or standard organization
associated with the first network information.

32, The . method of 29, wherein the mobile
communication device is operative in accordance with IEEE
802.11.

33. The method of c¢laim 29, wherein the generic
container message further comprises a £first length field
which indicates a first length of the first network
information.
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