
METHODS AND APPARATUS FOR THE COMMUNICATION OF CELLULAR NETWORK INFORMATION
BETWEEN A WIRELESS LOCAL AREA NETWORK AND A MOBILE STATION 5 BACKGROUND
Field of the Invention The present invention relates generally to mobile
stations which communicate with cellular networks and wireless local area
networks (WLAN), and more particularly to the 10 communication of cellular
network information from one or more cellular networks to a mobile station
through a WLAN. Description of the Related Art Within the cellular industry
there is an initiative to configure wireless local area 15 networks (WLANs)
to communicate with cellular telecommunications networks so that mobile
stations may be able to access iboth cellular networks and WLANs which
provide a higher bandwidth. Traditionally, since WLANs were designed to
provide only wireless local networking, there have been no existing
protocols to provide advertisements to identify what cellular networks are
available to a mobile station. Such information would 20 be useful to
provide the mobile station with the ability to identify and switch between
different cellular networks and/or cellular network technologies as
desired.       There is a further initiative to configure WLANs to be able
to communicate with one to many different 3rd Generation Partnership
Project (3GPP) networks. Such configuration requires that a Universal
Subscriber Identity Module (U-SIM) be utilized by 25 the mobile station to
identify the end user or subscriber. The U-SIM also contains information
that identifies preferred and forbidden cellular networks for the mobile
station, each stored as a Mobile Country Code (MCC) and Mobile Network Code
(MNC) pair. 



Over a wireless link, a WLAN typically broadcasts a textual string called a
service set identifier (SSID) to uniquely identify the WLAN to wireless
units. Today, most 30 WLANs have been deployed by corporations and wireless
Internet Service Providers (ISPs) who use their specific SSID for branding
or for "smart client" applications. Thus, WLAN -1-  operators are typically
reluctant to change their broadcast SSIDs, and it is difficult to broadcast
MCC/MNC pairs to mobile stations through WLANs without some protocol
modifications. Other cellular network information may be useful to wireless
units for making network selection decisions as well. 5The Internet
Engineering Task Force (IETF) has defined an Extensible Authentication
Protocol (EAP) in RFC-2284 for easy extensibility and maintenance of
authentication processes. There has been a proposal to extend the EAP
mechanism for it to provide Global System for Mobile communications (GSM)
network information. Several different cellular protocols for networks and
mobile stations exist, however, and techniques 10 to handle the
communication of all such information is needed.       Documents relevant
to the present application include (1) Haverinen et al., "Cellular Access
Control And Charging For Mobile Operator Wireless Local Area Networks",
IEEE Wireless Communications, IEEE Service Center, Piscataway, N.J. USA,
Vol. 9, no. 9, December 2002 (2002-12), pages 52-60, XP001143468 ISSN:
1070-9916; (2) US 15 2003/119481 Al, Ahmavaara KaIle et al., 26 June 2003;
and (3) Haverinen and Salowey, "EAP SIM Authentication,
draft-haverinen-pppext-eap-sim-12.txt", Network Working Group - Internet
Draft, [Online], 27 October 2003, pages 1-72, XP002275195 IETF, Retrieved
from the Internet at URL: http://www.ietf.
org/intemet-drafts/draft-haverinenpppext-eap-sim-12.txt, retrieved on 26
March 2004. Although these documents describe 20 conventional communication
and interaction between WLAN and mobile stations (e.g. the use of EAP),
they do not teach adequate solutions for communicating cellular network
broadcast information of varying cellular technologies to mobile stations
for network selection and other purposes. 25SUMMARY       Methods and
apparatus for the communication of cellular network information between a
wireless local area network (WLAN) and a mobile station are described
herein. In one illustrative example, the mobile station receives a generic
container message from the WLAN in an Extensible Authentication Protocol
(EAP). The generic container  message includes cellular network information
associated with one or more available cellular networks previously received
by the WLAN. The generic container message is not technology or
standard-specific and therefore it may contain cellular network information
from a variety of different cellular networks (e.g. 3GPP, 3GPP2, IETF,
etc.). The mobile 



5 station decodes the generic container message to identify and store the
cellular network information in its memory. Preferably, the cellular
network information includes information which identifies the cellular
networks (e.g. mobile network code and mobile country code) so that the
mobile station may appropriately select one of the many different cellular
networks for communication. 10 BRIEF DESCRIPTION OF THE DRAWINGS
Embodiments of present invention will now be described by way of example
with reference to attached figures, wherein:          FIG. 1 is a block
diagram which illustrates pertinent components of a mobile station 15 which
communicates with one or more wireless communication networks; FIG. 2 is a
more detailed diagram of a preferred mobile station of FIG. 1; FIG. 3 is a
system diagram which illustrates the mobile station communicating with one
or more wireless local area networks (WLANs) which communicate with the one
or more cellular networks; 20FIG. 4 is a flowchart which describes a WLAN
method for the communication of cellular network information;       FIG. 5
is a flowchart which describes a mobile station method for the
communication of cellular network information;           FIG. 6 is one
example of a message format for a generic container message 25 transmitted
by the WLAN and received at the mobile station; and       FIG. 7 is another
example of a message format for a generic container message transmitted by
the WLAN and received at the mobile station.  



DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS        Methods and
apparatus for the communication of cellular network information between a
wireless local area network (WLAN) and a mobile station are disclosed. In
one illustrative example, the mobile station receives a generic container
message from the 5 VVLAN in an extensible authentication procedure (EAP).
The generic container message includes cellular network information
associated with one or more available cellular networks previously received
by the WLAN. The generic container message is not technology or
standard-specific and therefore it may contain cellular network information
from a variety of different cellular networks. The mobile station decodes
the generic 10 container message to identify and store the cellular network
information in its memory. Preferably, the cellular network information
includes information which identifies the cellular networks (e.g. mobile
network code and mobile country code) so that the mobile station may
appropriately select one of the cellular networks for communication. FIG. 1
is a block diagram of a communication system 100 which includes a mobile 15
station 102 which communicates through a wireless communication network
104. Mobile station 102 preferably includes a visual display 112, a
keyboard 114, and perhaps one or more auxiliary user interfaces (UI) 116,
each of which is coupled to a controller 106. Controller 106 is also
coupled to radio frequency (RF) transceiver circuitry 108 and one or more
antennas 110. 20Typically, controller 106 is embodied as a central
processing unit (CPU) which runs operating system software in a memory
component (not shown). Controller 106 will normally control overall
operation of mobile station 102, whereas signal processing operations
associated with communication functions are typically performed in RF
transceiver circuitry 108. Controller 106 interfaces with device display
112 to display 25  received information, stored information, user inputs,
and the like. Keyboard 114, which may be a telephone type keypad or full
alphanumeric keyboard, is normally provided for entering data for storage
in mobile station 102, information for transmission to network 104, a
telephone number to place a telephone call, commands to be executed on
mobile station 102, and possibly other or different user inputs.
Mobile station 102 sends communication signals to and receives
communication signals from network 104 over a wireless link via antenna
110. RF transceiver circuitry 108 performs functions similar to those of a
radio network (RN) 128, including for example modulation/demodulation and
possibly encoding/decoding and encryption/decryption. It is 5 also
contemplated that RF transceiver circuitry 108 may perform certain
functions in addition to those performed by RN 128. In alternate
embodiments, RF Transceiver circuitry 108 may comprise a plurality of
subsets of components, each subset being configured to access a particular
type of network. For example, one subset of components in the RF
Transceiver circuitry 108 may be configured to access WLAN networks such as
10 802.11b, while a second subset of compenents in the RF transceiver
circuitry 108 may be configured to access wireless networks such as Code
Division Multiple Access (CDMA), CDMA2000, etc. It will be apparent to
those skilled in art that RF transceiver circuitry 108 will be adapted to
particular wireless network or networks in which mobile station 102 is
intended to operate. 15Mobile station 102 includes a battery interface 122
for receiving one or more rechargeable batteries 124. Battery 124 provides
electrical power to electrical circuitry in mobile station 102, and battery
interface 122 provides for a mechanical and electrical connection for
battery 124. Battery interface 122 is coupled to a regulator 126 which
regulates power to the device. Mobile station 102 also operates using a
memory module 



20  120, such as a Subscriber Identity Module (SIM), a Universal SIM
(U-SIM), or a Removable User Identity Module (R-UIM), which is connected to
or inserted in mobile station 102 at an interface 118.       Mobile station
102 may consist of a single unit, such as a data communication device, a
cellular telephone, a multiple-function communication device with data and
voice 25  communication capabilities, a personal digital assistant (FDA)
enabled for wireless communication, or a computer incorporating an internal
modem. Alternatively, mobile station 102 may be a multiple-module unit
comprising a plurality of separate components, including but in no way
limited to a computer or other device connected to a wireless modem. In
particular, for example, in the mobile station block diagram of FIG. 1, RF
transceiver circuitry 108 and antenna 110 may be implemented as a radio
modem unit that may be inserted into a port on a laptop computer. In this
case, the laptop computer would include display 112, keyboard 114, one or
more auxiliary UN 116, and controller 106 embodied as the computer's CPU.
It is also contemplated that a computer or other equipment not normally
capable of wireless communication may be adapted to connect to and
effectively assume control of RF transceiver circuitry 108 and antenna 110
of a single-unit device such as one of those described above. Such a mobile
station 102 may have a more particular implementation as described later in
relation to mobile station 202 of FIG. 2. 10Mobile station 102 communicates
in and through wireless communication network 104. Wireless communication
network 104 may operate in accordance with any suitable communication
technologies, such as Global Systems for Mobile communications (GSM),
General Packet Radio Service (GPRS), Universal Mobile Telecommunications
System (UMTS), Code Division Multiple Access (CDMA), I5-95, I5-2000,
CDMA2000, 802.11b, 15  802.11g, etc. or combinations thereof In the
particular embodiment of FIG. 1, wireless network 104 is a Third Generation
(3G) supported network based on Code Division Multiple Access (CDMA)
technologies. In particular, wireless network 104 is a CDMA2000 network
which includes fixed network components coupled as shown in FIG. 1.
Wireless network 104 of the CDMA2000-type includes a Radio Network (RN)
128, a 20 Mobile Switching Center (MSC) 130, a Signaling System 7 (SS7)
network 140, a Home Location Register/Authentication Center (HLR/AC) 138, a
Packet Data Serving Node (PDSN) 132, an IP network 134, and a Remote
Authentication Dial-In User Service (RADIUS) server 136. SS7 network 140 is
communicatively coupled to a network 142 (such as a Public Switched
Telephone Network or PSTN), whereas IP network is 25 communicatively
coupled to a network 144 (such as the Internet).       In the present
network embodiment (CDMA2000), mobile station 102 communicates with RN 128
which performs functions such as call-setup, call processing, and mobility
management. RN 128 includes a plurality of base station transceiver systems
that provide wireless network coverage for a particular coverage area
commonly referred to  as a "cell". A given base station transceiver system
of RN 128, such as the one shown in FIG. 1, transmits communication signals
to and receives communication signals from mobile stations within its cell.
The base station transceiver system 128 normally performs 



such functions as modulation and possibly encoding and/or encryption of
signals to be 5 transmitted to mobile stations in accordance with
particular, usually predetermined, communication protocols and parameters,
under control of its controller. The base station transceiver system
similarly demodulates and possibly decodes and decrypts, if necessary, any
communication signals received from mobile station 102 within its cell.
Communication protocols and parameters may vary between different networks.
For 10 example, one network may employ a different modulation scheme and
operate at different frequencies than other networks. The underlying
services may also differ based on its particular protocol revision.
The wireless link shown in communication system 100 of FIG. 1 represents
one or more different channels, typically different radio frequency (RF)
channels, and associated 15 protocols used between wireless network 104 and
mobile station 102. An RE channel is a limited resource that must be
conserved, typically due to limits in overall bandwidth and a limited
battery power of mobile station 102. Those skilled in art will appreciate
that a wireless network in actual practice may include hundreds of cells
depending upon desired overall expanse of network coverage. All pertinent
components may be connected by 20 multiple switches and routers (not
shown), controlled by multiple network controllers.       For all mobile
station's 102 registered with a network operator, permanent data (such as
mobile station 102 user's profile) as well as temporary data (such as
mobile station's 102 current location) are stored in a HLR/AC 138. In case
of a voice call to mobile station 102, HLR/AC 138 is queried to determine
the current location of mobile 25 station 102. A Visitor Location Register
(VLR) of MSC 130 is responsible for a group of location areas and stores
the data of those mobile stations that are currently in its area of
responsibility. This includes parts of the permanent mobile station data
that have been transmitted from HLR/AC 138 to the VLR for faster access.
However, the VLR of MSC 130 may also assign and store local data, such as
temporary identifications. Mobile station  102 is also authenticated on
system access by HLR/AC 138. In order to provide packet data services to
mobile station 102 in a CDMA2000-based network, RN 128 communicates with
PDSN 132. PDSN 132 provides access to the Internet 144 (or intranets,
Wireless Application Protocol (WAP) servers, etc.) through IP network 134.
PDSN 132 also 5 provides foreign agent (FA) functionality in mobile IP
networks as well as packet transport for virtual private networking. PDSN
132 has a range of IP addresses and performs W address management, session
maintenance, and optional caching. RADIUS server 136 is responsible for
performing functions related to authentication, authorization, and
accounting (AAA) of packet data services, and may be referred to as an AAA
sewer. 10 Those skilled in art will appreciate that wireless network 104
may be connected to other systems, possibly including other networks, not
explicitly shown in FIG. 1. A network will normally be transmitting at very
least some sort of paging and system information on an ongoing basis, even
if there is no actual packet data exchanged. Although the network consists
of many parts, these parts all work together to result in 15certain
behaviours at the wireless link.       FIG. 2 is a detailed block diagram
of a preferred mobile station 202. Mobile station 202 is preferably a
two-way communication device having at least voice and advanced data
communication capabilities, including the capability to communicate with
other computer systems. Depending on the functionality provided by mobile
station 202, it may be referred 20 to as a data messaging device, a two-way
pager, a cellular telephone with data messaging capabilities, a wireless
Internet appliance, or a data communication device (with or without
telephony capabilities). Mobile station 202 may communicate with any one of
a plurality of base station transceiver systems 200 within its geographic
coverage area. 



Mobile station 202 will normally incorporate a communication subsystem 211,
25 which includes a receiver 212, a transmitter 214, and associated
components, such as one or more (preferably embedded or internal) antenna
elements 216 and 218, local oscillators (L0s) 213, and a processing module
such as a digital signal processor (DSP) 220. Communication subsystem 211
is analogous to RF transceiver circuitry 108 and antenna 110 shown in FIG.
I. In alternate embodiments, communication subsystem 211 may  comprise a
plurality of subsets of receivers 212, transmitters 214 and associated
components, such as one or more antenna elements 216 and 218, and LOs 213,
each subset being configured to access a particular type of wireless
network. For example, one set could be configured to access WLANs, while
another set may be configured to access 5 wireless networks such as CDMA,
CDMA2000, etc. As will be apparent to those skilled in field of
communications, the particular design of communication subsystem 211
depends on the communication network or networks in which mobile station
202 is intended to operate. Mobile station 202 may send and receive
communication signals over the network 10 after required network
registration or activation procedures have been completed. Signals received
by antenna 216. through the network are input to receiver 212, which may
perform such common receiver functions as signal amplification, frequency
down conversion, filtering, channel selection, and like, and in example
shown in FIG. 2, analog-to-digital (AID) conversion. AID conversion of a
received signal allows more complex 15 communication functions such as
demodulation and decoding to be performed in DSP 220. In a similar manner,
signals to be transmitted are processed, including modulation and encoding,
for example, by DSP 220. These DSP-processed signals are input to
transmitter 214 for digital-to-analog (D/A) conversion, frequency up
conversion, filtering, amplification and transmission over communication
network via antenna 218. DSP 220 not 20 only processes communication
signals, but also provides for receiver and transmitter control. For
example, the gains applied to communication signals in receiver 212 and
transmitter 214 may be adaptively controlled through automatic gain control
algorithms implemented in DSP 220. Network access is associated with a
subscriber or user of mobile station 202, and 25 therefore mobile station
202 requires a memory module 262, such as a Subscriber Identity Module or
"SIM" card, a Universal SIM (U-SIM), or a Removable User Identity Module
(R-UIM), to be inserted in or connected to an interface 264 of mobile
station 202 in order to operate in the network. Since mobile station 202 is
a mobile battery-powered device, it also includes a battery interface 254
for receiving one or more rechargeable batteries 256. Such 



a battery 256 provides electrical power to most if not all electrical
circuitry in mobile station 202, and battery interface 254 provides for a
mechanical and electrical connection for it. The battery interface 254 is
coupled to a regulator (not shown in FIG. 2) which provides power V+ to all
of the circuitry. 5Mobile station 202 includes a microprocessor 238 (which
is one implementation of controller 106 of FIG. 1) which controls overall
operation of mobile station 202. This control includes network selection
techniques of the present application. Communication functions, including
at least data and voice communications, are performed through communication
subsystem 211. Microprocessor 238 also interacts with additional device 10
subsystems such as a display 222, a flash memory 224, a random access
memory (RAM) 226, auxiliary input/output (110) subsystems 228, a serial
port 230, a keyboard 232, a speaker 234, a microphone 236, a short-range
communications subsystem 240, and any other device subsystems generally
designated at 242. Some of the subsystems shown in FIG. 2 perform
communication-related functions, whereas other subsystems may provide 15
"resident" or on-device functions. Notably, some subsystems, such as
keyboard 232 and display 222, for example, may be used for both
communication-related functions, such as entering a text message for
transmission over a communication network, and device-resident functions
such as a calculator or task list. Operating system software used by
microprocessor 238 is preferably stored in a persistent store such as flash
memory 224, 20 which may alternatively be a read-only memory (ROM) or
similar storage element (not shown). Those skilled in the art will
appreciate that the operating system, specific device applications, or
parts thereof, may be temporarily loaded into a volatile store such as RAM
226. Microprocessor 238, in addition to its operating system functions,
preferably 25 enables execution of software applications on mobile station
202. A predetermined set of applications which control basic device
operations, including at least data and voice communication applications,
will normally be installed on mobile station 202 during its manufacture. A
preferred application that may be loaded onto mobile station 202 may be a
personal information manager (PFM) application having the ability to
organize and manage  data items relating to user such as, but not limited
to, e-mail, calendar events, voice mails, appointments, and task items.
Naturally, one or more memory stores are available on mobile station 202
and SIM 256 to facilitate storage of PIM data items and other information. 



5The PIM application preferably has the ability to send and receive data
items via the wireless network. In a preferred embodiment, PIM data items
are seamlessly integrated, synchronized, and updated via the wireless
network, with the mobile station user's corresponding data items stored
and/or associated with a host computer system thereby creating a mirrored
host computer on mobile station 202 with respect to such items. This is 10
especially advantageous where the host computer system is the mobile
station user's office computer system. Additional applications may also be
loaded onto mobile station 202 through network, an auxiliary I10 subsystem
228, serial port 230, short-range communications subsystem 240, or any
other suitable subsystem 242, and installed by a user in RAM 226 or
preferably a non-volatile store (not shown) for execution by  15
microprocessor 238. Such flexibility in application installation increases
the functionality of mobile station 202 and may provide enhanced on-device
functions, communication-related functions, or both. For example, secure
communication applications may enable electronic commerce functions and
other such financial transactions to be performed using mobile station 202.
20In a data communication mode, a received signal such as a text message,
an e-mail message, or web page download will be processed by communication
subsystem 211 and input to microprocessor 238. Microprocessor 238 will
preferably further process the signal for output to display 222 or
alternatively to auxiliary I70 device 228. A user of mobile station 202 may
also compose data items, such as e-mail messages, for example, using 25
keyboard 232 in conjunction with display 222 and possibly auxiliary I10
device 228. Keyboard 232 is preferably a complete alphanumeric keyboard
and/or telephone-type keypad. These composed items may be transmitted over
a communication network through communication subsystem 211.         For
voice communications, the overall operation of mobile station 202 is
substantially similar, except that the received signals would be output to
speaker 234 and signals for transmission would be generated by microphone
236. Alternative voice or audio I/O subsystems, such as a voice message
recording subsystem, may also be implemented on 5 mobile station 202.
Although voice or audio signal output is preferably accomplished primarily
through speaker 234, display 222 may also be used to provide an indication
of the identity of a calling party, duration of a voice call, or other
voice call related information, as some examples. Serial port 230 in FIG. 2
is normally implemented in a personal digital assistant 10 (PDA)-type
communication device for which synchronization with a user's desktop
computer is a desirable, albeit optional, component. Serial port 230
enables a user to set preferences through an external device or software
application and extends the capabilities of mobile station 202 by providing
for information or software downloads to mobile station 202 other than
through a wireless communication network. The alternate download path 15
may, for example, be used to load an encryption key onto mobile station 202
through a direct and thus reliable and trusted connection to thereby
provide secure device communication.       Short-range communications
subsystem 240 of FIG. 2 is an additional optional component which provides
for communication between mobile station 202 and different 20 systems or
devices, which need not necessarily be similar devices. For example,
subsystem 240 may include an infrared device and associated circuits and
components, or a BluetoothTM communication module to provide for
communication with similarly-enabled systems and devices. BluetoothTM is a
registered trademark of Bluetooth SIG, Inc. 



FIG. 3 is a system diagram 300 which illustrates mobile station 202
communicating 25 with one or more wireless local area networks (WLANs) 302
which communicate with the one or more cellular networks 200. The WLANs 302
shown in FIG. 3 include a first WLAN 304, a second 'WLAN 306, and a third
WLAN 308, although many others may be available for use by mobile station
202 in the same or different geographic region. Mobile station 202 and the
WLANs communicate over radio communication links, such as a radio
communication link 316 between mobile station 202 and WLAN 304. WLANs 302
are typically wire-connected to the Internet using traditional Telco
connections to provide higher bandwidth data communications for mobile
station 202. As shown, WLANs 304, 306, and 308 may receive information from
cellular networks 200 through wired 5 connections 310, 312, and 314,
respectively, or by other suitable means. VVLANs 302 may operate in
accordance with IEEE or ETSI standards, for example, although any suitable
communication technologies may be utilized. WLANs 302 may be positioned in
any suitable area or environment, and are typically found in coffee shops,
restaurants, hotels, airports, and company offices. Areas within which
WLANs 302 provide coverage may be 10referred to as "hot spots".       FIG.
4 is a flowchart which describes a WLAN method for the communication of
cellular telecommunications network information between the WLAN and a
mobile station. This method may be performed in the environment described
in relation to FIG. 3. Beginning at a start block 402, the WLAN receives
cellular network information associated 15 with one or more cellular
networks (step 404). The cellular network information may be received by
the WLAN directly from the different cellular networks or indirectly
through a database of the WLAN or the cellular networks. If the database
approach is utilized, the database may be populated either dynamically from
the cellular broadcast or manually via a user interface. The cellular
network information is indeed network information associated 20 with the
cellular network and may include various network attributes. Preferably,
the cellular network information includes network-identifying information
and/or attributes including information that uniquely identifies a cellular
network (e.g. a system identification (SID), and/or a mobile country code
(MCC) and mobile network code (MNC) pair). The cellular network information
may include other or additional information, such 25as available
neighboring cellular channels.       As cellular network information may be
received from networks associated with different cellular technologies
and/or standards, the cellular network information received may vary in
content and format. For example, the cellular format may be based on 3rd
Generation Partnership Project (3GPP), 3GPP2, or Internet Engineering Task
Force (IETF).  3GPP is known to define GSM/GPRS and UMTS standards, whereas
300P2 is known to define IS-95, CDMA2000, and OCRTT. Thus, the WLAN is
configured to receive cellular network information in accordance with two
or more different cellular communication protocols. The WLAN stores this
cellular network information in memory, preferably in an 5 organized
martner according to technology, network, and content (see Table 1 below).
TECHNOLOGY/ 



STANDARD NETWORK IDENTIFIER (e.g. SID) CELLULAR NETWORK INFORMATION 3GPP
Network I Broadcast Information 1   Broadcast Information 2   



Broadcast Information N  Network 2 Broadcast Information 1   Broadcast
Information 2      



Broadcast Information N  ...   Network M Broadcast Information 1
Broadcast Information 2      



Broadcast Information N 3GPP2 Network 3 Broadcast Information 1   Broadcast
Information 2   ...   Broadcast Information N  Network 4 



Broadcast Information 1   Broadcast Information 2   ...   Broadcast
Information N     Network P 



Broadcast Information 1   Broadcast Information 2      Broadcast
Information N Other Network 5 Broadcast Information 1  Table 1. An example
of the organized storage of cellular 



network information in the WLAN; also an example of the order in which the
cellular network information is generally S transmitted in the generic
container message by the WLAN; and also an example of the organized storage
of cellular network information in the mobile station. The WLAN then
formats the cellular network information in a generic container 10 message
(step 406). As its name suggests, the generic container message is not
technology or standard-specific and may contain cellular network
information from any one or more of a variety of different cellular
networks (e.g. 3GPP, 3GPP2, or other suitable standard).
Technology-specific information in the generic container message may be
identified by an appropriate identification, such as a
technology/organization identification. A particular 15 example of the
format for the generic container message will be described later in
relation to FIG. 6. Next, the WLAN performs an extensible authentication
procedure (EAP) with a mobile station which is attempting to acquire it.
During the EAP with the mobile station, the WLAN transmits the generic
container message to the mobile station (step 408). The WLAN formats and
transmits the generic container message preferably in an ordered 20 fashion
according to technology, network, and content/information (see Table 1
above). FIG. 5 is a flowchart which describes a mobile station method for
the communication of cellular telecommunications network information
between a WLAN and -15-   the mobile station. The mobile station scans to
identify available WLANs in its coverage area and attempts to acquire one
of them. Beginning at a start block 502, the mobile receives a generic
container message from the selected VVLAN during an extensible
authentication procedure (EAP) (step 504). The mobile station decodes
cellular network 5 information associated with one or more cellular
networks from the generic container message (step 506). The cellular
network information is indeed network information associated with the
cellular network and may include various network attributes. . Preferably,
this cellular network information is broadcast information and includes
information that uniquely identifies a cellular network (e.g. a system
identification (SID), 10 and/or a mobile country code (MCC) and mobile
network code (MNC) pair). The cellular network information may also include
other information, such as available neighboring cellular channels.
As the cellular network information may be from networks associated with
different cellular technologies and/or standards, the cellular network
information received may vary 



15 in content and format. For example, the cellular information content and
format may be based on 3rd Generation Partnership Project (3GPP), 3GPP2, or
other suitable standard. 3GPP is known to define GSM/GPRS and UMTS
standards, whereas 3GGP2 is known to define I5-95, CDMA2000, and DCRTT.
Thus, the mobile station may be configured to receive and decode
information in accordance with two or more different cellular 20
formats/protocols. Since technology-specific information in the generic
container message is identified by an appropriate identification, such as a
technology/organization identification, the mobile station uses this
identification to decode appropriately.       Next, the mobile station
stores this cellular network information in memory (step 508). Preferably,
the mobile station stores the cellular network information in association
25 with an identifier of the WLAN (its set service identifier or SSID),
preferably in an organized fashion according to technology, network, and
content/information (see Table 1 above ). The mobile station will retain
storage of this information for all different WLANs that it encounters. The
memory in which this information is stored may be a permanently-installed
memory device (e.g. Flash memory 224 of FIG. 2) or a removable memory
device   (e.g. memory 262 of FIG. 2 which may be a Subscriber Identity
Module (SIM), a Universal SIM (U-SIM), or a Removable User Identity Module
(R-UIM)). The mobile station may retain storage of all of this information
indefinitely or, alternatively, may delete some of this information over
time (e.g. depending on memory space availability and frequency of 5 use of
the information).       After the cellular network information is stored in
the mobile station, the mobile station may utilize the MCC/1\4NC pairs from
the cellular network information to perform network selection (step 510).
In particular, the mobile station selects one of these networks (e.g. its
"home" or other network in accordance with a preferred network list or
through 10 manual selection via a user interface) by signaling the WLAN. In
particular, the mobile station signals the MILAN with the selected network
using a Network Access Identifier (NAI) in the EAP. Thus, the EAP with
receipt of the generic container message having MCC/MNC pairs takes place
of a conventional scanning operation of the mobile station for cellular
network selection. Thus, the mobile station provides the automatic or
manual 15 selection of the network during the EAP through the WLAN based on
the received MCC/MNC pairs and its home network or preferred network list
(e.g. on its SIM or USIM).       FIG. 6 is one example of a message format
for a generic container message 602 transmitted by the MILAN and received
at the mobile station. In this particular example, 20 generic container
message 602 includes a tag field 604, a version field 606, a length field
608, a technical/standards organization field 610, and a
technology-specific container field 612. Tag field 604 contains data that
identifies the message as a generic container message (e.g. a number, a
binary value, a string, etc.); version field 606 contains data that
identifies a (standards) version of generic container message 602;
organization field 608 contains data 25 that identifies what fora defines
the content and format of technology-specific container 612; length field
610 contains data that identifies a data length of technology-specific
container 612; and technology-specific container field 612 includes
cellular broadcast information which is specific to a particular cellular
technology identified in organization field 608. As shown in FIG. 6, one or
more technology-specific containers may be  sequentially provided in
generic container message 602 (depending on the number of cellular networks
available in the coverage area of the WLAN) along with a corresponding
length and organization identifier. Each organization field identifies the
specific cellular technology information which follows it. 



5As apparent, generic container message 602 is "generic" in that the
content and format of the information in technology-specific container 612
may be defined by any cellular standard organization which is identified in
organization field 608. Although the entire generic container message 602
has a predetermined message format (as this specific example reveals), the
content and format within technology-specific container 612 is left 10
flexible to be defined by different cellular standard organizations. The
mobile station uses organization field 608 to select the appropriate
technique for decoding the information in technology-specific container
612. Advantageously, the present technique is flexible and extensible and
allows for the separation of specification work between the Internet
Engineering Task Force (IETF) and cellular-specific bodies (e.g. 3GPP,
3GPP2, etc.).  15 The message format for generic container message 602 in
FIG. 6 is a specific example only and variations are numerous. For example,
the generic container message may include a tag field and a
technology-specific container but not the others. This alternative example
of a generic container message 702 is shown in FIG. 7. In this case, the
specific cellular technology format/protocol found in the
technology-specific container may 20 be implied. Alternatively, the
specific cellular technology format/protocol may be indicated in the tag
field. The mobile station reads the information in the technology-specific
container which ends when another tag field is identified. As another
example, the generic container message includes a tag field, a version
field, and the technology-specific container but not the others. In even
another example, the generic container message 25includes a tag field, a
version field, a length field, and the technology-specific container.
The above-described embodiments of the present application are intended to
be examples only. Those of skill in the art may effect modifications and
variations to the particular embodiments without departing from the scope
of the application. The invention described herein in the recited claims
intend to embrace all suitable changes in technology.  CLAIMS:       1. A
method in a wireless local area network (WLAN) for communicating network
information to mobile communication devices, the method comprising:
obtaining cellular network information associated with and identifying at
least one cellular network available for communication with a mobile
communication device, the cellular network information including first
network information which identifies a first cellular network, the first
network information being formatted in accordance with a first
communication standard and including network attributes relevant to the
first communication standard, wherein the first network information is
technology-specific to the first communication standard;       formatting a
generic container message to include a technology-specific container field,
the technology-specific container field being configured to contain the
first network information; and       transmitting the generic container
message to the mobile communication device.        2. The method of claim
1, wherein the act of transmitting the generic container message comprises
transmitting the generic container message in an authentication procedure
which utilizes an extensible authentication protocol (EAP).       3. The
method of claim 1, wherein the generic container message further comprises
a first organization field which identifies a first format of the first
network information. 



4. The method of claim 1, wherein the generic container message further
comprises a first data field which identifies a first standard or standard
organization associated with the first network information.       5. The
method of claim 1, wherein the WLAN is operative in accordance with IEEE
802.11.        6. The method of claim 1, wherein the generic container
message further comprises a length field which indicates a length of the
first network information.       7. The method of claim 1, wherein the
cellular network information is for use by the mobile communication device
in performing a network selection procedure to select one of the plurality
of networks for communication.       8. A wireless local area network
(WLAN) processor configured to communicate network information to one or
more mobile communication devices, the WLAN processor being configured to
obtain cellular network information associated with and identifying at
least one cellular network available for communication with a mobile
communication device, the cellular network information including first
network information which identifies a first cellular network, the first
network information being formatted in accordance with a first
communication standard and including network attributes relevant to the
first communication standard, wherein the first network
informationistechnology-specifictothefirst communication standard;
format the generic container message to include a technology-specific
container field, the technology-specific container field being configured
to contain the first network information;       and transmit the generic
container message to the mobile communication device.       9. The MAN
processor of claim 8, which is further configured to transmit the generic
container message transmitting the generic container message in an
authentication procedure which utilizes an extensible authentication
protocol (EAP).      10. The WLAN processor of claim 8, wherein the generic
container message further comprises a first organization field which
identifies a first format of the first network information.        11. The
WLAN processor of claim 8, wherein the generic container message further
comprises a first data field which identifies a first standard or standard
organization associated with the first network.       12. The WLAN
processor of claim 8, which is operative 'in accordance with IEEE 802.11.
13. The WLAN processor of claim 8, wherein the generic container message
further comprises a first length field which indicates a first length of
the first network 



information.       14. The WLAN processor of claim 8, wherein the cellular
network information is for use by the mobile communication device in
performing a network selection procedure to select one of the plurality of
networks for communication.       15. A method in a mobile communication
device for processing network information from a wireless local area
network (WLAN), the method comprising the acts of:       receiving, from
the MAN, a generic container message which includes network information
associated with and identifying at least one cellular network available for
communication with the mobile communication device; and       reading, from
the generic container message, first network information which identifies a
first cellular network, the first network information being formatted in
accordance with a first communication standard and including network
attributes relevant to the first communication standard, wherein the first
network information is technology-specific to the first communication
standard.      16. The method of claim 15, wherein the act of receiving the
generic container message comprises receiving the generic container message
in an authentication procedure which utilizes an extensible authentication
protocol (EM').        17. The method of claim 15, wherein the generic
container message further comprises a first organization field which
identifies a first format of the first network information.       18. The
method of claim 15, wherein the generic container message further comprises
a first data field which identifies a first standard or standard
organization associated with the first network information.       19. The
method of15,wherein the mobile communication device is operative in
accordance with IEEE 802.11.       20. The method of claim 15, wherein the
generic container message further comprises a first length field which
indicates a first length of the first network information.       21. The
method of claim 15, further comprising: .       performing a network
selection procedure to seleat one of the plurality of cellular networks for
communication based on the network information. 



22. A mobile communication device, comprising: a controller; memory coupled
to the controller; a radio frequency (RF) transceiver coupled to the
controller;       the RF transceiver being operative to receive, from a
wireless local area network (WLAN), a generic container message which
includes network information associated with and identifying at least one
cellular network available for communication with the mobile communication
device; and      the controller being operative to read, from the generic
container message, first network information which identifies a first
cellular network, the first network information being formatted in
accordance with a first communication standard and including network
attributes relevant to the first communication standard, wherein the  first
network information is technology-specific to the first communication
standard.        23. The mobile communication device of claim 22, wherein
the RF transceiver is operative to receive the generic container message by
receiving the generic container message in an authentication procedure
which utilizes an extensible authentication protocol (RAP).        24. The
mobile communication device of claim 23, wherein the generic container
message further comprises a first data field which identifies a first
format of the first network information.       25. The mobile communication
device of claim 23, wherein the generic container message further comprises
a first data field which identifies a first standard or standard
organization associated with the first network information.       26. The
mobile communication device of 23, which is operative in accordance with
IEEE 802.11.       27. The mobile communication device of claim 23, wherein
the generic container message further comprises a first length field which
indicates a first length of the first network information.       28. The
mobile communication device of claim 23, wherein the controller is further
operative to perform a network selection procedure to select one of the
plurality of cellular networks for communication based on the network
information. 



29. A method in a mobile communication device for receiving and processing
network information from a plurality of wireless local area networks
(WLANs), the method comprising the acts of: for each one of a plurality of
WLANs:       receiving, from the WLAN, a service set identifier (SSID)
which identifies the MAN:         additionally receiving, from the WLAN, a
generic container message which includes network information associated
with and identifying at least one cellular network available for
communication, the network information including first network information
which identifies a first cellular network, the first network information
being formatted in accordance with a first communication standard and
including network attributes relevant to the first communication standard,
and wherein the first network information is technology-specific to the
first communication standard; and       storing the network information in
association with the SSID which identifies the WLAN.       30. The method
of claim 29, further comprising:      after encountering a WLAN identified
by its SSID: performing a network selection procedure to select one of the
plurality of networks for communication using the network information
stored in association with the SSID of the WLAN.       31. The method of
claim 29, wherein the generic container message further comprises a first
data field which identifies a first standard or standard organization
associated with the first network information.       32. Themethod
of29,wherein the mobile communication device is operative in accordance
with IEEE 802.11.       33. The method of claim 29, wherein the generic
container message further comprises a first length field which indicates a
first length of the first network information. 




