| NFORMATI ON PROCESSI NG APPARATUS, | NFORVATI ON
PROCESSI NG METHOD, AND PROGRAM CROSS REFERENCES TO
RELATED APPLI CATI ONS The present invention contains
subject matter related to Jipanese Pat ent Application
JP2005- 235413 filed in the Japanese Patent O fice on
August 15, 2005 the entire contents of which are

i ncor porated herein by reference. BACKGROUND OF THE
I NVENTION 1. Field of the Invention The present

invention relates to an infornation rocessin
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contents of which are incorporated herein by reference.

BACKGROUND OF THE INVENTION
1. Pield of the Invention

The present invention relates to an information
processing apparatus, an information processing method, and
a program. More particularly, the present invention relates
to an information processing apparatus for facilitating the
use of IC chips, to an information processing method for use
with the information processing apparatus, and tc a program
for use with the information processing method.
.2. bescription of the Related Art

In recent years, mobile phones, IC cards, and the like,
in which a non-contact IC chip such as FeliCa (registered
trademark) is incorporated, have become popular. For
example, a user can easily make a payment using electronic
money by simply holding a cellular phone or the like up to a

terminal (reader/writer) disposed in a shop.




noney by sinply holding a cellular phone or the Iike
up to a termnal (reader/witer) disposed in a shop.
2 Such processing (for exanple, a paynent process
using el ectronic nmoney) in gn ICchip is realized as a
result of the follow ng: a predeterm ned nenory area
of a nenory in an |IC chip is accessed and readi ng of
data stored therein or witing of data thereinto is
appropriately performed. The storage of the
predeterm ned data and the formation of the nenory
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ere the data i.s stored are perfornmed, for exanp
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3, is fornmed of one large nenory a

whe(Rer@enaktar ikekepred heeaped roshetieMely) exaff18, by an
menory area (hereinafter referred to as an "area O"y

IC-chap-iscol-pgiragkly 16ubakdi Aakack0 (bBersystepyBvihanghe
system 0, a system O key assigned to the system
services to be settled using electronic money).

Processing for configuring a general system will now be
described with reference to a flowchart in Fig. 1 (refer to
the IS07816 standard). The configuration of the general
system is realized, for example, by an IC-chip-incorporated
IC card issuer by controlling an IC chip 11 via a control
.apparatus 12, as shown in Fig. 2.

a memory 21 in the IC chip 11 before the general system
is configured, as shown in Fig. 3, is formed of one large
memory area (hereinafter referred to as a "system 0"), and a
memory area (hereinafter referred to as an "area 0") that is
logically subordinate to the system 0.

| In the system 0, a system 0 key assigned to the system
0, and definition information inclu&ing the version

information of the system 0 key are stored. In the area 0,

an area 0 key assigned to the area 0, and definition




0, and definition information including the version
informati on of the system O key are stored. In the
area 0, an area 0 key assigned to the area 0, and
definition 3 information iicluding t he version
information of the area O ey are stored. The genera
systemis configured in such a way that a portion of
the area 0 of the systemO is divided. Referring back
to Fig. 1, in step S1, the control apparatus 12
i ssues a conmand for specifying the IC chip 11. The
infopeatiprdinel edipd 19haceessben thefeyrien® ¢ i area 0
menory 21, and when the access is successful, the IC
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apparatus 12 performs nutual authentication for
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theagjﬁlem 0 of the memory 21 and the area 0 key of the area
0 provided directly below the system 0 in the IC chip 11.
The IC chip 11 reads the key version of the system 0 key
from the definition information of the system 0, also reads
the key version of theée area 0 key from the definition
information of the area 0 provided directly below the system
0, and returns them to the control apparatus 12.

In step S3, the control apparatus 12 performs mutual
authentication for configuring a general system with the IC
chip 11 by using the system 0 key and the area 0 key. The
control apparatus'12.holds the system 0 key and the area 0
key of predetermined versions; When the key version of the
held key corresponds to the key version obtained in step S2,

the control apparatus 12 can perform mutual authentication

with the IC chip 11 by using the system 0 key and the area 0




key of predeterm ned versions. \Wen the key version of

the held key corresponds to the key version obtai ned

in step S2, the control apparatus 12 can perform

nmut ual aut hentication mﬁth4the I C chip 11 by using

the system O key and the area 0 4 Kkey. \Wen the

mut ual authentication in step S3 is successful, in

step S4, the control apparatus 12 issues, to the IC

chip 11, a conmand for configuring a general system

starting from the area 0 of the systemO. This
keYcommand contains data indicating the size of the

geperal systemto be divided, which is encrypted
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and the area 0 key assigned to the area 0 formed directly
below the general system.

When the IC chip 11 receives the command for
configuring the general system from the control apparatus 12,
the IC chip 11 decodes the data contained in the command by
using the predetermined encryption keys generated bn the
basis of the system 0 key and the area key 0. Also, the IC
chip 11, as shown in Fig. 4, logically divides the general
system starting from the portion of the area 0 of the system
0, and stores, in the general system (memory area), the
" general system key cobtained as a result of the decoding,
definition information containing the version information of
the general system key, the area 0 key of the area 0 of the
general system, and definition information containing the
Version.informétion of the area 0 key.

Access to the configured general system (and the area




definition information containing the version
informati on of the general system key, the area 0 key
of the area 0 of the general system and definition
informati on containing the cversion information of the
area 0 key. Access to the configured general system
(and the area 5 0) is authenticated by the genera
system key of the general Systemand the area 0 key
thereof. Transm ssion or reception of data with

respect to , the area 0 of the general systemis
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are cases in which it is difficult to configure the

general system That is, in the related art, when the

SUMOREY aberrucontvaeriag t he general systemdiffers from
the owner of the systemO in the manner descri bed
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configure the general system wth
authentication is performed using the system 0 key and the
area 0 key (step S$S3) and information necessary for division
is encrypted using those keys and transmitted or received
(step S4), when an operator configuring the general system
does not have the system 0 key and the area 0 key thereof
unlike the owner of the system 0, there are cases in which
it is difficult to configure the general system.

That is, in the related art, when the operator
_configuring the general system differs from the owner of the
system 0 in the manner described above, there are cases in
which it is difficult to configure the general system, with
the result that the utilization of IC cards is limited.

The present invention has been made in view of such
circumstances. It is desirable that a general system is

capable of being configured even when an operator

configuring the general system is not an owner of the system




the result that the utilization of IC cards is
limted. The present invention has been nmade in view
of such <circunstances. It is desirable that a genera
systemis capable of being.configured even when an
operator configuring the g@neral systemis not an
owner of the system6 0. According to an enbodi nent
of the present invention, there is provided an
i nformati on processing apparatus for perform ng
processing on the basis of data stored in a
0. predetermned menory area, the information processing
apparatus including: neans for storing, for each
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is formed, and the encryption key being for encrypting
information which is transmitted or received when the memory
area is formed; means for authenticating the forming of the
memory area on the basis of the authentication key;
communication means for transmitting or receiving data
-encrypted using the encryption key; and means for forming
the memory area on the basis of data transmitted or received
by the communication means.

The authentication means may perform mutual
- authentication with a control apparatus for requesting the
formation of the memory area by using the authentication key,
and the communication means may receive data that has been
transmitted from the control apparatus and that has been
encrypted by the encryption key.

According to another embodiment of the present

invention, there is provided an information processing
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formati on of the nenory area by using the
aut henti cation key, and the conmunication neans nay
receive data that has been transmtted fromthe
control apparatus and that has been encrypted by the
encryption key. According to another enbodi nent of the
present invention, there is provided an information
processing 7 nethod including the steps of:
aut henticating formng of a nenory area to be stored
in.a nenory section on the basis of an authentication
metheg hecésdary toe atebenefcaribhenhepathes henniyg apeas
is fornmed; transmtting or receiving data encrypted
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the data transmtted or received in the step of the
invéh@nsem) tEhde Of s IOESF MidW 4 Noidersh e ©fudi¥®y the steps
of: authenticating forming of a memory area to be stored in
a memory section on the basis of an authentication key
necessary for authentication when the memory area is formed
transmitting or receiving data encrypted using an encryption
key for encrypting information transmitted or received when
the memory area is formed; and forming the memory area on
the basis of the data transmitted or received in the step of
the transmitting or receiving in the step of the
transmitting or receiving.

In the information processing apparatus, the

information processing method, and the program according to

the embodiments of the present invention, an authentication

“key for authentication necessary when a predetermined memory

area where data necessary for processing is to be stored is

to be formed, and an encryption key for encrypting



transmtting or receiving. In the information
processi ng apparatus, the information processing
nmet hod, and the program according to the enbodi nents
of the present invention, aut hentication key for
aut henti cati on necessary when a predeterm ned nenory
area where data necessary for processing is to be
stored is to be formed, and an encryption key for
“encrypting 8 infornmation transmitted or received when
., the menory area is formed are stored for each
lnfﬁﬁﬁaﬁéﬁﬁn¥réﬁﬁm@9tﬁ@rOﬁhF@ﬁeaveﬁeﬁhey Bhean¢sofvraeela is
the formation of the nenory area is authenticated on
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rapnsmtted or _received data As descrjbed, above,
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general system configuration process according to the
related @ fnedidhovd S AN Hdidd 3ln Sh@dS it of the
menory 21 of an IC ‘chip 11 of” Fig. 2;

present invention, even if, for example, a system 0 key is

not possessed, a general system can be configured.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a flowchart illustrating a general system
configuraticn process according toc the related art;

Fig. 2 illustrates a general system configuratién
process accdrding to the related art;

Fig. 3 shows an initial status of a memory 21 of an IC
chip 11 of Fig. 2;

Fig. 4 shows a general system configured in the IC chip
11;

Fig. 5 1s a block diagram showing an example of the
configuration of an IC chip 51 to which an embodiment of the
present invention is applied; |

Fig. 6 shows an initial status of a memory 63 of the IC

chip 51 of Fig. 5;




Fig. 4 shows a general systemconfigured in the IC
chip 11; Fig. 5 is a block diagram show ng an exanpl e
of the configuration of an IC chip 51 to which an
enbodi nent of the present invention is applied; Fig.
6 shows an initial status of a menory 63 of the IC
chip 51 of Fig. 5; 9 Fig. 7 shows the structure of
~data stored in a nmanagenent system 71 of Fig. 6; Fig.
8 is aflowhart illustrating a general system
configuration process according to an enbodi nent of
t hEigpr ésehPwpnlat soucEbge 9fi Hkbst phoesdaigenera
system configuration process according to an
mansgraRnre iy 6T Hd feddst- ifivention; and Fig. 10
shows a_general systemconfigured in the IC chip 51.
DESERr PYI €R eF FFRECPREFERRERS ENBDD! WERTSSBRF ot eSYStem
scribi.ng an enbodi nent qof the present _.invention
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t he spzpific el ements di sclosed in an enbodi nment

and .
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process according to an embodiment of the present invention;
and

Fig. 10 shows a general system configured in the IC

chip 51.

DESCRIPTION QOF THE PREFERRED EMBODIMENTS

Before describing an embodiment of the present
invention, the correspondence bétween the features of the
claims and the specific elements disclosed in an embodiment
of the present invention is discussed below. This
description is intended to assure that embodiments
supporting the claimed invention are described in this
specification. Thus, even if an element in the following
embodiments is not described as relating to a certain
feature of the present ihvention, that does not necessarily
mean that the element does not relate to that feature of the
claims. Conversely, even if an element is described herein
as relating to a certain feature of the claims, that does

not necessarily mean that the element does not relate to




speci fication. Thus, even if an elenent in the
follow ng enbodinents is not described as relating to
a certain feature of the present invention, that does
not necessarily nmean that:hye el enent does not relate
to that feature of the <clains. Conversely, even if an
el ement is described herein as relating to a certain
feature of the clains, that does not necessarily nean
that the el enent does not relate to 10 other features
of the clainms. An information processing apparatus
othggcdraitig SFo 04n thensddilent of the present invention
i ncl udes neans (for exanple, a managenent system 71
of 8 LB T 6P SPEPFRGS L 1Br 2PRAEAL HENAGEREAL REnE P t §1
faor which _a penory area,is to be  fornmed, an
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Fig. 5) for transmtting or receiving data encrypted
theushbgybbeoangeyptiren kewmpasd AEBASkage key of Fig. 10)
being for encrypting information which is transmitted or
received when the memory area is formed; means (for example,
an authentication section 64 of Fig. 5) for authenticating
the forming of the memory area on the basis of the
authentication key; communication means (for example, an RF
(Radio Freguency) section 62 of Fig. 5) for transmitting or
receiving data encrypted using the encryption key; and means
(for example, a controller 61 of Fig. 5) for forming the
memory area on the basis of data transmitted or received by
the communication means.

An information processing method and a program

according to embodiments of the present invention include
the steps of authenticating (for example, step S13 of Fig.

8) forming of a memory area to be stored in a memory section

on the basis of an authentication key necessary for




(for exanple, a controller 61 of Fig. 5) for formng
the nenory area on the basis of data transmtted or
received by the comunication neans. An infornmation
processi ng nethod and a progr am according to
enbodi nents of the present ‘i'nvention include the
steps of authenticating (for exanple, step S13 of Fig.
8) forming of a nenory area to be stored in a nenory
section on the basis of an authentication key
necessary for authentication when the nenory area is
AULPERidGa L PENYRENL ThE MEFOFECErERng S( ff@ﬁfm@ﬁanﬁwénsgwléﬁlng
S14 of .Fig. 8) .data _encrypted_using_an encryptlon key
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applied. The IC chip 51 is used in such a manner that it is

incorporated in, for example, an IC card, a mobile phone, or

the like.

A communication section 62 performs wireless

| communication to and from a reader/writer (not shown) wvia an
~antenna (not shown}, and communicates with a control
apparatus 52 (to be described later).

In a memory 63, a general system is configured as will
be described later, and in the configured general system
{(memory area}, information necessary for performing
predetermined processing is stored.

Fig. 6 shows an example of the data structure of the
memory 63 in the initial status (before the general system
is configured). In the memory 63 in the inifial status,

similarly to the case in Fig. 3, a system 0 and an area 0

are provided, and also, a memory area called a management




be described later, and in the configured genera
system (nmenory area), information necessary for
perform ng predeterm ned processing is stored. Fig. 6
shows an exanple of the datg structure of the nenory
63 in the initial status ( ore the general system
is configured). In the nenory 63 in the initia
status, simlarly to the case in Fig. 3, a systemO
and an area 0 are provided, and al so, a nenory area
call ed a managenent 12 system 71 is further provided.
SYsitem He AEndgerBRE $YSVeRE?L, the managenent system key
of _the, managenent system 71, definition informtion
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entity, and information necessary when a genera

issag¢sl em package key and an authorization key for each

management entity are stored in the management system 71.

Authorization keys are assigned in accordance with the
number of functions that the management entity is authorized
to use, and authentication is performed using this key. A
package key is assigned individually for each management
entity, and information necessary when a general system is
to be configured is encrypted using this key.

In the example of Fig. 6, a package key and
authorization keys are provided for each of a management
entity A (for example, an IC card issuer) and a management
entity B (for example, an IC chip manufacturer (owner of the
system 0)). Two authorization keys are assigned to the
management entity A, and three authorization keys are
assigned to the management entity B.

These pieces of information stored in the management




to be configured is encrypted using this key. In the
‘exanple of Fig. 6, a package key and authorization
keys are provided for each of a managenent entity A
(for exanple, an IC card iﬁéyer) and a managenent
entity B (for exanple, an chi p manuf acturer (owner
of the systemO)). Two authorization keys are
assigned to the managenent entity A and three
aut hori zati on keys are assigned to the nmanagenent
entity B. These pieces of information stored in the
sysh«arﬁabﬁn@m gRoreystenitarkogter by skows a i ediigel
forma hierarchical _structure, as shown in Fig. 7.
SLreredet erdf ndePHR obesEi%g (for exanple, a paynent
usi,ng el ectronic noney) to be perfornmed in the
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or a series of transaction I Cl en

in WRIERTERG dhalsd Sy a8 SNOMLAd Flg i s@Sr f esplld afi s

forn1ng a hierarchlcal_strycture al so for access to
purSeEd), Piteces Gfecd SMOFPBLS Ofed Nsidie J@npgenent gyst em 71

and registering the
plurality of services exist, the services are registered in
a hierarchical manner so that services to be performed for a
series of transactions can be efficiently performed.

That is, as shown in Fig. 7, as a result of forming a
hierarchical structure also for access to each piece of
information in the management system 71 and registering the
access in the same manner as for normal services, services
related to the formation of the general system can be
performed similarly to that for normal services.

Referring back to Fig. 5, the authentication section 64
authenticates access to the management system 71, the system
0, the area 0, the general system formed as will be
described later, and the like.

The controller 61 controls each section.

Next, a description will be given, with reference to a

- flowchart in Fig. 8, of a general system configuration




access in the sane manner as for normal services,
services related to the formati on of the genera
system can be perforned sinilarly to that for nornal
services. Referring back tg%{ the aut hentication
section 64 authenticates ess to t he managenent
system 71, the system 0, the area 0, the genera

systemforned as will be described later, and the
i ke. The controller 61 controls each section. Next, a
description will be given, with reference to a

Praqegifc Frae i ng go @n @ﬂb@dg@ﬁéﬁapfs¢§ﬁemngﬁﬁﬂtgumapn@ﬁon-
14 process according to an enbodi mrent of the present
Thy rﬁpéaﬁ%%ﬁératlme cdoiegGRACITEA SSHRE dénBeFIf c&Pste s T

performed under the authorization of a managenent
th%ﬂﬁq ARG 18k & méﬁagﬁ§§@€repﬁéFY|§§8§se§ﬁm9éeea@8

o9y B 3%l FuRgs For oy O CoRUPaCop et Brehs

| d I he |
mcre%&r%?e\ﬂb 2 P SOREr O Apflar deus 85 o gpisgY é%feOthhe
serfiey Ve Badireto M e RARNEnebf giRAEY V! 10

cornfPRAGGIRNG: hY Se T ;él 94 *vg‘él gﬁ@%%ng%ola%?%%u%h%z.

access 1S success chi P not les t

CORLT QL oBPRRY at e égne£oih§%1§g£g@§§f§b 8£668S - al Bommand
step 512, the control apparatus 52 1ssues a connand

forf @peRtraiiRigngnkheckeyiyersiontal eachnel Bh€accesses the
. managenent

management system 71 of the memory 63, and when the access

is successful, the IC chip 51 notifies the control apparatus

52 of the successful access.

In step 512, the contrel apparatus 52 issues a command
for obtaining the key version of each of the management
-system key of the management system 71, tﬁe area 0 key of
the area 0, the package key for the management entity A, and
one authorization key for the management entity A.

The IC chip 51 reads the key version of the management
system key from the definition information of the management
system 71, and also reads the key version of the area 0 key
from the definition information of the area 0 provided
directly below the management system 71.

Also, the IC chip 51 reads the key version of the

package key from the definiticon information of the package

“key for the management entity A, which is stored in the




system key of the managenent system 71, the area 0 key
of the area 0, the package key for the nanagenent
entity A, and one authorization key for the
managenent entity A. The I? chip 51 reads the key
ver si on of the managenent gysten1key fromthe
definition informati on of the managenent system 71,
and al so reads the key version of the area 0 key from
the definition information of the area 0 provided
. directly bel ow t he managenent system 71. Also, the IC
mang@epeslt peagent hes kayd valkse oreads tHee oot keres kay 9f dhe
the definition information of the package key for the
authehbgehent 6aYi f5OR thhmi edfinision elnfornaelas of one
managenent system 71, and al so reads the key version
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t he managenent entity ‘A. When t hese key versions
comiﬁhgfl esPeNtat s e KeVdy ersd A anded 4 ystsdre kel Zind tthe
area 0 key of a predetermined version, and the authorization
key foxr the management entity A. When these key versions
correspond to the key version obtained in step S12, 1t is
- possible to perform mutual authentication with the IC chip
51.

In step S14, the control apparatus 52 issues a command
for configuring a general system starting from the area 0 of
the system 0. This command contains data indicating the
size of the area to be divided, which is encrypted using the
package key of the key version corresponding to the key
version obtained in step S12, the general system key, and
- the area 0 key of the area 0 of the general system.

When the IC chip 51 receives a command for configuring

a general system from the control apparatus 52, the IC chip

51 decodes the data contained in the command by using the




possi ble to performnutual authentication with the IC
chip 51. In step S14, the control apparatus 52 issues
a coomand for configuring a general system starting
fromthe area O of the systemO. This command
contains data indicating t size of the area to be
di vided, which is encrypted using the package key of
the key version corresponding to the key version
obtained in step S12, the general systemkey, and the
area 0 key of the area O of the general system Wen
packheel Eewhi posicpédwri déyidesogndeneradoatpam agaraing
general systemfromthe control apparatus 52, the I1C
froghtpe peragéepdes the axea fomtathedsyateRelcammaRa@vByin
. using the 16 package key, logically divides the
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aut hentication wth the
divided into areas starting from the area 0 of the system 0.

That is, in the related art, when the general system is
to be divided into areas, mutual authentication with the IC
chip is performed by using the system 0 key and the area 0
key thereof, and information necessary for the division is
encrypted using those keys and transmitted or received.
According to an embodiment of the present invention, as
described above, authentication is performed using the
authecrization key for each management entity, and encryption
is performed using the packége key for each management
entity. The;efore, even 1f the operator configuring the
general system differs from the owner of the system 0, the
general system can be configured.

In this specification, the "information processing
apparatus" refers to an ICrchip for performing at least non-

contact IC card functions; an IC chip for performing non-




chip is performed by using the system O key and the
area 0 key thereof, and informati on necessary for the
division is encrypted using those keys and
transmtted or received. According to an enbodi nent
of the present invention, 3@ descri bed above,
aut hentication is perfornmed using the authorization
key for each managenent entity, and encryption is
performed using the package key for each managenent
entity. Therefore, even if the operator configuring
conthet é@n@aaﬁ §y@@bm@ﬂﬁfa@dsrea@ﬁr(ﬁélbahefuact@ﬁ@sr a
system 0, the eneral system can be configured. |n
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dule) and a U M (User I cation ) card,
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section is incorporated; a contact IC card having a
funteidhnake OB 1 sevtase therg8bipdPat&dehhPcontact IC
card having a terminal on the surface thereof; an IC chip
having functions identical to those of a contact/non-contact
IC card; or an information communication terminal apparatus,
such as a PHS (Personal Handyphone System} or a PDA
(Perscnal Digital Assistant), in which one of these IC chips
or IC cards 1is incorporated.

In the foregoing, a case in which an issuer that issues
IC cards configures a general system by using the key for
the management entity A has been described as an example.
It is alsc possible for the IC chip manufacturer to
configure the general system by using the package key and
the authorization key for the management entity B in the
above-described manner.

The series of processes described above can be carried

out not only by hardware but also by software. When the




havi ng functions identical to those of a
contact/non-contact |1C card; or an information
comuni cation term nal apparatus, such as a PHS
(Personal Handyphone Systeg% or a PDA (Personal
Digital Assistant), in whi one of these IC chips or
C cards is incorporated. In the foregoing, a case in
whi ch an issuer that issues |C cards configures a
general system by using the key for the managenent
entity A has been described as an exanple. It is also
Serpessphl Breersehe 1€ BRI penenufhed upet by Sebhfager e2
t he general system by using the package key and the
ProgiafofP2ati batkey tor thECHaRagbrelesentiey Brom 2he
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recordi ng medi um 1 ncl ude no processes carri ed

pro@iisdd tiPRiSErdes 1N Efﬁbd@éﬁié@@ﬂ}QHQ@rde§%$1B%§Qbrder
processes carried out in parallel or individually

but also processes carried out in parallel or individually
and not necessarily in time series.

It should be understood by those skilled in the art
that various modifications, combinations, sub-combinations
and alterations may occur depending on design requirements
and other factors insofar as they are within the scope of

‘the appended claims or the equivalents thereof.




and not necessarily in tine series. It should be
understood by those skilled in the art that various
nodi fi cati ons, combi nations, sub-conbinations and
alterations may occur depegging on design requirenents
and ot her factors insofar they are within the scope
of the appended clains or the equivalents thereof. 19
WHAT IS CLAIMED IS: 1. An information processing
apparatus for performng processing on the basis of
data stored in a predeterm ned nenory area, the

WHAT nfor wbR R0 pfBeessi ng appar atus conprising: neans
for storing, for each managenent entity for which a
menory area is to be fornmed, an authentication key and
an encryption key, the authentication key being

nekes S AT} REGRT DR WMRRPRE We gty Ritdpiing
forned, and the encryption key being for encryptin
PrOFREBi fi Pont i RRSTS O rARER £1RESOr P et P HEU WP TR
: nenory area is,f rnedé.neans for authenticaEing t he
memg By T F R of CPRe HERBISt HP R TR A B adr e 6L the
com yiggﬁéication key; conmuni cation means for
?rans tting or receiving data encrypted using the
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appar atus according to
encryption key, the authentication key being necessary for
authentication when the memory area is formed, and the
encryption key being for encrypting informaticn which is
transmitted or received when the memory area is formed;
means for authenticating the forming of the memory area
on the basis of the authentication key;
communication means for transmitting or receiving data
encrypted using the encryption key; and

means for forming the memory area on the basis of data

transmitted or received by the communication means.

2. The information processing apparatus accérding to
Claim 1,

wherein the authentication means performs mutual
authentication with a control apparatus for requesting the
forming of the memory area by using the authentication key,

the communication means receives data transmitted from




‘Claim1, wherein the authentication neans perforns
mutual authentication with a control apparatus for
requesting the formng of the nenory area by using
the aut hentication key, th?Oconnunication means
receives data transmtted from20 the contro
apparatus, the data being encrypted by the encryption
key, and the form ng nmeans decrypts the data received
by the communication nmeans by using the encryption
key and_fornms the nenory area on the basis of the
theqeppypPidaBBRR2TES ARPE nfoF AP ORI pPRCE¥RTPY Pt Hed
for use with an, information processing apparatus for
encﬁ@??b?ﬁi%%yprﬁﬁgssing on the basis of data stored in
a_ﬁieQEternined meno area, . .the informtion
protes
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using an encryption key for encrypting informtion

transmtted or received when the nenory area is
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the data transmitted or received in the step of the
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a processor for controlling

on the basis of data stored in a predetermined memory area,
the information processing method comprising the steps of:

authenticating forming of a memory area to be stored in
a memory section on the basis of an authentication key
necessary for authentication when the memory area is formed;

transmitting or receiving data encrypted using an
encryption key for encrypting information transmitted or
received when the memory area is formed; and

forming the memory area on the basis of the data

transmitted or received in the step of the transmitting or

receiving.

4, A prbgram for enabling a processor for controlling
-an information processing apparatus for performing
processing on the basis of data stored in a predetermined
memory area to execute the program comprising the steps of:

authenticating forming of a memory area to be stored in




an information processing apparatus for performng
processing on the basis of data stored in a
predeterm ned nenory area to execute the program
conprising the steps of: authenticating formng of a
menory area to be stored i 1 a menory section on
the basis of an authentication key necessary for
aut henti cati on when the nenory area is forned;
transmtting or receiving data encrypted using an
encryption key for encrypting information transnitted
a mgporyegeriednwhRBnthRebaBhbr yfareaaihenheatiandkey
form ng the nmenory area on the basis of the data
nec??§ﬁ§ﬁi??édaBFh?Q%éPQEHOPnWFﬁQ thgpugporpearea is formed;
transmtring or receivipng in the step of the
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which”is transmtted or received when  the nenory are

is formed; an authentication section configured to
aut henti cate
5. An information processing apparatus for performing

‘processing on the basis of data stored in a predetermined
memory area, the information processing apparatus
comprising:

a storage section configured to store, for each
management entity for which a memory area is to be formed,
an authentication key and an encryptiocn key, the
authentication key being necessary for éuthentication when
the memory area is formed, and the encryption key being for
encrypting information which is transmitted or received when
the memory are is formed;

an authentication section configured to authenticate
the forming of the memory area on the basis of the
authentication key;

a comﬁuﬁication secticon configured to transmit or

receive data encrypted using the encryption key; and




the formng of the nenory area on the basis of the

aut henticati on key; a conmunication section configured
to transmt or receive data encrypted using the
encryption key; and 22 a formng section configured
to formthe nmenory area on e basis of data
transmtted or received by the comunication section.

a forming section configured to form the memory area on
the basis of data transmitted or received by the

communication section.




