WD 03/009112 PCT/ JP02/ 07082 DESCRI PTI ON CONTENT USAGE DEVI CE AND NETWORK
SYSTEM AND LI CENSE | NFORMATI ON ACQUI SI TI ON METHOD 5 Technical Field The
present iwoeabiam rel ates to a content usage devi ce and aPCmaPIN7R8SYysSt em
and a license information acquisition nmethod for using a content which is
a digital work such as nusic and video using |icense information
distributed froma server, and further relates to 10 a technol ogy for
effective use of license information. Background Art In recent years,

systens that distribute contents @i tal works such as nusic,
vi deo and ganes via the |Internet ﬁOI?@ Eﬁglra?jtlgl broadcasti ng have been

devel opedCONTERTPASAGE DEVICE ANDI NETWIDRIK SYSTEMet A8H) LiKeENEdr
di stributing these contents, th | ogy of content usage control,
whi ch res&N?@RMAFEOHhMUéﬁle@M‘gm (pl ay/ pl ayback) times, noving
and copying of the distributed content, has al so been exam ned froma

vi ewpoi nt of 20 copyright protection, etc. The conventional systens, as
di scl gsedTechuticalapielebe Lai d- Open Patent Application Nos. 2000-48076 and

2000- 203439, ve been nodel ed.so that a,server .distri |.nf o tjon
(hereinafter reflefAHESEHHIVER 8H§‘@w?h‘?%;t§a? F§Ht%r1t%ﬂﬂ§§¢léeiﬁee\%:@§sélﬁr§ EJ{25 f or
content U§@BRoRrRIsYSEEM, CARdaacCivpéRBE WFBgMAtibA, acqdisitdnimalethyd 66r
content usage devices on a network system at hone (home network) use the

content ugs g Zf@mﬁejﬁnwdﬂ_iﬂhfiﬁrar_ﬂigiéﬁl Wt suahes My sie 2R WEePeHSHW as to
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ge device, Tan he con usage device

uses fghe Gmﬁolb?xﬂot efféditteasese rdfolicehsenirfelrthagionhe content usage
device itself. -1 03/009112 PCT/JP02/ 07082 However, according to the
conventional content usage device

Background Art

In recent years, systems that distribute contents that are

digital works such as music, video and games via the Internet or
15 digital broadcasting have been developed, and a part of them is now

in a phase for practical use. For distributing these contents, the

methodology of content usage control, which restricts the number of

reproduction (play/playback) times, moving and copying of the

distributed content, has also been examined from a viewpoint of
20 copyright protection, etc.

The conventional systems, as disclosed in the Japanese
Laid-Open Patent Application Nos. 2000-48076 and 2000-203439,
have been modeled so that a server distributes information
(hereinafter referred to as “license information”) that is necessary

25 for content usage and restricts a content usage rule, and a plurality
of content usage devices'on a network system at home (home
network) use the content using the license information distributed
from the server so as to reproduce it.

Also, the license information distributed from the server is

30 held by individual content usage device, and the content usage
device uses the content using the license information held by the
content usage device itself.



and network system only the content usage device that requests the server
to distribute the license information can receive the license information
and use iwOo0Jled112 s, the content usage device 5 cannot useCrheoxwnsent
using the license information distributed fromthe server if it does not
hold the license information in itself, even if the other content usage
device holds that license information. That is a problem Accordingly, the
obj ect of the present inventionis, in 10 consideration of the above

problem to prqyide c ty. e evi a

| i cense infor rra{?Wr?\gegqgﬁr%ﬁ}%ﬁaa@epﬂga&#ﬁe@pgg@P@%ﬁ‘%@s?ﬁéb%@ggg‘%

I nf or mat | Rd dh&twiopkt §g_sfér@m anlypaheecontenb ssdgeudevide Ithagnteguesis or der
to achi eve the above object, the conﬁ_ent usag?ﬂr devi ce accordi nﬂ{to t he

present iH@ni@oILl $0a dﬂéﬁ‘fibhltteuffxaée igansEe INfarQationofRNsySEEN G ntl % di ng
a plurallideRteCioftbeRlatiBRIBHTFYSERR. TRt EE tHNBHHENL @sage aBgicer via
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that i i stributed from. ide of .th t d d b
usage of HORMESETyRl RrtAsan oI aratienss IEanasin D ks °°
conpl i ancgy@htif thie E8heEARISHY 208 vPsE i dE I RONE @RS e | Af GtmMARi dPast

one nmanner of a sound, video and data, wherein the |icense managenent
uni t, upohhmédsiaiptghdenequest of license information fromthe out put

unit, requests i cense mapagensnd  ynite o not her .C .lsage deyice
to transfer thﬁ??%‘é‘ﬁ&ﬁynf gﬁ%ﬂ?&&?@n fa@ﬁ%i %J%%Fﬁet ﬁﬂé’gerrﬁsté&ﬁngg’r n@t(i on,
and passegoh5RI@eftio hedf | tifensieode 'Pﬁof)btdémt,i 06 peovite aitqotemt tusage the
out put unit uses a content in conpliance with the 1jicens_e i nfornation

passed frdavieR andensetWedKageskain, e .a lizepset M@ﬁﬁ?%@F@P@%‘Fm&
Accor di nOle P for EfterRRIGIGERIY IUsd Fifithatidif dibtiBltedAoRacaent
e ot he At USag | 0

unit of t r contée e ce
server.

15 Disclosure of Invention
In order to achieve the above object, the content usage
device according to the present invention is a content usage device
in a network system including a plurality of content usage devices
that are connected to one another via a communication network and
20 use a content which is a digital work, comprising: a license
management unit operable to hold license information that is
distributed from outside of the content usage device and enables
usage of a content; and an output unit operable to use a content in
compliance with license information and output the content in at
25 least one manner of a sound, video and data, wherein the license
management unit, upon receiving a request of license information
from the output unit, requests a license management unit of another
content usage device to transfer the license information and
acquires the license information, and passes the acquired license
30 information to the output unit, and the output unit uses a content in
compliance with the license information passed from the license
management unit.



transfer the license information and acquires it. That is, even if the

| i cense managenent unit of the content usage device does not hold 5 the

| i cense iwbasmediinbn, it acquires the license infornmation fPCcamPoixeosot her
content usage device. Therefore, a user can operate the content usage
device and use a content on the output unit of that content usage device,
and as a result, the license information can be used effectively. 10 Here,
the |icense nanagenent unit of the content usage device according to the

Cont ent usage dSRUETRAL nETes hnsd T RRnalRRAERR s el entst L e
license ipé@nsat heandgemene uniheasf Itheenstharamageentt uside dbeice heo

| i cense managenent unit 15 does not hol d, the Ilcensené_ﬁlaornatlon r.e uested
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usage ev ces to request 1t to transfer
t he Il5cer15hae illrmfemrsmtnﬁmmitl@mfmraacqwmaslﬂrff lilcemnseguibsfio rofaio v Bopuasthieng t he
| i cense rrar]}gerrent units of a f he cci_n usage devices to tr nsfer t he

t
li cense | M¥FMAAYEHaM RIS ‘FY\&? Al g@ern RECt i T MRE! feagRRERT %nm of
the cont epdnHSREY say ofeﬁléécé’ﬁﬁ' 19el® d&ﬁd@fteéﬁnthérky@fﬁu@fmlvmﬂthat

recei ving a request cense information fromthe |icense managenent
unit of tmmzesnbusegecdevm, andgs dowstdt, the higansairformatiofmeanibeense
managenent I t th?. quuests the license information, and when the

| i cense n‘éﬁ%ﬁeﬂfgﬁF NGRE judges the other |icense managenent unit

unautpor i zed, theré] agnsediotansgemahayentent obn tef tthe Qtdlﬂrenﬂ uw;a@
rranagerrent unit from acquiring the license information. |€chﬁor din l%%%
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fromthe Ilceaseemfamagwhemt, amdtaofuires tohetléoenseagforawtion omhehéone
network sgtsrtleelmlllcfe&sr]een%:gﬂtaarétmg%%%enigeYz\lll%:een the license management unit
15 does not hold the license information requested by the output unit.

Accordingly, the license management unit specifies only the
license management unit that holds the license information among a
plurality of the other content usage devices to request it to transfer
the license information. Therefore, a wasteful request of

20 requesting the license management units of all the content usage
devices to transfer the license information can be omitted.

Also, the license management unit of the content usage
device according to the present invention, upon receiving a request
of license information from the license management unit of the

25 other content usage device, authenticates the other license
management unit that requests the license information, and when
the license management unit judges the other license management
unit unauthorized, the license management unit prohibits the other
license management unit from acquiring the license information.

30 Accordingly, in a network system that is constructed using a
plurality of content usage devices at home, for instance, the content
usage device outside of the home cannot acquire the license



outside is judged unauthorized as a result of the authentication by the

| i cense managenent unit. Therefore, the license information 5 can be

pr event edwbDroaivdaer ng | eaked out. Here, the present inventipen/Jeenioe a
content usage device in a network systemincluding a plurality of content
usage devices that are connected to one another via a conmuni cation
network and use a content which is a digital wrk, conprising: a |icense
10 managenent unit operable to hold license information that is

distributed from outside of th devi
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uni't Eequesd %et‘bee{/emeaefmaﬂer@tlea&@duo'ut. of the other content usage
device to transter the license information and acquires it. That, i s, even
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on the output unit of that content, u e deyice, and.as [t
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usage devices Tand at |east one 30 second content usage device that are
connect eddistribngeahftoer otitsidecofnting cantentnesagekdgnNicesend eBAPLeS
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least one manner of a sound, video and data, wherein the output

15 unit requests the license management unit of the other content
usage device to transfer license information and acquires the license
information, and uses a content in compliance with the acquired
license information.

Accordingly, the output unit requests the license management

20 unit of the other content usage device to transfer the license
information and acquires it. That is, even if the license
management unit of the content usage device does not hold the
license information, the output unit of the content usage device can
acquire the license information from the other content usage device.

25 Therefore, a user can operate the content usage device and use a
content on the output unit of that content usage device, and as a
result, the license information can be used effectively.

Furthermore, the present invention can be a network system
comprising a plurality of first content usage devices and at least one

30 second content usage device that are connected to one another via
a communication network and use a content which is a digital work,

wherein the first content usage device includes: a license
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enabl es usage of a content; and an output unit operable to use a content
in conpliance with license information and output the 5 content in at |east
one mannewoOaB/oevisound, video and data, the second cont enPCrgRE07dEV I Ce

i ncludes the output unit only, the |license nmanagenent unit of the first
content usage device, upon receiving a request of license information from
the output unit of the first content usage device itself or the other
identical first content 1o usage device or the output unit of the second
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usage devi ce requests I cense managenent unit of the other firs

cont et usetedkvincatt teastargfermemner afnge sonfat,nyiden and z@taggthees

it. That | even if the |icens na n nit _of the first content
usage deviEsoGeLomsE o Bt FellmednthrdrsmetnoubRlE UnTt idf" e
nmanagenenficefsk ARAnagevheAttgit bfetse firdtocontent hsage dewieéharpdnr st
content usage device. Therefore, a user can operate the first content
usage devieceiyhadudsegdueshiaiiicensenafeimnadiondrempbheroutputunik otbheent

rage ?fj‘éﬁi?&t &%?1%?& aségéuhévié@?tgél‘fe&s?hei @El‘?éP‘?&leﬁ‘Ei{aﬂ“ﬁP& W3afent
Y. SO, assu that a user wants O operate e second cont ent
usagelodevusagendeviee ardbvg eottpan umik ofoth@weaorid cohtene ssege deviceent

usage device. In this case, even if the Iic_ns? nagenent_unit of the
first con'f%%eﬁg%g@edéww@hmars@gf-‘m@au&k oBF L€ Hatieeh St PRTENt: he
second Col?ﬁgab_ He998e QY itF8nstdr kha fic@hsetnfdGRAER A Yt NBdd @ftedoasenot

hold it, I'i cense nmanagenent unit can acquire the license I nformation
fromthe bcapse Honmatio0QENe REIIPIbL0FOZRIred fise nsenirfarnoabigan tevi ce.

e e o e O A L (TSROt RR YOS MRrSHhBHo A" hathd BEeBEEo"
15 unit uses a content in compliance with the passed license
information.

Accordingly, the license management unit of the first content
usage device requests the license management unit of the other first
content usage device to transfer the license information and

20 acquiresit. Thatis, even if the license management unit of the first
content usage device does not hold the license information, that
license management unit can acquire the license information from
the other first content usage device. Therefore, a user can operate
the first content usage device and use a content on the output unit

25 of the first content usage device, and as a result, the license
information can be used effectively. Also, assume that a user wants
to operate the second content usage device and use a content on the
output unit of the second content usage device. In this case, even
if the license management unit of the first content usage device that

30 is requested by the output unit of the second content usage device
to transfer the license information does not hold it, the license
management unit can acquire the license information from the other
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result, the license information can be used effectively. Note that the
present invention can be realized as a license 5 information acquisition
met hod bywetiBebwithe content usage device acquires the |i eemgeol/orher nati on
or a program for having a conputer performsteps of the nethod, and
distributed via a recording mnmediumsuch as a CD-ROM and a transm ssi on
medi um such as a comuni cation network. 10 Brief Description of Draw ngs
These and ot her objects, advantages and features of the invention wll

b t f the foll ow i pti t [
oot unct TBabaATHeTeuSAe TaKeg TR e Ut G st Ple content,
enbodi mepfy ¢het B%tgﬂ%eﬂhiip%f_ tRet decHhavncoasent Risadei dewick agnamashat

e

shows a structur f the entire system including %content usage device
and a netresukt,sifse dicenseiafegnedion ek HiSREhEMGCHYRYpr esent i nventi on.

Fig. 2 is a fupgt,io (o]} l.ag; : [ in
Fo 1 mg. snaletps M bR N0 Cah BE AR B RCEME ork
syst ey agpnsbawation R equikitibnomdthed by ohhich ithef nootenbalsayeckedicagr am
that shows how the |icense managenent units of thfe C Vi ces

) . A ] ont ent usage df
in the zEHresiheliseasednfoRgiation & g ProHaAD OLhauig aFgMRULES 5
sequence di adr S o] i C e di Ntyignid pdcd fEineont ent
usage de\Rdéc'ggirﬁﬂ Iéle nset %rﬁhgyﬁ?%{fn‘?ogé §ﬂ§mdlzgﬁﬂgig§®1 \{)M_'erat es to sngglrch
for the Irheenaen isuch red i2oGDsROM tareth,a tthansonisshen omgslitMirsYClhRs & es to
acquire |license _30_inforgati n. Fig. 6 is a schematic functional block
di agr am tINMHBIRAHON NERW O Ent ent out put units of the content usage

deviggs in the network -6 WO 03/009112 PCT/JP02/07082 system as shown in

Fi g. make searches. Fig. 7 is a sequence diagramthat shows how the
content Brief Description of Drawings

These and other objects, advantages and features of the
invention will become apparent from the following description
thereof taken in conjunction with the accompanying drawings that

15 illustrate a specific embodiment of the invention. In the Drawings:

Fig.1 is a diagram that shows a structure of the entire system
including a content usage device and a network system according to
the embodiment of the present invention.

Fig. 2 is a functional block diagram of the entire system as

20 shown in Fig. 1.

Fig. 3 is a flowchart that shows overall operations in the
network system as shown in Fig. 1.

Fig. 4 is a schematic functional block diagram that shows how
the license management units of the content usage devices in the

95 network system as shown in Fig. 1 make searches.

Fig. 5 is a sequence diagram that shows how the license
management unit of the content usage device in the network system
as shown in Fig. 1 operates to search for the license information, and
then, the content output unit operates to acquire license

30 information.

Fig. 6 is a schematic functional block diagram that shows how

the content output units of the content usage devices in the network

-6-



output unit of the content usage device in the network systemas shown in
Fig. 1 operates to search for license information and 5 acquire it. Fig. 8
i s a descwpDpBiov|1di agram t hat shows a search nethod accordiragoyeosthe
broadcast nethod. Fig. 9 is a sequence diagramthat shows a searcher
operates to inquire of the |license managenent unit for the license 1o

i nformation. Fig. 10 is a sequence diagramthat shows how the searcher
operates to acquire license information fromthe |icense nanagenent unit.

Fig. 11 is descriptive.diaqgr t hat search method 15 according
to the séé{ﬁgﬁm &5 3@88"5‘% 'He%%oginrﬁiag(.e %ggﬁhgsdescri ptive di agram t hat
shows a sear chrjgt hods acsefdiehtd aibgeap i drapudiowst how theg.cortterd a
descriptive diagramthat shows a search nethod,

_ i accordin H(g the search
conmi ssi outpetthoait 26 the. canent uspge ﬂ@"ﬁﬁe‘rbléggr PBFW&’J F)ﬁéf%% &Shat
show sanples _of_o at4 o e\ Vit alhcsd -inFd e hS
descri pt iV %Pa&? aﬁﬁ[‘h @@%éé{eg gcgrrp égjg‘g?' ﬁg\?vallgﬁgscg)gpg%tﬂﬂlﬁg%g gg\(/ji ce
are wpen gde)iresitong to a plurality of user domains. 25 Fig. 16 is a

di that sh how the i t unit t
perform distri Bili on s ARNCH BHYSedia GEANELRAE 1110 Wona e Fe R IReE ity  am

t hat sho I h [ managenment unit operates to request
Seuaiy 6 Shephoadbast nemear

t he server e license information. Fig. 18 is a
descriptive di &ga® that sequen deodiageaethvat showsta seatehercope et

LT gl 0ok OB RETAR CRATRSRaT A, At RIS st
commijgsi Qo FRfatFOAT €Nt usage

Fig. 10 is a sequence diagram that shows how the searcher
operates to acquire license information from the license
management unit.

Fig. 11 is a descriptive diagram that shows a search method

15 according to the sequential access method.

Fig. 12 is a descriptive diagram that shows a search method
according to the prior push method.

Fig. 13 is a descriptive diagram that shows a search method
according to the search commission method.

20 Fig. 14A ~ Fig. 14E are descriptive diagrams that show
samples of operations for renewing a domain list.

Fig. 15 is a descriptive diagram that shows a sample of how
the content usage device are when they belong to a plurality of user
domains.

25 Fig. 16 is a sequence diagram that shows how the license
management unit operates to perform distribution request
processing.

Fig. 17 is a descriptive diagram that shows a sample of how
the license management unit operates to request the server to

30 distribute the license information.

Fig. 18 is a descriptive diagram that shows how the servers
distribute the license information.
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device within the IP range to search. Fig. 20 is a descriptive diagramthat
shows anot her sanple of 5 how the content usage device out of the IP range
comi ssi OW® 0Blo@11zont ent usage device within the | P rangePCa/Jpeose. Fig.
21 is a functional block diagramof the entire systemin which a plurality
of content output units are connected directly to the |license managenent
unit. 10 Fig. 22 is a functional block diagramof the entire systemthat
shows how the system has one |icense managenent unit manage the |icense

I nf ' |l ively. Fig.. ' h | ' |
of the net vor kFidy dbia hestrEuRe A ERTAL sHEMER IR, (i Rpnferr o

plural it Yigdlge Laviel! 8l BR(NE TPFaRgeBeamMidsidies s oomenRiusabe
| nventi on e content usage device and the network system according to the

embodi nemtevitet withinebleatIR napge th s@arnchbe expl ai ned bel ow, 20 with

ntire Syst om FePebi IeBHE fifa Bl SholgahdrRsinpe of e

entire system 1% evi ce and the networKkK system

accor gi nghdW tHe comreditnashgel debecoaseof theyePtrianyge Toire neissio s dyst em i s
a systemfor using a content at horn?\,@( 25 which is a digital work such as
musi ¢ or contentausagendevice within thedB rade f9r 68arghi's system

distributes a A ’i§aa’|‘q’uin'&|d‘r‘\jé’ls bfock Hi¥ rat?Gbf BRE SRAPEA PStdCRNSE
or ent d

i nformati on ne sary usage of the con , and a network system
accor di ngvhich ke ppueskty ofeaboadentrauimet einias tarre conmeced dierctividife

net wor k 300"}_ that is 30 connEct ed to the server 100 via a broadband
net wor k. theelicensenBrBRRCERBNE Ui thet work systemin which any of a

plurghity of tesigi nal | Vlﬁﬁ?@t‘bﬁéﬂﬁdckfﬂié hame ofathaisntitesygordmnthat 8 WO
03/ 03@112 PCT/ Tﬁ%?gi?bégg f i strli buted from tghe server 100 usisrz_llg the |icense

i nf or mat igirowShhew fibiee systent @D e digems e na nagRMFR e WYt 70 NART udi ng
an  ADSL \iediledsd ihRSHARERN BT d@Nefpnt ent usage devices 1-4

Fig. 23 is a schematic functional block diagram of the network
system including one license management unit and a plurality of
15 content output units.

Best Mode for Carrying Out the Invention

The content usage device and the network system according

to the embodiment of the present invention will be explained below,
20 with reference to the figures.

Fig.1 is a diagram that shows a structure of the entire system
including the content usage device and the network system
according to the embodiment of the present invention.

This entire system is a system for using a content at home,

95 which is a digital work such as music or video distributed from an
external source. This system distributes a content, and includes a
server 100 that generates license information necessary for usage
of the content, and a network system according to the present
embodiment (hereinafter refer‘red to as “home network 300”) that is

30 connected to the server 100 via a broadband network.

The home network 300 is a network system in which any of a
plurality of terminal devices located in a home can use the content
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according to the present enbodi ment that use the content 5 distributed from
the server 100 using the above-nentioned |icense information, is

conf i gur eaoion/o0e2 home. Data is sent and received betweemCrheoxaongent
usage devices 1-4 and the server 100 via the home gateway 200. Here, the
hone gateway 200 having a firewall function keeps security of the content
usage devices 1-4. 10 Fig. 2 is a functional block diagramof the entire
systemas shown in Fig. 1. The server 100 includes a license unit 120 that

generates,. li.cense information an L ST es .ent 1. 110
Phat ot iskBEEEs, HOB TS RENER IO LB | Lk bR rfREHER:  yPhls 1
servers H¥melhfetapotien800ni indil@ihgchutwsnat gatawtay 200r ageluding @t

stores a |l ot of encrypted contents, and_a sendin Emd recei,vi g(geunit t hat

recei ves_/&DSénMQﬂedmstfpirbLﬂSW%qéé‘Q faHy SeR&sn h‘_ésﬁ‘@‘auggf’ S cortent .
20 The | ILCORRiHG! L rd23nienchrdesntt drfBRkient CRABL! U MRheCcomiNE at i on

managerrp genera e reque I'I cense ormati on and
manage i tdisarithesiefichmgthedemer Y00gusitid thieaabovecengntiored llicenss

i nformation request and instructs. the |jcense _jnformati ti
managermerdNfaRMationgdfsaREaRed, %@ﬁ?eho%‘gi ndﬁnﬁ?ggga&én%gﬂg ggél(g%'lqu%

gener at e%éﬂ@é@ﬁetﬂé‘f&f HtOflsaYBede di &Ll ~PUrFhaSEe ek eenB0 ivigl it ng a
wi de range o usage rule for uSing a content, the license infornmation

?ﬁner at i ]E)‘morrrealg?gemea(ij 2001 dtare,dites homegi gatewalyi 20Rsbavingmntirewall
ereinafter referred to as.ili r i Lon" | t 30
rule as .ér‘crthéﬂH. oFHs ??‘.:u'a%eocffﬂigtfsowq(}tqﬁgégg %Iﬁg?%%gn%e’ﬁta?ugzgg? t he
| i cenge i nf or matjigom g@nar fin elo AANAKSRNH i 4gidme of sthaaitenti ré wysienoras

corresponding to"a requested part of the usage rule -9 WO 03/009112
PCT/ JPO2/$IT0®M fmdrigthle | i censer information, and combi nes the cut-out

usage TSt il SSUREEY POOTIANGRY EoTRRAIOUE 10D SRSLIgLAL:seed en
license information and distributes it, and a content unit 110 that
distributes the content and others. There may be a plurality of

15 servers 100.

The content unit 110 includes at least a storage unit that
stores a lot of encrypted contents, and a sending and receiving unit
that receives a content distribution request and sends the requested
content.

20 The license unit 120 includes at least a license information
generation management unit that generates the requested license
information and manage it, and a sending and receiving unit that
receives the license information request and instructs the license
information generation management unit to generate the license

25 information, and sends the generated license information.

When a user purchases a license including a wide range of
usage rule for using a content, the license information generation
management unit generates original -license information
(hereinafter referred to as “licenser information”) having the usage

30 rule as data and holds it. Once the user requests the content usage,
the license information generation management unit cuts out
information corresponding to a requested part of the usage rule
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In other words, the license information, which is information 5 |icensed
by conbining the details of a part (cut-out part) of the wusage rule

i ndi cat eawbysiwbE 12 i censer information with the decrypti onPCHapo2/@&ngbl es t he
user to use the content. Mre specifically, it includes information such
as a nunber of reproducible tines for a predeterm ned content
(reproducible 3 times, for instance), 10 reproduci ble dates or a tine
period for a predeterm ned content (reproducible until June 30, 2001, for

(1 epr ocutiastiothss e rser it ERaPifAnf b [¥s BPIRHeb D afe vk

i nstancelyitfos §3aFPpEionky &otFespbwidihgses theeaserymied ropnterit tos
"only 10-time reproduction of a novie content is |icensed", the |icense

i nf or nat g@neyaterthe dicensadef@rmaliin. of the license unit 120 generates

the licenser infao | | ndi I d -ﬁﬂﬁﬂgﬁ | fini ~h Q- it i

repr oducti on orna&{%}‘: glbc'J ’e'ﬁfé “g%cﬁ‘ﬂagf ds i ?Elg]r@ewthﬁ%h%gslyrfaf?qautégps t he
cont eﬁt 'I‘i%:@ﬁ;f ed gy | coadaingf thered etail g eoferatparh eutrendgp@eh) afmithecut s
out the information of the usage rule of . "1-tine reprqduction of a novie
cont ent " U@ rHEe indigriad Byn‘f_ HEENSEN HHPEHW‘HSWWéﬁhgﬁﬁe&)‘?ﬁ'fyeotdpn
(10-L1 e JRPr GRUHIANtAL GsefPYbCuSENkAR! cotténtencufyichapddtiestly, it
information’into that ~Indicating the usage rule of "9-time reproduction of
a novi e ¢naheded .inSrifati dersmele,ag lae nilinnbeseof nepraduichhleysiteest fona

managenent uni.t conbjines the cuj-out' infaor [ i h Lon key
of the d&Jgdaterm et eite hec%rr%%u‘i:'rl?ﬁgmtﬁg anf(ﬂ'g ?ﬁ%ﬁgﬁ%‘%\?’y

1-tigg T RY i ST leeplericd! foens qfed etednsigrats ddntient t he
sendlﬁﬁg gﬁgqﬁg?&eﬁlgd%ﬁeit of %t Egﬂl [ crpteenée uni t 1%%? 30 Meanwhi l e, %

content usapeodevikls untl ihwed, i200he fafohdskRAGR Kk aB .cgfrguéq g’ee
(e phe” BB BIATTERE Y £ RS RSB e L)
These cont@HowsPoe theyicaesulativé meyrodsctiba tiooepdoennstance) sets, VIRs,
L ers, el ey e S mele, wheR' Us2? plidchB2ed R¥&nsE RILXINSYeiise
content. /
15 “only 10-time reproduction of a movie content is licensed”, the
license information generation management unit of the license unit
120 generates the licenser information indicating the usage rule of
“10-time reproduction of a movie content” and holds it. Once the
user requests the content usage, the license information generation
20 management unit cuts out the information of the usage rule of
“{-time reproduction of a movie content” from the licenser
information indicating the usage rule of “10-time reproduction of a
movie content” and renews the licenser information into that
indicating the usage rule of “9-time reproduction of a movie content”.
25 Furthermore, the license information generation management unit
combines the cut-out information with the decryption key of the
content to generate the license information meaning that “only
1-time reproduction of a movie content is licensed”, and sends it to
the sending and receiving unit of the license unit 120.
30 Meanwhile, the content usage devices 1~4 included in the
home network 300 are STBs (set-top box), PCs (personal computer),

PDAs (personal digital assistant), and PDs (portable device), for
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Here, content usage neans specifically reproduction or 5 display of a
content, record of the content onto a recording nedium such as a DVD RAM
or an SD wBaswed1Di gital) nmenory card, noving of the contemtJpozvdsot hers.
Al so, four content usage devices 1-4 are connected by LAN or a local line.
10 For exanple, the hone gateway 200, the content usage device 1 and the
content usage device 2 are connected by LAN, have addresses of |pv6
(Internet Protocol version 6), for instance, respectively, and can

communi cate _directly w th each ofher coy di t o, TCPLI P anpdy S§ion
Cont r ol PREERREF/ | n%@l?ﬁﬁ? 9 toc'é??.s(éA #%%Q%Soflt he4com<ag1t QE%%ge%eo
devi ces fd@ﬁﬁ%fn%uﬂoaua%%fbtsby VIRsLANineées, Bslévisio mnmetni cabeditioect |y
with each other 1's hereinafter referred to as "IP range". Also, the

content Wsatfee ddvce i amy they dise énconsans: device 4 are connected by a

| ocal line purspant t f | nst t t rOTAR&i SRV 1
and the contenﬂjq gegﬂtt%q}% @Egbg c'g{r.]éﬁagﬂ(':% egﬁgfl:?@c?ggaﬁ%ltpl ne purlgﬁanc'?leto
i . Link (IEEBI3YHF a icontiemt) aecerd ¢hthé v meniteohtosagecdedingsnadidntan
respectively communi cate wth other conterﬁﬁfgﬂe devi ces ancg t he server

100 on t IfaldioRs a kY RoRAMOY aNaSR CRfEHI 6 t MERGLY R eMORTELt ed
to them OZfSﬁgg caoﬂt%qﬂ! élj\&eotHé]‘SOt her words, the content usage devices 1, 2

wi thin the fange are connected to the server 100 via the honme gateway
200 so as to rdgogfourlwerdentarsdge ditvices ~baueonnectehbydaABrer and
use it. The c gitent usage devices 3, 4 out of the IP range are 30
connect ed® 18C@h&N&rver 100 via the content usage devices 1, 2

respggti vel y cajlechesinifet hee bnoraealgdtedssy Sp08s ther equrtehtt isager ver
100 to distribute a contenf and use it. -11 WO 03/ 009112 PCT/ JP02/ 07082 The
content ubegicald\and the centert usagdiecdayice@nage gemnecigd bydANahax? ds

ﬁggnrsra ? ﬁ%&q&%ﬁ&g%@&@%ﬂ?;gﬁg; ﬁg?896861lt vEHBY! &Y trdeD jAStAR AUt Ut
respectively, and can communicate directly with each other
according to TCP/IP (Transmission Control Protocol/Internet
15 Protocol). A range of the content usage devices that are connected
by the LAN, etc. and can communicate directly with each other is
hereinafter referred to as “IP range”.

Also, the content usage device 2 and the content usage device
4 are connected by a local line pursuant to USB, for instance, the

20 content usage device 1 and the content usage device 3 are
connected by a local line pursuant to i.Link (IEEE1394), for instancé,
and the content usage devices 3, 4 can respectively communicate
with other content usage devices and the server 100 on the home
network 300 via a certain content usage device connected to them

25 by a local line.

In other words, the content usage devices 1, 2 within the IP
range are connected to the server 100 via the home gateway 200 so
as to request the server 100 directly to distribute a content and use
it. The content usage devices 3, 4 out of the IP range are

30 connected to the server 100 via the content usage devices 1, 2
respectively connected to them by local lines so as to request the
server 100 to distribute a content and use it.

-11-



server 100, requests the license management unit la to transfer the 5
license information to acquire it, uses the content using this license

i nf or mat iwo,03amd1dut puts the content in at |east one mann@CTGPO2/Eosnds,
videos and data. As in the case of the content usage device 1, the content
usage device 2 includes a |icense management unit 2a and a content output
unit 2b, the content usage device 3 includes a 10 |icense nanagenent unit
3a and a content output unit 3b. - On the other hand, the content usage

device 4 does not include a |i . '
it b only. R COREENEsppEcRYictnbdBrNes f lloTte JratFdngnt 0
content oiHipUf 5 WhdtShdds Ahd IxaATHY &S liceselddfonmidttoncandnd amzgnt 15
devices 1 "- 4 are hereinafter referred to as "function uRit%"fmm the

t he

col | ect i waltputBaok &b aseye oubpetti Breans that f&cei¥ss @Pgyo

li ke, and is r- f r i '
mnagemﬁ@ryﬁ&@(ﬁargéggﬁg tgﬁ Iggéﬂg? 'ﬁ?g{aion %ﬁﬁgbﬁé[‘: ofjﬂ‘i%‘tdsgf%gtt@b, 3b
?gdt ﬁg tqi%@ﬁ%& Iiﬁf[dﬂr?aﬂﬁﬁ} ltoﬁ(tap%trieoigé L&Edabhesmmanmusim@rthés iligfesySeat i on
content output units , anpd 4b, t | nt t the ri '
the |i cerlBEOTRSI ML i Hd PHEPU?E%,&%O‘&Q/BF@“FUW toteafb s “nafReh € or
the cont aihifid PUlqels bhd'Batal: ASH MR dhse BRdheatshidnt ashgerdedue
peci fically, he 1T7cense nanagenent units la, 2a and 3a send a content
decrypt i an, key conde usaps savicer® onchrdemadicgnse naradiemenintnisa

T cense’ and ot eancantian i Dot 2B Wik foPEhttsdde UAceDs ichides e |
t he %F‘tqmdeﬁé’é %bdﬁ(yéméﬁ,uam 33bafdda 4o tidetpan unitt Bbt - WNttHR such

as a liquid crystal splay screen or a 30 |oudspeaker that uses a content
and out puathesi beosl abhie scamtenblusage caiicat 4 @ﬁ@saneBdf‘FB-Fé%rﬁﬁ'@Lnﬁ%at

control s PanaRRIT vt §%a e B PTRoR ks oR " 55 | 0 Conpl i ance
with the acqui negtd ithensené i cense i orareagle it emtits Far, @aandaeandhidiet he
| i cense managenent unit |a of the . .
content output units 1b, 2b, 3b and 4b included in the content usage
15 devices 1 ~ 4 are hereinafter referred to as “function units”
collectively. Each of these function units includes CPU, ROM, RAM,
or the like, and is tamper-proofed by hardware or software.
When the license management units 1a, 2a and 3a permit the
content output units 1b, 2b, 3b and 4b to acquire license information
20 and send the license information to the content output units 1b, 2b,
3b and 4b, they interpret the right in the license information, that is,
convert it into a format available for the content output units 1b, 2b,
3b and 4b, and send it to them. More specifically, the license
management units 1a, 2a and 3a send a content decryption key and
25 necessary information such as time information defining 1-time
reproduction or quality control information among the license
information to the content output units 1b, 2b, 3b and 4b.
Each of the content output units 1b, 2b, 3b and 4b includes an
output unit 52 such as a liquid crystal display screen or a
30 loudspeaker that uses a content and outputs videos and sounds of
the content, and a control unit 51 that requests the license

information and the content to acquire them and controls the output
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content usage device 1 holds the license information distributed 5 from
the server 100 neaning that "only 1-tine reproduction of a novie content is
| i censed"wOmnoe1a2 user operates the content usage devi cePCTHIBIY@EpPs20duce
the content on the content usage device 1, the control unit 51 of the
content output unit Ib requests the |icense nanagenent unit la to transfer
the license information neaning 1o that "reproduction of a novie content is
i censed” or the license information that limts the.nunber of

Cont ont it Bengaaconnaianchodire d bl ThHeE, riPrflaftel et

out put umddnddhtacquires the license information held by the |icense
managenment unit |la 15 neaning that "only 1-tine reproduction if a_nmvi e
content is |ifarsexampben vhaen; thaskcaasagermaament dintkndacght uni t

I e

di stri but® acquires 1t, an en can reproduce the

NOVi € sCOMfrBRh 1018 Yserived 000 meaningt than o2y usitigne heprogluctédn ab a
|icense information and the content. Although the Eorr% net mohé%éoo | ncl udes
four contr@@vigseetenkis dEenNsLd heoPEe EMSEPBES theneon M9 €

cont ent {§avfte ﬁ?%ifé?ﬁ ﬁ%@%h@%&ﬁfﬁﬁbﬁﬁﬂ{@t ebntBAtRISRFOddvivent, B i s

not limte o four: ernore, although the control unit 51 of the
content 2&omtrglutiniinBtl pégtlestcontentseuiput100it d b seqeestsoihiedicanse

contont | mastAaetTeRh Uioe: 18qcs ranarer hd HledtEE BHRchRis g fhe
for gfba”pér%t ﬁf@g?bhu‘é{%%ﬁtéi‘)% fhot/he demeemetivolikeR88dI ot thepriksemge 30

enbodi nent w e expl ai ned bel ow. Fig. 3 is a flowhart that shows
overal | opdoamatioof that |Hoiks thet auMbgomfi repredBEBGEhLiBRASoEI®RANT - 13

10,09/ 0% P R LR Flual i it SRR g abar eacont o
out put  upadulef theeceRtidininitshiyafddd conteataritputhenioibeacquitas the of
the license information held by the license management unit 1la
15 meaning that “only 1-time reproduction of a movie content is
licensed” from the license management unit 1a. The control unit 51
of the content output unit 1b further requests the server 100 to
distribute the movie content and acquires it, and then can reproduce
the movie content only once on the output unit 52 using the acquired
20 license information and the content.

Although the home network 300 includes four content usage
devices in the present embodiment, the number of content usage
devices in the network system of the present invention is not limited
to four. Furthermore, although the control unit 51 of the content

25 output unit requests the server 100 to issue a content to acquire it
in the present embodiment, it may read out the encrypted content
from CD-ROM inserted into the content usage device to acquire it,
for example.

Overall operation of the home network 300 in the present

30 embodiment will be explained below.

Fig. 3 is a flowchart that shows overall operation of the home

network 300 in the present embodiment.
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server 100 to distribute the content that the user wants to use (Step 5
5101). In response to the request of the content, the follow ng processing
i s perforwed3iomwithe hone network 300: processing (Ssl) offCygmoxivosey f or
the |icense managenent unit that holds the Ilicense information necessary
for the content usage, processing 10 (Ss3) of noving the |icense

i nformation fromthe |icense nanagenent unit that holds it, processing
(Ss2) of authenticating the function unit to which the license infornmation

is to be noved d I.Nj oL, of | t he
| i cense rranage'ﬁ)é% ! %ﬂ%g?gﬁ%%ﬁg %Pge%ggﬁlgn %‘?Fn%?t?gr?g%vggwé& and
15 processiy i) hafmacnetwionl 306 to csesa doriamigt tloe dorderitheutset ver

100 when there_js not the license infornation jn the ho e r 00
(Step SLOBIt GhbRe QST WSSO RAa e LEaHRSE Hhe SN tant allebbO O TR en
out put U%§ﬁ/e@méotE@Hiéﬁ@%ﬁ@@%ﬁ@tc&%é}% tlh'gt ‘thg"\#@r @y lised(sidh t he

license information uses the content distributed fromthe content  unit 110
of thé seB¥6l)100 using the license information (Step S103). And finally,

st o oo bl B coRL e e A ‘b SRR b RO o
Ssl), theproesssihgy iBRprfolhlderint RReC ARl Atk UBDD:t hpkoEedsRed s the
license infornmation or the |icense nanagenent unit that receives the

request f(o%i) 0 searehinadeputhaihicenseneanpgeragss, unitethat twldsocthe

etvork 3 é&niﬁii'ﬁ‘%ﬁfﬁrf?ﬁ?ﬁ%@%ﬁWQEZF%%’ FEPHBRE. 13a8%, BRakHSs YT, oo

of i nqui r{®e3pf &fl | nhbeing ceiee Mrm@AgEENnhforMmiatida, Reanandthe 14iddnse

03/009112 PCT/JP02/ 07082 3a si Humaneously about ether. they hold the
r equest eqma%sa@me'?wm'ﬁat?w%, Ot 'Eeﬁtﬁgﬁ?—ﬁﬁln% t% odt pUEN@RticA§ING i ng
of the i $8n CIRIIRYGITR o WHIER thd 11é8ndR%A4nt8 rhidti¥hditatd beaitoved by

sequenti al |y about
determining whether it is authorized or not before the license

management unit that holds the license information moves it, and

15 processing (Ss4) of acquiring the license information from the
server 100 when there is not the license information in the home
network 300 (Step S102).

The license information is moved to any of the above content
output uhits, and then the content output unit which has acquired

20 the license information uses the content distributed from the
content unit 110 of the server 100 using the license information
(Step S103).

And finally, in the home network 300, processing of the
moved license information is performed (Step S104).

25 In the search executed in Step S102 (Processing Ssl1), the
searcher may be either the content output unit that requests the
license information or the license management unit that receives
the request from the content output unit. In either case, the units
to be searched are the license management units 1a, 2a and 3a on

30 the home network 300.

There are following four search methods: the broadcast
method of inquiring of all the license management units 1a, 2a and
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whet her they hold the license information, the prior push nethod of 5
havi ng the searcher nenorize what kind of license information is held in
whi ch | i cepgg/omamagenent unit |a, 2a or 3a, and the sear cRCTOBOMIG78%A ONn

met hod of commi ssioning one of the |icense nanagenent units to search the
license information and then conmm ssioning another |icense managenent unit
to search the 10 license information when the fornmer does not hold it. The
search is performed by one of these four nmet hods. Meanwhile, in Step S102,

each of the I.ice se man e a aut henti cat es. t he
functi on 1AHiTMY @Hle(%‘%g( abg ué:eﬂg]eeq Fﬁﬁy Eﬁlﬁgat rg@%@%@emﬁense
confirm ﬂﬁféhﬁha‘ﬁ@lﬁ ﬂﬁéeéé’qllénﬁl%ﬂ aﬂﬁ:e%srmélﬁd@@f@nqmirlth@ﬂ’élﬁelmfelﬁ@t i on
can be noved and t he usage restriction for restricting the function unit

which is rp@magamntt@nstéqbavaat apd 3adndividiallyandaeasientigllyaboutense
T cence ningyikL thity, fpId ey EEHTERTABhatIon, th, BHRT piRh thethBthaP | ¢

to whisch Hanging atrseearahernmidrporize twhhe kinkdfbkitenge tnforheatidenis caI

user donmmi n or not nd further determ nes whether the on unit
subj ect t'beQHbM%';Sﬁ’eFFGQISﬁH&'tEI%Q%m%‘%UnAFn&ae ?\q{fE?h Cf ibﬁs%earc

3ajeud N f d
Cal950e Momifflldsibh, HeBRBdS A0k esMMissiorifiel efite Obtinthe o IREHLE! 22

only 25 unction u Is identic at of
the |i ceamseagpeaganenitsi ttoi tSﬁEII‘fCl”ariﬂl& hécénaet nnﬁoltmlattlm aalsl ddteno the
usage restriction. Wet her he function unit bel ongs the |dent|c | user
dormmi n orCHHM|SS1QB{ Y ARt AIGEIRE nMaigd ﬁ@?%@ fO% R Y i t

by rqfoerrlﬁé@né@|ﬁf6‘|9rﬁ%'tfbﬂ1'v@heh&l*\’@f@hn@@éé@%dtnhbld li?ts aﬂfﬂeoéél@l‘@l'l e
regi stered for identifying respectlve function units, or a passwrd nethod

of det er np@ifogmedHyy cone &fi these fhusanatibogds.held - 15 WO 03/ 009112
T P21 07052 ENRSRTES i StE ST, WA or il iR o EMeRE o
dat a menoghited @, n2@aehd 3a authenticates the function unit to which the
license information is to be moved by confirming the user domain
15 set as a range where the license information can be moved and the
usage restriction for restricting the function unit which is permitted
to acquire the license information held by the license management
unit 1a, 2a or 3a (Processing Ss2).
In other words, each of the license management unit 1a, 2a
20 3a determines whether the function unit to which the license
information is to be moved belongs to the identical user domain or
not, and further determines whether the function unit is subject to
the usage restriction or not. And each of the license management
unit 1la, 2a and 3a judges that the function unit is authorized only
25 when the user domain of the function unit is identical to that of the
license management unit itself and the function unit is subject to the
usage restriction.
Whether the function unit belongs to the identical user
domain or not is determined by a domain list method of determining
30 it by referring to a domain list in which function unit IDs and others
are registered for identifying respective function units, or a
password method of determining it by collating with passwords held
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of the license managenent units la, 2a and 3a. 5 In this group information,
function unit IDs and function units that are permtted to acquire |icense
i nf or mat iwo capebiuser | Ds of wusers, function unit | Ds of whg/JPwienson units
that the license nmanagenent unit la, 2a and 3a trust and user | Ds,
function unit I1Ds of the function units that are permtted to acquire the
license 10 information for per detail of the license information, that is,
per content or service to be used, or function unit IDs of the function

units that are permtted to acquire the license information per processing
type ar e%ryeﬁﬁpgé'd’.e }an Ei'rﬂné"gyhsbf the |icense managenent unit la, 2a and

3a 15 confirmpjubetites asaget reBerittivat iien determiPerf dépehdinggi aponit to
which the license information is to be noved or the user |ID indlcateq by
the functdrowpiinforrgatien dosiding reedesermipeghdatpomesporized ireaq

regi sterecgc #ﬁ'etli]@er‘?‘?é’\fﬁaglra iéﬁtoﬁﬁﬁt%sf. 99 SP; 3%, q,té.udge whet her the

function unit " to which tThedicense ofmatTon I1s 1to be 20 noved is

Isubj eet to thelnsidgs gt piinfownatiomofunttionhenpr bDssaidduoitioov umgts he
icense information in Step $S102 (Processing Ss3),,.the |icense naggenent
ani t 1 e, DRToATEabSTRAELE s SCALITG dirRase SRR NeaRas JoRE 1PEcHEe
nformatl et fhARIGHIChhPE 1196 L of Netie ! PAHEEION | inite> thiat! RAk lidEhsd he

| i cense managénent unit [a, 2a or 3a that holds the |icense information

di vi des trn@rdgemsant nhir bat i2enandd3 a deudt anduserdDs tfunctiganoitilhds whol e

| i cense i rmatd on W t hout Lviding it, depending upon th etalls of the
license iﬁ %hr?at iu&Ft'Q'éqHé‘é.Fs. dlitibqte,a ( \R%'i‘rﬂé&tqﬁg tlolgc%(gfg 'rlenﬁ'ggn'éﬁed]?%ans
di vi dpng inferhtisagfor Wer idetaided tietieehseens® rimmatiomt tieat iEprper
exanple, the |I|icense managenent unit la, 2a or 3a that holds the |jcense

i nf or mat i GNEER 0EsSenECe terle UsEdr Pt fwactinal uaihdDsef uhegdupgtion - 16

WO 03/ 00 P PQ2L0 it L |
for a corlBie Faatoare; Rerrutial Fo aPguItE (MR fbel ERARIGLRIE HSE s
the usageprodesgihg typetareg rehéstargder of reproducible tinmes for the

content to 2 t'fﬁeium, each of the license management unit 1a, 2a and 3a

15 confirms whether or not the function unit ID of the function unit to
which the license information is to be moved or the user ID indicated
by the function unit is included in the function unit IDs or the user
IDs registered in the above group information so as to judge
whether the function unit to which the license information is to be

20 moved is subject to the usage restriction or not.

In the processing of moving the license information in Step
S102 (Processing Ss3), the license management unit 1a, 2a or 3a
that holds the license information sends the license information to
the function unit that requests it.

25 At that time, the license management unit 1a, 2a or 3a that
holds the license information divides the license information and
sends a part of it, or sends the whole license information without
dividing it, depending upon the details of the license information
request. Here, dividing the license information means dividing the

30 usage rule included in the license information. For example, the
license management unit la, 2a or 3a that holds the license
information divides the license information including the usage rule
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at nost and the license information including the usage rule of 5 1limting
t he nunber of reproducible tines for the content to 8 tines at nost, and
sends ei twerosomd1nf them Also, the usage rule to be di vipdedPoyoge a

reproduci ble time period or cunulative reproduction tinme for the content.
Furthernore, when the |icense managenent unit la, 2a or 3a 10 that hol ds
the license information sends the license information, it also sends a

nmessage of recommendi ng early usage of the license infornmation depending

upon the e.rule _included in the |licens i.nfor L.on. I when
the lice e?ii *%'ngalfri‘%nn{‘mﬁgrs ﬁlﬂ‘epﬁgﬁﬁl&éﬁle Eﬁ#ﬁétagec‘fﬁf%ﬁﬁ?‘%ﬂlﬁ ting
a reprodygifid£aPehbetihes thedRidse inforraaYiors hetludiag otk sgalgearule dhy,
the |license nmanagenent unit la, 2a or 3a that holds the |icense

i nf or mat ilomitegdithe mumbemet rearedusibhtiraestfios theeondgndtior 2ithmes

ts i, fi: alall ' hat .
Nore thardt i85S, hAS thE" I BaRPe ndion TRINENIG e TRE LR, Futeler,
or nok, flomiting eineanu@iser oéeeprbdudibke bienssderdite chatentdos8 times

information, the function unit inter ts th d t
cet ved 3% Eep8b andrSeRas: eIt RS der)Sind Alher S8 WhATEdRNSHERIS o

period fofjy; ¢ Ntphks pr ibPE" SR é& £BeuIBrt heusNbeRke | S
25 unused‘jlv‘fﬂgrae gr?ée)?t vvtt))éneé)ho of a‘%:lguiénri ng thretg?i cense information from
t he serverepr@ucti®nodessifioy 982t comt8dp S102: a nethod in  which each of

i stribute the NERetenp He obeih 512 GE&n3R ENAT B Qini R a8 i cn

the sgrvephdORolisttHd WicehddenfdirBsR A Beprdethenlicerse! iafbyntidhatitt he
| i cense managenent unit la, 2a and 3a can acquire it w thout requesting

the servealspogendsdasitessage taferecearvending werbs/ s »fpdve JHen 97082
o o dhofGRaing L R RRRRERRle Wt e i
information.

For example, when the license information to be sent includes

15 the usage rule of limiting a reproducible period for a content, a very
short period such as 1 day, the license management unit 1a, 2a or 3a
that holds the license information sends the license information to
the function unit that requests it, and also sends a message of
recommending immediate usage. Note that the details of this

20 message are indicated by setting a flag or not, for instance.

Once receiving the message and the license information, the
function unit interprets the message and uses the received license
information immediately, and thereby the reproducible period for
the content is prevented from expiring though the content is

25 unused.

There are two methods of acquiring the license information
from the server 100 in Processing Ss4 of Step S102: a method in
which each of the license management units 1a, 2a and 3a requests
the server 100 to distribute the license information to acquire it, and

30 a method in which the server 100 distributes the license information
regularly so that the license management unit 1a, 2a and 3a can
acquire it without requesting the server 100 to distribute the license
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searches for other |icense managenent units that hold the desired 5 |icense
i nformation in advance to confirmthat there is no |icense nanagenent unit
t hat neetwotldmousage rule, or refers to a license |ist imdiTgaod/ergsavhat
kind of license information is held on the other honme networks 300 to
confirmthat the desired license information is not registered in the
license list, and thereby, the holding of the 10 license information is
prevented from bei ng overl apped on the home network 300. In the search in
Step S102 ﬁgroc ssing Ssl), as shown in Fig. 3, the case where any of the
| i cense Ma EEHEHF1units | a, 2a and 3a searches for the other |icense

nmanagenent uni yghktRakakal df tiee lieddeenandgdmemt uantsad d,h2aseadcBar Wil |
be explained below In this case, each of the content oui&ut units 1p, 2b,

3b and 4BquesisstBet Rervent A0 to distytratenthe Jiepse, bifesmation, B the

| i cense n [ I f: j j ryati on
nececsnr paRENERe ol RebRy Fuad8e Wpntas HeiC RIS shAE NOKEERE absired™l ]
recei ¥es |iden € qHeSEM@TEsn Net alkdelahdddol coafiven thdtbthereois, niot liceasehes
for the other |icense rranagerrent unit that hol gs t he Ificen e infornmation.

After thdN3BRIAMNeHeUnitcER3E MERAGMMUIAAG THGuietCRlE 19 1T diSh5¢E
| nformal iR IdAEatiify WAEPIEnERORIRER e Hifdrhhbtidn TBEIL bp tRE saRéch
a the conten

condition, an output unit that has requested the |license
i nf or mat ilomae geittnarkish8 00 tercomnfii ot nat ithe desinacdchd ceinsenbformabigénent

unit that, has, been requgst and searched it, . Fig.,.4 i t] | ock
di agram df @k rﬁ@h%tq%cﬁ/b? &?@Bcepﬁ& ﬁéﬁoﬁgthW?‘ﬂlay‘l ?ﬁs%@%ﬁaggﬂﬁj uni t
| a sqar chesed &4 ihPsrmaRidd FepreveRtadeffonh baling bvatlapped drhehkilvemee

i nf ormati on reglgested by the content output unit 1b. In this figure, the

home gatresiayoP0B08. om tted. -18 WD 03/ 009112 PCT/JP02/ 07082 When the
requests the | MaHie SRRt REeh 1 DR gy TELonas ot Elg- oage
devi ce 1 3othearsdewhbee ldrmensfethe license management units 1a, 2a and
3a searches for the other license management units that hold the
15 license information as the searcher will be explained below.

In this case, each of the content output units 1b, 2b, 3b and
4b requests the content to be used and further requests any of the
license management units 1a, 2a and 3a to transfer the license
information necessary for the content usage. When the license

20 management unit that receives the request does not hold the license
information, it searches for the other license management unit that
holds the license information.

After the search, the license management unit acquires the
license information from the license management unit if it meets the

25 search condition, and the content output unit that has requested the
license information acquires the license information from the license
management unit that has been requested and searched it.

Fig. 4 is a functional block diagram of the home network 300
that shows how the license management unit 1a searches for the

30 license management unit that holds the license information
requested by the content output unit 1b. In this figure, the home
gateway 200 is omitted.
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i nformation. Likew se, the content output unit 2b and the content 5 out put
unit 3b request the license management unit 2a and the |icense managenent
unit 3a, wespeetlively to transfer the Iicense informati oRCTRPEQR/O7882 s a

di agram that shows a sequence fromthe content output unit Ib requests
license information until it uses a content 1o using the |icense

I nformation. A sanple of the operations according to the present

enbodi ment will be explained with reference to Fig. 5. First, the content

output unit |Ib uesis the license , managenent . unit | n e

i cense infor mi‘{’ﬁ ! e !ﬁ?ntﬁi‘ h%‘t'tplr'Qpﬁ@dlnﬁcElibonreoqugsgv&%gcjhgemégi s

| censed in%rHlﬁ%bh?ei'ﬂsalwafy@r FRhustshefie! liskhset heanugesnent uept atlict i on
times neaning that "only 1-tinme reproduction of a novie content is

|i censed"inchndpd i fheBame chatentdisrgedeygiseehttaufransten the license

request ed t.he Q. lic i.nfor i ' t t [
b o aHERATEHETP NoernakemtiBsy il saneent SatpaEy iRt F SRESRE! ket ™
Llngﬁ?%grh@{g eI ituBibt lrtleqdetstgmﬁ_t E_aténtbﬁmanagmentpunimma dmd tlse

i zed, as a result, i rohi bits the content t put it |lb f
acqui ri ngi€@BSE;| m&gem@mhdﬂiﬁﬁn§aanbe$|I6$F¥'N@éYt6€% tggﬁt%gﬁf%% ah@wéﬁﬁﬂ t

b that i H{%ﬂl' cquire the license information (Step S3). On the other
hand, V\h_e'ﬁquﬁﬁe |'8§hse_ managenent unit la judges that the content out put
unit I'b is autRig.z8dsia dbagradd,thdt sheves @ sesudrezehdrom thel dentast

q 1 , : . ; P,
[T cense At 1brunaris arnse dftern Bttt Usrs 8 seliRe (he
lice 02} g%wh%oncéﬁgelsﬁ{mméﬁo@ﬁt ep S5). -19 WO 03/009112

PCT/ Wien t I cense nmanagenent unit |a decides that it does not
hol d the requeshedampdasefi nthenmporatianst epcaurding star ttheseBFEREA for

other Iicense FRNST RN BEdS LIREdRith FRfelLhERSR i O5TRLI ON

First, the content output unit 1b requests the license

management unit 1a to transfer the license information meaning

15 that “reproduction of a movie content is licensed” or the license

information that limits the number of reproduction times meaning

that “only 1-time reproduction of a movie content is licensed” (Step
S1).

Then, the license management unit 1a that is requested the

20 license information authenticates the content output unit 1b to

which the license information is to be moved (Step S2). When the

license management unit 1a judges that the content output unit 1b

is unauthorized, as a result, it prohibits the content output unit 1b

from acquiring the license information, and notifies the content

25 output unit 1b that it cannot acquire the license information (Step
S3).

On the other hand, when the license management unit 1a
judges that the content output unit 1b is authorized in Step S2, it
determines whether it holds the requested license information in

30 itself (Step S4), and if it holds the license information, it permits the
content output unit 1b to acquire the license information and sends
it (Step S5).

-19 -



(Step 6). 5 Wien the |license nmanagenent unit |la judges that the |icense
managenent unit 2a neets the search condition as a result of the search
(Step S7)woims/oeeesses the |icense managenment unit 2a to PCEgRext7oshe
license information (Step S8). Once receiving the request, the license
managenent unit 2a 1o authenticates the requesting |icense managenent unit
la to which the license information is to be noved is authorized or not
(Step S9). Wien the license nanagenent unit 2a judges that the |icense

managenent uni a i, unauthorized Bt DI '
management uni B’V*‘Snfaﬁi}&@&ﬁer Hﬂ"?ﬂ%ﬁ‘f&&tﬁi‘ﬁ ﬁﬁf%éﬁ@{%o%tﬁégﬁaﬂggﬁoﬂﬁie(ra]:e
it that 'Holam}eae@stéa likensé saPGEMaRie mStep 4, ¢pstHite)sediching ot her
hand, when the |icense managenent unit 2a judges that the |icense

managenefor ather licersaunpaagament wids that hold Hee dicenseinfiorgaation
rranagerreggt%@i hgl a to acquire the license 20 information, and sends the
request e I"¢erse information to the I|icense nanagenent unit la (Step
S11). 5The |i cengpemetivgdimnisamanbgerhant hastdajudgestihat thehicense

informati on pernmits the content output it b to. ' th '
i nf or nat iMHANAGRMESHIY Nihe g inaﬁﬁgg tr?‘lljﬁ‘ égglﬁﬁhoﬁ)"l‘ 't?‘(l":i u%%?ﬂ éﬁgu!)tlufc)mﬁ"ee%

uni t 1 b (SLERRSIEep 8 NG GeEEEEES P Yiceiéd MaddRénEst wWfigRs e the
s)t e | %ﬁ% f

| i cense imfornmatiion use cont ent stribute rom the content unit 110
of the samqredtObhedicgnseiinforoetieni (Step@8on (Step S13). In the

above- nenti oned,  hone network 300, the |i I nf | | d
recei ved pur suiﬁ‘f‘c? JeL¥Y J%ecB?rﬂﬂ%sélagﬁgrﬁﬁﬁ?aggg'&aoi%@%hﬁéhgieﬁF%%ﬁpe
Aut hept | caf@fenFeanasg! the fbgRestnsd If¢B1séé PRavRigermentsenit thetd ivhicte - 20
WO 03/009112 PCT/JP02/ 07082 information, which is encr({pt ed with the

functi on the ticepsefinfRemation isfimbei movad is esthierized v& nekeatep S9).

.Ir 3;2[ th'%qlﬁtﬂgg bﬁg%@?@égﬁ?ﬁé@e&m%meru ditNSh! GUdRd thdt tRES IfdSfse the
management unit 1a is unauthorized, as a result, it prohibits the
license management unit 1a from acquiring the license information

15 and notifies it that it cannot acquire the license information (Step
S10).

On the other hand, when the license management unit 2a
judges that the license management unit 1a is authorized in Step S9,
it permits the license management unit 1a to acquire the license

20 information, and sends the requested license information to the
license management unit 1a (Step S11). '

The license management unit 1a thaf has acquired the license
information permits the content output unit 1b to acquire the license
information, and sends the license information to the content output

25 unit 1b (Step S12). And the content output unit 1b that has
acquired the license information uses the content distributed from
the content unit 110 of the server 100 using this license information
(Step S13).

In the above-mentioned home network 300, the license

30 information is sent and received pursuant to a secure
communication protocol such as SAC (Secure Authenticated
Channel). Also, each function unit may send the license
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i cense information decrypts the |icense information which has been 5
encrypted with the function unit 1D of itself. As described above, each of
t he cont ewD oameqge2 devi ces 1.4 searches for the other contemtJPoxEg® devi ces
that hold necessary license information, and acquire the |license

i nformation fromthe other content usage device. Therefore, they can
acquire and use 1o the necessary license information even if they do not
hold it thenmselves. In other words, the other content usage devices on

t he honme .network. 300 j,n _addition | t ds
_the [ ce_rﬂggo'f F tWJHcgal% %rl]‘g'a"%tgee& {Xﬁgﬁ?@gﬁd&#‘?@gﬁlﬁﬂigﬁ Fﬁgeontsﬂw

i nf or mat ifgfcti®n aiigstd twhidre thiecChosaskeniifomiatdont rEito hes sknthetm thler eady
distributed fromthe server 100 to the home network 30

ef f ect i véltherfuncidegivit. eddhtlais ease; FB@rfsl@%fagk{Hértga ?ﬁ'r;icbqe'&,gg%g‘eand
3a of thg; c_céﬁgefe c*ﬁflﬁfldjl?\él'eccﬁ"(\l/%)tg%h@ﬁcén%@?h‘?a?ﬁéﬁgnt\nm h $R$Been

nanagenen uni € of her ent usage devices t d the 20
li cense iearyptedwithdhedueston mitiltenddtsalfagenent unit that nmeets

wast otul requedts ARSCERSAGRakEpEadh o e konrertcl 3Bl HEViseT el oo

mnage”el@e%%ﬁe% %raﬂHe Qit'h%rr eenttént wsage dE9KELTha® hoRNSieteddmry

| i cense ormati on. , the [Tcense nanagenent unit 2a
aut hent i ditersse haforMQa rmmdgaﬁqutrmmhe ligenisg intestion rféom ddse

I nf or mat i | icens

cont ent %%uFOGﬁ ltﬁs?ﬂﬁt&%h‘ffg ??‘%5{8?5 'eb'-l ggaﬁ? %gﬁl o :"L}’%
case,ig V\’ftfmatﬁécé‘s?;@l‘?el|@h@@eﬁﬁlﬁbrmtﬁoﬂae\ﬁﬁmeﬁ thay tde nobt hrmudsmt
output unit Ib is authorized as a result |t sends the requested |icense

i nf or mat i hremsedves| i dén@éhﬁﬁn\dgéﬂﬁntthﬁlqt ef. Canggnt 1y2agd e ¢eukees on
renage ey 123 BEN, R BORL 1P IIBRH'ch thd EGARBRE uddo YRACRORIAP

PCT/ JP02/ rranagerren unit a an € content output Unit 1b Next, the
case wherlgohtyy tbfe livensmntiafio rroetpen can t alsbb usth thedicoatentbuaing thear cher

searches Iﬁgénégelnlfblqﬁ‘lnast?ogana srra‘:"nrteslﬂm,t %he license information that has

15 been already distributed from the server 100 to the home network
300 can be used effectively.

Furthermore, each of the license management unit 1a, 2a and
3a of the content usage device 1, 2 and 3 searches for the license
management units of the other content usage devices that hold the

20 license information and requests the license management unit that
meets the search condition only to transfer the license information.
Therefore, wasteful request processing can be saved such as
requesting the license management units of all other content usage
devices to transfer the license information.

25 In Step S9, the license management unit 2a authenticates the
license management unit 1a that requests the license information,
but the license management unit 1a may authenticate the content
output unit 1b that requests the license information. In this case,
when the license management unit 2a judges that the content

30 output unit 1b is authorized as a result, it sends the requested
license information to the license management unit 1a. Also, the
license management unit 2a may authenticate both the license
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that hold the license information in Step S102 (Processing Ssl) as 5 shown
in Fig. 3 will be explained below. In this case, each of the content output
unit 1b, Wb,038W1and 4b requests a content to be used, and@Crhieo/Eesx ches
for the |license nanagenent units that hold the |license information
necessary to wuse the content. 10 Fig. 6 is a functional diagramof the
home network system 300 that shows how the content output unit |Ib itself
searches for the |[|icense managenent units that hol d the desired |icense

i nformati on. InthISfI re, horre 200 i mtted. The content
out put unNanNagdeeis i Li1 H{J%héeﬁg'é Hﬂit[ (R'L?ﬁl ts la, 2a and 3a
to search for tN‘éxt'EﬁéS&sérW@@pér%H wttnse tbwtehm@lutmt dedts b | Rbense
information. Fig. 7 shows a sequence fromthe content output unit Ib

sear ches 3branteth iascasseanghemaensehas fesdhe Hegnasoianagement Wydss t he

tent ' ' { t
STl Che RGN St PR hatRn FoRiEh 167, [P RLARY SoTT0a8 "
out puts ungfolvih F®Atigsts Wik blg eﬁpd;alnedtftmflnsmtl on rream ng that reproduct i on
of a novie content is |icens it searches for the I|ca§€ 3gana8e£ﬁ

p>323)

units that hol dn D'B'Ssﬁéﬁet eaE @ftt\e&mrﬂnowhpaemtétt
the cont eplqQubiilta Wilrfteiit Lyd9es LAt diE tHER SEardRETRIEMHe URténse

nmeet s arc lon as a resu Step S22), it
accesses ntmqahgemelet remiagetieat holdt tIZa ki oensegirformation aeeassaryokent i on
(Step SZSQ Once r eiving the request, the |license managenent unit 2a
aut hent i c488sth& nt output unit Ib that requests the |license

i nforymtion (Ste 9(21% a MIREti6 A8l HiSGFRS® SRBREERRe HBtWIrk syskeMB00
03/ 009112 PCT/JP 2/ 07082 Ludges that " the content output unit 1b is

unaut hor i theatt shawsdsam thet coptsntmu@utwrubntlantsetft paarches fiow them
acqul 11 nglfift.gﬁn[sle' GERSge i 9f TRIHLLPhEPRoMq i B8 st K FIRRHY ifdrRYA bRt 1D

to that e
In this figure, the home gateway 200 is omitted.

The content output unit 1b accesses all the license
15 management units la, 2a and 3a to search for the license
management units that hold the desired license information.

Fig. 7 shows a sequence from the content output unit 1b
searches for the license information as described above until it uses
the content.

20 A sample of the operations according to the present
embodiment will be explained below with reference to Fig. 7.

First, when the content output unit 1b requésts the license
information meaning that “reproduction of a movie content is
licensed”, it searches for the license management units that hold

25 such license information in advance (Step S21).

When the content output unit 1b judges that the license
management unit 2a meets the search condition as a result of the
search (Step S22), it accesses the license management unit 2a to
request the license information (Step S23).

30 Once receiving the request, the license management unit 2a
authenticates the content output unit 1b that requests the license
information (Step S24). When the license management unit 1la
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(Step S25). When the license managenent unit |la judges that the 5 content
output unit ib is authorized, it permts the content output wunit Ibto
acqui re twe oBiocamse i nformati on and sends the |icense i nfPerRoi/@ns) St ep
S26). Once acquiring the license information, the content output wunit |Ib
uses the content using this license information (step S27). 10 As

descri bed above, when the searcher is the content output unit 1b, 2b or 3b,
all the content output units including the content output unit Ib can use

mnagenentidifys Sy ke obbEnt PR 1 hE Sh TR AR uth B s a8 Fegul £ Fo=e
I noper at i o leiits t thoa. céhtehe d@tmﬁhmnhamcb filoen boquiddgchtre ilscahee
| i cense managenent unit la, 21 or 3a, if the |icense managenent unit la is

in an i ndpepPaMatdoncang ﬂoctiflew@%diﬂfbl}ﬁnfo@w@wuldmt |163tt|ﬁ’athatv@§f§ct
requests @Sl:]l%aﬁ Ls'zcﬂ‘sev\ﬂﬁ‘éﬁgﬁ@ﬁke'r‘nh’yéﬁ 1@ha ePﬁé‘Hffu‘?{lttf}aeJqu‘é@sﬁ\at the

i nformati cannot “acquire t i Af ormati'on” and goes i nto an
i nopemat iq/cmmtmrtputonmtmm is sautmxﬁzedyltt perheitsadee wontertteoaéputher

isthe lic ment nit,.la, 2a whentese is the

bont oot g b or BEaTRe HIE YicCnnd iior DRains, astd Gends e dICelsst of
the cont ei'i‘ifo\ﬂ'ﬁ?é]ﬁoﬁe(/St?@p@?6Pe prevented fromhaving a bad effect on the
other function units. 25 \Wen each of the content out ﬁut units 1b, 2b and

3b searches fdPncReachuérisg thealjeesse infemaiianhdhe coataasi putipltcense

in the. coiniind b,086S WIS RERE R Sfind TATY TR B Rl BBla s fen R 320 uni T <
1b, 2k and 3b, Aswrdribelyabbvel vahehethd kedricheisie ﬂﬁ)eldﬁnftreﬁﬁtogﬂﬁu@nd
then may search for the other |icense managenent  units that hold t

li cense iWwRbr fBe i arf3bpall tb@rrs@tmtagyﬁ@mt uRistincudpg Fhe sandses not
hold it. Olgﬁh\{g p?{.@o%ﬂcfmgeo HY 08 nﬁ?ﬂ B&; l%@ﬂﬁgeth@%eﬁse

sear cher | CenSeé nmnagément uni cense 1 nformtion
i s the camfemmationpéitommnithelbthéb,liGnse lzttamigehnemomtralbs eageifddvece 1,
2, 3or 4I’icense management unit 1a is in an inoperative condition. On the
15 other hand, when the searcher is the license management unit 1a,
21 or 3a, if the license management unit 1a is in an inoperative
condition, the content output unit ib that always requests the
license management unit 1a to transfer the license information also
cannot acquire the license information and goes into an inoperative
20 condition. That is, contrary to the case when the searcher is the
license management unit 1a, 2a or 3a, when the searcher is the
content output unit 1b, 2b or 3b, the malfunction of one function
unit of the content usage device can be prevented from having a bad
effect on the other function units.
25 When each of the content output units 1b, 2b and 3b searches
for the license management units that hold the desired license
“information, it first requests the license management units 1la, 2a
and 3a in the content usage devices 1, 2 and 3 including the content
output units 1b, 2b and 3b, respectively, to transfer the license
30 information, and then may search for the other license management
units that hold the license information if the license management
unit 1a, 2a and 3a does not hold it.
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the content usage device 1, 2, 3 and 4 can acquire the |license 5
information fromthe other content usage device and use the |icense

i nformatiwosfbaezively, as in the case where the searchePCraPoxeosl i cense
managenment unit la, 2a or 3a. Next, the search according to the broadcast
nmethod in Step S102 (Processing Ss1) will be explained below. 10 Fig. 8 is
a descriptive diagramthat shows the search according to the broadcast

nmet hod. According to the broadcast nethod, the searcher X that is any of

| i cense managenent its |a, d 3 d.th '
2b_, 3b and 48 B‘lsgagéglgfﬁ)efcﬁf@ra \?élfone?’r?%ﬂi r"lg n%e%?ebﬁzt 1§{£jlt %énsﬂerbrhﬁgég’rrent
units 'aﬂqéﬁagﬂnﬁﬁtmﬁlt@fhéh%lHOtlﬁietHLeené@qne@tmticbndssme rdoovbeatt on or

not. Eac I'i cense managenent units la, 2a and 3a noti f.i th
sear cher oxitphit heit 1bh@p,hdb @rtfhle ofi ﬂwwﬂtmrmgﬁr@%\ﬂcﬁoir &m?@gﬁﬁnse to

t he broadgast inquiry_info Lon. Jhess cher, f irkh [
managene 926015‘#} ?'ltlt Hﬁ?g%ee({és’(ﬂicﬁeaéegf c% %gﬁdiqt icc%f.l béas dlr%n%?lﬁlaﬁggﬁgge from

the ki CRpErTRTAGIETESIN thEtGtHer, c@atant usagaddviesaest ssehthe licemse

managenment unit to transfer the license information. Note that all .. the
Ilcenrs]e rafegeasion veffestivelyeaadd § SaFaSSnBIET thicy SERTCBEr 1wt t he
sear cher i@ﬁéﬁ% R nt | 25 above-nenti oned search is
nmade bet \k&éﬁ%é&ﬁﬁhg _se%nanaggtengﬁl’ Z%mﬁatahat is the searcher X and ot her
| i cense managemat,uthé sseartddr accoding o tberbheadxagt aspshodatn Step

plurality of the license nage t units.hol [ ired |i
i nf or mat iS)hozb@Dsrélfe?ﬁ?'FﬁegEEJSﬂNg?&&uﬁ%pégmggﬂ%élﬁ%!{egggl :r:nagla(r:rggtseuni ts
la, 3 30 and S ise e dles iV bCcRnagrammaghaenishows that s s

first” among themto transfer the license information. Note that the
sear cher acamylingl eztthenbroadeast mehbgdrent -24 WO 03/ 009112

on the det ai 1 &by TEERED tdadil AT S SBRTchR X FRbL g arpree

license JmnaepERManagemeEnt iestl®, 2ahandt Ba anderise comtagéneutput

units 1b, 2b, 3b and 4b broadcasts information inquiring of the

15 license management units 1a, 2a and 3a whether they hold the

requested license information or not. Each of the license

management units 1a, 2a and 3a notifies the searcher X whether

they hold the license information or not in response to the broadcast

inquiry information. The searcher X finds the license management

20 unit that meets the search condition based on the notice from the

license management units 1a, 2a and 3a, and requests the license

management unit to transfer the license information. Note that all

the license management units 1a, 2a and 3a are shown in Fig. 8, but

when the searcher X is the license management unit,

25 above-mentioned search is made between the license management
unit that is the searcher X and other license management units.

Here, when the searcher X grasps that a plurality of the

license management units hold the inquired license information

based on the notice results of the license management units 1a, 2a

30 and 3a, it requests the license management unit that answers first

among them to transfer the license information.
Note that the searcher X may select the license management
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unit la notifies that it holds the license information nmeaning that 5
"reproduction of a novie content is licensed until Decenmber 31, 2003" and
the |icenye wmomgenent unit 2a notifies that it hol ds thePCrijeexnies2
information meaning that "reproduction of a novie content is Iicensed
unti|l Decenber 31, 2004", in response to the inquiry of the searcher X
about whether the |icense information neaning that 10 "reproduction of a
novie content is licensed until Decenmber 31, 2002" is held or not, the

searcher X selects the |icense. managengnt ' t | i
rranagerreM”'Erﬁrf’én 1Y éﬁla 'i‘aaFﬂugﬁﬁiﬂgnﬁﬁgns:é%éﬁi@"%ﬁﬁm’ngﬁsgﬁc%qfEhae
shorter efdiagld Y€ tRE' li@8nsélifforiion haldibgl tHe poiirahey lofatrs Hcemsagenent
units notify that they hold the 15 license information in response to the

iOPq;Jihry im:aolammermtf ugﬁtg.heFose@xaﬁw?, wihen die diranse mpnadement user
e cont. u , e : ' - | |
thei r 1§ cHEeta fipdfisse Rt ef it A0Rls, UPkC G ERSEP R fofthatioft PieaRlitg WHACR, O
e e e O o el oot £l by L he smar g 2

| e content usage device. ted, . '
oper at i orZ0QB 3t ﬁbgeel,icﬁﬁsﬁﬁ”é‘aélﬁﬂ/%’g 't?dktel,lﬁﬂtii agﬁﬁf‘%@t&aﬁﬂﬂgg’iggt@e t he
nquiry i ' ) ' ' ' '
nel'd o At o A e R B O A L G Lo
theBr e?uelgdewséd mmtsh (;Ileljieﬁemmmgh, PO04'hdn respogse tenthedsauinniof the 2a
or 3a to be searc h - ' ' [
hf ot ISHATCRAT ot RBOUE WHRtNEroEne; Tioarim dRTRFSIARSh oA TEEN Y S e {he

cont gt . ‘rie%ggglgn%(}i)dﬁ 8f SEAneNGe EbArehbeiss tiedhryd Xisghdsetbmbep 31,

cont ent - cor Ing rnquiry information to the |icense managenent unit

2a until 2002&dsiheld ohaatedpensearcher dheeladsrdie liggRsgemaiagament. - 25
00 OO SRS TR S iR SRR n BT B e e
managenemncamsé iddoriiit@onShath a shorter effective period. Also, when a
plurality of the license management units notify that they hold the
15 license information in response to the inquiry information from the
searcher X, the searcher X may notify a user of the content usage
devices that hold the desired license information or their license
management units and the details of the license information held by
them, and acquire the license information from the license
20 management unit of the content usage device selected by the user’s
operation.

Furthermore, in the above case, the searcher X broadcasts
the inqruiry information inquiring whether the requested license
information is held or not, but the searcher X may designate a

25 content corresponding to the requested license information for the
license management unit la, 2a or 3a to be searched so as to
broadcast the content-corresponding inquiry information inquiring
of what type of license information it holds for the content.

Fig. 9 shows a sequence from the searcher X sends the

30 content-corresponding inquiry information to the license
management unit 2a until it receives the response from the license
management unit 2a.
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The content-corresponding inquiry information includes a 5 header, inquiry
nmessage data indicating the details of the inquiry and checksum data for
det ect i ngwermsooe1nf sendi ng and receiving data. The i nquiPCy/Jrexeagpe dat a

i ncludes a randomvalue that is used as a key for encrypting and
decrypting information and 10 generated by a random nunber, identification
I nformation for identifying a content corresponding to requested |license
information (hereinafter referred to as "content I1D"'), identification

of the cont enfireher i aqaittr o rdEhBhe fes ik TpfREIC e pBgRaIAERY! O
i ndi cat i pgqdhryt NEForARabion Byidosehte isar therlicesse mainageérmerdnunép2aduce

or copy a content, and determ ne a content usable period included in the
acqui red (BtepnSéa)nformation as a usage rule (hereinafter referred to as

"client capabi i . ' r eat | JFele:) | { o] t he
searcher X on ltrhéyhd(()(:lrrrgtg‘:“n'.'ett \%&@?Eé%[ggngﬂéﬁ g@&gﬂ&oﬂgﬁgﬁgggmgﬁcg@agifg

cl }eng. N@aﬁiéi")amm{wé’i nmégagamwgndi?aﬁiag tbetéetai?smfestbﬁnmqhglm’nqui ry
i nformation may incl ude usage eri i nformati an_notifyi ng it

period oRNh&hafkeHN dﬁatﬁ‘e?oﬂfge IR URTTArSoRE SRNHH e?agrr§8$§@8§on

nmet hods i tgsendi ng and receiving data, and the checksum data indicates a

val ue 25 obtained by dividing data into blocks before sending and summ ng
up data in eaciha onkuihatmiessaggardii@ aBchideser i ndom v@luendhatsis the

checksum data in the content-correspond] [ AN Lan. 1 ndi.cat es

t he tot aluscﬁdatﬂé AurtfY c rvgpﬁégsﬁ'&gai %ﬁg W\#Hﬁﬁg%@m?g{ﬂ?r;g/h(rzrj:ssage
dat a;pas JEfd iRl BYPOE. rafdbhsonumBperndidentifieatage tafermatiarhefor
checksum™data in the" content-correspondi ng i nqui r%/qiinf ormation ar

encr ypt eddentiying eoaaptephsonbesPongding ta redyasted Laes &g@ﬁ%ﬁpmni t
R e i S
shar e t hgogdaetifiagsusade detaidssudieasXreprodyctiomdor eopywimgof theyuiry
content (hereinafter referred to as “action ID"), a flag for indicating
15 the capability of the searcher X such that it can reproduce or copy a
content, and determine a content usable period included in the
acquired license information as a usage rule (hereinafter referred to
as “client capability flag”, and type information indicating the role of
the searcher X on the home network 300 such as a role as a server
20 or a client. Note that the inquiry message of the
content-corresponding inquiry information may include usage
period information notifying the usage period of the content.
Here, the checksum is one of the error detection methods in
sending and receiving data, and the checksum data indicates a value
25 obtained by dividing data into blocks before sending and summing
up data in each block that is regarded as a numerical value. Thatis,
the checksum data in the content-corresponding inquiry information
indicates the total of the numerical values obtained by dividing the
inquiry message data, as mentioned above.
30 Also, the inquiry message data and the checksum data in the
content-corresponding inquiry information are encrypted with a
common password shared with the license management unit 2a. In
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information to the license managenent unit that does not hold the 5 common
password so as to receive the response to the inquiry. By sending this

cont ent - cooreaspamzli ng i nquiry information, the searcher Xcuggizorases the
content indicated with the above content ID and the usage details

I ndicated by the action IDto the |I|icense managenent unit 2a, and inquires
of the license 1o managenent unit 2a what type of license information it
holds for the content and the usage details. Next, once receiving the

cont ent - cqrrespondj ng, j nquir inforpation,  the Idcen |t 2a
decrypts ‘ﬁl‘i‘@"i R\ﬁlﬁdrsy tl?r%s%%@ﬁ"&a?&_ ﬁﬁg"\f'ﬁe'ncﬂ@ks%%%i?%”?ﬁ@ﬁé =h e

cont ent - IR A9d e IRWHIY rhahagerhent whith2ahshatethepesaworoh (St ep
S2a). Then, the |icense managenment unit 2a conpares the value, indicated by

the decr ypasswohécksdh@atsgalichiert e &8anot osandorthe heOREERE i EBAW ues

obt ai ned .by_di vi,di t d ' | 20 | f

t hese vaI'Uﬁgr%ﬂ#}@%q gﬁﬁt l?@éﬁgéﬁgd%we%ﬁﬁgqﬁgmﬁéﬂap h’?ﬁg)weﬁense
manage e o rdih b n2ga §6@® rdos o res ponde ded vehth é nesiponsé tonthendéngedncher X | f
t hese values are identical, the |icenpse rrana%er‘rﬁnt unit.2a .g‘iearc es_for

the license i nfiy RRNGNEIMHESERREERE U TERE NG yNABENLJ DL LIation,
| nf or MRt iy, AMIGHLE ) | #EG LR ic@htdnth thdfedreicPiy fakhearbavepar es

response ormati on inc I"ng the search result (Step S5a). Here, the
| i cense negwigameiD anid tBe dsagenietailstodicated bydhesegsiamdD tedife

information that neets the apove search 30,condjti tQet e X
based on |ﬂ‘FI%”§?! éﬁ?'ﬁ%@)ﬁmﬁm?y '“frluig, 5f’:‘he 30de 1%‘#%1’% i §F1 gﬁ"fhgréé}g%%
perigg i Wﬁ?%é%ﬁﬂ“ﬁh‘i’@@é wnaftft?jaé B€ $icegrs ecinifiornt ationr isipolud fur thogui ry
information. -2/ WO 03/009112 PCT/JP02/ 07082 In other words, when the

| i cense neowntgmieandibhe esageddetaildased on the client capability flag that

the searcher X |\°r8>'2£‘,°t ondgl eFéQ:Qﬁ/ihBe H?é‘blceorﬂ%rﬂtggoi)ifeéﬁ"@namde ihigt@Pye

i nformati on,
information, the license management unit 2a decrypts the inquiry

message data and the checksum data in the content-corresponding

15 inquiry information with the above password (Step S2a).

Then, the license management unit 2a compares the value
indicated by the decrypted checksum data with the above total of
the numerical values obtained by dividing the decrypted inquiry
message data (Step S3a).

20 If these values are not identical as a result of the comparison,
the license management unit 2a does not respond to the inquiry
from the searcher X.

If these values are identical, the license management unit 2a
searches for the license information corresponding to the inquiry

95 message information among the license information it holds (Step
S4a), and prepares response information including the search result
(Step S5a).

Here, the license management unit 2a determines whether it
may send the license information that meets the above search

30 condition to the searcher X based on the client capability flag, the
type information or the usage period information included in the
received content-corresponding inquiry information.
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j udges based on the type information that the searcher X 5 undertakes a
role as a server, or judges there is no license information that can be
used wi t Wwo oBleed1usage period of the content indicated byPChgruzege peri od
i nformati on anong those that neets the above search condition, for
exanple, it determnes that it should not send the |license information
that nmeets the above search 10 condition to the searcher X. Then, when the
| i cense managenent unit 2a determines that it should not send the |license

i nformation that ets the abo rC Lian, . i i
rejection nmess Beo rlY‘Sﬂrrqgs't‘ﬂé%nséiéél%ﬁ%]%éQ%@gﬁéént%ﬁjﬁﬁzaagﬁ%te%gend
the i cemgyddf @hMhieotlientl TaEsipiditye figg t tieat etivesseafchbe Xi camrot
information fromthe searcher X, even_.if it holds this |icepse

i nf or mat idetermigle the neablaseariadr pht tha AROVRIHCANARaIBIOMTPAsIhse
message | hdj I4n h o] ea a h su f

det ec'?i ngaggréosrrjsbggtegeggbngtrgén)d\f?ggei Lﬁéhﬁ%ﬁ?ﬁ Zg‘qarﬁe%ﬁgsp%%gi&rﬁ%rss%e
dat a gnclusertdlaes i astrateeasa & upetven ownijudiges hidteres isdemo i fiiceatseon

i nformation of the |icense nagenent ., unit 2a itself .that s prepared the
response INFeEMAH 9B LAY e@R Uigsrﬁy\ﬂﬁmrb:ﬁﬁﬁdﬁt?\%? REPHeR Fﬁ?c Mgt

I nf ormat i;gn; Mray=1g| kN QFi [ i hditqon of
the sear 4ROl Rt b R Bag e T B O A T ype
i nf or mat ithre abodiecaeanch gonalitiodst, foreexaaeree ibdedgeminesuihat itshutde

home network 300. Wen. there .ar.e a pluralj Lce Lptor ' hat
meets t hd'Ubo@NdehPeEn esiRE i igfor 'Ppcéhéi ﬁﬁ?%t%&ﬁ%néBBQ’gfm%éaag%H

| i cenge iddidirpdh o e ddsrcdrdrakl s are included in the response 30 nessage
data. Note that the above sending rejection nmessage i s included in the

response messagdiemhwheedieuliceass Manadement thut s dereemipes gt on is

R e g

and summigeangh dehdition, décerd Daksemding $ejegkodenh essag evaotifiying the ue.
searcher X in advance that it won’t send the license information in

15 response to the request of the license information from the searcher
X, even if it holds this license information.

Also, the response information includes a header, response
message data indicating the above search result and checksum data
for detecting errors of sending and receiving data.

20 The response message data includes, for instance, a function
unit ID that is identification information of the license management
unit 2a itself that has prepared the response information, license
information ID that is identification information of the license
information that meets the search condition of the search in Step

25 S4a, details of the license information ID, and type information
indicating a role of the license management unit 2a on the home
network 300. When there are a plurality of license information that
meets the above search condition, the license information ID of each
license information and its details are included in the response

30 message data. Note that the above sending rejection message is
included in the response message.

The checksum data included in the response information is
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Then, the |icense managenent unit 2a encrypts the response 5 nessage data
and the checksumdata in the response information wth a random val ue

i ncl uded WP oBhe1ennt ent - correspondi ng i nquiry informati omCraeed/oresk f r om

t he searcher X, and sends back the response information to the searcher X
(Step S6a). Next, once receiving the above response information fromthe
10 | icense managenent unit 2a, the searcher X decrypts the response
nmessage data and the checksum data included in the response infornmation

't or ot 158E S0 Cati' 8 Syt ohfalil€d UGN ERECARIS e rhRYSRES i oy
checksumdiatapimithle rdspgdres@bofsrrhatian triitd béo clksramid slinviadingsu pldatianiad by

di vidi ng the ecrypted response nessage data (Step S8a). If these val ues
are i dent§@h ﬂ@c& q*é%ﬁl@ regarded.aspafwaeriedkvaliédr cher X recogni zes

re i ! _ ! . .
that it recei v%éﬁ?%@ﬂ?@é‘ﬁ@%rﬂfaﬂra?étﬁﬂg?\zt %fﬁ‘?ﬂteﬁgﬁr}}&)ﬁ?ﬁgﬁg’%&%i I's

| icense information corresponding t 0 content
t he séar amerssige delth basd deei gnaclksumardhtichén | ihee res potrsay énartmabian 2a

hol ds. Alsot, i f these val,ues, are npt itﬁl_%gtic I %s a result of the .
conpar i soiith ReraddpEnda e indidad b e conlentr SOureanRN IR, sRguiry
i nf or mat i j@Fo ARyt ANGecEBW édeffEthe thehee drith eabove Hrndsagdseridd dhe

message is 25 included in the response messagse data of the response
i nf or mat i @SPoNsre iBEarmadiox tgr tRessaarchraXceStemtS6a).cannot request the

the:sending + dyekt: B chaetsifing Mo w8 tas e nfHerhARp LR gt o
sear glger [Xcémse rrpaues] émenthanit censthegeagementX whedrygest th8Gelsparsfer the

|l icense information can be saved, and thereby the efficiency of the
oper at i on®essagR data aRd Xeashscksnmndada Ineyded ithdhex raspoNsyui r es

of ot her ilr{fsgmigﬁnagwﬁqt - V\D@W&g}%llzvggéJPq%(cgéggéaggygs t hol d

t he conmmon password than the 1'I cense managenent unit on the
response coiEmetcorneépomdéagh lingaine imfongation ulStept h&Z%xgr claard X
grasps mci:é:%plairceesn?ﬁen\?a v e|rrr‘19(5]itcated by the decrypted checksum data with
15 the above total of the numerical values obtained by dividing the
decrypted response message data (Step S8a).

If these values are identical as a result of the comparison, the
searcher X recognizes that it received the response information
without fail and grasps the license information corresponding to the

20 content and the usage details the searcher X itself has designated
and the license management unit 2a holds. Also, if these values
are not identical as a result of the comparison, the searcher X
recognizes that details of the response information are wrong.

Furthermore, when the above sending rejection message is

25 included in the response message data of the response information,
the searcher X grasps in advance that it cannot request the license
management unit 2a to transfer the license information based on the
sending rejection message. Therefore, wasteful operations of the
searcher X for requesting the license management unit 2a to

30 transfer the license information can be saved, and thereby the
efficiency of the operations of the searcher X can be enhanced.

The searcher X also inquires of other license management
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unit holds the license information corresponding to the content and 5 the
usage details which the searcher X itself designates and are nost suitable
for its owoosmouest. In this case, the searcher X inquire®CafJPodos2 cense
managenent unit 2a which license information it holds. However, when
addresses are set. for all the function units on the home 10 network 300 to
communi cate with one another, it may inquire the address of the function
unit to be comuni cated, or the location (URL (Uniform Resource Locator),

for instance) of the ljcense informtion t rafd of the
sear cher UR"F%FhﬁEiiﬁﬂeiFji e FR@"M%%SV@? ?’f?‘%ﬂ’rgﬁﬁgﬁgéc@% Qgggr?ﬁén@%ﬁg t he
content whiehihe sgaeahein Xhd s@ldpordssi giferamatod ifeonpseachi liakhsef or
its own request fromthe |icense rmanagenent unit that holds the |icense

i nf or mat manageimest wiip) dheaaearahar %igmshg wiebd€@NER gNan@geingntio js

di { hat . t ;
the 11 congetIRABR R Beeti i thpHREEBrfotiotditd heieiEiehnaRd I |
as shpwniha Gkegedderadls ovlaishi thet Baarther Xi imede desigpatest and targa

holds the license information that is nost suitable for its own request as
a resul t st sttah ey fehtOWRIEEHERSE - nf or mati on from each |icense

managenent uni in ttlilﬁs sesghegh & ﬁ%’rdw Weiﬂ,ﬁgﬁ@e bpf et tjgenlsle of
e func

the above |icénse infofnation an tion unit 1D of the license
managenentanaigierdenthanithdadwhibh licersednfarorationoit stdsp SHOWEYREN, the

Tanageneihan: aosireeses, e set par rallohas Pu BT Bfs & ShES IR, o
t he 83?‘?}5\@‘@3@‘5 11N coRshiasar @At Toné | SeaEieer, - ROMAY 0BLHRORE the

PCT/ Information | D of the requested |icense infaor ma(tgi on and a
funct i on addviess Dfothe Hersehephenitk tohhe serynumcateduet the deratiosh.

Onee reCP(U/lil?g(b%?fc{relﬂueﬁéséﬁllté)é "BbLPor), "Fot §A8E&nce) of the license
information and the content

Operations of the searcher X for acquiring the license

15 information corresponding to the content which the searcher X itself
designates and is most suitable for its own request from the license
management unit that holds the license information will be
explained below with reference to Fig. 10.

Fig. 10 is a sequence diagram that shows how the searcher X

20 operates to acquire the license information from the license
management unit 2a.

In the sample as shown in Fig. 9, once grasping that the
license management unit 2a holds the license information that is
most suitable for its own request as a result of receiving the

25 response information from each license management unit, the
searcher X memorizes the license information ID of the above
license information and the function unit ID of the license
management unit 2a that holds the license information (Step Sib).

Then, the searcher X sends the request information

30 requesting the license management unit 2a to transfer the license
information (Step S2b).

Here, the request information includes a header, license
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managenment unit 2a searches for the license information having the 5
license information ID indicated by the request information anong the

l'i cense iwbasmetiion of its own (Step S3b). Wen there is wog/Jrbi/@essse

i nformati on that nmeets the search condition, the |icense managenent unit
2a locks the license information so as to reject the follow ng requests of
the license information fromthe other function 10 units (Step S4b). The

| i cense managenent unit 2a nenorizes the function unit |D of the searcher

X included i h
i conse. TROmAEIQM Pseptha s Raun et UeendReRHAn AR o ARd AT TRENRH g ng
the |icensseif QfiiHd QeAthetr taHRAgEnd6StIR® régRlastaintosamationhe sendi ng

information to the searcher X (Step S7b). Then, the searcher X receives
t he sending |n(h1¢mt||tﬂ1:ew(blﬁg t Hbel | ceayeskanHyOvERation : she a&'&@lnrs@s t he

| i cense informatiaon
i nf or mat MBANGISD PJ‘H{)’P‘ %ga%e%(ngpgg’ @sﬁl'é'ﬁle searcr?gﬂwghyﬁr Wﬁ g::hg es
the | fceng@nddfipfomhia@ion Q[ﬁnddtd‘wte‘dlw tloa wqme$iD|nfonmetIon:ameng

managenent unit 2a nenorized in Step St t.h
cannot rdbe license srfarimgtiolt afns; QW"P r( G&G%(ﬁlg) V\mgas@ eﬂsqgg; elroif

t hough i 'H Csﬁﬁi? @'?Strfrﬁ%"HSEt h%&oﬁ{@%ﬁs‘)"ché tséaei‘&%e%to%d%lcﬂgaltﬁet hedrigeense

rranagerre ans er t icense information based on the
license inberagéient néndatibekswin lioenserinformatfiontso BSc@wé@ﬂ&fﬁrﬁ@rrent

t 2 d S
t’ﬂ'fomit ﬁ%ﬂ%rvkéemaéagei S8 of e Heenss Brarroron roragaRe tiat EEnFEHH
memor qﬂﬁ [ﬁ $, 30 unnecessary and del etes them Then, the
sen

searc € acquisition notice information notif that
acqui res t he rél‘dlestthe masaguemnanﬁeunl@n?a dNERROriZes ‘W@% gb@ﬂﬂn'

O OO b eSSBS Rk F0. EReSHBhy BETOSR g Lhe
for the '@Qﬁ?ﬁa‘tl&ﬁ%@hltﬁ@rd@ké@micenseinformatlon (Step S5b), prepares
the sending information including the license information and a
15 header (Step S6b), and sends the sending information to the
searcher X (Step S7b).

Then, the searcher X receives the sending information from
the license management unit 2a, acquires the license information
the searcher X itself requests from this sending information to

20 memorize it (Step S8b). The searcher X further deletes the license
information ID and the function unit ID of the license management
unit 2a memorized in Step Sib (Step S9b). When the searcher X
cannot receive the sending information including the license
information though it sends the request information, it requests

95 again the license management unit 2a to transfer the license
information based on the license information ID and the function
unit ID of the license management unit 2a memorized in Step S1b.
When the searcher X receives the sending information including the
license information, it regards these IDs memorized in Step S1b as

30 unnecessary and deletes them.

Then, the searcher X sends the acquisition notice information
notifying that it acquires the requested license information to the
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menorized in Step S5b (Step Sl11lb), and deletes the license 5 information
when it is-found (Step S12b). In other words, even if the license
managenervouwniondiza sends the sending information includi RgTiIRE2/07082NnSe
information to the searcher Xin Step S7b, it can send the sending
information to the searcher X again when it receives the request

I nformation fromthe 1o searcher X again even if the searcher X does not

recei ve the above sending information, because the |icense managenent unit
2a nenorjzes the

| icense i nfornmgti i hcal to the sent |icense
i nf or mat 1§ NSE SPBERENES A Pl tond; &%‘s‘g?‘cﬁfg@?on with the function wunit ID
of the searcheppge PaERIVIFREEMETCA s BoAUNStideomfootnatioth the ticematsieon
fromthe searcher X as mentioned above, the |jcense nmanagenent unjt 2a
regards trhanagemeaiduimndt i 2@ cseatches ifor kRentas Ee‘é‘é@@%g WC’FH&E‘ 8% cher

X, and del . l.oc [ ercid 0 tHyon 44y S b [ I t he
| i cense r@%bﬁé”@%@ dg\ Sgeaﬂ) n%ﬁ&i gasst{‘%]eSsligiaﬂr)ghtaalrrpcl 253%?& at ttr%; (‘:‘gﬁpn?éeet es

t he pgocqagoABationeshensit tofobadr €StestSI2bin the searcher X (Step Si3b).
As descri bed above, the searcher X acquires the license .inforjmti

wi thout fail byNs@HMENHY A r_r%‘é‘”eri‘\}fE_Bgﬂfﬁe'?ﬁWﬁﬁ?ﬂ@ﬁne%&hmg_sﬂ?aﬁg%quest
I nf or mat ign, ?ﬁ?{h%@% E@?ghﬁﬁaﬂi@ﬁom@lhh@ﬁgt ehanfceAsel iRfBiMatIdces&he

managenent u at operationS of acquiring the license
i nf or nat igeardiesed om Step. SMb, hdscaresenrd fihe semdipgt infiesmabosstotihg t he

| i cense managenent, unit 2a, authenticates, t r f |.S: QM

sinplify ﬁer?é%&ﬂ gn%Q?H?\.WBG“ X':te,Cet'HggstJH‘lr]gﬁa?%Sgggggﬁﬂg&égﬁ;ﬁr%ﬁﬁstlptaé;t to
the §80Uesd@herARCEga TRV If 1h8l edaliir asdakewnot Tebedvedhe bboxe -
expl al ne elow. -32 WD 03/009112 PCT/JP02/ 07082 Fig. 11 is a descrjptive

di agr am t$endgrpwinfe rseation  miefe sectr dliegnse (e NtaURkc
method.  ACCORditd AHd9iEAUEN AR rASERTS iBRiHtRChI tBe thearsdtr Itense

information in a locked condition in association with the function
unit ID of the searcher X. Once receiving the acquisition notice

15 information from the searcher X as mentioned above, the license
management unit 2a regards that the sending information is
normally received by the searcher X, and deletes the locked license
information in Step S12b.

Finally, the license management unit 2a notifies the searcher

20 X that it completes the processing in response to the request from
the searcher X (Step S13b).

As described above, the searcher X acquires the license
information without fail by sending and receiving the information
such as the request information and the sending information to and

25 from the license management unit 2a.

Note that operations of acquiring the license information
based on Fig. 10 has been explained, but the process that the
license management unit 2a authenticates the searcher X is omitted
to simplify the explanation.

30 Next, the search (Processing Ss1) pursuant to the sequential
access method in Step S102 as shown in Fig. 3 will be explained

below.
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first accesses the |icense managenent units la, 2a and 3aina 5
predeterm ned order ((1)-(3) as shown in Fig. 11) to inquire of each of

t hem whetwerosioboinnl ds the desired |icense informati on or mewJrPo2devds2 f t he
searcher X finds the |icense managenment unit that holds that |icense
information, it stops the above-nentioned inquiry, and then acquires the
license information fromthat |icense managenent 10 unit. The above access
order is determined in the order of the nearest |ocation fromthe searcher

X on the network firrst, far exanple,. t
at randomt he Fl'gt:&r{sés @aagégﬁ’éﬂl'np%nq'tagq’%gv @?ta%ﬂsg\gs,e%; %ggé%@(ir\ﬁ%?ﬂg?ﬁcess
wi thout JcREiRENidthe sdquanerfsaecess matlod. al though al | the Iicense 15

managenent units la, 2a and 3a are shown in Fig. 11 en the searcher X
is a license mivAgsdbRg thithe sequential aceess i"@e'r?rgegr; W t&e

| i cense g [ h LSat h i i
mnagem%n??‘éggﬁé%?h%hgkgggrecﬂﬁigg%@?g'%%@g% 1%‘tdr g{?aﬁ{rﬁf?fhlg p?ri or
E'USh ggo_pmdugl:@rhmi_rﬁtc_épolﬁﬂm (43 ) sh@dn dsn shioyyn3imifig. bd1xin dnGedreediow,
the pri orequls T RBEBaYNRSBEF 4f RGIH5 e pF e BaenshdamonT aiian & hpfe °
Loense  ARRAgRRNLeHithel X fifd 83 RcEABESTAh AguATemt Ut itheeeldt ce

25 informatron notrftying the ense Information tThat they hold thensel ves
to ot her thatelisenseniafomeratian; tit staps2theab @eeanenti peedoimahtyoaislt

units 1b, 2b, 3b and 4pb that is.t he :

pr epar eszt%@&qaﬁr?%éﬁpi JXEES ﬁBf)‘?"?!ﬁattPrﬁ i&ﬂiﬁ}gﬁt I'?ﬁgggﬁggﬁ{%ﬁ
l'icenge iphr methenafbRROeRRIss30riabl B idetieratined vimathey pedet dhetha cense
information each of the |icense managenent units |la, 2a and 3a holds. Wen
any of tHeearesterdocafidingtivsnt thei seagches aﬁqop@atlaﬁdnﬁwftfg‘nt et olfbut

U0 e RS A RO HBR e R0l aieds sEckigpaae
desired llicense nmdoagenhent units riderZmcanto Jdhe respectivelyf owithowh
managenent table, and .
predetermining the access order. Also, although all the license
15 management units ia, 2a and 3a are shown in Fig. 11, when the
searcher X is a license management unit, the above search is made
between that license management unit that is the searcher X and
other license management units. h
Next, the search (Processing Ss1) pursuant to the prior push
20 method in Step S102 as shown in Fig. 3 will be explained below.
Fig. 12 is a descriptive diagram that shows a search method
according to the prior push method.
According to the prior push method, each of the license
management unit 1a, 2a and 3a sends in advance the license notice
95 information notifying the license information that they hold
themselves to other license management units 1a, 2a and 3a and
the content output units 1b, 2b, 3b and 4b that is to be the searcher
X. The searcher X prepares, based on the license notice
information, and memorizes the license information management
30 table indicating what type of the license information each of the
license management units 1a, 2a and 3a holds. When any of the

license management unit 1a, 2a and 3a and the content output unit
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acquires the license information fromthat |icense nmanagenent unit. 5 Note
that, although all the |icense managenent units la, 2a and 3a are shown in
Fig. 12, wbheaoohie2 searcher X is a |license nanagenent uni PCTHIRe2/@bg e
search is nade between that |icense nmanagenent unit that is the searcher X
and ot her |icense managenent units. In the above case, any of the |license
managenent units la, 10 2a and 3a and the content output units 1b, 2b, 3b
and 4b that is the searcher X nmenorizes the |icense infornmation nmanagenent

t abl e. weyer,_.a tabl e managenent_ teym nal Vi fur r

pr ovi dedligm ¥ﬁe Fomn e%%%%t?%@rs ﬁéﬁlﬁ??r e‘fﬁg’ F?%gﬁigh%l ng(g'reﬁgtei on
managene(jceha! ﬁaﬁ@gbhﬁén@%ﬁﬁt #ahhefdd brel desired litenseagdoeniationt s | a,
2a and 3a notifies the table nanagenent term nal device of é&ﬁ?e | i cense

i nf or mat Mdbht refierenasoltasthwelicenser mferatian Maeagemensrtalliconabd on a

regul ar basis. Every.tl . . (i h¥én } Ves
the noti @&,qui”fe$ Eﬁg\%&ééﬁ% ”égfgb%lsﬂ(g? itﬂeii ﬁ?%ghgtgﬁsn@} @fén% ?%n matagglz%ent
tabl e Anbtichen2 akdioihgh afl shedssesse rnatvely emmartageitsni at ravamal 3devi ce
to refer to the license information nana&e]%nl%a%b% gbl e nmenorized ther and

sear ches argrshawn ik &ige Idanwderfhesgar Ji¢RRSEdTaNageMm&tihse
i nf ti dd [ 25
I nformat|f tbﬁﬁgﬂ?ﬁﬁ‘&% Q%EFEQ&S' @ﬁ@g@d@gﬁﬁ%ﬁeﬂhaﬁﬂiéehé’e AR ey

the conten unit n that 1s the searcher X nenorizes
t he |i cengdtithfadr isath ersemrcdgemXnandaotizeni idenge rhanagssnentewnitdned tabl e

managenent term nal device, all the |ljcens i.nformation ty 1 abl es
nmenori zed in e&@l‘ﬁ’!ﬁ ac%rfé‘ﬁ? fERF 1t %nyb‘é# &5ﬁeﬁéﬂ!’s&“ﬁ@é§?ﬂﬁﬂﬂgﬁﬂ?gi’réw he
t abl ¢, managSERNSal £HATtHE cRtERYIdIR U Rhty UBY. 28 hBbl dséntte that asthid on
managenent tables are under collective managenent of the table trtrggf enent

term nal sedwehes. XTheemtaizestiie licasre: infoon@iopmAlRgRMant table -34
10 93 008437 0 KORATE R ARRE R e e PR orien w8
tabl e caprr/idedsiory tre@abgsethe network 300 for memorizing the license
information management table. In this case, each of the license
15 management units la, 2a and 3a notifies the table management
terminal device of the license information that it holds when it
renews that license information or on a regular basis. Every time
the table management terminal device receives the notice, it renews
the details of the license information management table. And the
90 searcher X accesses the table management terminal device to refer
to the license information management table memorized there, and
searches for the license management unit that holds the desired
license information.
When each of the license management unit 1a, 2a and 3a or
95 the content output unit 1b, 2b, 3b and 4b that is the searcher X
memorizes the license information management table without the
above-mentioned table management terminal device, all the license
information management tables memorized in each of them need to
be renewed. On the other hand, if the table management terminal
30 device is provided, the license information management tables are
under collective management of the table management terminal
device. Therefore, the license information management table
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When the searcher X grasps that plurality of Iicense 5 managenent units
hold the desired license infornation as a result of referring to the

| i cense iwDasmediion nanagenent table, it selects the |iceaygromsragenent
unit fromwhich it should acquire the license information based on the
details of the license information such as the effective period that each
of the |Iicense managenent units holds. 1o Note that the searcher X may
notify a user of the content usage devices or the |icense nmanagenent units

that hold the desired, , ligcense infornmati nd. i t al f g cense
i nf or mat MBRN3Griged {1y tQ@qfﬁp% P%“PS@EHE@&%%B?'PQ% @%vﬁ%%rﬁxeﬁééégnfge

nmanagenee YBheweE! SFE¥hacreersadrferhietigpemsnagenséndablé dexthe the
search (Processing Ssl) pursuant to the search commission nethod in Step

S102 as sfasity imaRiage® will be explained below Fig. 13 is a descriptive

di agram t hat sh a rc !.P“gd ac L Qg th Mm-S

nmet hod. 20 Accwgl%ﬁ'g E'ﬁgt h%e earch ?:(orrgr?ésg'il)%n tﬁr}‘%{thog!&ﬁg&htﬁg Ilggzirécﬁjuer X
i s any ofmile germieaitt ualtispiub|dithe s ddire@ticabsaidfoimation asenresett of fir st
conmmi ssions the |icense, rranage_rTFnt unit la, for i nitéﬁe’ e l,sﬁ?ﬁ%‘s:ﬁ}?}%or
the desi r&dervifgnte therlicemse dnforpation saNAgsENER Bcht 2BIRASSNYN, the
| i cense | t; i i ' ng
the I ool TRt a ALl B R B A e
i nf or mat iiafioritationi based ohaheedethds of thet ieepsaricoramtion suehtate

her X i he Ii i nf i.on f he | j ’
ot 15 thoRTiaanee neted that ot i HERRsE o HRo el fn TR REREE"
sear gl gt ehERSAGPERB XNirfay S G9AYTH Uses ofhehé | comisnt wR@EeNent

unit Za to search for the desired license Information as,  nmentioned acFove.
If there devides desithed licerseemanagenenh usits that holdstheodesire

P o2 AR g Rk S RV A, 1R @Bl bolid s
search rigsHthuiroMRedicensde ihfsemasiorofréimthé ilimmrse mmdoagement uirtit
further selected according to the user’s operation.

15 Next, the search (Processing Ss1) pursuant to the search
commission method in Step S102 as shown in Fig. 3 will be explained
below.

Fig. 13 is a descriptive diagram that shows a search method
according to the search commission method.

20 According to the search commission method, when the
searcher X is any of the content output units 1b, 2b, 3b and 4b, the
searcher X first commissions the license management unit 1a, for
instance, to search for the desired license information. Once
receiving the search commission, the license management unit 1a

95 searches for that license information among the license information
that it holds itself, and if there is the license infdrmation, it notifies
the searcher X of the search result. And the searcher X acquires
the license information from the license management unit 1a.

When there is not the license information as a result of the

30 search, the license management unit 1a commissions the license

management unit 2a to search for the desired license information as’

mentioned above. If there is the desired license information as a
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conmmi ssions the |icense managenent unit 3a to search for the 5 desired.

| icense information as nentioned above. On the other hand, when the

sear cher Woios/oeny2 of the |icense nanagenent units |a, 2aPrPamdP@A)708he
searcher X searches for the license information requested by the content
output unit 1b, 2b, 3b or 4b anong the license information that it holds
itself. If there is 10 not that license information, it conmm ssions the
ot her license managenent unit to search the desired |license information,

as described ahbove. According,.to the.sgarch,. LSS QN h

sear cher rgsugl'o '%%"F‘Eﬁ&'%ghGnHCSPSthmﬁr@iﬂ&@%%e@enﬁgﬂﬁ&eIff’a?hfa and

3a 15 t ¢ 8L inbpagldifemtsiingd Jd erntsfes nfte mRdarehera)dof ftheheearich not

the license Informati'on in any one of these |icense_ nanagenent nittﬂsﬁr t hat
t

li cense mesadieneHowever,cifrherg endaththat higense sREIMahidyeHet to

search for that lLicen [ ti i | §ir L 1S $1 IS
r epeat ed %ﬁ?m'slsh%ﬁge@?? egggf‘ggngggnfge:fﬁFh?ng i'%né?sﬁfgéj%raﬁl@or,s%r‘%nt he
abovercaspsinbgnicdgseiinfosmateonsesenentioned fabaoiget he desired |icense

i nformati on anong the |icense infaornmation

that it, holds i | f,. 0t
notifies the s&tdherofher hatd sudien tﬂ"@sﬁ??."gh%\}é\'/%ra,nw totfﬁr&&? Hic'@é\ae' y
notify t i i Y8 et fech of
t he seargﬁapgﬁlﬁ%ﬁnﬁﬁﬁﬁc@és%? E%?laeh?lébetﬁs%egréfgﬁgggﬂ]e)ﬁ? uni t %ﬁhg?sﬁg‘sec
commi ssi anesh$dénfeanalti g qeiquestedebyi then so ntendrowtp wihunibhby héb, Bibcense

managenment unit that holds it and sends. it t r. X. IS, the
sear cher & 4bqamenrgthe ﬁ&ﬁqs@d'ﬁ%@ﬁ@g'qmFlégHPmagﬂggggo c;ifrte| Jc% Iiylﬁrom
the lLcenss: "BRRISTEShsENiAfdfAbtIEH dsiti corhiiissiawls r eleé! pthieroligende

ot her "'lIi cense nanagenent unit. Here, each of the |icense panagepent units

la, 2a anbadmgerd®EMD WBtoto1seardy/ Jhe2desieed slieease: RFQUMALIYN @it | Ds

for identifying the aother |license managenent units |la, 2a and 3a and the
cont ent o‘i\ﬁ%‘iﬁ'gﬁﬂi?gol’ " 2b, 3b and 4b with their priorities being

assi gned. Wen gasdrdihgt b6 the search commission method, the searcher X
commissions any one of the license management units 1a, 2a and 3a
15 to search for the desired license information, and if there is not the
license information in any one of these license management units,
that license management unit commissions the other license
management unit to search for that license information. Like this,
the search commission is repeated until the desired license

20 information is found.

Also, in the above case, when the license management unit
finds the desired license information among the license information
that it holds itself, it notifies the searcher X of the search result.
waever, it may directly notify the license management unit that

95 has commissioned the search of the search result.

In this case, the license management unit that has
commissioned the search acquires the license information from the
license management unit that holds it and sends it to the searcher X.
That is, the searcher X acquires the desired license information, not

30 directly from the license management unit that holds it, but
indirectly through the other license management unit.

Here, each of the license management units la, 2a and 3a
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| i cense managenent units la, 2a and 3a is conm ssioned a plurality 5 of
searches at the sane tine fromthe other |icense managenent units la, 2a
and 3a amaotod@owent ent out put units 1b, 2b, 3b and 4b w PTURE/(7082
priorities being assigned, it accepts their conm ssions in the order of
descending priorities. In the above case, the function IDs are set for each
of the 10 license nmanagenent units la, 2a and 3a with their priorities

bei ng assigned, but the user IDs for identifying the users nay be set with

their priprities bei.ng _assign t b ; in t he
user ID Ego%%ra??ngﬁuﬂﬁg'%ﬁf@ﬂ? L@Sggﬁeg?‘%@t?m@] gh?gr L§1‘%6'3; n?%@érets an
I C card ghgnhpenhBAt usfts 1B, 2 @arid8acend aite csapentiewtpeitisnits B, 3ber 4,

each of the |license managenent unit |la, 2a and 3a ,h ac ts themcom%si on
from t he 3boanshd busvilh tReircBriosiiiascheind aspanss el GagRePt fPfority.
The sear ¢her l4i g né & otrfeed kRldgitihe
desired ?I!&%gﬁgéeﬁfﬁﬁggﬁa?%ﬁgugﬁg%rl |’%§;%odﬁa\jg?i %ﬂg@?e@;%% 20 r?eltbhodsI tgﬂch as
t he apovefnesiches dir tlad csetn antiinad fremd theqothies li¢ense JeRd@ gRiME Hnent
unit to transfer that Igié:ense 'nforrrgti nwhi.l e

. JMe { |
managemestnitsika t Aatand 33 At N&iCPR ePE?Péf@éJ i Hpbﬁw&tq’rc:%b’agt%ﬁgﬁt%i &b es
the sear %\ﬁ%higﬁ%zmﬁ?g&ﬁ sieihly 485RimeAest bleebptbaraaradramissions in

aut hori ze e 25 searcher X to acquire the license information
that it lhledsrdéseffdescensding pradities requested license information to

o e an RN RGeS S PP O 888 9, e ey

managenent uni £Nt ornation, very

wast gful |preaf £8 shBAagerBeatclinis 1ahea iarah$Sa withgeneint prioirities dgeing
i ncluding those which do not [[)errrit the s a_rchg:1 itself to ﬂ%c)qui re tttjf
license iassigned, dubibetwsee lus tor tdRnEBANGEhe USels MaK g SELWELE ¢

rer aroz RBP4 BTG, B e e T i e A e P o be
unaut hor igtedusas D riggw perdtingetlaatdunitardausagengdeviee] 1 c@ast Mafageient
;Jmat tha}%srer?’?ésént? Sart g?o?icr)\rg];d%ieodls‘,elgilﬁnir{tfo el ididuasqd Gesd of
15 1, 2, 3 or 4, each of the license management unit 1a, 2a and 3a
accepts the commission from the content usage device operated by
the user with a higher priority.
The searcher X searches for the license management unit that
holds the desired license information according to various search
20 methods such as the above-mentioned broadcast method, and
requests the license management unit to transfer that license
information. Meanwhile, the license management unit that is
requested the license information authenticates the searcher X, and‘
only if it determines that the searcher X'is authorized, it permits the
95 searcher X to acquire the license information that it holds itself so as
to send the requested license information to the searcher X.
However, when the searcher X searches for the license
management unit that holds the desired license information, it is
very wasteful professing to search all the license management units
30 including those which do not permit the searcher itself to acquire the
license information and those which the searcher itself cannot
access. It is wasteful processing because the searcher X cannot
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search. 5 In other words, it is desirable to omit in advance the |icense
management units that do not permt the searcher X to acquire the |icense
i nf or mat i wp oandbieannot be accessed by the searcher X frompCrhieos@asxh by
the searcher X. So, the searcher X may menorize search group information
10 including the function unit I1Ds of the |icense managenent units that
can be accessed and permt the searcher X to acquire the license
information, etc. In this case, when the searcher X searches for the

| i cense nana e units hat _hol d.

first 1§ngf@r£ﬁ?glq€}{b€%é@¢%’ﬁnapkﬂjb'ft qu%féet |rﬁ”{é&gamH searc HIQ@

only the E'&%Imﬁgﬁ@ﬁhth@ﬁ%at&lmbw thei icéheesamacaggnoept unlt
|nforrrat|on Accordi ngly, wasteful search can be _prevented, t the
li cense thabmeetsthesearchsonditiotbdeyepnfhés |f8&|5'ﬁis@5 azﬁeﬁjdﬁ:aﬁtrtrﬁﬁt uni t
t hat rreetg t he-search condition even if it is found as a result of the
search b§ fhe"searcher X. In the above case, the searcher X menorizes the
search group imforheat ierdsanid lshdesbyalxleetcwamd:fm asheutesithg lisepset t ed.

Ho h
can be aaiaééér@%@@ﬁ%’ ReniGE ANt ROxah P TER I (1% S Ao BUTEIET ¢ e
|1 cense §REAIRI iR JHF aRfiBE L BE AG@isded Hynthel seardivdr Xsfidmm

| i cense agenent uni d the desired license informtion.
Ther eby, theesgardtefy tbeoseascmgr ¥an be onmtted, as in the case of

menori zi ng the sea@%\ rou mnfglg%tr{jggl ensteg?cﬁeaFﬁnﬁrlr?fogw‘?ﬁlont he

aut henti cation (oPr hown

expl gb ”e‘i'nPRlvﬂWrg tl$§ fﬁﬁ&%@@%@@ﬂ%ﬂﬁ@ﬂﬁé@@@é nﬂ\amrgém@rttwnrts thatsent

enbodi ment I'i cense managenent unit i e uest ed t
i nf or mat icam e amessetdhand PRI bnthei searghen QSaEHPﬁ'&ttF'@ah':?%er\%IS‘Fg

function, UPI |Emta |O|$t %li:En ne

In this case, when the searcher X searches for the license

management units that hold the desired license information, it first

15 refers to the search group information, and then searches for only
the license management units registered in the search group
information.

Accordingly, wasteful search can be prevented, such that the
license information cannot be acquired from the license

20 management unit that meets the search condition even if it is found
as a result of the search by the searcher X.

In the above case, the searcher X memorizes the search
group information, and thereby the wasteful processing is omitted.
However, a search condition such as the license management units

95 that can be accessed by the searcher X and permit the searcher X to
acquire the license information may be added to the search
condition such as the license management units that hold the
desired license information. Thereby, the wasteful processing can
be omitted, as in the case of memorizing the search group

30 information in the searcher X.

Next, the authentication (Processing Ss2) in Step 102 as
shown in Fig. 3 will be explained below.
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whether it is authorized or not. 5 Wen the |icense managenent unit |a as
the searcher X requests the |icense management unit 2a to transfer the

l'i cense Wwofosfomatzon, the |icense managenment unit 2a aut heotijeer/eesy he

li cense management unit la. Also, when the content output unit Ib requests
the |icense managenment unit la to transfer the license 1o information, the
| i cense managenent unit |a authenticates the content output unit 1b. Here,
the |license managenent unit that receives the request of the |license

i nformati on authenticateg that requests the |ic ' | ORL

confi rhm' ng t he ARCATdiBHei Zﬁlﬁtﬂ@ S &P&??‘\'ﬁgi’@n w&g@ﬁbhe“ﬁcﬁ% on
uni t t hatmpeieshedt unft KSpEqdesrea the Aceasesirformuiibnl byense of the

i nformati on can be noved. | nqt he present enbodi nent, the uge domajn is

set so tHanction unigsf inzkways avthenticates the fHaatiQeiddt g M&nits

la, 2a an nd . . t units I'b, .2b, 3b and 4b bel t
the 20 |d’¥ﬁ?l%6§? 'géérgﬁmfﬁgmﬁgt&& it is set so that the Iicgnggg °
i nforgation canyvbermmted icersy ofatdgehiesnsenitanaaeihaiaacher, Xa and

3a and the content output units 1b, 2b, 3b and 4b. There_.are,twq. ki nds of
user dondiafEiegife the dkense MasadementyHinihda phtEansar %}ﬁj\,\q%ﬁ%ﬁ%r i s

set by @ AR BhoINE! IRpER e R AURABNIL 2k Blteieatsoviies he

content. reina or mer erred to as just "user donain" and
t he | att dicessé tnanayem@miviidir 1 aondilad) wier thencentept ouitpait umif ¥hir t her

limt the content usage devices that belong, tp_a predet 1.he t
provi der RARER SIS € NAREEMEH tt:ﬁ% ?&cgﬁﬁé?%m@}%ﬁﬁ%iﬂgo can
be myyed i%ﬁo?ﬁ%tiepbefhém%ntsféeﬁﬂaﬂag?ém@mumrm by sAitHergtieatesinties of
chains of noving of ‘the |icense information. Also, the usage restrictionis
to restricenpant ockpart ynithdb.- 39 WO 03/009112 PCT/ JP02/ 07082 function

L et e RELELBE RSB Al LR h Bl FerBiy o8 i qaact o
the functjprheniiicendmtinbetmagid® dlheéndabtealthat requests the license
information by confirming the user domain and the usage restriction
15 of the function unit that requests it.

A user domain is a range in which license information can be
moved. In the present embodiment, the user domain is set so that
all the function units, that is, the license management units 1a, 2a
and 3a and the content output units 1b, ‘wa’ 3b and 4b belong to the

20 identical user domain. That is, it is set so that the license
information can be moved to any of the license management units
1a, 2a and 3a and the content output units 1b, 2b, 3b and 4b.

There are two kinds of user domains. One is set by a user for
privacy protection, and another is set by a content provider such as

25 a company that holds and provides the content. (Hereinafter, the
former is referred to as just “user domain” and the latter as “content
provider domain”). The content provider may further limit the
content usage devices that belong to a predetermined content
provider dohain and further a range in which the license information

30 can be moved to each other among these function units by setting a
number of chains of moving of the license information.

Also, the usage restriction is to restrict particularly the
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user domain. 5 In other words, the |license managenent unit that receives
the request of the license infornmation determ nes whether the function
unit thatwoeqests the |icense information bel ongs to thePCrdeoizogd user
domain or not, and further determ nes whether it belongs to the usage
restriction or not. And the license 1o nmanagenent unit that receives the
request judges that the function wunit that requests the |icense
information is authorized only when the user domain of the function unit

is identical to tha iLts own an ] Ni oS AU sage
restrict fBACtQRY Uﬁ\éhn%['@tt?ﬁ? PFJHE'EF%%&%#%@@@E@. 'r'éeb %g 'Fﬁggﬁig;qOH )

i nfor mat kRAtt Bakht Be tHE ENEEnsd Sitagentent umitsi tael 2ahahds 3aNdta dishat
this usage restriction may be set hierarchically. For exanple, under a
Usage T eRmDEDl the tHEraliby it feBEvioeeUnjiRthat helahg FQShri HEMiCHay
further be set Bﬁq ILr*qc;intent category, and under the usage restriction, a
usage reé"[slﬁlrcqp @ y further be set by 20 content. As described above, by
aut hept i cati ngiphetfienoibedsyihe tfitense eqaesigemient! lodhdbatnreceiveason

using the user domain, the |license , infornation,can be prevented fr bei ng
drai ned theotnesiuesy Rfndhe dicgnrsee) &rsagﬁe&i%%ﬁ?rﬁ@”? n ﬁ‘ker;%er{oﬁg'rg

net wor k %ﬁ&gtﬁ}ntd\fﬁﬁ&é?% |d®s PeqitdREL GFbrABMLIBA belehisntdinhle t hat

requests I cense i nformation using the usage restriction, the function
units cddeb¢icdlasseri donain hoseathi andcfurieeui detemmpines ewbetheroitat i on

The cont Gl ofiiye tAewNE s desin ctiesfERSThoRE Mftior i 500, G FOC<EiEshy! o,

even pf %‘?\‘ng QHteGhft BatPadtRasd Eeé rdqgigsinpldgeyitbat! dmafedcbiorsi de
of tﬁg hgﬂrre n V\rglrk 300 to the home networ BOOﬁ{ oglalggu_i re |licens

i nf or mat iumit teatarqotesisqthe dicense Wfernadian 1speythpoizes o y;Wqu cense
user dondfTe USEE ARG AR AP cURHL SRR caPt g Raatef itsBuhTamid T
usage dewilge func@lol fiaithes sndeadeharusage restriction, and permits the
function unit to acquire the license information that the license
15 management unit itself holds.
Note that this usage restriction may be set hierarchically.
For example, under a usage restriction that is set by service type, a
usage restriction may further be set by content category, and under
the usage restriction, a usage restriction may further be set by
20 content. ,
As described above, by authenticating the function unit that
requests the license information using the user domain, the license
information can be prevented from being drained to other terminal
device located outside the identical home network 300. At the
25 same time, by authenticating the function unit that requests the
license information using the usage restriction, the function units
can be classified to those which can acquire the license information
and those which cannot acquire it, even if they are the function units
of the content usage devices located in the home network 300.
30 For example, even if someone connects an unauthorized
terminal device located outside of the home network 300 to the
home network 300 to acquire license information, he cannot acquire

-40 -



content usage device 2 for his son's usage within the home network 5 300,
t hese content usage devices can be classified so that the son cannot
acquire twe oBioeamse i nfornmation on the content usage devi ®ET/JROYGT082gh hi s
father can acquire it on the content usage device 1. Once receiving the
request of the license information, the |icense managenent unit may
authenticate the function unit that 10 requests the |license information
according to SSL (Secure Sockets Layer) using a certificate pursuant to

X. 509 Prqipeql. 'n'%%“ﬁﬁ’ol?h%ﬁon( Eéhgbpﬁ*e‘?tw%\ Wevictd éé‘?ltoac”ﬁgtqrpff ore

it authentlcates usin omai h an ge FestTT Ci on
above cadm®, thleeldentleai;msmmaignnamn urAlsot, h&tdlfﬁer@muwagbtﬁesthlcctms

|nforrrat|on 15 only authenticates the functjo hat, requests usi ng
the user dFoRih AhA tHN bé‘?%%?r‘&@ﬂ% Jan@’rt ﬁe agper ﬁoﬂgé‘&re Pt he

license redpgaENsagl Hedick Dhfof KIS SoRf's %égé“%\YltﬁH‘ﬁ *tﬁ'ét hBﬁ‘ié n&agoriet her.

Next, how each of the |license nmanagenent unit”™la, 2a and 3a 20 determ nes
whet hér t?n@Osetélraﬂeecoxtenétuswaetewqa\Secancbaselassmfﬂednao|tdsrauoblhersgm to

t he er mhlc each of the lLicense
rrana;eren(?a%rﬁ{)p ch:ﬁﬂ%gctﬁ% '%gtng& ﬁi’g’gﬂgg@& 8|nn8h hlifdﬁaf]ﬁagies EEtFod in
the aut hemtthmt%;mmnéwm@sca\l adgdirel It §heﬂ1§t%t@$1tsb§wgel delige 13 Wil
be expl ai ned bel ow. 25 Accordi to the domain |ist netho each of the

li cense rranageQrBﬁ? [@fekving, tbé éﬂGU§§th@fc¥§1% licarse infermatiani ckhe he
f ti i h
bglngnlgo'?o Jf:?%g%ser dé#aﬁ]é'?g "m.'a OFSP{’S*@%%'\?@ZWS‘EQ t glbag‘l;cher

X reqoestrequesis abqulucensecneifeemaﬁlonrratcon:lmg tdeSSILrT'(SesuBe Sbeketde
searcher X belongs to the fer domai n i entlgallégboﬁt hat its wn i f the

function LAYEN) HSIR9 ALEHicats PUTsUanRtyitat reiRco db?%ierﬂ s CAvi t h

referenc S h u | n 0
b 3P05 ST e hce SN Pty b ot LMatahcibiraf'at aatitelficaics 3

content ihe pmerudnotrsalxbanﬂbthemmemﬁmcttimsedncﬁee a>b0\ee1u:(&stes the
license \MROAJETRYndTbihdift LRiETAN S FEGubsEERSEhd M UB Qs rhgidn cense

15 only authenticates the function unit that requests it using the user
domain and the usage restriction and the SSL. However, both the
license management unit and the function unit may authenticate
each other.

Next, how each of the license management unit 1a, 2a and 3a

20 determines whether the searcher X that requests the license
information belongs to the user domain identical to the user domain
to which each of the license management unit 1a, 2a and 3a belongs
according to a domain list method in the authentication (Processing
Ss2) in Step S102 as shown in Fig. 3 will be explained below.

25 According to the domain list method, each of the license
management units 1la, 2a and 3a holds a domain list in which the
function IDs of the function units of the content usage devices that
belong to the user domain identical to that of its own. When the
searcher X requests it to acquire license information, it determines

30 that the searcher X belongs to the user domain identical to that of its
own if the function unit ID of the searcher X is registered in the
domain list with reference to the list. When the function unit other
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managenent unit |a determ nes that the searcher X does not belong 5 to the
user domain identical to that of its own because the function wunit ID of
the sear cWero3Xo91s2 not registered in the domain list that PCT/JRel/aesa tsel f
with reference to the domain list. This domain list is prepared manually by
a user at his own risk, by inputting the function unit IDs directly into
the license 1o managenent units la, 2a and 3a of each content usage device
1, 2 and 3, or by inputting the function unit IDs indirectly into the

| i cense ment i t 2 3

conmuni c&F‘% QEF ﬁgﬁlﬁgeaﬁ@'ﬂéﬂeﬁaéﬂfdﬁ%%?gg %‘g §£r%ﬁ§ é%) c,tl}’nt Mt s
freely e@dt?ijtatﬁ‘ﬁltrsei‘ﬁv\@% Bb iRl apess Rhessdd ettt Xitedwedis mevm from
bei ng edited and renewed DBy anot her person than t e user USII}é an editing

passvvor d maoagernseaicenitanta IﬁiéiCIhUﬁ@ trhaﬁt M@ﬁl@sles”&(ﬂf&'?t}@trbdt iCefSfality

cont en
onit o Shen iRt iicLA ket et oL B A" dd &S Abt natbRRper
ﬁLnLQrs L;telcgr.s@mﬂ ﬁ@n@é|tmﬁdjﬁntm@gtﬁthaE@gatﬁmwnelsecaqlaseOtrse fueadEiost i ned
Ds_vi e ne an ere .
pr epar ed.unit khiaf H&%§ea'1\2%q{sgr'sn688 rﬁ&'gF%‘iﬁﬁ 'Ela'i nﬁ?c'h%igqa%'épﬁﬁﬁéii i on
unit 1D 'H’G eré%!f W"iﬁnfﬁﬂﬁﬂ%%ef@'%héﬂb‘i‘nﬁfn qagh content usage 25

devi ce, ore usa I'ty can be i nproved. Here, how to renew the
domain i st \Ahe'rmla dmmamnlus:mts psagaredemnacrmalty boyhadtaerdat His vav ek,

networ k i ncluydin | f the LN a hat
bel ong t(p\{ hénPH'gFl'ﬂgEalﬁ‘ eftr‘}/n‘&b ﬁ%é g;éﬁgg IS(Qd rﬂ%l g%geglcfr—eq?s aany
one gf tﬁﬁa%&éﬁ%tcﬁﬁq?ﬁtlausziﬂ%rﬁ@ﬂ&ﬁ esch WRermdusage dbeicew, cnt ent
usage device IS connected to the selected one. -42 WO 03/0

PCT{ J P?Z/Wﬁ&ddhbw inett na dhieotu i o N weitdkD ¢ hadfr@edty Hht%h?ﬁ IGINEHe new
content usage d
qgﬁé’@%gg{ oo i 5tessdaiy thg C&ﬁ np@ﬁsgtaifee hebd,&y 1068 Bycense

managenent’ a2 & ng-con
communicating it using another terminal device. Also, this domain

list is freely edited and renewed by the user himself, but it is
15 prevented from being edited and renewed by another person than
the user using an editing password, for instance.

When the home network is constructed by a plurality of
content usage devices and their function units, the license
management unit of each content usage device itself collects the

20 function unit IDs of the function units of other content usage devices
up to a predetermined number of IDs via the network, and thereby
the domain list may be prepared.

In this case, the user need not input data such as the function
unit ID into every license management unit of each content usage

25 device, and therefore usability can be improved.

Here, how to renew the domain list when a new content usage
device is connected to the home network including a plurality of the
existing content usage devices that belong to the identical user
domain will be explained below.

30 First, any one of the existing content usage devices is
selected, and the new content usage device is connected to the
selected one.
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device, and further, the function unit IDs of the function units of the 5
sel ected existing content usage device are registered in the domain |ist
hel d by twe oBioeamse nanagenent unit of the new content usaga/JPexzvioge. As a
result, the selected content usage device and the new content usage device
bel ong to the identical user domain. However, 10 at this stage, the

exi sting content usage devices other than the selected one and the new
content usage device belong to different wuser donmains. Next, when each

content usage dhATe thevhingtigp, a8 T AT e AIBELEET Wilfs ot terdewe”
function dqﬁttehrgfgeagienale;\ﬁgé herd depistedledisertitodimain tligtabetd byehdomin
0

list that s i'tse each” ot her, and nmerges the received donain
list intdicermse omanagement Asnid oésthe , selactede eXisiRge GOEHEGENETRGSi t s

of the exjsting conten e ' ' r f ' [ f the
function %Y)'Cﬁﬂiqr%d JP r%fﬁgﬁﬁlﬂw g@ﬁ?é@tsn Hglgtggbgec\)/fit ggeifﬁ?‘t !a(ﬂg%mmt% O:f::@tés) t hat
they sholgbleesaadyietin@ doertevtt hsayeabevidecaedbyregistetdt in dhe domain t s

of the existing content usage devices and the new content usage device
bel ong t disthbelddny itha |'G@é‘lsedm\%ﬁ‘%gemﬁ'é;(ér'fﬂﬁé)fo?h%dw\f"oc?@ﬁ%‘@\’: e %fomai n
list will %{?ic%(pl ained 25 below Fig. 14A-Fig. 14E are descriptive

di agr anms q eXpl ai ning how a new content usage device including a |license
managenent  uniAs %aresbighthe selectededonbenhaisage devias RMBOGEhEsNEMbWN i n

Fig. 1 and Fig. 2, operates,to renewthe domain lis e |y 30
nanagerrerﬁorlh?ﬁ”?"suﬁﬁgeza,evﬁ Qﬁgogﬂf}:c’r HagddEnly 'usf# éPﬁaﬂAAH@?§§SE'4E, a
spot light 5 Sh rg%%h n ng Id e ideasiceeeoskeer nireay efeant

uni tsloof ?%Zthggnte @’ust‘e;rggegée?g?pgs,dosv\ﬁiéldg P%g@font_er:t -43 S\ED 3f/ 009112
PCT/ JP02/ §FleR2edoonpuandnthe new eantert useage damicenbelena toaditfgrent on

unit I1Ds 2A, 3A of .the |license managenent units 2a, 3a are registered in a

domai n | i $PCHORMNALNG-

Next, when each function unit in a plurality of content usage
devices including the new content usage device moves license
15 information between the other function unit belonging to the
identical user domain, it passes the domain list that it holds itself to
each other, and merges the received domain list into that of its own.

As a result, all the license management units of the existing
content usage devices register the function unit IDs of the function

20 units of the new content usage device in the domain lists that they
hold themselves to renew them, and thereby, all the function units
of the existing content usage devices and the new content usage
device belong to the identical user domain.

An example of how to renew the domain list will be explained

25 below.

Fig. 14A~Fig. 14E are descriptive diagrams for explaining
how a new content usage device including a license management
unit 5a, which is connected to the home network 300 as shown in Fig.
1 and Fig. 2, operates to renew the domain lists of the license

30 management units 1a, 2a, 3a ahd 5a, respectively. In Fig. 14A~
Fig. 14E, a spotlight is turned on the domain lists held by the license
management units of the content usage devices, while the content
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by the |icense managenent unit |a of the content usage device 1, 5 function
unit I1Ds 1A, 3A of the license nmanagenent units la, 3a are registered in a
dormai n | iwD B@a1hel d by the |icense managenent unit 2a @CTURE/Cost ent
usage device 2, and function unit IDs 1A, 2A of the |license managenent
units la, 2a are registered in a domain |list DL3a held by the Iicense
managenent unit 3a of the content 10 usage device 3. Al of the license
managenent units la, 2a and 3a belong to the identical user domai ns. Next,
as shown in Fig. 14B, a usej selects the content usage device 1, connects
a new coﬁ’tLletht‘-'tu'éBé@ a&gi‘%@'{ cf‘he content usage device 1, and registers a

function unit W SRAWMIintHG . 14A)Fe nkicRnagienEDE 2N BASaf the lieemse
content usage device in the domain list DLla held by the ||cense
managenemnanaigerngndfunis 2entihareuegistessd da a domain BSFM?th%lddorrai n

1S DUig) abe i2n @ AmAthoeflefy dille 12T LEUonidine (asld aaviBoof  the

| i cense I Cense managenment unit of the new
20 coBt ey rtERaE LIAYIIOS $A,BAtef thepaense dvamagenent DiNisa lianddaaaneng

I A". As lt, the li ] it | d the I

managene e aiAterdsh Nt Raoraa in NStooneehNadaBy e LeenSedaaiRs epspt

cont ent #&"i]ﬁezgeo\’f* fire Qfdrf@tt gség% &l@@ﬂ’éé[ %2l a ¥g Fu iiBh unihihe LR, Dire
s Za, 3a and

| i cense managerment ~uni the license managenent units 5a, that
i s, the ashtiestlicsrse mMeaviagEm2ntiuaits 1he 2@areoneeiatergdaide addomaiel ong

to diff t dormai, n. when the || t i h
boar cher ot Sotaesid v (the ficeliben maRagsiaRnt (RSN thiglontedE i e
30 | i1§gpti%ée@§%\ﬁfcie09. ang| 'FauRs lizeke Masagenianagerrentlayn2a drd t3a

trans icense Information, the |license managenent unit la judges
that the béargdontraddepticalnisessl @BROASs to the user -44 WO 03/ 009112

oo PO SR T S SR T B S, et MRS R b ntden
i nf or mat i @avice iLN@oufescisna tfewdeomient Ushge' @dviGAtodNe chatenhaisage
device 1, and registers a function unit ID “5A” of the license
15 management unit 5a of the new content usage device in the domain
list DL1a held by the license management unit 1a of the content
usage device 1 so as to renew the domain list DL1a into “2A, 3A, BA".

Also, the user inputs the function ID of the license
management unit 1a in the license management unit 5a of the new

20 content usage device so as to prepare a domain list DL 5a indicating
“1A"

As a result, the license management unit 1a and the license
management unit 5a, that is, the content usage device 1 and the
nhew content usage device belong to the identical user domain, while

25 the license management units 2a, 3a and the license management
units 5a, that is, the content usage devices 2, 3 and the new content
usage device belong to different user domain.

Here, when the license management unit 5a as the searcher X
searches for the license management unit that holds the desired

30 license information and requests the license management unit 1a to
transfer the license information, the license management unit 1a
judges that the license management unit 5a belongs to the user '
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| i cense managenent unit la holds itself, and permts the license 5
managenent unit 5a to acquire the license information. As a result, as
shown in Wo@3/004@ the license information is noved frompPChEPhI/@esese
managenent, unit la to the |license nmanagenent unit 5a. At this tine, the

| i cense managenent unit la sends the domain |ist DLla "2A, 3A, 5A" that it
holds itself to the 10 |icense managenent unit 5a, and the |license
managenent unit 5a sends the domain list DL5a "I A" that it holds itself to

he | ' wWrdp 7
ﬁegpel:tcle &Wahﬁﬂag?‘ttmlfgﬁ}'rtogtﬁah?ﬁdf%"?'}i é%ﬁﬁéeaWHtUHg {? ‘I iggnse
managenepif hiet Iﬁ?enﬁ@é'e\r‘ﬁahb?e(ﬂﬁewtn unist SELShatf rdguests fivet bicebse 2A,
3A". Next, as shown in Fi

4D, wh he |
?cqw r es iRfRIMAEENB dSi H?@Jllurﬂﬁd dn thgnrrfji)ﬁgalrli g‘ir%g nﬁggenenght ﬂHIP'tt tI%éE, t he
I cen .
L oo her TR p il dridh O BRE 13 hofTHILIE Snddérmity it [fende e

nana?]gnemhaﬁlaigeraerﬁetmdst bleto (kmp,umeltm& |iDeTese 1|Af0|3natt0mt it holds

itse to the license ement uni e case t he above And
the license a@e'ﬁ%‘fﬁ'{mrﬁ shonoia %é%p&c‘féwtﬁ? Gr@?ﬂ@et OrmBQ\H Ofo i n
l1sts — Wich @€ hrd erth@”ﬁcbh%e"m@ﬁf@ﬂenﬁmt umt A FleEeVRdive 25

dorralnllst 2a of it own to "1A 3A DBA". And finally, as shown in Fig.
14E, whemnalmeagemem‘deunrtnﬂagetﬁetnthltsmlm%atfa@d]maf@ mhenagesneBdt itiTisdmt i on

f th
the dommiseTdStheLaammar it Hia By Ay cehT T BOTHE el bo e
RGN i i aﬂf?ﬂgﬁe?’ﬁet@mm"m”'“m‘ "
A, al | 0 se
3a, as i sands dhee domeie lsb\RL5an L Ah&hatcinbelds dgseld b %igerrent unit

S o R I, 910 I o e, Vs sk s
domai n | irgtspal@ively mepge theit wn2dontaih lists with each other, and the
license management unit 5a renews the domain list DL5a of its own
15 to “1A, 2A, 3A"

Next, as shown in Fig. 14D, when the license management
unit 2a acquires the license information from the license
management unit 1a, the license management unit l1a sends the
domain list DL1a “2A, 3A, 5A” that its holds itself to the license

20 management unit 2a, and the license management unit 2a sends the
domain list DL2a “1A, 3A” that it holds itself to the license
management unit 1a, as in the case of the above. And the license
management units 1a, 2a respectively merge their own domain lists
with each other, and the license management unit 2a renews the

25 domain list DL2a of it own to “1A, 3A, 5A".

And finally, as shown in Fig. 14E, when the license
management unit 3a acquires the license information from the
license management unit 2a, the license management unit 3a sends
the domain list DL3a “1A, 2A” that its holds itself to the license

30 management unit 2a, and the license management unit 2a sends the
.domain list DL2a “1A, 3A, 5A” that it holds itself to the license
management unit 3a, as in the case of the above. And the license
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As a result, the user can renew the domain |ists DL2a, DL3a of 5 the

| i cense managenent units 2a, 3a wthout renewi ng them manually, and nake
the |icenwo ogmomgenent units la, 2a, 3a and 5a on the homeTreo2mnée 300,
that is, the content usage devices 1, 2 and 3 and the new content usage
device belong to the identical user domain. 10 In the above case, a
plurality of |icense managenent units of the content usage devi ces send
their owm donmain lists with one another and nerge their domain lists with

the others' so as tq rene their own in Lists., However La. |i st
rranagerreﬁpanta@rerﬁjﬁﬁ% Y8t S\r,\%ﬂe\%%fje’m@cﬁg% r{npfé% m&?@vﬁi%%ﬁ‘sagﬂg@% gelmfznt
15 unit GfitpreldchobihRlr, WA héevicesamiahagdrmenteupitoBaiednaws he home
network 300. The function unit IDs of the function units of a plurality of

the contdomaipadst @h3acdf tthawméponkit dAheAidenti cal user domain are

registered in th LNgl rJm ; t
usage device i élypéo'%%g}ggﬁ t*%?%%?%?ﬂleﬁaﬁalt%§% ?nl"cr;zteéll\’lo%ga%?délfsegf
It_het ngw men%e?segméﬂdgmmrf“ e aslugiiittsi Pl 13a meghsudr eeniewintge them n

I st managenen erm nal . he |icense managepent., unit .of each t ent
usage ddvATBpcREIAE BordiGense M aaRdEERERt WUEMLA 2onod AGEr | 25
asis or | eLRkN |, '

the 1 at et AT TR e e T R G B R AR 0 d e o

t er m nal amdthandotimé meéwsto megnkt bgagkeedeviembelongriaytheridenticaliuserf so

as to renew it. For exanple, in the above-nentioned case, the function unit
30 I Ds "190MEAN-3A" are registered in advance in the domain |ist

managgment ter nimghe IWGPetdiselen marhRRY dfsideendenemdgementngniigdof o LAN
on the home network 300, the function unit ID -46 WO 03/009112

PCT/ JP02/ TrO8D Bt afsage devigase seawhdévadntowm dosgnadn HAES néifhc di@nt
usage deyl&enbP AR he P& Eh%iF BBTAR Aidts WitheOBRhRrS! S SER0G 98 AR

term nal.
their own domain lists. However, a domain list management

terminal for renewing the domain list of the license management
15 unit of each content usage devices may further be provided on the
home network 300. _

The function unit IDs of the function units of a plurality of the
content usage devices that belong to the identical user domain are
registered in this domain list management terminal. When a new

20 content usage device is provided, the function unit IDs of the
function units of the new content usage device are additionally
registered in the domain list management terminal.

And the license management unit of each content usage
device accesses the domain list management terminal on a regular

95 basis or every time it performs a predetermined processing, and
registers the latest function unit IDs registered in the domain list
management terminal in the domain list held by the license
management unit itself so as to renew it.

For example, in the above-mentioned case, the function unit

30 IDs “1A, 2A, 3A” are registered in advance in the domain list
management terminal. When the new content usage device is
connected to LAN on the home network 300, the function unit ID
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And each function unit such as the |license nmanagenent unit 5 la, 2a and 5a
accesses the domain |ist nmanagenent termnal on a regular basis, and

regi st er swohg/obatiest function unit IDs "1A, 2A 3A, 5HA'" PegiIpoxo7esk i n t he
domain list nmanagenent termnal in the domain list held by the function
unit itself. In the above case, only the function IDs are registered in the
10 domain list, but the user IDs for identifying users may be registered

in advance in association with the function unit In this case, when

| Ds.
iser domaie] S AUREAREsq R aRRTEH Hnit 8% BRI R, Shads T 1
i n associddviee Wt addhgonadly Iregidbermdl ia thegel oarhathelistemaitagemerin be

changed according to each wuser. For exanple, when a user ul inputs his own
user 1D "terminal.the content usage device 1, the user domains are formed by

all of the [i #id e bafgl?{“&;%ﬁﬁn YihitSsuéh s tﬁgchéé‘né‘@‘ilntagﬁa i put

units 1b, 2b, e content usage devices and 4. 20 On
t he otherl®ald, andebaaausesseg theudiosnhis Imsinmeseagemenk terminiad orant ent

device 1, the domai f d_by the |i W t
inite | a TeRnIBE basis, i d sROasteTsthr dakest cptignaupEt TR K 2an e
usage deVSResna%%E&Qréd VerhkheldipeindpERi afabephaaedtdfifinbheirc aient

provider 25 iin, the server 100 distributes the domain |ist by secure
comuni cadorginotishhelgehy the fusetior atnit idsaifcated to the content

Bomi n 1ist '+ < TOLREATQE oo Bhe RTINS e rhaishifed JRLARY .. "0,
the gont edénitsirgRstepueedelusdrans r W anifydhgwears magobairedistdied

registered in the |license managenent units la, 2a and 3a as described
above ar dft dAMAEEE IMASsAGiatiomavithi e fHmCEOR MNIEERSt domain 1ist by

secure comuni Gaf k(i idhse AGnER Qﬁ’eoegég%n%;awﬁ%/@;@ﬁ%d g&pﬁﬁg‘?’atmé he

inquiry fromthe I'i cens€ ranagenent units I'a, 2a and 3a,
speci al i zigte ggertendrusdge sheviceerthe dseedonpaénliis Sormeed dynthe fuinstiomhe
details O&n%tgerggpsﬁie?eldi Fr% t reed%rn*ené/fann ﬁs ifnr %@s%%iigﬂon with the user ID,
15 and a range of the user domain can be changed according to each
user. For example, when a user ul inputs his own user ID “"U1” in
the content usage device 1, the user domains are formed by all of
the license management units 1a, 2, and 3a and the content output
units 1b, 2b, 3b and 4b of the content usage devices 1, 2, 3 and 4.
20 On the other hand, when a user u2 inputs his own user ID "U2” in the
content usage device 1, the user domains are formed by the license
management units 1a and 2a and the content output units 1b and 2b
of the content usage devices 1 and 2.
When the user domain is replaced with the content provider
25 domain, the server 100 distributes the domain list by secure
communication, or an agent or a serviceman dedicated to the
content provider directly operates the content usage devices 1~3,
and thereby the domain list is registered in the license management
units 1a, 2a and 3a of the content usage devices 1, 2 and 3. Also,
30 when the domain lists registered in the license management units 1a,
2a and 3a as described above are renewed, the server 100

distributes the latest domain list by secure communication in
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nodi fied by the user in this manner. Also, the domain list may be 5 nerged
so as to be renewed, as described above. Next, how the |icense managenent
units | a,wbasamdiBa determine whether the searcher X thatCraguees t he
license information belongs to the user domain identical to those to which
the |license managenent units belong pursuant to the password 1o nethod in
the authentication processing (Processing Ss2) in Step S102 as shown in
Fig. 3 will be explained below. According to this password nethod, each of

the license ma t.unit 2 d 3 i
b, 2. - rosPaRdeatd (e 1Bav e e el liedRe N o R ity Bty 2212
| dent | Cabn%aéﬁwﬁtﬂé%arﬁém(ajliaéar@@éh@@r.tH/&]g@remrémfn tiveectly eatise the

managenment unifs la, 2a and 3a receives the request to acquire the |i
i nf or mat domaindisthe Bradstailsof the damad ggi&tﬁ@re B&ggﬁﬁltﬁgd!ﬂ'om ejBQIr gﬁgfe

X wth that ,of its Jdf e rd o

det er m né@oghgé?dt%\g%&yg%grmxt%& gﬁ%@ﬁt@g t%‘ésgggﬁl%sgraﬁg%ﬁ{amﬁ%i@e tibgal to
its oyn ysergeansd ms torb@remaveed \Masndasdeibexk adtdwee. than the |icense
managenent units la, 2a and 3a and the content qutpu its,lb, 2 3b and

4b as a sear chdlext,r bovestler HeenscedeNage t 'i‘Ji?i'r:'?rllaa %% %'aghﬁrae t he
1 cense | pla it Oy ddinds CEHEE STHRRRIEN Wik e ciiedte! e Neechisel (e

searpher es not ng to the user domain identical to its own user
domai n bgpssidaticn frslomys tdddee nster dateain hdepaicaldicddtbpseno yedcher X

dor atla f .
N eonne® thendidanae anagatneht hitenbelhd  BUrS ey YOSt e PR sWord o' Tt
2b, 3B agﬁe‘&ﬁoafiﬁ {ﬁ}%%t@@nﬂi@é‘ﬂ@nd%\l‘b@égsﬂngl (Priyies st hgt S82)aiss Girap

nmanageme term na r managing a password per user domain may be
provi ded Sh0Rhas Isdravneiwbig. 3- wallviee osxpledned PEPWP02/ 07082 300. In this

oS of 5 B A BRRCTE dyd CHBSRNla) Aoy, | GFEh B tha et
i dent i calmgsRig&@@itunits 1a, 2a and 3a and the content output units 1b, 2b,
3b and 4b that belong to the identical user domain holds the
15 identical password (common information). When each of the
license management units 1a, 2a and 3a receives the request to
acquire the license information from the searcher X, it collates the
password of the searcher X with that of its own, and if the passwords
match each other, it determines that the searcher X belongs to the
20 user domain identical to its own user domain.

For example, when a device other than the license
management units 1a, 2a and 3a and the content output units 1b, 2b,
3b and 4b as a searcher X requests the license management unit 1a
to acquire the license information, the license management unit 1a

25 determines that the searcher X does not belong to the user domain
identical to its own user domain because its password does not
match the password of the searcher X.
This password is inputted by a user and held by each function
unit of the license management units 1a, 2a and 3a and the content
30 output units 1b, 2b, 3b and 4b of the content usage devices 1~4 .
Note that a password management terminal for managing a
password per user domain may be provided on the home network
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Al so, the function unit IDthat is to be registered in the 5 domain |ist
Is selected according to donmain list nmethod, or a plurality of passwords
are. hel d wo Bloetfizncti on unit of the content usage devi cecageaaosy to the
password net hod, and thereby each content usage device or each function
unit of the content usage device may belong to a plurality of user
domains. 10 Fig. 15 is a descriptive diagramthat shows a sanple of how

t he content usage devices are if they belong to a plurality of user

d in th le, it fi gur ed t ji
16l ong 30 Ka Ty casem e wrase ikl hifaadfiedt fetirt oiePTneey! o
bel ongs fge hE S8 s SRBRANEo L@ich L&Za BGra i oft bencentmagxea@evdms ce 3

bel ongs to the user domai n UD2, , and the content usage device 4
bel ongs thatiaraiserbelang toudse |dusmtlcalnusﬁr§%a§én the content usage

device 1 oan myetthd LARIToRTLUETD OPaE LIRS e deaistrdd et

usage devi ces i vel € content usadge device 2 can nove

the | fcerpanaiinf distais 09elﬁﬂ@m¢¢@|&ilhgartb tderaim dist uvejbodevioses 1, 3

and 4 respectivel and the conten VIC 3 can,nove, t he | cepse
o at IHraltes PRESW i arenbeke e e EUpE Ty Lils S Bhf tonte!

e o%/g%ser\ﬁg eawﬂd'%%onterﬁ}; Rold @gﬁ()@evaﬁe @fél@w/@@]

pluralit onmal NS age VI ce may hold information
noti fyi ngomtierit us«argeiaimnrmesImmuédchefunhtlgmarumutu ofithe gontant Usgae f| ag,

for instapce. Next, eus restr o t hat firmed along with the
30 user EHVICE MAY HRE é’uncghga dﬁwah% cHSEN n%or?ﬁ g'gessi ng Ss2) in Step

S102,8s shown ipyqFi ayRl ai ﬂal’hetﬁm showend isarag|a@bsfvhowhen
eachlgf t he |ICFZ sel%néﬁaééjmedréesn('?@p a-%3/ 009112 PCT/ JP0O2/ 078820:51n| ts |a,
i

2a and 3dheeceintentt hsagegdeviced aal‘@qlf theyhbelonrgriea PRGN OSnU$EEm t he
searche;ﬂ(i( i t det erm nes whether the searcher X belongs to the identical
user do (?ﬁ ﬁot and al so det ermn nes

In this sample, it is configured so that the content usage
device 1 belongs to the user domains UD1, UD3, the content usage

15 device 2 belongs to the user domains UD1, UD2, UD3, UD4, the
content usage device 3 belongs to the user domain UD2, UD4, and
the content usage device 4 belongs to the user domain UD3, UD4.

In this case, the content usage device 1 can move the license
information between itself and the content usage devices 2 and 4

20 respectively, the content usage device 2 can move the license
information between itself and the content usage devices 1, 3 and 4
respectively, and the content usage device 3 can move the license
information between itself and the content usage devices 2 and 4
respectively.

25 Note that, when one content usage device belong to a
plurality of user domains, the content usage device may hold
information notifying which user domain should be a higher priority
by setting a flag, for instance.

Next, the usage restriction that is confirmed along with the

30 user domain in the authentication processing (Processing Ss2) in
Step S102 as shown in Fig. 3 will be explained below.

As mentioned above, when each of the license management
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the usage restriction on the searcher X such as whether the 5 requested

| icense information may be passed to the searcher X or not. This usage
restrictiwoosoder erm ned by the group information i nclugcChgPredst er m ned
data stored in each of the Iicense nanagenent units la, 2a and 3a. And in
this group information, a 1o function unit ID of a function unit that is
permtted to acquire license information and a user |ID of a user, a
function unit 1D of a function wunit that the |icense nmanagenent units |a,

2a and Sy hisst AN atP3a! Recdivedthiereldlidst! Poob cBui A ONjckhde ! N
Is permtted to "acquire license intformation per |I'rcense |nformation; that
is, per lmfosmationdirosethieceeanchver Xsdt determitwscwihathied thfe seaucisér on

unit that,, ,is permtted tg acquire license.informtion per processing type
are regi)ét%?léﬁq.g%itpsﬁ],et'ﬁgngg‘saé Wheh af iy R NO&: @Nd aﬁgodzfei{q{énfn etion
uni t  thathe suBag@ tetricti @& a8 &Hd1esEAEERER KNIQUCHRE 48N viiSefifd) Stigged i n
20 the group information will be explained. For exanple, when the content
out putd unieqeested Hicenrse finfiermatiani mayDbepassedate ddre Isearghesgeat s t he
| i cense agenment unit la to transfer the |icense information, the

| i cense Tmanagenent unit |a determ nes that the searcher X belongs to the

25 user donai n Thisntsage tastrhaionfisidsternimed BiavhetPrdls idpsEHALIdist
met hod or. tffSFanssword met hod, and then determ nes whet her the function

uni t ngndpfRfarmMined o dals i sEeret iiBn edehedf nthet Jiggnse not
] h f . I 1 . f H . n ||. .
wth re il %éﬁ‘\éﬂau% Rd “ié”arPch . K d Q?gh?@ngﬁgg@ ﬂﬁgrun%nﬁloin; a

I ncl uded group i nfornmatTon, the'licens nent
aut heift i cfatrectio heuridri of aofu potionnilhit?thathis pesmitted seaahdreXicense

oo oSN b A Lt PSS 8 b oo TR T b0 on
Gorai LepHhaF e csRmARIGEIRCpteunis 08, 22 it gLt dnacs”
quire the Ticense
i nf or mat i ¥$ef dD, a function unit ID of a function unit that is permitted to
acquire license information per license information, that is, per
156 content or service to be used, or a function ID of a function unit that
is permitted to acquire license information per processing type are
registered.

First, the case when the function unit ID of the function unit

that is permitted to acquire the license information is registered in
20 the group information will be explained.

For example, when the content output unit 2b with the
function unit ID “2B” as a searcher X requests the license
management unit 1a to transfer the license information, the license
management unit 1a determines that the searcher X belongs to the

25 user domain identical to that of its own pursuant to the domain list
method or the password method, and then determines whether the
function unit ID “2B” is included in the group information stored in
itself or not with reference to the group information. If the function
ID "“2B” is included in the group information, the license

30 management unit 1a authenticates the content output unit 2b that is
the searcher X as authorized, and permits it to acquire the license
information.
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use a content and those that cannot acquire the license information 5 nor
use the content. In the above case, the function unit IDs of the function
units ofwphla/oeuamt ent usage devices that are permtted toPargeizEshe
license information are registered in the group information, but the user
| Ds of the users who are permitted to use the license 10 information may
be registered there. In this case, when a user inputs his user IDin any of
the content usage devices 1-4 and the |license nanagenent unit or the

t ent t put it of th t . devi ' [
Coputted s’ a JHANIAGNaR e 0t SLEHE FReraas s eRuRLfth L ARICTE KT ho as
the |i cengmidiftongageodelfcdd @ﬁéfsz"elbfm@ toittensdentiehd s domahecacmar cher

X presents the user”ID inputted EX- the wuser to that Ilcenze nana(ﬁ%rge
unit. Thde |c¢aas@|efhna§@rtémse Ghat ¢aataGreiseviiRet Heen e iBse R U O cense

aroup | nitr: PontRt ang A0PE s rAhERt R IE e RochbdifBistom T he
regi sger gehr Ulsepei@idontidit. searcher X to acquire the |l i cense information.
Next, the case when the function unlt | Ds of tpg functi on UI’II#S that the

li cense managedBnthemhave £ase, W fypctiqsuniEdDs 9fithaFRaction HET oup
i nf or mat |(ﬂnstwsl lc MR ePtPL R d&videy tprsrake. p@pﬁlﬁtt@@ t6 capgair@g@eent

unit la tru I CEnse nma gemant unit 2a and the |icense mana ement uni t
2a  trustlscémse linfermvatiemnayencegisieredda thaeqg o intermaition, ugAheyf

the |icense nt unit 2a is,registered i (o] Fye: M of
the Ii cedé%e'gaﬁg g& {Ehgni YSeEs  WitP tAke f@rﬁz{{n@ﬁéao tﬁnﬁf&f D,tﬁéA"ﬂ%fH%[jue
licenge NATBPRIEIONUN Y :B% 'régisﬁ@réﬁefﬁé'ré n the group information Of the
| i cense managenent unit Here, since the |icense nmanagenent unit

trusts the |icdmséhis BIJaSW.) 9419092 12SSCTNPRES/ bmazsernﬁﬁ)agenéﬂv Bﬁut'th%a
rcqui ro- CREMRICASEEE A6V ceT 3o ARt e ReARmARERIERE R R BN, o1 ¢
hol ds, angb@t&®t batputuiteof the content usage device in which the user ID

is inputted as a searcher X requests the license management unit

15 that holds the license information to transfer that license
information, the searcher X presents the user ID inputted by the
user to that license management unit. The license management
unit that receives the request of the license information determines
whether the presented user ID is registered in the group information

20 stored in itself or not, and if the user ID is registered, it permits the
searcher X to acquire the license information.

Next, the case when the function unit IDs of the function units
that the license management units la, 2a and 3a trust are
registered in the group information will be explained.

25 For example, when the license management unit la trusts
license management unit 2a and the license management unit 2a
trusts the license management unit 3a, the function unit ID “2A” of
the license management unit 2a is registered in the group
information of the license management unit 1a, and the function

30 unit ID “3A” of the license management unit 3a is registered in the
group information of the license management unit 2a.

Here, since the license management unit 1a trusts the license
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function unit of the content usage device approved by the license 5
managenent unit 2a to acquire the license information. That is, since the
| i cense mMapagemam: unit 2a trusts the |icense managenent PARIIPOZ@082 he

| i cense managenent unit 3a can acquire the license information fromthe

| i cense managenent unit la with the approval of the |icense nmanagenent
unit 2a. 10 More specifically, when the |icense managenent unit 3a
acquires the license information fromthe |Iicense managenent unit |a, the

| t it..3a first.. ' ' ' it
20 to | sTBNOSEREN T WaltadandiiEalitanae Dapapslieht (I LpcBERREtS the ™
certificai@nd masdgbheant immiti Zgnsecacqoagethatlidénseiinf@amatiohethatcense
managenent unit la sO as to request it to acquire the |icense i, f(% mat i on.
Here, th&heelicehseamanagenyest uniti baiitself e@ﬁm gt iaéﬁoim?ﬂmgﬁ i bﬁ‘

ndi cat | Chat " : : . : e i
managerentnGhan AME o S2°EantRRELRENR A fcctapr vt e LR e he

20 regueshaphgldinenitcanse Janftor aatjudre ridfeelicarsd infgroatioms ofiati s,

stored in itself. As a result of the referenge, .the licens managenent
unit |a séReet sthee liceRrge MARAGRELRNLNIUNE, 28  EEYRHS e%pﬁe F'l%%é‘i‘?&a

| nf or mat |, 00 \Dased «q El[:lﬁ;zﬁ%ﬁttﬁé‘ﬁcueg{eh} HaAbigdMmewt inltD33288n04icbiRre

| i cense rmanag nt uni alsinc in the 25 group information though
the functthenligensel fokmabion fieom tbeskcenagagaragement amitslagyith

i ncl uded there and th etails of _above-nenti ertificate. Al so, when
the ot hert ﬁBPirBNaﬁnﬁﬁt%%ﬁicr%%dngﬁégaﬁjﬁle&;elgﬂgezgf he |icense nanagenent
unit jga, the op@fe f YpekiMeaMpi twhicgberlié lidenske rmentdddmant iumitudang

information indicating that "it is trusted b% the |icense managenent .unit
3a" and taequisesithe dicensintnnmgation from £oe ligansaiManagementinit cense

T cence. nialbReltelie MAndbEietE AT, Sl B EQRTSIHF Al el

| i cense ereby Can ~acquire i cense
i nf or mat i @ Hagenidit Untese tonsgeeentcentificata.indicatingr itsoappromad, ot her

function aulglclltprce:%nenat%q’yrlléecér?ﬁiclzalltceerc])%%ained from the license management

15 unit 2a to the license managément unit 1a so as to request it to

acquire the license information. Here, the certificate includes

reliability certification information indicating that “the license

management unit 3a is trusted by the license management unit 2a”.

Then, the license management unit la that receives the

20 request of the license information refers to the group information

stored in itself. As a result of the reference, the license

management unit 1a permits the license management unit 3a to

acquire the license information based on the fact that the function

unit ID “2A” of the license management unit 2a is included in the

95 group information though the function unit ID “3A” of the license

management unit 3a is not included there and the details of
above-mentioned certificate.

Also, when the other function unit is trusted and approved by

the license management unit 3a, the other function unit presents

30 the certificate including information indicating that “it is trusted by

the license management unit 3a” and the certificate including

information indicating that “the license management unit 3a is
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information if it presents the certificates of the chained relationships 5
of trust. In the above case, the |license nmanagenent unit 3a approved by
the |i cenwo oamomgenent unit 2a acquires the |icense inforeaTijpoe/o7dsx ectly
fromthe |license nanagenent unit la, but it may acquire the |icense
informati on of the |icense managenent unit la indirectly via to the |icense
managenent unit 2a. That is, the |icense managenent wunit 3a conm ssions
the |icense managenment unit 2a to acquire the license information fromthe

| i cense nagepent it,la and then L r i di e n from
t he Iicegaslésat%é:{wrztb mgﬁ? uﬁqns%an}q{b?gﬁﬁi&itqﬁﬁ y Ean ertﬁﬁ'ré)é:gamknégm on.
15 Furt hSEE[E’iPe thie TII%Iﬁ@YﬁfmﬁétldmﬁrénﬂmeOﬁcermste hﬁlsnagementfuumtt i on
units, which belong to the user domain identical to that  of | i cense

managered®@.urin othar werrds, the gkbap fuRCsIaRUYE, Cadhécqﬂﬂéelth@eﬁ%nse
managene £ t d
the. or oubiatPaP Rl I Bl altS, e RrificEy o0the ENSified RIBHBIgH RS 1
3a. Howewertrushe function unit I1Ds of the function units that belong to a
di fferent user_domain nmay al so b egi stered there if th ar ruted. In
this case, whefn 65@1amx%éaﬁﬁcéﬁﬁ{'ﬁgﬁéﬁéma%n}%nq qni é ﬁBtfgé{%
confirms bé}"fh algdrhientunsit 28 aliﬂ#&lrbm{fhe PeereeURfosnidEioin cense

i nformat i so re? to t he group ormati on. And when each of the
| i cense mfagﬂyrﬁn()rrumedlctansemaaa@emejntdg@tt Taabut heMmay aesidliratherat i on

d f the f t h St d
e ouessupTaRaHl PEtha HeRhad tataaShant ABE da Pidire ot o e
bel 0?5' th@n&@ﬁsé%ﬁ%gém@mmuwﬁ@rﬂa cairhie is} $thewicerse m‘anage:mrrbgmts that
the function unit belongs to the different user domain. Assune thg:g’

other |i curitSarenmgenssionsithe heANSRaMAr0 QD&Y bHdh 22 ECACHESE
e LT PR SR L, e
managenenfcdilires thee likenseninBamptidgesrotmthelécense management unit

2a that has acquired it under the commission.

15 Furthermore, in the above case, the function unit IDs of the
function units, which belong to the user domain identical to that of
the license management unit that holds the group information, and
the license management unit that holds the group information trusts,
are registered in the group information held by the license

20 management units 1a, 2a and 3a. However, the function unit IDs of
the function units that belong to a different user domain may also be
registered there if they are trusted.

In this case, when each of the license management units 1a,
2a and 3a confirms the user domain of the function unit that

25 requests the license information, it also refers to the group
information. And when each of the license management units 1a,
2a and 3a judges that the license information is requested from the
function unit having the function unit ID registered in its own group
information, it handles the function unit as that belonging to the

30 user domain identical to its own even if it judges that the function
unit belongs to the different user domain.

Assume that the other license management unit than the
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| i cense managenent unit |a neets the search condition as a result 5 of the
search according to the broadcast nmethod or the search comm ssion nethod
and requesDY3bE1li cense nanagenent unit la to transfer tha/JPITENSE ’
information, for exanple. In such a case, if the function ID the other

|i cense management unit is registered in the group information held by the
li cense management unit la even 10 if it judges that the other license
managenent unit belongs to the wuser domain different fromthat of its own,

it jud ~that th th i i i i
ber i t 5 Tk nsenEranAEEeBt HiMLs bt ding ek fdlehd & thedRertical
i nf or mat 'l%%roggm L wiicheloiisd tola daffeireprsiéer dozhasn dsonethadred 15

above, ea i cense managenent units la, 2 d 3 '

sear crd1er the ticense eTeinagemnenhdnics dat gabeﬁé‘tﬁgi%, tjb'%qrgi% ﬁﬁ%@af e
user dongjn to acquire t i can ' I ' n

restri c?ﬁ'cﬁ?rfsse mgnéﬂ_%rﬂgﬁt ll'—'ﬁﬁ:t ﬁgrﬁr?")é];e&s”ﬁég%;ea‘?'\éﬁu%%b?maﬁmég%l \52@‘8]& t he
funct fon giiche Relaeerli Becoeding te etheobroad2astlififethed dr dinet fsearsh its
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the devi @emmisdien 1At akyandossTbest el FFOFE AN ARSI PRG fense
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chat ne by Ha TR U 1R Ne iR B b o e et s o

8; |OﬁSS, wmchugttrtrclimllj thes@th?m:bigemsrﬁ manageenka aildis3segisiergddine t wo
e approved chai i

SRR BN PORAGA TN N AT v

cer L i,fy Cg;%;fﬁg'dégéoscii‘hb@gtﬁ@%‘tﬁ@ri Neisthatarid dentant urit belongs toithe

trusted | cense managenent unit 4a”, "the |icense nagenent
unit 4a isser doradimydifferantcbrere thatgéitntowni it jgdgesabrat £he Sﬁﬁ%ﬁse

managenment unit 3a is trusted the li n At Y
03/ 00911 '%T?SPB%?B?@@“?B‘%@%&@ Uz T BRRIorieS e oriper YO
transfer [jhensecenrsfagéniaitmatiidno abguire ehedicansgaméarmationl a prohibits

the searcher X fromacquiring the license informatjon because
of However, if the trustful relationship chains &8 me|t1 i%nneugber

15 above, each of the license management units 1a, 2a and 3a may
permit the searchers X that are all the function units belonging to
the identical user domain to acquire the license information even
though the usage restriction is put on them. Furthermore, if the
function unit IDs of the function units belonging to the user domain

20 different from that of its own are also registered in the group
information as described above, all the devices in the world may
possibly be permitted to acquire the license information.

So, a hop count that is a number of the above-mentioned
chains may be limited. That is, if the number of approved chains is

95 two or less, each of the license management units 1a, 2a and 3a may
handle two or one approved chain(s) as effective one(s) and three or
more as ineffective ones.

For example, when the searcher X presents the certificates
indicating respectively that “the searcher X itself is trusted by the

30 license management unit 4a”, “the license management unit 4a is
trusted by the license management units 3a“ and “the license
management unit 3a is trusted by the license management unit 2a”
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approved chains is three. 5 As a result, the |license managenent unit la is
prevented from permtting all the function units belonging to the

i dent i calwola091dbmai n to acquire the |icense informti onPCIAPodEgbove
case, only the function unit IDs of the function wunits that the |icense
managenment units la, 2a and 3a trust are 10 registered in the group

I nformation, but the user IDs nay be registered there in association with
these function unit IDs of the trusted function units. In this case, the

trustful relati ] t h_of | Y 2
and 3a- a0 TR STnener e teenirireo SNty EA %, SAMERT the feRssy,,
user. NexiforrH8tioasetdsicdie anagement urdib d prodéibitscthesearichert hat

is permitted to acquire the license information is registered i t he group
i nf or mat Xofireer atsuwiringfthedicersasiforndaHean @r?,catLP% ‘Q'tl"se THEM I ®Ent or

service to b S LI, lained. 20 In this case, a content |ID
assi gnedalp@@é(%geggﬁma%tm%%

for “d'dentifying it and a service ID assigned to
each gervice fpg a rdentt, fthendcensermareademersuehitatads yayenjgd 6oor a

nmb f f tent ar .St in th 1nf ti '
stoct af PEYMITD (4. FRCEIBEHIOR CHIES DS ona it orEe JARTHTL RN Conse
managemenl, Hah f o cha‘?‘re 3% ﬁéeh%%oﬁ'[}‘b¥'ﬁ$al¥ibﬂ.content ID or the service ID
|

of the content <corrésponding to the cense informati on based_on the
request of thelnltilerdovaimsetobly thenfumetiosanbhedDg. ofdhg fuREHiON when

the content, ID.i s istered in_the ar I pf.or pAat Lan, ~f.0 e,
each of 'Mﬂa‘t?;iQ@fs%ﬁ%aﬁéﬁé‘ﬁ@nm%ﬂﬁgg%g'ﬁ? 'ﬁ'iﬂ:én %Ba ahﬂghgr?ggnggr%&nction
uni t 1§ hateelgfsREdl LirPAHSE GESIWHT enfdrmBatiorendrut rhar nagepnIiDs may obre
according to each content.” Also, -55 WD 03/009112 PCT/ JP02/ ?ﬁOBZ en the
servi ce IrPgisterasy sheredin mssecigtionp wikhothese Jundien wpit the vac}!g‘r%e

per 't t eqr8bed Jurtsi R M sense i nf ormation of Tts own oS

In this case, the trustful relationship between each of the
license management units 1a, 2a and 3a and the other function unit

15 can be changed according to each user.

Next, the case when the function unit ID of the function unit
that is permitted to acquire the license information is registered in
the group information per detail of the license information, that is
per content or service to be used, will be explained.

20 In this case, a content ID assigned to each content for
identifying it and a service ID assigned to each service for
identifying a service type such as a usage period or a number of uses
of a content are registered in the group information in association
with the function unit ID.

25 Furthermore, each of the license management units la, 2a
and 3a recognizes the content ID or the service ID of the content
corresponding to the license information based on the request of the
license information from the searcher X.

As a result, when the content ID is registered in the group

30 information, for example, each of the license management units 1a,
2a and 3a can change the function unit that is permitted to acquire
the license information of its own according to each content. Also,
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according to each service. 5 For exanple, the function unit ID "2A" of the
| icense nanagenent unit 2a is registered in the group information of the
| i cense mapagemam: unit |a in association with.a content PDT/P@/07082 of an
entertai nment content, and the function unit IDs "2A, 3A" of the |license
managenment units 2a and 3a are registered there in 10 association with a
content ID "C2" of an educational content. In this case, when the |license
managenent unit 3a as a searcher X requests the |icense nanagenent unit |a

to transfer th | i cense .information of . e i t ent e

license WARBgEMeSCIYAEE Ild;Wé'@@éﬁezr&J f’hg‘?‘&gféﬁ? ﬁﬁad'régagfqﬂt %gkﬁo%ﬁ ent

15 correspenit@asknbliradameant gdits t&noa and Garebinochangedtionfuhation

i cense information. Then, the |icense managenment unit |a refeqeéﬁ:ls to the
| Ds

group i nfunitetfiamispargitbed, tamcpsra the digense dRtrmation AW 3a
to acquire the.licen Ml | on because the function unit "2A, 3A-
are regi ﬁ‘groé‘ﬁhpﬂ f%é%é#ﬂa%?pﬁ#édr mation in 20 association wth the content
ID "C3". On theet hexahasie, when fuvectioaenseitmeiiagd2adt ofi thea licengest s
the |icense managenent unit la to transfer Gg lgi cense _inf Oﬁmati? of the

ent er t ai rM@NMa aIAEIH: unihe2d i'§err%isﬁﬁﬁ%§eirﬂa FOY P i fosiaghios9 tHE
content |,Rendd mahadd¥meit! Ghft £alICARSHBR I A 4 kDRI ¢l opnse

i nfornmat i as cense information. , the |icense managenent
unit |a referstdroatimerndr ooptént oamat the foindtien eumit e “gond i of the

| i cense managenent it 3a.t [ the 14 i nf | I
Lhe unctiGanSananBoements YBE s caNin dheatfoln o aaatht gt nt oMY

assoginat i obe o At Wwitheacmiestit 1D ‘€2 of bn edbeatiemas contenbe request ed
license information is that of the educational content, the. license

managenent uni tin &hier aase, Wb@m@_hﬂ%ﬂb@ﬁ&@_ P’@Iﬂ@@@_@?@ﬁb@?n_{thé”q iderle
T the r eepAr K EendeS Tt BeniErh R g o o e
the |icenseefBaagRITORNAtIDR | 8fcathe educational content, the license
management unit 1a recognizes the content ID “C2" of the content
15 corresponding to the requested license information based on that
license information. Then, the license management unit 1a refers
to the group information of its own, and permits the license
management unit 3a to acquire the license information because the
function unit IDs “2A, 3A” are registered in the group information in
20 association with the content ID “C2".

On the other hand, when the license management unit 3a
requests the license management unit 1a to transfer the license
information of the entertainment content, the license management
unit 1a recognizes the content ID “C1” of the content corresponding

95 to the requested license information based on the license
information. Then, the license management unit 1a refers to the
group information of its own, and prohibits the license management
unit 3a to acquire the license information because only the function
unit ID “2A” is registered in the group information in association

30 with the content ID “C1".

In other words, if the requested license information is that of
the educational content, the license management unit 1la permits
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change the function unit that is permtted to acquire the license 5
information according to each content, so that it permts only the Iicense
managenervouwdioondi2a to acquire that |icense infornmation. ReTtJPOYdITesxTase
when the function unit ID of the function unit that is permtted to acquire
the license information is registered in the group information per
processing type will be explained. 10 In this case, a processing ID for

i dentifying each processing type is assigned to each type of the

processing that the searcher X. perfor LSt -'

o or mat 108 Nrenseoctanrarmen Ui amang, SEnte " FEA N sk Areie,

li cense TRIGGARRIYN UNHowbderhof dhet egulestaddicelts¢ iinfomatidorigdtiam with

the result that the searcher X searches for such |icense nana Ei%em uni t,
f

]Ehe seﬁr @Ifleljrhe(qa‘ttreﬂ‘ba'wlﬁﬁlticéggtﬁ@t, thedieense ipanagd emaiMsgnl 8% on
romthat_|ic t [ h ' refe i itk
transfer M@ﬁﬁ%ﬂt%m tlhgﬁzn? ?gmﬁftﬁégng é]% gbﬁg)ﬁéﬁ? Llr(]::e?@q[ he
3_ea{01_9§rti?if<?ﬁhfaft_rm e%tmfcu?gsso ngaoh ceuierst,i 59 thet sepenmitsoonty the

istribute the license infornption to acquire it ,.(hereinafter referred t
as "di st HLQﬁJlS%maﬂ@WE@rﬁr'éggééﬁnbo )accuﬁrs,teha}t l'%@@@apﬂfﬁé‘m@é'@&hngf °
request the sef | t ' Fi [ i [ t
noquiTe 11 ¢ oty e e o D e apoont it
that enalthes ist peondtted e abquire &heelicansenmfpsmatdopnissedisteradtin

| i cense nagenent . uni t .0 request the.ser to, di [ e the

license it gﬁﬁ'tipo'rn%éﬂaa%'géh&%rre%rqcrﬁsﬁ'F@e%&e ﬂ‘&ﬁ&@r@aﬁméh\?\g@ch i s

di st jpbut ed t o thhenis e888¢ a ProEeesAny WMiforfidentifidngeeaeh pPOcessionyg t hat

| i cense 30 managenent unit. Different Broces& ng I Ds are assign d in, the
I

Enght/\ot B%@is assogaedi iy eaafd]ZttMEedO%tt_ E@EQWS'Q@EQEt &P@c%@_. ?r%dht he
o e BTG B (BRSO A AR ituRtanont ey o
\IMaf hzghe fHe€tihetiorvniriit|IDs. And then, each of the |icense managenent units
If there is the license management unit that holds the desired
15 license information with the result that the searcher X searches for
such license management unit, the searcher X performs processing
of acquiring the license information from that license management
unit (hereinafter referred to as “right transfer processing”). If
there is no such license management unit, the searcher X performs
20 processing of requesting the server 100 to distribute the license
information to acquire it (hereinafter referred to as “distribution
request processing”).
Here, if the searcher X cannot request the server 100 directly
to distribute the license information to acquire it, the searcher X
95 searches for the license management unit that enables it to acquire
the license information, commissions that license management unit
to request the server 100 to distribute the license information, and
acquires the license information, which is distributed to the license
management unit from the server 100, from that license
30 management unit.
Different processing IDs are assigned in the right transfer
processing and the distribution request processing, and the
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and 3a recogni zes the processing I D based on the request fromthe 5
searcher X. For exanple, the function unit IDs "2A, 3A" of the |license
managenervowdiods12a and 3a are registered in the group infParIwed/ans2 of the

| i cense managenent unit la in association with the processing ID "M" of
the right transfer processing, and the function 1o unit 1D "3A" of the
function unit 3a is registered there in association wth the processing ID
"M2" of the distribution request processing. |In this case, when the

content output unit _3b_conm Ssions Li i FESaH [
acquire Pﬁ@cﬁﬁﬁﬁ?ﬁiqsn?ﬁ‘? r‘fﬁpi'%ﬁﬁreéjnw%?ﬁjﬁliéﬁse rra%gggjirrgqu?ht&nﬁ?e geas a
sear cher rﬁ%ﬁ%@;&ﬁ@ﬁtf@hit@t hey, 2a5ahticBasn nesmgsatiun wiiths theafumatidnt he

i nfor

| i cense tion and finds that the |license nanagenent, uni.f l.a méets t he
search wfritiiItDSJn,Aﬂdethemﬁéchwfaéﬁﬁéhﬁeﬂﬁﬁt”@é‘agﬁmgut"d i dense

t it | . i | ted | f
the 11 onend Srsrafo B EE P e R g e T R U e T ok L
unit ba seeegRefes. the processing ID "ML" based on the details of that
r t, d ref to th i nf. ti, f . fi
Whether the. f uReF] SXaEAPI BheaRingomanif cUts e 2Ba SR orintian Eo5YG s
associ at g eldh bk (I ARESSA Hhd BadMe regidtetedirbitic grony mifopneatiosi ng.

As a res e |1 cense managenent unit™2 a permts the license
managenenif wli¢ Smenseenianageheent ghtnitt dansier aasesdationy BaERudOS ne

there i< rodassngd tranEyZRERGednBht abortEPeBERESRR Pl it neetly )

the ngsulinichgs “Bhe bf ERETRHEGELUTHRB AN Fedistetedatheres tarsserciatiorar ches
for other license managenent units that hold the |icense information, the
ing.

|i cense mmithgbiverpracessisg IPerMarmef the dissri L&h@f‘d’@‘l‘éﬁ%‘éﬂ"ﬁ?ﬁﬁ&%
et R i, VSR DS

can acquilj@mnée ahbheugmidit UhiteBacto meqageethe lioénsadniosmatieanand

request ttr;lee ?iecre\ﬁesre %\%)gngagement unit 3a as a searcher X searches for other

15 license management units that hold the license information and

finds that the license management unit 1a meets the search

condition, the license management unit 3a requests the license

management unit 1a to transfer the license information in order to

perform the right transfer processing for it. Thereby, the license

20 management unit 1a recognizes the processing ID “M1” based on

the details of that request, and refers to the group information of its

own so as to confirm whether the function unit ID “3A” of the license

management unit 3a is associated with the processing ID “M1” of the

right transfer processing. As a result, the license management unit

95 1la permits the license management unit 3a to perform the right

transfer processing because the function unit ID "3A" is associated

with the processing ID "M1”

Also, if there is no license management unit that meets the

search condition with the result that the license management unit 3a

30 as a searcher X searches for other license management units that

hold the license information, the license management unit 3a

performs the distribution request processing. Here, if the license
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distribute the license information to acquire it, the |license 5 managenent
unit 3a finds out the |icense managenent unit |la and commssions it to
request tweosmoaer 100 to distribute the |icense i nfornaPCaIPd0T082ESponse
to this conm ssion, the |license managenent unit |a recognizes the
processing ID "M" based on that conm ssion, and refers to the group
information of its own to 1o confirm whether the function ID "3A" of the

| i cense managenment unit 3a is associated with the processing, |ID"M" of

the dist rm%l'l‘tdﬁmt%@qﬁﬁ% 1@rﬂ§§ﬁsf»é;%%e§§s he® %é‘ll\;er 109 to QﬁQEﬁbgi% atqﬁ%rl :uet on

unit la perm | cense nmana nt unit 3a to performt
request drozrsai ngforvaibent rend uan oacgDir8Aiti salmeughattimvml'tderﬁet he

| D "M d 100 ' b | J
i or mat 1R nag RN Rl ERa BT RBRDGE. rgbesh ki rimHyrodParkd “That

meets t hejigeAbiltecotsiet iipfedéd hibfermetidh ttoat atﬁ@n‘é Cef)S ethamanpaaieat
unit 2a as a searcher X searches for other |icense 20 management units t hat

hol d Hhe MiagwgeMaiiodmik Banfindseouit ddes H cemsgagraagenment 2uniE ohaviadyd ons

nfor mac | GHTTRLAIGRENE £ red st feCRYERer i der Histhiblog e ifEnsd e
commi ssi dafotreationense Innep@gponse uto t tlhasre¢<ﬁ¢i|ﬁ|§s]16n90nﬁh@SIlimar‘iS@mthe

| i cense 25 nmanagenent unit 2a because the function unit A" of the
| i cense fﬁ\@r\'@ﬁ%@ﬁ lhh'l'"t'tzjaa|"§Cr?c9c”'5§§oléh§tlé69<9ﬁf$f’dnt9hé|3pr mﬁga@@q on\p"

of the diy tBl’Hr‘rﬁgsfd"‘rﬂ“ﬁﬁP PERGZSE 19 P rbhﬁoﬁ‘{)’l"br?ﬁ?HBd BFQESRIWANEQ Not &

that a nanagernent term na managi ng t ormation may further
be pnrovi dazhfinnt ehabiner rté’te/\xﬁuhcsn'm I3 Y3A" 30 tihe lkdaspsef nmdmwadenwént| i st

f th d,t t, th
ot oup. i niGR et Pan B9SG4l8ter (L L Rendtaren NGl M5 o1 A G (USB4BaEon ©
col | ect I elguednprocessmg, A58 YESQN 0B IR0 HHRIEHE raghiels s he

| i cense managemant units 2a and 3a can renew t he group i nformation

into the perdits he ligensy Mamaagmedted Bitngatlee performeihe disti bugian
Al'so, each fladfrhcEERiAFy BTLAHAFIE the Blihtion ID “3A” is associated with

15 the processing ID "M2”, and requests the server 100 to distribute the
license information.

On the other hand, if there is no license management unit that
meets the search condition with the result that the license
management unit 2a as a searcher X searches for other license

20 management units that hold the license information, the license
management unit 2a commissions the license management unit 1a
to request the distribution of the license information, as in the case
of the above. However, once receiving this commission, the license
management unit la rejects the commission from the license

25 management unit 2a because the function unit ID “2A" of the license
management unit 2a is not associated with the processing ID "M2" of
the distribution request processing of its own group information.

Note that a management terminal for managing the group
information may further be provided on the home network 300, as in

30 the case of the domain list of the user domains, and thereby the
management terminal may manage the group information of the
license management units 1a, 2a and 3a collectively. In this case,
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la, 2a and 3a may renew it by sending the group information to one 5
another to nerge its own group information with the other's. Furthernore,

t he proceweoimagotihe searcher perforns is not I|imted to tIRE€TIPe708x ansf er
processing and the distribution request processing. It may perform

pur chase processing of purchasing license itself to use a content and
havi ng the server 100 generate 10 licenser information corresponding to the
license. In this purchase processing, the searcher X requests the server

100 directly t enerate the licenser informatd o4 f r X
i tsel f csﬁﬁﬁtOPFﬁgu'éE?DS?tWQ%@%ﬁEH&IeS H’Eﬁa%%%e‘%@ 3uénictaﬁ’{]ﬁgﬁgg\éﬁhr%equest
the Serﬁ?éuéomﬁirh%ti'oh ivt@ener ritesthenki seamsey timkobyaatoessiequebe the
15 servei 100 to generate the licenser |nforgﬁt_|on. Al so, the user | D may

be regi seardgement tesoviaatenlsre@acdt 8fifheri eeRaeiMANag fOSS Whitsn with
t he processi I d : Ly b Daplan IS i ; er
nput s hids AR A rsheift B Aing enilal ol R FRREm MG EBeCET
license aRvRBeTEY nierge itsawdageodp Iafpuriyes onheitiethiet osheulsd pernit the
searcher X to _performthe processing or nqt depen inlg u%q:n t he processing
type which thEUﬁg@?"We&h&@eﬁf%ﬁ%gsb@%raiqos%%'fq FimPRi A2t ler dite to
the or oupd REQY RN righR FAInSer Bl Seddipg bh@ the Aseriritrgeretudst | 1a

comm ssioned by t cense nmanagenent “unit 2a as the searcher X to
request fphrecessireg. 1AL tnayi parfoure puechasengeocessingtafopuichasd®gonse

to the user ul's operation, the license wman | t he
group i nflGERRS b#?éqgﬁ& HPEt A RTRTY @rﬁ]chMa[\ﬂﬂgnfgg"éj%w%loit%%%‘llfeﬁiéerr#st%
managgenicdHidr @ olrn&80INSESFIRG Pdn ditey @o0the liceheerat imthis parehasa i on
with the user ID "Ul" of the user ul and the processing |ID "M" of the
di st ri buprocesstnestthe oseaschgr Xt reqeesip theoseryerpdf phizeetyg Lo

P ocessi EENare BindLREReHE Midthatiy BGhR PR el 3 Ttsdt cangequest
I nf or mat irgguest, it has the license management unit that can request the
server 100 directly to generate the licenser information request the

15 server 100 to generate the licenser information.

Also, the user ID may be registered in the above-mentioned
group information in association with the processing ID and the
function unit ID.

In this case, when the user inputs his user ID in any of the

20 content usage devices 1~4, each of the license management units
1a, 2a and 3a judges whether it should permit the searcher X to
perform the processing or not depending upon the processing type
which the user and the searcher X are to perform, with reference to
the group information.

25 For example, when the license management unit la is
commissioned by the license management unit 2a as the searcher X
to request the server 100 to distribute the license information in
response to the user ul’s operation, the license management unit 1a
refers to the group information, and if the function unit ID “"2A" of

30 the license management unit 2a is registered in the group
information in association with the user ID “U1” of the user ul and
the processing ID “M2” of the distribution request processing, it
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Next, the processing of acquiring the license information from 5 the
server 100 (Processing Ss4) in Step S102 as shown in Fig. 3 wll be

expl ai nedwoAs/oaklaszri bed above, if there is no |license nanganeo/o7ose t t hat
meets the search condition with the result that the searcher X searches
for the license management units that hold the desired 10 license

I nformation, the searcher X perforns the distribution request processing
of requesting the server 100. to distribute the license information to

acquire it. Thi tribution reques L

processi H&"B?'tst%:llf@ fF@Qﬁ?e %%%% '%ﬂ: @Hfﬁi@%@%ﬁﬁgﬂﬁéﬁb&}n 6n
request Sﬁ@hﬁbrs'tbb'Fdé@ssﬂr@ 15ndcagfuestbeHé crveri 100r bat distributer dbessi ng
Ss4 whi ¢ erformed in Step S102 in Fig. 3. Here, if the searcher X

i tself chlro:lemtser sufisnation.server 100 directly to distribute the Iicense

| nfor et on {o\ACRUIRE blocdde REAEPRERI[ilg LAE IIdGRNS FaRAGER Frotn

that enables t ssion I cense managenent unit to
request the s@fwar 10000PEecelsing Ssde inhGtep &11@2 asisboven iiorfigand vétlqui r es
the license i nf ormation, which is distributed to the |icense nmanagenent
unit fr&a exPlaEre@r 100, through the |icense management unit. Fig. 16 is

a sequence di agiafklpfth SAUWGoPENiF RAECANTR IR MISARGEHENL @RfY at es

to performthe Stribution request processing. The |icense managenent
unit |a shatomeetsorhe rseautrmecondnhemswntimrta@en@ﬁuItutha%thﬁaﬁeamhﬁttPfe

| i cense infor ted by th t
5D SesbArREs Fhs AT e B o e Pof B
sear g CQR}Er{éb n(i%tr‘?ﬁaﬁ%?ﬁ e | ydaeshwhebhepeirforas rdmiedistributiser ver
100 to distribute the |icense infornation and acquire |t élSteEFw,Ee Sme(

| a

03/ 00911 2eRURSIPPZO 068G SERYeqHass NGHEIE SRyviarcdRék tha
 udges t Qeg'a%%c?ﬂfoﬁ%%?c?ﬁ 18 deghiduid.on qfhltshedls'tFl‘EﬁFt‘?ohnfl%rd”@éé,ton 't

does thi
processing corresponds to the processing of ™“the Ilicense

management unit searches in advance and requests distribution” to
15 acquire the license information in Processing Ss4 which is performed
in Step S102 in Fig. 3. |

Here, if the searcher X itself cannot request the server 100
directly to distribute the license information to acquire it, it searches
for the license management unit that enables to do this,

20 commissions that license management unit to request the server
100 to distribute the license information, and acquires the license
information, which is distributed to the license management unit
from the server 100, through the license management unit.

Fig. 16 is a sequence diagram that shows how the license

25 management unit operates to perform the distribution request
processing.

The license management unit la searches for the other
license management units that hold the license information
requested by the content output unit 1b (Step S31). If it

30 determines that there is no license management unit that meets the
search condition (Step S$32), it judges whether it can request the
server 100 to distribute the license information and acquire it (Step
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S34), and when it judges that it cannot do this, it searches for other 5

| i cense managenent units that can request the distribution of the |icense
i nf or mat iwp oandiazquire it (Step S35). As a result of theprsgaredn708x the

| i cense managenent unit la judges that the |icense managenent unit 2a
neets the search condition (Step S36), it commi ssions the |icense
managenent unit 10 2a to request the server 100 to distribute the |icense
information (Step S37). In response to the conm ssion, the |icense
managenent. unit 2a the |icense managenent unit la (Step S38), and if the
| i cense gement unit la is unauthorized, it rejects the comm ssion and

15 notifies thpdreCepsenRAesRde tidiadentant balt thfjedgdStept 88030 | f

the |icense managenent unit la is authorized, the |icens a nt unit
2a acceptrrequiest bstirtu tigdn e@ﬁh@shcsemmlnéczarmét'%o'tti%g?ﬂﬂg@gﬁept he

|1 cense nfof maLLQDNCR! 3P ([OFS CARFIH A thie, [1eugRinES 98T [t cense

managene ver distributes the requested |icense
i nfor gat ijRerdse rhhAageraene nnaitagehabtcamireqzestsStiep dstyibuthen ehéhei cense

managenment unit 2a receives that |icense |nf o%ion, it further sends the
license ilmemsmmﬁnrmatt% an%&%'ﬁﬁd g(et-lf@ﬁ ko a (Step $42). 25 Wen
the | icense mRAROGMRILy WbE the SEAEN CF ERE Il ddrese naniqurmeiitoanit tasends

the license information to the content output unit Ib that requests it
(step S43udgBserthdthéheoricamseunfanageiment lindea m@RtenthesiseRrchi s

| i cense informtiao St 4). As describe rdj t he:

pr esent it'rﬁéht(%t @Owséa;%%w%@@g%rﬂ?égf)(}/eﬁ?s?ﬁﬁgln%' nsé%r%aggbtenent
uni t §ot Naja el feglibardand atvidice0ge tondstrmen thanticehsehinfe rinsation

| i cense managenent unit that neets the search condition, it perforns the

-62 WO 03/S1epl$3 PCT/ JP02/ 07082 distribution request processing. As a

[T eense i nfor maft BreRonsS RublicdflESiohy Rnedlitthsdinamaamencint . o,

on the hoy® tirt WRidhse management unit 1a (Step S38), and if the license
management unit 1a is unauthorized, it rejects the commission and

15 notifies the license management unit 1a to that effect (Step S39).
If the license management unit 1a is authorized, the license
management unit 2a accepts the commission and requests the
server 100 to distribute the license information (Step $40).

Once receiving the request from the license management unit

20 2a, the server 100 distributes the requested license information to
the license management unit 2a (Step S41). When the license
management unit 2a receives that license information, it further
sends the license information to the license management unit la
(Step S42).

25 When the license management unit 1a acquires the license
information, it sends the license information to the content output
unit 1b that requests it (step S43). Then, the content output unit
1b uses a content using this license information (Step S44).

As described above, according to the present embodiment,

30 the searcher X searches for the license management units that hold
the desired license information, and if there is no license
management unit that meets the search condition, it performs the
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300, and therefore, it is prevented to hold the overlapping license 5

I nformati on on the honme network 300. In the above case, the |icense
managenervouwniotdi2a aut henticates the |icense nanagenent ®QirtIPO207082 St ep
S38. However, the license nanagenent unit 2a may authenticate the content
output unit |Ib that requests the |license managenent unit 10 la to transfer
the license information, or both the Iicense managenent unit |a and the

content output unit 1b. Al so, when the |license nanagenent unit 2a requests
the server

100, to distri te the li L.nf ti [ 0
Sorver 1065 GURRHRMESERNET BEALESS NG A B fality Bk sRaTFfRrAodobs®
i nfor mat o PehdeBY tHe d&8leh0 eauRd e titre licarse infibometionnevend

distributes 1t. At this tine, the server 100 may collate the use vvg)
request s thhagh theese s therdasired hfensenafeyBatig %fh@ horme FP%\M?{

I nf or mat i Mor,e ficall) u |y eli nt ent
20 usage Ui AGA FRBLEtoieaitelf PEFESNEEE K ol ERRao08 I aNae e Ry
nubeg, figforrAStRton &¢he hbeame tietvworik SQ0provi der registers |icenser
information in_the server 100 pursuant tci{the urchase of the Ilcegrs?e, it

associ at es t helNi dIBe@NIN®r FRSSn WE h 1GRNSRr JDANAISTHSHT 1 BLY
nuber. VAR dITHRES EAES | EEnSeNTRBhagtinkRu GRS 1S IRCrSEAR! S38.
gt on nunber e

i dentifi y operating t ontent usage device 1 including
the |i cendewenmergdimntlicanse | mamagenmerbiiritt 2aoumpyt awihenticatéhdhghen

the |icense nanagenen{ unjt requests .the serv [, StrdsD t he
li cense iGPHYERE PHAPH ‘ﬂ?'&pléélaﬁ‘aii' f'eqé’@r?&g ﬁ}ﬁ y@%%&ﬁ?“%@égnﬂedtct’abﬁon
nunbgp tO.Lai]h?f)_setrr‘é‘?lrsféPo-th"éndlié@nTsE_e FFoYATation, cat abesht heheis éicense
requests the license information with the user who holds the |icenser

i nf or mat imAn@gRdendnunit 4 apandotiae Gardiant PEAPHSHRAUNDBr . - 63 WO 03/009112
e earar e B A e centicpiifeokERt ahiy Reeadhpesthane |
t he i dentddveat 1OD itof diswibatefthe ilicansé yinfigritetionein s$epdc4a, dha C
server 100 generates the license information based on the licenser
15 information held by' the user who requests the license information
and distributes it. At this time, the server 100 may collate the user
who requests the license information with the user who holds the
licenser information.
More specifically, when the user purchases license for content
20 usage, he notifies a content provider of his personal identification
number, for instance, and when the content provide!’ registers
licenser information in the server 100 pursuant to the purchase of
the license, it associates the licenser information with the personal
identification number. When the user uses the content, he inputs
25 his personal identification number by operating the content usage
device 1 including the license management unit 1a and the content
output unit 1b, and when the license management unit 2a requests
the server 100 to distribute the license information in Step S40, it
sends this personal identification number to the server 100. And
30 the server 100 collates the user who requests the license
information with the user who holds the licenser information based
on this personal identification number.
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card. In this case, the licenser information is registered in the 5 server
100 in association with the identification information, and the user nakes
t he cont ewD oamegge2 device 1 read the identification informaTien/ensr ed in
the 1C card and send it to the server 100. And the server 100 collates the
identification information registered in itself with that sent fromthe .

| i cense managenent unit 2a. 10 As descri bed above, the server 100 coll ates
the user, and thereby, it can generate the license information based on

he 11 canse | nkortR AR cane. s sk té EIRHRd s ot ThefErqb tal 0 ©

i nf or mat i;gRRkFREa§HADhEMDbAR t HOVEVEEtHOAsked menebat eoll bted ihesek on
i nformation requested by the server 100, it send?‘ di stri guti n_fai Ir#{?e

i n; or nat ithie identificagiamanformatmber ddenEifyineG thigcUpeh§aored N 2R

i nformation and.ligens ur S S| ) oo [ i ' t
purchase.ctar{g' IF'&eﬂi‘% g:laSlt%heﬂ?%nﬁgéh,ggfoﬁfﬁgn?%gﬁgzg k%%‘gg%gﬁ? Lmnﬁﬁéfs:rvig
the 2§ |igqRes TBOIAHBSG Ciatidn JithTine identificatidointermnasinn hend the

distribution failure inf ti that t 00, wi,l | . L. '
the | i centeen MMakes ithe Oéenfgtéfgﬁdé%gq)ﬁegﬁélﬁg%\é kaaﬁlﬁgét%nﬁqf@éﬁ@é?
the cont quo RRsAth AktbBed! InCaE AP aRe SEAEAT!Ihe SBFOERIOON. A Her e,

when the er’ purchases a new l'i cense, he inputs the above personal.
i dent i fi aaid eervenbtdOocolldeesithie adeotifl cgtoe natnformatianphiediriesedhbi ce

| icense infoymtion indicati ' :
o he- coReSlOLE BB L P theRE oI Sy R yric P e ' o
i nforgation an%é)td@f,ériﬁ'é]‘cél ihuié edhien sapviehel 0onicedlatesaghedeasiece arde

|'i cense management unit of the content usage device sends _the inputted
i nf or mat i hrenaby, hét seanegen@@teardda HéceRsGein QJ'G“BF%ré?S?ﬁeq cdier

Ao, TancheeREEEt BmaSir SodR 8RNE S ARRREPERAR LR AL SIROLEL o0,
and j udgeghd hateridi® ihfeanstion ndi thaeadsdry the |icenser information it holds
at that tine overl aps . . .

Furthermore, if there is no licenser information that enables

15 the server 100 to generate the license information requested by the
server 100, it sends distribution failure information notifying that it
cannot distribute the requested license information and license
purchase suggestion information urging the user to purchase the
license of the content, to the license management unit 1a via the

20 license management unit 2a. The user is informed from the
distribution failure information that the server 100 will not distribute
the license information, and judges whether he purchases the
license of the content based on the license purchase suggestion
information.

25 Here, when the user purchases a new license, he inputs the
above personal identification number or identification information
and purchase choice license information indicating a license type he
wants to purchase in any of the content usage devices 1~3. Once
the purchase choice license information and others are inputted in

30 the content usage device, the license management unit of the
content usage device sends the inputted information to the server
100, and the server 100 prepares the licenser information based on
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the license indicated by the purchase choice license information, it 5
sends overlappi ng purchase notice information notifying any of the content
usage dewoas/om11t he honme network 300 that the user is aPerIPO0O7P8x chase
the overlapping |icense. Once receiving this overlapping purchase notice
information, the content usage device notifies the user based on the
over | appi ng purchase notice 10 information that he is about to purchase the
over | appi ng Ilcense As a result, the user is prevented from purchasing

e orThEBe LSS AL RRERSEARDsHR ! gbd Necesnine

distri b”EU‘?Ehas@”‘ého]téeaﬁ%'nrs%S ihf@rmhiatRovs eandf gmdgblsomhfartotlrne hbceaseer 100
in Step S102 in : (Processing Ss4) wi i ned below. In this

processi hgdicaded b1y tihe I||¢%@$1@élﬁ‘é@fergém ltlmqngFéP t%?é Hme e HeBss to

the lice l. | o

hone. not SRk sE0s St chlsd ey e putbfasectisfe I REHSE AR AL ORTIE N0

: : gggﬁg Egﬁgrg;aﬁge?mpputﬁg?mzmsmagw?«nﬁﬂﬂ;marm(m eotifyingsanyaeh tbe t he
nt units | a a n t

rranagerreﬁpﬁi%ﬂttsuéﬁgﬁhéedé@%$I%no et'!fé'a”&anoé's?é:éll I“e‘?s ‘gefg@ttﬂ‘fﬂtorthﬁ gﬁr\/\ﬁen it

recei ves i itBCRfcHAdd IRV ARyt Rermieier Ol arttditing atisiser s

the |icense t1on | i Cense managenent units la, 2a and
3a pr epmlapplmg qmwmasetnomcahlntfhrmﬁiloncéﬂi\@eCDﬁtﬁﬂMSQﬂﬁ 8 Cen t he

hone network_ 300 i.s regi st ased th d f

li cense inAtfga: g # e‘?? SeAcH bt %F'Iﬁ:’e gvggt@eﬁﬁ&n g«%ﬁ&hésgmégﬁg& | a,

2a ang 3qnf&ﬁ§|a'%%n rt‘l’iadc hBi s abeetI® Pﬂlfr@hmtel tite vheerlappiag lieemset ed t he
license information, it recognlzes all the license. infornmation on . the hone

network 300 wi tAs raf cesubie thet HSeibdse PreseMgh3ired 1 PAT P82/ 082

|l icense | st | fy. Is not the requested |icense information on the
hone net\ﬂ)rqlggg?nbt“{;gﬁégms the server 100 to distribute the |I|icense

information. Next, the processing in which the “license management unit
refers to license list in advance and requests distribution”, and
15 acquires the license information from the server 100 in Step S102in

Fig. 3 (Processing Ss4) will be explained below.

In this processing, each of the license management units 1a,
2a and 3a refers to the license list so as to recognize the license
information held on the home network 300, and thereby, it is

20 prevented to hold the overlapping license information on the home
network 300.

In other words, each of the license management units 1a, 2a
and 3a notifies the other license management units of the details of
the passed license information when it receives the license

95 information from the server 100 and it transfers the license
information. Each of the license management units 1a, 2a and 3a
prepares the license list in which the license information held on the
home network 300 is registered based on the notified details of the
license information. Then, if each of the license management units

30 1la, 2a and 3a does not hold this license information when it is
requested the license information, it recognizes all the license
information on the home network 300 with reference to the above
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Fig. 17 is a descriptive diagramthat shows a sanple of how 5 the license
managenment unit |a operates to request the server 100 to distribute the
| i cense iwDasmediion with reference to the license |ist. ARETIR@MTOSN Fig.
17, the content output unit Ib first requests the |icense nanagenent unit
la to transfer the license information. 10 At that tine, if there is not
the requested license information in the Iicense information of its own,
the |license managenent unit la determ nes whether there is the requested

| i cense j.nformation_on ..the hone net n | I ] t he
li cense 'Fgf‘sgﬁf‘s"tanae'lfet?}ﬁrﬁegs f‘l‘l’itt\?%wgﬁgﬂi%ﬁ%ﬁeﬁ{:leﬁ%zﬁggﬁaﬁﬁaﬁnﬁgﬁi%ﬁ on
the hometdé Kei©etdRk BOD | itcrsgeestntpensatveniliDl sordigtribiete tee

| i cense nanagenent unit that holds that license information to transfer it

to acqulicenise infigdmMaEi®sends the acquired |license information to the

cont ent ot put iy § Ly 2GlcLBR TP B89 ithallSHEWAY & eamileabe thge 1

npt the 20 re | "'cense intor ma on the honme network 300, the
li cense tRanpgemeatmaniagdmentqueit Satdpesaresto Yo ueastdilse setves 106

license information to acquire (t, and sends. . {he acqui | | '
i nf or mat F@ndtﬁirthﬁ%Sﬁﬁeﬁgeé‘ﬁ@pmf%ﬁ??t@d’! "Nébt !‘GEGH‘ urﬁegggsgﬁﬁgﬁggnse
acquiri ngisrthe license information from 25 the server 100 w t hout

requesting the distribution in Step S102 in Fig. 3 (Processing Ss4) will
be expl ai ned balsoshowm tmiFigpildt e mgntend eeipet urid 1 §irst wedewestse

license _|nformation _on a regylar.basis, . for_d af
whet her tbﬁg‘r“éﬁ‘%%(“@é‘cﬂﬂe%@ . Lk i%bttﬂ Erq@%ﬁq@?@ﬁi@’qiﬁﬂi@trﬁzﬁt@rﬂ-not'
30 Fig. b} ﬁrﬁa@tﬁﬁé,c'if BhEYe igimel et trafusdtas livew semfoenvation ii0the
distribute the license information to the |icense managenent units_la and
2a, respéiagnss yinfownatioat of hiés| P¥ehs &hfa Akt MarsH P &ty Gﬁyiléa

e o2 RIS e SRR Sl UARLEAY hedBe Foritaygh on e
gener at eshiehgohi€ enstovork 300 or not with reference to the license list. If it
determines that there is the license information on the home
15 network 300, the license management unit 1a requests the license
management unit that holds that license information to transfer it to
acquire it, and then sends the acquired license information to the
content output unit 1b.

On the other hand, if it determines that there is not the

20 requested license information on the home network 300, the license
management unit 1a requests the server 100 to distribute the
license information to acquire it, and sends the acquired license
information to the content output unit 1b.

Next, the processing of acquiring the license information from

95 the server 100 without requesting the distribution in Step S102 in
Fig. 3 (Processing Ss4) will be explained below.

In this processing, the server 100 distributes the license
information on a regular basis, for instance, regardless of whether
there is a request to distribute the license information or not.

30 Fig. 18 is a descriptive diagram that shows how two servers
100 distribute the license information to the license management
units 1a and 2a, respectively. Note that the license management
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I nformati on based on the licenser information and distributes it to 5 the
| i cense managenent units la and 2a. At this tinme, the server 100 sel ects
the |icenwo ogmomgenent unit that is to be distributed thePCTijeeies2

i nf ormati on dependi ng upon the details of the license information. In the
case of the license information for a novie content, for instance, the
server 100 selects the license 1o nanagenent unit la to distribute the
license information. .In the case of the license information for a nusic

t , th 00 I he | '
G 5t 11 butdE s AR08 coRFsRFauytant oiE b, CRBoR T ab, Il e Home

units la Wy 70 iaveebmitte@dyareg. digstribution destination setting
i nfornatigiar?,% I'n" 15 which the detail g@of the license information s

associ at ed wi t Eache ofurthes servrr<i 500i b‘@lgédafWatQﬁ‘@_éﬁE%s_i or H&Flnér? in
(e ser vt 398 A 10 31 e 1ol BUs Pt kg on of

on the tegistered distribution destination

settipg thef REBREEOMarRdg¥heentantiitofla lend iZensAtnthisgdnee; thei server and
2a registers the di stri%

ution destination s I ng _infor | L0 4t
server 1000 sedecks the |W%W@mﬁg?mﬁﬂg%g%aﬁsttﬂeb? @%ﬁ@gl"%gﬂf@fﬁmt i on
di stri but [ | f..i d \Y; h Eta i fhehel ¢iesss
infornatilg“ﬂerhoe h%ﬁg ?g%ﬁxgéggﬁggh rgjt}se?grﬁih%ed 2a5lﬁa_m(;unte of .e
i nf or mat ijafio rietiont hd mprtbee csisey off thaeliceases énfaimaakan Jert Baimoyie

performed in Step S104 .as, shown i.n Fig. 3 wl Lhe I re,

the proceditentor te (INEERREE; nft(g\‘erm%led‘ﬁfer;eahglqehgég%gt%sgﬁh% g&etrh%@

IZLcegée ilﬁfai'[)é%ém@' hiP e €1 ¢oWa pst riyt @ ft hieh i ceBig ec bmftoermh abitmut Tinihes 1D,
, an

oes not use up all the license _included in the lic

i nf or mat icase Bérthexdigeinse im&nmaém faaragRHEI CORLENTa tBﬁa§ef\gea%sC§7 VO

O oL T3 AL [ BB gARE RS2 S Btemute ane Iiecimse e

10-ti e [rEBFATAGHNON 19Ere, aacheofting diterise hiaragedienhumiteddsand 2 the
registers in advance distribution destination setting information, in

i5 which the details of the license information is associated with the
units to be distributed that license information, in the server 100,
and the server 100 selects the distribution destination of the license
information based on the registered distribution destination setting
information.

20 When each of the license management units la and 2a
registers the distribution destination setting information in the
server 100, the server 100 may limit the amount of the license
information distributed to itself in order to prevent the amount of
the license information it holds from exceeding predetermined

25 amount of information.

Next, the processing of the license information that is
performed in Step S104 as shown in Fig. 3 will be explained below.
Here, the processing of the license information means the
processing of the license information performed when any of the

30 content output units 1b, 2b, 3b and 4b does not use up all the license
included in the license information.

For example, the license management unit la that is a
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content output unit Ib that requests it. 5 Wen the content output unit Ib
reproduces the content only once using the license information, it sends
t hat |i ceweasionfioz mati on and the usage informati on notifyCagrodeszt is
used only once to the 1|icense nanagenent unit la. The |icense nmanagenent
unit la renews the license 1o information sent fromthe content output
unit Ib into the license information neaning that "only 9-tine
reproduction of a novie content is |licensed" based on the usage

information, and holds .it. re, the Li € A A

hol i ng. SRBrcPEReRere seisis Hen Fanligst of B3 R AAEIEIR, otitelur BRfEAKERE,

tlﬁ ”&nfig%%alfefiré@i tthea ficersehiigfotfiratibaenseardnggetteat Vonty | 40-dimei r es
e origina

I cense information. Wen the |icensg managenent unit la
returns reproduchizn of @erﬁ@@viﬁlf@mmbmstlbcﬁ'héeai'c@r%c@gsr?dﬂg%égrenm t:!]'r%t 2a,
It menorize the i Sl r i mati on indicating that the
| i cense f@'ﬁﬁmr%?ﬁ@ﬁ Lﬁt&ajcjlgut?%i:dpf?%ﬁqgﬁ]gﬁl | cense managenent unit 2a, and
returgs the rengned theeoseenf ontmht emibddedepnodbeesding sontent aolyr ce
information. This acquisition source infqrmatipn is functi.on Lt 1D
stored i OrEiepsHNG He Hespsepdformatign, 4 ,semfs tﬁ‘ﬂ%ﬁ&‘?{b‘%e I’Ef%uré‘!"lgt'&“ed in
Step S9b w ! uBSHRY 1P i RETtR it i22aBedl ohNRe drickets&he
nanagenerﬂvﬂ&urh}ﬁltésuPg,b%ﬁ%gﬁﬁjgggnzmay }fl%,dgg vvhetl,her It keepg’ﬁhol di ng the
renewed l|igEanse manfagemmeininuoit deturns it to the acquisition source,

dependi ng upon_ the details of the |license infar i Ory i NS For
exanpl e, even \M’% t”ﬁ?ﬁf%ed@@mt uﬂ‘r\?t %%atrgg}%‘/\ééépst .é;I t(!ll 79 The
licenge iipkQFARItiON S6ALIfreeh fiuNddiftditcensputnanigdienhtartite 2eende
| i cense managenent unit |a holds the above-nentioned acquisition source

i nf or mat iioformatiohemeaning tsat Wonky dhdime peproibebssts 8qMRYEY t he
license infarmation fromthe | e q@;@g Mo i MY $RNES ikt 1t
sends thé:qrﬁ'cegﬂ'sés i“rﬁe(ﬂ%c[ [ g)r?saer%geﬁhteﬁgcqw [ ':Ilhgﬁm‘taotllﬁo’@’e I nformati Ion to
the |icense nanagesetheuncénse.management unit 1a may keep holding the
renewed license information, or may return it to the license
15 management unit 2a from which the license management unit 1a

acquires the original license information.

When the license management unit 1a returns the renewed
license information to the license management unit 2a, it memorizes
the acquisition source information indicating that the license

20 information is acquired from the license management unit 2a, and
returns the renewed license information based on the acquisition
source information. This acquisition source information is a
function unit ID stored in Step S1b as described in Fig. 10, for
instance. It is stored in Step S9b without being deleted.

25 Furthermore, each of the license management units 1la, 2a
and 3a may judge whether it keeps holding the renewed license
information or returns it to the acquisition source, depending upon
the details of the license information, for instance.

' For example, even when the license management unit la

30 keeps holding the license information acquired from the license
management unit 2a, the license management unit 1a holds the
above-mentioned acquisition source information. And when it is

-68 -



Once acquiring the license information and the acquisition 5 source

I nformation, the |icense managenent unit 3a sends that |icense information
to the cowDeatowwt put unit 3b to have it used, and renew®CThHe2Tq8e Siti on
source information into that indicating that the acquisition source is the
| i cense managenent unit la, for instance. 10 Here, when the content out put
unit 3b does not use up all the Ilicense included in the |Iicense
informati on, the |icense managenent wunit 3a renews the license information

ti oned d then i ' i
ot or mat FeHUsabet e TIERRSEMPHETohyiPogh iR fleé Fhehadaientifite
managenent, Hﬂht%éﬁdéﬁtpﬂsgéna@ tHe lizemsiesirfiorm stioncanidntive meog uisitiont e

that, in the above case, the |license nanagenent upit %a:,' renews the
acqui si t sonrcedmfosmalionnta itbe, lisanset Mg emMBRt tHHt|3%ense i nformati on

to the 1icensg qmnagefpningniie JRcahLBOMIfIHARSMORY P theddctjd istiopour ce

I nformation. 2 case, e license managenent unit that has
request edoardeatqfrmdtidre, Itheenikensd anaatd gemdmnteunites awsernsts that

houl d k hol di h l ool | yon.
ovever . lideaiaa tpeEAkRRyEne Giterison e EDRIERE, t BAVE e TRRH TS,
the | i CensqipORRRTBRG1SI oh SduARNISGmblR Y iiREOShAn It Imatiig tirat

response request may instruct the 1license managenent unjt that
recei ves thiee ddqeissgonnfsune ds the dianse t mangagm@at r epdinetl on®! For
exanple, .in the sanple as shown in Fig. 10, when the |icense managenent

unit 2a tIA8F@RERds the license information 30 prepares the sending

i nfopation inRRP Whlen theiduitedrsoatpet wmit B3y dioeg nes sesgeupoall ftveci ng
to réturn the used and renewed |license information.to the |icense

managenertcanse izeludediin thehgensen fREMadoNwNE3)i6693¢ITBERIPEE Y7082
message 1 FepPebeliellh e IEEHP (hFoRFR o s FHENIh LT SbOME,I80Y o the
sendi ng ite Fatige’ that utishpulte return rihfeoticemge information based on

the details of it, and returns it to the licensé management unit la

15 based on the acquisition source information. Note that, in the
above case, the license management unit 3a renews the acquisition
source information, but it may return the license information to the
license management unit 2a without renewing the acquisition source
information.

20 In the above case, the license management unit that has
requested and acquired the license information determines whether
it should keep holding or return the used and renewed license
information. However, the license management unit as the
acquisition source, that is, the license management unit that sends

25 the license information in response to the request may instruct the
license management unit that receives the license information to
return the used and renewed one.

For example, in the sample as shown in Fig. 10, when the
license management unit 2a that sends the license information

30 prepares the sending information in Step S6b, it includes a return
forcing message for forcing to return the used and renewed license
information to the license management unit 2a itself along with the
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nmessage and the license information, the searcher X renews this 5 license

I nformation using a part of the received license information, and returns
the renewwo oof0e91d the |icense management unit 2a based ®QTiIRe2/07esur n
forcing nessage. The case when the searcher X is a |license managenment unit
has been explained in the above, but when the searcher X is a 1o content
output unit, it always returns the used |icense information to the |icense
managenent unit as the acquisition source. For exanple, when the searcher

X, which, s the, t . t put i, 1b, f . i :
rranagerreHFel'J‘ﬁ@et 'flcfﬁgf‘"eﬂ PEI‘SH‘ Eﬁg %%'éhrgg 'Pf@@hgg%ﬁf gﬁrﬁégﬁéﬁhgﬁgﬁﬁ%npi cense
managenepiesdhfelfs lepRedentde Byasetiorndat flag, foe owsteerde.out@nteuni t

1b acquires the |license information fromthe |jcense managenent unit 2a
and nenvecebdnghethe gaepidingn isteFpation oi'?r%'t‘-ﬁc{iﬁ.g A’f?l%rr% Yy {Qfé:'agqui red

| i cense infor [ t. ; [ i

i nf or mat mﬂg?%%cgﬁpngnﬁoae%gﬁ '%@ngrﬁ@g W\%Fﬁ%ﬁ%ér}st%ﬁ@%?ems

L}g‘;grmt 'Ii?@ﬂbﬁiﬂg%?g\aﬁigd\ asthg kepastdfltihcenseeivedilimerismintatidrtense
genent uni a base on the acquisition source infornatipn. h

}[Nﬁy, I tPhe agshtreftiros afee desnewes ane &Hekﬁgnﬁﬁﬁ[‘sﬁsﬂ@naﬂsv‘i‘%@gf%&gzéute of

e r t e k13 respectively. Wen the h
for the ﬁ%r?gfgnngﬁ%gtegn%{?l ﬁ%ﬁlégtﬁ%ssha%. the |i censg i nformat i gns\(/a\na'[ﬁi n
the | P range, miheycasarote=n thedseaccher X dstahdicaiife Managgneati ¥Bityi t hin

the I P range, connected by a | ogcal _Line i t.h e hj t | i.cense
manageme%\asurhﬁ%n dFXReR d &li) gﬁ& abovgy ﬁnu&eg\}ﬁ?'gt ﬂ'\ﬁé %#gaélg%gt gts Shows
how bhe oMMt oWAAIELARY] iRl BRareliamaiite L dlintest infagmationds 2
connecte y the l'ocal line. -70 WD 03/009112 PCT/ JP02/ 07082 Wen t he

conteﬂt ct?tqout:ensra_trrmagemenbmiérﬂs Gb8gRCAHIFIEON SOIYCE . sear cher X
searches for t ' ‘ the: das '
. ﬁgom@iﬁg@”@ﬁgﬁ%é’%é%éﬁw x hajficheidatd eont&snse

i nformation, i i cense
output unit 1b, searches for the license management unit that holds

the desired license information and the license management unit 2a
15 meets the search condition, the content output unit 1b acquires the
license information from the license management unit 2a and
memorizes the acquisition source information.
After using the acquired license information, the content
output unit 1b returns the usage information indicating how much
20 license included in the license information has been used and the
used license information to the license management unit 2a based
on the acquisition source information.
By the way, the content usage device 3 and the content usage
device 4 are out of the IP range of the home network 300,
25 respectively. When they search for the license management units
that hold the license information within the IP range, they searches
indirectly via the content usage device within the IP range
connected by a local line, without searching for the license
management units directly.
30 . Fig. 19 is a descriptive diagram that shows how the content
usage device 4 searches via the content usage device 2 connected

by the local line.

-70 -



managenment unit 2a of the content usage device 2 within the IP 5 range to
search them Upon receiving the comm ssion, the |icense nmanagement unit 2a
det er mi newowhsodiezr it holds that |icense information or ®eTIPOF070EE

li cense management unit 2a holds the license information, it interprets
the details of the license information and sends the license information
to the content output lo unit 4b. If it does not hold the license
information, it searches on behalf of the content output unit 4b,

interprets the, details of th . i ' | ot [

and sends it W1ee teonpeenbREHIUARE A Bt EPptentisade RVIER O0.

4b acqui gegs a KGRI Xusagechab fior ehenidcensecmentageniayt arihy thad

interpreted |license information  and uses the content. iq’Aﬁédﬁé%r'.bed bove,
e

ev_etn \thehogldlethend@ﬁil’%d'gféeialéeingrﬁb@tioinnc”ud:ior@n?ﬁé FRg&ment
unit bu i i )
o ABESEBRRERS GHIEYR e it U seesen o whe o

. ( comm’ssions the |Iicense nmanagenent
unit pf phAget fesearthetiienusagpadeveceivinghthet¢amnrpissinge.the jcepse s a

descriptive di agram t hat, sho t h ' '
the cont BMaNaGEYEeREy gt 1 Joarmines Ahaar TEnootds' §fiaf NSRS cn "

out put unifo 3Rapford M- FRIEL eNF HE@AFCERYE GParfagenidiet sasircharhaldeahehes
for the I'icense managenent units that hold the desired Li

i nf ;)r rrflt iIiQ:ma,ns'efj infatmatirchest f ontanpeetscdifte  detdlgendht Cﬁi“rnﬂste”@&r@le t he
content uysage vice 3,that, i ' '
managemer‘n'f‘{La‘i’?ﬁ'rmla%|%f"I &nd ﬁg%{:l&%ﬁ&ﬁﬂ%i@@@é?@%ﬁ?O?g%ngg géhgy t ﬁeuﬁ ocal

lineqlf _Lnﬂleez%lﬂ.fe trhet lds@nsot Relhapeehtenset mfloansatiodg iicdehtdies orense

i nformation, cont ent out put it 3b . SSi [
Uit 15 betiaNesbha0somtenerhy Foak oo+l (IEATPRELS Phesdstans ebaneh for

The || coneeriiRabana abiLired "Reensp, dntSpBtRn and [eRRS Rt AgTHEN.
content output unit 4b.

Then, the content output unit 4b acquires a necessary usage

15 rule and a decryption key among the interpreted license information
and uses the content.

As described above, even when the content usage device, not
including the license management unit but the content output unit
only in itself located out of the IP range, searches as the searcher X,

20 it commissions the license management unit of the other content
usage device within the IP range.

Fig. 20 is a descriptive diagram that shows how the content
usage device 3 searches via the content usage device 1 connected
by a local line.

25 When the content output unit 3b of the content usage device
3 as the searcher X searches for the license management units that
hold the desired license information, it first searches for the license
management unit 3a of the content usage device 3 that it can
directly search and the license management unit 1a of the content

30 usage device 1 connected by the local line. If none of the license
management units la and 3a hold the license information, the
content output unit 3b commissions the license management unit 1a
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content output unit 3b, acquires the license information fromthe 5

| i cense managenent unit that neets the search condition, and then sends
that |i ceweasionfioz mati on to the |icense managenent unit 3&CafJPoyiresxont ent
usage device 3. Upon receiving the license information, the |license
managenment unit 3a interprets the details of the license information and
sends it to the content output unit 3b that requests 10 it. Al so, when the
| i cense managenent unit 3a of the content usage device 3 becones the

searcher X in respanse tq.th T2y b, it
first de‘f"@?ﬁrhbgemfmgeitto gg%g‘quﬁkeﬂ{ﬁr @g‘ﬁtg}é@el %ﬁggﬁﬁﬁ?gﬂjgﬂtgs@f rolm
the contgBld WePdesifed |Rlandd infermbtidnhol ds the Iicense information, it

interprets the details of the |icense information and sends it t e
content out putThai ticepsel maBﬁgelnﬂéeﬁs‘é”%aégéﬁ@ﬁf:hﬁﬁi pn3 eﬁ‘@é@ Qfg{:ﬁﬁol d
the licen I.of or | aat |1 Gers Uiy FE@noblet he
| i cense ﬁéﬁ%éﬁeﬁf{@# '(t?‘nﬂlnzg ?mst hélééﬁ%ﬁgsmégﬁggﬁtgg Lhefg)ggﬁa?g?i”’flﬁghzo Fi cense

manageneicewsiet mahagehoedt Uit thataseats! theessarchrranddioananthEhent he
| i cense managenent unit | a _searches on

hehal f _ of |
it 35, SABABURAL HEANSSOIO AT DB koS JLayas SenpRR e R R O
1cense PRARGAIRINL uehpﬁgagyta@seor\tjgah pait@ivingnitie liceesieihfoumalion25 the

| P range, comm SsSi ons I cense manhagenent unit within the |P.range to
search i thetliderse moanagemend gl Badnteepnets thedt@kiioRl thepfePstei vi ng

t he comm ssion, .the |icense ' a4
makes onI“QFQrﬁEbQ%ﬂ (‘:’Wcrﬁ?pgég&r@gﬂg%)witeﬂggﬁﬁgﬁg’agnéwn{tﬂgﬁP?q"(lj%%tt%ggeout
of the Ik range only interprets 30 the details of the acquired |icense

information. In sum the |icense nanagenent unjits w thin.and out .of .the IP
range respecti #489, Wwaenothet Heepsexinapragemans ‘f'ﬂg %ﬁt 8|f|ta)rrr}bq HAgFnt

separately. -7 3 P Mt [ﬂpq)g a reltfuédtcense
managerrer"f%ls‘—‘\.ﬂ{:fi t%]se\%cg h{g 29%%%31 égﬁhéf Q%égglf)%z r)&arllgen%er f or%t?hgﬁ%r_oxy éss;et;r ch
and the ifpbRT Phet@shient setpudtehit, 3bpit finst dietensy nesnwd@tbar idields t hin

the TP ratrrllgeelicense information requested from the content output unit 3b,
15 and if it holds the license information, it interprets the details of the
license information and sends it to the content output unit 3b. If
the license management unit 3a does not hold the license
information, the license management unit 3a commissions the
license management unit 1a within the IP range to search for the
20 license management units that hold the requested license
information. Then, the license management unit 1a searches on
behalf of the license management unit 3a.
| As described above, the content usage device including the
license management unit and the content output unit, located out of
25 the IP range, commissions the license management unit within the
IP range to search if it does not hold the desired license information.
Upon receiving the commission, the license management unit
located within the IP range makes only the search instead, and the
license management unit located out of the IP range only interprets
30 the details of the acquired license information. Insum, the license
management units within and out of the IP range respectively
perform the proxy search and the interpretation separately.

-72 -



may perform both proxy search and interpretation. In this case, 5 the

l'i cense management unit out of the IP range relays information sent and
recei ved wetoamen12 he | i cense managenent unit within the [PPTHRIEENd t he
content output unit out of the IP range. In the case as shown in Fig. 20,
for exanple, the license managenent unit la within the IP range perforns
both proxy search 10 and interpretation, and the |icense nanagenent unit
3a out of the IP range relays the information sent and received between the

i cense t it | d . i :

variation of (Hb thend DRV arRCactd HERRsSamAasemeit units WEfip And

expl ai ned pedovhe IP Farige. pérforin theOFr@f(yc'sewdteandf tlterinéatpraitgiionuni t s

that are physically connected directly to the licens irrnltaEB%e nt unit wll
e

be Ie>c<|!ol sepadatelyy. bpt the dicensei BIRNaBE I biHYLaW! i FAN9§st em
I ncl udi n e e | | i @y | i
net wor k gb%\plﬂgfﬁgg é&gﬁ &%%@e%&ﬁgg?qﬁé’ﬁt@%% Ogr?dgﬁhsjggsgﬁent
Sll:ll;[ FLB Tlﬁﬂhésli(t@éﬁ?@hﬂairtaﬂdém_mWOaw edlt afi tleetlPyrangen®lbysdnde rmaiagBnent -

. e content usage device 11.jncl ud i . unj
havi ng asemta AN casbERdeest thRdIFT aanaparagarit dnos bt thang
license W”@%ﬁﬁ@ﬁr@&!ﬁe LARtBAYI Q9 pde up® LItUBE thenIRsailgad. of the content

out put unit 1 w se, the content usage device 14 includes a |icense
management uni inldle basengstslkeovandnf Figt idh dortaxanyple,nehej Hegase

ot on Maanagamess it 1a vOERTE rRORF EEROk A o AP RS REER (e

cont ?qt BRIt reeatibh, 43d the Rodnsétmiand getmertntiait 3autpuof thetl® 12b,

13b, 15b and 16b having the -73 WO 03/009112 P_CT/dPOZ/ 0708_2@sqilgeﬁ§function
) |

géot Pﬁf: | ggintgeeretavﬁhepimtfpﬁmffﬁjpﬂ $ONTt AEKhEBER NG bequ]efﬂ _ N3& wor k
20 one! SRR R G 33 Fet g WeibERpu RIS L 11D of Lhe
Next, a variation of the home network 300 in the above
embodiment will be explained below.

15 First, a variation of a number of content output units that are
physically connected directly to the license management unit will be
explained.

Fig. 21 is a functional block diagram of the entire system
including the home network 300 according to this variation.

20 The home network 300 includes six content usage devices 11
~ 16, and three content output units are physically connected
directly to one license management unit.

The content usage device 11 includes a license management
unit 11a having a same function as that of the license management

95 unit 1a and a license management unit 11b having the same
function as that of the content output unit 1b. Likewise, the
content usage device 14 includes a license management unit 14a
having the same function as that of the license management unit la
and a license management unit 14b having the same function as that

30 of the content output unit 1b.

On the other hand, the content usage devices 12, 13, 15 and
16 include content output units 12b, 13b, 15b and 16b having the
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content output unit 12b of the content usage device 12 and the 5 content
output unit 13b of the content usage device 13 are physically connected
directly wo osioa1liz cense managenment unit |la of the conterCTUBeEIgEVI Ce
11. Likew se, the content output unit 14b of the content usage device 14
itself, the content output unit 15b of the content usage device 15 and the
content output unit 16b of the 10 content usage device 16 are physically

connected directly to the |icense management unit 14a of the content usage
devi ce 14.

re,.assune,that .t t o '
descri beﬂa%v\énﬁyoﬂhﬁi E%?Ech‘gﬁ%ggﬁ%ﬁgﬁa&gf@rjglqﬁ.fll;tlslol?’o g%%gggﬁ%g t put
uni ts direct! yi ehpBohheansay oro 3gorentl uding. thitss dendbes 1Bl of 16 hthei cense

managenent units iia and l1l4a searches for the |i '
ol 0 ¢ hecontent oukTsk ME oL bt £BEpenREeT UFATF GIRLEE AoMadlE EBftent

out put uni b~ - e ez t td Ng [ d th
cont ent 8@@‘@%@‘%11%‘%&?? hdaélthggwnggea?%qggggeﬂ n%%%ghdgyi%]?%iggﬁsghé ©
managemeabnteht s o2@puita Lamd 148b sefidshehecdmnthatsage dayiceed 3i 8éfse

oquest DRYSICRHY daneia FiceCirier o foarisd BranndStaRE (IES 1496

i nformat{0n ddhiddBhs§§BIEEYIRULRUL URdwish, The EORtORELRItPAIUNIT 14bS
vari ation perftormnmed %\ﬁgn ‘fﬁ%‘ 25 cont ent Iout'pu'Ee units 11b’\-p?6b sear%rs} for

the |icenfehencogterbusage devipatlhitself nbheicosient aubpubundh ane as

t hose as, shown . in Fig. 2 - f bt Ad

connect eHﬁ?oCQ)'?l rﬁ] Pégrgseed%&:ﬁﬁgﬁ%{n\%ﬁﬁﬂ@ogﬁaﬁﬁ?%ﬁ%ﬁﬁ#ts@gﬁt ?ﬁbt %ta%ggnt ent
out py UQb?'n%eiH%busééE Yolyigad163arabphebitdity commpattedadiretthy des the, 13,
15 and 16 function as a license information acqui Ssition neans

acqui ri ngicemse mensgemanshaiti barobi6 FRATERD UsAg g deydcqels gre and
output units 5 '73#&8%0&1%@%‘180% Q?hg\%ﬁfs@@ iigncSafigliredt pat
'n conp

means for usin R _ 'ance Wt the acquired |iCense
i nf or mat idescritsledubpoid rey t physocalént connactingasat pouealityhradr aomt@iingds,

vi deos and dat a.
output units directly to one license management unit. When each
15 of the license management units 11la and 14a searches for the
license management units that hold the license information in
response to the request from the content output units 11b~16D, it
memorizes the function unit ID assigned to the content output unit
that has made request. And each of the license management units
20 11a and 14a sends the searched and acquired license information, it
specifies the content output unit that has made the request based on
the memorized function unit ID, and sends the license information to
that content output unit.
Also, the operations in this variation performed when the
25 content output units 11b~16b search for the license management
units that hold the license information are same as those as shown
in Fig. 2 performed when one content output unitis connected to one
license management unit.
Control units 51 in the content output units 12b, 13b 15b and
30 16b of the content usage devices 12, 13, 15 and 16 function as a
license information acquisition means for acquiring the license
information from other content usage device, and output units 52
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As descri bed above, even if the hone network 300 as shown 5 in fig. 21 is
configured by physically connecting a plurality of content output units
directly wo o1z cense managenent unit, any of the cont @cT/Jpe/(yos2 units
11b”-16b of the content usage devices 117°-16 can use a content using the
i cense information on the home network 300, as in the case when the hone
network 300 as shown in Fig. 2 1o by connecting one content output unit to
one license nmanagenent wunit. In this variation, three content output units

S ot » A : : unit
not 11 midaation BRI oM eaneap byt aneafltént I A TR Hnca YAt o7 'S
connect eghdi seghired Qicesé iingopmatioagemenbutiputtingthe aondendt iroratof

plurality of IIcense managenent units havingg different functions will be
expl ai neteast one manng? ofsaundsetYiskeas BNstdadRagr am of the entire system

i ncl udi ng the : o I hWoth IvdlrkO 2 me
network 300 i ngglﬁgggélﬁg&égﬁg S’n ! lgj\gggeﬁgeﬁlél)ce ?aﬁgfwgngop hgsﬁﬁ\ﬂ?e
managgnemn fili 21lis coinfigerediiyephysieghy aevieetingnamdyealityhoficodmsd

i nf or mat | ITectively, while the [Ii t upit
content. Gsagetdunl i BréGiy o “aeRdisghsRaaneperngbiu il 282 ST e
content  QutRUGLtUWEn #P umMbs ANth Lhis B ITVEHe Lohtart tbegki denicegrdiagdgent

unit la. The content output units Ib and 2b al ways request the |icense
managenemarunse d aohbent arsihigrthecensengdormtatiaatedahedhome aetnwork ¢ j f

the |icense managepent unit la hglds that Li e~ hif lan. i AisoH i f
the |i ce%@w@ﬁd&‘eﬁﬁtcaﬁﬁﬁ tWﬁ‘ﬁnd@%%ﬁ%B%hB%E&’t%ﬁg ?P@e%ée@%%\ﬁﬁn*noﬁ "tizon
requegt eghf @M AN ABL cOHE@NE dirtipiet Liaiand @ae litensequestagemerser ver
100 to distribute that license information to acquire it, and sends the

acqui red uUnitense information to the content -75 WO 03/009112

PCT/ P02 07082 olfiaut el dn | fnAdl Bt deBsit RAtlialeccofkisréd tane

| i cense manage manajges I cense Information collectively, any
of the cyHenticense management unit, but the present invention is not

limited to this. Two or four or more content output units may be

15 connected directly to one license management unit.

Next, a variation of plurality of license management units
having different functions will be explained below.

Fig. 22 is a functional block diagram of the entire system
including the home network 300 according to this variation.

20 The home network 300 includes the content usage device
1and 2, and the license management unit 1a of the content usage
device 1 manages the license information collectively, while the
license management unit 2a of the content usage device 2 relays
sending and receiving of data between the content output unit 2b

25 and the server 100 and the license management unit 1a.

The content output units 1b and 2b always request the license
management unit 1a to transfer the license information, and acquire
it if the license management unit 1a holds that license information.
Also, if the license management unit 1a does not hold the license

30 information requested from the content output units 1a and 2a, it
requests the server 100 to distribute that license information to
acquire it, and sends the acquired license information to the content

-75 -



output units I'b and 2b of the content usage device 1 and 2 can use 5 a
content using the license information on the home network 300, as in the
case wherweasiodiizense nanagenent unit manages the |icens@®CTiJréxo70Ex i on
separately. In other words, the content usage device 2 can acquire the
license information fromthe content usage device 1 to use the content. 10
Furthernore, in this variation, the license managenent unit 2a nanages.the
::gggse i nformation CQIIFctiver under an abnormal condition that the

se nmanagement unit annot manage the |I|icense information
coIIect|QHF98tﬂhP'§ g @%ﬁag?'both theglicense managenment unitsola and 2a
15 have a funchkope8triFathth Beyeheevénelfserianflizende omarnmdemeanteluniind a

function of relaylng data sending/receiving. hi

_ea](c:h ot Pmana'gle:Sethef licease |inw%§étm%\%@?r%ﬁ5¥§i§f ré'cnyl ! aSBE Fﬁb%%ﬁie(r)lfse

I nformation c Il vel [ TEM '

dat a senﬁf"ﬁBPgéﬁiﬁ%!%g.é’@%% oz%eéggpﬁ,&eb\ten | tdh%ﬂ?siggensed gﬁgn(rargrgﬁgsu;ih?
that 5 mapagsstdieubingthe licdnseanformedidrorn te hame netwoskifi GRS

condition, the other one manages the |icense infor ' I |

t her eby, id&hegease ¥ B qadt LoDy ARSI LT RyaRagssnscitelits!:  on
25 Next, j ArqithbifdiPBeplarBLElPe! 1R lothietanspdsRERearmtennusage dévide2
expl ai ned.” Fi'g. s 'a schematic functional bl ock diagram of the, network
syst em i relnudcqgoité ehkdieemee wofkra@dicr foed hhete g ugaggtq!lgmce the

honme network 300 incluydes the |icense managenent unit 30 la, and
, t he
content &0Qt¥8E T FQ”%S"‘%%, 3b and 4b. In the case of one |icense

managgment uni rtkerfib e, ANXheS varistiopnt it linenme manegerbenziyngb
4b requests the license -76 WO 03/ 009_1120P /JE’OZT(%OB ngna erretrﬁ ni ?nﬁa
to transfxa managieschie licgrsednformation callretivs!y tuqqzert RE 85885%‘%

management Uit ol 300l ds. yhaindd ¢haRagdMedt@hit°a cannot manage the
license information collectively.
In other words, both the license management units 1a and 2a

15 have a function of managing the license information collectively and
a function of relaying data sending/receiving. By searching the
status of each other, either of these license management units
manages the license information collectively, and the other license
management unit relays the data sending/receiving.

20 As a result, even if the license management unit that
manages the license information collectively is in an abnormal
condition, the other one manages the license information
collectively, and thereby, damages can be relatively reduced even in
the abnormal condition.

25 Next, a variation of a umber of license management units will
be explained.

Fig. 23 is a schematic functional block diagram of the network
system including the home network 300 according to this variation.
The home network 300 includes the license management unit

30 1a, and the content output units 1b, 2b, 3b and 4b.

In the case of one license management unit like this, any of
the content output units 1b, 2b, 3b and 4b requests the license
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In this case, even if there is one |icense managenent unit, 5 any of the
content output units 1b, 2b, 3b and 4b can use a content using the |license
i nf or mat i wo 0d041i2 home network 300. In other words, thePcarPe7osesage
devi ces respectively including the content output units 2b, 3b and 4b can
acquire the license information from the content usage device including
the Iicense managenent unit la 1o and the content output unit |b and use
the content. The network system according to the present invention has

been expl ained using the,enhod] t variLat .an b t he
pr esent m@@ﬂgie(mepg AETE [1% Sfedge%rfﬂgge& o?"%?f&ﬁ% Zpré]ﬁh%%oerr" tghgr event
| oss of lLicgenpesiitf /T whki ficent® dnanbgemealtdowit dfa thelds dbaselicansgenent

units la, 2a and 3a, the network system according to the present
enmbodi rehafeiatin. variati ons thereof, that is, the hone network 300 may

further  includp fiaekupebl GRAST (FRARGSTRN o e dimedadumaieumt | ves

to the |icensé managenent units . I'nthis case, every 20 tine
the | jcensyy ofirthgegentenbidistput, upitsahb, 2b,r 3heand b IGadense aiGHTGTRE i on

he. backisInBckhad GRRSAREATTIRIEE Gt comEnedwitk 3ER.n v ©
backup | i\,t;?m@ Pﬁ@mﬁﬁ yshha dboices rdepketiotlylinehnding oheramttiant 25

As a resu even I cense managenent units la, 2a_ or 3a breaks

down, t heowigakupniis 2hs S ey dbeaan@cqu bigekhe dicqnag eate rmpatiaft FEREak down
i cense nagenent .unit to, pr.eyent ,t | | rRRti-pn.
Furt her rrg?@ g?ﬁEeHBrlrbsa}ﬂa? \ﬂ(ﬁqueéo'g]%gﬁ?#gfﬁdgt:ghggnﬁednﬁé‘%ﬁjénﬁgggﬁér?? uni t
i ncl ygi nghfd Ther aeatenttolitiait sinot db ancbutsenthe dictraridut ed from the
content unit 110 of the server 100 so as toig\e/%gi the content stored in the

storage unit i hedpRivserk Sstem eerding DR RS2 | BEIN 1L/ Fos2
fromthe tf%{;‘ltéié%%f’é’i‘iﬂ%‘& d&?f\ﬁspﬁg’eﬁ{b&dirﬁgnt!é‘thtﬁeC\?éﬁatﬁ)@fth@?boTP be

used is s advance storage unit of the content managenent
unit. Whesut thecprésant invention is not limited to these.
For example, in order to prevent loss of license information

15 due to breakdown of the license management units 1a, 2a and 3a,
the network system according to the present embodiment and the
variations thereof, that is, the home network 300 may further
include backup license management units that can be alternatives to
the license management units 1a, 2a and 3a. In this case, every

20 time the license management units 1a, 2a and 3a renew the license
information that they hold, the license management units 1a, 2a and
3a authenticate the backup license management units and vice
versa, and then have the backup license management units store
the latest license information.

25 As a result, even if the license management units 1a, 2a or 3a
breaks down, the backup license management unit operates instead
of the breakdown license management unit to prevent the loss of the
license information.

Furthermore, the home network 300 may include a content

30 management unit including a storage unit that stores a content
distributed from the content unit 110 of the server 100 so as to send
the content stored in the storage unit in response to the request
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output unit 1b, 2b or 3b actually uses the content, it requests the 5
content managenent unit to distribute the content. The content nanagenent
uni t sendeotldoaent ent to the content output unit 1b, 2bPom/JBR/AG7082% he
requested content is stored in the storage unit, or requests the content
unit 110 of the server 100 to distribute the content to acquire it if it
Is not stored in the storage unit, and sends 1o it to the content out put
unit 1b, 2b or 3b. As a result, there is no need to access the content unit

110 of the server 100, every i coOnt out put units 1b, 2b or 3b
uses tﬁéo%ﬁF‘@nF9n ﬂﬂtt%%tol"g?t% ?‘%’sﬁ)go‘g@?&'e to prevent occurrence of
probl ems such (hheRisAcs98! @ntoABENDitobbeussed ibestoredeimiaty amcainckiel
occurs in conmuni cati on between the server 100 anE tSﬁ Iﬂogﬁ ngam)%h 300.
Al'so, tretosageetmib®idtber contest ANEEREBMEHd UNfor SVDEN {TELEOH r‘ége
unit of the content | M ' Aet Yo Irieglueastspeie od
such as %ﬁ?ﬁ‘ﬁr‘ﬂr'}'gaﬂn‘gﬁ@ﬂ’gﬁﬁébt g%%‘ﬂ?e%{@s 32# Eghggsiiy usgd. 20 Al so, the
hone gnet ¥gr ke FOMaReYainemtt aniheaopdéstnibutentiwiiceientad The ¢aPFadfons

t hereof | | ud th t ent it 110, t | i i :

recei \?eslll‘gacfb;ﬁ\@eé}ﬂnghﬁ"oigiS(G?fnﬂﬁ\%%ﬁn?ﬁpﬁﬁﬁggﬁ ﬁﬁgt‘#qc@{?ﬁdgmrtgr#ﬁggltggﬁ’/er

100. HO"‘ﬁ%e{)r ﬂlfég’?fﬁchg r8gtieeed EQRLEAL ik SrBRdenvENe istoradengnibeocont ent
nry, an

unit 110 receives license information from a oéhgr se I\_l/er
i ncl udi ngedhestd ithenzenteint wpdt dril§ ofFtihenservee, 109 %;fnus HOUFE tN€ont ent

distributed f br oadcgsit.i. tat] i ' | but ed
my be cERyRREROREaL R bt e didhnt (e T thesERAGRTLrte, BRd foREs 21

the yari gl{Qnpe Eﬁh@éht o@uthanit e, sebrehdb.X i s any of the license
managenment units la, 2a

and 4b rGOIgJestAsraaresubizartg‘gﬁé%bﬂgggﬁtﬁg,etff%EI{}SE%%E%EE&f"iﬂég&&g’f 3
tFanst or thRcaras 00 qYSRrEiE e CoNtdfR aat ety IRy B or D e cal |y
varied | iganegnt@ngoamhthenefote it immdssibiedo prensati O CH FREN O O 1 ot
For exanglrgblémas Cs?un(t:hen’tchat a content cannot be used when something

15 abnormal occurs in communication between the server 100 and the
home network 300. Also, the server 100 distributes a content and
store it in the storage unit of the content management unit during a
light network load period such as midnight, and thereby the content
can be easily used.

20 Also, the home network 300 according to the present
embodiment and the variations thereof includes the content unit 110
and the license unit 120, and receives a content and license
information distributed from the server 100. However, it may
receive a content from a server including the content unit 110 only,

o5 and receives license information from another server including the
license unit 120 only. Furthermore, it may receive a content
distributed from a broadcasting station, and the content to be
distributed may be encrypted by a package medium.

Also, in the present embodiment and the variations thereof,

30 when the searcher X is any of the license management units 1a, 2a

and 3a, and the content output units 1b, 2b, 3b and 4b request the

license information, they respectively request a specific license
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output unit I b may request the |license managenent unit |la and the 5 |license
managenent unit 2a to transfer the license information first alternately
on a reguwerosjoedis, or the content output unit 2b may re®aEgPoy/dres? i cense
managenent unit 2a and the |license managenent unit la to transfer the
license information alternately on a regular basis. 10 Furthernore, the
content output units la, 2a 3a and 4a respectively request the |icense
information in the present enbodinent and the variations thereof, but they

may request reservatians for acguirdng. I ' ' ,
r eéues??ﬂga'?ﬁgﬁaqv%'\f‘lﬁdhytﬁﬁ g'éac'b%f%lrjr: %gﬁhéeé]ﬁ'écgﬁ{s%;ﬁﬂfgrqlﬁ;f?rast%ﬁhotnt—ﬁrrégns
that each#f togue”Rt andyrdmitallyi varidd Peende madhadement sesitt i

| i cense managenent unit that holds |icense information to Se use irE
advance tiansfeui tbet HgenseeABEOTHRSINRL IEPE- ah@rs8XaMePI¢: eprcé’\F&ﬁtn t he

| i cense informatj. r bel Ny Kk PR tulDd tind 2ReVhen

t he cont 8H&p85t%&n]u$1irﬂglyb @%ﬁ%?”?d%?%r@éhg%ﬂgggﬁeﬁl unit la to
reserye fie@wss fridmagenént lirieee toitrnsfieat ithe lieansagnfaamatéanfing ¢ i ne
reproduction of a novie content is |licensed”, faor, ex e [ e
manageneaitennataly ORoR degwiarn é‘éh%/eoirnq?)‘? r&gri"iﬁptalobﬁ% {"Hﬁ'{’]?sderr\ﬁ/% i on

i nformat | I ngl, g at i at £ quhiput 26ni nldo lthe r Hisensed t he
| i cense rgﬁ*jt%rértmtﬂl(')% ilflelg?gﬁol Bié\??lgtéﬂ?}&gense Ii nf or mat i on. Tr]i S reservation
i nf or mat imanbge@meaes whi 1anka toansien the ligensefinfaemadiermltetRatrlY unit

| b that has reservedb for instance. Next, when the content output unit Ib
request s %@ r¢gelate a§bs'managerrent unit la to transfer the |license

i nfoggati on megpi-pleriitite,” @RkY chhtente outpiaduntitenial, 2amds eamdntient is
i censed” in order to use it, the |i cense,ng&%gerrent ynit,Jla sends tthe
r eser ved respectiy @y 00equesPCPOaEns s INERHBALION orfat FRG (RFSSRD

Cor T BHbBHET o AoCNE ARSI DR sy iedgpriaecn b
unit 1D "rbBerivaeioisedor mddieiring the license information.
Here, requesting reservations for acquiring the license

15 information means that each of the content output units 1b, 2b, 3b
and 4b promises the license management unit that holds license
information to be used in advance to acquire the license information
and secure it to prevent the license information from being acquired
by other function units.

20 When the content output unit 1b request the license
management unit la to reserve acquisition of the license
information meaning that “only 10-time reproduction of a movie
content is licensed”, for example, the license management unit 1a
holds the license information along with reservation information

95 indicating that the content output unit 1b has reserved the license
information if it holds that license information. This reservation
information includes the function unit ID “1B” of the content output
unit 1b that has reserved, for instance.

Next, when the content output unit 1b requests the license

30 management unit la to transfer the license information meaning
that “only 10-time reproduction of a movie content is licensed” in
order to use it, the license management unit 1a sends the reserved
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reservation information. As a result, the content output unit Ib 5 acquires
the reserved license information, and use a content using that |icense

i nf or mat iwp.03M0|e2 even if the |icense managenent unit 2aPCEFyBResi798% he

| i cense managenent unit la to transfer the reserved license information
before the content output unit |b requests that |icense 1o information, the
| i cense managenent unit |a prohibits the |Iicense nmanagenent unit 2a to
acquire the reserved license information because the function ID "2A" of

the |icense managenent_.unit 2a.that r ed, t.he 4l L Qf tion
does not ﬂﬁ&t”él@ t'ﬁgofmﬂ:tﬁ)ﬂntouﬁf’fa chnr]:%%n.t ?’Wﬁ}éeg”f“ﬁ tlrlljecir%gég?\élgd?hggense
i nf or mat kgActibn 1D "de5Cof hpe ebetent bhepuesarivad thathes rejuestad dhecan be
acquired only by the function unit that has requested if. The ecLor i f
there isliggnsainfermationeaaiehas dradhvnshion Hg”él)ﬁte:ré H&‘E'Hﬁ{e H?Ehelb,
2b, 3b a e f I 0 for Y kC I di@r gt i on
I n advangg,‘c’ég\ﬁéﬁ?%e?égéﬁﬁt%ﬁdé&lg'| céuisseé)irr??g?y#agpggcégﬁebg @'g%%tr ed\)il(rgt gg from
bei ngs acadigadeHthet hesefvedtiioanseiinormiatoon; mriheisthaveontsrt Usinghe

| i cense nanaqenent unit |la ,does not hold the requested |icense
i nf or mat itBAL HERNSE dBFREMakPRgenent unit |a may search for the |icense

nmanagement uni fa§gqt t@;eﬁ‘qlfdtzﬁa@ﬁi(}éﬁﬁ@a:dﬁ@éﬁﬁﬂtorﬂmitnzé higqeests thie t he

| i cense 25 nmanagenkent unit 0 I cense information as a result of
the sealidender nexpageenenheunitedse toantipnsfier dhie resertwtbstisense

| nf or mat 1 DROADEL0R afare ey entco RERHE b b Fedts BiRRcsnse,l ong

wi t hyphe jaboMA LRSS LA RReh’Eopi@hAgam &Rt lumitheaapryieibies ehe lieehsect i on

unit 1D of the function unit that has reserved is included in the.

r eser vat ioanagemnent omit ada teaeavuscthenreservedsiconse; H'BJ‘])I'T‘E%HQQ

I nformati,on.s e T R YA : R APS3 g t put
unit |Ib g%&?c%thg?l{i@ﬁﬂ]c@sgg n oﬁ?r%#i%(%rqs mg cotntgg'ﬁtt quttrgélﬁ uni t
2b pl ans K#s yequdsteld tkeslécenserimibroratBon dbesveot neatth ddber fungtiosser ve

the 1 Cenusﬁitl Ian‘rlrrBa,; Iilg)cr:]fuded in the reserved license information.

15 As described above, the reserved license information can be
acquired only by the function unit that has requested it. Therefore,
if there is a plan to use license information, the content output unit
1b, 2b, 3b and 4b request reservations for acquiring the license
information in advance, and thereby, the license information can be

20 prevented from being acquired by other function units.

Also, in the above case, if the license management unit 1a
does not hold the requested license information, the license
management unit 1a may search for the license management units
that hold the license information. In this case, if the license

25 management unit 2a holds the license information as a result of the
search, for example, the license management unit 1a requests the
license management unit 2a to reserve acquisition of the license
information so as to have it hold the requested license information
along with the above reservation information.

30 In the above case, the function unit ID of the function unit
that has reserved is included in the reservation information, and
each function unit reserves the license information such that the
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For exanple, when the user ul inputs the user ID "U1" by 5 operating the
content usage device 1 and has the content output unit I'b request a
reservatiwooBoniazquiring license information meaning th&CTeeR/gr080-ti me
reproduction of a novie content is |icensed", the |icense managenent unit
|l a holds the license information along with the reservation information
that the user ul 1o has reserved the license information if the |license
managenent unit |a holds that |license information. Here, this reservation

i nformation_ingl t he, LD "U1" _of . th : ;
i nst ance.CORIEé('E‘f O\lfdrd‘iﬁﬁ'ttth'g'ﬁ@ﬁ?'aﬂso egagécgutet ﬁ%élﬁgétléﬁ?%atg@ﬁoféé?@gf%édi; ?{)

use a cophRpEntnggtpat usade iyl plamatt@ weei theoticemsed snfoepadiored.onl y
10 times on the content usage device 2 and inputs, _the user ID"U" of the

user uit HitOrg%@l/fﬂl‘,oﬂaCheuﬁehtr@ﬁV (Rsgjy tbecicense infoEMAYAN out put unit 2b
requests the ' i "
Eﬁf%&l@\@?%&hgﬂﬁ %Ség 49 iHpned ehet B8l IOMSGL” by

I nformati on ne O reproduction of a novie content

iZ I iﬁenéP@'i‘atﬂn’g rteepeostent tbager devése 1 tdred | haerde mondgnteatitpritt 2a
sear cnes

_ or the license nanagement upits_ that .hold t | i, :

i nf or mat UEWE | 1D redy@stné r%@q'_éfg‘f%@l cb"er%‘éqli"r\'f'apng'tcﬁg}%.e I\Aﬁzﬁﬁrﬁalﬁlaﬂges
that the c8hMNg tRE t1 O fnd ardPRIduEtiIens 8dr ahneeuit téontest dsr esul t
of the 25 'search, the |icense managenent unit 2a requests the |jcense
manageneticemsidd”’] athe tlicesser mbaageroesd iunisr @i swldandheyr HEBRES t he

| cense AafhsgRRERN Aipoo) Wit KAE (REIRRED JhESrmAEl e Iees | 12

licepse mRpes@Rledthe ReeRoelintansatibe iptheditensesaanagerdiehtnmnithes
the user ID"U I ncluded in the reservation informatjon. Upon aC@ui ring

tgﬁ {/\Focgg./aeogl'QNSrn’dﬂabn,'iQ&?ftsei?Eﬁ%@“@ﬁ?ﬂf@;emnﬂ%ﬁlt ISt uFEPRIVREREs the
a5 TR OB Wl D5 LT eR h OO R P
usi ng t hgeskirgeds€oirninstamiceon.
Next, when the user ul operates the content usage device 2
15 to use a content under a usage rule that a movie content is
reproduced only 10 times on the content usage device 2 and inputs
the user ID “U1” of the user ul himself on the content usage device
2, the content output unit 2b requests the license management unit
7a to transfer the license information meaning that “only 10-time
20 reproduction of a movie content is licensed”. In response to the
request, the license management unit 2a searches for the license
management units that hold the license information if it does not
hold the license information. When it judges that the license
management unit 1a meets the search condition as a result of the
95 search, the license management unit 2a requests the license
management unit 1a to transfer the license information, and
presents the user ID “U1”. Upon receiving the request of the
license information, the license management unit la sends the
reserved license information to the license management unit 2a
30 because the presented user ID “U1” matches the user ID “ul”
included in the reservation information. Upon acquiring the license
information, the license management unit 2a further sends the
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Al so, a plurality of function units or users may reserve 5 acquisition of
i dentical license information. In this case, the above reservation

i nf or mat iwo o3edluzies a plurality of function I Ds or user PCDgPO¥Funszher nor e,
priorities for using license information may be assigned to a plurality of
function units or users that reserve 10 acquisition of identical |icense

I nformation. Mdre specifically, priorities are assigned to respective
function I Ds or user | included in the reserved information. In this

Ds
case, even if a pluralj.t f ncti [ r haeRbhbgal +hbacense
i nf or mat 16@NSEN I‘ﬁ'ﬂﬂ%@?ﬁ)&%%?y&bﬁﬁ%ﬂ?o@a%lﬁ?e%ea{tﬁc QIPE 8hﬁyﬂgggﬁi Flgét he
license iphesARt@BDLE YRR I2b AeProdutae theghmstier contentf usbng obheni t

cancel s the reservation, the second highest-priority function unit can
only acolicensenhigfloiroeatien.i nfornmation to use it. Furthernore, in the above

case, each |1 cgnse MRNGORIRA, A0 dddfaliies dertiseksconap. raberveti on

subject to re I'I cense ormation along with the
r eseryat hegui siitRsreifiidentbed lioerskiioéosmationgerdimthisncasenyhRAkOY e

reservation information collective or.a W nage 1.hal.devi ce
that hol a@saﬁ@tlﬁanﬁg’@imwoﬁbé@?@%ﬁ phiEIT ﬁn&ﬁb{ﬁgéti%%ﬁg&ﬁbe
provi ded 5 Also, in the present enbodi nent and the variations thereof,

t he cont 89 ‘output unit that has requested the |icense information

acquires it, bBEUrth@emorentmrivridiepdorusing hgense infermatian MEYsbEase,

when t he content usage device 1 i.S.l f ot fii f r of ouse

and t he @éﬁi%?dugﬁg% dg\Vir@g'%X of Iﬁdﬁgﬁé’g—goﬁﬂltfohﬁhed%%ﬂgonﬂﬁl org_rs,e%y%r

exanpj e, a%q‘t‘.ﬁ§[;ci5'ﬁ5 drhadepriedlt |tdmse umidrnhbticeguesMdriecespecifitaliymt i on

by operating the content usage device 1 on the first floor, and tlf@% has
n

the cont rotigsutakeni asgigngdthe regpegs e/ BHyaHo P %P@E/H?@éz t ent
roaai v, Tnéfudedin Bie IERY R A ariF P50 can “be i mproved. - C °
In this case, even if a plurality of function units reserve the
identical license information, the highest-priority function unit can
15 only acquire the license information to use it. And if the
highest-priority function unit cancels the reservation, the second
highest-priority function unit can only acquire the license
information to use it.
Furthermore, in the above case, each license management
20 unit that holds the license information subject to reservation holds
the license information along with the reservation information, but
one license management unit may hold the reservation information
collectively, or a new management terminal device that holds and
manages the reservation information collectively may be provided.
25 Also, in the present embodiment and the variations thereof,
the content output unit that has requested the license information
acquires it, but other content output units may acquire it.
In this case, when the content usage device 1 is located on
the first floor of a house and the content usage device 2 is located on
30 the second floor, for example, a user has the content output unit 1b
request license information by operating the content usage device 1
on the first floor, and then has the content output unit 2b of the
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5 Industrial Applicability The content usage device according to the
present invention is suitable for use of a plurality of them being

connect edwD®300mE12 anot her via a conmuni cati on network at [ReTEPORI7082 as
STB, PC or PDA that outputs videos, sounds, etc. or recording data using a
to content distributed froma server. -83 WO 03/009112 PCT/JP02/ 07082
CLAIMS 1. A content usage device in a network systemincluding a plurality
of content usage devices that are connected to one another via a

conmmruni cation petwork and.use.a _co nt ' i i ;

conpri si AgRt@nt i ¢eade Néﬁ%n%np?‘h#heé c?;?gaarg(#]efI?g?thghﬁ%etnlﬂs%ewfé?g?rmti on
that is fithhatoed fASM pesaitenef ushbiltignbéthelsagee nedwark 300 eaabl es
usage of a content; and an output unit operable to use a content in

conpl i anbe mnphoved.license information and output the content in at |east
one manner of a sound, video and data, wherein the |icense nanagenent
unit, upon receiving a request of license information fromthe output

uni t, s r egpeRiStdall Applieabilityerent unit of another content usage device

to 15 t f t he | i nf t.i d [ | :

nformatfon, - Ehe PRBLGRT URAGRGRVISE PLCRRGEd kP AT ETSRerE TRE NP ut

unit, an?s d1faBId H’#tr HYkt oFlsﬁspl%lﬁmver fHeeOBRihgneenwedtetheo! bnense
b

i nformation passed fromthe |Ilcense managenent unit. 20 2. The cg) ent
usage dewinogharceialiangotmd riication weivork athbamee etfoeds e hEn &r?é’nt

unit does not hold the  license informati requ byt nit,
the |iceRRA il fHEH sy egéar%%gga?()rgﬂ:ﬁegﬁi géeéggdlzéngﬁ:ﬁagg{sqﬂ?i 'té of
the ;Qt hehntepiedistHiAfe deroseat §ekvéwl ds the license infornmation, and 25
acquires the license information fromthe other |icense managenent  unit.

3. The content usage device according to Caim 2,

-83-



wherein the |icense managenent unit, upon receiving a 30 request of
license information fromthe |icense managenent unit of the other content
usage dewoe3/oeuthenticates the other |icense nmanagenent PCRIIPOY/(7082
requests the license information, and -84 WO 03/009112 PCT/JP02/ 07082 when
the |license managenent unit judges the other |icense nanagenent unit
unaut hori zed, the |license managenent unit prohibits the other |icense

managenent unit fromacquiring the license information. 5 4. The content
usage device according to Caim 3, ﬁ’i} I i%the | i cense managenent unit
aut henticates the other |icense ma m unit that requests the |icense

i nf or mat %9” bya ¢@rgemtniviagedéeiceorinne ndeworkesybtermsiaciadaygnent
unit 1o belongs to a user donmain that is set as a rmvaegLe ranege of .| icense
i nf or mat poarality ofcortesisesaga dpvises hat are sonn to o€’ gnotRer

content usage devi i L 4 efEhha) it -t' ital
ot or mat Von aurananiraeRcABtpRsk 3 GeadCtBhPentirhich 133 gt
plurafityyefk t BenfPsRNG: usage devices individually is assigned to each of

t he content usage devices, the |icense nmapagenent, unit,_hol ds a i.n list,
in which the RdeHCENSEat NYANPALHNRAL] dﬁn&sspﬁﬁéﬁb S tife Ihojgnsﬂeggﬁggerrent

unit of iihf'cgrrrﬁé@%n cl%ﬁte"f@ diSpEeLRY $FoiN Vutistd @esfMthieedoimemmvashbe 20

| i cense tion ween the |I'icense nanagenent unit itself and the
ot her |i ¢knseenandgenablesinisage ofragicnt@ndd aadd the | i cense managenent

it ref to th in |ist, det er m . { i
managenent - uni 8N Rupiaquadk 8beraBTe teohBE Prrdrtelt i Eufiplfince SAIE® o
domai ‘“"?f‘ébﬁ@il?ﬁ)ﬂrﬁﬁﬁidﬁ @t baep LBftAic®s heenBin itdeashend imanser of

managenent unit is registered in the domain list. 6. The content usage
devi ce acsodindy vided a&imd 4lat@herein the |icense managenent unit deternines

}/\/irfteggre or 30 nob.the gidef; bheNSHIRPGHERE wiitl LRdn ' eEMEtBgt ke
request of license information from the output unit, requests a
license management unit of another content usage device to

15 transfer the license information and acquires the license information,

and passes the acquired license information to the output unit, and

the output unit uses a content in compliance with the license
information passed from the license management unit.

20 2. The content usage device according to Claim 1,
wherein, when the license management unit does not hold the
license information requested by the output unit, the license
management unit searches for the license management unit of the
other content usage device that holds the license information, and
95 acquires the license information from the other license management

unit.

3. The content usage device according to Claim 2,
wherein the license management unit, upon receiving a
30 request of license information from the license management unit of
the other content usage device, authenticates the other license
management unit that requests the license information, and
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i nformati on belongs to the user domain to which the |icense managenent
unit itself belongs, and -85 WD 03/009112 PCT/JP02/ 07082 the |icense
managenervouwnioooiaut henti cates the other |icense managene®CTURIZ07D$AL
requests the license information by determ ning whether or not the other
| i cense managenent unit is under a usage restriction that restricts a

| i cense managenent unit 5 which is to be permtted to acquire the |icense
information held by the license nanagenent unit itself anong a plurality

of license managengnt units that : | i ont ent
usage devi ce a‘@ggtndnfﬁﬁ 'tfse&PSi maai]QQ%vaggé g‘lﬁn&ﬁhe q |chﬁgbr@rgﬁggléar-r€ﬁ%_éuni t

br Oadcasﬁﬁiﬁé‘@ﬁhﬂfé’nt | 0heF MahiatHorizeédguthendicengéie nhanagsem edtiagamisnt
units of all e other content usage devices whether the |icense h
manageneptobibits thel athee liceesgeemanagpmedh BP'%gf?"hrﬁic%léﬁl“aﬂeg For the

| i cense ,.manage L of the other content usage devices that hold the
15 Iicenggepﬁgomﬁpﬁt'bz@s’ed on a response to the inquiry information from
the |4 cense managenent units of all the other content usage devices. 8.

The content usage devi ce accordi to daim.2, 20 rei-n the |icense

nmanageneft uniTﬁ§e‘é¢BF\%'§t HS2qH&q 'E@n%%co'{awé’r ﬁ%tqu@ﬁnfgc}uested by the

out put unit am@%ﬁﬁ ﬂriéﬁﬁ&?ﬁsei Hfamé@éh‘?éhﬁ halt BheheinticwmRe enagdment unit
an en e

itself hol ds, | cense nanhagenent unit does not hol d F?EB
r equest et ceinsenseahabenmanitonnitt beat iresprstsabhgdieansaninforoladgmmPYsi ons

the oth | i ' '
it or mat der BN Bng derr 19t ket YRR dlegie EIEGRRIet FfR°

requegt ?‘Be’lbﬁﬁ@sﬁ) in{,Reredbaiain BRabtissset aseasnovaidgeremge wifi ticense
conmi ssi ons the fu

rther other |icense nanagengnt _En't &o S arcgﬁgo for the
r equest ednforeasion wrgd HhE bﬁ,enéﬁdmaiéﬁgﬁy‘,?e‘f‘ﬁém' dt%% b Gfent unit
searches for the |license nanagenent unit of the other content usage device
that holds the requested |icense

5. The content usage device according to Claim 4,
wherein identification information which is different from
15 each other for identifying a plurality of the content usage devices
individually is assigned to each of the content usage devices,
the license management unit holds a domain list, in which the
identification information assigned to the license management unit
of the other content usage device that is permitted to move the
20 license information between the license management unit itself and
the other license management unit, is registered, and
the license management unit refers to the domain list, and
determines that the other license management unit that requests
the license information belongs to the user domain when the
95 identification information of the other license management unit is

registered in the domain list.

6. The content usage device according to Claim 4,
wherein the license management unit determines whether or
30 not the other license management unit that requests the license
information belbngs to the user domain to which the license

management unit itself belongs, and
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-86 WO 03/009112 PCT/JP02/07082 information. 9. The content usage device
according to Claiml, wherein the |icense managenent unit, upon receiving a
.5 reserwaniosmowiz acquiring |icense informati on fromthe @®arpgro2/0T0$2t ,
reserves the |license managenent unit of the other content usage device for
acquiring the license information so as to secure the license information
frombeing released. 10 10. A content usage device in a network system
including a plurality of content usage devices that are connected to one
another via a ({Mj¢Rinsd hﬁ’é‘nHﬁb‘Pﬁéht%ﬂﬁ’itP&@t@eﬁﬂ@a@@% M’LE OFhiet [Fcdhgbtal
wor k, conprising: a |icense nafagenent unit operable to hold |I'icense 15

i nf or mat i ovanagementi anitbutheat f requeastsi dehef lidensentiafiormedien deyi ce
and enabl es, usage. of a, content; and,an output.unit operable to,use.a.
content | GSEERBrTUIG SThEERer o dflcthR: BHhEr Ninense BerARe MRt BNEds o
at |east QAEeMBANPSadé reBtPRUNEn tHAtePeiicdnbalicéRsehrighagERfeftiiuttit unit
requests the |license managenent wunit of the other content Usage device to
transfer Wihiehsis to drepeannidhedntd asquiredhendiceinsenbrfanmatioat iheld Byid

A cont entt e aueehls? BT RBRA et MR CLPE PP nG 2 HGraNhYLPF opse®
content usrgragement urias thiat belnegtedthe wier doshbén. via a
comuni cati on network and use a content which is a digital work,

conprising: a license information acquisition unit operable to acquire,

30. fromphe Otfﬁéu@?ﬁdée‘ﬁ‘tij‘ét%ﬁ?d%%éeacédu‘iﬁﬂgeté HiifpL on that is

distributed fromo cont ént usage device and énabl es usage of
a corttent ; and w&eraih 08he09ickh FeCTimERT2g 62t anndutipraadoastsodeagakirg to
use a content in.conpliance, with . .
information for inquiring of the license management units of all the
other content usage devices whether the license management units
hold the license information or not, and searches for the license
management units of the other content usage devices that hold the
15 license information based on a response to the inquiry information

from the license management units of all the other content usage

devices.
8.  The content usage device according to Claim 2,
20 - wherein the license management unit searches for the license

information requested by the output unit among the license
information that the license management unit itself holds, and
when the license management unit does not hold the
requested license information, the license management unit
25 commissions the other license management unit to search for the
requested license information,
when the other license management unit does not hold the
requested license information, the other license management unit
commissions the further other license management unit to search
30 for the requested license information, and thereby, the license
management unit searches for the license management unit of the
other content usage device that holds the requested license
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the acquired license informati on and output the content in at |east one
manner of a sound, video and data. 5 12. A network system conprising a

pl ural it ywofo3fda1$2 cont ent usage devices and at | east oneCIgeaiogont ent
usage device that are connected to one another via a comrunication network
and use a content which is a digital work, wherein the first content usage
device includes: 10 a |icense managenent unit operable to hold Iicense
information that is distributed fromoutside of the first content usage
devi ce a?& enabhl.es usage of a content; and an output unit operable to use a
cont ent HMOE 'P8nce with license information and output the content in
at | east one manner of, 15 a sound, video and data, the second content
usage device includes the output, unit onl t he kﬂcensg management unit of

(4

the firs®. contEne apHniyuspge deyped a&UdinAgta Glafedr of 1icense

nformation frogathg, ovhBuliditide APavhgbRfeht! Ghiconison yeaahiveyise

itself or the i ca ITst content usage device or the out put unit

of the spssmd/atdoheof aspgiringelcerseriefoemationefrometbe aHERYENRALL, uni t
of the other firs

ont ent usage device t sfer..the i
i nf or mat FRFEMRE tji'@q CERS S ﬁ@apgé@rﬁsn&n‘m&n@?%‘% %atpfr}pgébggﬂgﬁjes%%aui r ed
l'icense ' IcRitrthd O Ul Barisenidforhrdtioageests tbesetaeesthe
i nfornatlagxl,iéggr;ld(]ﬁzaﬁg‘molht p%t unit uses a content in conpliance with the
passed liceasgeinfofronativirofiroraobedng medeasedor k system according to daim
12, wherein when the |icense managenent unit of the first content usage
devi ce does not hold the license information -88 WO 03/009112

PCT/ JP024 @70824r egueird Unaddied evtquitinurd tnetwohk Gyssentdmaudingage
device itself or the other 1dentical first content ysa devi he
out put upildrality Dﬁ@owdl%@ﬁeéiﬁV'&@ég"@%Qr%é,oWnﬁcthchﬁﬂg@ﬁﬁggbﬁint
uni t of via a communication network and use a content which is a digital
work, comprising:
a license management unit operable to hold license

15 information that is distributed from outside of the content usage

device and enables usage of a content; and

an output unit operable to use a content in compliance with
license information and output the content in at least one manner of
a sound, video and data,

20 wherein the output unit requests the license management
unit of the other content usage device to transfer license
information and acquires the license information, and uses a content
in compliance with the acquired license information.

95 11. A content usage device in a network system including a
plurality of content usage devices that are connected to one another
via a communication network and use a content which is a digital
work, comprising:

a license information acquisition unit operable to acquire,

30. from the other content usage device, license information that is
distributed from outside of the content usage device and enables

usage of a content; and
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the first content usage device searches for the |icense managenent 5 unit
of the other first content usage device that holds the requested |icense

i nf or mat iwn,03@d1acquires the license information from t heCTlIPexzIToR
managenment unit of the other first content usage device. 14. The network
system according to Caim13, 10 wherein the |icense nmanagenent unit of the
first content usage device, upon receiving a request of |icense
information from the |icense managenent unit of the other first content

usage device, _ authent.i c t ldcen i
rquests the 91 @éﬁ?é"ti Hﬁif%ﬂqt}gr?%gﬁjuff %éﬁn?ﬁgg?ﬁgﬁﬁeﬁkﬁ%gﬁn&m uni t
j udges tih aidaRiiréd depesse Tafiegerationamd omtpuhbhezedntent iniakeheast

managenent unit prohibits the ot her I'(éfanf@e managenent unit that requests
the |icemednafmgnefids a ‘license information. 20 15. The

network system according to Cl aim 14, wherein the |icense managenent unit
of the first content usage device authenticates the other license
manageneny. uniA ridtatork sysbsinscohepitis bemep luaditys@t GRSHEORAEEBE MSAIRY

whet h t th h i it . i
that 1 s devices @ RbuiaAsS OISR cenabelthy gsader BEvIES FRatrareDlR!
ganagegg@&m@ﬁeﬂtﬁ?'ciné)%ﬁ&feﬁ Qia b commurtoutignsystworkcanddisg ao

ai m 15,

erern identifi cation i nformati on which is different from 30
each ot heontent ivdleiah figiangigital wetkse nanagement units of a plurality of

| cense: manageiaren e Tiief Gl BRitchedls delfoRaBralEEs T Ticense
managenent unig oficéhsefl i rgnagshentt usage depecablenoltos holibrdieensst, in
Ui £ of foronabior At dend GHRISASE 1TAEY] BUtEItR T e et O by ¢ he
othor |1 bBn0e Beyite Sd Tt ds"AshpErDER FBRREAEPEndnI L T1sell and The
an output unit operable to use a content in compliance with
license information and output the content in at least one manner of-
15 a sound, video and data,
the second content usage device includes the output unit
only,
the license management unit of the first content usage device,
upon receiving a request of license information from the output unit
20 of the first content usage device itself or the other identical first
content usage device or the output unit of the second content usage
device, requests the Iicénse management unit of the other first
content usage device to transfer the license information and
acquires the license information, and passes the acquired license
95 information to the output unit that requests the license information,
and
the output unit uses a content in compliance with the passed

license information.

30 13. The network system according to Claim 12,
wherein when the license management unit of the first
content usage device does not hold the license information
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and the |license managenent unit refers to the domain list, and determ nes
that the other |icense managenment unit that requests the license

i nformat iwo obebamys to the user domain when 10 the identi PCTAPI0TOS2
information of the other |icense nanagenent unit is registered in the
domain list. 17. The network system according to C aim15, wherein the

l'i cense management unit of the first content 15 usage device authenticates
the other |icense managenent unit that requests the license informtion by

determ ni ng whet her or not, th e bt el;
t he useer_iﬁ-h%?Wcrg’W\,ﬁh@rputmégluirﬁt%?etd%ﬁgrg’ger‘r:en unlgggpegﬁg{,}%ég%%gntgnt
usage deyj ¢ReldEfer iddftieansirseednienthysalge erewicengr thetdietpwh umét of he
ot her license nmanagenent unit that requ st?i the |icense informat i's
I

under a tsageecared iqanian UsRge deMiFectI% CeNSEs M ABASSTRERE 'ﬂlﬂitfia I i ch
Is to be é’m&tﬁ@ér& Q%g'er(?e{/r}?er EP%‘?Eﬁ%fsiFHl‘OlFH@Qidé'hsl”@h@'aﬁdgéhﬁehtcense

managemem g a plurality o 't cense managenent 25 units
that el gk bP theeotiser fidstrmbmtem.uga@ercbevd@&t@%h@rhdagl&@ eagested am

13, wherein the | ' ' [
br oadc astisensguinfprg Gort 60 senulimsthenfeansendirosBT R, CoTetmEc on
units of H?Ehﬁkhﬁm%{a‘géﬁ]éeﬁﬁhrﬁ?'ﬁfeﬂﬁew fiext contemt heageheeliamnse

nanageme I'ts _ icense information or not, and searches for the
| i cense managenent units -90 WO 03/009112 PCT/JP02/ 07082 of the other

first content age devi ces that hol . ' Tl [
responselfe thﬁﬁﬁnaﬁ WOTKn$Bp b Bﬁc‘g\:%'ﬁ\eq hécé@&nis%’ %g;;ﬁgn?azﬁ?t gno?
al | {he other fiieilejgorhenticernee mapdganertt it TR Thee Worst spsttemt

according to Claim 12, wherein the |icense management unit of .the.fjirst
cont ent ussgge desicee Upgdrecedeing r@g"@CIHS§§rQr}ZﬁF8HS§f "ﬁ@ﬁﬂ??ﬁ'ﬁ&efﬁolc!@?\se

the license management unit of the other first content usage device,
authenticates the other license management unit that requests the
license information, and

15 when the license management unit judges the other license
management unit unauthorized, the license management unit
prohibits the other license management unit that requests the
license information from acquiring the license information.

20 15. The network system according to Claim 14,
wherein the license management unit of the first content
usage device authenticates the other license management unit that
requests the license information by determining whether or not the
other license management unit belongs to a user domain that is set
95 as a movable range of license information and the license
management unit itself belongs to.

16. The network system according to Claim 15,
wherein identification information which is different from
30 each other for identifying the license management units of a
plurality of the first content usage devices individually is assigned to

each of the license management units,
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i nformation fromthe output unit of the first content usage device 10
itself and the other identical first content usage device or the output
unit of twWeosmeumz content usage device, reserves the |iceasgroxenggenent
unit of the other first content usage device for acquiring the |license

I nformation so as to secure the license information from being rel eased.
15 20. A network system conprising at |east one first content usage device
and at | east one second content usage device that are connected to each

ot her vi icati ' ' hakgal
vork 50" wiher AT eetse BAta iR AR AHE SEIh S APSEEpnYahtiudzgd dhuires
managenefh|48id depgapplist] onWehich ithenigkentiifitatioat inforrhatiarns agstignedut ed

fromoutside of the first content usage_device and enables g
cont ent ; tanthericripat MAnagdepeab enttoofishe %mﬁ“erﬂrs‘i%ncf?l?ﬁ%ﬁ?aﬁﬁ%&ﬁ th

25 || cenge, ) ol OrqHR! O ANl QUPYL (it €A Ncdribehinf GaRGLRA® henagenol  a

sound, Vv second content usage devi ce includes the out put
unit nl yhe andehbe omawagementofunite fisedf @unrd edthaisadbedev|ie8NSRd t he
30 output unit of the secaqnd cqnﬁzentdusage devi ce respectively request the
li cense FAABRFEFERENGHRITfIStIRAIFEFEEYcont ent usage device to transfer the

l'i cense infor mahigORhanHcangki AfahAgehheabsenitnFefarat torthe -duimAnoB5H,09112
PCT/ JP02/ 0708r2rg¥§rqden§eﬁgécgntent i% conpliance with the acqui retcl_el icense

i nfor mat iaond  deteAmnesorthady dhem ether | icegse pnanagenent cvittertNdksage
5 devices that .are cqnnected . | YRk | rk
and use £eﬂb'r¢t3<§ﬁtﬁ?/§1i?bq{eri‘§e A"hﬁ?ﬂﬁgif%%?’r%%?éﬁﬁ?he co%iﬁadr}tg “ﬂs‘gg?_ﬁp
devi ¢§. itRe) HAGStifiealticre s fo irberomidforh @oghiesi licensernangge msnd upit

acquire, fromthe other content usage device, license information that is
is registered in the domain list.

17. The network system according to Claim 15,
wherein the license management unit of the first content
15 usage device authenticates the other license management unit that
requests the license information by determining whether or not the
other license management unit belongs to the user domain to which
the license management unit of the first content usage device itself
belongs, and
20. by determining whether or not the other license management
unit that requests the license information is under a usage
restriction that restricts a license management unit which is to be
permitted to acquire the license information held by the license
management unit itself among a plurality of [icense management
95 units that belong to the user domain.

18. The network system according to Clam 13,
wherein the license management unit of the first content
usage device broadcasts inquiry information for inquiring of the
30 license management units of all the other first content usage
devices whether the license management units hold the license
information or not, and searches for the license management units
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to distributed fromoutside of the content usage device and enabl es usage
of a content; and an output unit operable to use a content in conpliance
with thewaoguinied |icense information and out put the contemtJroanras2 | east
one manner of a sound, video and data. 15 22. A license information

acqui sition nethod, by which a content wusage device, in a network system
conprising a plurality of content usage devices that are connected to one
anot her via a comrunication network and use a content which is a digital

wor k, 20 uireg Lic ' ti h I i kbuigd themliimdrdale of
t he corﬁfgﬁ:?‘%s e'ble@F%g ‘la%f)ée'ﬁgblll%@g%sgj;eé}_lg?g;@gﬁt ent, the_license
i nf or Matiin@s rARStib A d 96d et horks pehseitogtha i hguinhinfgsraabiion HPBELE f or

determ ni ng whether the content usage,devi ce  hal ds. nec rya¢l

i nf or matliognse AdANAIRNGNEe MY n@gs?up%& qstil':?trcm'%g %@?&te?éet éﬁd;f@

cont ent @g}\chc(%that hol ds the license information when the content usage
0

devi ce t hold the license information; and an acquiring step for
requesting the other content usage device to transfer the |license

informati on and acqujring the license .. | of o i1n. 23. The license
i nf or mat £8n ac-ﬁhﬁs'?@t‘%ﬁrgre?\féﬁrﬂc%%ﬁ?%q{g‘%[ E& é)Iéigqii’i/\E}z(}S/ 009112
PCT/ JP02/ 07082, dri ! Bef Hekhee mahaderoena ueduest ther dinstngostepts or

accepting a request of license information fromthe other. (:ontﬁg%| ygage
devi ce; asaget eViceat UPYTstEaivinGuahERSEEREIAR (He AFMHF LY ERT>C5

usage devigce that requests t [£ensa HBferd RPN o Mitch B0 sag@uideviten
pr ohi bi t f%@fwéﬁ%fﬁb&bﬁiﬁ& Blﬁﬁgh?ﬁ%ﬁﬁt Rgrt“égﬁltrl{tggnrbto usage de\?;@ée t hat
request s i hintettse othieerideiritoralf fiosh cantent us@gendenmice pyethen PotREL on
auteRent ieugtit ﬁéf gglg@_egggg%%geconteevr{tceuslésgéuccjl%?ncé',nanuég]é)lr\}ezse%r{é‘ fiB&nse
management unit of the other first content usage device for
acquiring the license information so as to secure the license

information from being released.

15
20. A network system comprising at least one first content usage
device and at least one second content usage device that are
connected to each other via a communication network and use a
content which is a digital work:

20 wherein the first content usage device includes:

a license management unit operable to hold license
information that is distributed from outside of the first content
usage device and enables usage of content; and

an output unit operable to use a content in compliance with

o5 license information and output the content in at least one manner of
a sound, video and data,

the second content usage device includes the output unit only,
and

the output units of the first content usage device and the

30 output unit of the second content usage device respectively request
the license management unit of the first content usage device to
transfer the license information and acquire the license information,

-91 -



24. The license information acquisition nethod according to C aim 23,
wherein each of a plurality of the content usage devices holds a domain
list in wooboddentification information which is differeRCT/Je&/G7082m each
ot her and assigned individually to identify each of the .content usage
devices and identification information of the other content usage device
that is permtted to nove the license infornmation between the content
usage device itself and the other content usage device are regi stered, and

20 the authenticating step.ingludes: ertitRd g{&P uirefiernitcéegséo the
domai n | #8f; UpE £ rgaf‘iFBSt i'ﬁn (2(21?1 rIrPnarﬁl‘lgéng vglttgp l?]-E)r (?Tecﬁarm ni ng whet her
the idefHiohhsatioan i nformation of the other content usage device that
requests the li1cense information is registered in the domain list or 25

not, and judging the other content usage device unauthorized when the
identifigation,i i EirP™d elurdsizge oflerbntents usage
regi ster g 25.A ﬁgg og?éa%glfsg%n{ar@)ﬁdgﬁt n(lijs:)aggflldevi c_g in a network system
30 coyIpr Heivileed tHat alrg Yoofnededeto seyanetheesigha CORMYAHAYRR to
one anot her via a comuni cation nhetwor k. and l@%‘a i ent which is a

Ic

digital WetworknandoHEen? GRIHSNENIED T4 &fse -93 WD 03/ 009112

PCT/ JP02/ 07082, 1 (i FBEh @t drit@dint! §s8pét debidednEnodesut si de of the content
usage device and enabling usage of a content, the progr im i:'ncl udi g'%d a
hol di ng det er nanlicgrseepnformadien naed HisiEien HeRit RPerableck? 3SAYE evi ce

hol ds necessary license informati 0 T ricIF i i
sear chi ngr‘?'@r t%ﬁe ogf‘ﬁé-r CQBE{Q—EWEQFCQGQ’?{?.% qh%?@g@tlﬁgbriﬂlﬂgg itﬁfégrlr?nti on
whenf he GeptiBltelSAGMIBYLSRIe dfeshaotohtdnt Usade ceice ansh enalies and

an acquiring step for rerg::Jesti ng the other content usage device to
t ransf er ugage iof e s N e inabfon and acquiring the license 10 infornation.

26. The program ageendingni opeaBié kol sk coReéntliindcompliance with
the acquired license information and output the content in at least
one manner of a sound, video and data.

15
22. A license information acquisition method, by which a content

usage device, in a network system comprising a plurality of content
usage devices that are connected to one another via a
communication network and use a content which is a digital work,
20 acquires license information that is distributed from outside of the
content usage device and enables usage of a content, the license
information acquisition method including:
a holding determining step for determining whether the
content usage device holds necessary license information or not;
25 a searching step for searching for the other content device
that holds the license information when the content usage device
does not hold the license information; and
an acquiring step for requesting the other content usage
device to transfer the license information and acquiring the license

30 information.
23. The license information acquisition method according to
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a request accepting step for accepting a request of I|i [ [
fromthe other content usage device; gS an gut hent i cat ?ﬁgsgt elpn]: g; ratton

aut hent i caibioagodine ot her content usage device that requeCs/JJpbo7osxense
information; and an acquisition prohibiting step for prohibiting the other
content usage device that requests the license information from acquiring
the license information when the other content usage 20 device is j udged
unaut horized in the authenticating step. 27. The program according to Caim

26, wherein each.of ,a plurality of the content usage devi ces hol

- - . d

domai n 1GIM i%PEW?@éHFﬁ%‘?'{Q. on information V\/n?ch is di ffe(r)entS 25 from
each ot her angae%%ﬁ'@‘sﬁtd_alc@ép\tlr@@laé’dap ffori alece ptin geac equ esteot dHEaM$e usage

devi ces and i ntification informati on of the other c [
es _ _ ont ent
that is ipdommatédnt romovidhe wdhercedREent SRR G Eet ween thgsggﬁt gﬁ;” “

550 St encd TSR Mo 10 AR BERY M WRTCRMAT (2
R S e o o G
ot her cont ent 3RagEaEsIwaN oM PLDBs S ahel 01 RIRAFE LR2 BtnEe
et oo bt R R R e e e e ot par
content gegaéring rbe |Eeresg sindpenation when the g?hé?ncgntéﬁg SEQSE
device is judged unauthorized in the authenticating step.
10
24. The license information acquisition method according to
Claim 23,
wherein each of a plurality of the content usage devices holds
a domain list in which identification information which is different
15 from each other and assigned individually to identify each of the
content usage devices and identification information of the other
content usage device that is permitted to move the license
information between the content usage device itself and the other
content usage device are registered, and
20 the authenticating step includes:
a referring step for referring to the domain list; and
a registration determining step for determining whether the
identification information of the other content usage device that
requests the license information is registered in the domain list or
95 not, and judging the other content usage device unauthorized when
the identification information of the other content usage device is

not registered.

25. A program for a content usage device in a network system
30 comprising a plurality of content usage devices that are connected
to one another via a communication network and use a content
which is a digital work, the content usage device acquiring license
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information that is distributed from outside of the content usage
device and enabling usage of a content, the program including:

a holding determining step for determining whether the
content usage device holds necessary license information or not;

a searching step for searching for the other content device
that holds the license information when the content usage device
does not hold the license information; and

an acquiring step for requesting the other content usage
device to transfer the license information and acquiring the license
information.

26. The program according to Claim 25 further including:

a request accepting step for accepting a request of license
information from the other content usage device;

an authenticating step for authenticating the other content
usage device that requests the license information; and

an acquisition prohibiting step for prohibiting the other
content usage device that requests the license information from
acquiring the license information when the other content usage
device is judged unauthorized in the authenticating step.

27. The program according to Claim 26,

wherein each of a plurality of the content usage devices holds
a domain list in which identification information which is different
from each other and assigned individually to identify each of the
content usage devices and identification information of the other
content usage device that is permitted to move the license
information between the content usage device itself and the other
content usage device are registered, and

the authenticating step includes:

a referring step for referring to the domain list; and

a registration determining step for determining whether the
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identification information of the other content usage device that
requests the license information is registered in the domain list or
not, and judging the other content usage device unauthorized when
the identification information of the other content usage is not
registered.
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